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F1E TLSSSL L—IL RR b TS F 4R 1
TLS/SSL b—)V XA N FF 77 4 A 1
TL Ty BETa—FTa— R EBEDNSA /R 2
[#55 L7e\v (Do Not Decrypt) | D_XA NFTF 77 4 A 3
[18755-F3&4 (Decrypt - Resign) ] & [fE5-BEk1D % — (Decrypt - Known Key) ] DA h 7
FIT 4 A 3
BAHNCELE T 5 TLS/SSL /L—/L 4
BRI ECE 95 TLS/SSL L—/L 4
28 HER) O—EL—ILDERTE 5
HELER Y O — L L— L DORE 5
SSLARY > — OFKE 6
TIRA arybha—L R —DORE 1
£3=E TLS/SSL JL—)L {5l 9

TLS/SSL /L—/L f5i| 9

TVIANETDHNT T v 9

D TLS/SSL V—/v - FFED N T 7 4 v 7 #E 5 L2 10

WD TLS/SSL L—)L : BEDT AN T 7 4 v 7 Z2EETEH N

BIARIZDOHT I, LEaT—vary, 377V r—va 285000 12
BT 3V O [EE-FFE4 (Decrypt - Resign) ] /b—/LDERL 13

@D TLS/SSL /L—/L : fEBE L o haa"—T g a2 T ay 7 E$-13ERT S 15
B GEBEAR T — X A EIX7 v v 7 3% TLS/SSL L—/L 16
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Bl 7va har =g UEEREIZT ey 735 TLS/SSL L—/1 19
7 a v Of  FEREOMBA BN EIE 7 v v 7 9% TLS/SSL /L—/L 20

TLS/SSL /L—/L DT 22
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[(EE) YRR ZCERICAZEIIZ, REEDTE (www.cisco.com/jp/go/safety warning/) & CHERLEE W, AEE, kB RaARITR
F1AVMOBEMRTT, VUIBERICOSELTE, BAREBRBERAT., ZERIZT Y ITT—AHY. YD IEDR—UHABHERSL
TWAEENHYFEFTLETTERLLIESVD, HETESBEMRELGYFEFTOT, ERXBABICOVTIEREY A FOFF1 AL FESEE
S, T, BHZEDRICDONTIE, BAERFT/NA— bF—. Tk, BHELFICTERCESL,

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN' NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

The documentation set for this product strives to use bias-free language. For purposes of this documentation set, bias-free is defined as language that does not imply discrimination based on
age, disability, gender, racial identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be present in the documentation due to language that
is hardcoded in the user interfaces of the product software, language used based on standards documentation, or language that is used by a referenced third-party product.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)
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TLS/SSLIL—IL AR N TS5 F 4 R

¢ TLS/SSL /b—)L XA N FTZ 7 F 4 A (1 =)

e LT g NFETO—FTa— RIZLDRED AN (23—=)

« [f55 L72y (Do Not Decrypt) | DXA NTFZ 77 4 A (34—Y)

« [{H 5-%E4 (Decrypt - Resign) ] & [ 5-BEA1DF— (Decrypt - Known Key) ] D~NA b
T T4 A (3R—Y)

« IANCHELE 95 TLS/SSL /L— b (4 ~—2)

« BB ICHLE T 5 TLS/SSL /b—/L (4 ~—3)

TLS/SSLIL—IL RR k TS5H9F 4 R

ZDOETIE, TLS/SSL —/L 8D SSL A Y v —DflERL, YAIDNA NS T I7T 4 A
EHELREEIRICOWTEBLE T, 9. SSLARV v —¢LT7 78X v ba— L RY —0K
ENWZDOWTIEH L, RIZTXTOL—v, BLOKFED HIETL—IVEZIEFAHTT 5 2 & &4
[P ZHAEICOWVTHALET,

AP, ZOETHMAT S SSLAY »—7T9,
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SSL Policy Example

Enter Description

Rules Trusted CA Certificates Undecryptable Actions Advanced Settings
—
T Add Category T Add Rule Q Search Rules
Seurce Dest Source Dest VLAN Source o . ; o
M Name Zones Zones Natworke Neatworke Tags Users Applicati... Ports Dest Ports Categories SSL Action

Administrator Rules
Standard Rules
1 DND internal source network Intranet Do not decrypt 4 i

i + Decrypt - i
2 Decrypt test site Astrology (Any Resign s
3 Do not decrypt low risk Risks: Very Lov Do not decrypt # W

Facebook o
4 Do not decrypt applications Facebook Mes Do not decrypt 4 | ]
Facebook Pho!
5 Decrypt all but trusted categ Any (Except Ui * Dacrpt - s -i
Resign

6 Block bad cert status 1 Cert Status s¢ @ Block o
7 Block SSLv3. TLS 1.0, 1.1 ! 3 Protocol Versi @ Block k4 i
Root Rules
Default Action Do not decrypt + | B

TLI74I)LA2ET7O0—F 70— KIZEBEED/NM/VR

FLTANEET 7B A ORD 7 =— T, YATLNLED KREWY Y — 2 HE O
EIEITTDHRNATONE T, TV 74 Z VT TN O@EmET, PINCFEITEINE
T, LT 4BV TR, BRESNIANT~y X — %I LTI 7 ¢ v 7 |24
FLET, N~y X —Z2EHA L, KVBERA AT Vg UHEREER 2 -1kt Ol & =
DTVT 4 NE) T ERELET,

WOBW T LT 4 NE ) TEFRELET,

e NRNTF—<w L ADMA L A VAR aEMEE LW T T 4 v 7 ORRIMNT, BiFh
ITEREWZE @Y T, BEDEXATDOS L —r TXFA N2 T 7 A MR FER T T2 vy
L., 78k a8 e MmaE T 5 2 L <IMUD A el y X —IZF SN T h o
FNENRAAN—LET, BHLEO A Y v R HDHZEOMOEFIZHOWNTH, 77 A b
INART 0y VT HIENTEET,
cHTRIME T T 4 TR T A —T A AT g O A U R U &l
HLUTHTENACBER &2 % CUEECTE D K5I, FFEDH A T D M RV EFRTE E
T, T RAEENTIT LT 4 L EBICHRRID~y X —Z AT 5720, BROIINET
7,

Firepower 4100/9300 23 F FIRE7R 5501, KB 7 m—F 7w — R&fHCE %7, 7r—
F7u—RE, BEHTED NI 74 v IR ET L VU B NNA NASE TN T —~ VA %W
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| TLSISSLIL—L R~ TFS5HF 4R
[85 L% Ly (Do NotDecrypt) IORRX TS U T4 R .

ESEDLFIETT, exE, T2 =T —N"—DRy 7T v T HERET H72DITfE
MATEET,

[€5 L7% Ly (Do NotDecrypt) ] DR F TS5 T4 X

N RS AI=E )

fild, v 7 ek U722V [ 5 L 72y (Do Not Decrypt) ] /L—/bid, EERIRT A A TOULHE
WCEERIDR DD 7280, TERL7aWVWZ E 2 HLE L 9, W3 iudd TLS/SSL b— v & A 7 % 3%
ETDHHEE, eX 72/ T, —HTDM T 74 v 7 BMERTE DL ICLET,

BETELRWLS 749 I9DHARSA4 Y

Web 34 FEERDNESTX2W, F721T Web 4 FTSSL B EOHMNMEH SN TWSLIRA.
BEDNT 7 4 v VBB ETERVWEHNITEXET, SSLEVEDTIE, 77 uHFIiceI—M»n
ERENAHZ LR, BEINTEYA F~D—F—T 7 AN EACPHIE S VE T,

ZDEI YA DY A MIROL D ITEBH I THET,
« Cisco-Undecryptable-Sites &\ 9 £ ai 054 (DN) 7 v—7
NI 74w 7 &BESELTHEY, a—F—NE5Inlt A MIT 78R LIzEEIZT T UHIC

T —RERRINLNE DICT BEAIE, TLS/SSL v—/v O T [1E5 L72\> (Do Not
Decrypt) J/V—/V&ERET HZ L 2HERE L 7,

[(ES-BE4 (Decrypt-Resign) 1 & [{ES-BREID X —
(Decrypt - KnownKey) |ORX TS5 F74 X

IO My TlE, [H5-FE4 (Decrypt - Resign) | & [#H 5-BEEDF— (Decrypt - Known
Key) | DA KNTZ T T 4 AZHOWTaM LEd, TLS/SSL /L—/b

[E5-FE% (Decrypt-Resign) |: SIAZEDEVEDIZKEIRA TSV T4 R

—HOT IV r—ar T, 77U A= a VBERICTED Y —R—3FHED T 4 v T—T
v hEHEDIAL, B SRR E Y = S LRI S EMER Sk, TLYSIL %
D=, [B5 - FHE4 (Decrypt-Resign) |7 7 > 2 > TTLS/SSL V—/L # 3R E L= G,
TV = a VINEBEHRET A AP ORES SN EEZET D L. AR KL,
B S E 7,

TLS/SSL D &' EOITH BB E 2T D72 DI S DTz BhikE 7z iXEES 5 HiEIE
HY FEEA, ROBRIEDH D £97,

XTIV r—a VANT, [E5-FE4  (Decrypt-Resign) ]/b—/L X0 BIEFHRTO,
[1875 L72\ (Do Not Decrypt) ] /V—/L&AERK L £,

TLS/SSL7.1 )L— /LD R & .



TLS/SSLIL—IL R+ 5974 Z |
B somEransssLL—L

cWeb 7T UWEMGHLTCT XY r— a7 78255 a2a—WIciERLET,

AEFAZEO BB OFEMIIZ OV TIL, Firepower Management Center 7 /NA AR T A K> SSL
pinning] £ v a Ly ESHR LTI ES0,
[EE-BE5NDx— (Decrypt-KnownKey) 1ORR K TS5 F 4R

[1E 5-BEA D% — (Decrypt - Known Key) ] /b—/L7 7 2 g id, WNERY— "= (2@ b7
TAwIWHERTDAT 7 a 70T, — ([Fv hT—72 (Networks) ]/L—/L5:H) I
I35y NU— 7 ZFIBMTA2MERH Y £79, ZORE., —"—2EEINTND
Xy NI—=2IZ T 74 vy 7 BNEEERESH, XY NIV—27 EDONT 7 4 v 7 BB LET,

H=AIZEE 9 5 TLS/SSL JL—)L

T FORPIOEHFE—ET DN — NV ERIICEELET, flE LT, IPT RLAZBRT
L= ([Fv FU—2 (Networks) ]/L—L5:A0E) mNdH v £,

XZIZEEYT S TLS/SSL/)L—JL

WD N— NS T FF o — IR B IR E T A HERH Y £9, ZDOX IR —LOEE, ¥
AT ACTRT 7 47 e BRRMRBRET DA LERH DD TT,

TV =g
«HT Y

o AERE

ienl4: (DN)

s SEAER T — X R

cHFSAAL—

e N=V g
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HIRAR)O—EIL—ILDRTE

HERERY o — L L— L DFRE  (55—)
eSSLAEY v— DFE  (6<—)
TR arbu—LRY —DFE (713—)

HREAR) O—EIL—IILDERE
HRORY V—REITRO LBV TT,
e SSLAEY v — :
«FTHNNT I [ LA (Do Not Deerypt) ] T,
e XU T A X —T M LET,

* [SSLv2t v = 2 (SSLv2Session) | & [ SiL7zt v 2 a > (Compressed Session) ]
DM T, [EBFARAIOT 7 2 a2 (Undecryptable Actions) ] % [7' & » 27 (Block) ]
WICRELET,

« TLS/SSL /v—/V : [fE5 L72\» (Do Not Decrypt) | /V—/v7T 7 L a iMEH S b /0—b

RS, TRTOAL—AORX L 72 LET, (ZHUHMEETT, EEIN TV
WRT 7 4 v 7 ICBT 2 RERTT D581E. ZOL—LOrF o I EEMILET, )
T /BRI EIR—NLARY T—

eSSLARV L —%T 7R arybo—/L AR —CBERMTET BERMTE LN
ELUSSLARY —E— LITHRELFHA) o

T T HNIDORY =T 7 varw [RAYHE : NT7 U AOBMNTcE X2 VT ¢ L8
#t (Intrusion Prevention: Balanced Security and Connectivity) ] IZ3%E L £ 7,

e XL T HEA F—T M LET,
BMELEYY

SSLARY v— OE  (63—)
TLS/SSL /L—/L OFKE (22 ~<—3)

TLS/SSL7.1 )L— /LD R & .



HEARY) O—EIL—ILDRTE I
B ossucus—ome

TreA aryra—L Ry —ORE (7T2—)

SSLAR o— DEXTE
SSL AR U v — [CHEBRESNDIRDRA ST T 7T 4 AREDRET I,
T 7 ANET I v a L[S L (Do Not Decrypt) ] T,
XL A R—T T LET,

* [SSLv2tz v =3 (SSLv2 Session) | & [[EffE S 47 >~ a3 > (Compressed Session) ]
DM H T, EBEARRIOT 7 2 (Undecryptable Actions) ] % [7 & > 27 (Block) ]IZ#%
E l./ \i @—0

FIE

AT w1 F72 Firepower Management Center (212 7 A > L CWRWEAIE, /A4 LET,

RAFvF2  [RYI— (Policies) |>[7PtERa> bA—)L (AccessControl) [>[SSL] #Z7 U v 7 L%,
ATvFT3  SSLAYv— ORICH S [tk (Ediv | (£) &2V vr LET,

AT T84 R=VOFEIHD [T 74N DT 7 a2 (Default Action) 1 U A hovn | [fH 5 L7 (Do Not

Decrypt) | %27V v 27 LET,
RO 2R L TWET,

Default Action | Do not decrypt

AT TE  ATOFEET, [BX 7 (Logging) 1 () 27Uy 7 LET,

ATYT6  [BEEOKTHIZr X792 (Logat End of Connection) | F = v 7Ry 7 A% A LET,

ATy 71 [OK| %27V w7 LET,

ATv T8 [fR1F (Save) 1227V v/ LET,

RATY 7T [EEARAOT 72 (Undecryptable Actions) | ¥ 7% 27V v 7 LET,

ATwF10 [SSLv2 > = > (SSLv2Session) ] & [JEffit v 3 (CompressedSession) [T 7 v a [T a v
7 (Block) JIWCiET DI L2 HEL £,
Ty U =27 TSSLv2 ZFF Al L2 T IZE W, JEfE SAUZ TLS/SSL b7 7 o4 » 713 YR — b ST
RNeHOT vy 7T HMBERDY T,
KA T a O E DI OV TIX, Firepower Management Center 7 /NA AT A KO [Default
Handling Options for Undecryptable Traffic] D7 v a2 > & SHL TI7ZE0,

ROKFHZ 7R L TOET,

. TLS/SSL7.1 JL—IL DR & 5l


http://www.cisco.com/go/firepower-config

| #ERYS—EL—LDE
THERXR Ay rA—LKRY S—DERE .

SSL Policy Example

Enter Description

Rules Trusted CA Certificates Undecryptable Actions Advanced Settings
———————
Decryption Errors | Block v |
Handshake Errors Inherit Default Action v
Session not cached Inherit Default Action -
Unsupported Cipher Suite Inherit Default Action v
Unknown Cipher Suite Inherit Default Action v

 Block

Compressed Session I Block v |

| Revert to Defaults |

AT TN =V LEHICHD [RIF (Save) 1227V v 7 LET,

RDHBERY
TLS/SSL /b—/b DR T (22 ~<—) DOt iEVy, TLS/SSL —/L 2R/ TE L. K1 —1 %
RELET,

> 3 N = —
TR arrA—)L KR —DFHTE
Tr7EA aryhua— L R —IIHEREINDRONRA NS T I T 4 AREDHEEFE
eSSLARV S —&HT /A ary ba—/LiRY —ZEEMNTET (B2 L,
SSL Y 3—E — L iFHERE LEH/HA) .

T THNIDORY =T 7 a i [RBABE : AT AR X2 U T 0 &

(Intrusion Prevention: Balanced Security and Connectivity) ]IZF%E L £,

. 1:1%’»“‘/7‘%/]’3?\*‘7\\/1/5: Li—g—o

FIE

AT 71 %77 Firepower Management Center |22 7 A > LT WG, v/ A4 LET,
ATw T2 [R1)— (Policies) | >[7 Y £ A#IfE (AccessControl) 1227V v 7 LET,
RTFYT3 7R arita— L RY —ORIZHD [ (Bdit) | (£) 2270 v s LET
ATYT4 (SSLARY V—REERESNTORVWERIE, BTRETEET) .

a) WOKNIRT LI, =YD E#BIZH 5 [SSLAR Y >— (SSLPolicy) ]DOHEIZH S [72 L (None) ] &
WO HGEEZ 7Y v 7 LET,

TLS/SSL7.1 )L— /LD R & .
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AC Policy

Enter Description

You have unsaved changes | Analyze Hit Counts ‘ m

saiaos | Policy Assignments (0)
Rules  Security Inteligence  HTTP Responses  Logging  Advanced Prefilter Policy: Default Prefilter Policy SSL Policy: None Identity Policy: None

b) URA LG, AT D SSLARY —04Hia 7 ) v 7 LES, ROKIZHFIZRLTHETS,

SSL Policy to use for inspecting encrypted [+]
connections

| SSL Policy Example v| s

Revert to Defaults | Cance! | “

) [OK]%27YUvyZ7 LET,
d) =0 LEch D [RAFE (Save) 15227V v 7 LET,
ATV TE R—=IDOFEITH % [Default Action (F 74/ KT 7 =) 1Y X RT, [BAH : AT 20HN-t

= U7 ¢ L8t (Intrusion Prevention: Balanced Security and Connectivity) | %27 U v 2 L&,
RORIIPIZ 7~ L TVET,

Default Action Intrusion Prevention: Balanced Security and Connectivit v | = B

ATvT6 [mX 7 (Logging) ] B 22097 LT,

AT T [BEFOK THHNZr X 73 % (LogatEndof Connection) | F = v 7Ry 7 A% AN L T, [OK]Z7 U v
7 LET,

ATy T8 [fR1F (Save) 127V w7 LET,

RDBRY
TLS/SSL /b—/v ] (9 ~—2) ZZBMRMLTIZEN,

. TLS/SSL7.1 JL—IL DR & 5l
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TLS/SSL JL— L 451

« TLS/SSL /b— L f5i] (9 ~=—7)

s SVITUNETDHNT T 4T (9R—)

« WD TLS/SSL /L —)V : BriED N T 7 4 v 7 ZEE L (10 ~<—2)

« RO TLS/SSL b—/L : BEEDT AN N T 7 4 v 7 &HZTTD (11 =)

ARV AT OHT Y, VEaT—vay, FRETIVS—varEESLRY (128
V)

s 1T AV D [ 5-FFE4 (Decrypt - Resign) | /L—/LDIERL (13 X—7)

« %D TLS/SSL /b—)b - GEE L 7'u hann—va varuy 7 £038ERT S (15
D)

« TLS/SSL /L —/L OFRE (22 ~2—)

TLS/SSL JL— )L 51

ZOE T, TLS/SSLL—/L DflE R L, YAIDONRA NS T I F 4 ZAZHOWTEHBLE T,

TJLI24IWNETBERTITavYD

FLIZANRY o TIT 7 ZEHOBI D7 = — T, L0 U YV —Z2EHEDO KX VI %2 FE
ITT2ENATONE T, TV 74XV 7E, Wi~y X —& R Lz, L 0ERER A X
R g R AR AT B OFN & BT B &L T A omEE T, I EIT SN E
KR

TV 4 NZY U TNE, EF2 VT 4 D=—RE "N T T 47T a7 7 A ICESW TR
AEMBENRH BT, UTEXNRETHIRI O —L A VAT a U BBEANTAMNERB D £
ﬂqo

« Microsoft Outlook 365 72 & DO —BIENT 7V r— a9 >

e —R— Ry I 7w IOl 77y N7 a—

TLS/SSL7.1 )L— /LD R & .


https://en.wikipedia.org/wiki/Elephant_flow

TLS/sSLL—L 1 |
B soonsssii—n:BrEors 70 v EESLAL

=ADTLS/SSLIL—IL - FED S T4 v O Z1EFSLLE
LY

BIDOFID TLS/SSL/—/L TiE, Wik hU—72 (intrangt & L CER) ([ZA0D T 7 4 >
JI3EEINERA, 5 L7 (Do Not Decrypt) | /V—/v7 7 2 a > i, ClientHello 112
—ET 570, FEFICEHICUEINET,

SSL Policy Example
Enter Description
Rules  Trusted CA Certif Undecryptable Actions  Advanced Setting:
+ Add Categery + Add Rule Q, Search Rules X
vvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvvv
Administrator Rul
Standard Ruls
ﬁ 1 onp twork Do notdecrypt # W
2 Decnptiestsie Astology (any Sl
3 Do not decrypt low risk Risks: Very Lo Donotdecrypt ' W
Facebook
4 Donot decrypt applications Facebook Mes Do ot decrypt 4 W
Facebook Phol
5 Decryptall but rusted categ iy (Except U Dt s
6 Block bad cert status 1 Cert St ©Block 4]
7 Block SSLv3. TLS 1.0, 1.1 3P i Versi @Block su
Root Rules
Default Action Do not decrypt v| @

\)

GE)  NEBDNS $— —n 5 NES DNS U VL) (Cisco Umbrella fRART 7°F A 7o A 72 E) ITED
INT T4 I RELGEIE. ENOED T T 4y I [HE L7V (DoNotDecrypt) ]/1—
NEBMTEET, WEEDNS = "—THAOr VB RE SN L5m6. Thox 7 L7 (L
2V R —ITEMT 528 TEET,

7eliZL, A F—Fy hb— hH—s3— (72 & 21X, Active Directory [ZFHA%IA F #1172 Microsoft
WESDNS U Y LX) ol A Z—xy NMZRENIDNS F 77 1 v Z7I12iE, [E5 L7 (Do
Not Decrypt) | /V— AR LT 4N EZ D o TERMFEH LN EABSHRELET, 0L o7k
LA, NI T4 v P EREEIIRET D), Try T EERMTALENRDD 9,

. TLS/SSL7.1 JL—IL DR & 5l



| TLS/SSLL—L #I
ROTIS/SSLIL—IL - BEDTA R 5719258275 [

Editing Rule - DND internal source network Q

Name
DND internal source network
Action

Do not decrypt -

Zones Networks

VLAN Tags

Available Network:

Q, Search by name or value

Enabled

Users

+

Applications Ports

Move

below rule v 1

Category Certificate

Source Networks (1)

Cert Status Cipher Suite Version

Destination Networks (0)

Logging

Intranet u any

Networks Geolocation

any
IPv4-Private-All-RFC1918
any-ipvd

any-ipvé

defaultgateway
insidesubnet

Intranet Enter an IP address

Add ‘ Enter an IP address

IPv4-Benchmark-Tests

RDTLS/SSLIL—IL : HEDTAMNNTI T4 v O ZEE
95

0BT, RON—NVFA T a T, TOL—E, BONLEZATDORNT T 4T %
BEBIOEHLTHL, Xy NU—27 FCHAT AT 258 IEH LET,

SSL Policy Example
Enter Description

Rules  Trusted CA Certificates

Undecryptable Actions  Advanced Settings

+ Add Category  + Add Rule @ Search Rules X

Source Dest Source Dest vLAN Source . N
4 MName oty Tire iz i T Users Applica. et DestPorts | Gategories | SSL Action

Administrator Rules

Standard Rules

1 DNDimtemal source network Intranet Donotdesynt # W

oammm—) :

» Decrypt - P

Astrology (Any Pt

Decrypt test site

3 Da not decrypt low risk Risks: Very Loy Donot decrypt # W
Facebook s
4 Do not decrypt applications. Facebook Mes Do notdecrypt # W
Facebook Phot
ecrypt al but trusted cate ny (Except Ur » Decrypt - P
5 Decryptall but trusted categ Ay (Except L Resign s
6 Block bad cert status 1 Cert Status se @ Block ‘v
7 Block SSLv3. TLS 1.0, 1.1 3 Protocol Versi @Block s
Root Rules
Default Action Do not decrypt - e

JL— VDR

TLS/SSL7.1 )L— /LD R &




B zuxoon75y. LEaF—vay, FEE7TUS—va v ERRSLAL

Editing Rule - Decrypt test site

Name
Decrypt test site Enabled Move
Action
| £ Decrypt - Resign ¥ | with | IntCA v Replace Key Only
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN

Categories

Q. Search by name or value

Any (Except Uncategorized)
Uncategorized

Adult

Advertisements

Alcohol

Animals and Pets

Arts

Astrology

1€ < Viewing 1-100 of 125 > >|

BUROD

F—arvEESLEN

Xy NI—=2 ED T 7 4y 7 Z7HMEL T, ARV A7 D72 LEaT—var, i
TV =2 a Al—8TH 8770y 7 &ML, [fE5 L7 (DoNotDecrypt) 177 > =
YEEMALT, FNoD0L—LEBIMLES, M7 74y 7 OB LY 2 < ORI D
T2, T 6 O—/LEMo L BARR 7R [1575 U722V (Do Not Decrypt) ] /b—/L D% IZ Bl

LET,
WRITH 2R L ET,

SSL Policy Example

Enter Description

Rules

Trusted CA Certificates  Undecryptable Actions

y; | Mams Zones Zones

Administrator Rules

Standard Rules

1 DNDinter

2 Decrypt test site

Do not decrypt low risk

Do not decrypt applications.

5 Decrypt all but trusted categ

6 Block bad cert status.
7 Block SSLV3, TLS 1.0, 1.1
Root Rules

Default Action

JL—IVDEEH

. TLS/SSL7.1 JL—IL DR & 5l

Advanced Settings

VLAN

Tags Users. Applicati.

Cert Status

+ Add Category

Risks: Very Lo

aaaaaaaa

Facebook Mes.
Facebook Phot

Cipher Suite

Version

TLS/sSLL—L 1 |

Logging

Selected Categories (1)

Astrology (Any reputation)

+ Add Rule

DestPorts  Catagories

Astrology (Any

Any (Except Ur

-

h73dY)., LEaT—>3a>, £=E77Y

Q Search Rules X

ssL Action

Do not decrypt # W

» Decrypt - Pr
Resign .

Do not decrypt #

Do not decrypt # W

» Decrypt - s

Rosign L

1 Cert Status se @ Block s u
3 Protocol Versi @ Black ’u
Do not decrypt v |8



| Tus/ssLiL—iu i
AT3YD[ES-BEESL (Decrypt-Resign) ] /L—ILDIERL .

Editing Rule - Do not decrypt low risk Q
Name
Do not decrypt low risk Enabled Move
Action
Do not decrypt v
Zones Networks VLAN Tags Users Applications Ports. Category Certificate DN Cert Status Cipher Suite Version Logging
Application Filters ¢ Clear All Filters Available Applications (1483) Selected Applications and Filters (1)
Q, Search by name Q, Search by name Filters
+ Risks (Any Selected) 050plus Riska:Very|Low, Low L]
Very Low 538 181 Internet
Low 454 1-800-Flowers
Medium 282 1000mercis
High 139 12306.cn
Very High 70 123Movies
v Business Relevance {Any Selected) 126.com
Very Low 580 17173.com

1< < Viewing 1-100 of 1483 > |

RICE! | m

Editing Rule - Do not decrypt applications Q ‘
Name
Do not decrypt applications Enabled Move
Action
Do not decrypt v
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
Application Filters ¢ Clear All Filters Available Applications (1483) Selected Applications and Filters (3)
Q, Search by name Q, Search by name Applications
v Risks (Any Selected) 050plus Facebook v
Very Low 538 181 Internet Facebook Message L]
Low 454 1-800-Flowers FacabookPhotos L
Medium 282 1000mercis
High 139 12306.cn
Very High 70 123Movies
v Business Relevance (Any Selected) 126.com
Very Low 580 17173.com

[< < Viewing 1-100 of 1483 > |

HhT3)D[ES-BESL (Decrypt-Resign) 1/L—ILDE
ZO My 7 TIE, ROEOYA PERSTXTOHA MIxt LT, [E5-F5E&%4 (Decrypt -
Resign) 177 ¥ a v &l LT TLS/SSL v —/L B+ 5612 R L £, ZD/L—/LTiE,

[F— DA% & (Replace Key Only) 147> a &AL ET, [E5-HE4 (Decrypt -
Resign) [/V—/AT 27 arTRHICIOF Ty a v i+ 5 2 & 2R L £4,

TLS/SSL7.1 )L— /LD R & .



TLS/sSLL—L 1 |

. W73 UD[ES-BEESL (Decrypt-Resign) ] /L—)LDIERL

FIE

ATy T
ATy T2

ATvT3
ATvT4
ATvTH
ATvT6
ATwT1
ATvT8
ATvT9

ATv710
ATy I

ATvT12
ATy 713

[F—DI % EH: (Replace Key Only) |47 v a v a2iHT5 L, BLBEAMHELMEHTS
PA FEBRLTSE. Web 77 U HICEx a2 U T 4 BEREREINDL D, 2—HF— 3k
Fa T4 THRES N TV RNY A FEBEL WS Z LIZRfFEET,

OV i PEICELET S 2 & T, MAORFZEMNTE, = Z2R Y U —OhNELE
L7EEE LRI LI T —~ L R BLE2 A2, "I T4 v 7B EEL, LE
KIS L TRETE £,

% 72 Firepower Management Center (12 27 > L CWRWIEEIX, v/ A4 LET,

PR

iEJ5) (CA) % Firepower Management Center ([# 72 x4 k (Objects) |>[# TPy FERE

(Object Management) ]. KIZ[PKI]>[AEBCA (Internal CAs) |) 27 v 7 r—FRLET (FET7 v
2— R LTWRWES) |

[[R1) &— (Policies) |>[7~ X2 > tA—JL (AccessControl) 1>[SSL] #7 U v 27 LET,
SSLARY v —ofiich 5 [k (Bdit) ] (4£) 22V 7 LET,
[v—/LDiEN (AddRule) 127V v 27 LET,

(41 (Name) ] 7 4 —/V RICA— A&l + o402 A LET,

[77 a3 (Action) 1 U A b, [H7-FE4 (Decrypt-Resign) 1%27 U7 LET,
[with] U A F228, WEBCA D4RETE 27 U v 7 LET,

[F—D % &M (Replace Key Only) R v 7 A& A2 LT,

ROBKIH 27~ L TOET,

Name

Insert

DR rule sample Enabled below rule v 8

Action

7 Decrypt - Resign v | with I IntCA v | -:Z' Replace Key Only

(77 =V (Category) | Z 7 X—T %7 Vw7 LET,

[#77 2V (Categories) | VA h@ LT, EE (Ko ZR<) (Any (Except Uncategorized)) | % 7
Vw7 LET,

[LE 27— 3> (Reputations) | U A NT, (L& (Any) |22V v 27 LET,

[L— UZIENN (AddtoRule) 127V v 27 LET,

ROKIH| 2R L TVET,

. TLS/SSL7.1 JL—IL DR & 5l



| Tus/ssLiL—iu i
BHEDTLS/SSLL—)L - EHEE TO RaLA—UavETav s 5aERTS

Editing Rule - Decrypt all except trusted cat Q
Name

Decrypt all except trusted cat Enabled Move
Action

7 Decrypt - Resign v |with [ IntCA v | C Replace Key Only

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
Categories Reputations Selected Categories (1)

Q, Search by name or value Any Any (Except Uncategorized) (Reputations 1... §

Any (Except Uncategorized) L

Uncategorized 4 - Favorsble

Adult 3 - Neutral

Advertisements &= Questonchie

Alechol 1 - Untrusted

Animals and Pets
Arts

Astrology Apply to unknown reputation

1< < Viewing 1-100 of 125 > |

EDTLS/SSL/L—JL : SEBAE L A OL/N—D 3 Y
OOy F-IXERT S

Bt D TLS/SSL /L— V1%, &b BRI T b AAEE RS LBV — L D=, RIERAEAE L2
ETHRWTa hal =g VEBRERII Ty 7 3B —1TT,

SSL Policy Example m
Enter Description
Rules Trusted CA Certificates Undecryptable Actions Advanced Settings
+ Add Category + Add Rule Q Search Rules X
Source | Dest Source Dest vLan Source
o | Name Sa e Sowce | e e Usors | Applicatl.. | SO DestPorts | Gatogories | SSL Action
Administrator Rules
Standard Rules
1 DND internal source network Intranet Do notdecrynt # W
JDecpt- gz
2 Decrypt test site Astrology (Any Resign s u
3 Do not decrypt low risk Risks: Very Lov Do notdecrypt # W
Facebook =
4 Donot deceypt applications Facebook Mes Do notdecrypt # W
Facebook Phoi
5 Decrypt all buttrusted categ Any (Except Ui +Decrpt= Su
Resign
e ¢ © ook badcert sats 1 Gt satus se @ ock i
e 7 ©biocksSLa TS 10,11 3Protocol Versi @ Block s
Root Rules
Default Action Do not decrypt -|B

JL— )V DFER

TLS/SSL7.1 )L— /LD R &




TLS/sSLL—L 1 |

B v avExs—sxzemz-aI00 o35 TISSSLL—L

Editing Rule - Block bad cert status Q
Name
| Block bad cert status | Enabled Move
Action
| @Block - |
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
Revoked: | Yes | No Self Signed: | Ves Revert to Defaults

Valid: \ Invalid Signature: | Yes
Invalid Issuer: | Yes | No Expired: | Yes
Not Yet Valid: | Invalid Certificate: | VYes
Invalid CRL: | Yes | No m Server Mismatch: | Yes | No m

pang

=3

Editing Rule - Block SSLv3. TLS 1.0 -]

Name Move

| Block ssLv3. LS 1.0 \ Enabled into Category | | Standard Rules v

Action

| @Block -

Zones Networks VLAN Tags Users Applications Ports. Category Certificate DN Cert Status Cipher Suite Version Logging

SSLv3.0
TLS v1.0
[ Tsvia
[] TLswv1.2

[ Revertto pefauts

5l : SEBAZERT—A R ZEHFELIFTTOv I3 5 TLS/SSLIL—/L

B D TLS/SSL /v— i3, &b BARA) T LAAEE RSB L — L D=6 RIERFEHE &%
ATHRWT e hal_R—g U EERE -7 ey 745 0— LT, Z0BZ T g v 0f]
WX, FEAEDRAT —H R LT IT 74 v 7 #EREII T ey 7T FEE R LTVE
T,

. TLS/SSL7.1 )L—IL D ERA & i



| TLS/sSLL—)L )

FIE

ATy
ATvT2
ATv73
ATy T4
ATvT5
ATv 76

ATy T17
ATvT8

ATvT9

ATv710
ATy TN

Bl SIRBRT—5 A EERELG IOV TETSSSLL—L |

\)

() [Wf5AA— b (CipherSuite) ] & [/3— 3 > (Version) |D/L—/L&H1X, [ 82 v (Block) ]
FE[VEYy hLTTZr Y2 (Block withreset) | D/L—/L T 7 2 3 /ﬁ‘{%ﬁﬁ SINTWVDIL—
NTORERLET, ZNOHORMEEL—LVTHOL—LT 7 ar & e bIERHTLE &
AT 5O ClientHello LPRIZFHE L, FRITERWART 4 —< U ZARAE L H AR H Y £77,

% 72 Firepower Management Center (2 27 A > L CWRWEEIX, =7 A LET,

[R1) &— (Policies) |>[7# X3~ ktO—JL (AccessControl) ]>[SSL]1Z 27 U v 27 L £,
SSL R Y v —DfiIcdh 5 [k (Edit) 1 (£) &2V 7 LET,

TLS/SSL /b —/v ORRIZH 5 [k (Bdit) ] (£) &2V v LET,

L—n DBl (AddRule) %7V v LET,

Ly—vDEN (AddRule) | XA 7 v Ry 7 AD [4HT (Name) | 7 4 —/v RIZ, /L—/LDA4RTE AT
l/\gzjqo

[REEAT —H A (CertStatus) 1227 Vv 27 LET,
BREAFERAT —Z AUIROA T a VR0 £,
FET DA EARAT — X ANRFET D EXIIBETLHHEE. [T (Yes) 127 Vv 7 LET,
U THIAERAEARAT —H ANFHE LW E ZIZRET LA, Wt (No) 127 U v 7 LET,

AN BT D EEIRKME ARy T HEAE. (EE (Any) 1227V v 7 LES, DD,
(EE (Any) | &BIRT DL, AEPEAT —Z 2OFEICEHDL T L— VT LET,

[7 2733 (Action) 1 U A MT, [BE#H (Monitor) 127 U v 7 LTA—VII—HTDHNT T4 7D
FEEMALCa ZICRekd 50, [7r >y 7 (Block) |£721E[VEy hLTZ v v 77 (BlockwithReset) ]

7V LTChI 74yl % 7uy s L, MBS THERE VY FLET,

=N SDER ARG T HITIE, X—TV DO FEHICH D [PR{F (Save) 1227V v 7 LET,

RY = ~DEBERETDHIZE, =V LEEICH D [R7FE (Save) 1227V v 7 LET,

1

#HA% I Verified Authority & W9 FEFER A EH L TV ET, fHkIE Spammer Authority &

WO RGERZEEL CWETA, AT AEBE L, Verified Authority DFEIER X

TR, Verified Authority D317 L7 ] CAGEMIEA T v 7'm— K L£9, Verified Authority

DUAATZ AT LTZREED 1 22 R S W 7720, v AT LE L 13 Verified Authority
RSN CRLET v 7 r— RLET,

ROKIE, AR ELF = v 7T HEHERT —Z 2D — V&2 R LTV E
T ZHUZ LY, Verified Authority 2> 53T I 7208 CRL IZIFEEFEEI N TR H T, Bl

TLS/SSL7.1 )L— /LD R & .



TLS/sSLL—L 1 |

B v avExs—sxzemz-aI00 o35 TISSSLL—L

R CHZDHMOBMSGEE KT HORBENICHEIMNE I DN F v 7 ENET, ZOK
ETIE, ZNHOIEHETH S(LENTZ N T 74 v 73T 78 A ba—2Lb
HEBLOBEINET A,

Revoked: ‘ Self Signed: |
Valid: ‘ Invalid Signature: |

Invalid Issuer: ‘ Expired: |
Not Yet Vaiid: | Yes | No [ invalid Certificate: | Yes | No [
Invalid CRL: ‘ Server Mismatch: |

WOKIY, AT —HZANTFELWZ L2 F = v VT HHFEREBEAT —HF AD/)L—)LS
HERLTWET, ZOERETIE, HBYIIZR > TV WIEREA M L TR 51k
ENTERT T 4w EBEL, FONT T4 v I EE=F—LET,

Revoked: | Self Signed: ‘
Valid: | Invalid Signature: ‘

Invalid Issuer: | Expired: |M‘
Not Yot valid: | Yes | No [N invalid Certificate: | Yes | No [
Invalid CRL: | Server Mismatch: ‘

WOBITIE, EHRFITHEOIRAE, A CES SNZFEAE, HIRIhOEHE. B
FOENRFEHELER 7 74 v 7 THERSHTODSEE. T 74 v 2713200 —
R —BL £ T,

Revoked: | Yes | No [N seff Signec: ([N Mo | Any |
Valid: ‘ Yes m Any | Invalid Signature: ‘
Invalid Issuer: | Expired: ‘
Not Yet valid: | Yes | No [ invalid Certificate: | Yes | No [
Invalid CRL: | Server Mismatch: ‘

ROMF, ZERO SNIDY—/ "=l —FF 5, £IZILCRLBAH TRVWEEIC K
FTAIHAERATF — X ZAD N — VG E 7R L TWOET,

Revoked: | Self Signed: ‘
Valid: | Invalid Signature: ‘

Invalid Issuer: | Expired: ‘
Not Yot valid: | Yes | No [ invalid Certificate: | Yes | No [
Invalid CRL: | Server Mismatch: ‘

. TLS/SSL7.1 )L—IL D ERA & i



| TLS/sSLL—)L )

Bl: 70 rann—vaveERFREIOy o5 TsssLL—L

Bl O raN—Da3 UEERFELETIOY I3 S TLS/SSLIIL—IL

FIE

ATwT1
ATy T2
ATvT3
ATv74
ATvTH
ATv7T6

ATy 71

ATvT8
ATy

ZOFTIX, TLS1.0. TLS 1.1, SSLv3 XDt Xa T R Ini oty NU—7 |
DTLSEBIUSSL Y v barzray /7§25 FEE2 R LET, 206K, v hair—Ts
VL=V INED L D ITHEET DI HOWNTH D LA 5 72DIcE FNTWVET,

FEXaT727 0 haET XTIy X7 0 A FR[RERTZD. Xy U= LRI DM E
NHYET, ZOFITEH, kO I 0 F9,

* SSL /L= D [/3—=Y 3 > (Version) | _X—YEFHLC, —Ho7m harzrray s
THZLENTEET,

e SSLV2IFHE AR L A& b7, SSLARY v —D[E5 A/ DT 7 a2 (Undecryptable
Actions) | ZfEALTC7 vy s TEFET,

o FIREIC, JEME TLS/SSL TV AR— R ENTWARWE=D, 7avy 7T 3 08N 1,

N

(G¥)  [K§5AA— b (CipherSuite) ]& [/3— 3> (Version) |O/L—L4&AHE, [7 1~ 2 (Block) |
FX[VEYy L TZr >y (Block withreset) | D/V—/L T 7 L a UIMERHINTWHL—
NTORMEFALET, ZNHOHRMEELV—AVTHONL—LT 7 a b BRI E, &
AT LD ClientHello LI FH L, PHITERWART 4+ —~v U ARNAE T LR H Y 37,

% 72 Firepower Management Center {22 27 > L CWRWEEIX, v/ A4 v LET,

[81) — (Policies) 1> [7¥tRXa > tA—/JL (AccessControl) ]>[SSL] #7 VU v 7 L¥7,
SSL RV > —DREICH 5 [fte (Bdit) 1 (£) 227V vr LET,

TLS/SSL /b —/L OREIZH 5 [ftE (Bdit) |1 (£) %227V v 27 LET,

[V—/LDEN (AddRule) 127V v 27 LET,

[L—/v DB (AddRule) 1 ¥ A7 v Z ARy 7 AD [4F] (Name) | 7 4 —/v R, L—/L D&% AT
LET,

[77 3 ay (Action) VA M H[7uy 2 (Block) [£721Z[VE>Y FLTZ w7 (Blockwithreset) ]
7 Vv LET,

[/N— =3 > (Version) | “—Y %27 U v 7 LET,

SSL v3.0, TLS10, TLS117%&2&, X a7 Thlo7ua halrdF v IRy 7 A% A I LE
T BIEEEX 27 L RRINTWE T R harDF =y IRy 7 A% A 7IZLET,

WO FZ 7~ L TWET,

TLS/SSL7.1 )L— /LD R & .



TLS/sSLL—L 1 |
B 17 =00 angomnaeBRELE IO S5 TLS/SSLL—IL

Editing Rule - Block SSLv3. TLS 1.0 Q

Name

| Block SSLv3. TLS 1.0| | Enabled Move

Action

@ Block v

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging

S5Lv3.0
TLS v1.0
TLS vi1.1

TLS v1.2

| Revert to Defaults

ATY 10 VIS U T — L5828 L £,
ATy TN [R1E (Save) 227 VU v 7 LET,

T3 0l GIAEOHANAEEREIET 0y U9 5 TLS/SSL
JL—IL
ZON— L, P N—GEHEOBNAICESN T N T T v P B E I T ey V50
BIZOWTOT AT T a4 L, b2 LEEMICHAT 272DICEENTVET
Al L, Ea— R, s, MRk, d KON TRER C & 9, I 3dkiE4 AT
%Eizéﬂifﬁ fikili\ https://www.cisco.com@Eﬁfﬁ%@#\:@%&icisco.combt“jﬂo (7LC7LC
L. ZAUIRLT LB HEMTIEH Y A, —MRER4H1E ROT 2 HIEIC-OVWTIE, Firepower

Management Center 7 /3 A4 5 A K@ [Distinguished Name Rule Conditions| &7 + 2 > %
ZRLTLZEW)

7747 2 MEROURLDRA ML, = "=2fEE (SND) T, 7747 M,
TLS /N> R = A 7 OSNHEEZFERA LT, #5758 A My (7o & 21E, auth.amp.cisco.com)
EEELET, KIS, ——F, H—DIPT RLVATTRTOFEHAEEZRA M LAERS,
Pt A N2 DT DB R, RIS T DREF— LEHETF = — 2R L £ 7,

FIE
AT w1 F72 Firepower Management Center (212 7 A > L CWRWEAIE, v/ A4 LET,

ATwvF2 [K1)I— (Policies) |>[7Y A3 tA—/L (AccessControl) 1>[SSL]1 %7V v 27 LET,
ATv 73 SSLARY—0MEICHD [ (Edit) 1 (F) 220 vr LET,

. TLS/SSL7.1 JL—IL DR & 5l


http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
https://en.wikipedia.org/wiki/Server_Name_Indication

| TLS/sSLL—)L )

ATvT4
ATy TH
ATvT6
ATy 717

ATFvTS8
ATy

ATy 710

ATy IN

ATV 712

ATv 713

ATy 14
ATv 715

FTL a0l EREOBINLEERELETOv s TsssLL—L [

TLS/SSL /L —/L OF&IZH 5 [fte (Edit) 1 (#F) 227V w27 LEd,
[V—/LDiEN (AddRule) 127V v 27 LET,

L= @B (AddRule) | #A 7w 7Ry 7 ZAD [4HT (Name) | 7 4 —/L N2, /L—/LDA4RTZ AT
LET,

[7 27 ay (Action) VA RNB[7ry 2 (Block) |E721L[VEy hLTZ > (Blockwithreset) ]
7V v LET,
[DN] %227 U w7 LET,
[ 7THE72 DN (Available DNs) ] C, iBANd 2014 288 L 4,
c ZITHMAAT Y 27 FEERLTY X MOBMTA121E (B TERIIBMTE £9) | [
#272DN (Available DNs) ] U 2 o Fizdh s Add (T 227V v 27 LET,
BN 5L ATV 2 NBX O NV—TH KT HICIE, [ FTEEZ2DN (Available DNs) ] U
A RO EIZH D [AETETITME THEE (Searchbynameorvalue) |77 ha227 v/ L, A7V =

7 FOAMELZIAT V=2 FOEEANLES, ANTHLE, VARBEHINT T 547
Y PRERENET,

FTV 2l NERIRT DI, 2047V NeE )y LET, TRTOLT V=7 MERIRT S
Wi, H27 U v 7 LT [T XTEIR (Select All) ] ZZIRL £97,

[h7 ¥ =7 MZIEM (Addto Subject) ] E721E [FEITCICEN (Add to Issuer) | %227V v 7 LET,
Ev bk BRLEAT V=2 V2RI v TR Ruey 74528 T&Ed,

FEITHRET SV 7 7 NVEL ETFHMNA RS L5851, T oZBMLET, [ 7 =2 kDN
(Subject DNs) ] & 7213 [38177C DN (Issuer DNs) ] U A h®D FiZ& % [DN £721X CN ® A/ (Enter DN
orCN) 177 a7y L, HBAEITFHNAZ AL THEM (Add) 127U v 7 LET,

EHLEH5DU A MIHCONFEIEDN ZEBMTEETN, [7 =27 FDN (Subject DNs) ] U & MMIZiBHN
T D DN TT,

=V BN 5, LR T,

BTLED, V= A~DOEEERFEL, X—=VOTEHIZH D [R1F (Save) 127 U v 7 LET,

RY = ~DEREELFT DI, 2=V D EHICH 5 [R1F (Save) 1227V v LET,

£l

ROBIL, goodbakery.example.com (Zxf L THAIT A7 FEEFS X U goodca.example.com
IZ K> TRITSNTREAEZ R T 2 A NV — VR 2R L TWET, 2 b DFE
HETKH LS N T 7 0 v ZI3FFa &, 778X v br— s X vl sn
e

TLS/SSL7.1 )L— /LD R & .



B nsssii—nomE

Subject DNs (1) Issuer DNs (1)
GoodBakery ™ CN=goodca.example.com
Enter DN or CN \ Add \ Enter DN or CN

TLS/SSL JL— L DERTE

FIE

TLS/SSL /V— /L IZHETREINARA N T T 7T 4 ARTEDRTEITIE,

TLS/sSLL—L 1 |

o/

TLS/SSL /L —/b : [#i55 L 72\ (Do Not Decrypt) | /V—/v7 7 ¥ a UM &b v— L & BR
<L ITRTOAL—LDOaFXF o TE2AMNILET, (ZHIEETT, #EE s Tnin ks
74y 7 AT LERER ST OHEIE. EOL—AOouF o T EEICLET, )

AT w71 F72 Firepower Management Center (212 7 A > L TWaWEAIX, vr/ A4 LET,
ATw 72 [R) >— (Policies) |>[7Y+RXa> tA—)L (AccessControl) [>[SSL] 227 VU v 7 L7,
RATv T3 SSLARY »—OfICH D [tk (Bdi) | (£) 227V vr7 LET,

AT v T4 TLS/SSL V—/L OfIZH % (Mt (Bdi) 1 (£) &2V v27 LET,

ATy TS [BX 7 (Logging) 1 ¥ 7 %7V v7 LET,

ATy 76 [HHOKTRIZE X 7925 (Logat End of Connection) %7 U v 7 LET,
ATy TT [R7F (Save) 122V v 7 LET,

ATV T8 X—=Uh EEICH D [R1F (Save) 1527V v 7 LET,

. TLS/SSL7.1 JL—IL DR & 5l



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



