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Inspection Engine

Inspection Engine: Snort 2

Before you upgrade, read and understand the Snort 3 configuration guide for your
version: https://www.cisco.com/go/fmc-snort3. Pay special attention to feature
limitations and migration instructions. Although upgrading to Snort 3 is designed for
minimal impact, features do not map exactly. Custom intrusion rules are not automatically
migrated during upgrade but options are available to migrate. Careful planning and
preparation can help you make sure that traffic is handled as expected.

Upgrading to Snort 3 also deploys configuration changes to affected devices. This briefly
interrupts traffic flow and inspection on all devices, including those configured for high
availability/scalability. Interface configurations determine whether traffic drops or passes
without inspection during the interruption. For details, see the Snort Restart Traffic
Behavior section in the online help.

Upgrade to Snort3 should be done during a maintenance window.
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_Intrusion_Policy_1
< Snort 3 is out of sync with Snort 2. 2023-07-
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Snort 2 to Snort 3 Sync Summary o

This is a utility to synchronize Snort 2 policy configuration with Snort 3 version to start with a similar coverage.

¢ Snort 3 policy configuration is synched from Snort 2 version by the system when Firewall Management
Center is upgraded from pre-7.0 version.

¢ Before upgrading a device to Snort 3, If changes are made in Snort 2 version, you can use this utility to
have the latest synchronization from Snort 2 version to Snort 3 version so that you start with similar
coverage.

Note: After moving to Snort 3, it is recommended that you manage the Snort 3 version of the policy
independently and do not use this utility as a regular operation.

Click here to learn more.

Policy Name: _Intrusion_Policy_1
9 Snort 3 and Snort 2 Sync Pending 2023-07-09 21:16:51 EDT

Used by: 1 Access Control Policy | 1 Device

Close

ATy T4 [FAH (Re-Sync) 1% 27V > 27 LTRMARML ET,
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Policy Name: _Intrusion_Policy_1
< Snort 3 is partially in sync with Snort 2. 2023-08-01 05:42:52 EDT
Used by: 1 Access Control Policy | 0 Devices (Snort 2), 1 Devices (Snort 3)

Summary Details

Rule Overrides

© Based on Talos rule-mapping 18639 Snort 2 rule action overrides migrated to 18635 Snort 3 rules.
Rules migration skipped for 17 rules with threshold, 15 rules with suppression, as sync of Suppression
and Threshold setting(s) are not supported.
Rules migration skipped for 76 custom rules, as sync of Custom Rule setting(s) are not supported.You can
manually convert the Snort 2 custom rules to Snort 3 using the snort2Lua tool.

Download Summary Details

Overridden Advanced Custom Rules

The custom rules are not auto-converted to the Snort 3 version, as Snort 3 rules are written
differently compared to Snort 2 rules. Use one of the following options to convert the custom rules
manually:

LEVME LI Z ST — L E2BITT5I1I2E,. A7 v 7 6 CtERET,

Policy Name: _Intrusion_Policy_1
< Snort 3 is partially in sync with Snort 2. 2023-08-01 05:42:52 EDT
Used by: 1 Access Control Policy | 0 Devices (Snort 2), 1 Devices (Snort 3)

Summary Details

Rule Overrides

© Based on Talos rule-mapping 18639 Snort 2 rule action overrides migrated to 18635 Snort 3 rules.
Rules migration skipped for 17 rules with threshold, 15 rules with suppression, as sync of Suppression
land Threshold setting(s) are not supported.

Rules migration skipped for 76 custom rules, as sync of Custom Rule setting(s) are not supported.You can
manually convert the Snort 2 custom rules to Snort 3 using the snort2Lua tool.

Download Summary Details

Overridden Advanced Custom Rules

The custom rules are not auto-converted to the Snort 3 version, as Snort 3 rules are written

differently compared to Snort 2 rules. Use one of the following options to convert the custom rules
manually:

76 H DT A B =)V Z AT DI2IE, ROWT DO FINEZ FAT L ET,

o [ A% 2 b—/L (Custom Rules) ] % 7T, [f > A—bF (Import) | 7T A 2% Y7 LT, a—
TN I—)v %KY 3 —O Snort 3 /N— g AL CHEIA »AR—FLET,

Overridden Advanced
——

Convert the rules and auto-import them to the Snort 3 version of the policy E

OR

Download converted rules You can upload the file after you have reviewed the converted rules
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< Intrusion Policy

A“ RUIeS

Back To To

Al rules assigned to current intrusion policy irrespective of rule group

Local Rules
Rule Actions + [¥ search by CVE, SID, Reference Info, or Rule Message |
> Browser (6 groups) h 3
49,218 rules
Upload Snort 3 rules
> Server (9 groups)
J) ciD:siD Info Rule Action Assigned Groups [ Convert Snort 2 rules and import
> Policy (4 groups) > [ n21l (arp_spoof) unicast ARP request  Disable (Default) - | Protocol/Builtins Convert Snort 2 rules and download
3. OK1%227VUv”o
Snort 2 All Rles  Snort 3 Al Rules
< Intrusion Policy Back To Top
AllRules All Rules

~ Local Rules (2 groups)

Al rules assigned to current intrusion policy irrespective of rule group

Rule Actions ~ |'Y Search by CVE, SID, Reference Info, or Rule Message |
Al Snort 2 Converted Global e
49,218 rules
_Intrusion_Policy_1_custom_rules [
@ The custom rules were successfully imported X ‘

> Browser (6 groups)
> Server (9 groups) () esiD Info Rule Action Assigned Groups Alert Configuration
> Policy (4 groups) > () m2a @@ (arp_spoof) unicast ARP request ‘@ Disable (Default) ‘ Protocol/Builtins None B
> Indicator (4 groups) > () 1053 (back_orifice) Back Orifice server traffic detec... | @) Disable (Default) ‘ Protocol/Builtins None L

B L ERR &SIz — v 7 —7 ([T T DSnort 22844345 7 7' 11 —s3 )L (All Snort 2 Converted
Global) 1) 2%, ZD/ SR )LD [m—H L )L—/b (Local Rules) ] D FIZ/ERL SHVET,

WORNRT LI, 16 HDOH AHK L — LR T_RTEBITINTWVET,

< Intrusion Policy

All Rules

~ Local Rules (2 groups)

&3

All Snort 2 Converted Global

_Intrusion_Policy_1_custom_rules ¢ @ @

Browser (6 groups)

Server (9 groups)

Policy (4 groups)

Indicator (4 groups)

Local Rules /
Description

Rule Actions

J aipsip

> O

> O

2000:1000143  http://mischaSxyix2mrhd.onion/MZ2MMJ_2

2000:1000139  CERT-In MALWARE THREAT EXCHANGE (CM. [ A Alert (Default) ‘

_Intrusion_Policy_1_custom_rules

Group created for custom rules enabled in snort 2 version

Back To Tof

v ‘Y Search by CVE, SID, Reference Info, or Rule Message

|

| @ The custom rules were successfully imported X ‘

Info Rule Action Assigned Groups

[ A Alert (Default) l

All Snort 2 Converted...

All Snort 2 Converted

Alert Configuration

None I'd

None e

F720X. BIOFTNET [Snort 2/b—/L DA & X 7 11— K (Convert Snort 2 rules and download) | % 3%
RLUT, =NV T 7 A N —HVRIFLET, U rn— LT 7 A VADOERE DL —v
RS L. 1% T [Snort3/Lb—/LD7T v 71— K (Upload Snort3rules) |47 > a AL T 7 A

NET v 7T u— RKRT&EE1,
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RIZ, Forshd I~ —0flzR L £7,

"id": "00505691-15DC-0ed3-0000-004294988561",
"name": " Intrusion_ Policy 1",
"type": "IntrusionPolicy",
"syncStatus": {
"source": {
"id": "bdce2dba-lebe-11ee-8e88-220032eblfb5",
"type": "IntrusionPolicy"
}I
"status": "WARN",
"description”: "Migration is partially successful. Some of the rules are not copied to Snort3.",

"timestamp": 1690883954814,
"lastUser": {
"name": "admin"
}I
"details": [
{
"type": "Summary",
"status": "INFO",
"description": "Based on Talos rule-mapping 18639 Snort 2 rule action overrides migrated
to 18635 Snort 3 rules."
}I
{
"id":
"1:1000156=alert,1:1000114=alert,1:1000160=alert,1:1000135=alert,1:1000115=alert,1:1000118=alert,

1:1000092=alert,1:1000139%9=alert,1:1000123=alert,1:1000159=alert,1:1000149=disabled,1:1000167=alert,
1:1000133=alert,1:1000095=alert,1:1000143=alert,1:1000106=alert,1:1000153=alert,1:1000097=alert,1:1000141=alert,
1:1000148=alert,1:1000090=alert,1:1000119=alert,1:1000112=alert,1:1000138=alert,1:1000128=alert,1:1000132=alert,
1:1000134=alert,1:1000145=disabled, 1:1000110=disabled, 1:1000107=alert, 1:1000163=alert,1:1000124=alert,1:1000125=alert,
1:1000094=alert,1:1000113=disabled, 1:1000147=alert, 1:1000161=alert, 1:1000105=disabled, 1:1000140=alert,1:1000111=alert,
1:1000102=alert,1:1000129=disabled, 1:1000108=alert, 1:1000144=disabled, 1:1000088=alert,1:1000091=alert,1:1000131=alert,
1:1000157=alert, 1:1000120=alert, 1:1000126=alert, 1:1000165=alert, 1:1000146=alert, 1:1000162=alert, 1:1000116=alert, 1:1000142=alert,
1:1000170=disabled, 1:1000169=alert, 1:1000104=alert, 1:1000099=disabled, 1:1000171=alert, 1:1000093=alert, 1:1000087=alert, 1:1000100=alert,

1:1000137=alert, 1:1000158=alert, 1:1000103=alert, 1:1000098=alert, 1:1000127=disabled, 1:1000130=alert, 1:1000164=alert, 1:1000089%=alert,

1:1000109=alert,1:1000136=alert,1:1000117=alert,1:1000166=alert,1:1000168=alert",

"type": "PolicyInfo",

"description": "Corresponding Snort 2 policy overridden custom (local) rules."
}I
{

"type": "AssignedDevices",
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ATy 71
ATvT8

ATy

ATv 710

ATy I N

ATv 712

wrzzoEs [

"status": "INFO",
"description": "Snort3:0 , Snort2:0"

}I
{

"id": "122:6",

"type": "Threshold",
"status": "ERROR",
"description": "PSNG_TCP_FILTERED DECOY_ PORTSCAN"

}I
{

"id": "122:15",

"type": "Threshold",
"status": "ERROR",
"description": "PSNG_IP_PORTSWEEP FILTERED"

}I
{
"id": "122:1",
"type": "Threshold",
"status": "ERROR",
"description": "PSNG_TCP_PORTSCAN"

}I

AL (Close) 127 U w7 LT, [FMOME (Sync Summary) | ¥ A4 7 7Ry 7 A%HALET,
AT — & A7) ERROR O/ —/L A2 HERT H1i%, [AY 2— (Policies) 1> [fZ A (Intrusion) ] Z IR L,
BARY =@ [Snort 2] N—Yar &7 Vv LET,

[RV > —1EF#H (Policy Information) ] T, [/L—/V (Rules) | %27 V7 L, NM—Iv%& 7 4 VHUE L F
F. =l xiE. [74 A% (Filter) 17 4 —/b FIZ PSNG_TCP_PORTSCAN & A LCA— L %4k L&
7

=V DFEMAN— g L ERFIRT HITIE, [OOSR (Show Details) [ %7 U v 7 LET,

Snort3 /L—VHA KT 4 & LT Snort 3 TL—LZHEEMRL, 774 1V% txt £721% rules 7 7
ANE LTRFELET, FEMIZ OV TIEL, wwwsnort3.org ZZ L TS 2 &0,

B—H VTR LTe I A Z D=L FRTOD Snort 3 b—/LD Y A MIT v 7 r—RINET, [Add
Custom Rules to Rule Groups] #ZMB L T 72X,

RDBRY
RELFLEALET, ELEORN 2L T 7EE,

B TE R B DR

REZLEHLI-HRIZ, BELZTHT A ATEBRLET,
Y

GE) ZobvyrTlE, RELEZERTLIEARNZFIRICONTHIALET, FIHZED S ]
2. I/ 3— 3 @ [Cisco SecureFirewall Management Center Configuration Guidel] @ TDeploy
Configuration Changes] ME'v 7 #&M L, AR ERMT 2 L CORRSM & LR L T
BLIEAMIHELET,
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AVAXRT L aEFRET S Snort R ANFHH LET, ZOFKFICNT 7o v N R Yy
FENDD, TN EA AR g UNMTONTICZITEINDNIE, =7 v BT A
MWRT T 4y 7 BT 5 5B CTRZRY $9,

AT 71 Secure Firewall Management Center A = = —/3N—"C, [JEBi (Deploy) 1% 7 U > 7 L. [JEB (Deployment) ]
EIRL 7,

[GUI] N—IZi%, WIRYUINOREEFL, AT —Z AN [+ (Pending) | DT /3A AD U A R MRER
INnET,

« [E¥H (Modified by) 15121, R —F73 A7V b E2EFE L-a—P—D—ERFE RSN
T, TAARAVAMERERTZE, RUV—=UVRAPTLOR) V—2EF L-a—F =R REN
i‘j‘o

GE) HIBR SN2 ARY =B XA 7 V27 hOa—HFLZFFRRINERA,
s [f AR v a OFT (Inspect Interruption) ] FIZIE, EBHRFICT NA AT T7 7 4 v 7 A AN
73 a Y ORWREAET DR S D0 E I RENET,

FTNRAAZADZDFNOT L WY NEBADOREIL. BEBICEDTSIA A ETONT T 47 4V ARXY
VarynHEr SN nwZ EAERLET,

o [T REZ) (Last Modified Time) ] #1%, HBRICREELE L 2T 2R 2R LE T,
[ Ez— (Preview) ]5ITIL, RDBEHOEHEZ L E2—TEET,
S [AT—4 % (Status) 1FNCIE, HREDAT = ABRERSNET,

RT9 T2 BEEFXERT LT A AZRE L GRLET,
o [Hi5R (Search) ]:[#i% (Search) | R 7 ADTINA XL, AT, RAAL L, TA—TF Fi=iEX
THAERKLET,
« J&B] (Expand) ]: JBBRT 27 A AEAORTEEEZFrnT HI12iE, BRKE (JEBBHRH (expand
arrow) | 7 A 2 [JBBAIKA] (expand arrow) 1> 74 2Y) &7 Vv 7 LET,
TNAAZADRRIZ DT = v VR I A A NZTDHE, TAALRIMALIL, T3 ADTFIZY A b
SNTVWDLTRTOEENEMOTDIZ T vy vadnET, 2L, RYD—DFIR (KR —Dik
R (policy selection) |1 7 A 2> [R U L —DiR (policy selection) ]+~ 7 A =2>) ZMEH L CTET
DMl 2 DR O —RFEDREZIBIR L, KV OL LIRS TICRFT 22N TEET,
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GE) o [f AT v a rOFWE (Inspect Interruption) 5| AT —HX A2 [H Y (Yes) | &F
REI, BIICE > TEBUSHT 2B 7 8f AT 27 vav e BRICk-
TE T 74yrlransd &, BESHZY X MAITEORR & 72 o 725
FEDHRENA VARG 3 oDt ([ AT v a > OFWF (inspectinterruption) ]
TA L[ AT v a O (inspect interruption) |77 7 A =) T/RINLE
ﬂqo

A UE =T 2 A AT N—T X2 VT4V =, FRFIAT V= MNIEERD D
Bt BRI 5T /31 A%, ManagementCenter TR E L CFERINET, I
DOEEREIRD LT DITNE, ZhbDA =T = A AT NV—T &F=a
VT Y=, FR3A 7V FEE0LR) —b, TROOERE & HICERMT
HRMENH Y £, WEBEZITHARY 2 —I%, Management Center O [/ L B = —

(Preview) | X—Zkhe LTRRSNET,

ATy 73 [JEB (Deploy) 127V vZ7 LET,

ATy T4 BT ALFICET 55 —R0BEN Y 2T ML - T SN 5E1E, [MEEA v &— (Validation
Messages) |V A~ RUICEDORNAENFIRSNET, BRRFEMEFRT 2120F, BEEITT T -0
HORENTA a7 Vv 7 LET,

WOBRE R H Y £97,
« /2B (Deploy) ]: S REZ ARG TICTIERZHITLE T, VAT AN T — 2R LIS 813wT
TEEH A,
«[FAU D (Close) ]: EBBHETICK T LET, =7 —BXOEEREZ ML, RTEOFEMEZRITL
F9,
RDERY

JREAFICEHNKE LTSS, ZOREEN ST 7 4 v 7 ICRBEL 55 REERH Y £,
L, BEDORMICE > TR 4, BEICKHEORTELEENDH5E. BEOKKIZE -
ThrI7 74y BPSND ZERHY ET, FEMICOWTIE, FHI— a2 @ [Cisco
Secure Firewall Management Center Configuration Guide] @ [Deploy Configuration Changes| @ k
By 7 2R TITEEN,
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