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Pair] Z#ZMLTI7ZEW,

« Firewall Management Center Virtual HA ~7 Z fi£fx4" % & | 1B/ Firewall Management Center
Virtual 7 A & > AMEIRAMi# it S 41, Firewall Threat Defense 7 /3 A A Z &2 1 D DHERRD
DB 72 0 £,

SR AMEIZBT 2 A KT A4 1220 TIL,  [Cisco Secure Firewall Management Center
Administration Guide] @ [Establishing Management Center High Availability] =&ML T 72 &
AN

INIT Respawning T 5 —* v — U DfEIK

ESXi 6 33 . OVESXi 6.5 THAT 41TV % Firewall Management Center Virtual =2 > > —/L{ZIR D
TT =Ry =V NERINDLGENH Y £7,

"INIT: Id "fmcv" respawning too fast: disabled for 5 minutes"

BIER : 7 ZOEJRNA 71272 5T D & X2, vSphere T~ T DR E AL L T
YU TR — NEBMLET,

1 i~y v afh7 ) v 7 LT, [EEDOHE (EditSettings) 1227V v 7 LET,

2. A8 ~—Ro =7 (Virtual Hardware) ] % 7 C, #7341 2 (New devide) ] Kz v 7
B A=a—0n5 [T /VAR—b (Serialport) | ZER L, B (Add) 1227V v 7
LET,

YU TNHR= RN =F v VT AL XY A FDO—F FICFRSNET,

3. [#E N— KD =7 (Virtual Hardware) | % 7 C, [~V 7 /LR — b (Serial Port) | % JE&RH
L., #he2 A 7L LTy U 7 VAR — F &/ (Use physical serial port) ] Z &R L £
D

4. [NU—F WKt (Connectatpoweron) | F =y 7Ry 7 AEA7IZLET,
[OK] %227V v 7 LTHREEZRFELET,

HIFREIA
VMware [ATIZ BT 2 BRITIZROFHRIDH U 5,

« Firewall Management Center Virtual 777 4 7 L AZ U T AVEFITH Y A, [V RT
L (System) ]>[E&%E (Configuration) ] X—JIZiX, AT T v F 7+ —2IZIHE U T,
[72 L (None) ] £7=1% [RfEE (NotSpecified) | DWT NN FERINET,

AR~ L OBERT YR — R ERER A,
s AF v Fvay MBI~ OETTIIVFR— S ERA,
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VMware ~ @ Firewall Management Center Virtual DER |
B ovwxnens 1 o5 —T g xomE

» VMware Workstation, Player, Server, 35 U'Fusion X OVF /Ny 7 — V&LV,
PR—FSNEEA,

VMXNET3 1 32— 4 ADERE

| &

BE ¢ 6.4 VU —ALIKE. el000 A v Z—7 A AZEH L TWAEAIE., VMXNET3 A > % —
Tz A AIYVIEZ D L EBCHELET, VMXNET3 OFT NA A RT AL Ry K
T — 7 BRI ESXi NA N— A FEFHE SN TN DT, T Y —20 a7
D, Xy hT—I T p—< ZANMHELET,

¢ 74 LIFTD VU U —Z2TiX, FMCv300 1% el000 1 > Z—7 = A ZADHE P R—F LET,

7.6 U U —XLIFE, FMCv3001%el000 A > % —7 =4 AL VMXNET3 A > X —7 =4 AD
W&y R—KMLET, 774/ FTiX, VMware b Management Center Virtual |3, VM
ZIEFAT D & el000 A »F—T = A ATV £F, VMXNET3 A > Z —7 = A AITH) Y HF
25T EmHRELET,

©10.0.0 U U —RLIRE, VM BB 5 &, VMware [ Threat Defense Virtual 35 X O°
Management Center Virtual (X7 7 #/L b C VMXNET3 £ > % —7 = A A{Z72 ) £,

el000 A > X —7 = A Az vmxnet3 ICEETHI21E, [T_TH) f ¥ —T7 A ZAZHIBRL
vmxnet3 NTZANEBHFEHL TENLEHA R f\*‘/l/ﬁ“é%giﬁ% D F9,

BRNTA VA —T oA AZRIESEDLZ LT TEETA (Tel000 A v F—T = A, BX
OZF DB GRBT NA A Tyvmxnet3 f X —7 = A A2 E) | RIURMET 7747 A E
TAUVH =T 2 A ABRESEDLZLEFTEERA, BT 7 I7A4 T A LOTRTOE Y
YV H =T 2 A AELEA =T 2 AR XA T THAILEND Y £97,

FIE

AT w71 Firewall Threat Defense Virtual & 7% Firewall Management Center Virtual ~ 3> D& Z 4 712 L E 7,
AVHE—T oA AEEETDHINE, TTIAT LV ADEREA 7T HHLERDH Y 7,

RATw T2 A2~ kU N Firewall Threat Defense Virtual & 7= {3 Firewall Management Center Virtual ~ > > %457 U »
7 LC., [REDME (Edit Settings) 1227V v 7 LET,

RT9T3 FETHRY NU—I T HTHERRL, [HIBR (Remove) ] ZiEINL £,

ATy 74 B (Add) 1227V v 27 LT, [/ KU=T7OEMY « % —FK (Add Hardware Wizard) ] Z B & £,

ATY TS [A—H %> N T X 7% (Ethernet Adapter) | ZiEIR L, [k~ (Next) 127 U v 7 LET,

ATV T6 vmxnet3 TH 7 X ERIRL, Rry hT—27 T~LERINLET,

AT 71 Firewall Threat Defense Virtual DT _XTDA X —T = A ZAZHOWTHFIEZEY KL F T,
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| VMware ~® Firewall Management Center Virtual O &R

1oz b=nivr—sngyyn—k ||

RDBERY

e VMware =2 > Y — /L) 5 Firewall Threat Defense Virtual & 7213 Firewall Management Center
Virtual DEJZ A N LET,

AR =L\ —DDFAHoO—F

&

ATy T2

ATvT3

ATvT4

ATy TH

¥ A A3 VMware ESX 36 KON ESXi A8 2 MR AN r— AL LT REBT 7T A4 T o A %
s T —Hh A7 (targz) 77 ANELTHR—F VA FCREELET, VAaDET 77
AT A, FEN— R 2T ONRN—=T g 7O~ LTy = b En T\ E
T KT — AT, BSXi FI2IE VIEAXY—5y NHOOVF 77 L—he~v=7x R
77 A0, BIWME~T T4 A7 74—~ b (vindk) 77 A VDR EENTNET,

Cisco.com 75 Firewall Management Center Virtual - > A b — /Lo r—U %k Xy m— KL
T B—ANT A ATIRFELET, YA TR, WICEHONRSy r—VEERT5 2L 24
BLES, BT TIAT A0y r—=D1F, BH, VAT LY T T =T DAy — /83—
VaIEEMT N TWET (e xiFel £imide27el) .

1R BHIIZ
F 4L 27 bUME VMDK 7 7 A V&R U721, SHALl F = v 7 b L ZBFEL 97,

FIE

2AaDY T R T A ra— R _X—=JICBE L ET,

GE)
Cisco.com D7 A L BILONYV R 2 H—E REHBRMLETT,

[T _XT&M (Browseall) | %72 U 2~ L T Firewall Management Center Virtual A%y 77—V 2 sk L E
j‘o

[Ex2Y T4 (Security) 1>[Z7AT724—IL (Firewalls) 1>[77A4A 74— IILDOEE (Firewall
Management) ] Zi%&{R L. [Secure Firewall Management Center Virtual] &R L £ 7,

WO Z#H LT, 47> v— K9 5% Firewall Management Center Virtual 77" 7 A 7 > A VMware
A VA M=y =T RBRLET,

Cisco_Secure FW_Mgmt Center Virtual VMware-X.X.X-xxx.tar.gz
TIT XXXxxlE, oo —RTH5A4 0 A= r—DONR—T g LNV REFERLET,
Hyoa—RTHA A=V Ry r—C%7 07 LET,

GE)

PAR—=FHA M T A LTWAEH, Y RAaid, (RET 7747 AOHEHRER T X TCOEH =X 7
VR—RTLHZEEHRELET, 20T HZELT T T IAT U RAEATY ¥ — N—T 3 NI A
=V L7 T, VAT LAY 7 N T #RBHTELECRVET, 7 I9AT AL oTHAR—F
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VMware ~ @ Firewall Management Center Virtual DER |
. Firewall Management Center Virtual D& A

SNDVAT LY T N =T OFEH/N— a U EFICETTLLENH Y £7, Firewall Management Center
Virtual D3G5, i LWVMRAL—L EMfaggtET —# X—2 (VDB) OEH XU a— RTL50ERH Y E
j‘o

ATwT6 vSphere 7 7 AT NEFITHDOU—I AT — a VEIEFY— =BT 7B ARBERLGHETIC, A A
f— Ny =%k ab—LET,
AR

T=HAT 77 ANEBTFA—INTEHELRNTIZEN, T7AUPEEBETLZLRHD £,

ATFYTT [FEOY—NVEFHALTA VAN RN —OFEMEMRR L, A VA M=V T7 74V EHHLET,

Firewall Management Center Virtual D354 :

* Cisco_Secure FW_Mgmt Center Virtual VMware-X.X. X-xxx-disk1.vmdk
* Cisco_Secure FW_Mgmt Center Virtual VMware-ESXi-X.X. X-xxx.ovf

* Cisco_Secure FW_Mgmt Center Virtual VMware-ESXi-X.X. X-xxx.mf

* Cisco_Secure FW_Mgmt Center Virtual VMware-VI-X.X. X-xxx.ovf

* Cisco_Secure FW_Mgmt Center Virtual VMware-VI-X.X X-xxx.mf

TIZTy XXXxX %, #Uora—RLET—HIAT 774 N0DODNR—= g L ENVRREEFEZELET,

GE)
BT RCOT7 7 ANERLT 4 L7 PURIERFEEL T EE N,

RDBERY

AKX —7y b (VI £72IXESXi) ZE L., [Firewall Management Center Virtual 3 A
(22 ~—=2) | ITHEHRET,

Firewall Management Center Virtual ®&E A

VMware vSphere vCenter, vSphere 7 71 7 > ;. vSphere Web 7 7 14 7 > b, F721F ESXi
A=W (RAFZ 2 R7 a2 ESXi L AH) % H L T Firewall Management Center Virtual %
WMATEET, VI LT ESXiOVF 7> 7 L— MI X B8 AR HETT,

*VIOVF 7> 7L — s 2HH L TEATIHE., 77747 2 A% VMware vCenter [Z L -
TEBTLHIVENDY £7,

*ESXiOVF 7 7' L— b 2fEA L CEATDIHE. 7774 T AL VMware vCenter
Lo TET D), FHIFAZ L R7 2V ESXiARA MIBATEET, WTFNOBRE .
AVAN—NRBIZVAT LDOVERELRET HDVENHY £9°,
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| VMware ~® Firewall Management Center Virtual O &R
Firewall Management Center Virtual D& A .

U 4 P RDOKAL— TR ﬁ%%ﬁbfﬁ% M®\mm01%7)/7bf¢”bi#o
2= —DFUEEDT- DI, U4 P — FORKX—T T, FIEEZZ T TDHHIIC., FTE MR
THZENTEET,

FIE

ATwF1  [vSphere 7 74 7> K (vSphere Client) ] G, [Z74JL (File) ]>[OVF 7> 7L — FDOER (Deploy
OVF Template) ] Z&R L £,
ATFvFT2 Fuy7Hv U A R)5, Firewall Management Center Virtual D EBRIZfEH 42 OVF 7o 7' L— b &
WLET,
* Cisco_Secure FW_Mgmt Center Virtual VMware-VI-X. X X-XxX.ovf
* Cisco_Secure FW_Mgmt Center Virtual VMware-ESXi-X.X.X-xxx.ov{
* Cisco_Secure FW_Mgmt Center Virtual VMware-X.X.X-xxx-disk1.vmdk

T 2Ty XXXxxxX X, Ciscocom b A ra—RLEA VA ML Ror—V D=V g L eV R

FraRLET,

ATv T3 [OVE 77 L— Ot (OVF Template Details) | _X— Y NERINDD TR~ Next) 1227V v 7
Lij‘o

ATV T4 TABUABKYENROVET L TL—F (VITU 7 L—FDOR) IZEENTWHHEAIT [mykz~%~
Z 4 AEH) (EndUserLicense Agreement) |D~X— U NRERINFET, T4 L ALKHEIZ .k

~ (Next) 1227 Vv 27352 LICAIELET,
ATy TS5 (LRE) 4ni%fweE L, Firewall Management Center Virtual ZBei&E 55 1 X2 ~ U ND 7 4 VX OFT
B LT, [k~ (Next) |27 U v 27 LET,

GE)
vSphere 7 7 A 72 R ESXi 7R A MIBEHEHEHR SN TWAEGA. 7ANLVKOREZ®IRT 547 v a v
IERRENEE A,

AT w76  Firewall Management Center Virtual % JEBI T 2R A hE 72137 7 A X 23R LT, [k~ (Next) 127 U »
7 LET,

AT F1  Firewall Management Center Virtual 252173 % U V—2 7 — /LZBE) L TGEIR L, [k~ (Next) %27 U »
7 LET,

TOR—=VF, VITRZICY VA AREEFN TV EAEEICORFRINET,
ATy T8 i~y Ty ANERTFET AL EZER L, R~ (Next) 1227 U v 7 LET,

ZDONR—TT, ST TAFELIFIHRA N TT TICRESNTNET —F A T IR L E7, 48
v A7 4 X2l —var T ANBEIOMERET 4 AT T A NN, TOT—H A RNTIBREIN
FT, U EEDTRTCOEET 4 AT 77 ANEBRIFETE DDA ADT—H A NT &
RLTLEE0,

AT9T9 B~ OWRIET 4 AV B RIGT HT20DT 4 A7 BRERIRL, [k~ (Next) 127V v 7 LET,

Cisco Cisco Secure Firewall Management Center Virtual X 2 — 7w THA K .



VMware ~ @ Firewall Management Center Virtual DER |
. Firewall Management Center Virtual D& A

[vv 7 7m B a > (Thick Provisioned) | Z#iIRT 5 &, T RTOAML—F, 2EHIZEIVH TS

2/1/35 j—O

GE)
BRI F—< VAR T D0, v 7aelamr JENET A A EREER+T5Z &
FHEE L E,

AT TN [y hU—7~<v 7 (Network Mapping) ] [ C. Firewall Management Center Virtual & FiA > % —
7 = A A% VMware 1 v U —7 & BT £,

AT TANT I F D [5EFR Y T —7 (Destination Networks) (52527 Vv 7 LTxRy hT—7
PEIRNL, Ry NU—7 =~ 7%y T o7 LT, [k~ (Next) 127V w7 LET,

ATy 71 J%%%‘ETE&?DN?4ﬁOWﬁﬁKfV~F(W?V?W%F@#)Kéiﬂfwé%éﬁ
BERIRER 7 /X T 4 B E L, [IR~ (Next) |7 U w27 LET,
ATv 12 [ETHEDOET (Ready to Complete) 174 RUTHREXREL, HRLET,

ATvT13 (LR EAKIZERAZ A (Power on after deployment) 147y ailFoyl~—20 T
Firewall Management Center Virtual DEJR % A 12 L, [#& T (Finish) 1227 Vv 7 LET,

E o RBRICERE ANRWI EABINLZHA1E, 2T VMware 20 Y — LB ERE AiLD Z &R
TEET (BT 7 T4 7 20 220) |

AT T AAN—NARETLIEL, AT—XA U4V RUEHLET,

ATY T8 TP — RN TT 5L, vSphere Web Client | VM Z4LEL L £, [7 v — 3 L1E#H (Global Information) ]
IR D [Feir D% A7 (Recent Tasks) | XA > C [OVFEDOYIELE (Initialize OVF deployment) | A
T A AR TEET,

ZOFENKET TS L, [OVFT 7' L— hDEAN (Deploy OVF Template) |58 T A7 — X ANREK RS
E RN

% D1%. Firewall Management Center Virtual f > A X LV ANBA R M UNOIRESINTZT—F B X —
DTFIZRRINET, HLW VM OREINZIE, K300 E08HY 7,

fEFI LC\W5 OVF 7 > 7 L— hZJis U T, Firewall Management Center Virtual % 5 A%, VMware vSphere
vCenter, vSphere 7 74 7 > I, vSphere Web 77 7 A 7~ F7I2IL ESXi ™A /N—AH (RZ L RT
72 ESXiEAHH) I21ISO A A— ovfenv-<hostname>.iso 3~ > FENET, ZDISO A A —IIT
I, IPT7 RLADFy h~wRA27 | KRA R, HA 0—/L72 YO OVF BEEKE N H Y £, ZhbOBREE
ZEH0E vSphere IZ X » TAR S 1L, EE) 7 mE ARICHEHASVET,

Firewall Management Center Virtual VM O #ZEN R I A A —V a2~ D > MR+ b T Ed, =720
VMware vSphere Network Adapter Configuration C [/X7 —4 IR HEKE (Connect at power on) | WA~
(272> TV B A TH, Firewall Management Center Virtual DEJRISA /47 INDT-ONTZA A —TV <
v hSNET,

GE)
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| VMware ~® Firewall Management Center Virtual O &R

gEv rnInss ok |

Cisco Licensing Authority |Z Firewall Management Center Virtual % 1E 7§ 288k 5121, 24 Z—F v b
TIREAPKLETY, A F =3y MR LTI A £ AREET T SHDITIT, BARITENOR
ENMBEIZRDZENDHY ET,

RDERY
ARBET FIGAT U AZADNN— R 2T BIOAEY OBRENEADEEEHT-LTNWAEZ &
RHRLET (i~ 07 a7 L OfE 255—2) | 23R)

RAE<T OO TANT 2 DIESR

[VMware (A8~ 2> 7w /37 ¢ ( VMware Virtual Machine Properties) | %A 7 1 7R v 7 X %
FERALT, BRLZIE~ T DHRA N Y Y —2A0FI D Y TEETEET, ZDXT T,

CPU, AEV, T4 A7, BIOIERCPU VYV —REEHTEET, £, A~ OE
A =T 3y b THTHREOERERHE, MACT FLA, BRUOFR Y MU —7 i & 2
BTxEd,

FIRE

ATy I

ATy T2

ATvT3

RTv74

LR T 7T A4 T o AD4 A7) v 7 L, 2T F AN A=a—00 [REOHmE (BditSettings) |
BT D0, AL T4 RUDEEDR (Getting Started) 1% 705 [~ o VR EDOMRE (Edit
virtual machine settings) ] %2 U v 7 LE7,

[F 7 5%V ORI T 774 T ADFKE] 45—) [T L9212, [AFY (Memory) ]. [CPU
(CPUs) 1. BEW[— KT 4 AZ1 (Harddisk 1) | OBRENT 7 4V MELLEIZZ2 > T D Z & &g
L/i‘é—o

TTIGAT L ADAEY FEEL LM CPU 0L, Vo v FRUDEMICERRENET, "— R T 1 A
JO[Tarya=rTH% A X (Provisioned Size) | #F/RT DX, [N—F7T 4 A7 1 (Harddisk 1) ] %
70w LET,

AT arT, vy RUDEMOEYREREE 7 ) v 7 LTAEY EAMECPUDOE AL, V1 R

UOLAMTERELET,

Ry NT—2 T X751 (Network adapter 1) |EXENIRD L HIZ/ > TNDH T L 2fER L, LEIZSUT

EELET,

a) [T/3 ADAT—H A (Device Status) | D F T, [23U—A VEBEZH#E (Connect at poweron) | T =
IRy I AEHINILET,

b) [MACT KL A (MACAddress) 1D FC, (AT 7T A4 T L ADEHA L —T = ADMACT KL
A% FEICRELET,
BABT 7T A4 7 L AIZFHTMAC T RLRAEZFIV YT, ¥A4F Iy 7 = LAOMD T AT AT X
HMAC 7 RUADOELEI-I3HEZMEEL 7,

Cisco Cisco Secure Firewall Management Center Virtual X 2 — 7w THA K .
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B re775 7 20mERAOHEE

F 7=, Firewall Management Center Virtual D355, MAC 7 RL A2 FE)CRETHZ LIk, 777
AT Y ADFA A —=VIERBBEIZRST5E P AaANLDIA v A eHERTLLENHY £
A/o
¢) [*v hTU—7 8 (Network Connection) ] D FC, [~ hU—2 Z~YL (Network label) ] IZ/RAET
TIAT U ADEHR Y NV — I B ERELET,
RFvFE [OK] %7V v LET,

RDEZRY

AHET T T AT U AOHREDFIEICOWTUX, AT 774 7 v AOEPRBEA L 1)
e 26 ~—) | ZZRLTIESN,

c MBIZIS LT, T 74T U AOEREANDHNS, IBIMOEEA 2 —T = A AZAERK
TEET, FFMIZ OV TiX,  [CiscoSecureFirewall Management Center Virtual A % — k77w

7774 K] @ TDeploy the Management Center Virtual UsingVMware] D& & ] #ZH LT
STEENW,

RET7 T34 7 D ADEREA EMEAETE

BIRRT 7T A4 T o AELBANEET Lictk, KEBT 7747 > 220D TERZ AN D & WIHHL
NHBRICB SN ET,

A

AR OE@FEIEL, A= U Y —ZORIER L, SESERBERICI o TRRY £, PR
FTTTHETITHRTA G050 2 ENHY £3, FAEHITTEr LaanTZswy, Il
DL, TTITAT L AZHIRLT, RONPLROVESRINERERNZ ENHY £7,

FIE

ARTFYT1 T I9A TV AOEREAICTLET,

vSphere 7 7 A 7 T, A XU MY VR NDIRIBT FIA4 7 o AD4HELAZ Yy 7 L, arTFA
F A==2—T[EIR (Power) |>[EIRA > (Power On) | Z&ER L £7°,

ATv T2 VMware 22> Y —/)L X 7 THIEULZBEHR L E 4,

RDEZRY

Firewall Management Center Virtual ZJE&BA L7256, By 7 v 77 mEX&5%ET LT, [EHEHTE
LHEHAY NT—2 ECHEETHALIICHLWT I IAT VU AEZRET HMLERDH Y £7,
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| VMware ~® Firewall Management Center Virtual O &R
w7 I51 7 20EREAcnnEE |

VMware CESXiOVF 7 > 7' L— h & ] L TIEBAJ 5454, Firewall Management Center Virtual
Oty bT v 2 AT 7O Takw AT,

» Firewall Management Center Virtual O#J#i¥E ~ 7 v 7 %258 T3 5121%.  [Firewall
Management Center Virtual FJ#% & (163 ~—) | 2SR L T E 0y,

» Firewall Management Center Virtual D EBRIZ ML ERIRD AT v T OEIZ OV T, x &F
RLTS7ZENY,
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S

==
=% =R

Firewall Management Center Virtual @ KVM
~D

Firewall Management Center Virtual 2 KVM [ZEB T& £,

W= (29—

- HiEESRAIE Bl ~—2)

JEEFHEHKFE 32 3—)
cHBOHDaY T 4 Falb—vay 7rA LD (33—

« Firewall Management Center Virtual O3 A (35 ~<X—)

cFBOHDaY T4 Fal—rary Ty A NVEHFEALRNEAN (39 X—)

KVM i&, RABMEAILGRIERE (Intel VT 72 &) ZE# L 72 x86 /~— N =7 L Linux [AF 582K
YV a—a T3, KVMIE, a7 kA > 7T A N T 7 F v 2475 e — NA[6E
2= EY 2—/b (kvimko) & kvm-intelko 72 EDF vt v Y [EA DE Y = — /L THERK S
nNTnET,

Firewall Management Center Virtual D7 v 74 L— K (6.6.0 LAf%) (2% 28 GB @ RAM M\iHE

T w77 L— RIEOH L A E Y ZWiRE ) Firewall Management Center Virtual 7*7 > ~ 7 % —
DMIFASHE Lo, BT 77 A7 2 AIZEIY 2Tz RAM 78 28 GB R DY, Firewall
Management Center Virtual ©/3—37 3 > 6.6.0 LAE~DT v 7 7 L— RIZRBL £,

BR T 74V ERE (& A ED Firewall Management Center Virtual - A & A2 T3 32 GBRAM,
Firewall Management Center Virtual 300 (FMCv300) TiX 64 GBRAM) DLV /NS T5HZ &
IR L ERA, AT =~ A% ESELOITE, MHFRER Y Y — AR T, KR
TTTAT U ADAE) L CPUBZ N D THHRLT Z LN TEET,

PR— I ARDOT T b7 4 —AIZBNT, ZOATYZHOHERIVBENATY DA A H
VABYIR—FTEXERHA,
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Firewall Management Center Virtual KM ~DO &R |

AEYE)IY—RADEHK

KVM ZfH LT, EESN TRV O0S A A=Y % FET L TWAHEEORIE~ v &2 FTT
XFET, FHEv T, Ry NT =T B— K, TARI TTT 490 TETRRED
T TANR—= N b N— R = TR ST ET, Ao = FOHEHPEIZ DN T
%, [Cisco Secure Firewall Threat Defense Compatibility Guide] [J] &ML T 7Z&EW,

| &

EE  Firewall Management Center Virtual 7 ~ 77 L — KT 5, &Ho VUV —RX ) — FNCTitfi ez 2
LU, Bl U —2ADREBEICEEL KL RN 2R L TZIN, EHiN—Ta %
JEEHT 22X, U Y —ADILEDBERGERH Y £7,

TS T —RKTAZ LT, BEBEOEX a2 U T A EEL X7+ —~< 2 2D _RITEST S5
HOMEESELET o 7T AR BINESET,

Firewall Management Center Virtual O3 A H SN DRED NN— R =713, AT LHA A
Z o A EIRIZ Ko TRRY 9, (BT 28T 774 7 o A2iE, RA R~y
ETORNY Y —=REND YT (AEV, CPU, BIOT 4 A7 FE) BDLETT,

KVM O Firewall Management Center Virtual 777 A 7 > ADHELER EIRS L OT 7 4 /L MR E%
WORITTRLET,

« Tut oY
o 4 {8 D vCPU 73 LB
« XAE
o B/ NEAR 28/HERE (57 4L B) 32 GBRAM

| &

EE 7T u7 7 L— REFOH L AT Y ZWiEHRE) Firewall Management
Center Virtual 7’7 v M 7+ —LIZHEASNE LT, (KIET 7T A1
T2 AIZEN ) T2 RAM A3 28 GB Kiifi 0354, Firewall
Management Center Virtual 00/3—37 2 > 6.6.0 LAfE~DT v 7 7 L —
NES S AP

Xy hU—F
evittio K7 A "% HR—Fh
L HOEBA o H—T = A AP HR— b
« IPv6

I BHIEYDRAR A R L—Y
« Firewall Management Center Virtual |Z{3 250 GB 75 4%

evirtio BL Wsesi 71 v 7 T ZAZYHR— |k
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I Firewall Management Center Virtual ® KVM ~® &

e —)b

e Telnet Z- L7=Z—IF L — =%V R— |

N— =3 73 LA, KVM T Management Center Virtual 300 (FMCv300) 234 4— h ZivET,
KVM @ FMCv300 7 77 A 7 > ADHELERERL L OT 7 4V MRIEEZRITF L ET,

=R AN

« 32 fHl > vCPU A48
« AEY

«HELE (741 1) 64 GBRAM
Xy hT—=F 7

evirtio K7 A NZHR—k

I HDOERA B —T 2 A AT Y R— K

A~ BT DRA N AL —Y
« FMCv300 (21X 2 TB 2340 H

e virtio B XL Wsesi 71 v 7 T3, A% HR— b

o« Y/ —)b

e Telnet Z- L2 & — I F /L —_—Z P R— b

e
SRS
» Cisco.com 7> & Firewall Management Center Virtual qcow2 7 7 A /L% X 7 > 12— R L, Linux
RA ML ET,
https://software.cisco.com/download/navigator.html
s Cisco.com D1 7 A VB IOV A3 —EAZKNLETT,

c IOV T I/LOEAFTIL, 2 —H —72% Ubuntu 18.04 LTS Zfi [ L TW5 Z & ZRiE &
L CWFE 9, Ubuntu 18.04 LTS &5 A b D EFICIR DN r—T % 4 VA M—L LET,

* gemu-kvm

* libvirt bin

* bridge-utils

* Virt-Manager

e virtinst
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e

Firewall Management Center Virtual KM ~DO &R |
FARBEEHNHER

e virsh tools
* genisoimage
e NI =< VAFRA N EOREDHELZITES, "A NS 252 LT, KVM
TOAN—T v bk TEET, —BRORARA NFHEOHEEIZ OV T, [Network

Function Virtualization: Quality of Service in Broadband Remote Access Servers with Linux and
Intel Architecture] ZZH L T 72 &0,

o I F O#%BEIL Ubuntu 18.04 LTS D& E{LICHESEH F 1,

» macvtap : FPEED Linux 7' U » ¥, Linux 7' U » YOO 0 12 macvtap ZfEH T £
9, 7272 L. Linux 7'V v PO 0 |2 macvtap ZFEHT 2561, FFEOREET
IMENRH Y ET,

« Transparent Huge Pages : A€ U RX— %A XA £7, Ubuntu 18.04 TiX, 7
7 x v B TH U S TOVET,

» Hyperthread disabled : 2 2® vCPU% 1 DD > 7V a7 IZHIK L £7,

« txqueuelength : 7 7 4 /L k @ txqueuelength & 4000 /X7 MIHEMEE, Rev 7 L—
2D L £ 9

« pinning : gemu 3 X T vhost 7 2 A ZKFEDCPU 27 ITE Ukt L ET, FFEDSR
P Tl BUVEERIC L 5 TRT 4 —~ U AR KIFICH ELET,

*RHEL XR—2DT 4 A h U B a— 3 O biZ oW T,  [Red Hat Enterprise Linux6
Virtualization Tuning and Optimization Guide] ZZH L T 72 &\,

EFHELHINER

« Firewall Management Center Virtual 777 A4 7 L A2 U T AEFEFITH Y FH A, [V RT

=

Ly (System) 1> [E®%E (Configuration) | ~<—ZiE, BT T v h 7+ —AIZS U T,
[72 L (None) ] E£7-i% [KRfEE (NotSpecified) | DWW TN NFEREINET,

« FA N ENTANA =, (VMware/ESXi _ETEIET 5 KVM) [ZH 7R — kST E
Bh, XTAZILKVM OREBEOLBYR— I ET,

AR~ OBRITY R — S EE A,

S AMOYR—F

« KVM H Management Center Virtual 300 (FMCv300) : 7 L\ \JE5E & #17- Firewall Management
Center Virtual 1 A —313, K300BDT A AEHTE, 74 A7 FRENPRKE VKM
THEMATEET,

« Firewall Management Center Virtual /~1 7 XA Z U 7 ¢ (HA) YA —F I TWET,

. Cisco Cisco Secure Firewall Management Center Virtual X 2 — 7w THA K


https://networkbuilders.intel.com/solutionslibrary
https://networkbuilders.intel.com/solutionslibrary
https://networkbuilders.intel.com/solutionslibrary
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/pdf/Virtualization_Tuning_and_Optimization_Guide/Red_Hat_Enterprise_Linux-6-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/pdf/Virtualization_Tuning_and_Optimization_Guide/Red_Hat_Enterprise_Linux-6-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf

I Firewall Management Center Virtual ® KVM ~® &
#0A0av T+ ¥aL—var 771 00%E [

o 5 A] FAYERERR D 2 S @ Firewall Management Center Virtual 777 A 7 > A%, R UET /L
THLIVENRHY 7,

» Firewall Management Center Virtual HA % 379 % (Z1d, Firewall Management Center Virtual
TlL. HAER CE LT 5 Cisco Secure Firewall Threat Defense (IH Firepower Threat Defense)

T3 A Z LB Management Center Virtual 7 4 & > AFERDBSMLETT, 7272 L
Threat Defense 7 /3 A Z & (24 BE 72 Firewall Threat Defense #6820 7 1 & o AHE[RIZ
Firewall Management Center Virtual HA #RICBIR R < BRI E A, T4 B AIZET
HHA RZA 2DV TIL, Cisco Secure Firewall Management Center 7 /34 A 227 ¢ ¥ o
L— a3y A R [#GFE] @ [License Requirements for threat defense devices in a High
Availability Pair] Z#ZM L T 72Xy,

« Firewall Management Center Virtual HA ~~7 Z fi£fx3" % & | iBIN® Firewall Management Center
Virtual & A & o AMEFR DM & 21, Firewall Threat Defense 7 /34 A Z L 12 1 D DOHERR D
MDHLENZ72 0 £9, @aHAMEICET25ME T A KT A4 1220 T, [Secure Firewall
Management Center Device Configuration Guide] [#£35] @ [High Availability] %2R L C<
720,

FOHNDOYI4FXaL—aYy 7714 ILDEE

Firewall Management Center Virtual Z &89 5/(IC, 0RO 74 Falb—a 77

ANEHERFTEET, FOH DI T 4 Falb—ait, KT OEARCEHAIND
WHRET — 22 BT XA RN 77 A0 TT, ZOYPHREIL,  [dayO-config] &9 7 F X
N77A4N0ELTIHREDEET 4 L7 RIS, S5 _dayO.iso77/l’/T//\§:%ff¥éﬂ“L
£, 2D dayliso 7 7 A AP ERAYOEBRFICY 7 b SNTHARONET,

Y

GE)  dayO.iso 7 7 A /WL, FWAOT — MREHZHEHATEZ 2 0ERH D 7,

HAIRFIZ Day 0 DGR 7 7 A VA3 % & 37 1 & & T Firewall Management Center Virtual
TIIAT o AOPMREET N TEITTEET, REFETDZIENTEET,

« EULA ~OD[fE
« VAT ADEA R
EHET AU FOFH LWVEBE SNAT — R

T TIAT VANEHR Yy NU—7 FCHETEHLLIICTHRY NU—TRE : HO0H

®:V74¥;v—yay774»%ﬁ%bﬁwf%%¢é%é\t@%’yX?A@z
REARETDHHLERDD 9, FFHICONTIE, HFOHDOa 7 4 Falb— g

774”%@%L@W%ﬂ(”AHV)%§%LT<Ké%o
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Firewall Management Center Virtual KM ~DO &R |

B zoe00 7 %a—var o7 ok

A

GE) Z OB Linux 2MFEH S TWET 2, Windows DEAIC B[R
BRO2—T7 40 VT 4 BRHY ET,

+ 5 7 4/ b ® Cisco Umbrella DNS H— S —Z 3 5121%, WO DNS = kU #ZED
FFEIZLET, FEDNS BETENET 212X, WlFo=2 MU % [None) (Zi%ELET

(R3CF L/ CFIFEBI L7220

FIE

AT w71 TdayO-config] V97 F A K 7 7 A LT Firewall Management Center Virtual D % > k7 —7

EAEFLALET,

11

#FMC

{
"EULA": "accept",
"Hostname": "FMC-Production",
"AdminPassword": "r2MS$SO"~Uk69##",
"DNS1": "10.1.1.5",
"DNS2": "192.168.1.67",
"IPv4Mode": "manual",
"IPv4Addr": "10.12.129.45",
"IPv4Mask": "255.255.0.0",
"IPv4Gw": "10.12.0.1",
"IPv6Mode": "enabled",
"IPv6Addr": "2001:db8::alll:b221:1:abca/96",
"IPv6Mask": "",
"IPveGw": "",

}
ATV T2 TXFAN 77 ANV%EISO 7 7 A JZEH L TIRAECD-ROM % Epk L £,
B -

/usr/bin/genisoimage -r -o day0.iso dayO-config

ER S
1 -

/usr/bin/mkisofs -r -o day0.iso dayO-config

FED CLI

ATy T3 FEAEEV KL T, BHAT S Firewall Management Center Virtual = & [Z—E DT 7 4 /v bR E T 7 A V& AE

’ﬁbij‘o
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I Firewall Management Center Virtual ® KVM ~® &
Firewall Management Center Virtual D& A .

RDRARY
e virt-install ZfEfH L T\ A 35A 1, virtinstall 2~ > FIZIROITEEMLE T,

--disk path=/home/user/day0.iso, format=iso,device=cdrom \

s virt-manager Z i [l L TV 5434, virt-manager ® GUI % ff ] L T{48 CD-ROM % 1ERL T
=¥, [Firewall Management Center Virtual D& AN (37-%—27) | 22 L T E &0,

Firewall Management Center Virtual D& A

RDJ{E T, KVM T Firewall Management Center Virtual % £ 8) T & £ 77,

AR YT NOMA : virt-install X— A2 DE AR 7 U 7 k& L C Firewall Management
Center Virtual ZEB) L E3, EAXZ VT MR LZES 35<—) | 2L
TSN,

« Virtual Machine Manager O f# ] : virt-manager % i | L C Firewall Management Center Virtual
ZEE) L E 7, virt-manager X, KVM 7 X M~ U EERB LOEBRT 572007 T
7 4 BV —/C9, [Firewall Management Center Virtual DA (37 ~X—3) | &M
LTL7EENY,

FHOHDaL7 X2 —3 3 77 A/ LT Firewall Management Center Virtual %3 A9
HZEBLTEET, NI, 77I9A4 T ADCLLE7213 Web A v Z—7 = A 2% L
THHEY N7 v 7EETTHHERLY £7,

BARY )T b&ERLES

virt-install ~<X— A DA R 7 J 7 k%] L T Firewall Management Center Virtual % £ #) T X £
D

48O H RIS

BB T A D Fxv v BT— REBRL T T =~ U AL TEDHZ L1C
BELTLLEX Y, FHTOX vy v o T— NI, T—FBENRETAEZNE SN ’%ﬁ’iﬁ%’%
Z. ¥ X v ia T—RET A AT DRI 3 —< L AT HHEBLET,

HZKVM T AR T4 AT A F =T = AT, fRESNTZWTNIDOF Y v E—F
(writethrough, writeback, none, directsync, F7-iX unsafe) ZfRE CT& £, writethrough £—
EFEAED % v 2 24 L £97, writeback IZFEAM Y /EEAALT v v 2 R
9, directsync iR A b RX—T ¥ v 2B AL RALET, unsafeli TR TH /7//%3
Frxvial, FANNODT7 T v a2 BREBHET L REMENH D £77,

« cache=writethrough [%, A h TEARDIEBNRELZHEDOKVMZ A R~y ED7 7
A NBEFEZ AR C Z £, writethrough £ — RO 2 8D L E 7,

« 7272 L. cache=writethrough (%, cache=none XY 5 4 27 1/0 E2XAHZNL =D, T+
A RT F—v L ACHETLAREELH D FT,
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Firewall Management Center Virtual KM ~DO &R |

B =rzxvyirzgmLrLED

ATvT1

ATy T2

o« -disk &7 3 D cache N T A —Z HHIRT D56, 7 7 4V MME writethrough (272 0 F
R

Xy v iat T arERELRNE, VMEERT 572 DI 22 R RHE B &
ﬂ%%ﬁ%%@ifo:hﬁ\EwRMD:me~?K@?4X7%kyvyﬁﬁﬁﬁ
Wb DORHDZ ENRRTT, ED2H, T4 A7 :\’—47 v T EEIZLT (
ache=none) . writethrough% 5 7 4 /L MZERET D &, T—4 *kAfi%E?ﬁf%’C%i@‘

FIE

lvirt_install fmc.sh] &9 virt-install 227 U 7" R ZEpk L £ 97,

Firewall Management Center Virtual f > A % 2D L, 2O KVM AR A b EOfMORE~ > (VM) 4
HBTC—EThHHNENHY £7, Firewall Management Center Virtual (X, 1 2Oy NI —27 f X —T =
A Az R— b TEET, AR NIC 1% Virtio TRITIUTR Y FHA,

1 -

virt-install \
--connect=gemu:///system \
--network network=default,model=virtio \
--name=fmcv \
--—arch=x86_64 \
--cpu host \
--vcpus=4 \
--ram=28672 \
--os-type=generic \
--virt-type=kvm \
-—import \
--watchdog 16300esb,action=reset \
--disk path=<fmc_ filename>.gcow2, format=qcow2,device=disk,bus=virtio, cache=writethrough \
--disk path=<day0 filename>.iso, format=iso,device=cdrom \
--console pty,target type=serial \
--serial tcp,host=127.0.0.1:<port>,mode=bind,protocol=telnet \
--force

GE)
BBHAZ U7 N T, BT mEAD —-os-type /3T A —HF D% generic ICERE L. RIEA A Z AR E
a2 77y b7 —bNELL@IENDEH2CLET,

virt_install A7 U 7" F &2FITLET,
i)

/usr/bin/virt_install fmc.sh
Starting install...
Creating domain...
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I Firewall Management Center Virtual ® KVM ~® &
Firewall Management Center Virtual D& A .

A4 RUNHE, VMO Y =V RRRENET, VMBEFTTHL Z L LR TE ET, VMAE
5 ETITEDDND ET, VMBEBL7-H, a2V — VEE»NS CLI 2~v 2y REFTTEET,

Firewall Management Center Virtual D& A

virt-manager (Virtual Machine Manager & & FE/Z41 %) %] L T Firewall Management Center
Virtual Z 8 U 4, virt-managerid, 7 A MR~ v U 2AEB LI OB 27200075 7 ¢
T — LT,

FIE

RTw 1 virt-manager ZEEILET (FFTUAZr—3 3> (Applications) 1> [P AT LY—)L (System Tools) ]>
(RE< o< +—T+ (Virtual MachineManager) ]) .

INAIR—= A FORIN, BLEOL— K RXAT—RFROAHERD LA AREERH Y £,

ATFvT2 KEEMORZ %2 Y v 7 L, [VMOFHIER New VM) 17 4 — REBE £,
ATFvT3 U~ OFMEASL LET,
a) ANV —T 4 T VAT AOEE, [BEFEOT 4 AV A A—T% A AR —F (Import existing disk
image) | ZI®RL 7,
ZOFETT 4 AT A A=Y (FERZA VA =&, 7 — MNJRERARV—T 4 V7 V2T
LEZLNTNDHD) A VR—FTEET,
b) [&k~~ (Forward) 1% 7 Vv 7 LTHATLET,
RTYT TUART A A—=TVEu—FLET,
a) [BM.. Browse.) |7 Vv 7 LTA A=Y 77 A NVERINLET,
b) [0SZ A 7 (OStype) ]ZiE [ILH (Use Generic) ] &R L £,
c) [k~ (Forward) 1% 7V v 7 LTHATLET,
ATvT5 AEVBIWOCPUA TV a v aRELET,
a) [AFY (RAM) (Memory (RAM)) ] % 28672 1Zi%E L £,
b) [CPU (CPUs) ] % 4IZF%E L FE T,
¢) [k~ (Forward) 1 %7 Vv 7 LTHATLET,
ATYT6 [ ABM—IARNIEREE D AHX~A X5 (Customize configuration before install) | F = v 7Ry 7 A%
FAZ LT, [4AT (Name) | ZFEE LTS [€ T (Finish) (227 Uy 7 LET,
ZOEMEEITO &L BIOT 4 = RBE, K~ ONN— Ry = TRELZBIN, Bk, XETHZ
ENTEET,

1|

ATy Tl CPUREELEHFELET,
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Firewall Management Center Virtual KM ~DO &R |
. Firewall Management Center Virtual D& A

FEA DS S [Fat ¥ (Processor) | #83ER L, [E&XE (Configuration) ]>[ KRR FCPURERLD O
E— (Copy host CPU configuration) ] Z R L £,

ik -oT, MELAR A D CPU BT /L EREMUME~ T o SN £ 4,

ATYT8 BT 4 A7 EZHRELET,
) EBOAFANE [F 4221 (Disk1) ] 220 LET,
b) [FEMIA 7L 3 (Advanced Options) 1 %27 VU v 7 LE 7,
&) [F4 A2 A (Diskbus) ] # [Virtio] (23 L £,
d) [AFL— (Storage format) | % [qeow2] IZRRE L £,
ATFYT9 UTAarI—LERELET,
a) ZEMO/ R E [2 Y —/L (Console) | Z IR L £7,
b) [HIFR (Remove) | ZEIRLTT 74/ b 2V —/LEHIRLET,
¢) [ Rv =7 %80 (AddHardware) | %27 Vv 7 LTY U TV TANAL AZBMLET,
d)y [T/ A¥ A7 (Device Type) ] T. [TCP net console (tcp)] Z R L E 7,
e) [E—F (Mode) 1T, [r—/3—F—F (/1K) (Server mode (bind)) ] Z R L £7,
f) [AAbF (Host) 1121£0.000/E AH L, IPT KL AL —BOR— ESEZADILET,
g) [TelnetZffif (Use Telnet) | R~ A% A LET,
hy T4 A NRTA—ZEFELET,
ATy TN KVMT R NBRACTEIZT Ty va LIEESIMBNOT 72 a U BHBITR ) H—END L5 U4+ v
F Ry T TN RERELET,
a) [/ R7 =7 %80 (AddHardware) | %27 Vv 7 LTUA YT Ry 7 TN REBMLET,
b) [FF /L (Model) ] T. [T 7 #/L b (default) ] 2K L E3,
c) [77 3=y (Action) ] T, [7FA M&G#HIIZY &~ b (Forcefully reset the guest) ] ZER L £,

AT9IN XY NY—7 AU F—T oA AEFRELET,
macvtap ZiEIRT 57, WHET A AL ZBELET (U v P4 ZEH) .
GE)

7 7 # /L h Tl&, Firewall Management Center Virtual f > A ¥ > A1, 1 DDA VX —T = A ATHE L,
ZOBRRETEET,

RTYT12 BOHDaAr74X¥al—rvar 77 A Vall L TRRT %546, 1SO O CD-ROM % {ERL L £
R
a) [/~ K7 =7 %iEM (AddHardware) 1 %7 U v 27 LET,
b) [A FL— (Storage) ] #iER L E7,
o) [BEEXREITZOMBEAFAD A FL— %P (Select managed or other existing storage) ] &2 U »
7L, 1SO 7 7 A VOB BB L ET,
d) [7/3 AZ A7 (Device type) ] C, [IDE CDROM] ZEH L £,

ATV T M~ ON— Ry =T ERE L%, [EH (Apply) 1227V v 27 LET,
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I Firewall Management Center Virtual ® KVM ~ @ E B
H0EOaL T4 ¥aL—vay v ne@EALELEA [

AT w714 virt-manager D [f > A b —/LDOBH4E (Begininstallation) (%227 Vv 7 LT, f8ELIZN— RV = T&ET
A~ 2 ERR L £,

febe » ~
FO0EHDOIYI4XaLl—ar 774 ILEFERLAGL
B A
ED 2o ThH, RETERERETTHLERLVET, 20Tk RIcLY, FHRy
NO—0 ECT T IAT UV ANBETEDLHICKRVET, FOHDa L T 4 F a2l —ra v

77 A NEEHAETICE AT 55545, Firewall Management Center Virtual D& v R 7 > 7132 &
Ty 7TOTakATT,

« Firewall Management Center Virtual Z ]k L7722, 777947 A ar Y — )L TR
V7 hEFITLET, Zhicky, BExy bU—7 ETHETOT7 7747 A ERE
TEET,

I, HHAXY FU—7 EDar B a—2%fH LT, Firewall Management Center Virtual
DWeb A F =72 ZAEBRTDIOORET v AZET LET,

A9V TrEFERALERY FT—UEREDERK

WO TFNETIX, Firewall Management Center Virtual CCLI ZfEH Lol > h 7 v 725 TF
D HEICHOWTHBA L ET,

FIE

ATw 1 a2 —)hn5, Firewall Management Center Virtual 777 A4 7 Alza 74 LET, 2—HF—4 L LT
admin %, /XA — R & LTAdmin123 i L £ 7,

AFY T2 admin 727 N T, ROAZ VT NE2FEITLET,
B -

sudo /usr/local/sf/bin/configure-network
Firewall Management Center Virtual (ZfJ6D THEfe 95 &, HEWNEZOREZ RO D A v —VUNFRINET,
ATV T3 A7 VT hOT a7 M- TS EEN,

IPv4 S PR E AR T (FI13ENL) LETRIC, IP6ICBY ET, 2y NV — 2V REEXFHTIHET S
BT, IPVvA 721X IPV6 7 RL AR AN TALERH D £,

ATV T4 BEMMNELWNT AR LET,
RATFYTS TFSAToANR Ty N LET,
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Firewall Management Center Virtual KM ~DO &R |

B web > s—Srasxz@ERLESEY M7y TORG

RDBERY

cHHRX Y NU—2 EDa B a—F % LT, Firewall Management Center Virtual > Web
AE—=T a2 A ALBRTDTOORET v RAELE T LET,

Web 1 2 —J A REFERAL-DEEY b7y TDEFT

ATy T

ATy T2

ATvT3

WO FNATIX, Firewall Management Center Virtual TWeb A > % —7 = A A ZfH L THHI& »
N7y T HETT D HECOWNTHIILET,

FIE

7 7 7 C Firewall Management Center Virtual DE LA > X —T = A ADT 74/ NPT RLAIZT 7 &
A LET,

&1

https://192.168.45.45

Firewall Management Center Virtual 7 77 A4 7 > Alzu /7 A » LEd, =—HF—4 & L Cadmin Z, /XA
U—R&LTAImMInI23 # i L £, RES—UNFREINET,

REN—VNERENET, BHEONRNAT—NEH L Xy NT—IREDHEL E721T> TN
AT 2o5%2FTL, EULAICRIETDHERSH Y 77,

SET L6, DEA (Apply) 1272 U 2 LE7, Firewall Management Center Virtual 233N IZHE > Tk
EINET, FRIN—URERINTS, BEHE e — L EFFDadmin 2—HF—L LT Web A v ¥ —7 = A
Au A4 LTHWET,

Firewall Management Center Virtual 2338 IRANFICHE > T E SN E T, FRIN—UDRRINLH, FHE
o —/)L&EFD admin 2 — Y —L LT Web A v Z—T A A2 A LTNET,

RDEZRY

» Firewall Management Center Virtual O #J#¥ >~ b7 v 71220 TEE L < X, [Firewall
Management Center Virtual fJ#5%E (163 X—) | ML T E I,

« Firewall Management Center Virtual O3 A\ TR ER2 R O FINAOHEIZ >V TIX,  [Firewall
Management Center Virtual fJH1&BLEB L ORRE (173 %—2) | OEEZZRLTIEZ I,
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4.
=% =R

AWS T @ Firewall Management Center Virtual
D EH

Amazon Virtual Private Cloud (VPC) %, BEHENDERT DR~ N7 —2 T Amazon Web
Services (AWS) O U YV —ZZEHTELL9ICLET, ZOREFR Y FU—713, BEHH
BOT =22 o X —THEASINTWDAREERH MR DR vy NT—7 L LSBT
TR, AWSDR—FG T NI A VT TFTARNT I FxZEHTHENI AV R H D 77,
Firewall Management Center Virtual 2 AWS 27 7 7 RIZREBEHTE £,

W (41 ~—)

o EEEIE L HINEE (44 =)

« AWS BRIEDFRE (45 ~X—)

« Firewall Management Center Virtual 03 A (52 ~=2—73)

=

Firewall Management Center Virtual D7 v 74 L— K (6.6.0 LIf%) 1Z(X 28 GB O RAM H\iLE
Ty 77— REEOHT L A U 2 Wi EE DS Firewall Management Center Virtual 77 » k7 o+ —
LTEASNE LT, (ART 7T 4 7 2 ATHEID 2Tz RAM 73 28 GB Kiifi D %A . Firewall
Management Center Virtual 0/3—37 3 > 6.6.0 LABE~DT v 77 L— RIZRBm L £,

EE N—Uz32660V U —RADFFNT, 777 K~<X—Z® Firewall Management Center Virtual ® J&&
Bl (AWS. Azure) TORATEY REA VAL L ADH A TRFERIHEIESNE Lz, VAT —
TaryThoTh, £IbHEMEH L TH L1 Firewall Management Center Virtual f > A % A
IFERRTE A, BEFOA A Z U AT5| St & FEATTE £9, # 7: Firewall Management

Center Virtual [Z DWW T, AWS THR—FENTWEAL LV AZ L AFAT (42 X—) B
LTLIE&EW,

HR—IRHBEDOT Ty N T+ —AZBNT, ZOAEYZBHOERIVIENAETY DA L RAH
VAEYR— N TEFEHA,
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AWS T Firewall Management Center Virtual D /&R |

W DFIZ, Firewall Management Center Virtual TH R — b X35 AWS f Y AF L ADX A Tk
RLET, N=Ta Y eSxLHITHR—FSNd 4 A 7 L=V 5 0660 IETYR— RS
NHEATNH £,

\}

CE) WRoORIZRTIIIC, X"—=T3 66 TIXCS5A VAR L AZA TOYR— FBEBIMENTH
FT, AVARBZUARRKELLRBIFE, AWSVMIZLE DL DO CPU U Y —ARREEEH, 3
TA—< U ANMEL, EHIEEL DRy NIV =T A F—T oA ANREHLET,

5% 7: Firewall Management Center Virtual [Z DU\ T, AWS THR— F SN TWBA VRBZVREALT

7 |/"—T3 |vCPU AEY | AvB— |/N—3 |VCPU AEY (A28 —

Zv|26.6.0+ (GB) T4 R | V65x L (GB) 74 R

~ DERE |7 DERE

4

N
c3.4xlarge | 16 30 8 c3.xlarge* |4 7.5 4
c4.4xlarge | 16 30 8 c3.2xlarge* | 8 15 4
c5.4xlarge | 16 32 8 c3.4xlarge | 16 30 8
coi.dxlarge | 16 32 8 c4 xlarge* |4 7.5 4

Fowd

M c6a.4xlarge | 16 32 8 c4.2xlarge | 8 15 4

Certer

Vil | cOindxlarge | 16 32 8 c4.4xlarge | 16 30 8
* Firewall Management Center Virtual D/3—3" 3 > 6.6.0 TiX, ZNHEDA L AKX U AH
A TP R — bS8 T, N—Ta 660 LIRETIE, 28GBLLEDRAM %44
L7z A AKX A% L T Firewall Management Center Virtual ({EED/N—2 3 V)
ZRATOMENDH Y £, FFMICONTIE, DBEEROA o 2Z 2247 L T4
VAL AL T DY A ZEFR (43 —=2) | #BRLUTIESN,

% 8: Firewall Management Center Virtual 300 12D T, AWS THR— SN TWBA VREZVREA T

T39I —L4 N—23 2710 LI
Firewall Management Center Virtual 300 c5.9xlarge : 36 & vCPU, 72 GB
(FMCv300) B

SSD X kL —7 : 2,000 GB

EHEDA VREVREALT

BIfED/N— 3 > 6.5.x LLAITD Firewall Management Center Virtual 7 7' 1 4 A > MIF| & fi & 5
ITTEXETN, LFDA v AH U AH A 7% H L CTHr LU Firewall Management Center Virtual
DT TaA Ak (N=U 3 SRR L) FBBTEEE A,
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| AWS T O Firewall Management Center Virtual 0 & B
awsyy1—vavonz |

s c3.xlarge : 4 fE D vCPU, 7.5GB (/X\— = > 6.6.0 LA™ Firewall Management Center Virtual

TIER))

» c3.2xlarge : 8l vCPU, 15GB (/3—7 3 6.6.0 LAKE D Firewall Management Center Virtual
NG ES i35)))

s c4.xlarge : 4 fE D vCPU, 7.5GB (/X\— = > 6.6.0 LA D Firewall Management Center Virtual
TIXER)

» c4.2xlarge : 8 1> vCPU, 15GB (#/3— 3 6.6.0 LAKE @ Firewall Management Center Virtual
RSk 3)

AVARBVRBL T A XEE

Firewall Management Center Virtual D LLRTD/3— 2 > (6.2.x, 6.3.x, 6.4.x, BLN6.5x) M
HAR—=T 3660 ~DT v 7Y L— RKEZ, 28GB O RAM A E U BWINFITINSH720, Bl
TEDA LV AB U ABAL T DY A X /N—T 3 660 THR— R INDY A RTEHET 5 M
&Y F9 (3 7: Firewall Management Center Virtual (Z- 2T, AWS THHR—FIN TS A
VARUARAT (42 5—V) BBR)

BIEDA Y AL AL A T EFH LA AL U AGA TITHBER DD BT, A AZ R
DY A X%ZE T TX £, Firewall Management Center Virtual D &R D54H -

« c3.xlarge F 7213 c3.2xlarge DA X% c3.4xlarge £ W AZ AL A FITERLET,

7=
s c4.xlarge F 7213 c4.2xlarge DA X% cddxlarge £ VAKX AKX A TIZERLET,

A VAR ADY A XHBEF LN, ROFITEE LTI ZE 0,
A VARG AGA T HEERT LN, A S AZ L AEAFIET D0 ERH Y £7,

CHBUEDA VAL AL T FTARIR L TeA VAR AZA T E AN DD 2 & %
W LET,

A VABLVARITA VAR LA ART RY 2a—bRNHIEE, TDA VAL A EOT AR
TOF—=HIIEkbET, VA XAEFETIENI, A VAF VAR RNT ORI T T A
AR AEBITLET,

s ElasticIP 7 RV AZEHA L TWARWERIE, A Vv AX LV AEEIETHENNT VI IPT
RUARRBEIVET,

A VABRADY A REBEETHHFECONTIE, AWSD RF a2 Ak [A U AZ L RAEA

TEEETD]
(https://docs.aws.amazon.com/ja_jp/AWSEC2/latest/UserGuide/ec2-instance-resize.html) % Z:ff L
TLTEENY,

AWS V) 1—S a3 VDBE

AWS IZ, Amazon.com |Z L - CIREEEN DV E—F 2 Ea—T 4 7 $—ERADELST,
Web —E XL HIEENTRBY, 79U R arva—T 407 77y M7+ —Lb %R LE
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. Cisco Cisco Secure Firewall Management Center Virtual X 2 — 7w THA K

AWS T Firewall Management Center Virtual D /&R |
FEFEELHWNEER

T, ZAHOY—E R, RO 11 OHIE U CHEM S E T, @% . Firewall Management
Center Virtual 238 A 2 EIZIE, RO AWS H—E R TFE L TV DLRERH Y 7,

» Amazon Elastic Compute Cloud (EC2) : ARz B a—X% L X/ LT, BEEMED
TV r—varBLOY—ER (7 AT U+ —/V72 L) % Amazon DT — X & X —
TEHBLOEHETED L OITT 2D Web F—E A,

» Amazon Virtual Private Cloud (VPC) : Amazon/ 7' U w7 7 v FNO[REINW-7F4
NR— K Xy NI =T ZFETEDHLIITTDHWebHh—E R, EC2A VAKX AL VPCH
THEITEINET,

« Amazon Simple Storage Service (S3) : 7 —# A ML —Y A U T T AT 7 F ¥ Hieftd
%5 Web —E X,

AWS TT AU v FafER L, VPCIB LU EC2 2 R—3 > & (AWS ¥ 4 ¥ — RE72EF
R EOWNTNNEEH L T) %E L. Amazon Machine Image (AMI) A > A ¥ A% L

9, AMIZ., AV AF U ABRITIHDICHERY 7 N 2T &ETT 71— T
K

N

CE)  AMIA A—VITAWS BEONHL TIXF Vo — R TE EH A,

EFRIALHINEIR

YR— b ShHHEE (7.1.0 LI

« AWS A Management Center Virtual 300 (FMCv300) : #7 L < $Ik5E & 4172 Firewall
Management Center Virtual 4 A — 1%, K300 BT NA AZEFHTEX, 7 4 AT KR
MREVAWS 7Ty b7 4 — L THEHTEET,

« Firewall Management Center Virtual /~1 7 XA Z U 7 ¢ (HA) YA —FIHLTHWET,

AR EH
&IZ. AWS O Firewall Management Center Virtual (2R3 B itttz R L 9,
e Amazon 7 7 v > b, aws.amazon.com CIERK T& £,

s Cisco A~v— R 7 B 7> |k, Cisco Software Central (https://software.cisco.com/) T{E TZ
e

« Firewall Management Center Virtual ~D 7 A ¥ > A f} 5, (KT T v N7+ —LTF AL A
BT D &M T A KT A 2OV TIL, Firewall Management Center Virtual 7 A & > A
(42—=2) ZBRLTLIESY, 74 B 2AOEHFEDOFMIOWTIL, [Cisco
Secure Firewall Management Center Configuration Guide] [J @ [Licensing the System| %%
LT ES N,


https://aws.amazon.com/
https://software.cisco.com/

| AWS T O Firewall Management Center Virtual 0 & B
aws EoxE [

* Firewall Management Center Virtual f > % — 7 = A ADEf}: :
A LA —T A A,

o WE/A

* Firewall Management Center Virtual (27 7 & 29 572D /37 Y » 7 P/Elastic IP,

* Firewall Management Center Virtual & 3 A7 L@ HHPEIZ DWW TiX,  [Cisco Secure Firewall
Threat Defense Compatibility Guidel] ] ZZ&M L T 72 &0,

HARS1Y
WIZ. AWS _E o Firewall Management Center Virtual (2P 5 H A KT A4 &R LET,
AT FTAX—K 777 R (VPC) ~DEA
s JLEER Yy NU—2 (SR-IOV) (EAAREZRGE)
e Amazon ¥ —7 v R LA A B DOEA
c A VAR U ARG K 45D vCPU
‘L3 xy hU—7 Oa—HF—EA
«IPv6 3V AR — F SIET,

HIBREIAE
KIZ. AWS | Firewall Management Center Virtual (Z B3 2 HIfRFIHZ R L £,

» Firewall Management Center Virtual 777 A 7 L A Y TAEZFIEZH Y FHA, [VRT
Ly (System) ]>[E%%E (Configuration) ] X— 2, AT T v F 7+ — AT LT,
[7Z2 L (None) ] £7-1% [K£fEE (NotSpecified) | DWTNHNFERINET,

¢IP 7 FLARE (CLI£721% HRE) X, AWS 2 Y — L THERR L3R E & —F L T
WAMENRH Y 9, BEKFICERELEESHOTIEEN,

o T — MMEIA UV E—T A AEBMTHZ EITTEERA,
cEYRF T ay MIBIFFR TR — RSN TWEREA,

» Transport Layer Security (TLS) #—/X—7 4 F 7 ¢ 7 ¢ FHiX, AWS T Geneve >/
INT =ty b7y I TIEHR— F SN TOERA,

o SJL o
AWS IRIEDELTE
Firewall Management Center Virtual 2 AWS (ZREBH T 2 1213, BB [EA O F K OGRE 2 f#

AL TCAmazon VPC ZXET HOMLENRH D T, 1ZEAEORETIE, By N Ty 7 v ¥ —
RIcit>Tley N7 v 72F(TTEXET, AWS Tl BB OIEMRRICESL T, —1F
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AWS T Firewall Management Center Virtual D /&R |

B veconm

AT AR RERER ST A T A R a A FEREH L TOET, SOV T,
AWS O HBAME R¥ 2 A > 2SR LTS E &0,
AWS Ot v N7 v 7 EEYNHIET B 72912, Hi< &2 3 »TlE. Firewall Management
Center Virtual A > A X > ZDEREHTD VPC 3 L OV EC2 # I >W TRt L £,

« VPC DAL (46 ~—2)

e A VB =Ry M= T A DB (47 =)

c YT Xy OB (48 X—)

e b— |~ FT—T OB (48 X—)

X2 VT 4 TA—TDER (49 X—)

e Xy NT—7 4B —T = A ZADOER (50 2—)

* Elastic IP DERE (51 ~—2)

VPC D 1ERK

T 74—k 7 Z U K (VPC) 1T, AWS 7 A U ¥ FHEMOEAR Y bU—2TF, Zh
X, AWS 7 70 RNOMOEIER v b U —27 0 BiaBRic B STV E 97, Firewall
Management Center Virtual 4 > A% > A72 & D AWS U Y — A% VPC |[ZEENI TX £9, VPC %
RETEET, IHIT, TOIPT FLAFEHABEIRL, 7%y F&2{EKL, v—F 7—7
NV, Xy b= F—F o=z, BIOEX2 VT REEERTEET,
188 BRI

cAWS T H v FEMERLET,

» AMI 73 Firewall Management Center Virtual f > A X% VA THEHATE 52 L 2R LET,

FIE

AT w1 aws.amazoncom (21 7 A L, HlZEIKN L E9,

AWS [ZHEWZ 3 B ORI B S Tu0E 3, Huldgd, Eimof EMicFrshE T, H 25k
WO U Y —21F, OHIBIZITERRINEE A, BHOHIBNITHFEEL TWD Z & 2 EHRICHER L T<
TEEW,

RATv T2 [W—ER (Services) |>[VPC] DIEIZZ V v 7 LET,

ATwv T3 [VPC Ay arR—FK (VPC Dashboard) ]>[fERY HVPC (Your VPCs) | DIEIZZ U >~ 7 LET,
2Ty T4 [VPCOER (Create VPC) 1% 7 V) v 7 LET,

RTwT5 [VPCOMERK (Create VPC) | ¥ A 77Ky 7 AT, ROLDEATILET,

a) VPC #ikhl 3 52— —EFKD [4H1% 7 (Name tag) |,
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https://aws.amazon.com/documentation/gettingstarted/
http://aws.amazon.com/

| AWS T O Firewall Management Center Virtual 0 & B
tva—%y bt r—tozqsoen [

b) IP7 FLAD[CIDRZ 7> 7Z (CIDRblock) ], CIDR (7 7 ALV A RAAL UINN—T 4 7)) ORI
HEIZ, IPT FLAEZNICBEEMITONTWDL—T 4 7 T LT 4 7 ADa L 37 MeRETY,
7=l xiE, 110.0.0.024) &AL ET,

¢ [T 74N (Default) 1@ [77F >k (Tenancy) ]&%iE. Z0 VPC TEEHSNI-A L AFZ A3,
R ICHEESNTT T FRMEAEHT L0 LET,

ATvT6 [T, ELE9 (Yes,Create) | %2 U 27 LT, VPC Z1ERL L £,

RDERY
WD 7 g THENTWAS X IIC, VPCIZA v F—%y N =Moo Z2BIMLET,

A=y b T— DA DENM
VPC%HA U H =Ry MIEHT D720, AV F—Fy N F— U oA ZiBIITEET, VPC
DIEEDIPT RVAD ST T 4 v VA F—Fy b= U=V —T 4 7 TEET,
4R8O HREIIC
» Firewall Management Center Virtual D1 > A % > AD VPC Z{Epk L E 77,

FIE

AT9 1 [W—ER (Services) | >[VPC]|DIEIZZ V v 27 LET,
ATv 72 [VPC#yaiR—F (VPCDashboard) | >[4 V&% —Fv k F— kx4 (Internet Gateway) ] DIlEIZ
7V w7 LThb, [A¥—Fy b ZF—FU A DOFERK (Create Internet Gateway) [ %7 U v 7 LET,

ATY T3 22—V —EHD [4H14 7 (Nametag) |Z AN LTHF— b oA ZHE L, 1TV, ERLET (Yes,
Create) | %7 Vo7 LTHF—ru=A ZERLET,

ATV T8 BIOAT v T TER LI — b = A 23R L E 7,
ATvF5 [VPC 286 (Attachto VPC) 1 &7 U v 7 LC, LIRNCYERL L7= VPC &38R L £,
ATYT6 [T, B LET (Yes, Attach) 1227V v 7 LT, =T =A% VPCIZBIMLET,

T7AN TR, F— b= PEREINTVPCIZER SIND ET, VPCTEEISNIZA V AH AT A
=3y hEBEETEEEA,

RDZRY
RDOE7 g THRASATND X HIZ, VPCIZHT Ry bEIBIMLET,
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AWS T Firewall Management Center Virtual D /&R |
B +o+roem

H I3y FDIENM

Firewall Management Center Virtual D1 > A X L AREERHTEX 5 VPCOIP 7 R L AHHE &7
AV METHZENTEET, X2V T BLOEHO=—XZIELT, A VAFZ L RET
=TT B0V 7%y b EVEHKTE F9, Firewall Threat Defense Virtual TiL, EHEHD
YT7Rxy e NT7 74 7 HOY TRy NEAERT DMERH D £77,

FIE

ATvFT1 [H—ER (Services) |>[VPC] DIEICZ U v 7 LET,
ATwvF2 [VPC &y aiR—FK (VPCDashboard) ]>[H T xw k (Subnets) | DIEIZZ U » 7 LT, [T *xv K
DAERY (Create Subnet) 1 %7 U v 7 LET,
RTY T3 [T x> hOERK (Create Subnet) | ¥ A TR 7Ry 7 AT, IROLDEASTLET,
a) 7Ry bEHEMNT LI —ERD [4H1¥ 7 (Nametag) ],
b) ZoOVTxy MIEHT S [VPC),
) OV TRy NWBEIET D [ATHMEY —> (Availability Zone) ], [%/E72 L (No Preference) ] % %R
L. Amazon 2NERT 5 — ZBNET,
d) IP7 FLA®D[CIDRZ v v 7 (CIDRblock) ], 7> hDIPT KL ZADHiMHIEX, VPCDOIP 7 N
AZFFADOY Ty N THLIMERHY T, 7u v 7 A X, 167y NT—T AT 5 28 %
NI —27 <~ 27 OFPFATIHRET 2LERHY £3, V7R bOFA XZVPCOY A XLFELIZT D
ZEMTEET,
ATy T8 [T, fERLET (Yes,Create) 127 U v 7 LT, ¥ 73y REERLET,
RT9TE VEREOYT Xy MZOWT, PEZEVIELES, FENT 7 4 v 73O 7 %> FEERL,
T—8 N7 T4y JITEREOY TRy NEAERLET,

RDRARY
WD 7 aryTHAINTWALSIZ, VPCIZL—h T—7AEEBMLET,

IL— bk T—TJI)LMENM
VPC HICRELEA— M = A1V — N T—T N2 TEEd, /-, #HoY 7%y |

Z1ODN—h T—=TWIEHEMNTDZENTEET, LnL, 12073y MI—FEiIZ 1
DO)N—~ T—=T I LEEMNT S Z ENRTE R AL

FIRr

ATvF1  [H—ER (Services) |>[VPC]DIEIZZ U v 7 LET,
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| AWS T O Firewall Management Center Virtual 0 & B
w2y sn—Tots ]

ATv7F2 [VPCHvyiaik—F (VPCDashboard) ]>[)b— bk F—T )L (RouteTables) ] DJEIZZ U v 7 LT
5, b—k 7—7/VOFERL (Create Route Table) 1 %27 U v 27 L&,

AT T3 — bk T—=TNEHT L2 —EED [4HT1X 7 (Nametag) | Z AL ET,

AT T4 ZON—FT—TNEFEATDH[VPClE Kay 7 Xy URARNPLRIRLET,

ATv 75 [IFwv, fEELE9T (Yes,Create) 1227 V7 LT, Lb—h T—7VEEHRLET,

ATvT6  fERLIZNV—F T—TLEBRLET,

AT9 71T [—1F Routes) | X7 %7 U w7 LT, gt A NN — MEHREFRLET,

ATw T8  [fRE (Bdit) 1227V v 27 LT, [Blo—k%ENM (Add anotherroute) 1 %27 VU v 27 L £,
a) [%E5E (Destination) ] %iZ, 0.0.0.0/0 Z AJILET,
b) [#—7" > § (Target) [ FIT, LIEE(EKR LA F—FXy N F— b U= ZBINLET,

ATv T [R1FE (Save) 1227V v 7 LET,

RATFYF10 [T %Xy hT Y xm— 3 (SubnetAssociations) 1% 7 %27V w7 L, [ff (Edit) 127V v LE
R

X771  Firewall Management Center Virtual D5 B A > % —7 = A ZIHHENLF T Xy FOBRCHLF = v 7
Ry 7 A&BRL, [R1F (Save) 1227 YU v 27 LET,

RDERY
WDt 7 varyTaATsEIC, BXx=2U T4 ZA—T%ERLET,

X T4 TJIL—TDER
FFrEns7a han, FA—b, EETIPEEEEET I L —VEFEHALT, %207«
TN—T B R CTEET, AV AZ L AZEIN LB CTHZLENTED, SxSFRhERLDL—
NVEFRALT, 80XV T 40 J—T%ERTEET, AWS TiE, X207 7
N—TICELREBRL TR NEBEREOZOIZ, ZOKEICET 2 LVWEREZHELTWE
K

FIE

ATvFT1 [H—ER (Services) |>[EC21 27V v 7 LE,

ATw 72 [EC2H vy aR—FK (EC2Dashboard) |>[tFa T4 JIL—T (Security Groups) | DIEIZZ U » 7
LET,

RT9T3 [EX=2 VT 4 7 N—TDVERL (Create Security Group) | %7 U v 7 LET,

ATV T8 [BX 2V T4 Z—TDOVER (Create Security Group) | Z A 72/ Ry 7 AT, WOLDEAHLET,
a) BX2 VT4 IN—TEHT 5= —ERDO X2 T 4 Z—T4 (Security group name) ],
b) ZOtX=2VUT 4 ZA—T70 [ (Description) ],
o ZotFalTa ZFA—TIZEEMNT b VPC,
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AWS T Firewall Management Center Virtual D /&R |
B <oro—v1vs—zqz0nm

ATFY TS [BXx a2 VT 4 7 /L—7)b—/b (Security group rules) | Zi% & L %7,
a) [BX=VUT 1 7 —7DfER (Create Security Group) %7 U v 7 LE7,
b) [4 /32> K (nbound) ] &2 3T, [JL—ILDEM (AddRule) %27 VU 7 LET,

(847 (Type) | Ky 7 X o X Mhb, A 0¥ —%y MCEDT 72 ACB IS FOW
FROADA Ny RE— b EBRLET, F7 40 F T, [TRTOEIE (All Traffic) | #1475
BIRINTWET,

« SSH (22)

« I AH L TCP (8305)

« HTTP (443)

G¥)
Firewall Management Center Virtual 2 AWS O S & 5121%, HTTPS B L O'SSH 7 7 & A 34
T, ZIUTESNWT, KEILIPT FLAZIEET 20E N H Y £9, E7z. Firewall Management

Center Virtual & Firewall Threat Defense Virtual D )52 AWS VPC W TR E L TWAIGEE, 77 A X—
NIPEBY TRy NT 7B AZHATIHILENHY £97,

¢) [7 k2K (Outbound) 17 v 2T, [JL—ILDEM (AddRule) 1 %7 Vw27 LTT U kA
7 RBEDNL—LEZBINT B, T 740 hO[TRTHBEE (Al traffic) | (%4 F (Type) ]
HA) BIO[EEDESL (Anywhere) | ([385% (Degtination) | ®354) OFFIZLET,

ATy T6 [BEFX2UT40IL—TD¥ER (Createsecuritygroup) 1227V 27 LT, X2 VT 4 Z—TZMERL
i‘g‘o

RDERY
WD 7 varyTHAINTVWE LI, Fy NTI—F A2 —T A4 ZA&ERLET,

F2YRIT—9 4203 —T A4 ADERK

ART 47 IPT RUAZMA LT, Firewall Management Center Virtual D% > kU —27 A >
H—T oA ABERTEET, BERN2RAOVEIIS L TRy NI —F A X —T oA A
(NES I LU Z2ERRL £97,

FIE

ATy F1 [H—ER (Services) |>[EC2] &7 VU v 7 LE7T,
ATv T2 [EC2H v aR—F (EC2Dashboard) 1> [ bT—4 4 24— x4 X (Network Interfaces) ] DJIE
W27 Vw7 LET,

ATV T3[Ry hT—=7 A H—T A ADERL (Create Network Interface) ] %27 VU v 7 L9,
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| AWS T O Firewall Management Center Virtual 0 & B
Elastic IP D {Ef .

ATvT8 [y NT—7 42 —Tx A ADIER (Create Network Interface) | ¥4 7 27Ky 7 AT, ROHLDEA
NILET,
Q) XY RNIT—T A X =T oA AT HA T v aroa—F—ERZD [@#H (Description) ],
b) ey XX o UANML[H TRy b (Subnet) |ZBIRLET, £ AX L AEEMT D VPC DY
Txy PBRBIRENTWDZ L 2R LET,
c) [F7A4X—HFIP (PrivateIP) |7 RLAZ AN LET, BEBNYYTTIER, A¥T v 27 IPT K
VAT S Z LRI TWET,
d) [BEX=VUT 17— (Security groups) ] % 1 DU EEIRLET, ¥X=2 VT4 JA—TONER
A= IR TRTENTNDZ MR LET,
RT9TE [T, ERLET (Yes,Create) 1227 J v 27 LT, Xy hT—2 A F =T = ZEfERLET,
ATYT6 {E LRy NU—0 S0 F—T = A AZEIRLET,
ATYT1 £H7YV v 7 LT, [HELSEEDER DM (Change Source/Dest. Check) 48R L £,
AT 78 [M%h (Disabled) | Z#IRN L, [fR1F (Save) 1227V v/ LET,

ER LT _RTOR Yy hT—F f X —T 2 RTONT, ZOBEEZBRYIELET,

RDERY
WD T g THAT S X SIZ, ElasticIP 7 L2 Z2ERE L £,

Elastic IP D {E Rk

A VABUADMERREND L RXT U T IPT RV RIZZEDA o AZ 2 AZBEEAMIT S E
To A VAZ U REFLLTHBRET LS, £ONRT Y v 7 IPT RUAZHEMICAERE X
NET, ZOMEEBITHI2IE, ElasticlP 7 KL w > 7 2R LT, kMR 7Y v 7
IPT RLREZZEDA AL A ZEI) Y TET, ElasticIP I%, Firewall Management Center Virtual
BLOMMDOA P AZ L ZAA~DY T— N T 7 BAEHEIND TV v 7 IPHICTFRHINET,
AWS T, Elastic IP ICFEHEE L TOWRWEBEROTZDIZ, ZOKRBIZET 2 LVWERZ
HAELTWET,

\)

GE)  72< &b, Firewall Management Center Virtual (Z 1 2@ Elastic IP 7 K L A Firewall Threat
Defense Virtual D& FLI L OZW A v % —7 = A ZZ2 OO0 Elastic IP 7 F L 2 Z{ERE L £77,

FIE

ATy T [W—ER (Services) |>[EC2] 27 VU v 27 LET,
ATw T2 [EC2H v aiR— K (EC2Dashboard) ]>[ElasticIP] DIEIZZ U v 7 L%,
ATY T3 [HHT L ADEY 24T (Allocate New Address) 127 U v 7 LE7,
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AWS T Firewall Management Center Virtual D /&R |
. Firewall Management Center Virtual D& A

VB D Elastic IP B LUV T U w7 IPIZOWT, ZOFIEZEY KL ET,

ATy T4 [T, FYYTES (Yes, Allocate) %27 U 2 LC, ElasticIP Z1ERk L £,
ATy 75 EFICHERELD Elastic IP I22OW T, ZOTFIEZME KL ET,

RDERY
WDt va TS TV 5D XK 912, Firewall Management Center Virtual % 2B L £ 97,

Firewall Management Center Virtual M3&E A

1R BHHEIIZ
o TAWSEREZOZHE ] OIS T, AWSVPCEB L OEQ D=L A FE2HELET,

« AMI 7 Firewall Management Center Virtual f > A% VAT T 5 2 L 2R LET,

\)

G IR — Y —F —Z 2 L CTF 7 4/ hORAT — R&ER (BELREM (Advanced
Details) | >[1—H—F—4 (User Data) |) LCWadiuE, 774/ FOFHEZE AT —
KX AWS DA A% A ID T,

FIE

RATw 1 https://aws.amazon.com/marketplace (Amazon ~—%47 v 7 LA A) [ZBELTHA A LET,
ATw 72 Amazon~—%7 v T LA R|Za A L7z, Firewall Management Center Virtual O U > 27 %27 1) w7
Lij_o
GE)
TTIZAWS ZHEA L TV E, V7 28T 213, Wolt AV A T U FLThb, Ao
YLUETRENDHD £,

ATv 73 [KAT (Continue) 1% 7 VU 7 LT, [FHEIBI4 (Manual Launch) 1% 7 %27 U v 27 LET,
ATy T4 [FRMEICEETD (AcceptTerms) 1|27V v 7 LET,
RATv s [EC2ar Y —&fif L CESB)T % (Launch with EC2 Console) %7 U v 7 LET,

AT w76  Firewall Management Center Virtual CHAR— s X315 [f > A X A X A 7 (Instance Type) | Zi®IR L F
T, TR—=FENDBA L AF AL A TITHOWNTIE, [About Deployment On the AWS Cloud] =& L

TLIEEW,
ATy IS (K A A AOFEMOFE (Next: Configure Instance Details) | ARZ %27 U v 7 L
E RN
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| AWS T O Firewall Management Center Virtual 0 & B

ATvT8

ATvT9

ATv 710
ATy 1N

AT 712
ATv713
ATy 714

Firewall Management Center Virtual D& A .

a) ANCIERRL7Z VPCIZ—E T H LI [*>y hU—2 (Network) | #ZEH L £,

b) ANZER LIRS 7Ry MZ—#TH5E 2127 x>y k (Subnet) |#EHLET, IPT KLA
EHET D0, FTHBEREERATEET,

c) [EEXGFHM (Advanced Details) |>[1—H—F—% (User Data) | C. 774/ b a7 A UEFH
ZBEMLET,
TNA AL ERAT — ROBEARZEDE T, LFOBIZEREL TS0,

17 A BEDH

#EFMC

{

"AdminPassword": "<enter your password>",
"Hostname": "<Hostname-vEMC>"

}

TE

[FEE7e78M (Advanced Details) ] 7 4 —/V RIZT —X & AT DRI, TL—2 TF A NDOHh%E
FEALTLIEZEY, TFA DT I Z0fFRE 2t —F2556, 7L—r 7FALLLTO
Ha—LTLEE, [FERFEM (Advanced Details) | 7 « —/L RIZ Unicode 7— 4 (ZZH %5
) Zabt—792506, A VA APMIRT ORI H Y £, COHE, A VAT U A 2fk
TLT, FERLETRERDH Y 77,

N—=T g 2 7.0 BT, OB — T — X B LCT 74 FORAT— REER
((BE% M (Advanced Details) | >[1—H—F—4 (User Data) ]) L CW T, 77 4V
rOEBEIINAT — RILZAWS DA A X A ID TY,

DETo U UV —2 Tl T 74/ FOBEHEZE /XX T — X Admin123 TL 7=,

[K: A bL—UOEN (Next: Add Storage) | %227V v 27 LT, A ML —U T4, 2O ELHEKR L F
j—o

N—F R 2—2OREEMEL T, AU 2—20H A X (GiB) % 250GiBIZ LET, 250 GiB Kt
ARV M ARL—=UEHIBL, PR —FSNFEHA,

WK : X7 A AH A (Next: TagInstance) 127 Vv 7 LET,

B TVERLF N LFE2 T DX —LHOXT THERISNET, 72L& 2E, [F— (Key) =471, [fE
(Value) 1=FHTH VR ERTETET,

K:EXx=2UT 1 Z—7DOf%E (Next: Configure Security Group) | Z#ZR L £,

BEFEOEX =2 VT 4 ZJ—7%RINT 5 (Select an existing Security Group) ] %7 U v 7 LT, LRI
EESNTEX a2 )T 4 VV—T2ERT L0, T HLVEX 2T 4 TNV —TEERC&EET, &
Fa T 4 =T DIEROFERNC OV TIE, AWS OBREZZIB L T 72 &0,

[MEFR L CHeEh 45 (Reviewand Launch) ] %727 U v 7 LEJ,

[EL#E) (Launch) 1%=7 VU v 7 LE7,

BAFEDF— _T 2B D50, HL0F— T 2ERLET,

G¥)
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AWS T Firewall Management Center Virtual D /&R |
. Firewall Management Center Virtual D& A

BFOX— RXTEBRNTLHZZLEL, LT — XTEERTDHZELTEET, F— T, AWS 1
T HRHF—L, 22—V —DMRIFTIMEX— 77 A VTR INET, D E AT
ELAVAF U RZ BRI TEET, F— XT A VAF LV ANDERICKLBE L R D580 657
D, BTEEOGITIIRFEL T IZE 0,

ATV T [f 2 AH U ADEE) (Launch Instances) | %7V v 27 L£7,

ATvF16 [EC2H w3 aR— K (EC2Dashboard) ]>[ElasticIP] ®IEIZZ U v 7 L, LIFENCEIV B THNZIP %
BT D00, HLWIP 2F0 Y TET,

ATY T ElasticIP Z3IR L, £27 VU v 7 LT[7 KL ADOBHEATIT (Associate Address) | Z 3R L £ 97,

AVABUVAEFRY NI A 0 Z—T oA AZRBE L CGRIRL, [BEfFIT (Associate) 1527 U
& LiTo

ATvT18 [EC24 v aR—F (EC2Dashboard) |>[4 Y RXZ R (Instances) | DIEIZZ U v 7 LET,

ATv 719 Zbﬁ‘f))%( 71%\Z. Firewall Management Center Virtual { > A & 2 ADIREEN [F4TH (running) | & FoR S
. [AT—HAF =7 (Statuschecks) ]2 12/2F =2 (2/2checks) | D/RANRFRINFET, 7=
f_L BB WML Y b7 v TOT B ANTETTHETITNL 30 ~ 40 I EDND £4, AT —F A
ERATHIZIE, A VAZ AL Vw7 L, [ 2R REEFE (Instance Settings) | >[4 VA2 >

ANDARY =23y FERE (Get Instance Screenshot) | Z8R L £,

Ty Ty TRETLIEL (K30 ~404501%) \ A YRR VADRY =3 v T TAWS vWXY
(E/v K ZZ) H Cisco Secure Firewall Management Center] &9 X972 A v —URNEREIN, HAI
Ko TFZDORIEATOH 103 & £77,

ZAUT, SSH E£ 721X HTTP A H L C. #r7ziZfERk L 72 Firewall Management Center Virtual {27 27 > C
23T T, ERORBRRIL, BEFVOHILDO AWS DRFFIZL > TRRDGENH Y 7,

SSH % fifi F§ L C Firewall Management Center Virtual {27 7 £ A T&X £7,

ssh -i <key pair>.pem admin@<Public_Elastic IP>

SSHREAEIX, ¥— XTI Lo THEINET, RAUV—RIHVELY FHA, NAT—ROANEZRD
LONEHE. By v T v X EREETH T,

HTTPS % {#i H L T Firewall Management Center Virtual (27 7 E A TZ £,

https//<Public Elastic IP>

GE)
[T 27 AEE 7 v A3 FEZFEITHTI (system startup processes are still running) | 238N S 37235
A, By NT v TIEEERET LTV ERA,

SSH X° HTTPS 7 HIGEN R WA IT. ROEH ZHER L T 7Z &0,

cBEANET L TWDHZ L ZMER LE T, Firewall Management Center Virtual VM A > A X L AD A Y
J—ray M, TAWS vW.X. Y (I:“)l/ K ZZ) H Cisco Secure Firewall Management Center| & >
IEDA =T NREIRENN, ZEoTEEOBRIZEATOH AN E £7,

e ElasticIP ZfRFF L. Ty OFHXy U —F f X —T = A A (eni) IZEHEfT BN, BEZ
DIPT FLAIZEHELTWSZ L 2R L ET,

. Cisco Cisco Secure Firewall Management Center Virtual X 2 — 7w THA K



| AWS T O Firewall Management Center Virtual 0 & B
Firewall Management Center Virtual D& A .

« VPC IZBEANT T HITeAf v 2 —Fy b F— v =A (igw) BHDILEMRLET,
BBV TRy MIV— N T ADREEMTENTVWD Z L EHEGRE L E T,

EHY T Xy MIBEM T SN~ T—T I, AV F—Fy N =T =A (igw) EFET
[0.0.0.0/0] ~DNV— b RHDZ EEMHRLET,

e tXa T4 IA—FTIE, HETOIPT RLA0E SSHRHTTPS OEEFFH AL TWNWAE I L%
N =

RDERY
R =L TN, AREDHRTE

Firewall Threat Defense Virtual %1 > A b —/L L C, 7 /3A A% Management Center (ZiB/19" %
L, =W U H—T A A& LT, AWS L T3EfT77 % Firewall Threat Defense Virtual
DTN, AERELEZRT TE £9, F7-. Firewall Threat Defense Virtual 7 /34 A % ] L C
N7 4y BEHT D007 72 AHIEHAR Y =02 OMOBER Y o — A 3%E LT
T&FEd, X2V T 1 RY—i, NextGenerationIPS D7 4 /L Z Y L 7T V) r— 3
DT 4 VE Y 7 Y Firewall Threat Defense Virtual CIREE SN A2 — 2 2HIH L £ 9,
%M H L., Firewall Threat Defense Virtual L CEtF¥=U 7 4 RV —%2RELET, EF=a
U7 4R Y —DREFEOGFEMZONWTE, 27 4 F 2 b— 3 FA FE72iF Management
Center DA T A L~V THBRLTLIEEN,
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AWS T Firewall Management Center Virtual D /&R |
. Firewall Management Center Virtual D& A
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M=

B,
=% =R

Azure T Firewall Management Center
Virtual ) E R

Microsoft Azure /X7 U w7 7 5 7 RIZ{AE~ 2 & LT Firewall Management Center Virtual % &
fACTE £,

|

EE Firewall Management Center Virtual |%, Cisco Y 7 b7 =7 /3— 3 > 6.4 L%, Microsoft Azure
THHR—FSNET,

B (57 =)

« mfERM (59 ~—2)

« EEFH L HIKFEE (60 X—)

CEARHIER S LD Y Y — R (61 =)

» Firewall Management Center Virtual O3 A (62 ~=—)

« FIRAS & D Azure 7T A N— b v —F v N LA ZARETO Azure v —7 v b T LA AF
77 —ORERE (71 =)

* Azure T IPv6 7R — b x4 Secure Firewall Management Center Virtual O B (73 ~2—
V)

* Azure TO IPV6 Z R — h T HREICHONT (73 "—)

« Marketplace £ A —Y S A2 G AL 5 1Pv6 7 7 L— h &2l H L 72 Azure 2> 6 D JEBH

(75 =)

* VHD 5 KU 2 L IPv6 7 > 7 L— b i L7z Azure 705 DB (81 ~<—2)

« Firewall Management Center Virtual JEBH DGR (87 ~—)

cE=H VU BIONN T TN a—T 47 (90 RX—)

« BREDIRIE (91 ~—)

Azure Marketplace CE A[RE/R Y Y 2—L g T 7 L— h il L C. Firewall Management
Center Virtual % Microsoft Azure (ZJEBH L 97, Azure 78— # /L% i il L T Firewall Management
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Azure T O) Firewall Management Center Virtual DB |

Center Virtual # BT 285513, BEFOZEDOV VY —ATNVN—T LA N —U T H 7> &
FTHILENTEET (BDWIE, ENOLEZHHIAFRTEET) . YVa—darFrrL—
MZ & - T, Firewall Management Center Virtual D& > 87 v 7 %479 —HEORE/NT A —
X w iR L, P DOILE)Z 12 Firewall Management Center Virtual Web f > % —7 = A A|Zw 7
A TEET,

Firewall Management Center Virtual D 7 v 74 L— K (6.6.0 LIi%) ([ 28 GB () RAM A&

7 T L— REEOH LW A U ZWiH&RE DS Firewall Management Center Virtual "7 » K 7 4 —
DMIFASHE Lo, BT 7747 2 AIZEIY 2Tz RAM 78 28 GB Riii D&, Firewall
Management Center Virtual ®/N—37 = 2 6.6.0 LIE~DT v 77 L — RIZKRIRL £,

BEE NRN—U326601V ) —ADWHET, 777 KX—ZD Firewall Management Center Virtual />
TuA A~ (AWS, Azure) [FITOEKAEY DO VM B A ANRERICEIESINE Lz, LEIO
N—=T g ThoTH, ENH &M L TH L\ Firewall Management Center Virtual - > & ¥
VAIERTE EE A, BEFED VM YA X5 EHi X FEITTE £9, #unique 50 unique 50
Connect 42 table nlj dgb 2IbEZM L T 7ZE WY,

DAV Tz 7OFRRELT, YR— b HGDTT7 v 874+ — LA TERAEY DOVM YA X
I AR—FT&E< 20 T,

Azure | @ Firewall Management Center Virtual (%, Resource Manager &R & — FZ i H L T4
X hU—27 (VNet) ICEBRTHLENDH Y 3, HEHED Azure X7V v 7 7T 7 RERER

\Z Firewall Management Center Virtual % Ji&f T& £9°, Azure Marketplace ® Firewall Management
Center Virtual /&, Bring Your Own License (BYOL) €7 /L& HHR— KL TWET,

R DFIZ, Firewall Management Center Virtual CH AR — ks X35 Azure VM B A X& R L ET,
N=V g VOSX LRI CHR— R ENDHXA T L NR—=T a2 660LIETHR— b ¥4

NdHY ET,
+ 9:Azure THR— b &h b VM4 A X & Firewall Management Center Virtual 1N\—> 3 >

Azure VMY 4 X B Firewall Management

Center Virtual /3\—> 3
vCPU »%E!) (GB) >

Standard D3 v2 4 14 6.5 LLaT

Standard D4 v2 8 36 6.6 LI

Standard D8 v4 8 32 7.7.10 LIk
Standard D16_v4 16 64 7.7.10 LI

Standard D8s_v4 8 32 7.7.10 LIk

Standard D16s_v4 16 64 7.7.10 LLBE
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| Azure T Firewall Management Center Virtual 0 &

i

pui|
| S,
-
&M

AR

Azure VM1 X B Firewall Management
Center Virtual /\—2<0 3
vCPU AE1) (GB) V)

Standard D8 v5 8 32 7.7.10 LARE

Standard D16_v5 16 64 7.7.10 LIf&

Standard D8s v5 8 32 7.7.10 LARE

Standard D16s_v5 16 64 7.7.10 LIf&

FEHRDO VM YA X

Standard D3 v2 Zffi ] L THIFED/N— 3 > 6.5.x LLATD Firewall Management Center Virtual 7
a4 Ay MIFIEEFATTEETN, ZO VMU A &M L TH L\ Firewall Management
Center Virtual 7 712 A A2k (RX—=V 2 BB L) I TE < 7,

VM OYH A1 XEE

Firewall Management Center Virtual D LARI[D/N— 5 > (6.2.x, 6.3.x, 6.4.x, BL6.5x) M
HAN—=T5 660 ~DT v 77 L— RIFIZ, 28 GB D RAM A E VWi FAT S 5728,
Standard D3 v2 Z M L TV 5815, VM OH A X% Standard D4 v2 (ZEH T 5 MLE RN H Y
F 7 (#unique 50 unique 50 Connect 42 table nlj dgb 2lb &) ,

Azure IR — % )L £ 72 1% PowerShell L C VM %A XEZLEETX £, RIE~ S V23 5H)
HFOGE., A X2ERTL LA~ UoRFEHSNET, i~ 22T &, BN
DY A XD F£9,

VM DY A REZEH T 5 HEIZOWTUE, Azure D~ == 7 /b [Windows VM DA ZZEH |
(https://docs.microsoft.com/ja-jp/azure/virtual-machines/windows/resize-vm) Z=ZMB L T X0,

Microsoft Azure C @ Firewall Management Center Virtual D% 48— NI, /N—T 226400V U —
A THTITBMENTUVWE T, Firewall Management Center Virtual & 2 A7 5O B M-S T
1Z. [Cisco Secure Firewall Threat Defense Compatibility Guide] [l #Z L T 7Z &0,

Azure |Z Firewall Management Center Virtual & 2T 5 R, RO Z & 2R L TS0,
» Azure.com TT D v M EER L £,

Microsoft Azure T7 17 > h&AEL LTcH, 7 A LT~—> v b7 LA AT Firewall
Management Center Virtual Z /%58 L, [ BYOL] —ERAZEIRTX £7,

* Cisco A~— k7 7> b, Cisco Software Central (https://software.cisco.com/) THEK T
\i ‘a—O

Cisco Cisco Secure Firewall Management Center Virtual X 2 — 7w THA K .


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html#id_37873
https://azure.microsoft.com/en-us/
https://software.cisco.com/

B sssacsnss

x
/ E3

=
e

Azure T O) Firewall Management Center Virtual DB |

FIA L HIFEIR

HiR— kIh HH8E
o« IR— M END Azure VM DY A X
+ Standard D3 v2—4 vCPU, 14GB ® A€ U 250GB DT 4 A7 %A X

« Standard D4 v2—8 vCPU, 28GB D A E U, 400GB DF 4 A7 ¥ A R

PA D)

Azure N7V v 7 ~—/r v N7 LA A D Firewall Management Center Virtual (&, Bring Your Own
License (BYOL) E7 /L& ¥ AR — kL C\W&EJ, Firewall Management Center Virtual D355, =
L, BT A B ATIERL, 77y 74— 748 AT, ZHEAWZEBRET A
T ADIN—T g 2K - T, Firewall Management Center Virtual 2/ L CEELR[FE/2 T /31 A
DEBREY ET, 722X, 2/, 106, £2E 25 BEOT A AL EHARER T A B X

el Y NAY el 2= 3 I

e T4k A E—F

e A — K T A B ADI

TA ' AOEBRIFIEOFEMIZOWTIL,  [Secure Firewall Management Center Configuration
Guidel] B3 LT [J @ TLicensingtheSystem) ZZH L T 7Z&W, VAT LDOKEET A £ A
OEE (FHZRY 7 %&Te) IOV T, [Cisco Secure Firewall Management Center Feature
Licenses] LW ] 2ZML T E &0,

DRATLDY vy IOV EBIES

Firewall Management Center Virtual VM DO FEJi % 4 12T 5 72 HIC Azure AR~ 2 > 0 [HEZE
(Overview) ]-X—C., [HEHE) (Restart) | & [#£1E (Stop) JP = bu—/L&fEH LR

TS, INDHIFZV—RAT N vy bE T ADZALTIIRL T—=F =D

BIZORD D AR H D £,

Firewall Management Center Virtual © Web A > % — 7 = A4 A T AIREZR [ A T L (System) ]>

[EXE (Configuration) |4 7> a »ZMH LT, (I 7747 A%y vy MU U ETZIT

FRHEEN L £,

Firewall Management Center Virtual D 3~ K T A ' A ' Z—7 = A A5 shutdown 8 L

restart AV REFEHL T, 77947 A% % v b VAVl E ==Y ) LET,

HR— b SN UVREEE
eSS AEL A E— R

* Pay As You Go (PAYG) 714 &> o7
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https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html

| Azure T Firewall Management Center Virtual 0 &
saszmansd ) v—2 [

e R—=Xv hTF A4 AFH (PLR)

o B
e Azure R—Z LD [WRRAT— KDY+t b Hpe

« ALY N NR—=ZAD/NRAY— KA, 2—F—Far V=V T LNEA LT 7R
NTERNZD, NRAU—FROEEL TEEHA, XRAT— REEA A —TVOREIN
T&EEH A, ME—DJEIZ, H L Firewall Management Center Virtual VM % B35
Z L TY,

VM DA VR — N T AR— K

e Cisco Secure Firewall X" — g 741 AR /N—2 3 o TiE, HAIZV AR— PSR TnER
oo

« Azure T Gen 2 VM DA fk
« BB D VM DY A R

e VM @ OS 5 4 A7 @ Azure A b L —3° SKU % Premium 7> 5 Standard SKU (24T £7-1%
T, BXOEow

BEARICHERLEINGY)V—X
Azure |Z Firewall Management Center Virtual Z&BRT 5 &, RO U VYV —ARER S vE T,

«1 DDA H—7 = A A% 2 7= Firewall Management Center Virtual ~ <> (1 DDOH 7
Fv NEFFOFBLE LI ORAER v T — 7 B

e VY —=RTN—TF

Firewall Management Center Virtual [LF (28 LY VY — X 7 L —FICRESNE T, 7272
L. Firepower Threat Defense Virtual Z 3DV ¥ — R 7 ) —TFNOBEFREFR v b T —7 |
TEYTFTHIEIXTEET,

et X2 UT 4 7 —7 (4REIIX. vmname-mgmt-SecurityGroup)
X2 VT 4 T A—TIE VM D Nic0 127 ¥ v FInET,

ZOBX T4 IN—FTF, A F—T A4 A (TCP A— k 8305) FH® SSH (TCP
R—=122) BEOEBE NI 7 4 v 7 B THL—ANEGEENET, BEAKIZ, 25D
HEEETEET,

e RXT Vw7 IPT RLA (GBEARHIER L7HIZHE > Tms)

X7 Y w27 IP T R AL, Management |2+ B 7 E 412 VM @ Nic0 [ZBhEA T H 4
7
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Azure T O) Firewall Management Center Virtual DB |
. Firewall Management Center Virtual D& A

A

GE) LTV 7 IPEERTLIZEL, BEFEORT Y w7 IP %
BIRTHZLHTEET, [2L (NONE) | #&ERTLHZLHT
EET, XTVU YT IPT RLABRRWES, Firewall Management
Center Virtual ~D 3 X TOE[F X Azure FAER >~ T —T7 NN D
HETHLENDY £,

TRy NON—T 4 T T =T BEFOBEIIRTOL D)
BIRLZA ML —UT AU FOILEIERZWT 7 7 4 L

BERBEZ 7 A Lid, 7r7 (P XDOREWAASLF VATV =7 ) NICEESNE
R

BN LA ML—=UT A b7 a7 BI0ar T VHDIZH D 25D 7 7 A4V (4
AiilX. VM name-disk.vhd 3 X T8 VM name-<uuid>.status)

cARL—UT AT N (BEFEOA RN L —UT Ty RBRBIRENL TV R WNES)

| o

BEE VMzHIBRTDHE, REFEE2ALTHEEDY V—RAERE, Zh
5D Y —AEEBNCHIRT 2 LERH D £,

Firewall Management Center Virtual D& A

T 7 — hEMHHA LT, Azure |2 Firewall Management Center Virtual % BB CT& £9°, 2 FiJH
DT T L— FBPHESNTHET,

cAzure¥—4 9y b TLLRADY ) 2a—avTrTL—bk Azwre~—%7 v LA AT

EHATRER Y Y 2a—va T o b — FEfENT 5 & Azure R— X /L Zffi[i] L C Firewall
Management Center Virtual # B CE £ 7, BEfFOY V=X TNV —T B LR ML —T7
Ny RNEERALT (AW, ZFROEHHFUTIER L) | BT 7 T4 7 o A% EH
TEEJ, Ya—varrrFr—raefdaiax, Via—varsr7sr—F
Zfdi 1 L 72 Azure Marketplace 705 DJERH (63 ~—3) | ZZRL T EI VY,

* GitHub YRS FURD ARM T T L— bk : v—F v b7 LA AR— 2D R DI,
GitHub U 7R I U IZ Azure Resource Manager (ARM) 7 > 7' L — R 3MEfE I3, Azure 12
Firewall Management Center Virtual B9 2 70w AR M{F LI E T, EEHIHRA A —
PE2ODISON 7 7 AN (T T L= b7 7ANBLONRTA=ZT 7 A40) 2L
T, H—0Dil#1E T Firewall Management Center Virtual DX TD VY YV — XA & REBB &
Vrrbeya=r /s TEET,
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure

| Azure T Firewall Management Center Virtual 0 &

Va—3arTrTL— b &HER LT Azure Marketplace 1 5 O R .

\)

() ~—F b VA RTYVRIADF 77—, BBTDHE, TV r—vart 7y —L{ifi~y
VAT —EWnS LENIUTH D DD, T 7 —DFA TNRERDH2ODRNLFT 7 —
BROMDGAENRDH Y £7°,
~—y N A ARBBEOEEIX. TV —ya v F 77 —0REFEHLET,

=4y LA ZATIE, VMSR (A~ > V7 v =T FK) 7T 2F o RE~ > 4
Ty —NERINDIEERHV FT, b, BT v xu/ ) B— DD DRED~< L
FNR—=T 4 TITAR—F FT77—=TFF30THY, BFOREFATITEHEIT IS HEDOTT,

TIVr—2ar =7y b TLA RATHARIERT TV r—a vt 77—
* Cisco Secure Firewall Management Center Virtual - BYOL

* Cisco Firepower Management Center 300 Virtual (FMCv300)

Y1)a— 3072 TL— bZEEAL = Azure Marketplace H 5 O BB

ATy I

ATvT2
RATvT3
RTvT4

Azure Marketplace TAT-T&E 5V Y a—v a7 o7 L— FafiH LT Azure K—Z L b
Firewall Management Center Virtual 2 &5 L £ 77, RO FIAIL, Microsoft Azure &4 T Firewall
Management Center Virtual & > 87 v 73 25 FIEOHNE T3, Azure D% E DFEM 72 FIEIZ S
W, TAzure > TAH D] ZBRL T EE W,

Azure |Z Firewall Management Center Virtual 38 A3 %5 &, VY —Z RXT U w7 IPT KL A
N—= T =T N EDIEIERFRENABICERSNET, BARKIZ, ZNHOREL S
DIZEBHTEET, 2RI 7A NVEA LT Y MiE, 774V NOEWE A LT D Kh
ODEETLHZENTEET,

FIRE

Microsoft 7 # 7 > b D7 LT v ¥ V&R LT Azure 38— % /L (https://portal.azure.com) (2727 A > L&
D

Azure W—HZVE, T =2 Z—DGEFNICBRR BUEDT AT M eV T 27 U7y a B
FONTARBERZR R LET,
[V Y —AZDfER% (Create aResource) | %27 U v 7 LET,
~—7 v b TLA AT ] RFEL, $—EREZRRL T, [{EL (Create) 15227 U v 7 LET,
[FEA (Basics) | CRREEITWVWET,
a)  [Azure CTOFMC VM4 (FMC VM name in Azure) | 7 4 —/L RiZ, (R~ > OA4RTE# A LET,
D4R Azure YT A7 U S a VN T—BETHARLERHY £97,
b=
MEFOARIZFEH L TN 2R LET, HTD & BEITARIKRLET,
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https://portal.azure.com/#create/cisco.cisco-firepower-management-centercisco-firepower-management-center-byol
https://portal.azure.com/#view/Microsoft_Azure_Marketplace/GalleryItemDetailsBladeNopdl/id/cisco.cisco-firepower-management-center-300
https://azure.microsoft.com/en-us/get-started/
https://portal.azure.com

Azure T O) Firewall Management Center Virtual DB |

. Ya—3arTFrTL— hEHER LTz Azure Marketplace 1 5 DR

ATy TH

b)

©)

d)

2)

h)

)

)

(A7vay) Fey X URXARNL[FMCY 7 v =7 /83— g > (FMC Software Version) ]
IR ET,

F 7 H 0 T, FRARERETFON— g VICRESNTVWET,

(77 A4~V T DYy hOa—H—4 (Username for primary account) |7 4 —/V RIZ, Azure 7 7 7 >
NMEBREDO—F—HE AT LET,

fadmin] & W) AHIIE Azure TFREINTEY, EHTEEFHA,

3=

ZZTAJILTe=—H%—4I1%, Firewall Management Center Virtual & 2255 7 7 2 A Tid72 <, Azure
THhUYy VAT, ZOa—HF—4%HH LT, Firewall Management Center Virtual (272 7 A > L 72
WTLTZEN,

FRREX A 7L LT, [VSATU—FK (Password) ] F721% [SSHABAZ— (SSH public key) ] Z# R L &

\j—o

[/SAT— R (Password) ] ZiR L7-A1E. SAU—FEZ AN L THELET, AU — NI 12
~T2CFETHRE L, ICF 1 F, RF 1 LF, BHFE1XFE, BEXO N 20T 1) DS ok
B FEFDDHLMLENRH Y 7,

[SSHZABHZ— (SSH public key) ] Z IR L7=HE1E, VE— FET O RSA AT —A2fHELET,

Firewall Management Center Virtual ® [FMC 75 A2 ;4 (FMC Hostname) | Z A1 L %97,
[BHLF /XA T — K (Admin Password) | # AJJLET,

ZUiX, Firewall Management Center Virtual % 3% &7~ 2% 72 2 4 & L T Firewall Management Center
Virtual D Web A & ¥ —7 = A AZu /A o F 25 L EIMENT 52U — T,

[T A7 U7 aOfSE (Subscription type) ] Z 3R L £,
WEIL, 1 DOFT > a vy OBRNRERINET,
FLW[Y Y —AZ—7 (Resource group) ] Z1E L ET,

Firewall Management Center Virtual |3 L\ Y — R 7 /L—7|C l’%)\ﬁ‘ %) Z\Eﬁ 3?) V¥, BEFEDY
V=R N—T BT 24T a vid, BFD Y Y — AT N —T WIEOGEIZDIERE L E T,

el2l, BOFIETRY MU= F 7 v a U ERET HERIZ, Firewall Management Center Virtual %
BOY Y —ATN—THNITIFIEL TODRIEFR v b T — 7~ C& £,

HEREY 72 [T (Location) ] Z3&IR L £,

ZORMTHER SN T2 TNTOY Y =R CEfT i 2468036 D 9, Firewall
Management Center Virtual, &> NV —27_ A NL—UT AT M Eid, 7 XCTRUCEHZHEHT
HMENRBH D ET,

OK] %227 Uv 7 LET,

WIZ, [Cisco FMCvi% € (Cisco FMCv Settings) | CHIHIREEZ FITL £,

a)

BR L7z [~ > > DA X (Virtual machine size) | Z #2922, [V A AZH# (Change size) |V
Y0 &7V LTCVM YA XDAT v a v aRRLET, [HIR (Select) 27 Vv 27 LTHER L E
ﬁ—o
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| Azure T Firewall Management Center Virtual 0 &

b)

¢)

d)

e)

2

Va—3arTrTL— b &HER LT Azure Marketplace 1 5 O R .

PHR— RSN TWBEE~ DOV A RDOARFRINET,

[ARL =T A0k (Storage account) | ZixELE T, BEFEOA ML —U T o v b aEHT 51
D FHICAERR T 2 2 L b TEET,

e ANL—=UT AT RO [4ET (Name) |2 AL, [OK] 27 V7 LET, ARL—=UTAY
YR, INFERFOREFERATEET, BERXTFEEOLILIITEEEA

« ZDVY J—ADW A TIX, Firewall Management Center Virtual [Z{LH 7R EHED /87 4 —~< L A A
M=V DHZEHFR—FLTNET,

[/X7 U w ZIP7 KL A (PublicIP address) | #XELET, =—HF—IZBEFO P ZEHTHZ & b,
FHAOIP #ERTHZ &b TEET,

s FIHERL (Createnew) 1 %27 U v 7 LT, HTILWRT U w7 IPT RUAEIERLET, [£4HI
(Name) 17 4 —/V RIZIPT RLADT~LAE AN L, [SKUJ AT V= & ULTHERE (Standard) ]
ZBIRL, OK] =27V vy 27 LET,
GE)
ZDORAT v T TERFHHONTIEZER L T, Azure IZEN/2 37V v 7 1P T RLRAEER L
F79, VMEZEILEETHESTLIE, X7V I IPHREDLLIZERNHY £, BEEIPT KX
EEETDGEIT. BRBICAT Y vV IPEREL T, XA FTI VI T RLADRLRAZT 47
7 RLAICER LET,

« X7V w7 IP T K L A% Firewall Management Center Virtual (ZE] V) 24 T/ 5A1E, [Z2 L (NONE) ]
BBRINTEET, N7 U v T IPT RLARRWEE | Firewall Management Center Virtual ~0 3~
TOBEIL Azure (HER Yy NI =T N LHRETHHLERH Y £,

N7V w7 IPDOTYLE—E$ 25 [DNST L (DNS label) ] ZEML £9,

SEA(ER K A A L 41%, DNS 7L L Azure URL OfAG T,
<dnslabel> .<location> .cloudapp.azure.com D RIZ 72 W F 97,

BEAFD (A8 >~ R U —72  (Virtual network) ] Z3i8&IRT 570, H LWMEEER >~ RU—27 Z/ER L. [OK]
7V v LET,
Firewall Management Center Virtual DB Y7 % v 2% E L7,

[E#Y 7 x> F: (Management subnet name) | #E#K L, [BEHY 7Ry hOT L7 4 v 7 A
(Management subnet prefix) | Zfigid L £, #REIN LY 7Ry 41T Imanagement] T,

X7V v A7 RAR— b (mgmt.interface)  (Public inbound ports (mgmt.interface)) ] D A7) % f§
ELT, A= a7 Y o7 HIZEINE DERLET, T 740 FTIE, [7Z2L (None) ] 23R
EhTnET,
cAzure DT 7 AN DEXF 2V T A NV—VEEHL TRy bU—2 X2 VT 0 T —TZ{ERK
L., BHEA X —T oA AT D12, [7eL (None) |27 Vw27 LET, ZOF T ar
EBEIRT S &, RIUEMERY NT—NOEEILNED NT 7 4 v 7 & Azure B— R/NT )
DO NI T4y I RFAIENET,

AU H =R FTT IV BATHEOIZEAL A 3T RiR— M &R L ONRIRT 21201%, &R
L7 — RZFFA (Allowselectedports) (%227 U > 7 LET, [4 2N RAR— FDOEER (Select
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Azure T Firewall Management Center Virtual O & |
. Ya—3arTFrTL— hEHER LTz Azure Marketplace 1 5 DR

Inbound Ports) | Re v 7FX T R MG, IROWTNLOR— FERIRLET, 774/ 8T
L. [HTTPS] AEIRINTWET,

«SSH (22)
* SFTunnel (8305)

« HTTPS (443)

G¥)
[/37 U » Z1P (PublicIP) 1%, [BIR L7 — FZFFA (Allow selected ports) | 721X [/X7 U v 7 5
f§7"— 1 (Public inbound ports) ] DEIZIZBE SN EH A,

hy [OK] %27 Y v LET,

ATYvT6 WY~ 2R L, [OK] 227 Vv 7 LET,

ATy 7T FIREEZ#R L, [fFR (Create) 1|27 U v 27 LET,

ATy T8 R—=F LD LEICH S @A (Notifications) | (L7 A 22) ZFIRL T, BEOAT—X A2 FR L E
7

1:Azure 5N

> L el & 7 G o

DEFAULT DIRECTORY )

Notifications

nt-canter-nreviswn -
SRS — L g S L

SAAAATSTT 0 AT

40° was successful.

ZImb, BEZZ Y v 7 LTHEMEZIRLTZY . BN L7ZRIZY Y —A7 V=185 2 &
23 TE £7, Firewall Management Center Virtual 23 FH /] B 72 5 £ TOEFHRFMITA 30 77 T9, B ARFH
I% Azure |2 X » TH 72 v £9°, Firewall Management Center Virtual VM 23517 S 31T\ % Z &3 Azure 2> 5

WMESNDLETHELET,

ATFY T (A7 a) Azure (21E, [EIFZET (Boot diagnostics) <2 [V 7 /L2 —/L (Serial console) ] 72
L. VMORREER T =F —F D DICENLDEHOY — A BHESNTOWET, ZhHDY—La&H LT,
EEIRF AR~ > DIRFEZ R CTE £,
a) MDA ==2—7T, A~ > (Virtual machines) ] Z#ER L £,
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| Azure T Firewall Management Center Virtual 0 &

b)

VHD 5& VY Y—2Fo T L— kEERA LK Are 1> 0ER ]

U A k75 Firewall Management Center Virtual VM Z 340 L £9°, VM OE— U0 & £,
[VAR—F+KF TN =2—F ¢ 27 (Support + troubleshooting) | £ v a > ETFIZAZ m—L L,
[EEhFZ T (Boot diagnostics) | 721 [V 7L —/L (Serial console) ] Z 38R L £ 7, EEHHF
PO [A27 YV —r 3k (Screenshot) | & [ U 7 va s (Seriallog) | £721E7 F A h_X—2D
[ZV 7z —)b (Serialconsole) ]DWTIE/RTH LA UABIE . B Bltb S £,

BEERFRZErE 721X ) T vay Yy —rondnmnice 74 o7 a o7 RRFRR S LUE, Firewall
Management Center Virtual ® Web A > % —7 = f ANEFTETNDH I L 2R TE T,
il -

Cisco Secure Firewall Management Center for Azure v7.6.0 (build 44)
FMCv76East login:

RDBRY

» Firewall Management Center Virtual D BB L7z Z L 2R LE T, Azure ¥ v ¥ =R —
K[V Y —R T N—7 (Resource Groups) ]IZiE. #1 L\ Firewall Management Center Virtual
VM & IRTOREY V=2 (A b=V Fy bU—=7 b= T =T N7 L) BY
A2 hShEd,

VID BELUYY—XTUTL— E{FERLT= Azure 5 D ER

VA APRPET HJEME VHD A4 A —T & LT, A OD A Z A Firewall Management Center
Virtual f A — V& VERCE £9, VADA A—V & L CTRBT 2121, Azure A hL— 7
AU MIVHD A A=V %7 v 7 m— RTL20ERHY EF, WIZ, Ty T e—RLET «
AT A A—F IOV Azure Resource Manager 7 > 7 L — h &2 fl L T, HESGA A —V & 1E
FRCEET, Azure 7 7 L— NI, U Y —ROHHERT A =X DEHRNE L TS ISON
77 ANTT,

1R BRI

* Firewall Management Center Virtual 7 > 7" L — h ®EFIZIEX, JSON 7> 7 L — F B L O%f
JEFT D ISON/RT XA =2 T 7 A LBRETT, ZIHD7 7 A VL, GitHub YR kU
by a— RTEET,

s ZOFNETIL, Azure |Z Linux VM BHFEL TWAMERH Y £9°, —KH72 Linux VM
(Ubuntu 16.04 72 &) ZEM LT, Azure ([ZJEMEVHD A A —Y &7 v 77— 452 L %
HRLET, ZOA A=V 2MBHRT5121E, KIS0GB DA P L—UNBETY, £z,
Azure ® Linux VM 7> 5 Azure A b L—U~D7 v 7o — NEFE2NEE S vE T,

VM ZAERT 2 BN S H581E, IROWT IO HEEZFH L ET,
e Azure CLI |Z X A Linux A~ o v OFERY

o Azure 7R —Z LT 1 A Linux AR~ > DOIERK

Cisco Cisco Secure Firewall Management Center Virtual X 2 — 7w THA K .


https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure/CiscoSecureFirewallVirtual-7.3.0/fmcv
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal

Azure T O) Firewall Management Center Virtual DB |
B vioss00y—2F0TL— FEER LT Are h > OEB

« Azure Y7 A2 Y 7L 3 |21, Firewall Management Center Virtual % J&&B8 9~ 2 ¥ A7 ¢l
ARE/R A L —U T AT RRRETT,

FIE

ATY 1 vRaZyrua—K Y7 ko7 =5 Firewall Management Center Virtual &4 VHD A A — 2% &
vra—RLET,
a) [®dh (Products) 1>[E %=V 7 1 (Secuity) 1>[7 74 7 ¥ +—/ (Firewalls) 1> 7 7 A 7 7 —
JVEEER (Cisco Secure Firewall Threat Defense Virtual) ]> [Cisco Secure Firewall Management Center Virtual]
DNEIZEE L £,
b) [Firepower Management Center’ 7 k7 =7 (Firepower Management Center Software) (% 7 U v 7 L&
R

FIZH>TA A=V EF T — FLTLIIZEN,
f5il . Cisco_Secure FW_Mgmt Center Virtual Azure-7.3.0-69.vhd.bz2

ATv T2  Azure ® Linux VM [ZJEfE VHD 4 A —Y &2 ab— L £9,

Azure E DB TT7 7 A NVERVRY THEDIERATE 247 a Vg% HY £9, Z0HITit.
SCP (X a7at—) xR LET,

# scp /username@remotehost.com/dir/Cisco_Secure FW_Mgmt Center Virtual Azure-7.3.0-69.vhd.bz2
<linux-ip>

ATYFT3  Azure D Limx VM IZu 74 > L, EfE VHD A A—Y &2 abt— LT b7 NVICBEILET,
AT w74  Firewall Management Center Virtual VHD A A — U &g L £ 7,

7 7 A NERRE TAXEMERBR T D 72D TE L4 T v a U E < H Y £9, T OFITIE Bzip2
a2—5 4 VT 4 ZRLUETH, Windows XR—AD—F 4 UF 4 L IEFITHEEL £,

# bunzip2 Cisco_ Secure FW Mgmt Center Virtual Azure-7.3.0-69.vhd.bz2

2ATFYTE  Azure AL —UT AU bOaryTFHIIVHD AT v 7 e —RLEd, BBEORA ML —T U0 b
ERAT21E0, FHIERT 52 b TEET, ARNL—UTHU Y ML, INIFEHT OB EFE
Acxxd,

ARL—=UTHT L MTVHD 27 v 70— R 570N TE 2472 a B fE<H Y £,
AzCopy. Azure Storage Copy Blob API, Azure Storage Explorer, Azure CLI, Azure AR — X /L72 & T9,
Firewall Management Center Virtual VHD (2 E DB EN O D 7 7 A /VIZIE, Azure R—Z V2 L7awnZ
LML X,

WOHNE, Azure CLI ZfEH L7 E /R L TWET,

azure storage blob upload \
--file <unzipped vhd> \
--account-name <azure storage account> \
——account-key yX7txxxxxxxxldnQ==
--container <container> \
--blob <desired vhd name in azure> \
--blobtype page
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https://software.cisco.com/download/home

| Azure T Firewall Management Center Virtual 0 &

ATvT6

ATvF1

VHD 5& VY Y—2Fo T L— kEERA LK Are 1> 0ER ]

VHD &I A A= 2R L £,

a) Azure IR—H )L T, [f A— (Images) | IR L 7,

b) [EN (Add) 127U v 27 LT, LA A=V EERLET,
o) KOEHREATILET,

s [ 7 A7 U a3 (Subscription) |: Ky XU URRNNLYT A7 Y Fva @R
i‘d‘o

o [UY—RATN—T (Resourcegroup) |: BEFD U YV —A T N—T%RINT D0, HrLwnY V—2R
TN—TEER L ET,

s 481 (Name) |: BHEIGRA A —VO2—F—EROARTEZ A LET,
«[U—Y =2 (Region) |: VM BNEIAESND Y —Ya U &2RINLET,
«[0S% A7 (OStype) ]:0S %A 7 & LT [Linux] &R L E3,
s [VM D1 (VM Generation) |
BIOS 7'— hE— ROEA T [FE1HA (Generation 1) | Zi&INL £,
UEFI 7' — ME— FOSHEIL [E2#H K (Generation 2) ] ZiEIR L £ 7,

o [A ML —T 7 BT (Storageblob) 1: A ML —T T AU FESRRLT, 7y 77— KL/ VHD
IEIRL £,

s [TH T NE AT (Accounttype) |: BT U T, R v 77U X F)5 [Standard HDD],
[Standard SSD]. 7213 [Premium SSD] Z &K L £ 97,

ZOAA=VORERAICHBEL TS VM VA X2EIRT25481F, ERLET DY 2 A
TNEDVM YA A THR—=FENTWEZ L E2HERLET,

o [RA MF¥ v 7 (Hostcaching) |: Ru v 77X 7 U R RNPD [FiARY /EXIAHR
(Read/write) ] Z#IR L F7°,

[T—#7 4 A7 (Datadisks) 1: 7 7 AN FDEFIZLT, T—FT 4 A7 ZBEIMLRWNWTLE
é I/\O
d) [fEEk (Create) 1227 U > 7 LET,
[ A=V NIEFICIER SV E L7z (Successfully created image) | &9 A v &— 78 [[#%0
(Notifications) ] Z 7D FIZEREINDETRHBET,

GE)
BHSHRA A —UMERENTZS, Ty 7ue—RLEZVHD &7 vy 7a— R AL — 7T h oy &l
FRcx 9,

FHUAER LT B RA A =0 ) VY —2 1D #FE L ET,

Azure DNFBTIE, HHDDH Y Y —2ARNY Y= ID IZBEM T L TWET, VY —AIDIE, ZOF
PRI A A — 53T L Firewall Management Center Virtual f > A % A & RBE T2 & X[ THEEIZRY
ESC AN
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Azure T O) Firewall Management Center Virtual DB |

B vioss00y—2F0TL— FEER LT Are h > OEB

Azure R—H LT, [4 A— (Images) ] ZEIR L £,
BIDAT v 7 TER LIZEHNRA A— VBN L7,

% (Overview) 227 Vw7 LT, f A—YDO7aXT 1 2FRLET,
IV TR—=RIZ)Y—XIDEar—LET,

JY—XIDF, ROBXEZTD £9,

/subscriptions/<subscription-id>/resour ceGroups/<r esour ceGroup>/provider Micr osoft. Compute/<container >/
<vhdname>

ATvT8 FBHHBAA—TVEBIONY Y—RF7 7L — & LT, Firewall Management Center Virtual f > A %

VAERRELET,

a) Azure GUIC, ARALTTAA AV FERFALET,

b) [Tr7L— F%:&R (Sdectatemplate) |O FC, [TT 4 2 THEDTTL— F2HEET S (Build
your own templatein theeditor) | #27 U v 27 L%,
HAZ A XTELEADT T b— bPMERSNES, T 7 L—bFT77AMzonTE, T
GitHub | ZZM L T ZE VY,

) HWAZZARXLIISONT v L—bha—R &0 4 RUIZRED 13, [fRFF (Save) 1227V v L
£,

d Ry 7Zyo RGBT A7 Y7 a (Subscription) ] Z@IRL £,

e) BEFED[Y Y —AZ/N—7 (Resourcegroup) |ZIERT L0, HLWU Y —=ZATN—TZ{ELET,

) FeyZHXo A6 [1)—Y32 (Region) | Z&IRL 9,

g) HIDAT v FOEHRHEA A—2 D [1)Y—XID (ResourcelD) ] % [VMA A—ID (Vm Image
Id) 17 «—/V RIZEEY fHF £9,

h) WA % —7 = A A72 L T Threat Defense Virtual % BB 35 121%, [# A ¥ L7 —4 (CustomData) ]

74— RIZF — LED T Diagnostic: OFF % & ¢¢ Day-0#% A 7 U 7 h & AJ) LE7, KIZ, Day
0k A2 V7 hOFlZERLET,

{

"AdminPassword": "E28@20iUrhx!",
"Hostname": "ciscothreatdefensevirtual",
"FirewallMode": "routed",
"ManageLocally": "No",
"Diagnostic": "OFF"

}

Gx)

¥ — LED LT "Diagnostic": "ON/OFF" TlE, KT E/NCFNRBIES I ET,

FHT FaA A MERAEND ARM T > 7 L— b+ D [B AH L5 —4# (Custom Data) | 7 4 —/b
ROAZ VT RO ERTEET,

ATY T [ AHXLEE (Custom deployment) |~X— Y D LEICH D [73T A —H% OfRE (Edit parameters) | % 7
Vo7 LET, WDAZIARXTEDLNTA—ET T — MBEREINET,

a)

[Z7ANDr—R (Loadfile) 1% 7 U > 27 L, B A&~ A X L7 Firewall Management Center Virtual
WIA=BT7ANEZRLET, T 7L —bRTA=FIZONWTIL, [GitHub) S L TL
EEW,
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure/CiscoSecureFirewallVirtual-7.3.0/fmcv
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure/CiscoSecureFirewallVirtual-7.3.0/fmcv

| Azure T Firewall Management Center Virtual 0 &

ATv 710

ATy TN

ATvT12

HIRMED Aure TS5 4 R— k I—4 vy T LA REBETO Awre 7 —4 v b TLA 2477 —0EH [

b) WAZ~AXLTZISON/NT A—F a— RK&T 4 R T, [fRTF (Save) 127 U v 27 LE
j—o

AL LNEBAOFMAEMGE LET, [FEAR (Basics) | & [FXE (Settings) (O1EH ([V Y —ZID (Resource
ID) 172&) 2, HELCEAREIC BT LI L4 LET,

FIFBR 2R L, [ ERROFIHBAICIFEE LEJ (Iagree to the terms and conditions stated above) ]9 = v
IRy I A F T LET,

[ A (Purchase) 127V v 7 L, BEHINRA A —TVBLOD AL LT 7 L— h&fH L T Firewall
Management Center Virtual f & A& 2% & L £ 7,

T U—= KT 7 ANENRT A—=2T 7 A VZEANR TR, BENEEIZE T LTWAHIET TY,
PRI A A —iF, RO 72270 7o a v BIUOHBENOEROREBICER X3,

RDERY
« Azure C Firewall Management Center Virtual @ IP 3¢ % 587 L £ 97,

HIR{T =D Azure TS5 A R— kT —45 vy T LA RIRE
TOAwwre 7—45y T LA RA T 7—DER

I, Azure 77 A X~ = —F o LA AD2—VF—IZOHREHAINET, Azure 77
AR—hF =Ty N RAEMHEH L TWDGEIX. ENENLDOTTAX—Fv—Fr v S
LAAT, a—HW = LT AV r—yar 477 —BLOWERFE~Y 47 7— (G
FoR) O GTRENI > TWAZ LR LET,

<IN T77—ETSY ERT)
e X7 w3 —1ID : cisco

» Cisco Secure Firewall Management Center Virtual VM 47 7 — (ifij 5 ® Cisco Secure Firewall
Management Center Virtual 77U r—3 a9 4 7 7 —IZfEH)

« 47 7— 1D : cisco-fmev
*« BYOL 77 > ID : fmcv-azure-byol
* Cisco Firepower Management Center 300 Virtual
« 47 7— 1D : cisco-fmcv300
*BYOL 7'Z > ID : fmcv300-azure-byol

a—YP—Nv—lr oy F LA AMBERTENTWAET AV r—ra v d 77 —%2EBT L.
VM A7 7 =7 F 0BT B4 A=V NBBEN., BRENET,
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Azure T Firewall Management Center Virtual O & |
. HIRIFZD Azure TS5 A R—F I—4 9 FTLA RBRETD Awre Y —7y T4 XA 77 —DREEH

L7=lo T, BEEZHEES T2, 77V r—var E VMOM DA 7 7 —8 Azure 7
YNY TRV T arDTTA RN~k =4y N LA ATHDIR>TWT, FIHTE
HYVENRHY F9,
TIAR—F =y VT VARATINEDT TV r—yvarv A 77— VMA 7 7 —%F
ZNZ T B IFIEIZDONTIE, Azure D RF¥ 2 A R AL T 7Z &0,

¢« ST AR—=hMAzure~— v N T VUVA AEBFHLTCHINA L Meary be— a2 EiT 5

(k]
¢« S TANR— K=y N A RA T 7 —HBINT D [GE
» Set-AzMarketplacePrivateStoreOffer [ 5%

TIV =y av ATy ==y b LA ACRREND 12, AzwreULE S L TR HEIC
A CcEET,

TIAR— =0y A RATHFROFEE~ 47 7 —%FINIT DI, CLI=~
Y ROMRANREL L2588 H D £F (2O N2 A2 FOMERRFRTIZ, CLIOGED A
HHEETY) .

YrIavo R

Cisco Secure Firewall Management Center Virtual BYOL 77 &, RIZRT L O 2hr 7 ra~
YREMHLTEDNCTEET

$Params = Q{
privateStorelId = ‘<private-store-id>’
offerId = ‘<publisher-id>.<vm-offer-id>’

SpecificPlanIdsLimitation =@ (‘<plan-id-under-vm-offer>’)
}

Set-AzMarketplacePrivateStoreOffer @Params

SParams = @
privateStorelId = ‘<private-store-id>’
offerId = ‘cisco.cisco-fmcv’

SpecificPlanIdsLimitation =@ (‘fmcv-azure-byol’)

}

Set-AzMarketplacePrivateStoreOffer @Params

\)

GE) Yo Frawy REBERATT, ZEMIONTIHE, Azure® R =2 A2 FEHER LT 2S00,

"code": "MarketplacePurchaseEligibilityFailed",
"details": [
{
"code": "BadRequest",
"message": "Offer with PublisherId: 'cisco', OfferId: 'cisco-XXXX' cannot be

purchased due to validation errors. For more information see details.

Correlation Id: '"XXXXX"®

This plan is not available for purchase because it needs to be added to your tenant's
Private Marketplace. Contact your admin to request adding the plan.

Link to plan: <URL>.

Plan: '<PLAN NAME>' (planId=<VM-OFFER-PLAN-ID>),
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https://learn.microsoft.com/en-us/marketplace/create-manage-private-azure-marketplace-new
https://learn.microsoft.com/en-us/marketplace/manage-private-azure-marketplace-powershell#add-an-offer-to-a-private-marketplace
https://learn.microsoft.com/en-us/powershell/module/az.marketplace/set-azmarketplaceprivatestoreoffer?view=azps-13.4.0

| Azure T Firewall Management Center Virtual 0 &

Azure T® IPv6 H7R— b xt% Secure Firewall Management Center Virtual 0 F& B .

Offer: <OFFER NAME>, Publisher: 'Cisco Systems, Inc.' (publisherId='cisco').

}
] r

"message": "Marketplace purchase eligibilty check returned errors. See inner errors
for details. "

}

=y TV A AT =D, RO TR AETLZENHY T, Ik
R d 5120%, 77V r—var EVMOM DA 7 7 —% Azure 7> MY T A7 Y Fa
AN L, FIATREICT A2LENRH Y £97,

Azure T IPv6 Y- 7R— k%% Secure Firewall Management
Center Virtual ) &4

ZDOFETIE, Azure R—F LB IPv6 B AR — R x4 D Firewall Management Center Virtual % &
B2 B OV TR L £,

Azure TD IPv6 ZH7Rh— b9 BERIZDLNT

Firewall Management Center Virtual #4413, 7.3 LAFE, IPv4 & IPv6 Ol &R — L ET,
Azure TiX, AER > MU — 2 2B E 72136 H 7% Marketplace — & A2~ Firewall
Management Center Virtual % EHJEB TX £ 7925, BFE, Azure OF|FRIZ X V| Marketplace 7
TV r—a VR, PV RX— A D VNet/ 7 1w b OB AR EIIIERT D X O ITHIR
SNTVET, IPv6 7 FLAZBEAFD VNet ICFEN TRET 2 Z LITTET LT3, IPve 7
v N CEEE S 4172 VNet (257 LU Firewall Management Center Virtual A > A % > 2 %8BT 5
Z I TEEH A, Azure Tl Marketplace Z41 L C U ¥V — R & EBAT 5 HiLLAORET 7
n—FZHEHLTH— =T DU Y —RZRMHT DL, —EDHIREZHEL TWET,

VAAFBIE, IPv6 7 R v v V&R — 9 5 729IC Firewall Management Center Virtual
AT D 2 o0hEE R L THhET,

WKD2DODFEINH T AZLIPVE T > 7 L— BRI ET,

o (AL LIPV6T T L— K (ARM7 7' L— ) (Custom IPv6 template (ARM template)) ] :
Azure [~ Marketplace A A — 2 & WNHIHIIZZ M3 % Azure Resource Manager (ARM) 7
ZFL— b EFH LT, IPv6 i%E D Firewall Management Center Virtual % BB 5 72 D 2#2
fitxihvEzd, ZO7 7 L— ML, IPv6 AR — kx5O Firewall Management Center Virtual
RS D L IICEREFRRRY V—RALNRT A —=FEXREFLISON 7 7 A VIR EENT
WET, ZOT7 7 — MEHT 5T, [Marketplace 4 A — VS RAEETe I A X L
IPv6 7 7 L— b &M L7z Azure 22D DR (75 X—2) | 2B LTI 7ESVY,

a7 AT KD ERMIE, PowerShell, Azure CLI, ARM 7> 7' L— k. E£721% API 24}
LCHAZ LT T U— M ERT 572912, Azure Marketplace LD VM A A —T~D 7T
IR AEHNTDHTavATT, VM~DT 78 A&, ZNHDOHAX LT
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Azure T O) Firewall Management Center Virtual DB |

B rare cope v R— 3 2EBIZOLT

T — FEVMICERTAZEIIHIBENTWEST, 20X B AEZLT T L— %
VMIZEBBLE I ETDE, ROZT—RAuvb—URNERENET,

Legal terms have not been accepted for this item on this subscription. To accept legal terms ....and
configure programmatic deployment for the Marketplaceitem .....

WOWT DO FEEFH LT, Azure TO ' 1 7T AL D EZ AN LT, Marketplace
A A=V HEBRBTEHAZLIPV6 (ARM) T 7 L — 2R TE£7,

cAzure R—H )L : WAL LIPV6 77 L—F (ARM 77 L— ) ZEHT 5720
\Z. Azure Marketplace CTFI|f FAE72 Firewall Management Center Virtual D #2559
57T MK DRAA T a A LET,

« AzureCLIl : CLI <> RZFITL T, WAXLIPv6 (ARMT7T 7 L— L) ZJERRT
Hl2oDTar T MIEDEBEAENCLET,

cARBLVHD A A—DELIP6 T T L—bF (ARM T FL—F) : Azure T VHD A
A=V EARM T U7 b— bR L TEIGGRA A—VEERLET, 207 akX

L, VHD & U Y —RX7 7 L— | ZfEH L7z Firewall Management Center Virtual @ J&&BH|Z
PCWES, 2077 b—ME BETICERSSRA A—V 2B L, IPv6 AR — bkt
4 Firewall Management Center Virtual Z B4 272012 Azure IZ7 v 7'r— R L TRET
EHLARM T U7 L— R EfHLET, VHDIB IO AZ LIPv6 77 L— hEfEH L
7= Azure 25 DR (81 —) 2L T X,

H AR NIPV6 T v L— N & L7- Marketplace £ A —Y £ 721X VHD A A —T 2L T,
AL LIPV6 T 7 L— K (ARMT 7' L— ) ZffH L T Firewall Management Center Virtual
FETA Tk A,

Firewall Management Center Virtual ®EBICE N2 FIRIZKRD LB TT,

*x10:

F
&

Jaot X

1

IPv6 7~ — k%5 Firewall Management Center Virtual O J&Bf % 51 L TV % Azure T,
Linux VM Z1E L £ 7,

Marketplace 4 A — BT A% L IPv6 7 > 7 L — bk Z{#i[fl L C Firewall Management
Center Virtual Z BB T 25 E1ZDH. Azure " —HZ )L F 721X Azure CLI TF'1 75 A2 X
DA TV a v EAMICLET,

BEOZA FITGE LT, WOHAZ LT T L— eXa— R LET,
* Azure Marketplace ZHRA A —VZMHI L2 WA Z L IPv6 7 7 L — |,
HAL LIPv6 (ARM) T FL— h2HH L7 VHD £ A —3,
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| Azure T Firewall Management Center Virtual 0 &
Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— L&A L 1= Azure i 5 D ER .

4 | B AHZLIPv6 (ARM) T 7L —FrDIPv6 XTF A — 2 5ZHH L FT,

GE)
Marketplace f A — "= a3 VNIFHBTDHY T N T2 T A A=V =T 3 VD/RT A—
X {EIX. Marketplace f A — BT A X L 1Pv6 7> 7 L — b Z{#i ] L T Firewall
Management Center Virtual Z BB 25 GICOHMETT, Y7 T =T "=V 3 D
FEMARIST AL, a v RESATTAMERH Y 7,

5 |Azure R—# /L E721X Azure CLI Zfifi L CTARM 7> 7 L— F BB L £,

Marketplace f A —CSRESLHRA A LIPG T T L—
~Z{E L 1= Azure H 5 D BB

Marketplace 1 A —Y 2SR L, WAZLIPV6T 7 L—h (ARMT 7 L— ) ZEHLT
Firewall Management Center Virtual % B35 72t X,

FIE

AT 1 Azure R—Zica 74 LET,

Azure N—H )Vid, T—H v HX —OGEANCERRL, BEOT U N eV T AT U 7T a I BEEA
FoONTRBEZRERRLET,

ATY T2 WOHFIET, Azure R—H )V ET21F Azure CLI 2 L T7' 0 77 M XD RBAEZFEIC L ET,
Azure IRNR—Z )V TCZ DA a v EANCT AT, ROFIELZEITLET,

a) [Azure (—ER) (Azure Services) | C[V 7 A7 U7 2 (Subscriptions) 1227V v 7 LT, W
TRV Fvary 7L—RX=UrERRLET,

b) MO A T, [RE (Settings) A7 ardD[FT7 7T AMMZKDER (Programmatic Deployment) ]
27 )y 7 LET,

MIZBBEEINTZTRTCOF AT DY V—RN, BETIV TR 7)o g 8L EQIZERREIN
F9,

c) [AT—HA (Status) |FIT, BWAXLIPV6 T T L— DT 07T AMIEDHEBRODICEET S
Firewall Management Center Virtual 8253 % [F%5{t. (Enable) 1 ARZ %27V v o7 LET,

Ep

Azure CLIZMEH L CZOA 7Y a Y EHNZTHIZiE, ROFIAEZEITLET,

a) Linux VM IZB#EIL £7,
b) ROCLIa~Yy REFITL T, BAXLIPV6 (ARMT 7 L— k) ZERTHZOOT 0T Ak
LREAEZANILET,
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Azure T O) Firewall Management Center Virtual DB |

. Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— kA L 1= Azure i 5 D ER

ATy T3

RTv74

ATy TH

ATvT6

avy ROFETRHZ, A A—YOYT A7 VT a r ZEICIRETFHRNICRETALENRS D £7°,
# Accept terms
az vm image terms accept -p <publisher> -f <offer> --plan <SK U/plan>
# Review that termswere accepted (i.e., accepted=tr ue)
az vm image terms show -p <publisher> -f <offer> --plan <SK U/plan>
ENENOFRAITRO L BY T,
* <publisher> : 'cisco',
« <offer> : 'cisco-fmev'
« <sku/plan> : 'fmcv-azure-byol'
UUTIE. BYOLY 7 A2 V7o a 7T o CRIHT 72007 1 7 F L1 K 5 Firewall Management
Center Virtual DA AT 22~ KA 7 U7 FoOFIT,

» az vm image terms show -p cisco -f cisco-ftdv --plan fmcv-azure-byol

WD < R&EFEITL T, Marketplace f A—U =2 a UNIHHYET DY 7 b7 =T /3= g Ol % B
BFLET,
az vm imagelist --all -p <publisher> -f <offer> -s <sku>

TNENOFAITRO LB T,
* <publisher> : 'cisco,
» <offer> : 'cisco-fmcv'
* <sku> : 'fmcv-azure-byol'
PLUFIZ. Firewall Management Center Virtual J1 ® Marketplace £ A — U /"—3 3 VZHYBTHY 7 by =T
N=T g vV OFEMEBST 5a~2 227 ) 7 hofilTcd,
az vm image list --all -p cisco -f cisco-ftdv -s fmcv-azure-byol

FoR S AL D FTREZR Marketplace £ A — /38— 5 DU X Mpnb, WTHL) O Firewall Management Center
Virtual /3— 2 V&R L 97,

Firewall Management Center Virtual @ IPv6 ¥R — ~EBA D& 1%, Firewall Management Center Virtual 73—
Tarz 3L EE L TEIRTOIMNERHD £7,

Cisco GitHub U 7R K U 7> Marketplace 7 A% A 1Pv6 7> 7L — K (ARM T 7' L— ) XD Ha—
FLET,

NITA=LZ T T—F 774/ (JSON) TEREZIFELT, N7 A—=47 7 A LE4Ejii L £7,
IR DF T, Firewall Management Center Virtual 7 2 % LAEEAHD I A Z L5 1Pv6 7 7 L— h/XT A —F (T
AT 2 MR D D REFAMEICOWTHAL £,
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| Azure T Firewall Management Center Virtual 0 &
Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— L&A L 1= Azure i 5 D ER .

INTGA—BH A SN BB/ A TDHI B

vmName cisco-fmev Azure T Firewall Management Center Virtual

VM IZ4 T &2 T E 5,

softwareVersion 730.33.0 Marketplace f A — /=5 DY 7 |k
AE AT I

billingType BYOL 74> 2R ULBYOL £ 721X PAYG T
K

BYOL 71 &> AL PAYG & [t L C#
RN @ T2, BYOL 7 227 5
A TRHAEZERT 22 L2 BEIOLET,
adminUsername hjohn Firewall Management Center Virtual {212 27
AT =4,

BHEICEID Y THEND THI4 Tadmin)
IIMEATEEE A,

adminPassword E28@40iUrhx! BT T NOIRAT — R,

NAY— ROMAEDEIE, 12 ~7230F
DFETTHHVEND Y 3, /T,
KRILF, 5. BT Aaabez
INAT— RIZTLHMERHY T,

vmStorageAccount hjohnvmsa Azure A NL—T7 v b, BEFEO R
L—UT Ty N ERET 5130 FiEl
ET 22 b TEET, ARL—Y
THTY ML 3~ 24 LFORSICT
LMENRHD T, NCFEHTFOHE
MAG O RAT — RIZT H0E R D

D i‘d‘o

availabilityZone 0 JEBRO R AN — B RET D &, BE
L= m it — e %7 ) o 7 1P & AR
~ TV UDPMEREIET,

AN — 2 OB ED LIV AL,
M0) IZR%E LET, SR L7 Hug2s v TH
M) —r Y R—-FLTEBY, AIEH
TENELNWZ EE2MRLTIIEIN,
(EIZ0~3 DEKETHLLENH Y F

—a‘) o
ipAllocationMethod E[ED] Azure 2> 6D 1P EI) 4T, Fiy . FH#),
)iy : DHCP
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. Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— kA L 1= Azure i 5 D ER

Azure T O) Firewall Management Center Virtual DB |

IND A=A A RIS N ABE/ S A4 T D EBA

mgmtSubnetName mgmt mgmt 1 > ¥ —7 = A A Management
Center IP (f51] : 192.168.0.10)

mgmtSubnetIP 10.4.1.15 mgmt A > ¥ —7 x4 XD FMCIP (1 :
192.168.0.10)

mgmtSubnetIPv6 ace:cab:deca:dddd::c3 mgmt A > X —7 = A ADFMCIPv6 ({3l :
ace:cab:deca:dddd::6)

customData {\"AdminPassword\": %5 0 H A% C Firewall Management Center

\"E28@40iUrhx!\", \"Hostname\":

\"cisco-mcv\", \"IPv6Mode\"

Virtual IZRRSND T 4 —IV R, T 74
U RTIE, BRERRERDRDI DD F—
LEDOST B0 £,

+ ladmin] =—P— 2T —F

* Firewall Management Center Virtual 45 A
~ 4

« B H @ Firewall Management Center
Virtual 8 2 F 4 % 7215 CSF-DM,

[ManageLocally : yes| : ZAUIZ LD,
CSF-DM 73 Firewall Threat Defense Virtual
YR=Ux ELTENIND L) ITRE
SNET,

Firewall Management Center Virtual %
Firewall Threat Defense Virtual ~ % —3 %
& L CEE L., Firewall Management Center
Virtual TlF] CREEZ T 2 DICKHERT ( —
IWRICATTTHZEHTEET,

virtualNetworkResourceGroup

cisco-mev-rg

FRER Yy N =7 2EG0) Y —A T —
7' D4R, virtualNetworkNewOrExisting 73
new DY, ZOMEIET 7 L — R OJRER
MCBRENTZY Y= AT N—T LR L
ThHoHBLENDY £7,

virtualNetworkName

cisco-mcv-vnet

FARxR > b U — 7 D44,

virtualNetworkNewOrExisting

new

ZDNRT A= E-T, FrLWAER >
T — 2 ZAERT D70, BEFEORAER v
N =27 2T 20BN RED 75,

virtualNetworkAddressPrefixes

10.151.0.0/16

TR R Y "= DIPvA T FL A
VT 4w AT,
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| Azure T Firewall Management Center Virtual 0 &
Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— L&A L 1= Azure i 5 D ER .

INTGA—BH A SN BB/ A TDHI B

lvirtualNetworkNewOrExisting] 7% new |
ICRESN TV D EBICDOHMETT,

virtualNetworkv6AddressPrefixes

ace:cab:deca::/48

ZHUIEAER Y R =2 D IPV6 7 K LA
VT 4w AT,
lvirtualNetworkNewOrExisting] 7% new
ICRE SN TV EIZDHMETT,

Subnet] Name

mgmt

BEST Xy M,

Subnet1Prefix

10.151.1.0/24

CHTEHY TRy NIPVA T LT o v T
AC,  TvirtualNetworkNewOrExisting | 73

Mew] [ZERE STV DGEEITDHMEL
T‘g—o

Subnet1IPv6Prefix

ace:cab:deca:1111::/64

ZHUTEBEY TRy NIPV6e VT 4 v T
AT, rVirtualNetworkNewOrExis‘[ingJ Vi

lmew| IZFRE STV AGAIZD VIR
<9,

subnet1StartAddress

10.151.1.4

A A —T oA ADPvA T KL A,

subnet1v6StartAddress

ace:cab:deca:1111::6

BEA LA —T 2 ADIPV6 T KL A,

Subnet2Name

diag

Fe BB —T 2 A A1 DY TRy |k
£o

Subnet2Prefix

10.151.2.0/24

ZNET—H A F =T A AT Xy
NIPv4 LT 4 7 AT,
lvirtualNetworkNewOrExisting | 7% new |
ICRE SN TV D HRICOHMETT,

Subnet2IPv6Prefix

ace:cab:deca:2222::/64

ZHET =S A =T = AT TRy
kIPv6 L7 v 7 AT,
lvirtualNetworkNewOrExisting] 7% new |
ICRE STV D ERICDOHMETT,

subnet2StartAddress

10.151.2.4

TR A HE—T A A1DIPVET KL
Ao

subnet2v6StartAddress

ace:cab:deca:2222::6

F—B B =T A A1 DIPV6 T L
A,

Subnet3Name

inside

T—H A E =T =2 A2 DY T Xy b
Z’O
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Azure T Firewall Management Center Virtual O & |
. Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— kA L 1= Azure i 5 D ER

INTGA—BH A ENBIE/Z A TDH B

Subnet3Prefix

10.151.3.0/24

ZHUET —HA B =T oA A2 YT Ry
NIPv4 7V T v 7 AT,
lvirtualNetworkNewOrExisting | 7% new |
ICRE STV DB I DHLETT,

Subnet3IPv6Prefix

ace:cab:deca:3333::/64

ZHUTT —H A B =T oA A2 YT Ry
NIPV6 LT 4w 7 AT,
lvirtualNetworkNewOrExisting | 7% new |
IZRRIE SILTWV DB DAHLETT,

subnet3StartAddress

10.151.3.4

F—HB A HE =T 2 A2DIPVE T KL
X o

subnet3v6StartAddress

ace:cab:deca:3333::6

T—BA A =T 2 A2DIPv6 T Rl
Ao

Subnet4Name

outside

Fe BB —T A A3IDY TRy b
%O

Subnet4Prefix

10.151.4.0/24

ZHET =AU =T = A3F TRy
NIPv4 V7 > 7 AT,
lvirtualNetworkNewOrExisting] 7% new |
ICRE STV D ERICDOHMETT,

Subnet4IPv6Prefix

ace:cab:deca:4444::/64

ZHUTT—HA B =T = A3 T Ry
FIPV6 LT 4w 7 AT,
lvirtualNetworkNewOrExisting] 7% new]
ICRE SN TV D HAICDOHMETTY,

subnet4StartAddress

10.151.4.4

F—B A B =T A A3DIPVAT FL
A,

subnet4v6StartAddress

ace:cab:deca:4444::6

F—=H A B =T 2 A3DIPV6 T KL
Xo

vmsSize

Standard D4 v2

Firewall Management Center Virtual VM @4
A X, , Standard D4 v2 3T 7 4/ F T
ﬁ—o

AT9 71T ARMT > 7 L— M LT, Azure IR—# /L & 721% Azure CLI T Firewall Management Center Virtual ~7 7

AT+ — L EREBMLET, Azure TOARM T > 7L — FOREBIZOWTIE, KD Azure ¥ = A2 %

ZRL TS,

['Create and deploy ARM templates by using the Azure portal ]
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal

| Azure T Firewall Management Center Virtual 0 &

VHD 5 & UNRELIPVE 7> T L— k&AL Aure 1> 0EE ]

+ [Deploy a local ARM template through CLI]

VHD £ & U

b D ER

RDRERY
WOFENEL, BN L-EHE— NIk TRRY £97,

(BN~ 3=V ¥ —EHETT 5 (Enable Local Manager) ] T [\ 2 (No) ] Z R
L7286 1%, %M L C Firewall Threat Defense Virtual % # L £9°, [Managing the Secure
Firewall Threat Defense Virtual with the Secure Firewall Management Center] ZZH L T 72 &
AN

(BN~ F =V ¥ —E AT 5 (Enable Local Manager) ] C [IZ\ (Yes) ] #HER L
7-3%%& 1%, Cisco Secure Firewall Device Manager Z {1l L C #%& 2 L £9, [Managing the
Secure Firewall Threat Defense Virtual with the Secure Firewall device manager] %2 L T<
720,

BEA T a EBERNT D HEOWEIZ OV CiE,  THow to Manage Your Secure Firewall
Threat Defense Virtual Device] 22 LT 7230,

Management Center ORAVEHDBKIN L7 Z L 2 MR LET, Azure ¥ v > aR— KD [J YV —
A 7 v—7" (Resource Groups) ]iZi%, #Hr L V> Management Center (KA VM &, T TOREHEY
VA (ARL—=Y, Ry hT— — b TF—=T VL) B—EFRINET,

HDAZLIP6 T TL— kZE{ERALT- Azure

VA APRPET HJEME VHD A4 A —T & LT, A OH A Z 2 Firewall Management Center
Virtual f A —VE2AERTE £, ZO7akwAE, VHD U YV —AT 7 L— & LE
Firewall Management Center Virtual O EBIIZEL TV E T,

48 HHEIIZ

* Github @ VHD 35 X T ARM O FcHi7 > 7 L — b & ffi ] L 7= Firewall Management Center
Virtual ®EBAIZIX, JSON 7 > 7 L — b B I UGN D ISON /N T A =X 7 7 A LRI EE
TY, ZITHE TV —h enNTA=E T 7 A VOVERFIEE R TEET,

o« ZOFNETIL, Azure |Z Linux VM BNIFEL TWAMLENH Y £9°, —FFAY72 Linux VM
(Ubuntu 16.04 72 &) AfH L T, Azure IZEME VHD A A — %27 v 7rn— RR$5Z L%
BEIOLET, ZOA A=V EMBHET HI2IE, FS0GBDA ML —UNRMETY, Fio,
Azure @ Linux VM 205 Azure A F L —A~D7 » 7o — REFNEL 720 £97,

VM ZAERT 2 WE R H 2 551E, IROWT D iEEZ AL E T,
e Azure CLI |Z X A Linux {48~ > o OFERY
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_the_firepower_threat_defense_virtual_with_the_firepower_management_center.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_the_firepower_threat_defense_virtual_with_the_firepower_management_center.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_ftdv_with_fdm.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_ftdv_with_fdm.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m-introduction-to-ftdv.html#id_103852
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m-introduction-to-ftdv.html#id_103852
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli

Azure T O) Firewall Management Center Virtual DB |

B vio 550N 5 LIPG T T L— b EBER LT Are b 5> DRH

ATy T

ATy T2

ATy T3

o Azure IR — ¥ )L 2 £ 5 Linux (AR~ o DIERL

s Azure 7 A7 ) 7L 3 21X, Firewall Management Center Virtual % B9~ 2 35 A7 T
AREIRA P L=V T H U I TT,

FIE

vAa Ly ra—R Y7 Ry ~—U )5 Firewall Management Center Virtual JE4f§ VHD A A —37 (*.bz2)

EAUa—RLET,

a) [fh (Products) [>[&F =Y T 1« (Security) |>[7 74 7 74—/ (Firewalls) |>7 7 A 7 74—/
EH (Cisco Secure Firewall Threat Defense Virtual) ]> [Cisco Secure Firewall Management Center Virtual]
DNECBE L £,

b) [Firepower Management Center>’ 7 k7 =7 (Firepower Management Center Software) | %7 U v 7 L&
7

FIEICHE > TA A=V F T m— RL TSN,
Cisco_Secure Firewall Threat Defense Virtual-X.X.X-xxx.vhd.bz2
fiil : Cisco_Secure FW_Mgmt Center Virtual Azure-7.3.0-69.vhd.bz2

[VHD 3LV Y —RATF7 7 L— R L7z Azure 22 H DB TRENTWDEBMFIEEZ EITL £

7

[# A% LR (Custom deployment) | <X— D EEICH D /3T A —H Otk (Edit parameters) | % 7

Vo7 LET, DA ARXTELNRTA—FT T L— "MERSNET,

a) [Z77A/vDr—1F (Loadfile) 1% 2 VU 2 L, 51 A#~A X L7 Firewall Management Center Virtual /¥
TA=E Ty ANEZRLET, VADBLOH A H AIPv6 (ARM) 77 L— M &M L7= Azure ~
O Firewall Management Center Virtual ® BBAflIX, Github Z&M L T EEW, ZZTlE, 77 b —
NENTGA=BT 7 A VO FIEEZ R TE ET,

b) WAZ~AXLIISON RT A —=Fa—Rzv0 2 KUY T, [fRT7F (Save) 1227V v 7 LE
D

W DFC, Firewall Management Center Virtual JEFH DI A X N IPv6 70 7 L— k8T X=X AT 5
VBN G 5 BBIMEIC W T L7,

INTGA—RZ A ENBE/5 A T DB B

vmName cisco-fmev Azure T Firewall Management Center
Virtual VM (244 AT 2 11 97,

vmImageld Amririos/Slsritiord)/femesopy femegaprasoity| TEEHICEH S D A A —2 D 1ID,

Microsoft.Compute/images/ {image-name | Azure DN T, &SP B Y Y —
AR Y Y — 2D ZBEAHT BT
I/ A \i ‘é—O
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https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home
https://www.cisco.com/content/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-azure.html#id_82702

| Azure T Firewall Management Center Virtual 0 &
VHD 5 & UNRELIPVE 7> T L— k&AL Aure 1> 0EE ]

INTGA—BH HAI SN BB/ A TDH Bl

adminUsername hjohn Firewall Management Center Virtual

e A4 T a—W—4,

EEEIZEI D B THEND T4
fadmin) XfFEHTXEH A,

adminPassword E28@40iUrhx! BHET T RO/NRNAT— R,

INAT — ROMBEDEIT, 12~
2 LFDOFEHTTHLHMLENRDH Y
e IV N s N NS = N & N
BT A M DR /RAT— R
T DRERHY T,

vmStorageAccount hjohnvmsa Azmure A fL—UT v N, BETR
DARNL—=UT HY L MEfERT

DIED FHUHERR T2 2 &6 T
%iﬁ“o ARNL—=UT AU R
X, 3~ 24 LFORSIZT HH0E
N ET, MNCFEETFOHE
WMOE DY /AT — RIZT 5%
ERHY ET,

availabilityZone 0 RO Y — o 2YRET S
L. HBELERHEMYEY — oy
U w7 1P LA~ > U MERR E
7,

"M — 2 OFRTE N EL 2N
Aix, T0) ITRELET, ®IRL
7 S R MY — B YR — b
LTEH, AJJSHTMEAE LN
ZEEMRELTLIEE Y, (EEX
0~3DEHETHLIVENRDY F

) .
customData {\"AdminPassword\": = %0 H *%}E‘Z"C‘ Firewall Management
\"E28Q40iUrhx\", \"Hostname\": Center Virtual | 2%/7—‘ é hé 74—

\"cisco-mcv\", \"IPv6Mode\": \"DHCP\"} LR T 7 4 h I ﬁ&ﬁjd‘%
ETRDBIRD 3 DD X — LEDORT
NdHhET,

o ladmin] =2 —HP— XA T—FK
* CSF-MCv R % 44

« WHLH D CSE-MCv R A M £
7-1% CSF-DM,
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B vio 550N 5 LIPG T T L— b EBER LT Are b 5> DRH

Azure T O) Firewall Management Center Virtual DB |

NS A—H %

A ENBIE/Z A TDHF

Bl

[ManageLocally:yes] : Z#UiZ &
Y . CSF-DM 7 Firewall Threat
Defense Virtual ¥ % —3 % & LTl
HaIndEricxeEsinEd,

CSF-MCv % Firewall Threat Defense
Virtual v % —> ¥ & L TEE L
CSF-MCv ClA] URREZ T % DI
BT A= NVRICANTHZ L ‘6
T&EET,

virtualNetworkResourceGroup

cisco-fmcv

Ry NU—T 2E0) V—A
70— DL HI,
virtualNetworkNewOrExisting 73 new
D, ZOMEET T L— D
ERABICEIRINTY V=R
N—TLRILCTHLMENRDHY F
7

virtualNetworkName cisco-mcv-vnet RIBX > N U— 27 O Hil,

ipAllocationMethod E3I]E0) Azure 225D IP EI D 4T, FHY -
F#), ®HY . DHCP

mgmtSubnetName mgmt mgmt { ' F—7 = A AD
Management Center IP (4 :
192.168.0.10)

mgmtSubnetIP 10.4.1.15 mgmt A & ¥ —7 = A A® FMC IP

($1 : 192.168.0.10)
mgmtSubnetIPv6 ace:cab:deca:dddd::c3 mgmt A % —7 = A AD FMC

IPv6 (5l : ace:cab:deca:dddd::6)

virtualNetworkNewOrExisting

new

ZDONRTFA=HIZEHT, HrLwv
ARy b U — 2 ZAERRT 5 Do,
BEAFEORAR R » b U — 27 Zffi 9
DININRED F£9,

virtualNetworkAddressPrefixes

10.151.0.0/16

ZHIFRAEAR Y FU—2 DIPv4 T
RLVAF VT 4T AT,
lvirtualNetworkNewOrExisting] 73
Mew] IZFXE SNV TWDLAIZD
BT,

virtualNetworkvoAddressPrefixes

ace:cab:deca::/48

TR R Yy RT—7 DIPv6 T
RLARTF VT 4w 7 AT,
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| Azure T Firewall Management Center Virtual 0 &

VHD 5 & UNRELIPVE 7> T L— k&AL Aure 1> 0EE ]

NS A—H %

HAI SN BB/ A TDH

Bl

lvirtualNetworkNewOrExisting] 73
ew ] IZEXE SV TWVDLAIZD
BT,

Subnet] Name

mgmt-ipv6

BHY T Ry MM,

Subnet1Prefix

10.151.1.0/24

ZHUTEEY TR b IPv4 T
74 v T AT,
TVirtualNetworkNeWOrExistingj i
mew| |ZEXESILTWVDLGAITD
BT,

Subnet1IPv6Prefix

ace:cab:deca:1111::/64

ZHUFEEY T R b IPve 7L
T4 T AT,
FVirtualNetworkNeWOrExistingj H
Mmew] IZRRE SILTWVDHIEEIZD
BT,

subnet1StartAddress

10.151.1.4

BRI A —T oA ADIPVEAT R
LA,

subnet]1v6StartAddress

ace:cab:deca:1111::6

R R —T o ZADIPv6 T R
LA,

Subnet2Name

diag

FeR AR —T 2 A A DY
T b,

Subnet2Prefix

10.151.2.0/24

ZNET A E—T A A ]
TT Ry NIPVA T LT 4 T A
lvirtualNetworkNewOrExisting ] 73
Mnew] [ZRRE STV DHAITO
BT,

Subnet2IPv6Prefix

ace:cab:deca:2222::/64

NET A E—T oA A ]
TT Ry NIPV6 LT 4 v T A
lvirtualNetworkNewOrExisting ] 73
Mnew) [ZRRE STV D HAITD
BT,

subnet2StartAddress

10.151.2.4

F—BR AR —T A X1 D IPv4
7 RV A,

subnet2v6StartAddress

ace:cab:deca:2222::6

F—R AR —T A A1DIPV6
7 RL A,
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B vio 550N 5 LIPG T T L— b EBER LT Are b 5> DRH

Azure T O) Firewall Management Center Virtual DB |

NS A—H %

A ENBIE/Z A TDHF

Bl

Subnet3Name

inside

Fe B BR—=T 2 A2 DY T
T M,

Subnet3Prefix

10.151.3.0/24

THET A A E—T o A2
PTxRy NIPVA T LT 4 v T A
<.

lvirtualNetworkNewOrExisting | 73
Mmew] IZRXE STV DHAICD
BT,

Subnet3IPv6Prefix

ace:cab:deca:3333::/64

ZNET A E =T A R2
VT Ry FIPV6 T LT 4 v T A

<.

[virtualNetworkNewOrExisting | 73
Mmew] IZRXE SILTWVDHIEEIZD
BT,

subnet3StartAddress

10.151.3.4

Fe R AR —T A X2 D IPv4
7T RL A,

subnet3v6StartAddress

ace:cab:deca:3333::6

FeR AR —T A A2 D IPV6
7 RL A,

Subnet4Name

outside

F—R AR —T A A3IDYT
T b,

Subnet4Prefix

10.151.4.0/24

HET A B —T A R 3
PT Ry NIPVA T LT 4 T A
lvirtualNetworkNewOrExisting | 73
Mmew] IZRRE STV D HAITO
BT,

Subnet4IPv6Prefix

ace:cab:deca:4444::/64

HET A B —T A R 3
PT Ry NIPV6 T LT 4 T A

FVirtualNetworkNewOrExistingj N
ew] IZEXE SV TWDLAIZD
BT,

subnet4StartAddress

10.151.4.4

FeBR AR —T A X3 D IPv4
7 RV A,

subnet4v6StartAddress

ace:cab:deca:4444::6

F—R AR —T A A3 DIPv6
7 RL A,
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| Azure T Firewall Management Center Virtual 0 &
Firewall Management Center Virtual BRI 72 .

INTGA—BH HAI SN BB/ A TDH Bl

vmSize Standard D4 v2 Firewall Management Center Virtual
VM O A X, , Standard D4 v2
WT 7V KN TT,

ATY T4 ARMT 7 L— h&fH LT, Azure IR—# /L % 721X Azure CLI C Firewall Management Center Virtual ~ 7
AT U —NVEREMLET, Azure TO ARM 7 > 7' L— FOREBIZOWTIL, KD Azure R¥ = A h &
ZHLTLZE0,

+ [Create and deploy ARM templates by using the Azure portal ]

+ [Deploy a local ARM template through CLI]

RDBERY

Firewall Management Center Virtual & FH D2

Firewall Management Center Virtual VM 2MERL S 415 & Microsoft Azure > & 2 /R— FD [V
YV — A7 —=7 (Resource groups) ] (ZH L\ Firewall Management Center Virtual VM 23— 5
RENET, FETLHA ML —=UT AT RERy NT—7 U V=B ER S, VA RSN
F9, Xy aR— NI, Azure BFEDOHA E 2 —73% ¥ | Firewall Management Center Virtual
DANVAENRT f—v v A% —H THBICTHETE £,

48 HHEIIZ

Firewall Management Center Virtual VM (X B BIAJICEE) L £ 9, EEHK:, Azure 75 VM Z/ER L
TWAHRIEAT —Z AN [PERH (Creating) 1 & L TERRII, BENETTHERAT—F R
2 [FEFTH (Running) JIZEDLY 7,

\}

GE) R Azure ICE > TRARLZ Z LICHEE LTS EI, £, Azure ¥ v v 2R — KIZ
Firewall Management Center Virtual VM O 27— % Z 33 [F2{7H (Running) ] & R RSN TN D
%6 Tb., Firewall Management Center Virtual 23 F ATREIZ 72 5 F THEFTITAN 30 7520200 F
ﬁ‘o

FIE

AT w1 BBHNSE T L7=1%IZ Firewall Management Center Virtual OV YV — A 7 )L—T L ZDY V— A% HKRT 5HIT
T, BEMDORA=2—_f TV —AZ/L—7 (Resource groups) | =27V 27 LT, [VY—RARITN—T
(Resource groups) | N—IZT7 7 EALET,
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli

Azure T O) Firewall Management Center Virtual DB |
. Firewall Management Center Virtual EFI DR

WODXE, Microsoft Azure iR — % )LD [V V) — A 7' )L—= (Resourcegroups) |-— Y DOfFZR L TWET,
Firewall Management Center Virtual VM 3 X " Z AUTxHE T 5 U V=2 (A L= T AU b, Ry FU—
7V Y= ) IZEALTLEE N,

[ 2 : Azure Firewall Management Center Virtual @ [') *) — X % )L— 7 (Resource Group) ] R—

Resource groups a & X &) FMCvE40

dadd  BlEdtockeres  ve i i ® s EREsc B Covieie rescusne group ) e =+ i #
o a5
ey [~
- #
- : " v "
= L]
Serry
Ay e CoCAT e
- al el
& s i
e .
B e o i
ol =
ﬂ F a
e
L]

ATY T2 U Y—RT)—FZBEAHT 5TV % Firewall Management Center Virtual VM O FERl 2 £ 3 51213,
Firewall Management Center Virtual VM O£ %27 Y v 7 LE T,

W ODIKX, Firewall Management Center Virtual VM (ZBE (S 17 H 40TV % [EAR~ 2> (Virtual machine) ] @
[MEZE (Overview) ] X—YOHlZRLTWET, ZOMEIZIX, [V Y —ATL—F (Resource groups) ]
NR—=TUMBT 7 ALET,
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| Azure T Firewall Management Center Virtual 0 &
Firewall Management Center Virtual BRI 72 .

3RET L UOBE

FMCVE40
- [ L] L] o) O
i = cw Secior Sor spcoemesend -
i & .
ranzard 0142 4
0
i L - |
X o 4 "
St
2 # =
Avadabeirty et | I 1
FRI— | LEhe! Ll
| A |
LA |
L ;1”| :-i “l I: A ""u'{ ""I.]-J Vi Iff r"ll'." LE
Propert IS LA ALY
;o . s i . - e o I-...—......
LT 477 115874 |1s.31.. lo. 359.26
SS—

AT —H AN[FEITH (Ruming) | THH I L EHER L £ 9, Microsoft Azure R —Z /L O [fiiAE< > (Virtual

machine) ]-¥— 7> Firewall Management Center Virtual VM % {51k, Bi4s, fiE®E), BLOHIBRTX 7,

o=z ha—/LiX, Firewall Management Center Virtual D 27 L — A7)V % v hE T A= ALT

BN Z EITERLTLKESIY, L =270y y MU COIFRIZOW T, NEESIHE L K5
(60 ~—) | ZZML TS,

ATw 73 A~ (Virtual machine) ]— " C, Firewall Management Center Virtual (ZF| 0 24 THL TV 5 [237
Y Z1IP7 KL A (Public IP address) | % Wi £,

GE)
IP7 RLAD EIZH—Y NV EES, [28—9 5121527 Y v27 LET (Clicktocopy) 1 ZiEIRLTIP 7 K
VAZIAE—THILENTEET,

ATy T4 77 7Y Thttps//public_ip/ IZ7 7 AL %9, Z T, public_ip X VM ®EBAR;IZ Firewall Management
Center Virtual DA L Z—7 = A ZIZEV Y THN/IP T FL AT,
0y Ay R=URERINET,

ATy T5 2—F—Fadmink, VMORERFICIEELZERET WU bOASAT—REffLTr A LET,

RDBERY

o 2= PF—DERRRV AL VAT AR = DR L RIERGHICEETED LD
2. W OPDEBRI A7 2% T2 LapEo LET, FTHEOHMEIZ SV T,
[Firewall Management Center Virtual §JHI/& 83 L O E (173 X—) J #2RL T2
I,
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Azure T Firewall Management Center Virtual O & |
. EZR-YVIBLV LI TN a—Ta 0T

cFlo, THRAADEGEETA L ADBENEZHERTILELH Y 7,

« VAT DREDBRITIEDFERIZOWTIZ, ZHHDY 7 bU =T 8= 3 D [Secure
Firewall Management Center Configuration Guide] [J] ZZM L T &0,

— -~ » ~ > — N ~ — ~ »
EZA—YIBXUO NI TN a—Ta2Y
2Dt 7 a T, Micosoft Azure |2 & #1172 Firewall Management Center Virtual 7 7" Z A
TUAD IR =E =) T BI RN T TN a—T 4 TOHA RTAL R LET,
FE=H =V T NTTNY 2—T 4 T, Azure ~DO VM O EBH, & 7213 Firewall Management
Center Virtual 7 77 A4 7V AZ DL DIZEET L Z 03BV £,

Azure 2K B VM EREDE=4—1) YT

Azure D[R —K~+ N Z 7/ a—7 1 2 (Support+troubleshooting) | A == —I(ZlE, ¥V —
RN Y —=ZA~OERe T 7 A, MEOBZE &R, BIUCBEMOYR— 23105 2 L5
TELY—ANREHEMEINTHNET, BRI 2HAITKRD 2 5TT,

o [EERFZ W (Boot diagnostic) | : #Z@)FFIZ Firewall Management Center Virtual VM K RE %
FORTEET, BEEFZHIT, VMBLOAZ Y=gy bbby U T7n ZIEREI
LLET, ZhiT, EBFORBEZZET DI IELET,

s[>V Tz —)L (Serialconsole) ]: Azure R—Z /LD VMY 7ba ) — L afH
LT, TFARMR—Z2Da Y —WIT 7 8ATEET, 2oV 7TAERL, K~y
@D COMI >V 7 IVR— MZHEEHGE L. Firewall Management Center Virtual (Z#] 0 24T 541
7eX7 U w27 IP 7 KU AZfEM LT, Firewall Management Center Virtual ® 2~ > K 7 A
YAUE =T A ANDT YT IVBIOSSHT 7B AR LET,

Firewall Management Center Virtual E=4—1) > Lt 0Ox> 45

NI TN a—T 4 TR n X 2 T EYEIX, BIfED 3 KX U Firewall Management Center
Virtual £ 7 /L & 7] CRINBIZENE T, A DO/~ 3 > [Cisco Secure Firewall Management
Center Configuration Guide] [J @ [System Monitoring and Troubleshooting] =7 + a > % &
LTL7EEY,

S B2, Microsoft Azure Linux =— = > | (waagent) |X, Linnx D7’ mEYa=7& Azure
777V yrariu—7—L VMOMABEZEHLET, R, DT b7 70y a—
T4 T MOEE v 7T,

s lvar/logiwaagent.log : Z D u 7iZiX, Azure TO OB EY a = 7O T —RFlFkS i
£

« var/log/firstboot.S07install_waagent : = ® v 7 |Z{X, waagent DA > A h—/LDT T —73 G
gRSLET,

. Cisco Cisco Secure Firewall Management Center Virtual X 2 — 7w THA K


https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
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https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html

| Azure T Firewall Management Center Virtual 0 &
wreomz |

Azure 7OEC 3= DIS—

AzureMarketplace ¥ V) 2 —> a7 o L— bR LI r Y a =0 =7 — 3K T
EHVEREA, ILIEL, 7RV a =0 727 —RRA LGSR ROFIZEELTLES
AN

« Azure TIE, B~ TOwaagent M L7 7 n ey a = 7 DX A L7 U 8532047
ICRRESI, A LT U NT5EHEELET,

cAMABLNDIEHTT R EY g = I TERWES., 2050 X A4 ~—N T—X_X—ZADH]
WLOBRT TR T T AN H Y . FORE, BN ERT S AHEMENDH Y 97,

c B20FLNICT B EY a =0 FTERWVERIE, BHNLRVET 2L aBEIDLET,
s NI TNV a—T 4 v T OFERIZ OV TIL, Ivar/log/waagent.log THER T& £9,

e U T —)UIC HTTP Eifit = 7 —DER S NDH LA X, waagent X7 77U v 7 &
WETERNVWILERLTWET, BERRCRy NV =V REZHERTLOILERH Y E

—gqo
% Bk
*ﬁz gBed) E ]*_..E
HEes )1)—=x HEEEER
Microsoft Azure /X7 U w7 7 Z 7 KiZ Firewall | 6.4.0 AR — K,
Management Center Virtual %3 A L £,
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Azure T O) Firewall Management Center Virtual DB |
B zcome=
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M=

=6~
=% =R

GCP ~ @ Firewall Management Center Virtual

0 B 5]

Google Cloud Platform (GCP) 1%, Google 2 &fftd2/X7V v 27 7 77 K —E X T, Google
DAF—FGTNIpA VT TFTARNT T F X R L THEA NTHI ENTEET, Google DR
TIGAR—=Fr7 TR (VPC) 1X., V—7 v— RS KOV v — o425 HiEx .
JERER KO EH9- 5 2l 242t U £ 9, GCP TiX, Google D/XT VU w7 LT T AT
F v EIZHMEA O VPC A TE £,

Firewall Management Center Virtual % GCP (ZJ&B T& £,

B (93 =)

« AR (94 ~—2)

c EEFH L HIKFEHE (95 X—)

« Xy hT—7 haFRavof] (95 —)

» Firewall Management Center Virtual ™3 A (96 ~=X—)

» GCP _- ™ Firewall Management Center Virtual f > A% 2 A~DT 7 A (100 ~<X—)

Firewall Management Center Virtual |Z, %3 SRICY 7 b =T 2FTL, BT+ —L7 7
7 BIZBWTHEFEEADOEX 2 U7 ¢ #re 42t L E ¥, Firewall Management Center Virtual
X, N7V v 7 GCPIZEHATE £7, £0%, ([T A ZBLOWET A A2 EHT S
EOITRETEET,

GCP T B A TDHKR—k

Firewall Management Center Virtualix, 2> E=—7 ¢ V7V ix{b SNZILHA~ T > O A X
V=847 BIOECPU~N T U Z A T O %Y 4"— s L TWET, Firewall Management
Center Virtualix, kD GCP v~ % A &Y AR —rLTWET,

\}

GE  HR-bPENDZvIEATE TFERSERIND ZLRHY £T,
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GCP ~® Firewall Management Center Virtual @ E B |

A\

GE) <~y ATORPUTHIRE N TVET, —F—F, BIRZN7FFE D Firewall Management

Center Virtual D/3— g  CHAR— SN TWNWBT VU Z A T OB ERIRTE ET,

R1M:YR—rEShdarvEa—TFTos oI RBLEII V24T

AVEa—TaUimELEY B
vvEA7 vCPU RAM (GB)
c2d-standard-8 8 32GB
c2d-standard-16 16 64 GB
R 12:9R—bShBAAT V84T
AR 24T ek
vCPU RAM (GB)
e2-standard-8 8 32
e2-standard-16 16 64
e2-highmem-8 8 64
e2-highmem-16 16 128
nl-highmem-8 8 52
nl-highmem-16 16 104
n2d-standard-8 8 32
n2d-standard-16 16 64

HITR S

« https://cloud.google.com T GCP 74 7 > F &/ER L £7,

s Cisco A~v— 7 H 7> |k, Cisco Software Central (https://software.cisco.com/) T{E TZ
\i —a—O

b EXF2VT 4 P—ERADTRTDITA b ABKERELET,

e FTA B ADEBGIEDOFHMICIOVWTIE, ar 74X alb—ar HA F[HEE O
[Licensing the System| ZZMR L T 7230y,

A FE =T A ADYN
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| GCP ~ @ Firewall Management Center Virtual 0 & B
sesacsnss

o BWHLA L X —7 = A A : Firewall Threat Defense 7 /XA A % (24 B 72 DICfEA &
nNHAUHE—T AR,

o BE/NR

o« ~DEBT Vv ZAHDNRT Y v 7 1P,

* Firewall Management Center Virtual & 3 A7 L@ HHPEIZ DWW TiX,  [Cisco Secure Firewall
Threat Defense Compatibility Guidel] [J] Z#ZH L T 7E &0,

FEFEEFRNSEIA

HiR— b Sh SHHEE
» GCP Compute Engine C? & B
oA VAEUAT LITER 32D vCPU (GCP v > % A FIzEE5<)

e It A : BYOL DFH%&HHR—k

HR— b Eh L HEEE
« IPv6

« Firewall Management Center Virtual =1 7 ¢ 7 HA
s HEIR r—v
T UART L MNA U TA Ny YT TR

e NTF aVTFHFAKNFE—F

2y bT—2 kRO DA

WOXKIE, GCP T 1 >OH 7Ry hAEXE S 472 Firewall Management Center Virtual O YEf)
IR Y ERLTVET,
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html#reference_7CC9392196754AD38B5250A9183027C8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html#reference_7CC9392196754AD38B5250A9183027C8

GCP ~® Firewall Management Center Virtual @ E B |
. Firewall Management Center Virtual D& A

4: GCP T Firewall Management Center Virtual BB kA0 45l

Management VCN

10.10.0.0/24

Public IP
SSH & Management ¢
Center Virtual Ul

Open Ports 7 = \‘\ Management
: L)) center Virtual
22,443 & 8305 WU
“ g

Mgmt 0/0

/

——

Firewall Management Center Virtual D& A

WOTFNETIX, GCP ErEE % YEfii L. Firewall Management Center Virtual{ > A ¥ A % #9425
FEIZOWTHBA L ET,

VPC vy b —9 DERK

Firewall Management Center Virtual D JEBRIZ1X, & B Firewall Management Center Virtual %% ¥
VPC BRUETT, 3X—VDH 1 2L TN,

FIE

ATv 71 GCP 2V —/LTC, [VPC vy kT—% (VPCnetworks) | Z&R L. [VPC v kT—4Y DERL (Create
VPC Network) 147 U v 7 L&,

ATw 72 [48] (Name) | 7 4 —/V FIZ, VPC v hU—7 &k 24014 A1 L£7,
AT T3 IRy MERE—F T, [hRAL (Custom) 1227V v 7 LET,

ATy 74 HLWH TRy FT[LET (Name) | 7 1 —/L RiZ, FrEDL4RTZ AT LE T,
RATwv 75 [t (Region) | ey 7 Z o U A han, EBEICHE L7 Ml a2 @R L E5,

ATv 76 [IP7 FLAREH (IPaddressrange) | 7 4 —/L KT, &WHDFX >y hU—27 DY 7 %> k% CIDR &
(10.10.0.0124 72 &) TAJILET,
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| GCP ~ @ Firewall Management Center Virtual 0 & B
I74794—nr—nots [

ATy T ZOMTRCOBRETT 74V OFEET, MRk (Create) 1227V v 7 LET,

274 T7924+4—ILIL—ILDIERK

ZVPC Xy NU—21Z1X, SSHE N T 74 v 7 BFFR[TDHT7 74T U4 — b — )L LET
T, HFVPC Xy NI~ DT 7 AT U4 —N—VEERLET,

FIE

ATYF1 GCP a2 Y — /LT, [y kT—F 24 (Networking) ]>[VPC % k7—% (VPC network) 1>[7 74
T o4+—IL (Firewall) 1Z&RL, [T7A4T724+—ILIL—)ILDIER (CreateFirewall Rule) | %7 U v~
L/iﬁ‘o

ATw T2 [&F] (Name) | 74—V RIZ, 77 AT U4 ——bObn) T WARiE A LET (F :
vpc-asiasouth-mgmt-ssh)

ATY T3 [y bT—2 (Network) | Ku vy 7 X7 U A RNNL, 7747 U4 — N b—L&ERKT 5 VPC % v b
U — 7 D4R EIR L ET (] : fmev-south-mgmt)

AT T4 [2—4F v b (Targets) | Ky 7 XY RNNS, 77 AT U4 —W—) VA AGERA T > a v &
BIRLET B [y FT—VHADTARTOHOA > AZ 2R (All ingtancesin the network) 1) .

ATy 75 EETIPEE (SourcelPRanges) | 7 1 —/L FIZ, EELIP 7 FL 2D#ifH% CIDR JERTAN LT
(%1 : 0.0.0.0/0) .
FZ27 4w 713, ZRHDIPT RUAFHNOREEILH O OHRFFAISIET,

AT 76 [FA ka)LER— b (Protocolsandports) 1O FC, JEESNzTA haJL&R— b+ (Specified protocols
and ports) ] =R L £,

RT9TT1 EX2 D TF 40— EBMLET,
a) SSH (TCP/22) ZFFA[ T H/—/LZBINL £,
b) TCPA— k443 ZFF A4 H/— L& BMLET,

HTTPS #6i FIC AR — b 443 % B < LB D H B Firewall Management Center Virtual ULIZ T 7 B A L E£ 7,

ATv T8 [{EK (Create) 1227V v 7 LET,

GCP _t @ Firewall Management Center Virtual 1 > X 2 > X DYERL

WO TFNEIZHE - T, GCP 2> Y — /L) 5 Firewall Management Center Virtual - > A % > A % &
FATE £,

Cisco Cisco Secure Firewall Management Center Virtual X 2 — 7w THA K .



GCP ~® Firewall Management Center Virtual @ E B |

. GCP _L @ Firewall Management Center Virtual 1 > X 2 > X DIERK

FIE

AFYF1 GCP a2/ —njcu /A4 LET,

RATvFT2 FEF—2a30AZa—0O >[¥X—4 v FTLAL R (Marketplace) 27V v 7 LET,
ATV T3 v~—47 v b T LA AT [BYOL)] ZMBEL T, h—EREZ®INLET,

ATy 74 [{EK (Launch) 1227V v 7 LET,

a)
b)

¢)
d)

e)

g)

h)

)

)

[EBI%& (Deploymentname) |: A > AZ L AD—EDLEIZRE L £T,

[ A=23—2 3> (Imageversion) | : Kay 7 X7 UR R pH A=V a UEERIRLET,
[V—> (Zone) ] : Firewall Management Center Virtual % B3 2% V' — U 28R L £,

[Ro 2847 (Machinetype) | : GCP v > ¥ A 7 OHHR—K (93 X—) [ZHESNHTIELW~
VUL T EBRLET,

[SSH F— (SSHkey) | (AT a>) :SSH F—XTNLAMF—%RE0 T E T,

X —_T L, GCP WMREGFETHAMF—L, 22—V —IMRETIMEX—7 7 A L THER SN E T,
I E—IERTLE., AV AZ AT ERICHEF TEET, =TI, VAT ADHE
BB L 705720, UTEEHMOLGENIIRGFE L T E S0,

TDOA VAR VATV RBATALEOOTAS Y FKRD SSH F¥—% Oy H 450150
Z#IN L £9, Google K¥ = A b [Linux f > AHX AL b7 Y= M&IKROARR SSH 783
BOFHEZFFRIE/2IZ7 v v 2735 (Allowing or blocking project-wide public SSH keys from a Linux
instance) J https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys %
ZRLTLEZE Y,

[ELBh 2 7 U 7" K (Startup script) ] : Firewall Management Center Virtual @ Day0 f§ % f5E L £ 97,

Wiz, [BERY ) T+ (Startup script) | 7 4 —/L Rica B —= LTV IT 5 Z E N TE 5 day0 1
RROF R L E T,

{

"AdminPassword": "myPassword@123456",
"Hostname": "cisco-fmcv"

}

EVk

FIT= T — %<2, JSON MRGREY — v &2 i L C day0 # k&2 MGl T 2 L ERH Y £,

Key 72U A RN [BEIT « A9 DFEFE (Boot disk type) ] # &R L £,

F 7 4L b TlE, [BEDKEET 4« A9 (Standard Persistent Disk) ] 2N&IRENTWET, T 744
NOEENT 4 A7 OFEAFERT 52 L AR L ET,

[BEIT 4« RO DY 4 X (GBEfiL) (BootdisksizeinGB) | ®F 7 # /b M#IX250GB T9, A=
T, 774N NORET 4 27 DY A REMFFTH & E2HEREL TET, 250 GB Kiifilc T2 2
LlIITEERA,

BHA LA =T oA RAERETDHIZE, [RY MT—D A28 —T 24 ADEM (Add network
interface) 1 227V v 27 LET,

GE)
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https://console.cloud.google.com/
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| GCP ~ @ Firewall Management Center Virtual 0 & B
GCP £ Firewall Management Center Virtual f > X 2 > X DERL .

AVAZRABER LTIZBTIE, AV AX RV E—T oA AZBNTEEEAL, REiiaA
VHE—T 2 AERTA VAZ LV ABERR LT AL, AV AZ AR, @RS X —T =
A ARERECHAER T 2L ERH Y £9,

[*y FT—% (Network) | Ke v 7 H U 2 R)vh, [VPCnetwork (VPC % hU—7) ]
(vpc-branch-mgmt 72 &) AR L £ 7,

c[4MERIP (External IP) | Rey X o U X Rk, @t >r v a 28R E7,
BHEA A —T oA AT, [PMBIP 257 = X T /L~ (External IP to Ephemeral) ] % 3&#R L
£

*[52T (Done) %27V vr LET,

Ky [Z7AT94+—IL (Firewal) |: 77 AT U —b—L&#EHLET,

(A B =Y DD TCPR— 2D 574 vV EEFA[T5H (SSH7VER) (AllowTCP
port 22 traffic from the Internet (SSH access)) | T = v 7R v 7 A% A2 LT, SSH Z7FA] L
£7

[AVA—FY LD HTTPS b5 74 v Y &HAT 5 (FMCGUI) (Allow HTTPStraffic
from thelnternet (FMC GUI)) | F = v 7Ry 7 A% F 2 LT, HTTPS #fii & 7Fr] L £7°,

A=Y bHSLDTCPR—+8305MD bS5 74 w9 %Al 5 (SFTunnelcomm.) (Allow
TCP port 8305 traffic from the Internet (SFTunnel comm.)) | F = v 7Ry 7 A% A2 LT,
Firewall Management Center Virtualds I OVE BT R T /34 2305 W D SSL K 5{LidfE F v 1 /v
ZEHLTHEETEDLLOICLET,

) [ (More) 1227V v/ LCba—%EH L, [IPEX (IPForwarding) 1234 > (On) NZi%E
SNTWHLZ LR LET,

ATv 75 [JER (Deploy) 127U vZ7 LET,

G¥)

EEIRFEE, VY — 20 R, SESERERICE > TERARY £5, WIHHERE T35 F TITHRK
T3S AZENHY ET, UIBIZFE LW TLFEEWn, T3 E, 7754 T A%HIKRL
T, BHDLRLDEIRTER BN ERH Y 9,

RDZRY

GCP 221> Y — /LD [VM A » AKX A (VM instance) | S—U b A VAKX ADFEM & R
LET, AV AZ L AZELEBIUOBRGET 272DONEIP 7 RLA SNFIP T RL A, BX
Vary hr—ARBERINET, METIHEIE. AV AZ U AEEILTOIMLERDHY £,
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GCP ~® Firewall Management Center Virtual @ E B |
. GCP _E 0 Firewall Management Center Virtual 1 > X2 Y XAADT I R

GCP _t @ Firewall Management Center Virtual 1 > X 2 > X
DT ER

SSH (AN— b 22 #H®D TCP #k¢) ZFFR T D7 7 A T 7 4 — N — LT TICER ENR T
DI EERMRLET, FEMIZOWTIE, 774 T U —b—LDERR (97 X—) &M
LTL7Z&EW,

D77 AT U F—/V—/LIZ XV | Firewall Management Center Virtual f > 2 X L A~DT 7
TARTAREICRY . ROTGIEEHH LT o A2 RITHERTE £,

« 45 1P (External IP)

s TIUW T4 Ry

« ZTDOMDSSH 7 74T v FERIFY— KX—F o8y —)1
TN IV —)b

e Gcloud 2~ K714~

=111

EARAIZ DOV TIL, Google K = A2 h® [Connecting to instances] Z#ZH L T 72 &0,
)

GE)  Day0 #Z B LAaWEEIE, 7 740 howa 74 AfF# % H L T Firewall Management
Center Virtual f > AZ L AZw J A TEET, MO0 T A VITRHIIANAY — FERET
HEDITKRDENET,

1) 7I)La ) —)LZ{ER L 1= Firewall Management Center Virtual 1 >
R ANDIES

FIE

ATYF1 GCPar Y —)C, [AVEa—T4 Y5 IT2PY (ComputeEngine) |>[VM 4 > XA VX (VM ingances) ]
ZERLET,

AT 72 Firewall Management Center Virtual DA > AX L A4 %7 UV v 7 35E, [VM A4 VR B U ZADEHM (VM
instance details) ] ~— YD E £,

ATv 73 [ (Details) | ¥ 7 C, [PUTILary—IL~D#E#H (Connecttoserialconsole) |7 Vv 7 LET,

FEAIZOWTIE, Google R¥ a2 A hD [T ary— LDV EY | #28BLTLIIZEN,
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https://cloud.google.com/compute/docs/instances/connecting-to-instance#console
https://cloud.google.com/compute/docs/instances/interacting-with-serial-console

| GCP ~ @ Firewall Management Center Virtual 0 & B
41%p IP %3 A L 1= Firewall Management Center Virtual 1 > X % > A ~D .

5 EB IP % {$ A L 1= Firewall Management Center Virtual 1 > X 2 > A~
Dk

Firewall Management Center Virtual-{ > A % > A&, WL IP EAMEBIP 3N E 0 YT Ed,
A58 TP % 8 ] L CFirewall Management Center Virtualf > A ¥ L AT 7B A TEET,

FIR

ATYF1 GCPa2 Y —1A T, [AVYEa—T 45T Py (ComputeEngine) |>[VM 4 Y XA VX (VM instances) ]
IR ET,

AT w 72 Firewall Management Center Virtual DA > AX L A% 7 U v 73D L [VMA LV AX L ADFEM (VM
instance details) ] X— VDB F 9,

ATy T3 [## (Details) | # 7T, [SSH] 74—V RO Ry X A=a—%7 ) v 7 LET,
ATV T4 [SSH] Fu vy T X A==, BOF T v a U E2RIRL E7,
WD J5 ik % d F L CFirewall Management Center Virtual{ > A % > A ZERE TX £77,

« ZDMDSSHZ T4 T v M EIFTH— R =7 8y —)L FEIC OV TR, Google R = A2 D
[Connecting using third-party tools] ZZM L T 720,

Gcloud % {& /A L 7= Firewall Management Center Virtual £ > X 2 > A~ D
P

FIIE

ATYF1 GCPar Y —)LC, [AVEa—T4 YT TP (ComputeEngine) |>[VM A > X4 VX (VM ingances) ]
IR E 7,

AT 72 Firewall Management Center Virtual DA > AX L A4 %7 Vv 7 35E, [VM A4 2 RAE U ZADEFEHM (VM
instance details) ] X— Y2 BAE £9,

ATv 73 [ (Details) | #7 T, [SSH] 74—V KO Ruey T AU A=ma—%7 w7 LET,
ATw 74 [gloud a7 > FEFRT (View gcloud command) ]>[Cloud Shell ©%4T (RuninCloud Shell) 1227 U v 7
LET,

[Cloud Shell] #—=XF /D 4 > RURHE LT, FEHIC OV TIE, Google ¥ = A hd Tgcloud 2~
RIA4 2 —oifE] | BXO lgcloud compute ssh] Z#Z LT &0,
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GCP ~® Firewall Management Center Virtual @ E B |
. Gcloud % £ FA L 7= Firewall Management Center Virtual £ > X 2 > A ~D R
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S

Irh-7:|::
5 2

OCI ~®@ Firewall Management Center Virtual
DEA

Oracle Cloud Infrastructure (OCI) (%, 4 F 7 ARG AR AMOFHmWVE X MRETT 7Y
T—rarEFERTTELNRNT VY VTR arta—7 407 $—EATT, OCI I,
Oracle DAAHIY—E R HAEEXF 2V T4, BLXOYV—NR"—L R a3 Ea—T7 1 V7 EMA
EoEBHILET, 2 H—TTARXT TV r—2a NV TAEA DO L F97,
OCI | Firewall Management Center Virtual % 2B T& £7,

< WEEE (103 <—2)

« BifR S (105 =—2)

o R L HRFEHE (106 ~—3)

s Xy FT—7 hARrYOHF (106 ~<—7)

* Firewall Management Center Virtual D& A (107 ~<—73°)

* OCI | Firewall Management Center Virtual 1 > A ¥ L A~DT 72 A (112 X—)

Firewall Management Center Virtual |X, %2 LU Y 7 "o =7 &2FT L, K7+ — L7 7
7 ZNZBWTEGEF A D F = U T ¢ BEREA4#2ME L £ 97, Firewall Management Center Virtual
iE. X7 Y v 7 OCITRERTEET, Z0%, (KT A ABLOWET SA A2 EHT5H L
INIRETEET,

oCloarvtEa—TF429z47

VA TE, AVAZAZEID YR THNRDS CPUDH, AEYOE, BIOZEOMDY V—
AERES HT 7 L— b T, Firewall Management Center Virtual |X, XD OCI DY = A 7' X
AT HYR—rLET,

Cisco Cisco Secure Firewall Management Center Virtual X 2 — 7w THA K .



0CI ~ @ Firewall Management Center Virtual M & A |

£ 13: THR—bEhhBa2Ea1—T 1 45 > x4 7 Firewall Management Center Virtual

oclozA47 HR—rEhb B
Firewall Management
Center Virtual ®»/\— |9CPU RAM (GB)
o3y
AT 7.3.0 LAKE 4 48
VM.StandardB1.4
AT 7.1.0 LARE 4 60
VM.Standard2.4
AT 7.3.0 LARE 4 32
VM. Standard3.Flex
AT 7.3.0 DA% 4 32
VM.Optimized3.Flex
AMD 7.3.0 LA 4 32
VM. Standard.E4.Flex
AMD 7.6.4 DI 4 32
VM.Standard.E5.Flex
AMD 7.6.4 DI 4 32
VM. Standard.E6.Flex

Firewall Management Center Virtual /3>—3" 3 > 73 DIECHAR— ST 5 OCI =2 > B2 —
T AT A TOERICET DRI,
cOCI~—7 > N VA A A A=V N— 3 7.3.0-69-v3 LIFIL, Firewall Management
Center Virtual 7.3 AR D OCL 2> Vo —F 4 U 7 v = A T E DB AR B Y EF,

» Firewall Management Center Virtual 7.3 UIfECTH AR — h SN TWNWHOCl 2> Ba—TF ¢ 7
YA TE HLOWRBRHATOREMRTE £,

cOClavBa—T 40 v=d 7 /N—T 3 7.3.0-69-v3 LIFEIL, Firewall Management
Center Virtual 7.3 LV RTIOOCI 2o Vo —T 4 7 = A T 3=V 3 %A L T Firewall
Management Center Virtual TR SN VM 27 v 77 L— RT5Z L EAEBERH D £
TA,

5 14 : Firewall Management Center Virtual 300 (FMCv300) THHR—btEhTWdavEa—TF125v 47

ocl A7 HiR—brShTVd |EBE
Firewall Management
Center Virtual 300 /S— | 9CPU RAM (GB)
3y

VM.Standard2.16 7.1.0 DA% 16 64 GB
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| 0CI ~ Firewall Management Center Virtual M & A

ocl>zA7 YR—rShTWWs |[BE
Firewall Management
Center Virtual 300 /S— |9CPU RAM (GB)
o3y
AT 7.3.0 LA 16 64 GB
VM. Standard3.Flex
AT 7.3.0 LARE 16 64 GB
VM.Optimized3.Flex
AMD 7.3.0 LAK 16 64 GB
VM. Standard.E4.Flex
AMD 7.6.4 DI 16 64 GB
VM.Standard.E5.Flex
AMD 7.6.4 D I 16 64 GB
VM. Standard.E6.Flex

)

GE) Flex 2o Va—TF 400y TEFEHTAZ L AR LET,

Y

GE) HR—IFENTWBILEa—TFT 4T FTORANEIZ. CSPICL > TEDLAESRH Y
i‘é—o

«OCI Ti%., 1 DM oCPU X2 2® vCPU |ZHHY L F 9,

« Firewall Management Center Virtual (21X 1 DDA ' ¥ —7 = A ANKLETT,

2—H—%, OCITT 7> h%&VEK L. Oracle Cloud Marketplace ® Firewall Management Center
Virtwal ZfEH L Car Ba—7 4 7 A LV AZ U AZEHB L, OCIOY = A T ZEIRL £,

AR S

« https://www.oracle.com/cloud/ T OCI 7 1 7 > b ZAERK L £ 7,

* Cisco A~— h 7 7> b, Cisco Software Central (https://software.cisco.com/) TIERK CT&
i To

XU T 4 P—ERADTRCOTA B AGKERELET,

e TA BV ADERFEOHMIONWTIL, a7 4F¥alb—ar A N [ERE O
[Licensing the System| =&ML T 7Z 30y,

AU EB—T A ZADEf:
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0CI ~ @ Firewall Management Center Virtual M & A |
B sssacsnss

o WHL A X —7 = A A : Firewall Threat Defense 7 /XA A % (24 B 72D A &
nNHAHE—T AR,

o BE/NR

» Firewall Management Center Virtual ~D& 7 7 A FHD/X7 ) » 7 1P,

» Firewall Management Center Virtual & 3 A7 L@ HHMEIZ OV TiX,  [Cisco Secure Firewall
Threat Defense Compatibility Guide] [J] Z#ZM L T 7E &0,

FEFEEFRNSEIA

HR— b Ih HHEE
«OCIR#Z 77 Ky hU—2 (VCN) TOEB
A AZ U AHTY K 8 DD vCPU
e N—7T v RE—RK (F741})
« 714 A : BYOL O&H% AR — |k
« IPv6

« OCI A Firewall Management Center Virtual 300 (FMCv300) : #7 L\ L3 S 4U7= Firewall
Management Center Virtual 4 A — 1%, K300 BDT NA AZFHTE, 7 4 AV KR
MRKEWVOCI F Ty b7+ —LTHATEET (7.1.0 LK)

« Firewall Management Center Virtual /1 74 Z U 7 ¢ (HA) BV AR—FIHTHET

2y b= RO DH

WOKIL, OCIT1 2O 7R hMBFEE STz Firewall Management Center Virtual OFE #ERY 72
FRBEYEZRLTWHET,
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html#reference_7CC9392196754AD38B5250A9183027C8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html#reference_7CC9392196754AD38B5250A9183027C8

| 0CI ~ Firewall Management Center Virtual M & A
Firewall Management Center Virtual D& A .

5:0CI T Firewall Management Center Virtual BERD 70 45|

Management VCN
10.10.0.0/24
Public IP
M 0/0
SSH & Management ¢ gmt 0/
Center Virtual Ul
Open Ports it - \‘\ Management
{ L] Center Virtual
22,443 & 8305 \ .
A "/

——

Firewall Management Center Virtual D& A

"B >y kT—%2 (VCN) DEE

Firewall Management Center Virtual JBFHH ORI 77 Ky hU—2 (VCON) ZikiE L ET,

1RO BRI
A\

() JFer—varAma—oY—bEREZRRTLHE, LHOA=a—Za /=K A M) R
MRFRENET, T/ 8— AL MIY V=AU —ZA~DT 7 & A%
LT RVEST, —bharRX=FA NI, TFHU BT rEVa=rranbd & &
OraclelZ L » CTERk &N E 7, FHEEILX, L—bhar X—hA U MIEBHIZELDar—F
AU NEERL, 77 ®8AV—LEBINMLT, EO—VF—RNENALDITL/N— A NEFR
RLTCT 72 ar w7 A0eRElcEEd, SOV TIL, Oracle ® K= A |
[z /"—=hkA FOEH (Managing Compartments) ] ZZH L T 72 &0,

FIE

ATy 1 OClica /AL, Hilliz @R LE 9,
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https://www.oracle.com/cloud/sign-in.html

0CI ~ @ Firewall Management Center Virtual M & A |
B <ot exau50 s—Tokm

OCL IFEWZ I e OISR il STV E 4, #udid, mimof BRI RS E T, H25H
NOY Y —21%, BIOHIIZIIR RSN ERE A, BROHBARICHFEL TWD Z & 2R L T<
TZEW,

AT9T2 [y bT—F2F (Networking) | >RV 52 K& 7 —4% (Virtual Cloud Networks) ] 30 L |
[VCN MOERL (CreateVCN) 1 %227V v 27 LE7,

ATV T3 VCN Obh ) LT WEARTZ A LET (] : FMCv-Management)

ATv 74 VCONOCIDR 7RI E# AN LET,

ATv 75 [VCN DR (CreateVCN) 1 %27 VU v 7 LET,

RDRERY
WOFINEICHE, EHEVCN 25T T F 4,

FYRT—=0 X)) Ta0 TIL—TDERK

Iy b= X2 VT4 JA—71F, —HDOVIC &, WICIZHEA SN —HEDOEx=
T4 =)L TR S IVE T,

FIE

AT9 T [y bT—F245 (Networking) >RV 5 K& k7—4% (Virtual Cloud Networks) 1> [R5 S5
D Rxy hT—Y DM (Virtual Cloud Network Details) [>[®y k7—9 X211 T4 J)L—7 (Network
Security Groups) |Z#ER L, [Ry bT7—D X2 T4 JIL—TDHER (Create Network Security
Group) |27 Vv 7 LET,

ATV T2 Xy NU—0 X2 VT4 T —TObh LT WERIEZ AT LET (B : FMCv-Mgmt-Allow-22-443-8305
) o
ATY T3 [Next] 27 Vw7 LET,
ATYT4 EX=2 U T4 —LEBINLET,
a) SSH 7 7B AIZTCP A— b 22 #FFra[ T 2 /— L &2BMLET,
b) HTTPS 7 7 AT TCP AR— |k 443 ZFF a4 50— ZBIM L ET,
c) TCPAR—F 8305 #7FrAl 4 D/ —/L&iBIMLET,
7734 A Firewall Management Center Virtual (% Firewall Management Center Virtual 4 L CTEHLTX £

T, BET A0, HTTPS #t ISR — b 8305 B MERH Y £4, BHIKICT 7824 5(1C
X, AR— b 443 75%%(@:

AT 975 [{ER (Create) 127V v/ LET,

A3 —Ry T — b0z A4 DEK
WHY T 5%y NEAICT 7 ¥ AMEICT 510, A VX —Fy b= b Y = A BUETT,
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| 0CI ~ Firewall Management Center Virtual M & A

&

ATy T2
ATvT3
ATvT4

474y rotes ]

FIE

[y bD7—F 245 (Networking) 1>k 5 Ky kT—2% (Virtual Cloud Networks) ] > [k S5
KRRy b= DM (Virtual Cloud Network Details) | >[4 B —%v 5 —Fro x4 (Internet
Gateways) |Z#IRL, [41 28—y b5 — b2 x4 DERL (Createlnternet Gateway) | =27V v 7 L%
o

AB=Fy P T =72 DNV RTWABEZANLET (B : FMCv-IG)

418 —2y hF— kA4 DYER (Createlnternet Gateway) %7 U »v 27 LE7,

A B —Fy =T A ~D)— FEBILET,

a) [y bT—F>% (Networking) |1>[{R#EV 5 Ky k7—2% (Virtual Cloud Networks) ] > [{k#8
959 KRy FI—- DM (Virtual Cloud Network Details) ]>[JL— bT—7JJL (RouteTables) ]%
BIRLFT,

b) N— b= EEBINT DR, T74NVION— T —=TADY) &7 Y vy LET,

¢) [Jb—hkIL—)LDiENN (Add RouteRules) |27 VU v 7 LET,

d) [2—H5v 3247 (Target Type) | Ka vy 7HForhb [ 3 —Fy M — D4 (Internet
Gateway) ] =R L £,

e) SN CIDRDO7 vy 27 ZAJJLET (B :0.0.0.00) .

) [F—HYbA28—F Yy T —Fr2xA (Target Internet Gateway) | K v 7 X 7o mnb, ERL
o= by oA BRI ET,

g) [Jb— kIL—ILDEN (Add RouteRules) 1 &7 VU v 7 L%,

B IRy FDIER

ATy

ATy T2

ATvT3

ATy T4

ATy TH

ZVCNIZIX, D b 1200 7%y bRHY £9, EHVCNOEHY 7Ry b&2/ER L
\i—g«()

FIE

[y bD7—F 245 (Networking) 1>k 5 Ky kT—2% (Virtual Cloud Networks) ]>[{REY S5
YRRy k=S DM (Virtual Cloud Network Details) [>[H 7+ kb (Subnets) [Zi@R L, [ TRy
FDYERL (CreateSubnet) |27V v 27 LET,

TRy RODLNYTNERTIEATILET (I : Management)

[T+ v b2 47 (Subnet Type) ] #BINL EF (HESEEn 57 740 b [#i8 (Regional) ] DF £
LET) .
CIDR7RYYZANLET (B :10.10.0.024) , 7 x> bOWHE FEABE) IP7 KL A, Z®CIDR
Tay 7 hbEEENET,

[JL—hrT—7JL (RouteTable) | Kr v 7 & T inG, LAENIIER L7b— b T —7 0 OWF i 3R
LET,
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0CI ~ @ Firewall Management Center Virtual M & A |
. 0Cl T® Firewall Management Center Virtual f > X 2 > A DERL

AT T6 7%y hO[H TRy b 7I X (Subnet Access) | IR L £7°,
WES 7%y FOBE, ZNRTY I8 TRy b THLLERDH Y £
RATw 71 [DHCPA 73> (DHCPOption) | ##®IRL 7,

ATv 78 UBMER L7 [EFa) T4 R (Security List) | Z#3R L £,
ATv 7T [Ty DR (CreateSubnet) 1227 U v 27 LET,

RDBERY

B VCN 2 E T % &, Firewall Management Center Virtual % &) 3~ 2 #E{f 238 v E 97, Firewall
Management Center Virtual VCN A5 D FIIZ DWW T, RO EZSHL T 7230,

6 : Firewall Management Center Virtual (R385 55 Ky k7 —4

Virtual Cloud Networks in fmev Compartment

Hame State CIDR Block Dafault Route Tabile DM5 Domain Name Created L4

0Cl T® Firewall Management Center Virtual 1 > X 2 > X D{ERL

Oracle Cloud Marketplace @ Firewall Management Center Virtual (BYOL) #—EXZFEH L T,
A Ea—T 4T A VAKX A& LT OCI T Firewall Management Center Virtual % BEBH L
9. CPUOH, AEVDOE, Xy hT—2 U V=R EOREICHESWT, Fi/~ v v
VaxA TEERNLET,

FIE

ATFvF1 OCIAR—FZnza /(o LET,
HuskiZ, BEimoA FRBICERENET, BROHIRPIZHEIE L TWA Z 2R LT EN,

ATvF2 [¥—47 v ETLA4RX (Marketplace) |>[7 T 47— 3> (Applications) &R L E,
ATv T3 ~—4 v 7L A AT [FirewallManagementCenter Virtual BYOL] #MZE L C, +—EAZTRL ET,

ATy T4 BRI EER L, [Oracle DFFHFI L = F F—08K&E 2R L CRIELE T, Thavereviewed
and accept the Oracle Terms of Use and the Partner terms and conditions.) | F = v 7 Ry 7 A% A2 LET,

ATYTE [ AKX ADHEH)] (Launch Instance) %27V v 7 LE7,
ATYT6 ALAZADDNYRTWARTEAS LET (B : Cisco-FMCv)
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| 0CI ~ Firewall Management Center Virtual M & A

ATy 717

ATvT8

ATvT9

ATv 710

ATy 71N
ATvT12

ATv 713
ATy 714

ATvT15

0CI T® Firewall Management Center Virtual 1 > X 2 > X DERL .

[z4 TDZEE (ChangeShape) | #7 U » 7 L. Firewall Management Center Virtual (24272 CPU O
B, RAMDE, BEXOAS I —7 = ZOBPRES N2> =4 7 (VM.Standard2.4 72 &) Z RN L %
T OCloarvEa—T 4 r7v=A7 (1033—) #5M) .

MRV 9 K&y kT—% (Virtual Cloud Network) | K> 7" Zm o ia6 [H VCN (Management
VCN) | Z®&N L E7,

HEIA) SN TW R WEAIE, [Ty b (Subnet) | Ry 72 o7 onG [EEY 7% v b (Management
subnet) ] ZEIR L E T,

Ry b= X2 )T JIL—TEFERALTLS 714 v 50T 5 (UseNetwork Security Groups
to Control Traffic) JIZF = v 7 Z AL, HEVCONICRE LT X2V T4 7 —T 28R L £,
[NV Y2 IP7 FLADEIY KT (AssignaPubliclpAddress) | 47> ar Rz %70 v 7 LET,
[SSH F—m:EM (AddSSH keys) | D FC. [2FF—DELY {F1F (PastePublicKeys) | 47+ a A%
Y7 Vw7 LT, SSHX¥—%00 FHF £,

Linux N—ADA Y AL AL, NAT—=FORDYIZSSH F—_7 2L TJ E— ha—H—%FE

AELET, F—T0E ET—E AT TSN E T, A AY U RABERT D L &I, MEX—
arbta—2 L, ARF—ZRMELET, T/ P74 1250 TE, [Linux A Y AZ L ATO
F—~7 OB (Managing Key Pairs on Linux Instances) J https://docs.cloud.oracle.com/en-us/iaas/Content/

Compute/Tasks/managingkeypairs.htmz Z /M L T 72 &0,

[F¥#iA4 7> 3 > DFRR (ShowAdvanced Options) |V o7 %227 U v/ LT, A7 v a v ZEMLET,
[A7 U7 bO#E (Initialization Script) | D FC, [Z T 7 FFIEMEAZ V7 S ORED £+ (Paste
Cloud-Init Script) | A7 a v AR¥ %2 U v 7 LT, Firewall Management Center Virtual ® Day0 f# 5% %
faE LE 9, day0 #5i%. Firewall Management Center Virtual O #])[RE]E BRI 256 H S v E T,

Wiz, (2572 F¥#ER S 1) 7k (Cloud-Init Script) 1 7 4 —/L i — L CREV TS Z LN T&
% day0 fERKDF 2R LE T,

{
"AdminPassword": "myPassword@123456",
"Hostname": "cisco-fmcv"

}

[{ERZ (Create) 1 %27V > 7 LET,

RDEZRY

(YR (Create) 1R Z %27V v 7 Lz, WREN[Fr Y a =7 (Provisioning) ] & LT
7~ 115 Firewall Management Center Virtual f > A X LV A% E=F—LET, AT —H A%
EF=HF—FTHT LEPEETT, Firewall Management Center Virtual f > A X AN [ EY 3
=27 (Provisioning) ]JIRREMND [T (Running) JIRFEIC72D Z L 2R L ET, T,
Firewall Management Center Virtual DZEINE T L7 Z & AR LET,
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0CI ~ @ Firewall Management Center Virtual M & A |
. 0CI £ o Firewall Management Center Virtual f > X 2 Y XADT Y R

0CI £ @ Firewall Management Center Virtual 1 > X2 > X
DT ER

X7z (SSH) BaFEH LT, FITHOA L AZ U RAITH R TEET,
AFLAEDUNIX AHANDY AT I, T 74NV EFTSSHZ 94T v FINEGEINT
WET,

+ Windows 10 3 L O Windows Server 2019 2 A7 AlZi%, OpenSSH 7 74 7> bR EENT
WAMEMRH Y £4, Oracle Cloud Infrastructure & & > TARE &4 72 SSH F—Zif L C
A VAR ABER LT A I EIZ R £,

« Z O Windows /X—3 5 DA 1E, http://www.putty.org 7> 5 HED SSH 7 74 7
FCh D PUTTY 24U m— RT&EET,

RS H
A VARE U RTHET DITIE, ROIEHRB LI TT,
A VAR UADNNT Y 7 IPT RV A, 7T RLVARX, a2y V=D A AX L ADFEH
(Instance Details) ] X—U0OGETEET, T/ —varA=a—%2R&EET, [T
FTA2UITSALSYF+ (Corelnfragtructure) | FT, [AYEa—T4 >4 (Compute) ]

WCBEIL, [41 AR VR (Instances) (27 U v 7 LET, RIT, AV AX L AEFTRL
9, HDHWIE, 7P —E R API ® ListVnicAttachments 33 £ O GetVnic #{E2{# ] T &

i‘a—o
e A UVABF UV ADZ—Y =4 ERNAT — K,
o A UAK U ATEENLTZ & XIEH L7z SSH F—_X7T ORI F—FB 57 ~D 7 )L/ A

X — T OFAMZOVWTIL,  Managing Key Pairs on Linux Instances] &M LT EX
AN

\)

() Day0 #k a2 BIMLARWEARIL. 7740 bou s A AFH (admin/Adminl23) Z{#H L T
Firewall Management Center Virtual f A ¥ A |20 7 A > CTX E7,

IO T T A CFRITRIC AN AT — RERET D L IR b ET,

PuTTY %{# A L 7= Firewall Management Center Virtual f > X % > A~D
P

PuTTY % L T Windows A7 A7> 6 Firewall Management Center Virtual 4 > A % > A THE
T HI2iE, ROFIEEZETLET,
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| 0CI ~ Firewall Management Center Virtual M & A
SSH % {# A L 7= Firewall Management Center Virtual f > X 2 > X~ DR .

FIE

ATy 71 PuTTY #B& £,
ATwT2 [ATTY (Category) ] XA T, [Evra> (Session) | #HIRNL, WONEEZATILET,

T RRAMEBELIFIPTFLR

<username>@<public-ip-address>

ZZ T,

<username> (X, Firewall Management Center Virtual f > A % > A D2 —H—4,T9,

<public-ip-address> |, TV —=ANLRG LA LV AZ L ZADNRT Y v 7 IPT RLATT,

«AR— bk 22

- B2 A 7 SSH

ATv T3 [AFTTY (Category) ] ~3A > T. [Window] Z B L. [Z#: (Trandation) ] Z3&R L £,
ATy 74 [JE—FXFtEY + (Remotecharacter set) | K v 7% 7 U 2 K C, [UTF-8] Z&R L £,

Linux X"—ADA Y AX L ATT 74/ hOar— /)L EIXUTF-8 T¥, ZHUTL D, PuTTY IR L wsr—
NEFHTDHLIICERESNET,

ATw 75 [ATTY (Category) ] 2o > T, [#E# (Connection) ]. [SSH] DIEIZEEBA L., [EBEE (Auth) 1227 U v
ﬁ L/ibé-o

ATy 76 [BB (Browse) |27V v 7 LT, MEX—ZEIRLET,

ATv 77 [ Open) 227V 7 LT, ByvaraflthLET,

A VAE RO THERT D501, [Hh—"—OFRA =NV A M IZF ¥ v a2 THhen
(the server's host key is not cached in the registry) | &) XA v E—UNERIND T ENRHY F9, [IEL
(Yes) | &7V w2 LT, #fakiit LET,

SSH % {# A L 7= Firewall Management Center Virtual 1 > X 2 > A ~DE
=+
it
UNIX R & A )LD AT L5 Firewall Management Center Virtual A > A & 2 ZZHEfi T 51T
X, SSHEHEHLTA v AZ R IZu L LET,

FIE

ATV TN WOa<xr FEFHLT, 77 A VOHREREL, BRRETR 7 7 A L EGABND K5I LET,
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0CI ~ @ Firewall Management Center Virtual M & A |
. OpenSSH % {§ /A L 7= Firewall Management Center Virtual 1 > X 2 > X ~D & #i

$ chmod 400 <private key>
ZZ T,
<private key> L, 77 BATHA L A X L ATEHEMIT ONIWEF—Z2EFLT 7 A VDTN L
AHITT,
RTYT2 AL AZ AT 7B AT HITIE, KO SSH 2~ Fafifl L £,
$ ssh —-i <private_key> <username>@<public-ip-address>
<private key> X, 77 ®ARATHA LV AZ L AICBEMNT DNTREF—2E0L7 7 A VDTNV IRR L
AHITY,
<username> [, Firewall Management Center Virtual f > A ¥ > A D 2— W —4 T,

<public-ip-address>{t, TV —NANLEE LAV AX S ADIP T FLATTY,

OpenSSH % {§ A L 7- Firewall Management Center Virtual f > X 2 > XA~
D i

Windows ¥ A7 7> 5 Firewall Management Center Virtual A > A & 2 A 245t 9 5 1Z1%. OpenSSH
EHHALTA v RAZ R Zn 74 LET,

FIE

ATV TN ZOX—XTE2YDTHHEMRT 2581, BRIETNR 7 7 A VEHBABND L OIZ7 7 A VOMHREFRET

HVENRDHY FT,

WROFNEZEFEITLET,

a) WindowsExplorer T, B#EX—7 7 A /UBBIL, 77 A NV%247 U v 27 LC[TE/NT 1 (Properties) |
Vv LET,

b) [EFaUT 4 (Security) | %7 T, [#M%E (Advanced) 127V v 7 LET,

c) [A#—F— (Owner) | DA OZ—YF—TH U N ThDHIEEHERLET,

d) [##ERDESNE (Disablelnheritance) 127V v 7 L, [BEARSNEREZDA TPV FOBERMA
HEFRIZZ#2 9% (Convertinherited permissionsintoexplicit permissionson thisobject) ] %4 L £,

e) HOOZ—H—=Th 7 NTIERWEMER= Y 23R L, [HIFR (Remove) | #7 VU v 7 LET,

) BHOa2—F—=THho bOT 7 EAERN[ZIa> kA—)L (Full Control) | ThHhD I & ZfER L
£,

g) EHAERFLET,

AT T2 A AZ U AIZERHET HI2IL, Windows PowerShell ZBH &, kD~ REETLET,
$ ssh -i <private_key> <username>@<public-ip-address>

»»«C\\
— — N
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| 0CI ~ Firewall Management Center Virtual M & A
OpenSSH % {§ F L 7= Firewall Management Center Virtual 1 > X 2 > A ~D#E#x .

<private key>lL, 77 BATHA LV AZ L AITEHEMIT ONIMEX—Z2EFLT7 7 A VDTN L
AHITTT,

<username> (%, Firewall Management Center Virtual f > A % > A D2 —H—4TT,

<public-ip-address> i, 2V —ANOLERE LAV AZ L ADIP T RLVATY,
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0CI ~ @ Firewall Management Center Virtual M & A |
. OpenSSH % {§ /A L 7= Firewall Management Center Virtual 1 > X 2 > X ~D & #i
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S

. 8.
=% =R

OpenStack ~ @ Firewall Management Center
Virtual @ EFH

OpenStack (Z Firewall Management Center Virtual 23 A TX £,

M (117 *—2)

« EEZRAE (118 ~~—27)

JEEHFHEHKIFE (119 ~—)

« VAT HEE (119 X—Y)

« Xy FU—7 hARBrYOM (121 <—)

« Firewall Management Center Virtual ®3 A (121 ~=—3)

ZDJ A RTiX, OpenStack E&Hi T Firewall Management Center Virtual % &9~ 5 H1EIZ DWW T
A L £ 7, OpenStack XL DA — 7 U BRI DV T Ra v Ba—T 4 77T v b
TA—ALTHY, IFEAEDEEE, 2—F =M — =2 DD ) ) — R EFIHTE
% & 91T Infrastructure-as-a-Service (IaaS) & L CHXT VY w7 /T RETITAR—K 7 TR
DI L £,

Firewall Management Center Virtual |Z, %3 SRICY 7 b =T 2FTL, BT+ —L7 7

7 ZIZBWTHEFEFEADOEX 2 U7 ¢ #re 42k L £ 4, Firewall Management Center Virtual |3
OpenStack BB CTE£7, FO%, (BT A ZABLUOWELT A XA EHT 5 1) ICHE
TEET,

ZDEBTIE, KVMANA R—= A FEMH L TRAEY) vV —AZEFE L E3, KVMIL, K481k
JEBEISAE (Intel VT 72 &) ZHAH L72x86 /~— R 7 =7 E® Linux [Al 22K AEE Y U = — 3
YT, KVMIZ, a7t kA v 7 T A N T 7 Fx gt 20— RAalige h—F VBV 2 —
v (kvmko) & kvm-intelko 72 ED 7 mt v HEFGDEY 2 — /L TR SN TNET, KVM %
BHLT, BIEESNTHRNOS A A—VZ2FEITLTWAEBOIE~ v v 2 FTTEET,
B~ NE, XY NI =T D—FR, THRT TTT 40 I TETRIREDT T A _—
2R b N— R = 7 DN I N TV E T,
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OpenStack ~® Firewall Management Center Virtual 0 & |

B ozse
T NA ZLKVM NA X= 3 FTFTICH AR — T 572, OpenStack 48— M &
T DI DB BN — N =R R A 3D 8 A,
=L LH x
IR EH

» software.cisco.com 2> & Firewall Management Center Virtual qcow2 7 7 f V& X 7 — R
L. Linux A8 A NI L £,

https://software.cisco.com/download/navigator.html

* software.cisco.com 33 &2 OX Cisco Service Contract 23 /325 CJ,

» Firewall Management Center Virtual {%, A —7"> Y — A ® OpenStack Et5% & Cisco VIM & H
%14 OpenStack BRBE COREHZ VR — M LET,

OpenStack D /A R Z A ZHE- T OpenStack B x> N7 v 7 LET,
o A =7V —AD OpenStack FF¥ = A FZZML T ZEW,

Caracal U U — R : https://docs.openstack.org/project-deploy-guide/openstack-ansible/2024.1/
overview.html

» Cisco Virtualized Infrastructure Manager (VIM) OpenStack @ K& = A > kb (Cisco
Virtualized Infrastructure Manager D~ == 7 /L, 44.3) BB LTI LI,

e TIA A
MO EX2VT 4P —E ROV T My =T HHBKERELET,

s TA BV ADOEHIFIEOFEHIZ OV TIE,  [Cisco Secure Firewall Management Center
Configuration Guide] [J] @ T[Licensing the System| ZZH L T 72X\,

c AFY LU Y —2DHEAM:
« Jutvvy
o 4 {H D vCPU 23 LB

e AFEY
o S/ 28 GBAHELE (57 41 1) 32 GBRAM

MR~ BTV DHRA RN A N L—Y

« Firewall Management Center Virtual (213 250 GB 73 4%

N

GE)  BEfRICSLU T, vCPU & AE VU DEAZLERE TX F7,

c AU HE—T oA ADEN: :
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I OpenStack ~ @ Firewall Management Center Virtual 0 &
sesmennszd

CEHA L H =T 2 A A TN A TR T DO SN A =T = A R,

o SHE/RA

* Firewall Management Center Virtual (27 27 ¥ 23578 D 7 a—7 4 7 1P,

o YR — h TV 5 Firewall Management Center Virtual D g/ N—0 = 0 ¢

e NRX—T 32170,

* OpenStack DEAFIZHONWTIL, AT L8 (119 <X—Y) 2L T EE0,

» Firewall Management Center Virtual & 3 A7 5D AHMIZ OV TIE,  [Cisco Secure Firewall
Threat Defense Compatibility GuideJ [J ZZH L T2 X0,

TIEFHEEFINER

YR— FEh HHEE
OpenStack |~ Firewall Management Center Virtual |ZK OF§fEE 7R — h LE 5,

*OpenStack BREED 2L B o —T 4 7 ) — R TFEITEINTND KVM /A 73— A F D
Firewall Management Center Virtual ¢ & B

* OpenStack CLI

* Heat 7 > 7' L — h _X— 2 D&

« 74> R : BYOL O&H % AHR— |k
« KZ A3 : VIRTIO

« IPv6 (XY AR — hIhET,

YR— F I LHEEE

OpenStack _| @ Firewall Management Center Virtual |ZLA F &R — F LEHA,
e HEhY A/ —)L
Y

~ —

DRATLEH
OpenStack Bg581X, AR —FINTNWDHIN—FNT =7 &V 7 MY =7 OROBELEIZHER L T
HVENRDHY FT,

Cisco Cisco Secure Firewall Management Center Virtual X 2 — 7w THA K .


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html

B o x7s3#

OpenStack ~® Firewall Management Center Virtual 0 & |

KI5 N—FOzT7EEVYIT LI TOEYR

AT $iR—bEhBA—Ua>y R

s UCS €240 M5 2 B0 UCS H— =% HEE L
%9, os-controller / — K &
os-compute / — R{Z 1 BT D
‘GTO

= VIRTIO PR R ERTND KT A2

RO LB TT,

HAV—F 4 ) VAT

Ubuntu Server 22.04

ZHiE, UCS H— " —THedd
ENTVW5D 0S T,

OpenStack /N\—3 7 >

Caracal UV U — R

& F ZF 72 OpenStack U Y —
ZADFERINZHOWTIE, RD
URL #Z LT 72 &0,

https://releases.openstack.org/

%= 16: Cisco VIM Managed OpenStack D/\— FD 7 &YV 7 bz 7DEH

HFIY

YR—bENEHNN—Ta Y

EEE

EAREA A N

UCS C220-M5/UCS C240-M4

os-controller / — R Z &2 3

. os-compute / — KiZ2 &

PLET, 55D UCS r—r3—

PR — S5

AN =T 4 T VART
2\ - Red Hat Enterprise
Linux 8.4

s OpenStack /N\— 2 > -
OpenStack 162 (LA >
Jy—=)

HESEL £9,

K7 A 73 (Drivers) VIRTIO PR—=FINTNDL FTAN
IFRo LB TT,

Cisco VIM /S—3 g Cisco VIM 4.4.3 FERIZHOWTIE, A a8

AVTITANT I F ¥ v~ F—
P DRFa AL NAAZESR
ML T ZEN,

OpenStack 75 v 7+ —L +AROD
WORNZ, 2HOUCS Y— =% LT OpenStack TPOERI % VR — h T 572D DHELE R R

nYERLET,
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I OpenStack ~ @ Firewall Management Center Virtual 0 &
v ro—s rRasos ]

7:0penStack 75 v b 7+ —L kRO

_____________ )
Administrative tools, |

Information manager,,
Accounting/Auditing :
1

Compute Manager Storage Manager

Nova Glance

KeyStone

—I—]

‘ NovaCompute — NeutronSRIOV

i Network Manager
|
Horizon ) Neutron Swift
|
< Neutron networks > < Neutron networks >
UCSC240 M5 uCsC240 M5

Public Network

2y b= RO DOH

W DIKIZ, OpenStack @ Firewall Management Center Virtual D% v kU —27 hRa VOHF| %2R L
5

8: OpenStack T Firewall Management Center Virtual % {3 L 7= k7RO D4l

A A
7777777777777 os-controller os-compute
} Administrative tools,
Information manager,
}AccountingMudilig Compute Manager Storage Manager Threat.Defence Managen.'lent Center
I Virtual Virtual
I
! ———
| KeyStone Nova ——- Glance i T
| ’ N\
I
! H oy
| : O )
! 4 O
} Network Manager b b
s -
i mgmt rY 9igo/1 R
! Horizon Neutron Swift diag 9igo/0 mgmt
I
]
v
< Neutron networks > < Neutron networks
UCSC240 M5 UCsC240 M5

Public Network

Firewall Management Center Virtual D& A

A 2 TlX, Firewall Management Center Virtual Z BB 5720 D% 7LD Heat 7> 7 L—
ML L TWET, OpenStack 1 > 7T ART 7 F DV V) —RAE{ERT 2 FIEIZ, * v b
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OpenStack ~® Firewall Management Center Virtual 0 & |
. OpenStack ~® Firewall Management Center Virtual f A —207 v 70— K

U=, BT xRy b BEROV—F A B —T = A ZEAERT H729DIT, Heat 7 7 L — b
(deploy os infra.yaml) 77 A /L CHie S E 7, Firewall Management Center Virtual
JEBHFNEI LR EDNTROER TSI E T,

« Firewall Management Center Virtual qcow2 -f A — % OpenStack Glance — " 227 v 7
m—FLET,

XY NI—T AT TFTANT I F ¥ E2ERLET,
Xy hU—7
A S
N—=H A B =T A A
« Firewall Management Center Virtual £ > A % > Z Z{ERk L £ 7,
« 7L —A
kX2 UT 4 TN—T
e 7u—7 47 IP

e [ UAH A
WD FIAZEAE LT, OpenStack (Z Firewall Management Center Virtual % BB T 9,

OpenStack ~ @ Firewall Management Center Virtual 1 A —2 D7 v 7
o—F

Firewall Management Center Virtual gqcow2 - A —<"% OpenStack 2> k12— / — R|Za E'—
L. A A—I% OpenStack Glance F—E R |27 v 7m— KLET,

1R BRI

» Cisco.com 7> & Firewall Management Center Virtual qcow2 7 7 A /L% X 7 > 12— R L. Linux
RA ML ET,

https://software.cisco.com/download/navigator.html
FIE

ATYT1 qecow2 A A—V 7 7 A L% OpenStack 2> b —7 / — RliZabv—Lx7,
AT 72 Firewall Management Center Virtual f A — 3% OpenStack Glance % —E 227 v 7 r— KL%,

root@ucs-os-controller:$ openstack image create <fmcv image> --public --disk-
format gcow2 --container-format bare --file ./<fmcv_gcow2 file>

AT 73 Firewall Management Center Virtual f A — YN IEFIZT v 77— RSN/ 2 L 2R LET,
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I OpenStack ~ @ Firewall Management Center Virtual 0 &

OpenStack & Firewall Management Center Virtual DRy b —49 41 TSR LT 9 F v DIER .

root@ucs-os-controller:$ openstack image list

1 :

root@ucs-os-controller:$ openstack image list

B et o fommm o +

| ID | Name | Status |+
| b957b5f9-ed1b-4975-b226-4cddf5887991 | fmcv-7-0-image | active |+

ToTua—=RLIEA A=V EZDAT —ZANFRINET,

RDBERY

deploy os infra.yaml 77 L— 2L TRy U=V A T TR T 7 F ¥ &1F
’ﬁ[—/iﬁ-o

OpenStack & Firewall Management Center Virtual D~y D0 —%9 4 27
ATV F Y DER

OpenStack f > 77 A NI 7 F ¥ D Heat 7> 7L —bEEALT, XYy Y= £ T TR
N e (57 AP

1R BHHIIZ

Heat 7> 7L —=h 7 7 A VE, TL—= Xy hNT—=7 FT Ry b, =S A F =T xA
A, X2 VT4 IN—TN—NRE Xy NT—=T A TTART I F ¥, LD Firewall
Management Center Virtual (Z#4 8270 2 AR —FR 2 N EAERKT D 72 DI BT,

senv.yaml : f A—V&, AV H—T =2 A, IPT RLARRE, avta—T 47/ —

RC Firewall Management Center Virtual Z %R — h T 572DIT/ERT 5 U VY — A& EHK L
7

edeploy os infra.yaml : Ry T —27% 7Ry M| Firewall Management Center
Virtual DERBEZ E# L E 7,

Firewall Management Center Virtual /X—3" 2 > O 7 > 7 L — K, GitHub U /K ~ U @ FMCv
OpenStack Heat 7 > 7' L — R B AFTE E T,

| A

BEE JRapPd A7 0L —MIA—T V=20 LTERELTWALDTHY . BHFED
CiscoTAC ¥ "R— b OFFAN Clifbh TV ER A, FH & ReadMe OFNEIZ DWW TIE. GitHub
ZEMIMICHER L T2 &0,

FIE

ATFYT1 AV TTARNT IV F ¥ Heat 7 FL— 77 A VERELET,
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OpenStack ~® Firewall Management Center Virtual 0 & |

. OpenStack T Firewall Management Center Virtual £ > 2 2 > X DERL

ATy T2

root @ucs-os-controller:$ openstack stack create <stack-name> -e <environment filesname> -t <deployment file
name>

1

root@ucs-os-controller:$ openstack stack create infra-stack -e env.yaml -t deploy os infra.yaml

AT ITANT T X ALy 7 PIEFITERSNIZNE O hEMER L ET,

root@ucs-os-controller:$ openstackstack list

1 -

root@ucs-os-controller:$ openstack stack list

B i e e e Fom +
| ID | Stack Name | Project | Stack
Status |

B e e e e e e e e e Fom +

| ©30d5875-ce3a-4258-a841-bf2d09275929 | infra-stack | 13206e49b48740fdafca83796c6fd4ads |
CREATE_COMPLETE |

RDERY
OpenStack C Firewall Management Center Virtual £ > A % 2 ZE L £ 7,

OpenStack T 0 Firewall Management Center Virtual 1 > X 2 > X DERK

Heat 7 > 7' L— hOH 7L & H L T, OpenStack |Z Firewall Management Center Virtual % &

B LET,

4RO BRI

OpenStack C Firewall Management Center Virtual % B3 521X, KD Heat 7 > 7' L — L 234%
g ‘(“ﬁ‘o

* deploy fmcv.yaml

Firewall Management Center Virtual /3x—3" 3 > ®7 > 7 L — hE, GitHub VR N U D FMCyv
OpenStack Heat 7 > 7' L — R B AFTE E T,

| A

BEE JRapf (37071 —MNIA =TV —20fE LTREL TWA O TH Y, BHED
CiscoTAC AR — FO#PFNTITHbN TV EH A, FiH & ReadMe D FEIZ DWW TIL. GitHub

ZEHRNCHERE L TS 72 &,
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FIE

OpenStack T O Firewall Management Center Virtual f > X 2 > X DERK .

AT 71 Firewall Management Center Virtual Heat 7 > 7' L' — K 7 7 { /L' (ddeploy fmcv.yaml) % &R L T, Firewall
Management Center Virtual A > A &% ZAZAERK L £,

ATy T2

root@ucs-os-controller:$ openstack stack create fmcv-stack -e env.yaml-t deploy fmcv.yaml

id
stack_name
description
updated time
stack_status

stack_status_reason
o

¥
I
¥
I
I
I
I
I
I

¥

96c8cl126-107b-4733-8f6c-ebl5a637219f
fmcv-stack

FMCv template

None

CREATE_IN_PROGRESS

Stack CREATE started

Firewall Management Center Virtual 2 % > 7 S IEHIC/ER SN Z L 2B L £ 7

root@ucs-os-controller:$ openstack stack list

11

o fom e o fo—— +
| ID | Stack Name | Project | Stack
Status |

et e e o et e e fo———— -—= t
| 14624afl-e5fa-4096-bd86-c453bc2928ae | fmcv-stack | 13206e49b48740fdafca83796c6f4ads |

CREATE_COMPLETE

| 198336cb-1186-45ab-858f-15ccd3b909c8 | infra-stack | 13206e49b48740fdafca83796c6f4ads |

CREATE_COMPLETE

o fo— - o Fomm +
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D

Cisco HyperFlex |Z Firewall Management Center Virtual % BB C& £97,

« VAT KB (127 X—Y)
cEEFHEMHIRHEE (129 ~—)

« Firewall Management Center Virtual @3 A (130 ~X—3)
AT T T AT o ADBRHEN LOWBE (132 =)

AT LEH

Firewall Management Center Virtual 28 GB ® RAM H\iL &

T 7 4/ hEERE (1Z & A E D Firewall Management Center Virtual f > A & > A T4 32 GB RAM
DEZE /NS T LT LFHRLER A, XT3 —~v U RZM EEE572DI0E, AR Y
V=S T, BT T I7A T U ADAE IR CPUMAE N DO THIRT Z LN TEET,

AEVEVVY-RDEH

* HyperFlex ESX 35 L OV ESXi /~A 73— /3 A HTHR R b &5 HyperFlex 7 7 A X D7 a v
¥ a =7 %M LT Firewall Management Center Virtual % BB CX £9°, /A /=31
P OHEHMEIZSUVTIE,  [Cisco Secure Firewall Threat Defense Compatibility Guide] [J %
ZRLTLIZEN,
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Cisco HyperFlex ~ 0 Firewall Management Center Virtual D& |

« Firewall Management Center Virtual D348, FHDOY U —Z /) — FZ2ZB L, HHLWI U —
AMBRE B L JIT S RN EEER LT ES W, Bfi—Y a VA EIT 5120
U Y —ADIEBELRIGERH D £7,

« Firewall Management Center Virtual O3 AZMEH SN ARFED NN— R = 71X, AT SHA
VAL AR BRI L o TRV F7, (ET2KABT 774 7 2 RITIE, KRR
F 3y ETORMNY Y —=2ED YT (AEY, CPUHK, BEIOT 4 A7 ER) PBNLE
..(:\TO

« IRDFEIZ, Firewall Management Center Virtual 7 77 A 7 ADHELERIE & 7 7 4 /L FEXIE
o LET,
&
EZE  Firewall Management Center Virtual D¢t 72 /37 4 —~ 1 A % ffgR

THIE. R AEY 2D ETT SV, Firewall
Management Center Virtual @ A € U 73 32 GB K DF AL, v A
T LTARY —ORAICRIENFEAET 5 e & 0 i‘?‘ va
TV RDOREIE. VAT LY T T =T OEITORNEHTH
D70, WO I7RNTLTEEN,

% 17: Firewall Management Center Virtual (R287 754 7 > A DHRTE

BRE =/ T4 R HREREBOAE

RAE 28 GB 32 GB 32 GB HIFE & v

A8 CPU 4 4 8 b, K8

N— R 5 ¢ % 250 GB 250 GB 1 FH kF 541 2le T4 A7 ROBERIC

J Favva #Ho5<

=7 AR

£ 18: Firewall Management Center Virtual300 {387 7S5 4 7 U ADHRE

BHE TIAILE HERBOAE

AEY 64 GB oY

A8 CPU 32 L

N—KF o2y |22TB 2L, T4 A7 BROBPIZES L

Tuvrva=rs

AR

YAR=FENTNDT Ty 74 —LDV AL BLOREDON— RV =T &ANL—T

T AT BB DON T,

['Compatibility Guide] ZZM L T 7Z &0,
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EFRIALHINFEIER

HIFREIA
Cisco HyperFlex [ (Z Firewall Management Center Virtual & BB 3~ 2854, WOHIRNH 0 £97,

» Firewall Management Center Virtual 777 A4 7 L AT Y TAEZIEZH Y FHA, [VRT
L (System) 1>[E&%E (Configuration) | X—Zi%, IKAETZ v b7+ — AT LU T,
[72 L (None) ] £7-1% [RfEE (NotSpecified) | DWTNINERINET,

A~ v ORI R — F SN EE A,
c A F w7 vay MLEAEB~ Y U OETITAR— FSER A,

 VMware Workstation, Player, Server, #5Jd ('Fusion (X OVF /X 7 — T %278k L2\ 2o,
PAR—hSNEEA,

OVF 274 ILDAHA FSA4 >

RAET 77 A 7 > A% Open Virtual Format (OVF) Ny 7 —VZ2EHLET, (RET 7747
VA, RBA T T ATV Fy (V) OVE T o7 L— h AR U TR LET, R
LIZHASNWT, OVF 7 7 A L EEIR L £,

vCenter COT 7' A A2 KN : Cisco_Secure FW_Mgmt Center Virtual VMware-V[-X.X.X-XxX.ovf

ZIT XXXxxxlE, BT OVAT LAY T MU =T ONRN=Va BN FESERLET,
A A h—/L 7 ut AT, Firewall Management Center Virtual 777 4 7 L ADOHHE >~ F T v
TREREFATTEET, RERET LI LN TEET,

EWET T FOFH LN AT — |,
T IIIAT UANER XY NV CHRETHI L2 TDHRy hT—7

s
i

SAAMOYR— bk

HyperFlex 78 A2 MZER S 417z 2 2D Firewall Management Center Virtual 775 A 7 > A TH
AATE (HA) ZRsiTE £,

o 5 A FHYEREER D 2 S O Firewall Management Center Virtual 777 A 7 > A%, [RIUET /L
THHIVLERDH Y £,

» Firewall Management Center Virtual HA A {795 Z1d, Firewall Management Center Virtual
TlX, HAERK CEEE9 5 Firewall Threat Defense 7 /34 A Z & |ZiB SO Firewall Management
Center Virtual 7 A & > AMER AT, 7272 L, Firewall Threat Defense 7 /3 A A Z & (2
W72 Firewall Threat Defense F§AED 7 A & o AHE[R (X, Firewall Management Center Virtual
HARSRRICEMR KBRS NEF A, TA BV AT HHA RT7 A4 1oL, [Cisco
Secure Firewall Management Center 7 /3 A% EH A K] @ [License Requirements for FTD
Devices in a High Availability Pair] Z#ZH L T3V,
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. Firewall Management Center Virtual D& A

« Firewall Management Center Virtual HA ~~ 7" Z fi£fr3" % & . iBHND Firewall Management Center
Virtual 7 A & > AHEBRAMif i S v, Firewall Threat Defense 7 /3 A A Z &1 1 DOHERRD 7
DEITI2 0 £,

INATRAZEVT A DOHA KT A 220 TiX,  [Cisco Secure Firewall Management Center
7 RI=A L —ar HA K] ® [High Availability] Z#ZH L T 7ZE0,

[Release Notes for Cisco HX Data Platform,]
Configuration Guides for Cisco HX Data Platform
Cisco HyperFlex 4.0 for Virtual Server Infrastructure with VMware ESXi

Cisco HyperFlex Systems Solutions Overview

Cisco HyperFlex Systems K¥ = A7 —a> a— K< v/

Firewall Management Center Virtual W& A

PUFOFNEZEfEH LT, vSphere vCenter Server | Cisco HyperFlex {Z Firewall Management Center
Virtual 777 A4 7 A& ER L £,

4R8O HHEIIZ

« CiscoHyperFlex Z Ji2fH L TA 2 M=)V DOERN S X7 3 X TIFATHE R THDH Z & &l
WL FET, FEMIZOWTIX,  [Cisco HyperFlex Systems Documentation Roadmapl)] % 2 L
TSN,

Firewall Management Center Virtual Z & A3 5[, vSphere (FFH) THZR< L H 1D
DRy NI =7 ZFELTEBLERHY £,

Cisco.com 7> & Firewall Management Center Virtual VIOVF 7> 7' L — ~ 7 7 A JL|
Cisco_Secure FW_Mgmt_Center_Virtual_VMware-VI-X.X.X-xxx.ovf, #Z v > m— KL E7,
XXX-X)X [F/3—V 3 & eV REBTT,

FIR

ATwF1  vSphere Web 7 A4 7 v hMzu /A LET,

AT w72  Firewall Management Center Virtual % BH 9% Hyperflex 7 7 A X Z3&R L, [F2 3> (ACTIONS) 1>
[OVFTF> 7L — FDOER (Deploy OVF Template) | DJEIZZ UV v 7 LET,

ZFVT3 TrANYAFATOVEFL 7 L— Y — 2054 EB L, [k~ (NEXT) 1427V v LET,
X @ Firewall Management Center Virtual VIOVF 7 > 7 L — F & #IRTE £ 97,
Cisco_Secure FW_Mgmt_Center_Mirtual_VMware-VI-X. X. X-xxx.ovf
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[k~ (NEXT) 1227V v 27 LET,

AN —Y ORI EAHET 4 A7 B EBIR L, [k~ (NEXT) %27 Vv 27 LET,

ZDOU 4 RUT, 5% D HyperFlex 7 7 ZA X T TICRESNTNDT —F A T MHERLET,

T~y ary74Xalb—vary 77 ALVBIOEET 4 A7 77 ANV, ZOT —H A NTIZRAT
INFET, T EFDOTRXTORBET 4 AT 77 ANERTFTE DRI ARAOT—H AT
IR TS IEE W,

[y 27 7m bt a (Thick Provisioned) | {87 4+ A 7B L LTERT L, T _RTHOAML—Y
NI HIZE Y Y THNET, [ 7 v Y3 (ThinProvisioned) | AT + 2 7 A & L TEIR
ToHE T—HMMEET 4 AZICEZAEND EXIC, BEIUSUTA R L —UNRNE DL THENET,

Fiz, voTueeVa=mr k0, T T IA T U AORBICET SR A B TE ET,
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a) /INRATJ—F
Firewall Management Center Virtual ‘FEE7 7 E A D/NAT — REZRE L T,

b)) FvbrT—=Y
SEEAi KA A 4 (FQDN) . DNS, ®*v hU—27 71 k2L (IPvd £72131Pv6) 72 ED xR~ b
U— 7 ERERELET,

¢) [k~ (NEXT) 1%27 VU2 LET,

FOREINTNERZHRB L THRIELET, TNOORTEEHEMA L CRBEAZRMGT 2121E, KT (FINISH) ]
7V w7 LET, BEEZMZDI2E, D (BACK) 127V v 7 L CHIOKHEHIZEY £9°,

U4 P — KA T35 &, vSphere Web Client (2 L » TR~ VML S N ET, [Z o — VL iER
(Global Information) ] fEIK® [HiTHiH L7=% 27 (Recent Tasks) ] XA > C [OVFER DR E
(Initialize OVF deployment) | A7 — X A& fEsl TX £7,

ZOFIERKETT DL, [OVET 7' L— FOJEH (Deploy OVF Template) |58 T A7 — & AMNKR I

i ‘g‘o

Firewall Management Center Virtual 4 > A%V ANBA R N NOIRE SN T — XL ¥ —D FIZHk
RENET, HLWV VM OREENTIE, BR300 010D ERHY £7,
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/A, Nutanix AFX > K727 T AZOREROLNYR— I ET,

eNA TRAZEVT I R—bFSNEHFA,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html
https://software.cisco.com/download/navigator.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
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Nutanix ~ Firewall Management Center Virtual D /&R |
. Firewall Management Center Virtual D& A

* Nutanix AHV |Z SR-IOV ¥ J ) DPDK-OVS ZHAR— K L TWEH A,

REER
* Nutanix Release Notes

* Nutanix Field Installation Guide

* Nutanix TDO/N— R =7 O R — k

Firewall Management Center Virtual M&E A

x BRY AR

Ty

7

1 ARSI 2 fEsd L £ AifESRfE (136 ~—7)

2 Firewall Management Center Virtual qcow?2 | Firewall Management Center Virtual QCOW2 7 7
7 7 A /L% Nutanix BEEIZ7 v 70— | £ L% Nutanix I[Z27 v 72— K (138 <—2)
FLET,

3 (AT vay) A~ ORI |HORDa Yy 7 4 Fal—vay 77410
WH SN WHBRET —Z 2@hH 0 | %l (139 ~—)

HOM T 7 A V&2 HEf L ET,

4 Firewall Management Center Virtual 2 | Nutanix ~¢> Management Center Virtual ¢ & ]
Nutanix B855I BB L £ 97,

5 ({E:&) Firewall Management Center | Firewall Management Center Virtual D& » F 7
Virtual D% v 7 712 Day 0 OFRE | 758 T (143 =)
T AN Lol aE, CL
e 74 LT, By RT v 7 EET
LET,

Firewall Management Center Virtual QCOW2 7 7 1 )L Z Nutanix [Z7 v 7
o— K
Firewall Management Center Virtual % Nutanix BR5%(Z B4 % (21%, Prism Web ==Y —/L' T
Firewall Management Center Virtual qcow2 7 4 A7 7 7 A Vinb A A=V EERTDIHLERH Y
e
18 H B HIIC

Cisco.com 7> & Firewall Management Center Virtual qcow2 7 4 A2 7 7 A V& X 7 — R L&
9 (https://software.cisco.com/download/navigator.html)
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https://portal.nutanix.com/page/documents/list?type=software&filterKey=software&filterVal=Foundation
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https://www.nutanix.com/products/hardware-platforms
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| Nutanix ~ @ Firewall Management Center Virtual 0 & B

FIE

£0A0av T ¥aL—var 77410k [

2T+ 71 Nutanix Prism Web =12V —vica 74 o LEd,

ATFY T2 HETA a0 %7V v 7 LT [RE (Settings) | <—T&BHE £,

ATV T3 O A L TA A=Y ORE (Image Configuration) 1% 7V > 27 LET,
AT 74 [UploadImage]l %7 U v 7 L7,

RTYTE A A=VEERLET,

1
2.
3.

A A=V DARIZ AT LET,

[A A=Y H A7 (ImageType) | KR v 7 H UL URRnD, [T 4 A7 (DISK) ] #84R L £,
[A hL— 27 ) (StorageContainer) | K2 7X U X Npb, BIIOa 7T 2ERLET,
Firewall Management Center Virtual qcow2 7 4 A7 7 7 A VO fEE L 7,

URLZHEELTWeb Y —R_R—nE 77 AV EAVR—F 52, V= RTF—2arnb7r7A
NET v 7a—RTHIEHETEET,

[fR7F (Save) |27 U w7 LET,

ATV T6 [ A—VORE (Image Configuration) | X—IZH LA A —UNRFRINDETHLET,

FOBDaAYT4F¥alL—L3ay I74ILD%ER

Firewall Management Center Virtual Z 253 2 HilZ, Day 0 Dk~ 7 A V&2 HEfHTE £, =
D7 7AW, R~ L DEARHTEN SN OWRET —F 2G0T FA M 77 (LT
b@‘o

RORaEBRELTITIZIVN,

« MAKFIZ Day 0 DML 7 7 A V& 5 & | 3 A7 1 & A T Firewall Management Center
Virtual 775 A 7 > AOYIEREE T X TIEITTE £,

o B AFFIZ Day 0 DA 7 7 A VAR L7anGaE, BEIRICY AT ADOMERTEZ 8T
THLERDHY 3, FEHIZOWTIX,  [Firewall Management Center Virtual D& > ~ 7 >
TowET (143 ~=Y) ] 2ZRL TS,

RERETDHZENTEET,
e TV R a—HY— T4t 2RKE (EULA) DOKGE,
« VAT LDKRA R,
EHET T FOH LWEBE AT — R,
T TITAT UANEHRy N = THETLZ 2T 5%y MU — 7 RiE,
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Nutanix ~® Firewall Management Center Virtual O &R |
. Nutanix ~® Firewall Management Center Virtual O & Bf

FIE

ATYT1 FEOTHFA T 4 X 2HH LT, SILWT X2 7 7 AV EERR L £,

AT T2 ROPNIIRT LD, THFARN T 7 A NVTHEROGFEMEATILET, 7FAMIISONEATHD Z LT
EELTLEZY, 7XFA M2 ab—7d 52, ALY —NLEZHFEHLTCT XA MEMRAETEE7,

1 :

#FMC

{
"EULA": "accept",
"Hostname": "FMC-Production",
"AdminPassword": "Adminl23",
"DNS1": "10.1.1.5",
"DNS2": "192.168.1.67",
"IPv4Mode": "manual",
"IPv4Addr": "10.12.129.45",
"IPv4Mask": "255.255.0.0",
"Ipv4Gw": "10.12.0.1",
"IPv6Mode": "disabled",
"IPv6Addr": "",
"IPv6Mask": "",
"IPveGw": "",

ATw T3 77 A% [dayO-configixt] & L CHRFELET,

ATV T4 A7 97 1 ~3 %KL T, BT % Firewall Management Center Virtual = & 12— DT 7 4 /L MMERK
Ty ANEERLET,

Nutanix ~® Firewall Management Center Virtual O FE 5

15D B HEIIC
J&BH7" % Firewall Management Center Virtual DA A — 73 [ A — D% 7E (Image Configuration) |
N=VIZFRENTWDL I E R LET,

FiE

AT+ 71 Nutanix Prism Web = > Y — e 74 > LET,
ATYT2 A A=a—NR—T, rbkaoy7¥o VA7) v 7 L, [VM] ZER L £7,
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| Nutanix ~ @ Firewall Management Center Virtual 0 & B

ATv73
ATv74

ATy TH

ATvT6

Nutanix ~ Firewall Management Center Virtual 0 & .

Hypervisor Summary

AHV

VERSION NUTANIX

202010512

01:30 PM 02:30 PM

Storage Summary Cluster-wide Controller 10 B/W

6.48TiB free (logical) of 6,72 T

a

VM Summary

19

WMIS)

o wom =

VM & v v 2 B— KT, [VMOER (Create VM) 1% 2 U v 7 LET,
KO FIEE FITLET,

1. Firewall Management Center Virtual f > A% > AD4F1# AT LET,
2. WEEZIG U T, Firewall Management Center Virtual 1 > A % AD#BEZ AT LET,

3. Firewall Management Center Virtual f > A X VA THEHTH LA LY — U ZRIR L ET,

A a—T 4 T OFFMEANTLET,
1. Firewall Management Center Virtual f > A % > A2 D Y4 CTHAE CPU O & A LET,
2. BB CPUICEIV B TCHOMERDHLaT OHEANLET,

3. Firewall Management Center Virtual f > A% > Z(ZED) 4THAEY D& (GB) #ALET,

Firewall Management Center Virtual f A X > AZT 4 A7 T4kt LE T,
1. [T 4 A2 (Disks) ] T, [BLWT 1+ 27 DB (AddNewDisk) 1 %27 U v 27 LET,
2. [#A47 (Type) | Ky X URRnG, [T 4 A7 (DISK) | Z&IRL E9,

3. [#fE (Operation) | K v 77X U R NG, [ A=V —EA0LEM (Clone from Image
Service) | Z®IN L £7°,
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Nutanix ~ Firewall Management Center Virtual D /&R |
. Nutanix ~® Firewall Management Center Virtual O & Bf

4, [RNAXAT (BusType) | K v 7’H U R R, [SCSI]. [PCI]. 720X [SATA] Z3&R L
j—o

5. [ A=Y (Image) | Fuy 7 XU VX Rnb, T4 A-VEBRLET,
6. DEM (Add) 1227V v7 LET,

ATFY Tl [Fy b U= TH7H (NIC) (Network Adapters (NIC)) ] C. [# LV NIC ®iEN (Add New NIC) ] %
7V w7 L, Xy hU—27ZBRLT, B (Add) 1227V v27 LET,

AT w78  Firewall Management Center Virtual D7 7 4 =7 4 R U —%FRELE7,

[VMAA N7 7 ¢ =7 4 (VM Host Affinity) ] T, [7 7 4 =7 4 O%iE (Set Affinity) %27 U > 7 L,
RANZEFIRL T, R1FE (Save) 1227 U v 7 LET,

J — RIZREENIA L84 T Firewall Management Center Virtual 2 E1TC& 5 X 91275121, 1o
PLEDARA M ERIR L ET,

ATVT9  FHO0HOWKT 7 A NVEHEREAOGEIE, ROFIEEZFATLET,
1. [HAHXLAZ Y Z K (Custom Script) ] 23R L E 5,

2. [Z7ANV%ET v 7 r—L (UploadAFile) 127 U w2 L, %0 BHOHET 71/ (day0-config.txt)
ERLET,

G
MOFT_XTODAZL A7 VT N AT arid, 2OV ) —=ATEYIR—-—FShTWEEA,

ATY 10 [f#1F (Save) 1227 VU >~ 7 LT, Firewall Management Center Virtual /BB L £9, VM7 —7 /L E 2 —(C
Firewall Management Center Virtual f > A % » ANFRRIIVET,

ATy TN Y 7TouR— b & {ERK LT, Management Center Virtual |28t L £9°, ZH %175 121X, SSHZIT L
T Nutanix 2> h2—7 VM (CVM) Zr 27 A > L, LLF® Acropolis CLI (aCLI) =t~> R&EFEITL
9, aCLI OFEAIZ DV Cix,  [aCLI Command Referencel] %2 L T &0,

Nutanix AHV N— 3 > 6.8 URiDa~ 2 K :

vm.serial_port_create <management-center-virtual-VM-name> type=k Server index=0
vm.update <management-center-virtual-vVM-name> disable_branding=true

vm.update <management-center-virtual-VM-name> extra_flags=" enable _hyperv_clock=False"
Nutanix AHV X—3 3 > 6.8.1 LD o< K.

vm.serial_port_create <management-center-virtual-VM-name> type=k Server index=0
vm.update <management-center-virtual-VM-name> disable_branding=true

vm.update <management-center-virtual-VM-name> disable_hyperv=True

RATYT12 VMT—7NEa—ZBE L, H7-IZ/EK L7z Firewall Management Center Virtual A > A % o A & 841 L
T, [EIEA> (PowerOn) |27V v27 LET,
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https://portal.nutanix.com/page/documents/details?targetId=Command-Ref-AOS-v6_7:Command-Ref-AOS-v6_7

| Nutanix ~ @ Firewall Management Center Virtual 0 & B
Firewall Management Center Virtual Dty c7 v 7DET .

AT w713 Firewall Management Center Virtual DEJRN A 272 o726, AT —X ZA%MERLET, [F—2 (Home) ]
>[VM] > &R L 72 Firewall Management Center Virtual DNEIZEEIL, v /4 > LET,

Firewall Management Center Virtual Dt 7y TDET

EDZHONThH, RETREAZETTOLENDHY £, 0T mbRcky, BHRy
NI =7 ETCT7IAT U APBRETEDL LTV ET, BOHDOar74Falb—ay
77 ANEFEHETICE AT 5A ., Firewall Management Center Virtual D& > 7w 71%2 A
Ty T OTakATT,

FIRr

AT F1 Firewall Management Center Virtual Z# fJ#i{. L7122, 7774 T A 2 ) — VTR VT M &#FATLE
T ZAUTKY, FEHXY MU= ECHBET LTS IA TV AERETEET,

ATvFT2 Ko, Ay hT—7 EOa o —% % LT, Firewall Management Center Virtual © Web A > % —
7:4%%7%519#5%_&)0) XET R AERTET LET,

ATw 73 CLI 2 LT, Firewall Management Center Virtual CO#IHY >~ 7 v 72T LET, A2 VT %
R LRy hU =7 BEOHRK (143 =) | 2R LTS,
ATy T8 FHEXy NI —7 EDar v a—X%iH LT, Firewall Management Center Virtual > Web A > % — 7 = A

AEBRTA-ODORETAERAEZZETLET, WebA v F—T = A AR LIZ0MEY hT7 v 7T 0DFE
17 (144 X—2) L TLIEE,

AP )TrEFERALERY FT—VBREDEMK

WO TFNETIX, Firewall Management Center Virtual CCLI ZfHEH Loy b7 v 7 &5 7T
5 IEICOWTEH L,

FIE

RATv 1 a2y —/Lhn5, Firewall Management Center Virtual 777 4 7> Alcn 74 v LEd, 2—HF—4L LT
admin z, /XAU— & LTAdmin123 2 L £97, Nutanix 2> Y — A& LT 256, 7741
kDA T — RiZ Admin123 T,

TurF IAREREINEL, KAT—FRE2Ut®y FLET,
ATw 72 admin 72 F T, ROAIZ VTP NEFEITLET,
1 -

sudo /usr/local/sf/bin/configure-network

Firewall Management Center Virtual (Zf]6D THefe 92 &, EENZOREZ KO DH A v —VUNRFRINET,
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Nutanix ~ Firewall Management Center Virtual D /&R |
B web > s—Srasxz@ERLESEY M7y TORG

AFYT3 A7 VT OTFa L7 MIE->TLTEE N,
IPv4 B EAFRE (FITESE) LETWIC, IPV6ICBY 3, Xy NV — 7 REXFHTIHEET S
AT, IPV4A E7213IPV6 7 KL AR AT ALERH Y 97,

ATy T4 BREBEMNIELWT & 2R LET,

ATV TFIAT ANl T 7 NLET,

RDBERY

cHHARXY NU—2 EDa B a—F % LT, Firewall Management Center Virtual > Web
AVE—=T oA ALBRTDTCOORET v ALFE T LET,

Web f V23— A REZFALE=NEEY 7y TDEST

WOFINETIL, Firewall Management Center Virtual TWeb A > % —7 = A A% L CHIHt& v
N7y FETETT D HECONTHHALET,

FIE

AT w71 7 Z 7 T Firewall Management Center Virtual DEFLA L X —T = A ADT 7 /L N IPT KL ARIZT 7 &
ALET,

1 :

https://192.168.45.45

AT w 72 Firewall Management Center Virtual 7 77 A 7 > AlZu /A v LEd, 2—F—4 L L Tadmin 2, /XA
U—FR&LTAIMINIZB ZEH L ET, Yer 7 BaERInicb, "ATV—FRE Uty FLET,

BEN—UNEREINET, BEHEONRNATU—REERE L, 2y NI REDIRTE F7217o TN
AlXh b0 229%3{T L. EULACRETOILENRDH Y £1,

ATy T3 T Lo, @A (Apply) 1272V v 7 L¥7, Firewall Management Center Virtual 2338 RN IZHE > Ta%
EENFET, PHN—VRERENZS, FHE 2 — /L& RO admin 2—H —L LT Web A v ¥ —7 = A
2lza 74 LTnET,

Firewall Management Center Virtual 283 IRNFICIE > T E SN E T, FRIN—U DR RSN L, BHE
7 — /L&D admin 2—HF—¢E LT Web A X —T A R T4 LTHET,

RDBRY

» Firewall Management Center Virtual O #J#i+¥ »~ b7 v 7220 TEEL < 1%, [Firewall
Management Center Virtual #JHEZE (163 X—) | 2R L T 7EE 0,
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| Nutanix ~ @ Firewall Management Center Virtual 0 & B
Web (>4 —T x4 REFALEDHEy F7v T0EF |

« Firewall Management Center Virtual D7 71 A A > MIMBEIRIRD AT 7 OBEIZDOWNT
I%X. [Cisco Secure Firewall Management Center Virtual A % — 7 v 7774 R] ODOFEE S
LT EE 0,
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Nutanix ~® Firewall Management Center Virtual O &R |
B webros—oxasxegRLEDEEY L7y TOET
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s 11 =

Alibaba 7 5 ™ F~® Cisco Secure Firewall
Management Center Virtual 0 & B4

- (147 =)

c EERHE L HRI R (148 N—2)

s ARSI (149 _—2)

« Firewall Management Center Virtual ®3 A (149 ~<—3)

S

Management Center Virtual D7 v 74 L— K (6.6.0 L&) (2% 28 GB () RAM 1L E

7w T L— REEOH LW A E U ZWikEHE )’ Firewall Management Center Virtual "7 » K 7 4 —
DMIBASNE LT, BT 7T 47 2 AIZEID T2 RAM 28 28 GB Kiiti OY5Er, Firewall
Management Center Virtual D /N—37 = 2 6.6.0 LIfE~DT v 77 L — RIZKRIRL £,
YR—=MHROT T b7+ —LIZBNT, ZOATUBEOMBRLVENATY OA AL
VALY R—=FTEEREA,

)

()  Alibaba Cloud | Management Center Virtual /%, Cisco Secure Firewall /X—3 = > 7.2 LIFED Y
J—ATHR—FINTVET,

Alibaba Cloud 2’4/ K— b § %54 VRB VREB AT
Alibaba Cloud | ® Management Center Virtual TiX, IRORIZFLH SN TNWDHA LV AZ U AH A

TERMEHTEET,
RE vCPU D% »E!') (GB) YR—rENEHA Y
B—TJ M ADEKRH
ecs.ré.xlarge 4 32 4
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Alibaba 7 5 9 K~ ® Cisco Secure Firewall Management Center Virtual @ FERA |

B sssacsnss

RE VvCPU D% *EY (GB) YR—bEhDH1Y
2—T 24 ADHZKRHE
ecs.r8i.xlarge 4 32 4
ecs.g81.2xlarge 8 32 4
ecs.r9i.xlarge 4 32 4
ecs.g9i.2xlarge 8 32 4

N

() Management Center Virtual TliX, f V AX L A&EHR— 5720107l b 100D v H—

7= A A (ENI) NHETT,

v bI—UEH

o LARH) 72 Management Center Virtual %78 — FHIZ, FAK 1 DD vSwitch (M7 ) & §f

SVPC % 1 >EK L ET,

o f U ARE U ADRERLYE LR U Y — T vSwitch A ARVESIIER T AMERH Y F5,

EEEH

A VAR AR, T LEE A TOREDTEMIOVNTIL, AlibabaCloud ZHH L T &V,

FIEFEEHRNSEIA

HR— b Sh HHEE
« QCOW2 A A=V /Ry lr—
o AR 72 B O R
« Day-0 H 5%
« ABAF—F 1T SRA U — R&EH L7 SSH,
» Alibaba Cloud UT 15 I/ L &
s R—FINDHA AL AZ AT ecs.rb.xlarge,

*BYOL 7 A4 B ADPHR— |k

HiR— b S HERE
 FDM
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https://www.alibabacloud.com/help/doc-detail/25378.htm?spm=a2c63.p38356.b99.64.1a4870810dfhxG

| Alibaba 2 5 9 K~ ® Cisco Secure Firewall Management Center Virtual @ FERA

« R AT
cHEAT—Y T
« IPv6

* SR-IOV

HREIE

e AlibabaCloud TiX, "7 VAT LV FE—R, A T4 0F—F, BLORRvy v T7E—
RiZ¥ R —FrEnTWEREA,

* East-West b7 7 ¢ > 7 1%, Alibaba Cloud TIZHHR— I TWWEH A,

e VxR 7 L— AL, AlibabaCloud DV DDA Vv AZ LV AZ A FIZRESNTNST=
O, FHR—FINTWERA, ZEHIZOWTIE, Alibaba Cloud 25 R L TL 72X,

HIiR S

+ Alibaba Cloud ® 7 % 7 > bk, https://www.alibaba.com/ T 1 DfEkTZ £9,

* Management Center Virtual D 2> Y —/WIZT 7B A F5121L, SSHZ 47> b (il :
Windows D355 13 PuTTY, Macintosh DE13 4 — I F/1) BT,

» Cisco.com 7> 5 Management Center Virtual ® QCOW2 7 7 A L& F 7 a— K LET,

* https://software.cisco.com/download/navigator.html

A\

GE)  Ciscocom D7 A L BIORVRa —E ZAZHINNLETT,

* Cisco A~¥— N7 #7 I, Cisco Software Central T/E T F9, https://software.cisco.com/

* Firewall Management Center "5t ¥ 2 U7 4 —EADT X TOIA B ZAEMERE L
i.ﬁ‘o

« TA BV ADEBFIEOFEMIZ OV TIL,  [Cisco Secure Firewall Management Center Admin
Guidel @ TLicenses] ZZM L T 7ZE 0N,

Firewall Management Center Virtual D& A

JEBH 9% Management Center Virtual DA A — UM [f A —T D% E (Image Configuration) ]~X—
VICERENTWD Z L afEB LE T,
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Alibaba 7 5 9 K~ ® Cisco Secure Firewall Management Center Virtual @ FERA |

. Firewall Management Center Virtual D& A

FIE

R T w71 https://www.alibabacloud.com/ |22 7' > L, Hulkz 3N L E7,

GE)

Alibaba Cloud XAV MZ 3 EE S N2 EEOHURIZ yEI SN TVWET, M, v ar v ool EBIcE RS
NET, bAHBROY vV —2i%, BIOHBICIZERENTEA, BROHIBENIZFEEL TWAEZ AT
HEICHER L CTL 72 &,

RATvT2 WAL LRBIES A—DEERLET,
Alibaba Cloud I QCOW2 A A —Y DA% KR — K L TWET,
a) Object Storage Service (0SS) (ZBEIL T, QCOW2 A A —T & &Te My MEER L, U TE2FTLE

—é—O

Ny 4L, AlibabaCloud 72 Y= FNTZ B — 3L —B THLHIVERH Y £77,

1
2.

7.
8.

0— VT 4 L7 kUG Alibaba Cloud /37 > MMZ QCOW2 A A—T %7 v 7a— R LET,

ERoOFesr— a4 FUT, 237y b (Buckets) ]>[Management Center Virtual/\/7 v
k (management center virtualbucket) 1>[7w 78— FK (Upload) |DJEIZZ U v 7 LET,

Ty 7a— RPNIEFWIZET Lizb, [F7A4X— (Private) | % ACL & LTEIRL, A7 =7
OB HINTWNWD 0SS A7 V=2 h T L A&z abe—LET,

NTFy EINBHAZ LA A—=TDOSS ATV =7 T RLAZBEO T ET,

[Linux] 2 OS & L CTHEIR L, [ZDOftidDLinux (Others Linux) % /NU 7> h & A7 & L TEIRL
ij‘o

VAT AT =X T VT I [x86 64| BV AT AT —XT 7 F ¥ L L TRIRLET,
A A=V [QCOW2] Z IR L 77,
[BYOL] 274 A XA 7L LTEIRLET,

b) FIDAT v TOMWRIILA A=V DA AX L ZAEER L £9,

1

EloFesr—var g0 RUT, [4 A=Y (Images) |>[ARA LA A—2 (Customimage) |>
(723> (Actions) | >[4 VA2 ADER (Createlnstance) |DNEIZZ U > 7 LET,

ATYT3 DAZLREILA A—DNEA VDRI VREERLET,
a) ElagicavEa—7F 4 >4 H—ERX (Elastic Compute Service) | >[4 VX2 V> ADERL (Create
Instance) [IZBEIL T, LLFZ@&IRL 7,

1
2.
3.

[#4: 57 (Billing Method) ] : #E&Hl#R4 (Pay-As-You-Go)
(M (Region) ] : B{FIZHES TEIN,

[f v AH A% AT (Instance Type) ] : ecs.r6.xlarge
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https://cloud.google.com/storage/docs/naming

| Alibaba 2 5 9 K~ ® Cisco Secure Firewall Management Center Virtual @ FERA

4,
5.
6.

Firewall Management Center Virtual D& A .

[#& (Quantity) ]: MEIZS U CTRE,
[ A—% (Image) |: MIOETER LN ZH A A A—,

[ AT LT 4 A7 (System Disk) ] : f/IMED 250GB (£72147 7 4 /v ME) .

b) S HITKHATT DR, UTFEFEITLET,

1
2.
3.

[VPC] : Management Center Virtual 233 A X415 VPC,
[Vswitch] : 77 A~V AL Z—T 2 A ZADHT X |k,

[/X7 U » Z1IPvdT KL ADE| Y 24T (Assign Public IPv4 Address) ] : SSH 2/ L CHfc 9~ 5 M3
BHY FT GRININ TV 72WEEE . Management Center Virtual (21, UI 2>% Alibaba Cloud @ =
VI NHREN L TCORT 7B ATEET) |

[E¥= VT 4 ZN—7 (Security Group) |:i@l72tx=V 7 4 VNV —TZRINL 7,

[f % —7xARA (Interfaces) |: 77 A~V A X —T A AL, FIE2THERINLZH 7Ry b
1ZJ& L CWWE 9, Management Center Virtual {ZIZ 1 DDA ¥ —7 = A ADHMETT,

) kDt r7va AIBEILT, UFEFEITLET,

1

[F—T (Key-Pair) ]: F—_—2007 A DS, £ETOATWRWEAITF— X7 &4
RLET, NATV—FEFEHLTA LV AF L RIT 78 ATHZELTEET,

GE)
WAFDF =T ZRIRNT 570, HLOF—_T Z/ET& 3, F—-7 1L, Alibaba Cloud 73 &
FT 0% —&, 2—F—PRETIHEX—T7 7 AV THRSNLET, ZhbZz—EICERT
Dl AVAB VAT REITERTEE T, F—XT 1A Y AY L ASOEERUC LB AN D 5
72, BTBEROBGHTICRFE L TS,

[f v A% A% (Instance-name) | : WHI7/2A A X L ADLHI,
[Day-0 (—H—7F—%) (Day-0 (User Data)) ]: ZE:IZHE-> T Day-0 #k = 45E L £ 7 (Base6s
TOxZra— NEERLZNTLLEZIWD)
Management Center %{# i L T Management Center Virtual Z &3 %= D4 > 7 )L Day-0 ##
B :
#EFMC

{

"AdminPassword": "<enter your password>",

"Hostname": "<Hostname-vEMC>"

}

GE)

Day-0 il T2 —F =N AT — RERE LRWES, 7 7 4/ hDO/XZATU— RiX, AlibabaCloud = &/
V—)LETITCLIICE TR ENS FMCy DAV AZ A ID IR0 £,

d) FIAHAICRIE L TA v AZ U AZER L ET,
ATy 74 [HEFR L TS5 (Review and Launch) |27 U v 27 LET,
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Alibaba 7 5 9 K~ ® Cisco Secure Firewall Management Center Virtual @ FERA |
. Firewall Management Center Virtual D& A

ATwv 75 [#H) (Launch) %7V v/ LET,

RATYT6 BHFEOF— T BRI 50, HLOF— T Z2ERLET,
AT9 T [ A% ADfE) (Launch Instances) [ %27 UV v 27 LET,

AT T8 [EEIOFR (ViewLaunch) | %27 Vw7 L, a7 MIEWET,

ATYFT9 [4 VAR R (Ingtance) | > [5# (More) |>[ERE STV a—T 4245 (Operationsand
Troubleshooting) 1> [/ Y RA VAL AT LAY DEIF (Get Instance System Logs) 1B & L £,
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S

5 12 =

Hyper-V T Firewall Management Center
Virtual O B R

Microsoft Hyper-V (%, [/ A 73— 3o | L IETHL D Microsoft D/ ~— R = 7ML T Z »
N7 4 —ATd, Hyper-V 2T 5 &, FEEILE U — R—%2 4 L TEEO B~
VIERTTHIET, N R =T 2L VEROIERTE £,

B~ iE, EAN— R =27 ETIODOFRL—T 4 VTV AT ADOREFATTDHED G
FHMERFE L, 2 A RZHPRTEHDT, LVIERMIN— R =T ZHTEET,

ZOFEF, WO THMRINTHET,

- WEEE (153 <—2)

* Hyper-V "C® Management Center Virtual ® kA" 2] (154 ~—2)

* Management Center Virtual T 73— k Z41% Windows Server (154 ~X—3)

* Hyper-V T Management Center Virtual DA K7 A > L HIRHFIE (155 =—)
* Hyper-V C® Management Center Virtual DEBIH 7 4 2 2 (155 =)

* Hyper-V "C® Management Center Virtual O JEFIZ LG sRM (155 X—)
» Management Center Virtual DJERH (156 ~=X—)

s RBHOMERE (159 ~—2)

DT =~ T ~DOT A (159 =—)

« Management Center Virtual D> % v hZ72 (160 ~<—3)

« Management Center Virtual D FFLHE] (160 ~=2—3)

« Management Center Virtual DR (160 ~<—7)

s N TTNTa—=T 47 (161 =)

Management Center Virtual [Z, Cisco.com TAFA[AEZR VHD A A — I % ffi H L T Hyper-V IZ )&
PASIET, A ¥ —T = A ADOEKEARZ VM HIHERE (22 Y —A 7T 72X 51/
EEY, IPvd, IPv6 O R—F) BV HR— h S TOWET, PIHREIE, Day-0 kA7 U7
ZEA LT E T, maAEEIYR— S TWhEEA,
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Hyper-V T ® Firewall Management Center Virtual 0 & BH |
. Hyper-V T® Management Center Virtual ® k7R 0 4|

Hyper-V T Management Center Virtual @ ~ 780 1l

Z O bR\ PHICIE, Management Center Virtual SN D 77 A4 X— ~ 7 T 07 REFIIRT Y v
7 77 v RIZJEBH & U7z Threat Defense Virtual O AR — M 25k S FE 9, Threat Defense
Virtual |34 > Z—F v b ERERY—AN—OWGITHER SN TWET, A o F—F v M,
East-West N7 7 ¢ v 7 7 — bR VHNOBIOH— =25 L TEET,

Management Center

on Hyper-V

x’,./'_': N
1 ¢ "0 |

\\ A I”

Mgmt 0/0
Gig 0/0 Gig 0/1
. >
Inside Subnet Outside Subnet
Internal Server
Threat Defense Virtual (Can be another server for

on external East-West topology)

private/public cloud

Management Center Virtual TH7R— k &1 5 Windows
Server

Management Center Virtual 25 /X, Windows Server 2019 35 & U* Windows Server 2025 Standard Edition
THAHR— h I TVWET, Management Center Virtual Dig/NY Y — A EHZRO E B Y T,

* CPU : vCPU x 4
*«RAM : 28 GB (32 GB Z#43%)
e F 4 AT AL — 250 GB

A HE—T A ADFIE 1 1
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Hyper-V T @ Management Center Virtual D 5« K54 > L HIREIE .

Hyper-V T Management Center Virtual D 14 K54 > &
il fRZE I8

* Hyper-V (ZJ&Bf S 4172 Management Center Virtual Z {5/ L C, o7V v 750 K&
72X 7 74— b7 T 7 RICER I TU S Threat Defense Virtual 7 7 A X 2 CT& F
I, 72720, X7V v Y 7Ty RIZER S L7z Threat Defense Virtual 7 7 A X #E T 5

|Z1%. Management Center Virtual (27 T 2 % % FE)y CRET DM ENH Y £, [Add the
Cluster to the Management Center (Manual Deployment)] ZZM L T 7Z& W),

== IR P SNTOER A,

Hyper-V T ® Management Center Virtual DEEHBE S 1 >
A

WKDFTA VL AZA TN R—FENTWET,
*« BYOL

e Av—hT7 AR
EEDT AL AFH (SLR)
o L= N—H LKA T A o ARGk (PLR)

« Wl T A R

Hyper-V T ® Management Center Virtual ) RS2 E 7 HI
REH
* Hyper-V 2 —/L & Hyper-V ¥ % — ¥ 31 A b —/L Z}17- Microsoft Windows Server,
['Get Started with Hyper-V on Windows Serverl] Z#Z& M L T 72X\,

+ Cisco.com 7> 5 Management Center Virtual ®JEffE VHD 4 A —T % X7 u— R LET,
*BYOL 7 A A

cHTLUVMEARZ A v F (vSwitch) &R~ v (VM)
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/device-ops-cluster-ftdv-public.html#Cisco_Task.dita_28044e38-54cb-4515-ae1a-572da5de200b
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/device-ops-cluster-ftdv-public.html#Cisco_Task.dita_28044e38-54cb-4515-ae1a-572da5de200b
https://learn.microsoft.com/en-us/windows-server/virtualization/hyper-v/get-started/get-started-with-hyper-v-on-windows

Hyper-V T ® Firewall Management Center Virtual 0 & BH |
. Management Center Virtual 0 &

Management Center Virtual O B Ff

Hyper-V (Z Management Center Virtual % BB 3 51213, IROFIRZFEITLET,

Management Center Virtual D VHD £ A —2 %A O—FK

vRAa Fyra—RK YT Ny o7 ~X— )5 Management Center Virtual JEff VAD A A — 2%
7‘73/13_ F‘Lij—o

1 [#5 (Products) 1>[EF = VU7« (Security) [>[7 7 A7 UA+—/L (Firewalls) [>[7 7
AT 7+ —/VEH (Firewall Management) ]>[Cisco Secure Firewall Management Center Virtual]
DN E) L ET,

2. [Firepower Management Center/ 7 k7 =7 (Firepower Management Center Software) ] % 7
Uy L, R VAD A A—VEF v ra— RLET, #:
Cisco_Secure FW_Mgmt Center Virtual Azure-7.4.0- xxxx.vhd.tar.

FOHNDOAVI4FxXa2aL—3ay 7714 ILDEE

Management Center Virtual Z &) 2F1Z, O HHDOa L 74 Fab—ar 7y A V&
HTHRERDYET, ZO7 7 A0k, VMOBEARICEA SN DYBRET — ¥ 2507
FANT7ANTT, ZOPMFEEIZ, ldayO-config] EWHITFANT AL LTr—D
N~ AT S AL, & BT day0.iso 7 TANNEEBINET, D dayl.iso 7 7 A LD K
WIOEBFFHZ~ T > SN THARONET,

N\

GE)  day0.iso 7 7 A /ML, WO T — MRRICHEHTE 20BN H D £7,

BOHDAY 74 Xal—aly 77 AVTRONT A—ZERELET,
ey R a—H¥— F 1 2A8HE (EULA) DK,
« VAT LADKRA MM,
EHET AT RO LWVEBE ST — R,
T T ITAT VANERRy NU—J THlETHZLEFATHXRY NI —TFRIE,

N

GE)  ROPFITIE Linux 2MFEHA Z L TWETA, Windows DA FEREO—T 40 VT 4 B3H Y F
7,
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ATy T

ATy T2

wEz1 v Foues [

FIE

ldayO-config) & V)9 7 F A K7 7 A /LI Management Center Virtual ® CLIFR EZ AL E T, *v RV —
7 @ E & Management Center Virtual OFHRIZBAT HfFH A BM L £,

{

"EULA": "accept",

"Hostname": "virtual731265",
"AdminPassword": "r2MS$9~UKGO##",
"DNS1": "208.67.222.222",
"DNS2": "208.67.222.222",
"IPv4Mode": "Manual",
"IPv4Addr": "10.10.0.92",
"IPv4Mask": "255.255.255.224",
"IPv4Gw": "10.10.0.65",
"IPv6Mode": "Manual",
"IPv6Addr": "2001:420:5440:2010:600:0:45:45",
"IPv6Mask": "112",

"IPv6Gw": "2001:420:5440:2010:600:0:45:1"
}

TXANTZ7ANEISO 7 7 A WA L TRFECD-ROM Z AR L £,

/usr/bin/genisoimage -r -o day0.iso dayO-config

ER S

/ usr/bin/mkisofs -r -o day0O.iso dayO-config

RERA v FOIHRIER

ATy I

ATy T2

ATvT3
ATvT4
ATvTH
ATvT6

AHA A~ F (vSwitch) ZHTHIERKRT 51213, ROFIRZETLET,

FIE

Hyper-V~3— ¥ D[7 7 2 (Action) | ¥ 7T, [IRIBEAA vF~<vFx—% (Virtual SwitchManager) ]
27 )y LET,

AR A A » F (Virtual Switches) 1> [ LVMRAER >~ T —2 2 A »F (New virtual network switch) | % 7
Uy Z7 LET,

AR A A F DYERY (Create virtual switch) 17 4 > K7 T, [#M4 (External) ] Z3R L £,

AR A A F ZVERkT D (Create Virtual Switch) %227 U v 7 LE9,

AEA A > F D7 1,37 4 (Virtual Switch Properties) |7 4 > K7 C, (HIEAA v FOL4FETEZATILET,
AN E 71T NS vSwitch 2 /ERL L E T,

SN vSwitch ZAERK T 2 121%, [PMHEAR v b7 —72 (Externalnetwork) ]Z#iER L, Rry ¥y U R
N D IR BT X H IR L E T,
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Hyper-V T ® Firewall Management Center Virtual 0 f& B |
B se<oomnemn

« N vSwitch 2 BT 5 121X, [N#* v b U —72 (Internalnetwork) ] 721X [ 7 A4 X—h v hU—
2 (Private network) ] Z3#&IR L ¥,

AT w71 [VLANID] T, [BHAXL—F 4 7V AT LAORAELANIDZ A %4HZ T %  (Enable virtual LAN identification
for management operating system) | DR{ICHLF = v /Ry 7 A& A I LE T,

ATy 78 [OK] &7V v7 LET,

RET L DFHBRERK

WOFINEIZHE> T, VM ZFHER L E 9,
FIg

AT w1 Hyper-V~F—Vx¥ T, [77 2> (Action) |>[HH (New) ]>[{f8~ > (Virtual Machine) | % 7
UwZ LET,

AT 72 FiHAE~ 7 4% — K (New Virtual Machine Wizard) %4 7 1 7R > 7 ATk~ (Next) &7 U v
7 LET,

ATY T3 VM OL4RTIZATIL, Next] 227 Vv 27 LET,

ATv 74 [ (Generation1) ] ZER L, [k~ (Next) |27 U7 LET,

ATYT5 VMIZHEID Y THUENRH HEE)AE VU F721X RAM O &% MB AL CTHE L3 (28672 MB L I,
32768 MB % #fE4E)

ATYT6 Fry7Zy YR MpbLETR vSwitch DT 1EAEIR L £ 47,

AT TT [BEFEONREN— T 4 A7 #7925 (Use an existing virtual hard disk) ] Z3ER L. [ (Browse) ] %
7 U w7 LT, #vru— K L7 Management Center Virtual ® VHD A A — U &8RN L E T,

ATY T8 [T (Finish) 1%27 U v 7 LT, VM Z/ER L £7°,
ATV T B~ U EER LT2%iE, B~ v OB T et v (vVCPU) OEEELT Z ENEETT, 774
NV MEZ LICRESNTHWET,
a) Hyper-VIR—o ¥ T fERLTeBB~ 2457 Y v 7 UTIERE (Settings) 1227V v/ LET,
AR~ > D [BRTE (Settings) | 7«4 v RUBRRINET,
b) ZEMDORA T, [IN—FD 7 (Hardware) |O FiZdh b [FTAEYH (Processor) |27 U v L%
—é‘O
(TRt v (Processor) | ¥ AT a7 Ry 7 APRHBRMONAL ANZFREINET,
o) [RE7OotyHH : (Number of virtual processors:)) | 7 4 —/LV KT, fi%x 4 &% ELET,
GE)
7287 f—< U ARG HITIE, vCPU (BT at v ¥) OfEx 8ICRET HZ L AR L 7,
A~ zid, 27 &b 45D VvCPU (AR T vt vH) BDUETH D Z LICERE LTI EEN,
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ez ||

/N Y — ABEEOFEIZ OV CIE, Management Center Virtual CH 78— k &41% Windows Server (154
=) ZZRLTIIESN,

d) [OK]Z7 Vv 7 LET,

RE DR

YT va Y —/L T showversion =< K% 54T L, Management Center Virtual 7% Hyper-V
ICEHENTWD Z LR LET,

rn-Production login: admin
Password:

opyright 2004-202Z, Cisco andsor its affiliates. All rights reserved.
isco is a registered trademark of Cisco Systems, Inc.
111 other trademarks are property of their respective ouwners.

isco Firepower Extensible Operating System (FX-0S) v82.14.0 (build 205)
isco Secure Firewall Management Center for Hyper-V v7.4.0 (build 1493)

> show version
[ rm-Production 1]
ode |l : Secure Firewall Management Center for Hyper-VU (66
rsion 7.4.0 (Build 1493)
if 775634-7f 7d-11ed-bB8f 5-0c0e70cH60f 3

s update version 1 2022-01-06-001-vurt

version : Isp-rel-20221214-1542
JDB version : 361

RPDT—rOATADT IR

BOIDOT— ha 72T 7 AF 5201, Hyper-V <=3 — v TIERL L72 VM % 4 12§ 5 il
2, WOFIRZFATLET,

FIE

RATY 1 Hyper-VvF—V ¥ THLIAER LI VM Z&IRL, Vo v RUOHE[NZH D [T 7 2> (Actions) |&
72 a T RE (Settings) 1227V w27 LET,

ATY T2 [~ FKU=7 (Hardware) |2 2 > CT[COMI1] %~ V » 7 L. [NamedPipe (ZHiff& /31 7) | &EIR
LET,

AT T3 A TOLRTEASILET, 72&20E virtualldD X S22 0 3, LRiffE S 7O %22 LET,

ATy 74 [ Apply)| 227 Vv 27 L, [OK]Z27 U v 7 LET,
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Hyper-V T ® Firewall Management Center Virtual 0 & BH |
. Management Center Virtual D> v v k& >

ATV TS fERLIZVMEZ U v 7 L, U a v RUOHBNZSH S [T 7 >3 (Actions) |V 4 > K7 T[4 (Start) ]
7 Vw7 LET, VMO [IREE (State) ]723 [#2H) (Starting) ]12>5 [FEITH (Running) ] IZED Y £9°,

RAT9T6 22T, fFRLICARIE L T2 PUTTY R EDT VTNV T T4 T 2 MO T 20 ERH Y £7,

ATy TT B—HARAMIBEL, [PUTTY] V 4 RUZFRRLET,

ATw T8 [V T /EE (Serialline) 1 7 4 —/L FiZ, LIFEAET L TRBWELARIN & TORZE AT LET,
%1 - \\\pipe\irtual 1

AT9 79 [B< (Open) 1227V w27 LET, [PUTTY] V4 > RUTHRYD T — e Z 2R TEH L IRV EL
77

Management Center Virtual D> vy 2>

Hyper-V ¥R —Y % T, v v MU TLHVMEL27 Y vy 7 L, [A7127 % (Tum Off) ]
27V v 7 LET,

Management Center Virtual O B2 &}

Management Center Virtual CLI @ expert ‘€— K Csudoreboot =~ > RZFEITL, /'L —A7 )L
V7 —bhafmLET,

Cisco Firepower Extensible Operating System (FX-0S) v82.14.0
(build 205)

Cisco Secure Firewall Management Center for Hyper-V v7.4.0
(build 1493)

> expert

admin@hyperv-automation:~$ sudo reboot

F721E, Hyper-V X2 —U Y IZBEIL, vy MY UTHVMELAZ U w7 LT, [A7I1CT
% (TumOff) 1227 V27352 LB TEET,

Management Center Virtual O Al B
VM B3y v M ERES, VMEA27 U v 27 LTCIHIER (Delete) 1227V w27 LET,
Y

GE)  VMZHIBRLTH, VMIZEHR SN TWDT 4 A7 FHIBRENE A, T 4 A7 IZFBICTHIRR
THVENRHY F7,
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r3ILva—7425 |

kS DILoa—TFT a2
M . VM 2 EFITE T, A 2YUH L CEERHATL

U ZORBIE. VM E2WHUET D DI 07T 4 A7 KEN RV EICRAELE
ﬁqo

EEER : VHD 7 7 A VDB E SN TWDET 4 AT DEEZHERLET,
I VM A7 nbeva=mr ERTEETEETA, M7 7 ANV ERITEFATL

7=,
SF VA ZOREZ. MOVMBHLWVM EFR LA A —V % L TS8R A
]\/ij—o

RS . W VM 28I L E9,
[ : VM OEINCERR L E LTz, VAT LAAFYNRAZLTWET

VU ZOMEIZ. RESNTZAT) ZVMIZZ Y 3 =0 7T 5D12+4 72 RAM
MHERAN TRV —=F 4 T VAT A THEATERWEARICEALET,

FEESR « MR RAM AR A N XL —F 4 F VAT A THEHAABETH D Z & 2R
LET,

- [f]& : Management Center Virtual |Z SSH #f5¢ T X 721 0>, SMHAR A k75 Management
Center Virtual ® Ul # 2 — R TXZ £t A,

[FEESR : Windows 7 7 A 7 U4 — DA N REBLOT U b7 RL—)L T, R—
k22 (SSH) . 443 (HTTPS) . 80 (HTTP) %##¥Frl L FE 3,

[ T AR U H =Ty MZT 7 EATEERA,

[ERESR 7 /A AW vSwitch 2 L TV 55515, VLAN DF — 7 = A BIEL <
RESNTNDZ &R LET,
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B rsonva—s500y
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Firewall Management Center Virtual #) £z%

Z OE T, Firewall Management Center Virtual 7 7°7 A 7 2 A DEAZIZETTHLERH D
Ty VT vy ST a RCOWTHALE T,
«CLI (\N"—va 65 L) A L7zt Yy 7 v (163 <—2)
*Web A X —TxA A& LT T > N7+ —LDOHHRE (RX—T 3 6.5 L)
(166 ~<—2)
« N3 6.5 DO ABIIRGE OfEE (171 ~—27)

CLI IN—2 3 65LUR) ZEALEOHAEY 7Y T

Firewall Management Center Virtual Z J&BH L 7%, Wl > N7 v 7ODIIT o747 A2
YI=NEIT I EATEET, Web A ¥ —7 =A Z&fMMT R0V, CLIZHA L TH)
HREEFETTEET, PIHIERY « F—FE2RE TS, BETELIEHER Y NU—27 TlifE
FTHEITHLWT T IAT U RAERETDHRHERDHY ET, V4 F—FTE, = Fa—
Y= v 28K (BULA) I[CZRIEL, BHENAY — N2 LR H0ERH Y £,

48 SRS

« Firewall Management Center Virtual 23 Bk v b U — 2 EClET 5 72 DI LB IR DI H
NhHDHZEEHERLTIEIN,

cIPV4AEFIP 7 L X

A HZ—T x4 A X, DHCPIZK > TEHID Y THENZIPVE T RLRAESZITAND X
INZHRREINTWET, DHCP 2 MACT RLRIZEID Y TAHLHIICERESINT
WA IP T FLRAZMHERT DIE, VAT AEHE WS bE T &V, DHCP
PHEHTERNF U ATIE, A F—T A AL IPvA 7 RL A 192.168.45.45 Z A
);H L/ \i ‘g_O

e Xy NI =~ AT F T4 R~ =4 (DHCP Z{EA LAWES) |
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B ocu c—vavesum sERALEOSEY FT YT

FIE

27w A1 admin 7 H 72 hO2—HF—4 |2 admin &, /XA T — RIZ Admin123 2 L. => Y —/L T Firewall
Management Center Virtual (Z 2 271 > LE T, /NATU— FTiE, KLFL/PLFBENENDLZ EICHERL
TLTEEEW,

ATw T2 a7 NRERENTZD, Enter ZH LTy K2 —H—F 4 28 (EULA) #F£KrLET,

ATv 73 EULA 2R LET, Yo7 MREREINZD, yes, YES # AJ)9 57, Enter 24 L T EULA I[Z[FAE

LET,

BE

EULA IZ[RBEETICHITT H Z EIX T EH A, yes, YES, F72id Enter A TIRETHE, v/ 7wk
SNET,

ATV T8 VAT LADEX 2 VT 4T TAN—2RET D202, (b Ta A 45L& %, admin D/3A
U—REEBFTILENDHY £9, HTLVWSAT—=FROANEZRDDLZ T a7 IRRREINTEDL, FRE
NTHIRIZHE > TH LW R T — REZ AN L, HEROTa L 7 IRERINTEZOHFEIURRAT — REFE A
HLET,

(6=3))

Tl NRAT—=RERRAT=RI T X 7T 47 at ) EREL T, HEOFEFICH>TNDEELD
HEETZIT Tl <, —RIVZRR AT — Ry & 0 7 BIRF TR ISR T E 5 Z OO LFINZ DN T HF = v
7 LET, bz, Tabedefg) <° IpasswOrd] 72 ED/RAT — RIFFIHREAZ UV 7 Mo k> THEES
NAGERHD £7,

GE)
WIIERE 7T mE ADFETHRIZ, 250 admin 77 (Web 727 EAME CLLT 72 AM) D/RAY—
RIZRE CMEICRE SN ET, Ziux, THHO/N—2 3 @ [Cisco Secure Firewall Management Center 7 R
I=A ML=V ar A R ICRBENTODMA R RAT — ROEFITHER L THET, TO%R, W
nproadmin 7 A Y  FONRAT = R2ERT L L, NAYV—=RNIFLCTERI LY, Web A ¥ —7 =
A AD admin 74 72 MBS AT — REEZHIRCE £,

ATY s T MUK LT, Xy NT—IREEITVET,
Ty N7y T a T NI BRIC, BEORIEN S 2 E M TIE, IR (y/n) O X 5 ICFEINCH E
NWCORENET, 7740 MEK, [yl DEIICKI vy aNizyZFEsnEd, Yer 7 MUNET 256
X, MOBICEE LT EE,

eEnter L C, T 74V aZF ANET,

e IRA MAITBI L TlE., BB KA A 4 (<hostname>.<domain>) FE7IIAA N EASTLET, Z
D7 4 —v RITMETT,

«DHCP #FRHT 2841, B0 Y TOLNET FLAREFEIN2WE 912, DHCP V& FEHT 24
ERHVET, DHCP 7 RLAREHEINL E, Ry hT—IRENFEM L7 dl=®, T/34 &
DOFGKITIRMLUET, DHCP 7 FLADEENSEIET 12X, (KA MELITHLWIP T FLA
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ATvT6

ATvF1

e (N—vavesuk zEALEamty b7y [l

ZREHLT) L., [PATL (System) ]1>[E&FE (Configuration) 1> [BEEA 2 —T /4 R
(Management Interfaces) JICBEI L CTxry hU—27% Uty hLET,

cIPv4 2 FETRIET 22 LEBRNLIBA, IPVAT RLA, Ry bw A7 BEOT 740 M7=k
VA DANDBRDHLNET,

¢ DNS ¥ —_—DFREILA T a > TF, DNSH—_—%FE LRV AIdnone # AN LET, 1
PSNDEEIF. 1 DFF2 OO DNS 4 —"—({ZIPv4 7 RLAZELET, 2507 KL A&IEE
THEEIE. H~TRYY £, G OLULEDDNS y—_—%E LEHE. VAT ATEBNOT
VRV EEHELET) IS/ F—Fy FT 7 BEARRNESIE, o— L%y U —2 & H T DNS
ZEACTEEHA,

GE)

T A A EFEH L TV D5E. ZORETODNS DFEEILA T > a T, BEEOBIZ K
TA v AEMFEHT DX DNS 30T,

T FU—I NOBERRERD R L H 1 DD NTP b —"—D%EREM KA A 24 E2I1ZIPT KL
AZ AT HMERHY £, (DHCP 2 L TWHRWEAIE, NTP ¥—/3—0 FQDN ##§E T&
FHA) 200 —N— (FT7A4~V B F)) ZEECETET, HRITI U ~TRUY £7,
GBOLLEDDNS 4 —NR—ZIRELIZHEA. VAT AMIEBNMO= N 2R LET) oA F—
Xy MIT 7 BATERWEAIX, a— WXy NU—27 ZHTNTP ——Z2fHTE EHA,

1 -

Enter a hostname or fully qualified domain name for this system [firepower]: fmc

Configure IPv4 via DHCP or manually? (dhcp/manual) [DHCP]: manual

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.0.66

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.224

Enter the IPv4 default gateway for the management interface [ ]: 10.10.0.65

Enter a comma-separated list of DNS servers or 'none' [CiscoUmbrella]: 208.67.222.222,208.67.220.220
Enter a comma-separated list of NTP servers [0.sourcefire.pool.ntp.org, l.sourcefire.pool.ntp.org]:

VAT AL ST, REOERANBROMERERREINET, ANTLEHREEHREL T EEN,
1 -

Hostname: fme

IPv4 configured via: manual configuration

Management interface IPv4 address: 10.10.0.66

Management interface IPv4 netmask: 255.255.255.224

Management interface IPv4 gateway: 10.10.0.65

DNS servers: 208.67.222.222,208.67.220.220

NTP servers: 0.sourcefire.pool.ntp.org, l.sourcefire.pool.ntp.org

BBEOTR T N CREEMRT DI ENTEET,
HENELWEAIX, y # AL TEnter 4L, f#EEKBL THRITLET,

RENEE > TWEHAIE, nZ AL Enter 2 LET, FA M THELEREHFATL LD
RO HIET,

1 :
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Are these settings correct? (y/n) y
If your networking information has changed, you will need to reconnect.

Updated network configuration.

ATV S8 REXARBLIEDL, exit EPASLT CLIZKTLET,

RDEZRY

BE L7z b U —7 1§ % L C Firewall Management Center Virtual ¢ Web A > % —
Tz A RTEHTE ET,

MWIRETrEAD—BE LT, THBNICRESNDABERA LTV AT VT 48T ¢
EHRLET, ZOT 7T 4 ET 413, VAT AERERFOREICMEL, T—F &2y
Ty 7T HHTHREI SN TWET, N—2 3 6.5 KO BEIWIIRE DM (171 2—
D) ZBRLTLLEE N,

THEF D /x— 3 > Cisco Secure Firewall Management Center 7 /34 AFXTEAT A K O
2RV, Web A F =T = A A LTI Y b7 v 725 T L2 T, IPv6 7 R
Ly VU TR BRETEET,

Web 1 o3 —J A REERALI=TFY T+ —LDF]
HAEEE (/N\—2 3265 LIE)
% PR L7=1%. Firewall Management Center Virtual 7 "7 4 7> AD Web f > X —7 = A AT
HTTPS 24 H L THIIRE 2 FATTE 77,

D Web A X —T xAASNOHEIR T A VT, IIMIRREY 4 P — K0 [ZFEREN, 777
AT UV ADERFRELEZTIECL MEICETCEET, 2OV 4 F—RiE, KO3 OOHEHE 1
DODRY T T v T EATaT Ry 7 ATHERISNLTWET,

« FLAIOWE TIE, admin 2 —F—D /XA T — K&F 7 /)L MAD Adminl23 b A E 4 5
rokwonxd,

OQFHOHEETIE, YAy Fa—HP—J7 4 v 28K (EULA) NFERENFET, T
FIAT LV AEFRT A2, ZORRFICEETALERH D £,

3FHOEETIE, TTIA TV AEHA LA —T 2 A ADFRy NT— IV REELEHTE
T, ZONX—VIUIBHEORENH LN UHD AN ENTEY ., LEISLTERTEE

—aAO
o ZOMEETAD LIZEIZOW TR, U o = FIC X DMEENFIT ST, RO KD HERR
nEJ,
o WSO EHEME
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Web 4 23 —T A REFEALI=TTY b T+ —LOWHFE (13— 3265 LIE) .

s NIMEDOEHNE (728 21X, IPT FL AR — N = A ICEBERH 50>, £72FQDN
FHEAHLTNTIP P — =R EE SN TV AEAITRE SN DNS ICAE#ERH 5
7>)

* Firewall Management Center Virtual & DNS $— 3 —E L ONNTP +—— L DD xR
N U — 7 Bt

INHDOT A NORERIZY TH A LA THIE EICERRENET, LER- T, BERELE
ATV, REDELMELZT AN LTD, EEO FEIZH D [T (Finish) 1227 U v
TEET, NTPIBLUDNS #fit 7 A MIFET r v x0T T, Vg — KREHT A b
ZSETTAHRNC [#&T (Finish) 1227V v 27352 &6TC&Ed, (T (Finish) | %7

Vw7 LIERICEROMER RS> Hi1E, 2OV 4 PF— R THREZLELTHI LT

TEEHAN, PIHIREDTE THRICWeb A v F—T7 = A A% L TE O &R ET
=ET,

Firewall Management Center Virtual & 77 7 W & OB OBEAF DRt 2 UK 5 Z L 1T/ D%
EMEAEAT Ulcga, BT A MIFITSNER A, ZDO%HE. DNS £7213 NTP O
AT =2 ZEHIT T 4 P— FICRRSINEE A,

30D 4 W — FHEIZHNNT, Ry T T v T FAT TRy 7 ANRFRI L, LI
CTCAY— I B AT BHICRETEET,

TR ET 4 P—RE[A<—FT A4 A (SmartLicensing) 1 ¥4 7 07D TH, [T /34
AEH (Device Management) | S— UNERRINET, THEHD/N— 3 > Cisco Secure
Firewall Management Center 7 /31 AFXE A R T [Device Management] Z#ZM L T 7ZE0,

1R BHHIIZ
s MNEER Y NT—7 ETHBETATDICHERIROERNH D Z 2R LTI Z IV,
o IPv4 HELIP 7 KL A

4V& 7 A AlE, DHCPIZL > THID B THNIZIPVE T LA ZZIFAND X

ICHERITRESNTWET, DHCP S MAC 7 RLAIZEIV Y TH LI ICRESNT
b\éIPTI\I/X%TJE DT AI121E. VAT LAEHEICRIWEbETL 7F X, DHCP
NMERTERNWS T AT, A F—T7 =4 AXIPvEA T FL A 192.168.45.45 A fifi
ALET,

Xy NI—I AT LT TN N~ A (DHCP A L72WER) .

*DHCPZfEA L CWAWEAIZ, ROFRy NV —IREEXZHEHA LT, n—hrarBa—
HERELET,

cIP7 KL A : 192.168.45.2
« X v R A :255255.255.0

c T 7 HIEN =Tz A :192.168.45.1

DAL a—FDMDOF Yy U — 7 P T R TEYIC LT,
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FIE

ATy T

ATy T2

ATvT3

ATvT4

ATy TH

Web 77 U &{#if§ L C. Firewall Management Center Virtual ® IP 7 K L A : https://< Management Center-1P>
IBEN L £,

Ry R URERENET,

BEHET 1y v hOa—H—4Zadmin Z, /XA T — N2 Admin123 % fii H L T Firewall Management Center

Virtual (20 7 A LET (NAU— RTERLFLNCFREBIENET)

[/SA T — RKOZH (Change Password) | B[ T, RO LI LET,

a) (AFvay) ZOEEOFEHAFICNRAT - RREREND L HICT DL, [SAT— ROFER (Show
password) | F = v 7Ry 7 A% AN LET,

by (A7 ar) [NAT— RDOAER (GeneratePassword) AR ¥ &7 U w7 LT, FRINTWDEM
(LS 5 82T — R ABIMICIERR L £ (Bl SN/ AY = N3E=—F=v 7 TY, ZDOF
Ta VEBRRT LB, RAT—FEAELTLLEEY)

¢) EEDO/NRAY—REZRETAHITIE, [HrLVWIAT—FR (New Password) ] 7 F A hiR v 7 R & 234
7 — ROHMERR (Confirm Password) 17 F A R v 7 ATH LWASRT — RE AN LET,
NAT—RiE, XA T e IR ENTF LM THERND Y £,
GE)
T, WAT—=RENRUY—=RNI Ty X 7T 47 vat ) ERELT, HEORFEIZH->TW1DHE
SOHFEIZT T, — IR /SAT — Koy 0 FHF TR BICAERE C X 52 OO STFFNT D0
TbF=zv 7 LET, 7221, [labedefg] <° passwOrd| 72 ED/RAT — RIIHIHIEREA 2 U7 |~

WCEoTHEGEESNDGERH Y £7,

GE)

MHRET OB ANETTHE, VAT AF2o00admin 77 b (121 & Web 7272 AH, &9
1 DIECLI T 7 ®AH]) DONRAT—RZRI UEICRELES, ~AT— &, ZEHOAA—=Ya 0
Cisco Secure Firewall Management Center 7 RS =2 hL—3 3> HA FICREBENTWDRS 728 %
U— FERZHERL L TWDRERH D £3, £O%, Wi admin 7 A7 FO/NRAY— REZ%
HIHE, mAU—REFRLCTIERL 72D, Web A > FZ—T A AD admin 7 77 2 kBRI 72X
AT — REZHIBRCE £9,

d) [k~ (Next) 127 Vv 7 LET,

[/SA T — ROZET (Change Password) M TR~ (Next) [% 7 U v 7 L, admin ®#H LV /IR T —
RPEBEIND L, FHVOU 4P —FOFIENZET L TR TH, Web A ¥ —7xARXL CLID
WO admin 7 H Wy N CEDNRAT — KRN F7,

[ —H—2%) (User Agreement) | M CiX, EULA ##tA ., [[AET 2 (Accept) 127V v LfTLE
‘d‘o

[[FE L7y (Decline) 1% 7 VU v 73 % &, Firewall Management Center Virtual 2262 77 07 h SFUE T,

[k~ (Next) 127V v 7 LET,
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Web 4 23 —T A REFEALI=TTY b T+ —LOWHFE (13— 3265 LIE) .

ATYT6 [Fv hT—27 OFFEDEH (Change Network Settings) ] i CIlIk % FEITLE T,

a)

b)

¢)

d)

[Fe2f&ffi K A A >4 (Fully Qualified DomainName) % A LET, 7 7 4/L MENRFRIN LA
Fy N =7 REICHIELTWIUL, EREHHTEET, 0L, BB NAAM 4 (U ¥y
J A <hostname>.<domain>) ifi(iﬂ‘x }‘% %L’Ajj L/jiﬁ—o

[IPv4DFXE (ConfigureIPv4) |47 5 C7—~7'm b=l LT, [DHCPOFfEA (Using DHCP) |
FINE[AFXT 4 v 7/ FEOMA (Using Static/Manual) | 23R L 77,

DHCP 3 2 85A81%, BB ToniT RLAREEINR2WE 91, DHCP P2 H 4 o0 HE

DoV ET, DHCP 7 RLANREHINDH E, Iy NT—IREDFM L7 25720, T34 2D

IR LS, DHCP 7 RLZADERMLEET 2121, (RA MELITHLWIP Y FL 2%

BERLT) ek, [YATL (System) | >[EX%E (Configuration) | >[B¥EA V2 —T 4 X
(Management Interfaces) ICBEI L CTxy hU—2%2 Uy NLET,

[IPv47 R L Z (IPv4 Address) JIZF RSN TWDEZMHEHNT 27 ERF RSN TWDEHE) . Bl
WMEZANTEET, Py MIE 10 EERXEZEH L ET (192.168.4545 72 8)

GE)
WM ETIZIP 7 FLRAEZEFE LS. HiLWngy hU— 7 ERAMH LT ICHET 208
NHY FT,

[ry hT—27 <A77 (Network Mask) JIZE RSN TWAEEZFEHAT L0 (ERFRINTVDE
) L FRITHLWEEZANTEET, Fy MEE 10 EERBRAEZEH L ET (255.255.00 72 L)

(6=
MIIRRETIZ Ry N =7 < A7 ZBHELIZGEIE, LRy MU —71E@EMEN LT ICmsE s
LMENDH Y £,

[ —F T =A (Gateway) JIZERINTWDHEEZMEAT S0 (ERFRRINTWDEIEE) . 230
LWTF 73NV P — b 0= 2 ANTEET, Ry MiE 10 EEREXEZFEHLET (192.168.0.1 72
E) .

GE)
TR EFIZF P2 T RLAZEFLEZEAE, LRy NU—JFEREHBEHL T, ~OF
BERNVEI I D5 A80H 0 £7,

(7> =z ) [DNSZ/L—7" (DNS Group) | DE&i%, 7 7 4 /L MED [Cisco Umbrella DNS] % i H
L/i‘j‘o

DNSREZEFTHIZIE., FryZXHZ o)A MG [HAHX LADNSH—/3— (CustomDNS Servers) ]
R L, [77 4~ UDNS (Primary DNS) ] & [E 4> % UDNS (Secondary DNS) ] ™ IPv4 7 K L A
EANNLET, A F =Ry T 7 BABBRWGEIEL, v—xy MU —27 O TDNS A fifi
THZEIETEETA, Ry T X TR NN [HAZ ADNSH—/3— (Custom DNS Servers) ] %
BIRL, [T A~ UDNS (Primary DNS) | 7 4 —/L K& [£5 % UDNS (Secondary DNS) |7 4 —
NREZEAOEEIZLT, DNSH—"—%2FELEHA,

GE)
IP7 RLATIE7< FQDN #fEH L T NTP V—_—%FEET HHEAIE. T OIS TDNS 2f6ET 5
VERHY FT, FHliT A B A 2MH L TWDEE, DNSIEIA 7Y a v TTRA, BEAOEITKE T
A A ZfEHT 511X DNS SN E T4,
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ATy 17

g) [NTPZ /L—7H%—,3— (NTP Group Servers) | D&%, 7 7 4 /v MED [T 7 4 /b ENTPH—/3—
(Default NTP Servers) | 5 FAND ZEMTEET, ZOHAIEL. VAT ATIE
0.sourcefire.pool.ntp.org 77 A < U NTP — — & LT &, lsourcefirepool.ntp.org 23&
VAU NTP H—_"—L LTHEHENET,

MAONTP Y —"—%ZRETHITIE, Ry X Z o) A Spb [ AZ ANTPY )L—7 P —s3— (Custom
NTP Group Servers) | Z# R L, v N —27 0 HEERER 1 HE721E2 HO NTP #—3—@ FQDN
FTIP T RLRAZANLET, oA Z—3y NIT 7 BATERWESIX, e—Lbxy b
J— 27 ZHTCNTP —_—%fHTE 8 A,

(6=
PR E ISR v DY = REZELT 25513, LRy MU= HREHEH LT ICHE T o048
NV ET,

[# 7 (Finish) 1227 U > 7 L¥7,

U4 P— R T, O CAS LITEORGEEZ FAT LT, SO IEMME, AT LZEO BEifE, & DNS
BXONTP —_—[DF% v hU— 72 ER LET, [T (Finish) 1227V v 7 LIz%ICEREOR
RO PSTEGAIE, 2OV 4P — R TREAZLELETHI EILTEERAN, HIHIREDETHIZ Web
AU =T A ZAEMEH L TEOEREZHETE E7,

RDZRY

e Aw— I A LU T ERENOEHEICEY N S TCEARy ST S XA Tl
Ry IV ANKRRINET, ZOFAT IRy 7 ZADEMIMEETT, Av—FI71k»
ANZDWT 4372 H5%23 % U . Firewall Management Center Virtual C Firewall Threat Defense
EEBTOILGAR., Z0oXATalEZFERALTIEEN, ZNUANDOELEIE. 20X T
07 %ML T, ZHHAD/N— 3 D Cisco Secure Firewall Management Center 7 K I =
NL—a 2 HA R T [Licensing)] ZZML T &0,

cHHERRET R AD—ERE LT, CTHEMICRESNDIBEKRA L TF AT 7T 4 ET 4
EHRLET, ZOT 7T 4T 41X, VAT LAERFOIREICHED, T—2 %27
T o7 THETHRI SN TOET, =23 6.5 KO IR E O (171 ~2—
V) BERLTLEIN,

c IMIRERR Y 4 P —RZFTET L, Av— b IA BV ADEAT T 258 T EIIHTTH
& . [Cisco Secure Firewall Management Center Device Configuration Guide)] [ZFC# &AL T
5. [T/ AEH (Device Management) ] _X— Y NERINFET,

o ZfEHD/X— 2 > d Cisco Secure Firewall Management Center 7 /3 A AXEH A K D7
(ZHEV, Web A o H =T = A AR LTIt Y 87 v 7&5ET L7 T, IPv6 7 F
Ly I ZRETEET,
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s—vavesukoanmmgzorz i

N—23 265 LI BEMEIRTEDER

VHRED—BRE LT (MR ET A P— RELIZICLIOEFLELTIHEITLTY) | I2ko T,
AT F A AT BABRICERE S, VAT AR OREIR- D L Eblc, T—X
MR I T v T ENET,

ZAZIEUTC TAT YV a— /b EINdlh, WOBMTEI TSNS 2T, AT EHGITICL > T
BAnEd, 77, FAZIIUTC TAF P a—LENbH, r~—F A LY, Fi{E#T
T SN DGENH LFHMEICEDLE THEISNIZ bbbV FHA, ZOX ) RFELZ
FAEAE, ATV a— NV ENTZ AT, MR EEL 5L B TIILHoRA LY

b1 B MENT) |ITSNbdZ i £9,

\}

GE)

HE A P a— L EERIEL. DAF Y a— A a3 ELLFEL L, LEISCTCHELTWS
NERERTHZ L aml BEIO LET,

« R GeoDB H T

TIE, B, T X MTERSNERZICATON D K 912, GeoDB O B2 H #HYIZ A
TYa—VENET, Web A v H—T 2 A ADA vt —Y B —FHEHLT, ZOKE
MOAT =2 2 %R CEEd, ZOHBEHOREIL, WebA ¥ —7 =1 AD System>
Updates> Geolocation Updates> [\ & fff # D E WA 72 8 #1  (Recurring Geolocation Updates) ]
THERTEET, VAT LAREHERETE T, oA F—Fy MIEHTEZ 255
X, ZEH D/ — 3 > @ Cisco Secure Firewall Management Center 7 KX =& hL—31/ 3
v A R OFBAICHES T, WD GeoDB BiARETHZ L A HR L E4,

ORI 7 NI =TT v T F—h

T, BLOZOEIMNRT A ADEHY 7 b T 2400 — KT 500K
AT BABICAS V2=V ENET, ZOX AL, UTC THIEH OFRT2~ 3RO
ATOND L ICAT YV a—vanEd, LEN-T, B EHEANTS T, Btk T
%, LMER OFEND HER OFZOFHBNOWT I DORERIEIZIThILD Z L IC D F
T, Web A U H—T 2 ADA 2=V B X —%FHLT, ZTOXATDRAT—HF R
EHERCEET, ZOX AT DEEIX, WebA ¥ —7 = A AD System>Tools> Scheduling
THERTEET, FRIVDATVa—Y U TIRRT D0, A F—Fy MTT 7 &X
TEABEEBIT. THEMD/N— 2 > ® Cisco Secure Firewall Management Center 7 K X =

hb—va v B4 KOFHIHEST, Y7 =T OFEFHEX T a— RTHEHH A
DA a— LT 5T LEHRLET,

ZDHERAT T, TTIAT UV ATEBIEFATIN TN A NNV a v iktd sV 7 o7
NRyFBIOWRy N7 4 v 7 AEXyra— RKT57E00TT, 2OXA7THEUa—R
SNTZEH T 0 7T DA A M=V, BINCAT I MER SV £, FERIC OV T,
Cisco 7y 77 L— RTA R[RFE] 22 L T30,

cBIRD RENY I T v
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B —oassumoanamzeora

TiX, B —WWIRIFENTZREDHD /Ny I T > T FATT DT OWER S A7 HNEB)
IR Y a— NV ENET, ZOXAZ(X, UTC THIEH OFRI2FHZITOND L DIZA
rYa—nINET, LIeRoT, B EGEITSC T, B TIX. AREH OTF%D
5 AW A OFHOFFNONT IO ORRIFTICITOND Z &2 £9, Web A v ¥ —
T2 ADA =V Z—%HHL T, TOXRITDAT—HABHERTEET, =
DH AT DEREIL. Web A > ¥ —7 = A AD System > Tools> Scheduling THER TE £

Ty XA DAY a— 1 ZI2HRT 2854610 \iﬁ%®ﬂ—yaydwﬁnmﬁwwl
Management Center 7 KX = A hL— 3 > A K OFBHIZHEST, Nv 7T v T &FET
TAEMEARAI A a— VT 5 a2 HRLET,

st 7 — & N — 2 D HE

N—=T3 6.6+ TlE, YAIOWVKR— A DO LEFHOMFHET — % ~—A (VDB)
DEFH 7 7 ANBE Y — RBLOA VA =L ERET, ZH 1 ERY O#RET
Ty Web A v F—T 2 ADA =Y B Z—%2 LT, ZOEHDRAT—F A%
RTEXET, VAT LAEEFOREBIEST-DIZ, DA E—F%y MNIT 7 E®ATES
Baix, THHAD/R—Y 3 > @ Cisco Secure Firewall Management Center 7 KX = A |k L —
var A ROBAIHEST, HEIOEHM VDB EFHOX 7 oa—REA A b—LEE
TTDHAT ATV a—NTD2 Ll £4,

BAN—IVOFEH

DN—=T 3 2 6.6+ TlX, BAL—ANT ROV R— M A Nnd BB BRFEH S
héio_uﬁéhi?ow@%xféf)x@%)f& TIRBH S AL DBE, BT 5
BT NA AKX L THBRAL—LVOEHBNEAESNET, Web A v F—T A AD
A — yty& EHEHLT, ZOXRTDAT—FAEWRBCTEET, ZOXATD
REIL. Web A > ¥ —7 = A A System > Updates> Rule Updates THER CTX 9, HH
DFEIZRBT D8, DA H—Ry MIT 7 EATE 25/, ZHEAOAA—Ta 00
Cisco Secure Firewall Management Center 7 KX = A hL—3y 3 > A R OFBIIHES T,
WHOBAN—VOEHERETDHZ LML ET,
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Firewall Management Center Virtual F) i & 15
B LUEE

11l

Firewall Management Center Virtual D@z >~ b7 v 77 v ABET L, EFICEy T v 7
SN LR LIS, RBAOEMERGICT LI EIERERI AT ZFITT L L 2HE
WLET, Flo. FAM B A0SR E, PIMRETEHR LA A7 BT TOLENPH Y £
To LTt 7 a3 THT 22 27 O, BEIOT 7 uA XA FOREZFIGT 5514
DFEZONTIL, ZHEHD/N— 3 > [Secure Firewall Management Center Configuration
Guide] TJ O&EXEZZMLTIIEEN,

MDA —=YF =T BT (173 =)

« T AEGE (174 =)

ANV ARY =LV AT A RY = (174 =)

VTR =T ET A R=ADEH (175 =)

cNTTNVa=T T (176 N—Y)

BRIOA—F—TF7Hho b+

FIRREMNGE T LIZRER T, Y AT A EOWE—D Web A v ¥ —7 = A ADa—F—F, HH
Fr—NeT 7 AR Oadmin 2 —HF—T4, ZOREEZFHFOZ—F—TT AT L~DT
NTDAZ2—ERELT 7B ATEET, EX 2V 7T BLOEAE LOMBNS, adminT
J17 > b (3 X0 Administrator 7 —/V) OEREFIRT 2 2 L2880 LET, 2—HF—TH
7 > M, Firewall Management Center Virtual GUI @ [ X T L (System) | >[21—H—
(Users) |>[2—H— (User) | X—VTEHLET,

\)

GE)

¥ = V& L7z Firewall Management Center Virtual ~D7 7 & A & Web A V¥ —7 =4 A%
i i L 7= Firewall Management Center Virtual ~D7 7 £ AD 72 @ admin 74 v > NI 2
72, BORAT— REEHTE T,

VAT LEMAT AT L TEMOT AT EERT S L, K2 —P =1L o T
1IToONT=T 7y a v EERAHBTEETE 513, Fa—V—IclE T O NZa—Y—T
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Firewall Management Center Virtual )1 582 £ & UEE |
| LT

7 AT—VEGIRTL2ZENTEET, ZUE, FEALEOREBIOOHIT Y 27 29473
% Firewall Management Center Virtual THHZEETY, 722X, 7FH U A MIxy hT—7
DX VT 452D THIEDICAR VT —ZIZT VAT HLERNH D T, EBRAOE
HUEREICT 7 B AT oM BEITH Y £H A,

VAT AITIE, WebA v X —T 2 A AEFH L CEEIEARAFHEL LT Y X NAICEE
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—rw-r--r-- root root 0 Jan 27 06:37 ssh _host dsa key
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Jan 27 06:37 ssh_host ecdsa key

Jan 27 06:37 ssh _host ecdsa_ key.pub
Jan 27 06:37 ssh_host ed25519 key

Jan 27 06:37 ssh _host ed25519 key.pub
Jan 27 06:37 ssh_host rsa key
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—rw-r—-r-—-— root root
—rw-r—-r-—-— root root
—rw-r—-r-—-— root root
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