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. Management Center Umbrella DNS Connector 0 £% €

R1:YR—FEhERNTZY FTH—L

IR N—o3v
Firepower Threat Defense 6.6.0 LL%
Firewall Management Center 7.2 LI

Management Center Umbrella DNS Connector 0% &

1:TVRY—IUFDOFIE

Prerequisites 1 Gather
Umbrella
Prerequisites

}

FMC i_'_2_\- Configure the (3 ) Create an 3.'_4___.3 (Optional) Edit 5 Associate the | 6 Deploy
~ Umbrella ~ Umbrella DNS ~ the Umbrella ~ UmbrellaDNS  — Changes
Connection —p Policy —y DNSRule —y» Policywithan
Access
Control Paolicy
:'/‘i-.\" AfRSA Cisco Umbrella DRZFEMEZIET D (3 ~—)
()
5 | |Management Center Cisco Umbrella £t 25 E 3 5 (5 X—)
3 Management Center Cisco Umbrella DNS 7R U > —%1Ek+ 5 (6 X—)
4 |Management Center (47% 5 2) UmbrellaDNS L— /L&A RET S (7~4—2)
5 |Management Center Cisco UmbrellaDNS ARV & — &7 7 v R v b —/L R —Z2EEf TS5 (9
D)
6 Management Center BHEOER (9 —)
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Cisco Umbrella DRETIRGMHZINET .

Cisco Umbrella DHREHZINET 5

488 HREIIC

* https://umbrella.cisco.com “C Cisco Umbrella ® 7 % 7 > k Z#SL L, http://login.umbrella.com
T Umbrella (22 74 > LET,

e CiscoUmbrella 77 7> Mit, DNSAHR U o —%2EH L THRETHALELRH Y £,

* Management Center (Z DigiCert HHGEHEZLZ A A h—L L ET (T34 X (Device) ]>
[FEBAZE (Certificates) ]) » T E— L CTHEV 1T BIEAEIIR D E B Y TT,

MIIE6JCCA9KgAWIBAGIQCIUI1VwpKwF9+K11wA/35DANBgkghkiGO9w0OBAQSFADBhMQOswCQYDVQQOG
EwJVUzEVMBMGA1UEChMMRG1naUN1cnQgSW5IMRkwEwYDVQQLExB3d3cuZGlnaWNlcnQuY2 9tMSAw
Hg¥YDVQQODExdEaWdpQ2VydCBHbGI1YWwgUm9vdCBDQTAe Fw0yMDASM QwMDAwWMDBaFw0zMDASMjMy
MzUS5NT1aME8xCzAJBgNVBAYTAIVTMRUWEWYDVQQKEWxEaWdpQ2VydCBJbmMxKTAnNBgNVBAMTIERP
221DZXJ0IFRMUYBSUOEQUOhBM]U2IDIwMiAgGQOEXMIIBIjANBgkqhkiGIwOBAQEFAAOCAQS8AMIIB
CgKCAQEAWUuUzZUdwvN1PWNvsnO3DZuUfMRNUrUpmRh8sCuxkB+Uu3Ny5CiDt3+PEOJ6agXodgojl
EVbbHp9YwlHnLDONLtKS4VbL8X1fs7ulHyiUDe5pSOWYQYEIXEOnw6Ddng9/n00tnTCIJRpt 80mMRDL
V1F0JuJd9x8piLhMbfyOIJVNVWTRYAIUE//i+plhJInuWraKImxW8oHzf6VGOlbDtN+I2tIJLYrVJ
muzHZ9bjPvXjlhJeRPG/cUJIWIQDgGLGBAfr5yjK7tI4nhyfFK3TUgqNaX3sNk+crOU6JWvHgX)kkD
Ka77SU+kFbnO8lwzZV21lreacroicgE7XQPUDTITAHk+gZ9QIDAQAB04IBrjCCAaowHQYDVROOBBYE
FLdrougoqoSMeeq02g+YssWVdrnOMB8GA1UdIwQYMBaAFAPeUDVWOUy7ZvCjdhsbw5eyPdFVMA4G
A1lUdDWEB/wQEAWIBhjAdBgNVHSUEFjAUBggrBgEFBQCDAQY IKwYBBQUHAWIWEgQYDVROTAQH/BAgwW
BgEB/wIBADB2BggrBgEFBQCBAQROMGgwWJIAY IKWYBBQUHMAGGGGhOdHAGLY9VY3NwLmMRpZ215ZXJ0
LmNvbTBABggrBgEFBQcwA0Y0aHROcDovL2NhY2VydHMuZGlnaWNlcnQuY29tLORpZ21DZXJOR2xv
YmFsUm9vdENBLmNydDB7BgNVHR8EJDByMDegNaAzhjFodHRwO18vY3JsMySkaWdpY2VydC5ib20v
RG1naUN1lcnRHbGI9iYWxSb290Q0EuY3JsMDegNaAzhjFodHRwO18vY3JsNC5kaWdpY2VydC5jb20v
RG1naUN1lcnRHbGI9iYWxSb290Q0EUY3JsMDAGALIUdIAQPMCcwBwWYFZ4EMAQEWCAYGZ4EMAQIBMAGG
BmeBDAECAJAIBgZngQwBAgMwDQYJKoZ IThveNAQELBQADggEBAHert3onPa679n/gWlbJhKrKW3EX
3SJH/E6f7tDBpATho+vFScHI0cnfjK+URSxGKgNFOSD5nkoklEHIgdninFQFBstcHL4AGwW+0oWv8Z
u2XHFg8hVt1hBcnpj5h232sb0HIMULkwKXqg/YFkQZhM6LawVEWwt IwwCPgU7/uWhnOKK24 £XSuhe
50gG66sSmvKvhMNbg0gZgYOrAKHKC)xMoiWJKiKnpPMzTFuMLhoClw+dj20t1Qj7T9rxkTgl4Zxu
YRiHas6xuwAwapu3r9rxxZf+ingkqugqTgLozZXg8oXfpf2kUCwWA/d5KxTVtzhwoT0JzI8ks5T1KE
SaZMkE4£97Q=

Management Center (ZFEFAEZ BT 554813, [CADOH (CAOnly) [T =v IRy 7 A
AT LET,
» Cisco Umbrella 2> HIR DT — X ZHfG L £ 7,
« ik 1D
e Xy NU—T T NA AF—
Ry NT—=7 TNRAA =7 Ly b

L HY— Ry NT—T FRA A N—F

* Management Center 781 > Z —R v MI#HK L TWD Z L aMER LET,

+ Management Center C, HaHHGIBEREAS 7' L a v OB LIART A o ARHF T/ ->TH
L EmRERR LET,

« api.opendns.com ZfiFRT 5 X HIZDNS h—"—NRESNTVWDHZ L 2R L ET,
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. Cisco Umbrella DRTIZEHEINET S

» Management Center 7378 U 3 —##% /i ® management.api.umbrella.com % ik T 2 = & Z il
]\./ \i TO

« api.opendns.com ~~@ Threat Defense /L — b ZRE L £ 7,

FIE

AT w71 Umbrella % v ¥ =R — KT, [EE (Admin) ]>[APIF— (APIKeys) |>[LHL—F— (Legacy
Keys) ] Z@&IRL £,

2: B DT=D Umbrella —

Cisco Umbrella

© Ui APIKeys o

Umbrella's Legacy AP keys are used to authenticate your Umbrella API requests to the Legacy APIs. These older APIs are still in use though we recommend migrating to the current Umbrella API Keys. To get started,
expand a listed APl and generate a key. For more information, see Umbrella’s Help.

API Keys Static Keys Legacy Keys
Umbrella Network Devices | Ko v
P

Keys
| Legacy Network Devices v
= ]

Umbrella Reporting

Umbrella Management

Documentation Examples Investigate

AT w72 RO URL 5 [HHRID (Organization ID) | ZHfF L £7 :
dashboard.umbrella.com/o/ [Organization ID]/#/admin/apikeys
URLIZF/REN TV DHE S % 2 £ — L C, [Management Center UmbrellafB&z DO FEH  (management
center Umbrella Connection Details) ] ~—3® [#H#ID (Organization ID) ] 7 ¢ —/L RIZHE Y £+
TET

AT v 73 [Umbrella® v bV —27 5,34 A (Umbrella Network Devices) ] %7 U v 27 L9,
a) [F— (Key) 1 & [>—7Z Vb w b (Secret) | AMEMATEAR, EXARARGAIEL, [EH
(Refresh) |27 U w7 LCHF—¢tv—2 Ly hOXRTEARLET,

b) F—% = t'— L T, [Management Center UmbrellatZ#t DFEHM (Management Center Umbrella
Connection Details) ] X—® [ > T —27F /314 2% — (Network Device Key) ] 7 1 —
v RIZEE D AT £,

c) v—7Llv h&Ea¥— LT, [Management Center UmbrellafZfc D74l (Management Center
Umbrella Connection Details) ] ~~—Y @D [y NV —27F /A A2 —27 L v kb (Network
Device Secret) JIZHED £ E T,
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Cisco Umbrella iE#5£5E T % .

ATy T4 [VAY— %y FU—2 T34 A (Legacy Network Devices) | %7 U v/ LET
a) [F— Key) [DMEHTEZRW, FREARHAREGEE, [E#H (Refresh) |27V v 27 LT
F—2ERLET,
b) F—% =2t —L T, [Management Center UmbrellafZft DFF#l (Management Center Umbrella
Connection Details) | X—Y D [L A —F v hT—27FT /34 A2 h—7 > (Legacy Network
Device Token) ] 7 4 —/V RIZAE 0 71 £9,

Cisco Umbrella #E# 2 &RTF 9 5
FiE

AT w71 Management Center T, [#f& (Integration) ]>[ZD#hD#E (Other Integrations) [>[Y 5
FH—EX (Cloud Services) ]>[Cisco Umbrella&#t (Cisco Umbrella Connection) ]% B8R L
i‘a‘o

ATv T2 WROFMERGL, [ (General) |FEITEMLET,
« [f#%ID (Organization ID) ] : Cisco Umbrella THIk A 75T 2 —EOF S, +XToD

Umbrella fH##% 1%, Umbrella DEB DA A X L ATHY , MBDOHX v a2 R—Fe2FEbE
T, MRRIIARTE M ID Ik > TSN ET,

s [*v hU—2 T34 2% — (Network Device Key) ] : Cisco Umbrella /> Umbrella 7~ U
PG T DD F—,

[y NU—TF RS Z—7 L v b (Network Device Secret) ] : Cisco Umbrella 7> % Umbrella
R —%BSETDH-0D—7 Ly b,

[V —Fy NI =T F A4 A ~—72 > (Legacy Network Device Token) ] : Cisco Umbrella
LA — Ry NU—2 T34 A APl h—72 %, CiscoUmbrella % > = /R— K% i@ U T
FATSALE T, Cisco Umbrella TlE, Ry NU—27 T3, A& T 57202 APL h—7
YBRETT,
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B ciscoumbrelia DN Ky L — %R T B

3: Cisco Umbrella #85t/85 * — 4

Cisco Umbrella Connection
General  Advanced Cisco Umbrella Connection

Organization ID* General Advanced

DNSCrypt Public Key

Network Device Key*

Management Key
Network Device Secret®

Management Secret
Legacy Network Device Token*

RATY T3 [T (Advanced) | MHIROAT v a VERETEET,

* [DNSCrypt/Aff % — (DNSCrypt Public Key) ] : DNSCrypt [Z, =X RARA >~ & DNS #—
N—FED DNS 7 = U Z#ER L O 51k L £9°, DNScrypt # H 02T 5 (2iE, sEHED
FRAE(Z DNSerypt DABAF —ZRETET £ T, ZDOF—IE, 3231 FD 16 HEEJET,
B735:1140:206F:225d:3E2B:d822:D7FD:691¢:A1C3:3¢c8:D666:8d0c:BE04:bfab:CA43:FB79 (T
HATRE SN TVET, ZHiE, Umbrella ==—F v A hh——DAF— T,

s [FHX— (ManagementKey) ]: VPN R YU 2 —D72HIZ Umbrella 7 7 U RKipnH T — 4+
V=DM ARG T AT DD F—,

s [[EE L —27 L v b (ManagementSecret) |: VPN D722 UmbrellaZ 7 7 RinH 7 — 4k
V=R TATEDIER SN — T Ly b,

ATy T4 [BEeiDT A~ (Test Connection) 1% 27 U~ 7 L %9, Cisco Umbrella Cloud % Management
Center 7> HENERRENE D0 ET A M LET, LERMEEID & xy hU—27 5314 ZDOFEEM
ZIRET B L. Cisco Umbrella B MERR SV E T,

ATy TS HFREBMLEZS, [BR1F (Save) 1227V v 7 L TEROFEMERFLET,

Cisco Umbrella DNS 7R!) o — % {ERk 9 %

FIE

AT w71 Management Center C[7R!) &— (Policies) ]>[DNS| % &R L £3, BEFDOTXTD DNS K Y
VeREIRINET,
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(#7F>3) UmbrellaDNS L—L 258575 [

ATwv 72 [DNSKR >—miEM (Add DNSPolicy) ]>[UmbrellaDNS/R1) &— (Umbrella DNS Policy) ]
7y LET,

ATY T3 RV —0aFiEHHEANL TG, #RTF (Save) 15227V v 27 LET,

(A< 3>) UmbrellaDNS JL—)LZBFT S

COFETHHEINTWIRTELETTIMLEND HE1L. Cisco Umbrella DNS /L— /L % #f
ELFET,

FIE

ATvF1 [KY— (Policies) ]>[DNS] Z#R L £3, >
RTv T2 kT 5 DNS KU v—o [#E#E (Edit) | (£) 7422270 vr7 LET,

ATFY T3 ELVL—/LICBEIL, [RE (Edit) | (F) TAa 2@/ EZY) v 7 LTLV—LE2RELE
D

4:Umbrella DNS )L— )L D3R

Edit Umbrella DNS Rule 9 X

Umbrella Protection Policy*

Default Policy

Bypass Domain

None

DNSCrypt
NO

Idle Timeout

0:02:00

a) Umbrella {f3&R 1) >>— (Umbrella Protection Policy) : Umbrella % v 3 = 7R — K CEH
ALTWDH DNS AR Y =225 DNS AR Y & — %@ IR L £7,

Cisco Secure Firewall Management Center [] [+ Cisco Umbrella DNS Connector D& .
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(X7 3>) UmbrellaDNS L—ILEHRET S

b)

d)

5:Umbrella @ DNS ') < —

Cisco Umbrella vy, Policles/ Management o o
alraln (@) =)
éisco. DNS Policies @

Policies dictate the security protection, category settings, and individual destination lists you can apply to some or all of your identities. Policies also control log levels and he
pages are displayed. Policies are enforced in a descending order, so your top policy will be applied before the second if they share the same identity. To change the priority
policies, simply drag and drop the policy in the order you'd like. For more information, see Umbrella's Help.

Management

DNS Policies
Sorted by Order of Enforcement

Firewall Policy

t T

Web Policy Umbrella_DNS._Policy_2 BNS Poh‘cy 0 Identities 3 Policy Settings Juin ’07 2022 e
Data Loss Prevention Policy
Policy Components Umbrella_DNS_Policy_1 DN‘SPoI\‘cy D I‘der:m‘ti:es 3 Poliéy Settings Jﬁn ’07 2(‘)‘22 M
IPS Signature Lists
Prot: ¢ Applied T ! st Mc
Destination Lists Default Policy. DNS Policy Al Identities 4 Policy Settings ~ Jun 03, 2022 e

INA ISR KA A > (BypassDomain) : £ KA A 1} CiscoUmbrella % /34 73 A L "C DNS
Y= R—ZEET 7B ATo0EEELET,

BED RAAL VERETDHAIEL. ho~KYV DY 2N TAHLET, =& 2iE, Umbrella
DNSIA T 4 V& U o 7 EZITFHlTRE TIERVE—H)L R AL DY A R ERETEE
KR

DNSCrypt : kv 7H U A RS 13 (Yes) 1 720X [Wivz (No) ] &2&IRL
T, ZOF T a it DNS U7 =X F &l kL, UDP A"— I 443 T Umbrella 7 7 ¥
RIZEIRRE L ET, FTLOVL—ABMER S5 & & [DNSCrypt] D7 7 4 /b hEEI [1TW
(YES) ] T3

ZOF T a rERINCT H8A X, [CiscoUmbrellafft (Cisco Umbrella Connection) 7%
TED [FEHIERE (Advanced) ]2 > 3 > T, [DNSCrypt/AB % — (DNSCrypt Public Key) ]
ZHREL TS Z LB LT ES,

TA RILAA LTk (IdleTimeout) : Umbrella 7> % Management Center YJlr X415 £ T
D, Umbrella 7 7 7 K6 DINE 25T 2 RERMR A E L £ 3, # LWr— L oMER
INdEE, [TA KEA LT 7 (Idle Timeout) ] DT 7 4 /L Fa% &L 00:02:00 T

[7A4 RvZA 2577 (Idle Timeout) ] ®FERIT (hh:mm:ss) T,
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Cisco Umbrella DNS ) S—& 75+ 2 2> kA—L Ky —58E 5 [

Cisco UmbrellaDNS /R — & 79X av bO—)L R o—%
BEE ST 5

FIE

ATy F1 [RY— (Policies) 1>[7Y 2R3> bO—)L (AccessControl) [ICBEIL., fRET LT 7+
ARY —FERLET,

ATV T2 [BxX2VT 4427 VY= A (Security Intelligence) ] 23K L £,

AT 73 [Umbrella DNS7K U 2— (Umbrella DNS Policy) ] C. Cisco Umbrella DNS /R U > —|Zffi 4%
RY o—Z@IRLET,

6:Umbrella DNS 7K') > —®DE| Y HT

Rules  Security Intelligence  HTTP Responses Logging Advanced Prefiter Policy: SSL Policy: Identity Policy: N

DNS Protection
DN Protection blocks traffic from known threats by y the domain name. Intelligence for these threats is derived from both TAL 0S and Cisco Umbrella.

DNS Policy 78 Umbrella DNS Policy # £¢ >~
Default DNS Policy - - | [ FTD umbrelia Poiicy
None
Network and URL Block List Default Umbrella DNS Policy
PO .

ATV T8 [fR1F (Save) | ZEINL, BHZ T XTRIFLET,

EEDOREMR
FI

AT w71 Management Center A == —/3—"C, [J&B (Deploy) 1%7 VU >~ Z7 L. [JB (Deployment) ]%
HIRL £,

ATY T2 BRELEFEZREMTLT A A2RE L CTEIRLET,
o [iR (Search) ]:[#iFk (Search) | Ry 7 ADTINA R4, XA T, RAAL L, T—
7 EREAT X RAERBELET,
« J&BH (Expand) ]: BT 271 REFGOREERZ LT 2I12iL, BRAXM (7) %
707 LET,
TNRAADF =y VR I ABEIRTHE, T ADFICERINNTWNDET N, ADT
RTCOEENT v S, BESNET, 72720, [FU 2 —0ER (Policyselection) ]

() ZEATIE, BETIMELORY — R EZBR TS L BT, 7Y
ODEFIIRET A e BT £,

Cisco Secure Firewall Management Center [] [+ Cisco Umbrella DNS Connector D& .
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B =ooz

MG U T, #mT7 A a2y ((RU r—0OFRREIFIEFR (Show or Hide Policy) ]

() ZHEALT, BEMTFONTVWAREFEORY o —2@IRMICFE R LD, E
RICLIZY TxET,

RATwT3 (B MERFE (Estimate) 147 U v 7 U CRERBMMOKE N/ REZ G L £,
ATy 74 [JEE (Deploy) 1227V vZ7 LET,
ATy 75 BETIEFICHET LT —XBEN AT AL - THBI SN GE81T, [RGEA v &—Y
(Validation Messages) |V o« » RUIZZEDONENERIINET, /\73? i%ﬁﬂ%i‘%ﬁ?‘é@lﬂi
BEFELEI= T —ORNCHLRENT A a2 ) v 7 LET,

OB B D £,

[JEB‘%J (Deploy) | : ZEREZMRETICEBZHITLET, VAT AR T — %R L
TG EIRITTEER A,

«[FAL % (Close) ]: BEAETICK T LET, =7 —B L OESIREELZ AR L, BREDHTE
BEFRITLET,

REDIREE
FI

ATv 1 BBNSE T L7255, Management Center CER &2 MGk L £,
ATv 72 [BRE (Deploy) [&&IR L., [JEFERE (Deployment History) | 74 = U ZRINL 7,
ATy 73 Umbrella Connector (ZB#LfH T HNTND Y a 72 E T,
ATFY T8 [T A7 YT hOFAM (Transcript Details) ] () 74 =22 %227 0 v 27 LET,
ROAv RIAL L A B—T A ADNT AT VT EPERISNET,
i -

FMC >> strong-encryption-disable

FMC >> umbrella-global

FMC >> token umbrella token

10.0.0.0 >> [info] : Please make sure all the Umbrella Connector prerequisites are
satisfied:

1. DNS server is configured to resolve api.opendns.com

2. Route to api.opendns.com is configured

3. Root certificate of Umbrella registration is installed
4. Unit has a 3DES license

FMC >> local-domain-bypass “test.com"

FMC >> timeout edns hh:mm:ss

FMC >> exit

FMC >> policy-map type inspect dns preset dns map

FMC >> parameters

. Cisco Secure Firewall Management Center [] [+ Cisco Umbrella DNS Connector @ %%



I Cisco Secure Firewall Management Center [7](F Cisco Umbrella DNS Connector M E% €

EAETAEEO ST a—F15 ||

FMC >> umbrella tag “Default Policy”
FMC >> dnscrypt

BAICETOMED S TN a—FTa2Y
LAWY= Ry NU—7 TAL R b= IR ST EEA (11 =)
AR IIA LS LTV EEAL (11 ~=)

LAL— Ry D=9 TINAR =D VIEBERENTVEEA

TT— LAY — Ry FT—7 TNRA A =T UNRZED =, Cisco Umbrella 7' 12— 3L %
RETEERA,

EZ B*LZDJ?I Cisco Umbrella ##t DFEMIL, [H5A (Integration) ] ¥ 7IZiEMSLEHA
TL7, [#A (ntegration) ] % 7 NODFEH %T%EJZ?”Z) Id Cisco Umbrella it & ¢ 9" %
(5~=—=v) ZFEHLET,

+ £z 5N BHEE Management Center [T ¥ —F v MIEEH L TWERA, /1 F—F
A 72 & | Management Center | X Umbrella 7 7 & RIZHEH CT& /A,

« EZZ 5N BEE Umbrella B OFEMINBMINNE LA, [HEHRNIELLS H Y £H¥ A, Cisco
Umbrella #ft 2#i% €925 (53—) ZHEHAL CGEUIRIEREZ AL, 8z T A ML
C. Umbrella 23 SN TCWAZ L 2R L E7,

WHEEKREIAENESATOEEA

FFarOI4 AR BEk) EidENL (VU —X) TEEd, 48R
Lo THIE SN OHRELMEM T 2I21E, 74 B AEAMT HLERDHY £7,

AT a DR =L TA Y AOHRERDEREZEMN L2 ot 74 B A2 D)
fbCcEET, T4 AZMWNITT 5 L, Cisco Smart Software Manager 7 7 7 > N TF7 A &
AWMV V—=AINDTD, BIOTNRAACEDTA B A TED L1220 £,

AT — RCEMES R HAIT. ZRHDTA B AOFHEA—Y a VAT HZEHT
TET, FHlET— RTIL, 73 A& 8T 5 £ TT A &2 A& Cisco Smart Software Manager
B ESNERA, 2720, FHMEE— RCTIZRAVPN 7 A BV A EEF Y U T 74 U A%
AT ERE A,

48 HHEIIZ

FSA B AEFNCTAENS, FOTA B AMEAT TN EE2HERLET, T4 BV R
VLT HERY v»—zi%%@zéﬁ BB L £,

B HMEORE TCIMET H2EBOEAIT. T2 T4 T REBEBTORTA B AZHIMEEIT
ML LES, RAZ UL EENNI T (v 22 BR (3R T5E. ROBRED
REARFIC A Z R IEEICETFNE R EINE T, T4 B AZHNTT 5B, CiscoSmart
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