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APIC/Secure Firewall {1 € 1—)L 3.0 .
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B cezc-—roqozaores1Tokm

IHH Bl

[APIC server password] =P =D AT—RE2EASNLET,

[APIC cluster instance 1 1P] | APIC — R—F 72137 T A X —NORKHF D —_R—DIP T KL A% ASH
LET,

[APIC cluster instancex IP] | (#7323 ) APIC 7 T A Z —|ZBEOY —_—0b 55415, #Ritx
N7 44—V RIZEMOIP T RL2EZ AN LET,

[P addresses NOT to (AT v av) BEPLHEICRAT BEADIP T KLADY A & AT
quarantine] LEd, IP7 KL AL Enter TRYIY 4,

T Xy b AZITRETEEE A,

[Management Contract (A7 a) APIC TR LB a2 N7 7 FoA4RTZ AT LET,

Name]
FEZOWTIL, A7 arofar o7 hBLOar 52 b
EPG OfERL (11 2—2) | BB LT ZE0,

[Management EPG Name] (AFvay) EHar 77 SEEAT 5TV D EPG D4 RTE A
HLET,

FHACOWTIX, (AT v aroBFBa L I RBEXR= TS
EPG DAERL (11 =—2) | 2ZRL TSN,

[L3Out Name] (A7 av) APIC TR¥ESHTZL30ut ¥ —7 > kD4 i, [L30ut Name]
WM& AT 5 841%, [L30ut EPG Name] IZ b EZ AT 5 MLERH
£7

L30ut ¥ —7%" > N OWME SR & X E xR 7 V— 7 odE%x ’
7y L, BREINWENSDOBIEEZ 7+ LYy 7 OO D7

L/iﬁ—o

[L30ut EPG Name] (F 7> a ) APIC TRE STz L3Out fik 7 /v—=7 (EPG) D4 Hi,
[L30ut EPG Name] IZfE% A3 54861, [L30ut Name] I b % A7)
TAHLENDY £7°,

[Audit-only] [Off] (FZ 74/ 1) LR ZRE L, AT —2 A X vt—

% Firewall Management Center |Z25(5 L £ 97,

[On] : B&Y: Lok 2 e 312, AT —# 2 X vt —T % Firewall
Management Center |25 L £ 7 ([[447 (Analysis) ]> [*EEEI
(Correlation) 1> [#BBE4 X > k (Correlation Events) ] 1)

AT9T6  R—=TDOFEIZH B [Configured Remediation] 7 > 5 T, IROWTnE7 U 27 LTHDE [Add] &
7V w7 LET,

* [Quarantine the destination End Point on APIC]

* [Quarantine the source End Point on APIC]

. APIC/Secure Firewall SEE £ 21 —JL 3.0
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BEAIZANR—=AZEZDH Z LT TEEE A,
WIZ., 1E18 %7~ [Configured Remediation] &7 ¥ a > Ol &2k L E 7,

Configured Remediations

Remediation Name Remediation Type Description
QuarDestSample Quarantine the destination End Point on APIC rd i

Add a new remediation of type | Quarantine the destination End m

AT wF 71  [Edit Remediation] ~<—IZLL FOIEHREZ AN L E9,
« [Remediation Name] : (15 A > A X A& BT D004 H1%2 AN LET,
o (X7 =) [Description] : B A v AZ U ADFHEATILET,
ATw T8  [MERK (Create) 1 %227V v 27 LET,

ATv7F9 [T (Done) |27V v27 LET,
AT w710 [EditInstance] X— T, A7 a3 THOBEEERELET,

RDERY
BEEDO-ODOT 7 AL —LOFRE (17X—) ZHRLTIEIN,

BEQDLHDOT Y AFHEIL—ILDOKRE
ZOFITI, SSHY v haETay 757 7 A —VEERT D HEE R LET,

ZTON—VEER L%, E=X —%E 0 EPG NORIDIEERIZ SSH 23454 T DR,
SEVRIEOHD /) — FEIX ) — RmEInET,

FIE

AT 71 %72 Firewall Management Center |22 7' A > L CWRWEEIT, vr A4 LET,
ATwF2 [R) >— (Policies) |>[7 9 ER#IE (AccessControl) | RHE L >[7 9 X HIf# (AccessControl) | %

7V w7 LET,
ATV T3 HLWT 7 ERGHIEARY O—2{ERkT 20, [[fmE (Bdit) ] (&) 12270 v 7 LTHGFEORY >—% Rk
LET,

ATy T8 FFEORY) —%HEL TWHEAIE, [AddRulel 27 U v 7 L CL—/LZ&BIIL 7,
WDIEHR A2 AJILET (Firewall Management Center /N—37 = > 7.2 LLAT)

APIC/Secure Firewall £ €2 1 —/L 3.0 .
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Add Rule

Name
Block SSH

Action
@ Block v

Zones Networks

Available Ports ¢
Q Search by name or value
RIP
siP
SMTP
SMTPS
SNMP
SSH
SYSLOG
TCP_high_perts

VLAN Tags

paeas |

]
Insert
Enabled into Mandatory -
Time Range
B None v |+
A Users Applications Ports URLs Dynamic Attributes Inspection Logging Comments
——
+ Selected Source Ports (0) Selected Destination Ports (1)
any SSH .
‘ Add to Source
Protocol Port| Entera | [ Add | Protocol[ TcP(6) v Port| Entera | [ Add |

[oes | IR

WOTEH A AT LET (Firewall Management Center /N\—37 5 > 7.3 L)

Create Rule

Name: | Sample SSH block rule

Insert: | into Mandatory

Al Z Networks, Ports (1)
Clear Selections h
& ssH

o
Action: | @ Block B Logging: B Time Range: | None Rule Enabled: @
Applications ~ Users  URLs  Dynamic Atributes  VLAN Tags
x Showing 1 out of 29 | Selected 1 | Selected Sources: 0 Selected Destinations and Applications: 0
top (6)/22
o Add Source Port ‘Add Destination Port

Apply.

IHH

Ll

[Name] 7 « —/V K

ZON—VEBINTDAFIEAT LET, B CHRBEIRD720, LHIEEZEDT
<&,

[Action] U X k

[Block] %27 UV v 7 LET,

[Ports] &% 7 ~_—

[Available Ports] U A k735 SSH £ CA 2 m—/L L. [AddtoDegination] #7 U v
7 LET,

[Logging] & 7 ~X—

[Log at Beginning of Connection] = v 7 R > 7 A% A I LET,

7 7 AHEL— L OFERIZ OV T,

ZRL TS,

[Cisco Secure Firewall Management Center 7 /A A& A K] %

. APIC/Secure Firewall (55§ € 1 —JL 3.0
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| saems
paoroorEL—LoxE |

AT97E BN (Add) 1227V v 7 LET,
ATYT6 R=UOLRIZHD [RIF (Save) |27V v 7 LET,

RDBERY
BEOIZDOMBEAN—LOBRE (19 ~—Y) 2L TS,

BED-HDMEEIL—ILDERTE

FIBA L — X, VAT ADVEBICISET 252 LET, ROZX AT TiX, 77 & il
=V DRI Tz STz & EITHEROALE ORI T MY H— SN BN — LV ERET DT
BIZOWTHBALET, FriZ, B 77 7 B AHEA Y =B L0 —/md, #Emk &
Pefgt detin R C SSHBE @4 5 L I b U H—SnET,

FBAR U o — & — L OFEHIZ DUV, [Cisco Secure Firewall Management Center 7 N I =
Ahb—var A R 22RLTIZIN,

FIE

AT 71 %77 Firewall Management Center |22 74 > L CWRWEEIT, vr A4 LET,
RATw T2 [R)— (Policies) | >[48EH (Correlation) |47 U v 7 LET,

AT w73 [RuleManagement] ¥ 7% 7 1 v 7 L£7,

ATy T4 [V—LOVERK (CreateRule) ] %7V v 7 LET,

ATYTE V=& A T a COBAEHBIT 2004 E AN LET,

AT 76 [Select the type of event for this rule] &~ 3 = > [aconnection event occurs] & [at any point of the connection]
7 V7 LET,

2T T ROKZFT LI, L—LDEY DS EHRELET,

Policy Management ~ Rule Management ~ AllowList  Traffic Profiles

Rule Information Add Connection Tracker | [ Add User Qualification | | Add Host Profile Qualification

Rule Name MyCorrelationRule
Rule Description

Rule Group Ungrouped v

Select the type of event for this rule

If a connection event occurs v at any point of the connection v | and it meets the following conditions:
Add condition \ \ Add complex condition
W | Access Control Policy v || is +| | sampleac
AND ¥
W | Access Control Rule Name v is v Block SSH

BIORNCR LT 7B AR Y > —DL4RTEN— N LB X F T,

APIC/Secure Firewall £ €2 1 —/L 3.0 .
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aemE |
B eu—repEEsa—nrora 2 0mERT

ATy T8 VEISLTEDMDA T a 2R EL, [Savelz27 Vv LET,

RDARY
FHEANL— L EBEET S 2 — A VAR A LOREfT 20 2—) 2L TLEEN,

FHEBEIIL—ILEEBEEDA—ILAARAZ R EDORENMNIT

&5 35 £ UM% H |2 Firewall Management Center % 5% &3 5 i % O FIE T, ML — V2 EHE
RV v—EBEAHT £9, £ D#IE, Firewall Management Center CTEE A S5 &, RE
D HUHAN APIC THIE S ET,

FIE

ATw 71 F72 Firewall Management Center (212 74 > L TWRWEAIX, vr A4 v LET,

RTwvF2 [KR)— (Policies) 1> [#EE (Correation) ] %7V v 27 LET,

ATw7F3 [PolicyManagement] ¥ 7% 27 U v 27 LET,

RATvT4  [KRU—0OfERk (Create Policy) 1%7 VU > 7 LET,

ATV TE RI—LH AT a ORI —DHHEZAL LET,

AT w76 [Default Priority] IZZ5H L2 TL 72 &0y,

ATvF71T [AddRules] #7 VU v 7 LE 7,

ATvT8  HANNERL LI — N DRI H DT =y IV Ry 7 A% F I LET,

RTFvF9 BN (Add) 127V vr LET,

AT9 10 [J5% (Responses) | () Z27Vv2r LET,

AT9 71 [Unassigned Responses] U A Kb, BEARY v—D4RTZ X727 U v 27 LT, [Assigned Responses]
WZBEN L9,

BERY) > —DARNERINZ2NGEE, HELV— VIR, 7272 AHIERY >—& 7 7 & A
L=V DS OLLBINE LW & 2R L E£T,

ATy 12 [E#H (Update) |27V v LET,
ATY T3 X—=UDEHIZH D [RIF (Save) 127 Vw7 LET,
ATy T8 EER)—DRATA X [F8)72AT A% (Slider enabled) | (@) ([ZHEENL £,

Firewall Management Center TD{EE DIER

BEIXS E S EREHTRKT HAMREMERH D720, IO FNAZ FAT L T, Firewall Management
Center DIEE AT —HZ AT T =R vy E—UNRERRINTWRNI E 2R LET,

. APIC/Secure Firewall SEE £ 21 —JL 3.0
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FIE

AT F1 %72 Firewall Management Center |22 7' A > L CWRWEAIT, vr A4 LET,

ATw 72 [9# (Analysis) |>[#8E8 (Correlation) |>[RAT—4A R (Status) | %27V v 7 LE7,

ATv T3 [EEAT —H A (Remediation Status) | 7—7 /LT, RY T —DIT&2 B, FEROA v —V MR L
£
WO 2R L ET,

‘ FlrevvaH‘Manage’r’n‘em Center Overvie W Analysis Policies Devices Objects Integration Deploy Q 5" %+ @ adminv
Analysis clation / Status
This F v Bos ks | Searc
2 1-24 17:19:25
Expanding
No Search Constraints (Edit Search)
Table View of Remediations
Jump to,

2022-01-24 17:12:15 http_policy er 1

ATy T8 BEEPEI LIZ5ATE, TAPIC TOREOHE 21 _X—) | 2R L TIEE0,

RAT9TE T —NERENTH, BROBEA S MBRRIT 5 L, RN EERE SN aTREENH 0 7,

RAT9T6 =T —RERINTZEEIL. TAPIC TOREOME 21 X—) | 22 LT, MESRILIENE D
DEMERLET, REOIREICKII LEZHAIE, T TOZT—RA v =V B TE £,

RDERY
APIC TORIEDOREL (21 2—3) ZHBRLTLFEW,

APIC TDRIEDHERE

4R8O SRS
[Firewall Management Center COEE DR (20 X—2) | TSN TWDHH AT Z5ET
L/iﬁ‘o

FIE

ATy F1 APICICu /A LET,
ATwF2 [Tenants]| ¥ 7 _X—T %27V v 7 LET,
RFw 73 [ALLTENANTS]%#2VU v L.

APIC/Secure Firewall £ €2 1 —/L 3.0 .
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B rrccomzomz

ATvT4
ATvTH
ATv76
ATvT1
ATvT8
ATvT9

ATy 710

B LTy NOARTE XY TNV Uy LET,
XA T, R LT T r—va v R LET,
[USegEPGS| # 7 U v 7 LET,

W DI AR D EPG Mgz 7 U v 7 LET,

FHM DR LT [Policy > General] 227 U v 7 L £,
APIC #—/3—"T 1 DLl LD uSeg BIHENERR SN TS Z L 2R L ET,
WORIIH| Z =R L TWET,

il
cisco

System Tenants

Fabric

VM L4-L7
Networking ~ Services

Admin

Operations

ALL TENANTS | Add Tenant | Search: | common | linlin | ed | TenantSthy | TenantTFW

Tenant ed

B Quick Start
4 X+ Tenanted
4 I Application Profiles
4 & app2
» I Application EPGs
4 [ uSeg EPGs
L;S EPG quarantine-epg11

L4-L7 Service Parameters

| Networking
B L4-17 Service Parameters
» I Security Policies
» I Troubleshoot Policies
» I Monitoring Policies
4 MW L4-L7 Services
» I L4-L7 Service Graph Templates
» Il Router configurations
» I Function Profiles
4 I L4-L7 Devices
A E passivelPS
» & Devicet
E, Cluster Interface - consumer
Cluster Interface - provider
» & umFme
» E vips
» Il Imported Davices
» Il Devices Selection Policies
| Deployed Graph Instances
» I Deployed Devices
Inband Management Configuration for L4-...
» I Device Managers
» I Chassis

EPG - quarantine-epg11

¥

Properties
Name:
Description:

Tags:

Alias:

uSeg EPG:
pcTag(sclass):
QoS class:

Custom QoS:
Intra EPG Isolation:

Preferred Group Member:

Configuration Status:
Configuration Issues:
Label Match Criteria:

m Operational Stats
Subject Labels

Health Faults Histor
EPG Label

ACTIONS ~

quarantine-epg 11

optional

enter tags separated by comma

true
32772
Unspecified

[[€5¢

select a value

e
o [

applied

AtleastOne -

Bridge Domain:

ed/bd-ext v @ |

Resolved Bridge Demain:
Menitoring Policy:

ed/bd-ext

select a value -

uSeg Attributes:

Name Value

192.168.103.21 IP Address: 192.168.103.21

O, IP T FLZ192.168.103.21 DF A ARMEINT-Z 2R LET,

G¥)

VMware DVS B L ORT A Z )L (T v PF—R) OBFA,

MWWRNSBIEESNS L, IPT RLAHD 1D

DEMLEEMACT SLAHAO 1 OB 2 >OBEME (7040 %) DEIBMIEREINET, LzB-
T. BEZHIRTAICE. MHFOBMEEZHIBRTALERLY 3,

uSeg JEMEAER STV R0, MBI —UIZ L » TRESINTZEENH- SN T0nD Z EBbhoT

WAGEIE, BEIIRRLET, IP T FL A& FETRET 51213,

(23 <—P) | FBRLTIES W,

[P 7 F L 2D FERE O E

. APIC/Secure Firewall (55§ € 1 —JL 3.0
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=% =R

IP 7 KLADFEIRE

BIEIZRIE L7 aid, BAFO FE Y 7 OB > T, EEOIP 7 RL 2% FH CTHRET
=FET

«IP 7 KL ADFEREOHE (23 <—)

HETAHIPT RL2ADOKRZE (23 2—)

« uSeg EPG EIEDIERL (24 X—2)

« FEYIP 7 N L AR OMRE (25 ~—2)

IP7 FLRADFENEREDHE

ZOHA ROFIOEZ v arTHALEL YT, BRENERLESSIE, TOIPT FLA%E
FETHRECTEET, BIETHIPT RL AL MACT RLAZRDTFL2HLERSH Y £3, IP
7 R L A% Secure Firewall Management Center {2, MAC 7 N L A3 APIC IZF RSN FE T,

BRETHAIP7RLADEER

Z® MY w7 TlE, Firewall Management Center CHHEI R 7 2 fE58 L C, &3 HIP 7 KL X
RO D HIEICOWTHAILET,

FIR

AT F1 %72 Firewall Management Center |22 7' A > L CWRWERIE, 7 A4 LET,

ATw 72 [5# (Analysis) ]>[#8B8 (Correlation) |>[RAT—A R (Status) | %27V v 27 LE7,
ATYT3 KBLIEBEDOT N DY A LAY T HROTF, FEILIP T FLAZEZEDET,
ATV T4 FFEAPICICR A LTWRWESIE, s qr LET,

AT w75 [Operation] ¥ 7X—C[EPTracker]| 227 U v 7 L, IP7 KL A% AJJ LT Enter 2 L £7°,

APIC/Secure Firewall £ €2 1 —/L 3.0 .



IP7 RLRADFBiRE |
. uSeg EPG B4 D 1ERL

ATV T6 HFRMFRENLWVEAIL, WMREZHRETEERA, BHOIPT FLARERENLISHAIEL, MEOH S
FTFURDIPT RLAZRBELET,

RDARY
uSeg EPG JBPEDIERL (24 ~—2)

uSeg EPG E £ D 1ERK

BT B8RO EPG 2 #kA T& 2841, Z OERICHIGT 5 uSeg EPG &M A 1B L £9,
Flg

ATYT1 BETLHIPT FLADOMAC 7 KL AT 5HI21%, https:/apic_IP_addressvisore.html "¢ APIC 47
VxV MARNTTITUWIIBELET, WMROIP T FLAZBEHAL T/ #FEITL, MACT KL X
EERRLET,

WOXIH 2R L TWET,

Hmm
dith - Object Store (7]

Class or DN or URL Property Operation Value

= - ey G
77 objects found Show URL and response of last query @ Empty Properties

et 00006

dn < uniftn-TenantED/ap-app-repro/epg-EPG2/cep-00:50:56:8E:E2:0F > a9 A

annotation

baseEpgDn

bdDn < uniftn-TenantED/BD-BD2 3 [
childAction

contName FTD_WEB

encap vlan-931

esgUsegDn

extMngdBy

fabricPathDn

hostingServer I"ra "

id 0

idepdn

leC vmm

leOwn local

mac 00:50:56:8E:E2:0F

ATvFT2 FEAPICIZEIZ A LTWRWEAIE, v/ A LET,
ATwF3 [Tenants>ALL TENANTS| #7 VU v 27 L£7,

. APIC/Secure Firewall SEE £ 21 —JL 3.0



| P7 FLROFE0IRE

ATvT4
ATvTH
ATvT6
ATvT1

ATvT8
ATv79
ATv 710
ATvITN
RTvT12
ATy 713
ATy 714
ATy 15
AT 716
ATy 11

ATy 718

ATv 719

ATvT20
&) |

ATy T2

ATvT23
ATvT24

zoip7 rLzgEoRz |

BETOIMEEGLT T "X TNV v LET,

[Networking > Bridge Domains] % B L %9,

EPG 7 U vV RAAL U EHEZHOET,

[Application Profiles> profile-name> Application EPGs] > epg-name% &R L., FAA 7 m 77 AV 4
HEIEDES,

[Application Profiles] Z & L, [uUSegEPG] #4727 UV v 7 LET,

[CreateuSeg EPG] #27 U v 7 L £,

uSeg EPG D4 i % uSegEPGendpoint-name D CA I L %9 (il : uSegEPG-EPG1)
[BridgeDomain] U A F235H EPG D7V v KA 27 U v 7 LET,

[k~ (Next) %727V v 2 LET,

RAA A= T M (AdD) J(T] &2V v 7 LET,

[Domain Profiles] Y A h CRAS T 77 A Va2 s ) v LET,

[Deployment Immediacy] % [Immediate] (2% E L £,

[Resolution Immediacy] % [Immediate] (Z7%7E L £,

AFO[LEM (AdD) 1N &2V vr L, &HiE 742D T FLAZASLT, IP 7 A LE G
PEAEBEMLET,

Update# 7 U v~ L. Finish &2 U v 7 LT,

uSeg EPG NERENARWEEIE, 7T U OR—=VEHEH L TS0,

[uSeg Attributes] #7 V v 7 L %7,
7y 7 GEM (Add) 1(T)

[Match Any] DFHFEF2MH LT, BESNIZAARDOIP 7T KL AL MACT RLAD@EMEZBEML £
_a‘o

IP 7 A NZDEE, 4FTELTIPT FLREERALET, MAC 7 4 V¥ DA
BIOMACT FLADEH#RD 3 SOF 7T v Nae&aie LTHEHALET,

IP7 RL &L FH.

BT ZHERK L7= uSeg EPG @ F C [Domains] (VMs BEOWNRT 24X )V) 427V v 27 L, 5td EPG & [H
—DLETE RAA U H AT TRAL VEE#EMNTZEBMLET,

RT ALZNVOEE, [StaticLeafs) #4727 U w2 L, [Statically Link With Node] 227 U v 7 LE7,
[#EE (Submit) 1227 Vv 7 LET,

RDEZRY

FHEYIP 7 N L AREOMHER (25 ~—)

FHIP7 kL RAREDHER

B SR GBERHAY TSN L 2MEE L £,

APIC/Secure Firewall £ €2 1 —/L 3.0 .



IP7 RLRADFBiRE |
B =sr7 Lxezomz

1R BHHEIIZ
FIE

ATV T MESNEZIP T FL A ping R EDE R T #FITLET,
BAEIXRIT 5137 T
ATY T2 ping ITRH LA E, BETDHMARDOIP T KL AL MAC T RLAZRER LT, HafrLE1,
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- BB R (27 N—Y)

Cisco APIC/Secure Firewall Remediation Module D FEHIIZ DWW T, #4355 414 FEasR 1L TL
720,

Cisco APIC 3 X O ACI OFEAMIZ oW CiZ,  [APIC Documentation] ZZ& L T 720y,

N7 —/v (BST) O, —E AU 7 =X FORIE, BIMEROINEDFEMIZ OV T
1X. [Support Case Manager] &ML T 7Z &V,

APIC/Secure Firewall £ €2 1 —/L 3.0 .
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maEas |
B uzas
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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