BAFZIVY T7A4AT 04— DERFE

s HAT I I T AT TA N OREHE (1 3=Y)
e X AFI v I BHET 4 VEDERKR (15 2—)
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RAFZIVYD TJ7AT7 04— DERTFEAHZE
TDOREY I, FAFIv T T7 AT T4—/LIZONWT] TSN TWE A5y
I T7AT T4 =)V ERETHEOOWEELT Y a VEFRTEDICENLHET,
process_summary

A F w7 77 AT 74—V iL, Cisco Secure Firewall Management Center |Z - — " —{Z #H1%
WA M35 Cisco Identity Intelligence & (CiscoISE72 E D) TAT VT 4T 4 ) —AZKE
l/ \‘i‘g—(}

1. —W—(EHEEFHRZINET B L 51T Cisco Identity Intelligence & 7% E L £97,

2. HAR— hENTWB Cisco Secure Firewall Management Center 7 A 7 7 4 7 A Y — A &%
E l—/i‘é‘o

3 U AR—=FEINTWABTAT T AT A LILVEAEERELET,
4, #EMax I X A RF—T NI LET,
5, A F3Iv 7 77 AT U4 —NVERELET,

process_workflow
WRIZ, FATI w7 74T U=V ZRETDHEOMEZL R LET,

1 FEEa— /L %EfF>Duo 2t —H—&E LT, CiscoT AT T AT A AT I AT
Fo N ETuEeYa =S LET,

Cisco Identity Intelligence 7> b7 rE Y a = VT IN TS X HIZ, Duo
Advantage 67 F > a7 rbEYa = TEET,
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2. CiscoTAT T AT A4 ATV AT, APLHESZERR L. TOEHREFEH LT
HAF Il 774 T 94—V 2y T v 7 LET,

VAT, CiscoT AT T AT A AT IV 2 AZFHL TRy hU—7NO 22—
P—BIORT A, R AT EFEREPEEL TWET,

CiscoTAT YT 4T A4 AT Uz A DOEMCHONWTIT, N7V —HA REBRL
TLIEE N,

ZDHRTDFEMONTIL., [ TAT T 4T 4 AT ) V2 ADONERFEROE
B @X=) | Z2RLTIEIN,

3. (Microsoft Azure AD LIV ADHI) TAT T AT 4 A>TV A T, Microsoft
Entra ID #A& 2 ERRL L £7,

FEABIZ DWW TTIX,  [Microsoft Entra ID (Azure AD) Data Integration] &M L T 7230,

4. TATUT AT A —=AEERLET (TAT T 474 Y —ARTTILHLHGEIT
WDAT » FIERET)

L, IROWTNIDOFETETTEET,

(FATFTIvI T AT U+ —/LDORIE (Configure Dynamic Firewall) ] 41 7 12
Ry PR, TAT T AT 4 Y —ADORELEHIAET 572D [BE (Configure) ]
Uo7 hgRanEd,

[VRTL (System) | (B) > [#E& (Integration) 1> [FA TUTA4 T4 V—2R
(Identity Sources) | #7 V v 7 L£ 7,

TATUT AT A4 —ADFEHIZONTIE, LFZ2SRL TSN,
« Cisco Identity Services Engine (Cisco ISE) DT A 7 7 4 7 4 YV —ADFKE N 1L
epxGrid 7 7 U R T AT T 47 4 YV —ADKEHE (ISE 3.3 LLi)
epxGrid 7 7V R TAT T 47 4 Y —ADRENHE (ISE 3.4 LIF)

5. TATYT AT A4 LIVLEERLET,

WDV LEYR— L TOVET,

« LDAP L /LA E 721 Active Directory LV AR LUV AT ¢ L7 b U OFER

Microsoft AD DB N3V AR — kI TWET, LDAP LV ATV AR—F SN TWnEH
A/o

o Ny VTERGEH O Azure AD (SAML) LV A DERK

6. @HEMaRIZ A X—TMILET,

R R X 13, FATFT I T AT UV EHHATAHZOICHNETT, =
NCED, TAT T AT A4 RARETAT T ATAALT IV R EHAELT,
2—Y =TT 4 T 4 BT DHIAEERILTE 9,

(A F Iy r@Maxs Z2oENME) BB LT EE N,
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10.

prEtaxs s oant i

BAFIv T T7AT T — N AL AF AR LEST BATFTIv T 774,47
Td =V A VAFANTTIZHDHEEIE,. WORAT v FIZEHRET) |

[#4& (Integration) ]> [FA4F v EMERY A2 (Dynamic Attributes Connector) ]
DN Vw7 L, [FAFTIv I T74T U4 —/LOFGE (Configure Dynamic Firewall) ]
7 V7 LET,

HAF I T7AT T —Ib A AX L ARERLET, (6-23—) 2L T
LTEE&EW,

TAT T AT 4 —A%CiscoT AT T AT A4 AT VY= AT ET,

TATUTATAAYT IV A ETATUT 47 4 Y —ALOEMT (73—
V) EBBLTIIEE N,

VAT KERT ANZ EFRLET,
AT Iy T RET7 A V2T T 2 KA 272 OB L £ 7
AEETEX VT NS R
EETE BT R
fEHTE Y —
cBEb L ——
(A F v 7 BT o V2 OER (155—2) | TSR TWaH LT, b
DEATI v I BT 4 NV EEREEITERTEET,
VAT LNERDT 7 AR — N BRI L ET,

WD N— L %&FH LT, Dynamic Firewall Policy &9 (F72XRED) £&aio7T 7 & A
ayvbha—L R —E2ERLET,

AEBEORFEILR Y N U= DOEEROSESR Y N U =7 ~OFETE 20— —
7wy LET,
AERORFEILR Y FT =7 DOERDOER Y P T =7 ~DkEb L na—F—28

AEBDORBFEILR Y N U= DOEROSER Y N T =7 ~OEETE 20T /31 X
Z7wmy 7 LET,

[V AT IMERDT 7 A 2 bu—/L R —DFmpREME (142—) | Tl
INTWA LI, 778 RAar bha—LiR) =T 7 v RHHNL—VEREE-1X
HIBEL £9,

FHEEI R 2 OFERE

Z DX A7 TiL, Cisco Secure Firewall Management Center C ZhiJ g2 %7 % 24N T 55

et

OWTHHALE S, BIEM a7 2%, 779 Ry hU—F U JRBOFT =7 |k
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% Cisco Secure Firewall Management Center 7 7 & Al O/ — LV CHEATE 25 X 92T 5%
a&TT
= o

FIE

AT w71 Cisco Secure Firewall Management Center (212 7 A > L CWRWEAIX, v/ A LET,
RATv T2 [#HE (Integration) 1> [FA4F vV EHEI Y4 (DynamicAttributesConnector) |27 UV v 7 L&,
ATwF3 [A%) (Enabled) 1ICATA KL%,
ATy T4 BNEEa RS X BEDN/IR->TODHE, A ve—YRERINET,
T —=NRAELTGEIE, BT L TS, =7 =036 < A 12iE, CiscoTACIZHEE L T 7230,

— . = — ., - R N S ~ =

TFATOTATA AT R DELIFHROIEGF
TDRAAT T, FAFTIvI Z75 AT 94—V TTAT T AT A AT IV A &
Ty N7 v T BEDITHERT X TOFREIRUT D APLI Y T A 7 > FOFERFIEIZONT
FHALET,

TTIZAPLZ A7 b3V IROTXTOMENR D> TWDLEEIT, ZOFIEEAF v
LT I it N TEET,

« Client ID

« APl URL

« k=% > URL

e DSA4T DI —Y Ly k (Client Secret)

4r & HREIIC

BAFTIvI T7AT 04—V ERETDINE TAT T AT 4 ATV V= TAPI
74T MREAEERT 2MERHY £

API1Z AT v FMEBIZOWTH > TEBLMLERHLEORIZ, 7 74T byr—27 Ly BR
HOET, ZHI, APIV T4 T2 FEERT D L EICOARFRENET, 20D, &I
APL A BT A MLERH D £,

APL 7 T AT v MRE OFERLDOFEANIZ DWW T, [Public API] &ML TL7E& Wy,
Flig

RTYTIN TATT AT A4 AT IV ATy Mu A4 LET,

ATv T2 > ([¥tA (Integrations) ) =27 U v 7 LET,
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«1v7uvzoz onEsEgong [

ATY T3 [MEDENM (Add Integration) ] %7 U v 7 LET,

ATy T4 WOX—TD[APIZ 747k (APIClients) ] C, [APIZ 7 A 7> h @B (Add APIClient) ] %7 VU v
7 LET,

AT w75 [4AE7 Name) | &4 7Y a3 > d [ (Description) 1 2 AN L £,
ATvT6 [REFELTue 7 A A5#H %4 (Save and Generate Credentials) ] %27 U v 27 L9,
ROBIHI %" L TWET,

Integrations > Add Integration > API Client

New API Client Integration

Name

DocsTest

Description (optional)

O=

API Credentials

Credentials will be shown here once generated

Cancel B Save and generate credentlals

ATy T RORITRT L0, RO~S—VT[FRCaE— (Copyall) 1522 Y v LET,

Integrations > Add Integration > APIClient

New API Client Integration

API Credentials 0 Copyall

API URL
) hitps://api.oort.iofapi

Token URL

7 hitps:/login.oortio/oauthtoken

Client ID

5 SOubmDWWOKADDAPPWOHMRADIKOGK3g5g
Client Secret

I ©

number of tokens that can be created for this client andor organization,

y
The organ imited to 100 daily tokens.

+ Finish

ATy T8 HBTHEATELLIICa /A U ERERTFLET,
ATv T [#T (Finish) 1227V vZ7 LET,
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ILLDERL

AT IvT T7A4AT U4 —)b ZHETHANI, VPR—FENTWDETATT 4T 4 LIV
DETAT T AT 4 Y — A %R E?éﬂ%#%@i?
TATUTA T4 VILLDERE
WDOT AT T 4T 4 LILARFR— KNI TWET,
« LDAP L /L A % 721% Active Directory LV AB LU L AT 4 L7 b U OFERK
Microsoft AD DZ3H AR — kI TWEF, LDAP LV LAY AR— SN THEREA,

o Ry U7 FRGEH D Azure AD (SAML) L L A DAERL

TFATUoTATAY)—ADERE
WKDTATF T 4T 4 ) —ARFR— N ENTWET,

« 427 L I AD Cisco ISE : Cisco Identity Services Engine (Cisco ISE) O7 A T 7T 4T 4
V) — ADFEF

o —F 721385 D CiscoISE 77 7 A X — .
epxGrid 7 7 U R T AT VT 47 4 YV —ADFEHE (ISE 3.3 LLHi)

epxGrid 7 7V R T AT T 47 4 Y —ADKENHE (ISE 3.4 LIFE)

BAFZIVY TI7ATI94—IL A VREZVREEBLET,

CDHEARAT T, TAT VT AT A=A TAT T AT A4 AT IV X BORER;
JTTHDLEAT IV 77 AT UF—IL DEFH LAV AX U ABVERT 5 HIEIZOWCHA
LET,
IR B
WO EHTXTITWET,
o [ oWt TEWEMEa R ¥ ZHHLET,
TATUT AT 4V —ABER L ET,

« 427 L I A® Cisco ISE : Cisco Identity Services Engine (Cisco ISE) O 7 A 7 > 7 4
T4 — ADREST

o« B—F 7213 D CiscoISE 7 7 A X — .
epxGrid 7 7 U R T AT T 47 4 YV —ADOENE (ISE 3.3 LIl

epxGrid 7 7 U R T AT T 4T 4 YV —ADKENE (ISE 3.4 LIE)
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#task_F9ED2AF84F604438ACDC2124237DC518
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-passive-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-ise.html#ways-to-configure-cisco-ise
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-ise.html#ways-to-configure-cisco-ise
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/m_user-control-pxgrid-cloud-ise-3-3-earlier.html#how-to-configure-a-pxgrid-cloud-identity-soruce
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/m_user-control-with-pxgrid-cloud--ise-3-4-and-later.html#_99b9aad9-a31b-41f0-b1bd-794caf81775c
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-ise.html#ways-to-configure-cisco-ise
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-ise.html#ways-to-configure-cisco-ise
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/m_user-control-pxgrid-cloud-ise-3-3-earlier.html#how-to-configure-a-pxgrid-cloud-identity-soruce
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/m_user-control-with-pxgrid-cloud--ise-3-4-and-later.html#_99b9aad9-a31b-41f0-b1bd-794caf81775c
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FIE

ATy FEal 4 LT WA, Cisco Secure Firewall Management Center (212 71 > L E T,
ATv 72 [#E (Integrations) 1> [FM4F v EHEI R 42 (Dynamic Attributes Connector) (DIEIZZ U > 7 L

ij‘o
RFYT3 TATLT AT 4 —ADLHOMICHS @2r Vv L, FA4FIv s 77470+ —L ZBEINLE
ﬁ—o

WROBIH 27~ L TOET,

&

~ See available connectors

g @ P
1 Go to Connectors E%F*S‘"g‘lw ]'—

[ Editin Identity Sources

o
© Create Dynamic Firewall

Identity Feeds Intelligence Integration
s
0 Available 0 L

(6=
TAT T AT 4 Y= ANFRENLRNEET, HATTDANAER L ET,

» Cisco Identity Services Engine (Cisco ISE) OT7 A T > 7 4 7 4 Y —ADEE Sk,
epxGrid 7 7 U R T7AT T 47 4 YV —ADRENE (ISE 3.3 LA

epxGrid 7 7 U R T AT T 4T 4 YV —ADi%ESE (ISE 3.4 LIK)

ATV T8 (AT 75747 04— /LOER (Create Dynamic Firewall) 1 %27 U > 27 L&,
ATFYTS [ TATFUoT AT A —=RETAT T 4T 4 AT V= AOEAT ) (SR E T,

FATOTATAAVTIVOI VR ETFTATOTATAI—RED
BEE £t [

ZDREATTIE, =P — LT A ZDIEHHFHI % Cisco Secure Firewall Management Center (=
RS D TAT T AT A AT IV ALTAT T 47 4 Y —RA&BEAT 2 5k
DWTEH L ET,

ZEMIZ DWW T, [User Trust Level] 2L T 72 &0,

1R BHEIIZ
FlaZBRIGT RN, IROSEHERL T E I,
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-ise.html#ways-to-configure-cisco-ise
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/m_user-control-pxgrid-cloud-ise-3-3-earlier.html#how-to-configure-a-pxgrid-cloud-identity-soruce
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/m_user-control-with-pxgrid-cloud--ise-3-4-and-later.html#_99b9aad9-a31b-41f0-b1bd-794caf81775c
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/cisco-secure-dynamic-attributes-connector.html#_a0808c80-6893-48b6-a71a-6acb1cc2d562
https://docs.oort.io/user-trust-level
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B 777 74107000 R ETAF T4 T4 V=R E OB 1T

c ATy T AT TV IZONT ICRBMENTND, TAT T 47T 4 L
A, TATUT 4T A=A, BEXOTAToT 4T 4 40T VY= R NiET S
M2 B L TN D,

o [(BAF I T AT U=V AL AZ L AZERLET, (6-2—Y) | THHAS
NTNWDEHXAT BSETLTWD,

FIE

RTYTN ZAFTIvT TrAT Ud—/b A A2 ZAOERP B L ET,
ATYT2 WOR—=VDREFNT, TAT T AT 4/ —A%27 U »7 LET, £%IT[Ciscoldentity Intelligence] T = =
IRy I AaA LT, 2= =T M ZADV A7 2 Za—F—A T ) V= AZBMLET,

WRORIHZ R L TWET,

. .
Dynamic Firewall 0@ x
o Associate an identity source with an identity intelligence integration

In the left column, click the name of an identity In the right column, select the check box to

source from which to retrieve authentication assoclate the identity source with intelligence

information. integration.

User identity feeds Intelligence integration

: Cisco Identity Intelligence
Enable ISE pxGrid Cloud in Identity Associate user and device risk
Sources to use it in the dynamic firewall. 1 assessment from Cisco Identity
i Intelligence with the selected identity
! source. If you want you can go to Cisco
T | Identity Intelligence Dashboard [

(® ISE pxGrid On-Prem
Use ISE pxGrid On-Prem as a source of

user identity to set up dynamic firewall. |
Enriched by

Identity is not yet supported in dynamic
firewall.

Identity is not yet supported in dynamic
firewall.

2 | View system-defined filters

3 View system-defined access control policy rules

ATY 73 [Next] 27 Vw7 LET,
ATFYTE TATUoT 4T 4 AT VP2 A DORE (9—=2) ITERET,
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/cisco-secure-dynamic-attributes-connector.html#create-a-dynamic-firewall-instance
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— — — — -~ =, [ |
TATUOTATAAVTI)IOT VA DERE
ZDHARTTIE, 2—HF—ET NS ADY AT L—7F 1 7 % Cisco Secure Firewall Management
Center (ZIEMLT D TA T LT AT A4 AT V2V RETAT T 4T 4 Y — A% BT
D HEZOWTHBI LET,

1R BHHIIZ

(TAT T AT AA LTIz AETATUT 4T 4 ) —ALDOREMT (7T3—=) |
THHIN TWAE 27 25T LET,

FIE

AT9TN [ TATUTATA AT I ALTAT T 4T 4 Y = AL O (7T_—2) | THHs
NTWDHF AT & T LET,

AT w72 [Cisco Identity Intelligence] = v 7 Ry 7 A% A AN LIZGEIE, (TAT T 474 ATV VxR
DRBEREROWSTF (4 ~=2) | OBINMST, TATT AT A4 AT VP2 ZZONTRED
JEwREATILET,

WO EHI 2R L TWET,

Dynamic Firewall Q@ x
@ Associate an identity source with an identity intelligence integration

e Configure Cll connector

Name*

l cll ]

Cll AP1 URL™

[ https:s. === io/api ]

Token URL*

l https:/)= = m == e hftoken ]

Client ID*

AQGw e an TR T H BED ]
Client Secret*
Pull interval (hours)
[ 24 I
EXCLUSION LIST (e ]
No exclusions for this connector
] =] -

AFYT3 (7 ay) TAT T AT AAT IV 2K L, BEOD2—Y—F v NEEETE L LT
WalE, [BR# U 2 & (Exclusion List) | % [A%h72 A Z A 4 (Slider enabled) | (@) (ZA7 A RLET,

username@domain.com JEA T 11721 DD2—F =K EZ AN LET, ZOIV A MDa—Y =X, T T
TATA AT IV AL TEHETED EAREINET,

ATy T4 [TAL (Test) |27V v27 LET,
F A NP LTEHA DR, ROFINEICHE E T,
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T —INFIRENTGEIE. TAT T AT A ATV V= ZADTXTOMEEHGE L THRAITLET,

ATv TS5 [Next|] 227 Vw7 LET,
ATYT6 VAT LAERT ANVFDOER (10 =) ([ZHEHET,

VATLEET 4 ILEDRT

IDHAITIE, =W —LT A AD Y AT L—F 1 7 % Cisco Secure Firewall Management
Center |2 D CiscoTA T v T AT AA VT IV AT AT VT 4T 4 Y — A% EE
T 2 HFEIZHOW TR L E T,

JR 8 BRI

(TAToT AT A AT IV ADOKE] #ZRLTIIEIN,

FIE

ATV T1 ROBUTFRTE ST, VATAIZIE VAT AEBEDEA T IV IBET AN EZDE Y "RFRINET,
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Dynamic Firewall Q@ x

@ Associate an identity source with an identity intelligence integration
@ Configure Cll connector

o View system-defined filters

We're creating the following system-defined filters for you. Click help for more information.

4 dynamic attributes filters

Name Query

Untrusted_Device (PostureStatus eq 'NonCompliant') OR
{(MdmRegistered eq 'true’) AND (MdmCo...

Trusted_Device (PostureStatus eq 'Compliant) OR
{(MdmRegistered eq 'true’) AND (MdmCo...

Untrusted User

TrustScore eq 'UNTRUSTED'

Questionable_User
TrustScore eq 'QUESTIONABLE'

=3 -

4 | View system-defined access control policy rules

ATV T2 VAT EABER L7 4 Vv E 2FRRLET, LEOITO BTV LTCTANEEREBTLE, 74
NZ H R L CHEMZ R TEET,

ATY T3 Next|] 227V w7 LET,

ATFY Tl VAT LEROT 7B ZHEAL—LOFR (11 2—) [THERET,

ATLEEDT OV REIEHIL—ILORER

TDRATTIE, XA FIv T T7AT U=V IZLo THER EN=ZT 7 & AHlfEAL— 11z
DWTHBA L £,

\'l

158 BRI

VAT AEFRE T ANFDFER (10—) 2L T EEN,
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FIE

ATFY Tl VAT LA TERENTZT 7 B AHIEHL— L ZF R LU ET,
WORIEIHFIZ R L TWET,

Dynamic Firewall @ x
@ Associate an identity source with an identity intelligence integration
@ Configure Cll connector

@ View system-defined filters

o View system-defined access control policy rules

Rule Name Action Dynamic Attributes
Block_Untrusted_U: @ Block i 33 8T
lock_Untrusted_User ocl ]

E 2 Untrusted_User | ANY
| & dic. i o SRC | DpsT
nspect_Questionable_User @ Monitor Cottin i iar D anv
Block_U d_Devil @ Block e ST

ock-LUntruste vice o Untrusted_Device | ANY

RATFYT2 ROFTT > arONTNNEEIRLFE T,

s INBLDOT Ve AKIENL—VOIERE AX Y T T HITIE, [AFX T (Skip) 127V v 7 LET, MM
HOBRETWSTHIERTE 7,

o [k~ (Next) &7V v L, BIOXIZRT/L— L% L T Dynamic Firewall Policy & V9 RO T
IR aryrao—)L R —EERLET,

¢« VAT AMMER LT T A VAR DIZIE, [[RD (Back) 1227V v 27 LET,

RATv T3 T RARBA— A DERPE LIZGE, [k~ Next) 1227 Y v 7§20 LROXR=UBRERENET,
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a—v-psuzrore |

Dynamic Firewall @ x

@ Associate an identity source with an identity intelligence integration
@ Configure Cll connector
@ View system-defined filters

@ View system-defined access control policy rules

You successfully edited
Dynamic Firewall

Go to the Access control policy page to review changes you've made.

A—H—&5N) X FDIRE
(AT aYy) TATFYTATAA YT I ACH L, BEODZ—F—%[EZHTX B o2—
P—e LT KO IR TEET,
IR B I

(AT I T AT U=V AV AZ U AEERLET,  (6-5—) | OBBICHK-S
THEAFT IV T7AT U=V ZRELET,

FIE

AT F1 %72 Cisco Secure Firewall Management Center |22 71 > L CWRWEAIT, v/ A LET,
ATv T2 [#HE (Integration) 1> [FA4F vV EHE Y4 (DynamicAttributesConnector) |27 UV v 7 L&,

RFYT TAFLTF AT 4 V—ADLHORICHS @ %2210 v LET,
AT T4 [CUBRA Y 2 kOfmE#E (Edit CII Exclusion List) 1 %27 U v 27 LT,

RDLAT AT Ry 7 ARFRENET,

| F4+399 7274794— L DEE ||



FA4F3Iv9y 7747 9+— L DEE |

B x7s#mo7s€2 2y ro—L Ry s —DRTEFE

Edit Cll Exclusion List (7]
EXCLUSION LIST a

Enter each user name on a separate line

i

Enter one or more users to exclude from filters. These users will not be treated as untrusted users.

User names are case-sensitive.

Cancel

ATY 75 EDTZ £ —/) KIZ, username@domain.com DJERT 1 1TIT 1 ’D@:’-‘—‘H“—% Z ASJ LT Enter 24 L. Bl
Da—H—4E AT LET,
K=Y —RHETAT T AT A AT I V2V ALK TEHETED AR EINET,

DARATLIEBROT7 R avra—ILRY O—DRRERE

ORI TR, VAT ATERENET 782 — L ET 78X 3 hr—L R
V—HRRET D HIBEIZOWTHBALET, KL, R —3T7 31 REEAMT STV E
AN, FNEFHTLEAIL. T A0BI, V—NVOEF, L—/LOIEFER, -0k

=V OHIBREITZF T,

1R BHHIIZ

[V AT NEFROT 72 AL —VDOFRR (11 X—2) | THHAISNTWABIELZET X
ﬁi‘é—o

FIE

AT w71 F72 Cisco Secure Firewall Management Center (212 74 > L CWRWEAIL, v/ A4 LET,
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| 544399 27479+— L OFE
T YY) e |

ATFw 72 [RY)I— (Policies) 1>[7 9 Al (AccessControl) | RHL >[7 Y X ##H (AccessControl) ] %
7Yy LET,

AT w73 [Dynamic Firewall Policy] (F72IXFEEDARD) W I ARIORY > —ORIZH 5 [ (Bdit) | (&) %7
Vw7 LET,
KORNZ, Yo TADT7 A ary ha—L R o—%k51LET,

#' Dynamic Firewall Policy ¢ Analyze v
L' Packers » @ PrefiterRules + (O Decryption + @ Security Intelligence + (O Identity + @& Access Control | © More Targeted: O device
l Q, Type to search ] stal 3 rules A B m ‘ Add Category | JEEELIN
Source Destination
(] Name Action
Zones Networks Dynamic Attributes Zones Networks Ports

(] v Mandatory 3 rules (1- 3)

|:| 1 Inspect_Questionable_... © Monitor B Questionable_User 3]
O 2 Block_Untrusted_Device @ Block Untrusted_Device
O 3 Block_Untrusted_User @ Block Untrusted_User o :

Default (No rules)

There are no rules in this section. AddRule OF Add Category

IOT7T kA ay ra—LR) =TTl SEblWwa—Y—%2EHTHL— Lty ORI T FITEERS
NHZLIZEELTLEIY, BXIFREZRETDHICNE, 778X arta— AR ) r—ouafy
TRE] R LTLLEIN,

ATV T84 ROWT N EFEITLET,

T NARATT 7 EA 2 hu— VR v—% 2=y NMZT5H: 778X aha—LRY v—n~
DT 3, ZADE|Y 24T,

AR —%fRET D (aX L TOBEMRE) 77 A oy ha—L R —0OFEH,
« TR ARIEN—NERETD T B AKIEL— L DOEE,

.

MRV L —F S a v EBRETH TR aryha—L R O —OFEHIRE.

DT IR ALY Fa— LR =IO RY —ZBEMT S - T ' ZHEHA~OMDORY —D
BT,

4TI VIRHET 4 LR DIER

EHHLCERTDEMBESE T L2, 7782 a2 br— NV RY T —THEHATE XA

T A7 =2 k& LT Cisco Secure Firewall Management Center TAB SNVET, 72L& %
X, MBI O AWS $—/R—~D7T 7 & A% | Microsoft Active Directory TEFg S I 7= H# 27
N—=TDAN=DHIHIRTE ET,

| F4+399 7274794— L DEE ||


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/access-policies.html#AC_Policy_Syslog_Settings
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/access-policies.html#AC_Policy_Syslog_Settings
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/access-policies.html#ID-2176-000002e6
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/access-policies.html#ID-2176-000002e6
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/access-policies.html#ID-2176-00000349
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/access-rules.html#Cisco_Concept.dita_6a04f6a9-6ba7-4a1f-b6b4-1aebcf7b5d6f
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/access-policies.html#ID-2176-00000314
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/access-policies.html#id_17609
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/access-policies.html#id_17609

BA4+299 774794 — L OEE |
B s rsvsBET s 0nm

FIE

AT 71 Cisco Secure Firewall Management Center (212 7' > L 77,

RATw T2 [#HE& (ntegration) 1>[FA4F+ I vV EMHEI RV S (DynamicAttributes Connector) 1> [AR9 4
(Connectors) 1 %7 VU v 7 LET,

279 T3 KOVFHAEFITLE T
ez nzoe: e G 22090 e

c T ANFOREETITEIG : F0M () 227V v LTb, [TORRBICHS [ (Edit) ] E721%
[HIB% (Delete) 1227V >27 LET,

ATY T84 ROEHREANTILET,
EHE SR BA

(4 H (Name) ] TR ar ha—)KRY T —F IO Cisco Secure
Firewall Management Center 47 =7 b~ 3% — ¥

([4+ER/EME (External Attributes) 1>[# 4+ 3 v
A72x%5 b (DynamicObject) ) TEI~ ¢ L4
(XA TFIv AT MELTQ) #T 57
DD — D4,

27 % (Connector) VARG, T ax7 204027 v 7 L
F9,

7 =Y (Query)
[EM (Add) ] 7V w7 LET,

ATy TS 7Y ZBINTHICE. ROBFHEALET,

IR Bl

*— (Key) VAP OEXF—%27 Y7 LET, F—lFaxr¥
MHEEG I ET,

#fE (Operation) woOWTNNET ) v 7 LET,

o F—ZEICEMIC—EFIEDITIE, [ELWn
(Equals) .

EONT OGN BT LA, F—%&
EIC—E w5121, [ZTs (Contains) ],

5 (Value) MEE (Any) ] E72X [T (AID) 122U v7
L. VARG IDU EOEEZ 27V v 27 LET, [
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el TP |

IHH B
DA% B0 (Add another value) 1 %227V v 7 L,
7 VIMEEZEBEMLET,

RAT9T6 [ Ea—%FR (ShowPreview) | %7 Vw7 LT, Z7ZVIZXoTRSNIZF Yy hT—F /X IP T
RLADY A M aRRLET,
AT9 71 BT LEL, [fRfF (Save) 1227 U w7 LET,
ATw 78 (A7 a) Cisco Secure Firewall Management Center DX A+ v 7 47 V=7 MR LE T,
a) WIEKETHRy M= EEEr— /LA O —H —& LT Cisco Secure Firewall Management Center
a4 LET,
b) [T s + (Objects) |>[# TPz FEE (Object Management) | >[4 E3/EE (External
Attributes) 1>[#4F 2y oA TP x4 b (DynamicObjects) 1 %27 U > 7 LET,
ER LT8R =V ik, ¥4I v 743707 e LTRRINET,
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BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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