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[7 7V & —3 a iEA#E (Application Certificate) |: 77 A X— Kk 77U r—3 9 VOFE
HEZBIRLET, Add(HT7A 22270 v 7 LT, NGEHELS 727 FEFRTEL
F9, FEHCOWTIE, TNEGREHELS 7 Y27 o) 22 LT EE0,

[IPv4 #{ETZEH: (IPv4 Source Trandlation) | : K w7 H 7 U A Rvi NAT OX%[E 7
Xy NT—=J @R LET, HLOEY NT—I 4T P =7 FEERT DT, Add ()
7 Vw7 LET, fHicONTX, Xy hU—27 ] ZHRLTLEEIN,

TOXy NI F T2l NERIIA T2 b —TNE, BREERONTY v
Xy MU=V FETLIPT RLAZREOFR Y NI =T NOL—T 4 VT ARERIPT L
ANCEWT DT DI SN ET,

GE)

[RA K (Host) JE7-1X[#H (Range) ¥ A 7 DAT V=7 NEIZIIAT V=7 M I —
TOBPYR— b ENET,

[7 7V r—v a7 —7 (ApplicationGroup) ]: Ra vy 7 X UR NNLT 7Y r—
varIN—TFE@RLET, 7TV r—Ta I A—7F0ER (10 5—) ZBRL
TLEE,

6=3)
TDOT7 44— R, FA—FIENRNTHARWT AU r— g VI3 mHEINEE A,

ATy TS [k~ (Next) |27 U7 LET,
RTYT6 77V r—rardO¥ A TR U TOBN R 7,
c IN—TENTT TV r—a CORA. [SAMLY—E X7 02— (SP) A X T —
% (SAML Service Provider (SP) Metadata) ]. [SAMLIDZ &2/ NA Z— (IdP) A X T —#
(SAML Identity Provider (IdP) Metadata) ], 35 & ON[FR8REMFE (Re-authentication Interval) ]
X7 7V = a =T bR S N AT, 22— —RERETHIHLETH D T8
Ao

s IN—TENTWRWT 7Y r—ra v OEIE, LTOFIEZFEITLET,

1. [SAMLY¥—bER7m/ A4 — (SP) A %7 —% (SAML Service Provider (SP) Metadata) ]
s var T, TAREMICAERSNET, IdP D [T ¢ 7 41D (Entity ID) ]
F 721% [Assertion Consumer Service (ACS) URL] Z 2 =325, [SPA X T —HX DX
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7Iusr—vavok ||

1 — R (Download SP Metadata) ] #7 V v 7 LC, ZO7—%% XMLEATH Y
yue—RLTIPIZEMLUET, R~ (Next) 1227 U v 7 LET,

2. [SAMLID” & 31 % — (1dP) A ¥ 7 —%# (SAML Identity Provider (IdP) Metadata) ]
vy arT, LFOWTNANDHETAZT—H ZBIMLET,
XML Z7A4ILDT7y7TA—F: 77 A NVEBRT I, XML 7 7 A V% KT v
77 RRaey 7 LET,
[>T 47 41D (EntityID) ], [ Z /%A 4 URL (Single Sign-On
URL) ]. B X O [IdPAEME (IdP Certificate) ] DFEIAE RSN E T,
cFEETE  LTOFIEEZFEITLET,
[>T 4T 41D (EntityID) ]: VP —E AT 0N A X —% BT 5720
IZSAML IdP TE#KINTWD URL Z AL ET,

e[ 7 NH A A URL (Single Sign-On URL) ]: SAML ID 7't /3o X' —
P R—=Z A A T H72HD URL Z AT LET,

« [IdPFERHE (1P Certificate) ]: IdP IC Xk » TBL SN A v — P 2 WiET
B 7=81Z, Threat Defense |28k X Au7= 1dP MFFRAE 28R L ¥ 9,
Add (M) T A ar%z27 0y 7 LT, HLOGEHEREA 7 V=7 FEETEL
F9, I OWTIE, FEEOREOEBEMEZB L T EEW,

s [#CE (ConfigureLater) ]: IdP A ¥ 7 — X N7eWATX, B THRETEET,

[k~ (Next) 1227 U > 7 LET,

3. [F#%GERINE (Re-authentication Interval) |22 2 3 > C, [# A4 A7 7 MR (Timeout

Interval) 1 7 4 —/V RIZEZ AL, R~ (Next) 12727 VU v 27 LET, [l

(Re-authentication Interval) ] Cld, =—H—NHFEIETHILERH DL X A I 7 &R
OOHEEANNTEET,

ATYTT [EX=2 VT4V —rbtvXa VT 0B (Security Zones and Security Controls) ]2 3 2 > T
X, EX 2T 4 =V EBBOREPBR Y > —F 7 ET TV r—va v I —Tin bk
SINET, INLOFEIF EFEETEET, (K~ (Next) 1227 U v 7 LET,

ATy T8 REDY~V —%MHERLET, [fRE (Edit) 1227V 27 LT, WIFnnrok s v a O
REELET, [#T (Finish) 127 Vv 7 LET,

ATY T [{R1FE (Save) |27 U w27 LET,
TV r— a3 ik, [Zero Trust” 7'V &7 —3 2 7 (Zero Trust Application) | ~X— Il —&EF
REN, T7HNV FTHDTR>THET,

RDBERY

1. ZeroTrust 7 7 B AR Y L —DXHRT A ZADHE (14 X—) |
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B zeotust 75 22K o—ORET A 2O

2. REALTEEBLET, [CiscoSecureFirewall ManagementCenter 7 KX = A f L —3 3 >
TAR] O TREEFEOREMR] 2 ZH 7230,

ZeroTrust 7O AR O—DRARTINA ADEKRTE

FIE

ATy T

ATvT2
ATvT3
ATy T4

ATy TH
ATv 6

% Zero Trust 7 7 B AR Y L —(3, BEOT A R RITTE LR, H7 /34 A T—EIZ
BEINLFRY —Iix1>TT,

1R BHEIIZ
1. ZeroTrust 7 U 7 —3 3 VR U U —DFERR (8 2—)
2. TV r—ar T A—T7OERK (10 2—) |

3. TFUA—1aroER (11 _—) |

[R1) o — (Policies) 1>[7 ¥ X #lf#l (AccessControl) ]>[ZeroTrus7 74— 3> (Zero
Trust Application) ] DJEIZEIRN L F 9,

RY v —ZEIRLET,
[XIET /3A A (Targeted Devices) | %7 U v 7 LET,
UIFDAYy RO 12 FEHLTHRY O—Z2 BT AT A ZAEERLET,
s (EFHFIEEZ2 T /N1 A (Available Devices) | Y A N TT /31 ZAZEIR L, [>>] £721% Add
<0) TAarEIY 7 LET,
s (BIRENT-T /31 & (Selected Devices) 1 U A BT /NA ZEHIBRT BIT1E, T35 A
BRIR L. [<<] 2713 Ddate(L) 7 A2 % s ) v s LET,

DEH (Apply) 1227 U v 7 LTCRY —DE Y B CTERELET,
[R7F (Save) 1227V v 7 LTCHRY U —ZRFELET,

RDEZRY

REEEZEB LEJ, [Cisco Secure Firewall Management Center 7 KX = A hL—313 > #
AR] O REELEDORER] 2 TR IEEN,

ZeroTrust 7 T 7r— 3 R o—DmE

ZetoTrust 7 7V r—>a iR —, TV =g —>7, FRE 77V r—2 g
DEELmMETEET,
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FIE

RATv 1 AU — (Policies) 1>[7 7 & AHil# (AccessControl) ]>[ZeroTrust” 7' VU r— = > (Zero
Trust Application) | DNEIZER L E 7,

ATY T2 HtET D ZeroTrust 7 7V r—a ViR o—DORICH D Edit (P 227 U v 7 LET,

ATV T3 ZeroTrust 7 7V r—a ViR o —ZiRELET,
KO LD BRREDOEERT 72 a » DFITHRARETT,

cLETEFH RV O —ZAOMOEdit(@) %227 ) v 7 LTERAMA, [#EH (Apply) 1%
70w LET,

CRY L —RERERET S0, UTFOFIES T L E T,
o [(%E (Settings) 127 V27 LET,
MBS U CREXZLEE LET,

BE
SAMLACSURL ® KA A V& &METDHE, 7TV r—ar~OT 7 A0 H

SNET,
s[Save (RTE) |22 V7 LET,

TN =2 a TN OREEZEET HITIT, UTOFIREZETLET,
[T 7V /r— a3 (Applications) 1227V v 7 LET,
HRET DT IV =2 a N —FORICH D Edit ()22 U v LET,
K varyTmE (Bdi) |27V vy 7 LT, BEIUSUTREAZLELET,
BE
TV = a IN—TlERETLE. TTV = a DT 7 EARHIHES
nEJ,
etV a OREAEL LIS, [EH (Apply) 1227V vy 7 LET,
«[#7T (Finish) 1227V v 7 L¥7,
s [fR17 (Save) 1&227 U 27 LET,

TN =y a UREEEFET DI LLTOFIHREFETLET,
o [77Vr— a3 (Applications) | %27 Vv LET,
HRET DT TV =2 a rORICH D Edit () 227 ) v LET,
K varTlmE Bdi) 1227V v 27 LT, RBIISUTREZERELET,
BE
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. ZeroTrust zy a3 VDE=ZY Y

TV r—a v bhmETHE, TV r— a0 ~DT7 78 ARHEnET,

0’127/5 /0) ﬁ%ﬁﬁbf\_%\ [ﬁﬁﬁ (Apply) ]%7”‘)7 szjﬂo
« (¥ 7T (Finish) 1% 7 U v 7 LET,
o [fRTF (Save) 1227 U w27 LET,
cHBHOT TV r—a rEAEME. B, FIFHIBRT A E, T =g v E®R
WU, MER—JET7varwa7 )y 7 LTHRTE (Save) 1227V v 7 LET,
GE)
N7 vait, A7V v I A=a—THITTEET,
T RCOT TV r—va BT DT, [HET7 7 > 2> (BulkActions) 1>[f
2t (Enable) 127 Vv 7 LET,

T RTCDOT SV r— g EEHCT DI, [T 7 ¥ a3 (BulkActions) ], [
it (Disable) 1% 27 U v/ LET,

s T RTOT VU r—a rEHIRT 512, [—#57 2 v a2 > (Bulk Actions) > [Hl
F% (Delete) 127V v 27 LET,

s [Zero Trust” 7'V 77— 2 2R % (Return to Zero Trust Application) %27V v 7 LT,
RY —_—=VIZREY £7,

RDBERY

EAH R LET, [Cisco Secure Firewall Management Center 7 KX = A fhL—31 3> 4
AR O TEREELEORMNR] 2 ZE7Z30,

ZeroTrust vy a>DE=A2Y YT

Connection Events

Zero Trust 77V r—> 2 VR U Y= BSEBEND L, B LT ¢ —L RAER TR0 &
T T NE2—IZT7 4 —/V REBMT 2121, ROFMEZFETLET,

1. [/#7 (Analysis) 1> [#%#5¢ (Connections) ]>[A X2 k (Events) ] 2R L 9,

2. [BEgeA X DT —7 /LB = — (Table View of Connection Events) | ¥ 7% 27V v 7 L ¥
b@‘o

3 ARVIIDT—=T N Ea—TIL, T 74/ N TEEDO T 4 —/V RREFRRITZ->TVE
T, BREINDT 4=V FEEETHIZIE, FEOINLDODXx T A arwr ) v 7 LT,
74—V RBIRY — LB FR L ET,
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4. WRDOT 4 =)V FZBERLET,
« [ER5EY —XR (Authentication Source) ]
s [Zero Trust7 71 4r—< 3> (ZeroTrust Application) ]
c[ZeroTrust7 74— 3 >4 )L—7 (ZeroTrust Application Group) ]
«ZeroTrut 7 7 U r—2a vkl o—

5 [Applyl %27 V27 LET,

Bl A X b OFEIZ OV T, [Cisco Secure Firewall Management Center &5 2L A K] @ T4
fl X EF =2 U7 0 B OB A N ] ZZRLTIESN,

ZeroTrust ¥ v & 2 7R— K

ZeroTrust ¥ v ¥ a iR — R T, XA ALEDOT VT 477 ZeroTrust vy a b D) 7L
HA LT —HEBEHRTEET,

Zero Trust ¥ v ¥ 2R — R, BHE LV X =L o TEEINTWD EALD Zero Trust 777V
r—3a vk Zero Trust =— W — O ENRF R INE T, [E (Overview) [>[F v v adh—
K (Dashboards) ]>[Zero Trust] DNEIZEINL T, ¥ v adh—RIZT7 78X LET,

Fyvafl—=RIUTFOY 4V =y bRHY ET,
s [[EAEDZero Trust” 7° U -7 —3 =2 > (Top Zero Trust Application) ]

o [ EAZDZero Trust=—— (Top Zero Trust Users) |

CLla< >R
TNRAACLIIZeZ A LCROa~vy REfHLET,

CLla<> K £%BA (Description)

show running-config zero-trust ZeroTrust R EDFE[Ta L T 4 Fal— g
ERERT D,

show zero-trust Z B A LD Zero Trust gt #HR E Yy v a v
Bz RT-T 5,

show cluster zero-trust 77 ABZND ) — REARD Zero Trust #5175 i
OWMEERRT D,

clear zero-trust Zero Trust ¥ v o g v E#EHEHRE 7 U 7
}:)O

show counters protocol zero_trust ZeroTrust 72— TCb v ML h U U X EFR
T 5,
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ZEyY—IL

BT — L, Zero Trust R E CHRAET LMD H AMEEBHTHZ L TR I T AV 2 —
T AT ERZBICLUET, BENE, RO2OOX A FIZHETEET,

TN r—2avEABOBENIL. RO LD RMEARHT A IERSNET,
* DNS B o il
« Ty FREHWTNRWR EOREDRRY | £ 7213535 L OVNAT /L— /L ORI,
* Zero Trust 7R U 3 —F 721 SSL /b— L@ BB 5 5 [
« {570 NAT OFE E PAT 7 — L ORGYBIZ B3 % R

« —HRRIIEESIRIT. RO L O RREEZ BRI T D720 S ET,
« SRR T A 2 ADRFIT e 5 TR
« BRI T Y r—3a VEEE
* SAML B o> ] jE
ALV &I T AZO—FERMORE

PWrY — VB FITT DI T2 ETLET,
1. "INV a—TFT 4T T D ZeroTrust 7 7V 75— 2 ORI H 5 [2W (Diagnostics) ]
(%) %2997 LET, [BIF (Diagnostics) ] 44 7 u 7Ry 7 ARFRSNET,

2. [T/ ZADER (Select Device) | K v FH T X "B TF AL ZAZRINL, [F1T
(Run) 1#7 Vw27 LET, ZWi7rmnvAR%ETT5E, [LA—F (Reports) ¥ 72
R— IBRERSNET,

3 mJEFR, At—, Furu— 5L, [ (Logs) | #7227 U v LET,
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Zero Trust 7 7 & A DERE .

Zero Trust 7 V0 £t X DERE

T RE Minimum | Minimum | 2£48

Firewall Firewall

Management | Threat

Center Defense
Zero trust access 7.4.1 7.4.1 Firewall Management Center now includes the following zero trust access
enhancements. (Snort enhancements:

3) * You can configure source NAT for an application. The configured network
object or object group translates the incoming request's public network
source IP address to a routable IP address inside the application network.

* You can troubleshoot the zero trust configuration issues using the
diagnostics tool.
New/modified screens: Policies> Access Control > Zero Trust Application
New/modified CLI commands: show running-config zero-trust, show
zero-trust statistics
Clientless zero-trust 7.4.0 7.4.0 Zero Trust Access allows you to authenticate and authorize access to protected
access. (Snort web based resources, applications, or data from inside (on-premises) or outside
3) (remote) the network using an external SAML Identity Provider (IdP) policy.

The configuration consists of a Zero Trust Application Policy (ZTAP),
Application Group, and Applications.

New/modified screens:
* Policies> Zero Trust Application
+ Analysis> Connections > Events

» Overview > Dashboard > Zero Trust

New/modified CLI commands:

+ show running-config zero-trust application

« show running-config zero-trust application-group
* show zero-trust sessions

* show zero-trust statistics

* show cluster zero-trust statistics

* clear zero-trust sessions application

* clear zero-trust sessions user

* clear zero-trust statistics

Zero Trust Access .



Zero Trust Access |
. Zero Trust 7 7 Z A DEFE
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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