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IPsec Flow Offload

You can configure supporting device models to use IPsec flow offload. After the initial setup of an IPsec
site-to-site VPN or remote access VPN security association (SA), [Psec connections are offloaded to the
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field-programmable gate array (FPGA) in the device, which should improve device performance. On the
Secure Firewall 1200 series, IPsec connections are offloaded to the Marvell Cryptographic Accelerator
(CPT) to improve device performance.

Offloaded operations specifically relate to the pre-decryption and decryption processing on ingress, and
the pre-encryption and encryption processing on egress. The system software handles the inner flow to
apply your security policies.

IPsec flow offload is enabled by default, and applies to the following device types:
* Secure Firewall 1200
* Secure Firewall 3100
* Secure Firewall 4200

IPsec flow offload is also used when the device's VTI loopback interface is enabled.

Limitations for IPsec Flow Offload
The following IPsec flows are not offloaded:

* IKEv1 tunnels. Only IKEv2 tunnels will be offloaded. IKEv2 supports stronger ciphers.
* Flows that have volume-based rekeying configured.

* Flows that have compression configured.

* Transport mode flows. Only tunnel mode flows will be offloaded.

* AH format. Only ESP/NAT-T format will be supported.

* Flows that have post-fragmentation configured.

* Flows that have anti-replay window size other than 64bit and anti-replay is not disabled.
* Flows that have firewall filter enabled.

* Mult-instance mode.

Configure IPsec Flow Offload

IPsec flow offload is enabled by default on hardware platforms that support the feature. To change the
configuration, use FlexConfig to implement the flow-offload-ipsec command. See the ASA command
reference for detailed information about the command.
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How Secure Should a VPN Connection Be?
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Because a VPN tunnel typically traverses a public network, most likely the Internet, you need to encrypt
the connection to protect the traffic. You define the encryption and other security techniques to apply
using IKE polices and IPsec proposals.

If your device license allows you to apply strong encryption, there is a wide range of encryption and hash
algorithms, and Diffie-Hellman groups, from which to choose. However, as a general rule, the stronger
the encryption that you apply to the tunnel, the worse the system performance. Find a balance between
security and performance that provides sufficient protection without compromising efficiency.

We cannot provide specific guidance on which options to choose. If you operate within a larger corporation
or other organization, there might already be defined standards that you need to meet. If not, take the time
to research the options.

The following topics explain the available options.
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Deciding Which Encryption Algorithm to Use

When deciding which encryption algorithms to use for the IKE policy or IPsec proposal, your choice is
limited to algorithms supported by the devices in the VPN.

For IKEv2, you can configure multiple encryption algorithms. The system orders the settings from the
most secure to the least secure and negotiates with the peer using that order. For IKEv1, you can select a
single option only.

For IPsec proposals, the algorithm is used by the Encapsulating Security Protocol (ESP), which provides
authentication, encryption, and anti-replay services. ESP is IP protocol type 50. In IKEv1 IPsec proposals,
the algorithm name is prefixed with ESP-.

If your device license qualifies for strong encryption, you can choose from the following encryption
algorithms. If you are not qualified for strong encryption, you can select DES only.
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. Deciding Which Hash Algorithms to Use

\)

6=

If you are qualified for strong encryption, before upgrading from the evaluation license to a smart license,
check and update your encryption algorithms for stronger encryption so that the VPN configuration works
properly. Choose AES-based algorithms. DES is not supported if you are registered using an account that
supports strong encryption. After registration, you cannot deploy changes until you remove all uses of
DES.

* AES-GCM—(IKEV2 only.) Advanced Encryption Standard in Galois/Counter Mode is a block cipher
mode of operation providing confidentiality and data-origin authentication, and provides greater
security than AES. AES-GCM offers three different key strengths: 128-, 192-, and 256-bit keys. A
longer key provides higher security but a reduction in performance. GCM is a mode of AES that is
required to support NSA Suite B. NSA Suite B is a set of cryptographic algorithms that devices must
support to meet federal standards for cryptographic strength. .

* AES—Advanced Encryption Standard is a symmetric cipher algorithm that provides greater security
than DES and is computationally more efficient than 3DES. AES offers three different key strengths:
128-, 192-, and 256-bit keys. A longer key provides higher security but a reduction in performance.

* DES—Data Encryption Standard, which encrypts using 56-bit keys, is a symmetric secret-key block
algorithm. If your license account does not meet the requirements for export controls, this is your
only option.

* Null, ESP-Null—A null encryption algorithm provides authentication without encryption. This method
is not secure; use at your own discretion.

Deciding Which Hash Algorithms to Use

In IKE policies, the hash algorithm creates a message digest, which is used to ensure message integrity.
In IKEv2, the hash algorithm is separated into two options, one for the integrity algorithm, and one for
the pseudo-random function (PRF).

In IPsec proposals, the hash algorithm is used by the Encapsulating Security Protocol (ESP) for
authentication. In IKEv2 IPsec Proposals, this is called the integrity hash. In IKEv1 IPsec proposals, the
algorithm name is prefixed with ESP-, and there is also an -HMAC suffix (which stands for “hash method
authentication code”).

For IKEv2, you can configure multiple hash algorithms. The system orders the settings from the most
secure to the least secure and negotiates with the peer using that order. For IKEv1, you can select a single
option only.

You can choose from the following hash algorithms.

. VPN O E

* SHA (Secure Hash Algorithm)—Standard SHA (SHAT1) produces a 160-bit digest.

The following SHA-2 options, which are even more secure, are available for IKEv2 configurations.
Choose one of these if you want to implement the NSA Suite B cryptography specification.

» SHA256—Specifies the Secure Hash Algorithm SHA 2 with the 256-bit digest.
» SHA384—Specifies the Secure Hash Algorithm SHA 2 with the 384-bit digest.
* SHA512—Specifies the Secure Hash Algorithm SHA 2 with the 512-bit digest.
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* Null or None (NULL, ESP-NONE)—(IPsec Proposals only.) A null Hash Algorithm; this is typically
used for testing purposes only. However, you should choose the null integrity algorithm if you select
one of the AES-GCM options as the encryption algorithm. Even if you choose a non-null option, the
integrity hash is ignored for these encryption standards.

Deciding Which Diffie-Hellman Modulus Group to Use

You can use the following Diffie-Hellman key derivation algorithms to generate IPsec security association
(SA) keys. Each group has a different size modulus. A larger modulus provides higher security, but requires
more processing time. You must have a matching modulus group on both peers.

If you select AES encryption, to support the large key sizes required by AES, you should use Diffie-Hellman
(DH) Group 5 or higher. IKEv1 policies do not support all of the groups listed below.

To implement the NSA Suite B cryptography specification, use IKEv2 and select one of the elliptic curve
Diffie-Hellman (ECDH) options: 19, 20, or 21. Elliptic curve options and groups that use 2048-bit modulus
are less exposed to attacks such as Logjam.

For IKEv2, you can configure multiple groups. The system orders the settings from the most secure to the
least secure and negotiates with the peer using that order. For IKEv1, you can select a single option only.

 14—Diffie-Hellman Group 14: 2048-bit modular exponential (MODP) group. Considered good
protection for 192-bit keys.

* 15—Diffie-Hellman Group 15: 3072-bit MODP group.
» 16—Diffie-Hellman Group 16: 4096-bit MODP group.

* 19—Diffie-Hellman Group 19: National Institute of Standards and Technology (NIST) 256-bit elliptic
curve modulo a prime (ECP) group.

* 20—Diffie-Hellman Group 20: NIST 384-bit ECP group.
* 21—Diffie-Hellman Group 21: NIST 521-bit ECP group.
* 31—Diffie-Hellman Group 31: Curve25519 256-bit EC Group.
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