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About Virtual Routers and Virtual Routing and Forwarding (VRF)

You can create multiple virtual routers to maintain separate routing tables for groups of interfaces. Because
each virtual router has its own routing table, you can provide clean separation in the traffic flowing through
the device.

Thus, you can provide support to two or more distinct customers over a common set of networking
equipment. You can also use virtual routers to provide more separation for elements of your own network,
for example, by isolating a development network from your general purpose corporate network.

Virtual routers implement the “light” version of Virtual Routing and Forwarding, or VRF-Lite, which
does not support Multiprotocol Extensions for BGP (MBGP).

When you create a virtual router, you assign interfaces to the router. You can assign a given interface to
one, and only one, virtual router. You would then define static routes, and configure routing protocols
such as OSPF or BGP, for each virtual router. You would also configure separate routing processes over
your entire network, so that routing tables on all participating devices are using the same per-virtual-router
routing process and tables. Using virtual routers, you create logically-separated networks over the same
physical network to ensure the privacy of the traffic that runs through each virtual router.
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Because the routing tables are separate, you can use the same, or overlapping, address spaces across the
virtual routers. For example, you could use the 192.168.1.0/24 address space for two separate virtual
routers, supported by two separate physical interfaces.

Note that there are separate management and data routing tables per virtual router. For example, if you
assign a management-only interface to a virtual router, then the routing table for that interface is separate
from the data interfaces assigned to the virtual router.
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. Configuring Policies to be Virtual-Router-Aware
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Configuring Policies to be Virtual-Router-Aware

When you create a virtual router, the routing table for that virtual router is automatically separated from
the global virtual router or any other virtual router. However, security policies are not automatically
virtual-router-aware.
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For example, if you write an access control rule that applies to “any” source or destination security zone,
then the rule will apply to all interfaces across all virtual routers. This might in fact be exactly what you

want. For example, all of your customers might want to block access to the same list of objectionable URL
categories.

But, if you need to apply a policy to one of the virtual routers but not others, you need to create security
zones that contain interfaces from that single virtual router only. Then, use the virtual-router-constrained
security zones in the source and destination criteria of the security policy.

By using security zones whose memberships are constrained to the interfaces assigned to a single virtual
router, you can write virtual-router-aware rules in the following policies:

* Access control policy.
* Intrusion and file policies.
* SSL decryption policy.

* Identity policy and user-to-IP address mappings. If you use overlapping address spaces in virtual
routers, ensure that you create separate realms for each virtual router and apply them correctly in the
identity policy rules.

If you use overlapping address spaces in your virtual routers, you should use security zones to ensure that
the right policies get applied. For example, if you use the 192.168.1.0/24 address space in two separate
virtual routers, an access control rule that simply specifies the 192.168.1.0/24 network will apply to traffic
in both virtual routers. If that is not the desired outcome, you can limit the application of the rule by also
specifying the source/destination security zones for just one of the virtual routers.
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You can configure static routes to route traffic between virtual routers.

For example, if you have the outside interface in the global virtual router, you can set up static default
routes in each of the other virtual routers to send traffic to the outside interface. Then, any traffic that
cannot be routed within a given virtual router gets sent to the global router for subsequent routing.

Static routes between virtual routers are known as route leaks, because you are leaking traffic to a different
virtual router. When you are leaking routes, say, VR1 routes to VR2, you can initiate connections from
VR2 to VR1 only. For traffic to flow from VR1 to VR2, you must configure the reverse route. When you
create a static route to an interface in another virtual router, you do not need to specify a gateway address.
Simply select the destination interface.

For inter-virtual-router routes, the system does destination interface look-up in the source virtual router.
Then, it looks up the MAC address of the next hop in the destination virtual router. Thus, the destination
virtual router must have either a dynamic (learned) or static route for the selected interface for the destination
address.
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Configuring NAT rules that use source and destination interfaces in different virtual routers can also allow
traffic to route between virtual routers. If you do not select the option for NAT to do a route lookup, the
rule will simply send traffic out the destination interface with a NATed address whenever destination
translation happens. However, the destination virtual router should have a route for the translated destination
IP address so that next-hop lookup can succeed.
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Maximum Number of Virtual Routers By Device Model .
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Maximum Number of Virtual Routers By Device Model

The maximum number of virtual routers you can create depends on the device model. The following table
provides the maximum limits. You can double-check on your system by entering the show vrf counters
command, which shows the maximum number of user-defined virtual routers for that platform not including
the global virtual router. The numbers in the table below include user and global routers. For the Firepower
4100/9300, these numbers apply to native mode.

For platforms that support multi-instance capability, such as the Firepower 4100/9300, determine the
maximum number of virtual routers per container instance by dividing the maximum virtual routers by
the number of cores on the device, and then multiplying by the number of cores assigned to the instance,
rounding down to the nearest whole number. For example, if the platform supports a maximum of 100
virtual routers, and it has 70 cores, then each core would support a maximum of 1.43 virtual routers
(rounded). Thus, an instance assigned 6 cores would support 8.58 virtual routers, which rounds down to
8, and an instance assigned 10 cores would support 14.3 virtual routers (rounding down, 14).

Device Model Maximum Virtual Routers
Firepower 1010 5
Firepower 1120 5
Firepower 1140 10
Firepower 1150 10
Secure Firewall 1210CE 5
Secure Firewall 1210CP 5
Secure Firewall 1220CX 10
Secure Firewall 1230 10
Secure Firewall 1240 10
Secure Firewall 1250 15
Secure Firewall 3105 10
Secure Firewall 3110 15
Secure Firewall 3120 25
Secure Firewall 3130 50
Secure Firewall 3140 100
Firepower 4112 60

EIL—%
I


management-center-device-config-77_chapter6.pdf#nameddest=unique_135

B se—so=semzss

wEL—% |

Device Model Maximum Virtual Routers
Firepower 4115 80

Firepower 4125 100

Firepower 4145 100

Secure Firewall 4215 100

Secure Firewall 4225 100

Secure Firewall 4245 100

Firepower 9300 appliance, all 100
models

Firewall Threat Defense Virtual, |30
all platforms

ISA 3000 10
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Requirements and Prerequisites for Container Instances
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Model support

Firewall Threat Defense

Supported domains

Any

User roles
Admin
Network Admin

Security Approver
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VR-Warehouse f ' ¥ —7 = A A%RA L T 5, REHHTOL— M) —7 ZERLET,

a) Devices> Device Management % 3&4R L, Firewall Threat Defense 7 /31 A & fRE L £ 7,

b) [/V—7 1> 7 (Routing) | IR L ET,

c) Roav7HZornblRFEHMAOREN—F Z3IRL T, [A¥ T 1 v 7 /L— ] (StaticRoute) ]
7V LET,

wEL—% I}



wEL—% |
B me—sznLcEmy—Nion—54 209 o5

d) [L— FEEI (AddRoute) (%77 U v 7 LET, [RAXF 4 v 27— NREDEN (Add
Static Route Configuration) ] T, RDOEH ZfEL £7,

o[ % —7 A A (Interface) ]: [VR-Warehouse] Z &R L £ 7,
o[ hU—2 (Network) ]: Warehouse-Server 477~ =7 M &ZER L F 7,

s [F—hFvUxA (Gateway) |: ZHDOEFIZLET, BIOKEL—FIZLV—F &2 —7
THHEIE, F— b= ZBIRLERA,

Add Static Route Configuration ®
Type: @ pva (O IPve

Interface*

[ VR-Warehouse v ]

(Interface starting with this icon = signifies it is available for route leak)

Available Network + Selected Network
[ Q, Search ] Warehouse-Server m]
any-ipvéd

IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast

IPv4-Private-10.0.0.0-8

-

Ensure that egress virtualrouter has route to that destination
Gateway

[ -]+

Metric:

K ]

(1-254)

Tunneled: D (Used only for default Route)

Route Tracking:

[ v ] o+

Cancel m

e) [OK]%#2Z Vv LET,
f) [fR1F (Save) 127 Vv 7 LET,
ATy T 1 ARERBEHMOIREL—% T, Warehouse Router2 7 — F 7 = A Z R A > b5/ — & EFH

L/ihg‘o

a) Rry 7 Xy b RERRHAORANL—2ZBIRL T, [A¥T 47—k (Static
Route) 1 %7 U v 7 LET,

b) [b— bZEENM (AddRoute) 1227 U w27 LET, [AXT 4 v 7 — FREDEM (Add
Static Route Configuration) ] C. RDIHEHE ZE L £7,

B rEL—%



| wmEL—%

ATvT8

ATvT9

FEL—5 20 LCERY—NIi—T 4 255 25% [

o[> H#—7xA A (Interface) ] : [VR-Warechouse] Z 4R L £ 7,

o[y hU—72 (Network) ]: Warehouse-Server 47 ¥ = 7 hZi®IR L £7°,

o [/"— b7 =A (Gateway) ]: Warehouse-Gateway 47 ¥ = 7 F Zi&IR L £ 7,

Add Static Route Configuration ®
Type: @ 1pva (O IPv6
Interface*

[ VR-Warehouse

d

(Interface starting with this icon (=@ signifies it is available for route leak)

Available Network C* + Selected Network
I Q, Search ] Warehouse-Server o
any-ipv4

|Pv4-Benchmark-Tests

IPv4-Link-Local

IPv4-Multicast

|Pv4-Private-10.0.0.0-8

-

Ensure that egress virtualrouter has route to that destination

Gateway

[ Warehouse-Gateway

)+

Metric:

[

]

(1-254)

Tunneled: D (Used only for default Route)

Route Tracking:

[

-]+

[OK]Z7 U w27 LET,
d) [fRfF (Save) 127 U >y 7 LET,

REBERHOY —_"~DT 7B RAEHA T 57 78 RAay ba— W b—LaRELET, 7
IR b — = VEERT DX, BEX 2T 4 Y =V EERT ARERH Y £,

Objects > Object Management > Interface i/ L £3°, [{8M (Add) |>[EFa)T1J—
> (SecurityZone) ]#i®R L C, VR-Sales 33 X U8 VR-Warehouse D& ¥ = U 7 ¢ ' — L ZAERK
L £, Warehouse-Server D1 U —27 472 =7 hHIZ, Warehouse-Server f v ¥ —7 =

AATN—TZER LET (B (Add) >[4 2 —T x4 RTI)IL—7T (InterfaceGroup) ]
N
Policies> Access Control heading> AccessControl Z 3R L CT7 7t A3 ha—/Lb—/L&7%
L, WRRENL—F DRETLA V=T = A ADD, SBHREERER Y NI~ 4T V=
N OBRE R ERAEN —Z DS, v H—T 2 A A~D T T 4 v 7 EFALET,

Cancel m

wEL—% I}



wEL—% |

B zsvs7rixzmmemmLTroa—%y F PO ERERBRT B

7= & 0L, Sales DA X —7 = A A Sales-Zone ¥ 2 U T 4 V' — 2128 Y . Warehouse DA
VX —T7 = A AN Warehouse-Zone ¥ ¥ = U 7 4 V= H DA, T 7 B AHEINL—LIEK
DEITHRY ET,

€\ Return to Access Control Policy Management

W' Sales-Warehouse & @ Analyze
Packets + @ PrefilterRules + () Decryption + & Security Intelligence + () Identity + @ Access Control © More T
.[ Q_ Type to search otal 1 rule A 2 m ‘ Add Cate
Source Destination
D Name Action Applications
Zones Networks Zones Networks Ports

|:| ~  Mandatory 1rule (1-1)

I:l 1 Warehouse-Rule @ Allow it Sales-Zones it Warehouse-Zone 10.50.0.5

Default (No rules)

are no rules in this section. AddRule or Add Category

EEI A7 FLAZERZERALTA V2 —XXy b7V R ZRIMT S

ik

AN — 2 T 556, O —Z LT 24 0 2 —T =4 AT LTRILR Yy U —
JT7 RUVAZRETEET, 2720, @ORELV—FTL—T 4 T ENDIPT RLAIX
LU THDH0, HBD NAT/PAT 7 —L 2 FOK A o #—7 = A A2 NAT/PAT /L — /L % i
HALT, V=2 I 7 4 v 7 BELWERICEESND LT LET, ZofITix, K8
Jb—% & NAT/PAT V—/)V &R E L C, HET 57 FLRAZEMEEHT HFIREZRLET,

7= & 21X, Firewall Threat Defense DA » % — 7 = A A vrl-inside 8 & O vr2-inside %, IP 7 KL
2 192.168.1.124 Z AT D L HITEFE L T, 192.168.1.024 % v hU—I NDOEKEE T A b E
DTy RRA v "eFHTEET, e xX RUT RV RAZEMEFEHT 22 >OMELV—
MHEDA L H—Fy T 7B RAEHATHITIE. NATV— V&2 B —FNDA X —T =
A ZMEBNE A 2 MR H D £, HBID NAT £ 721 PAT 7 — /L2 425 O MR
TF, PAT £ LT, VRI ®¥%ELT R A% 10.100.10.1 [ZZ#H L, VR2 OXEELT KL
A% 10.100.10.2 | ’fﬂﬁ&f‘%ifr Ykmﬂ I, A2 =%y MUDINTA o Z—T = A AT
7 —/)L—H D—ETH D HEEZRLTWET, EEFILA v F—7 A A (vrl-inside
B X QR vr2-inside) & HRIIZ E?){' LT NAT/PAT V— Va2 EFRT HMERH Y £, HEETLA
B =T x2A AL LT lany] ZHTL5L, RUIPT FUAR2ODRRDLA L H—T = A
ZNAAET DA REMENR B D720, VAT ANIE LWEHE L2 Tx 2 20 £9,

- Patotii01 A

e P '1?2 16.1. Ul"2£1-_

192.168.1.0/24

1 —
192.168.1.0/24 .
S — " PATt0 10100102 4
Inside Networks 1:‘ 212 IPv4 Public
S Internet

B rEL—% |



| wEL—%

BHTHT FLAEMARALTA v a—%y r7o w2k d55% [

A\

FIE

ATy T

ATvT2

ATvT3

6=

EET,

HETDHT FLAERZHER LARWAEL—Z NI DA v Z—T =2 ADRHHHEETH.
FEETA VA —T oA ABEE L TCNAT L= LB ERTAILE TR T TN S a—F 4 7N
B2 A X —Fy NIV RENTARBNL—ZINED ST 7 4 v 7 HREEICHEET

VRI DF A ZONEA v F—T = A AR ELET,

a) Devices>DeviceManagement Zi#IR L, 7 XA 24 %27 Vv 7 LT, [AVE3—T 4R
(Interfaces) | %27 U v 27 LET,
b) VRIICEID Y THA A —T = A AuMELET,

 [4A1 (Name) ]: ZOHFITIL, vrl-inside,
«[6%) (Enabled) | F=v 7Ry 7 A%eA T LET,

* [IPv4] T, [IPZ A7 (IP Type) ] & LT [HHIIPAZfEM T % (Use Static IP) ] 2R L
jz‘jﬂo

«[IP7 KL A (IP Address) ]: 192.168.1.1/24 Z A1 L £ 7,

¢) [OK]Z7 Vw7 LET,
d) [fRTF (Save) 127V v/ LET,
VR2 DT /NA ADHNERA X —T 2 A ABRELET,

a) Devices>DeviceManagement Z#3&fRL, T XA A4 %7 Vw7 LT, [A VB3 —T AR
(Interfaces) | 227 VU v 27 LET,
b) VR2IZEIV M THA X —T oA AEfRELET,

« [487 (Name) ]: Z OB TIL, vr2-inside,
*[£%) (Enabled) | F=v 7Ry A4 LET,

* [IPv4] T, [IP¥ A7 (IP Type) ] & LT [EIIPZfEMH T % (Use Static IP) ] Z IR L
e

«[IP7 KL A (IP Address) |: ZZHOEFFICLET, 2—VF—EROREL—F 2 F72
ERE L Tz, 2—H—ZRCIPT KL AZHEHALTA v X —T = A AR E
TEEHA,

¢ [OK1%7VUvs LET,
d) [fR1fF (Save) 1%27 VU > 7 LET,

VRI BEUINIBA v F—T = A A~DOFNT 74V MV — M) — 7 R ELET,
a) Devices> Device Management % &R L. Firewall Threat Defense 7 /N1 A e L £7,

wEL—% I}
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b)

f)
2)

B rEL—%

[JL—T ¢ >4 (Routing) 1>[{R#E/IL—2 DEE (Manage Virtual Routers) (%R L &

T, [AEL—X DiBI (Add Virtual Router) 1% 27V v 7 LT, VRI Z/Ek L F7,

VR1 DGE, [N —% D7 m /37 4 (Virtual Router Properties) ] C. vrl-inside %] 0 X4
TTRIFLET,

[Static Route] #7 U » 7 L £,

[V— b %&EM (AddRoute) 1 %27 U w7 LET, [AXT 4 v 27— bREDEM (Add
Static Route Configuration) ] T, IRDOIHH Z5E L L7

o[> H—T7xAA (Interface) |: 70— W)L —H DHERA L H—T = A A& L
Er RN

s[>y RU—72 (Network) ]:any-ipvd A7V =2 FEZRIRLET, ZOXy NT—7
IZ. VRINTIL—FT 4 VT TERNVTRTDRNT T 4w DT 7 /L Fb— MNIRD
F7,

s [Gateway] : ZEHDEFIZLET, MOIEL—Z2ITV— 2 U —7 D551,
TF—hy A ZEELEE A,

Add Static Route Configuration ®
Type: @ Pva () Ipve

Interface*

[ outside v ]

(Interface starting with this icon = signifies it is available for route leak)

Available Network Selected Network

Ch

[ Q, Search ] any-ipvd

IPv4-Benchmark-Tests

IPv4-Link-Local

IPv4-Multicast

IPv4-Private-10.0.0.0-8

Gateway*

[ -] #*
Metric:

L )
(1-254)

Tunneled: D (Used only for default Route)

Route Tracking:

[ «| +

Cancel m

[OK] %7 Vw27 LET,
[fR1F (Save) 1227 U w7 LET,



| wmEL—%

ATvT4

BHETS7 FLAEMERALTS v a—%y b7 25T o555 ]

VR2 BLUOIA v Z—T = f ADOFET 74V bN— N —T ZRELET,

a)
b)

<)

d)

Devices > Device Management % 34K L, Firewall Threat Defense 7 /31 A ZfftE L £,
[L—T 1 2% (Routing) 1> [{REIL—2 DEE (Manage Virtual Routers) ]2 @R L %
T, [ABL—% OBAN (Add Virtual Router) 1% 2 U v 27 LT, VR2 Z1/Ef L £,

VR2 DA, (AL —F D7 w35 ¢ (Virtual Router Properties) ] T, vr2-inside %] 0 24
TTHRFLET,

[Static Route] &7 U v 7 LE7,

[L— R %EM (AddRoute) 122V v LET, [RFT 4 v 2 — hXEDEM (Add
Static Route Configuration) ] T, RDOIEH ZfE L £7,

o[ H#—7xAA (Interface) |: 72— VWb—FDIBA o H—T = A AZRINL
\i—é—‘c

o[*v hU—2 (Network) ]:any-ipv4d 7 V=7 FERINRLET, ZOFRy hT—7
I, VRN T —T7 4 VI TERVWTRTD NI 7 4 v 7 DT 7 40 bb— MY
9

s [Gateway] : 22D FEFICLET, BIORIENL—ZIZV— b2 —7 T H551F, 77—
Ny =A ZBIRLERA,

i

Add Static Route Configuration @
Type: @ Pva () IPve

Interface*

[ outside v ]

(Interface starting with this icon [% signifies it is available for route leak)

Available Network Selected Network

[ Q, Search ] any-ipvd

(]

IPv4-Benchmark-Tests

IPv4-Link-Local

IPv4-Multicast

IPv4-Private-10.0.0.0-8

Gateway*

[ | &
Metric:

L )
(1-254)

Tunneled: I:l (Used only for default Route)

Route Tracking:

[ v ]+

Cancel m

wEL—% I}
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f) [OK]Z2VUvs LET,
9 [BfF (Save) 127V v s LET,

ATYTES  Ta— = FOIHA L E—T 2 A ATIPVAAZT 47 T 74N hL—h, DFD
172.16.1.2 Z&ZE L £,
a) Devices> Device Management % 5&4R L, Firewall Threat Defense 7 /31 A & fE L £7,
b) [Jb—T 4 >% (Routing) =N, /' r—VU—FDT a7 4 ZfELET,
c) [StaticRoute] %7 U v 27 LET,
d) [b— hZEBM (AddRoute) 1227 U w27 LET, [AFT 4 v 2 — hXEDEM (Add
Static Route Configuration) ] T, RDOIEH ZfEL £7,

o[ ¥—T7 =4 A (Interface) ]: 7 @ — 3V b—HDINEA v H—T = A AN L
\i‘g_c

[ hU—7 (Network) ]:any-ipvd 47 V=7 FEBIRLET, ZihlE. E£ED
IPvd N7 7 4 w7 DT 7 b b— NI £T,

[F—F7 A (Gateway) ]: ERENTWEEAIT. Fuy XX o0 nbRA %

BRLET, A7 V=7 "REEERIN TGS, BN (Add) 127V v
J LT, MBA v H—T A A2 (ZOFITIF172.16.12) OFy NT—7 VT DK
SHNZH D7 — R =2 A DIPT RLAIZH L THRA AT V=7 hEERLET, 4
TVl NEERR L2, [F— hU A (Gateway) | 7 4 —/L R TEIRN L £ 7,




| wmEL—%

ATvT6

ATy T1

BHETS7 FLAEMERALTS v a—%y b7 25T o555 ]

Add Static Route Configuration ®
Type: @ Pva (O IPv6

Interface*

[ outside v ]

(Interface starting with this icon [® signifies it is available for route leak)

Available Network > Selected Network

(]

[ O, Search ] any-ipv4

IPv4-Benchmark-Tests

IPv4-Link-Local

IPv4-Multicast

IPv4-Private-10.0.0.0-8

Gateway*

[outside-gateway v ] B

Metric:
L ]
(

1-254)

Tunneled: |:] (Used only for default Route)
Route Tracking:

[ v ] +

Cancel m

e) [OK]%#7 Vv LET,

) [R1F (Save) 127 Vv 7 LET,

vi2-inside f X —7 = A4 ADHRTEZHHER L E7,

a) Devices>DeviceManagement ZE&RL, 7 A4 %27 ) v 7 LT, [A V3 —T 4R
(Interfaces) | 227 Vv 27 LET,

b) vr2-inside f ¥ —7 = A AT LT [ (Bdit) 1227V v 7 LEd, IPT FL A%
192.168.1.124 L LTHREL T, A v X —T = A AN2 DD 872 DAL — & (BN E]
DY THENZZD, vrl-inside ICZRICIP 7 RV AZERETEH LD FE LT,

o) [OK]%7VUvws LT,

d) [fR1F (Save) 1227V v 27 LET,

VRI OPRHEERBIME~D ~ T 7 4 v 7 0 10.100.10.1 ~0 PAT % FEAT3 % NAT L—/L & ARk

LET,

a) Devices>NAT Z &R L £,

b) [FHLWLAKRYS— (NewPolicy) 127V v 27 LET,

c) NAT RYU v —4 & LT InsideOutsideNATRule % A 7] L. Firewall Threat Defense 7 /XA A %
BIRLE9, [fR1F (Save) 1227V v 27 LET,

wEL—% I}



B zsvs7rixzmmemmLTroa—%y F PO ERERBRT B

wEL—% |

d) [InsideOutsideNATRule] ~X— T, [L—/LDiBEM (AddRule) 1227V v 27 LT, LFZE

e)
f)

B rEL—%

% L\ij—o

« [NAT/L—/L (NAT Rule) ]: [FEINAT/L—/L (Manual NAT Rule) ] Z3%#R L £,

[HZAT (Type) 1:[#AF v (Dynamic) | N L 7,

c[HEA (nsert) ]: ZAF I v 7 NAT L— /L MFAET B AL [BHE (Above) ] & 13E4R

L\i‘jﬂo
* [Enabled] #7 U v 7 LET,

[A2AB—=TxARX TP Y b (Interface Objects) | T, vrl-interface 7 ¥ = 7 K
ZER L, [V—XRIZEM (AddtoSource) | 27 Vv 7 L (A7 V=2 bR WGE
I%. Objects> Object Management > Interface TER L £9°) | [$EfiskI<EM (Add
to Destination) ] TAMAZ BN L £9°,

o [£# (Translation) ]® [Jt?Di%{E7C (Original Source) ] C. [any-ipv4] ZZR L £ 77,
[ZE #2515 70 (Translated Source) | C. [ (Add) 1 %2 VU > 2 L. 10.100.10.1
ZHELTCEA ML 7Y =2 b VRI-PAT-Pool ZEF#K L £T, KOKIRENTND

X 912, VRI-PAT-Pool Z &R L £,

Add NAT Rule

NAT Rule:

[ Manual NAT Rule v ]

Insert:

l In Category v ] [ NAT Rules Before

Type:
l Static v ]

Enable
Description:

[ ]

Interface Objects Translation PAT Pool

Original Packet

Original Source:*

[ any-ipvd v ]

Original Destination:

[ Address v ]

l |

Original Source Port:

l 3

Original Destination Port:

[ -

[OK]Z27 Vv 7 LET,
[fR1F (Save) 1272 Vw7 LET,

Advanced

Translated Packet

Translated Source:

[ Address v ]

[ VR1-PAT-Pool % ]

Translated Destination:

[ d

Translated Source Port:

[ J|

Translated Destination Port:

[ 3|




| wmEL—%

ATvT8

BHETS7 FLAEMERALTS v a—%y b7 25T o555 ]

VR2 DWNERBAEA~D ST 7 4~ 7 D 10.100.10.2 ~D PAT % F{79 % NAT /L—/LZ B0
L/\i—é—o

a) Devices>NATZ &N L £,
b) InsideOutsideNATRule Z#afe L T, VR2ZNAT L — /LA ERLET,

« [NAT/L—/L (NAT Rule) ]: [FENAT/L—/L (Manual NAT Rule) ] 274K L £,
[ZAT (Type) ]:[# A7 v7 (Dynamic) | ZBIN L F7,

«[#EA (Insert) |: %A F I v 7 NAT L— A REET HHGIL AR (Above) ] % #IR
]\/i—é—o

*[Enabled] 7 U v 7 LET,

[AVBE—T A ARFT TP Y b (Interface Objects) ] T, vr2-interface 47 = 7 b
iR L, [V—XRIZEM (AddtoSource) 127 Vv 7 L (A7 V=7 b¥WEE
I%. System (&) > Configuration > Management Interfaces CTERK L £3) | [$EfREIC
BfN (Add to Destination) ] THMIG A RN L £7,

[Z5# (Translation) ] @ [JtD%{57C (Original Source) ]°C. [any-ipv4] Z iR L £,
(A5 7 2%5{5 70 (Translated Source) | C, [EAN (Add) 1%727 U > 27 L. 10.100.10.2
ZHELTCHEA ML 7Y b VR2-PAT-Pool ZEZ LE£T, RO RENTND
X 912, VR2-PAT-Pool Z &R L £,

Add NAT Rule ®

NAT Rule:

[ Manual NAT Rule v I

Insert:

[ In Category v l [ NAT Rules Before o

Type:
[ Static v ]

Enable

Description:

[ )

c)

Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[ any-ipvd v l ’ Address v ]
Original Destination: ’ VR2-PAT-Pool G ]
[ Address ” ] Translated Destination:

[ /)

Original Source Port:

[ -

Original Destination Port:

[ J

[OK] %7 Vw7 LET,

l a

Translated Source Port:

[ 7

Translated Destination Port:

l J

Cancel m

wEL—% I}
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d) [fR1F (Save) 1227 U v 7 LET,

ATvF9  vrl-inside B L N vr2-inside A > F — 7 = A AMBIEPA v Z—T =2 A~D ST T 4 v 7 &
AT57 78X arbe— R —F2RETDHE, X2V T 4V = ZAERT D MNE
2 £9, Objects>O0bject Management > Interface 2 f L £4°, [BM (Add) [>[EF 2
)7 4 J—> (Security Zone) %R L. vrl-inside, vr2-inside, L OGN A > ¥ —7 = A
ADEX2 VT 4= mEMRLET,

AT w710 Policies>AccessControl heading> AccessControl % &R L. vrl-inside-zone 3 £ UF vr2- inside-zone
76 outside zone ~D NT 7 4 v V7 BRI T LT 7B AHIEAL— LV ERELET,

A VB =T 2 A ADHFBMT DI =V BB LIz T DL, $XTDO T T 4 v 703
VHE—F oy MIHEND Z L ETFATEEAL—LIT, ROLEIICRVET, ZOT 7R
Fa—L R =D /RT A =2 Z@ATE ET,

Name | AllowInternetTraffic i
Q Zones (3) Networks Ports Applications Users URLs
| Q) Search Security Zone Objects Total 3

= i OUtside-zone (Routed Security Zone)
0 VI'-inside-zone (Routed Security Zone)

ﬂ i vr2-inside-zone (Routed Security Zone)

+ Create Security Zone Object

Comments (1) ~




| wmEL—%

REL—T 4 VT TREBFY R T—I ~DORAVPN 7 5 £ 2 25aT 5%

REIL—T 1 U TAREBRY FT—U~DRAVPN 7V 2R ZEFA] T

BDHE

FIE

ATy T

ABN—T ¢ THRT /3 ATiE, RAVPNIL, Zu— ifin—4 A v 2 —T = f AT
OB R—rENFET, ZOFTiL, Secure Client = —H —Na—HP —FEFTOIRIENL—F X v
MY — 2R TEALOICTHFRIEEZRLET,

WDOHITIE, RA VPN (Secure Client) ==—H—723, 172.16.3.1 ® Firewall Threat Defense 04+
AV —T oA AR LET, 20— —1T1% 192.168.80.024 DT —/VIZEENDH IP T
NLAREID S TONET, =2—F =L, /m— L —F DHOWNE Ry NT—27127
IR ATEET, 2=V —EZDORAENL—F VRI ODF v hU—27 (DF V| 192.168.1.0/24)
ERNLIZNT 747 70— T5(2F, Fa— LE VRI TARAET (v 7 )b— hEiR
ELTA—bsEU—7 LET,

inside ,~——— 172.16.3.1
- outside

Inside Network

VPN POOL |
192.168.80.0/24

192.168.1.1 ;
VFi-nside  Threat Client
Defense

192.168.80.0/24

48 HREIIC

ZOFITIX, TTICRAVPNAZREL., (RELV—FE2ERL, AV —T oA A ERELTHE
EI7p AL — 2 1B YT TWA D EERHREE LTWVET,

70— AL —Z 93— —EFRKD VRI ~DL— I — 7 R ELET,

a) Devices> Device Management % 38&4R L, Firewall Threat Defense 7 /31 A &t L 7,

b) Pv—7 47 (Routing) (%27 Vw27 LET, 774NV ETIEK, Za— L b—T 47
TaRT f DR—=TUNFRENET,

c) [StaticRoute] #7 VU v 7 L&,

d) [v— h%ZBM (AddRoute) | %27 Vv 7 LET, [RAXT 4 v 7 /b— FEKEDEM (Add
Static Route Configuration) ] T, IROEHE ZfE L £,

o[ H#—T7 x4 A (Interface) ]: VRI NI A o X —7 = A ZAZBINL £9°,

e[y FU—7 (Network) ]: VRI{KIEL—% X NU—2 A7V =7 FE@RIRLE
T, [A7 ¥ =7 FOEM (AddObject) | A 7> avazMHLTAHT V=7 Bk
TEET,

s [Gateway] : ZZADOE FIZLET, BIOBIENL—XIZV— 2 ) —7 T B5EEITIT,
F— b U oA BRIRLEEA,

wEL—% I}



wEL—% |
B rer—F o oTcmiiry FI—I~DRAVPN 72 £ R EHTT HH%

Add Static Route Configuration ®
Type: @ Pva (O IPve

Interface*

[ vri-inside v ]

(Interface starting with this icon [% signifies it is available for route leak)

Available Network Selected Network

[ Q. Search ] nw-192.168.1.0

(]

IPv4-Private-192.168.0.0-16
IPv4-Private-All-RFC1918

IPvB-to-IPv4-Relay-Anycast

vph-pool

Gateway*

[ J s
Metric:

£ )
(1-254)

Tunneled: [:] (Used only for default Route)

Route Tracking:

[ v | +

Cancel m

JL—hU)—=2712X0, VPN 7—/LNDIP T KL ANE|) YT 547 Secure ClientiZ, VRI
AL —Z D 192.168.1.024 % NI — 72T 7B ATE5 L9272 0 7,

e) [OK]%27 VU vZ7 LET,

ATY T2 VRINLZa =S8 —F ~D— ) — 27 2R ELET,
a) Devices> Device Management % &R L, Firewall Threat Defense 7 /N1 A Z e L £ 7,
b) V=747 (Routing) 127 U7 L, RrRy XU )D [VRI] Z#EIRLET,
c) [StaticRoute] %7 U v 7 LET,

d) [b— F&BM (AddRoute) %7 Y v LET. [RET 4 v 7 b— FEREDEM (Add
Static Route Configuration) ] T, RDOIEH ZfE L £7,

o[AH—T A A (Interface) |: 72— N )b—F DIERA  H—T = A A %R

\i—é—‘c
s[> hT—2 (Network) ]: 70— SRV —% Ry NU—7 FT7 V=7 %k
RLUET,

s [Gateway] : ZZEHOE EIZLET, MO —Z TV — &2 ) —7 T 555113,
F=hU oA ZBIRLERTA,




REL—F 1 VT TRERY FT—I ~ORAVPN 74 £ 2 £33 55% [

Add Static Route Configuration ®
Type: @ IPva () IPv6

Interface*

[ outside v ]

(Interface starting with this icon = signifies it is available for route leak)

Available Network Selected Network

[ Q. Search ] vpn-pool

(]

-

IPv4-Private-192.168.0.0-16
IPv4-Private-All-RFC1918
IPv6-to-IPv4-Relay-Anycast

nw-192.168.1.0

Gateway*

[ ]| <k
Metric:

g )
(1-254)

Tunneled: D (Used only for default Route)

Route Tracking:

[ v | +

Cancel m

REENTZAZT 4w 71— RZED, 192.168.1.024 %~ hU—2 (VR1) o= KR
4> ME. VPNZ—/LHNOIP 7 KU ANRE Y YT 5172 Secure Client~D 7 & BR#k T &
F7,

e) [OK]Z27 Vw7 LET,

RDBRY

RAVPNT RL AT =)L b a—P—FEFZDRAE/NL—XDIPT KL ANEBE L TWDHHEITIE,
IP7 RLRIZKLTAZT 4 v 7 NAT L— L2 L, @ERL—T 4 2G0T 584
ERHYFET, Fo0E, BELRVWEIICRAVPN Y RLATS— LA BET L L6 TEE
j—o

KEIL—% .



wEL—% |

B 5 rrveN cB s EMOREL— 2 DRy FT—2DBD RS T 1 vl ERET BHE

Y4 FE VPN [CHEITHEBHDEEIL—Z2DRY FT—ODoD S
T4V ERET DAIE

FIE

ATy T

RN —T 4 > THRET SA AT, %A FE VPN (37 e — Ui —S A4 2 —T = A
ATOHYFR—FEINET, 22— —EROBBENL—F BT IHA X —T = A ATIEFHHKET
TEFAL, ZOFITIEH, YA FE VPN 20 LT, 22—V —EBDORIL—FZNTEHEA MEN
TWbxy NT—7 LOROERZRETHTFIEZRLET, £/, 2—VF—EROREL—
T4 TRy NI—IMEEND IO, A ME VPN 2 BHTH4ELH D £,

TIUFF T4 AFy NI LR Y T =7 ORIZYA FE VPN B3GR E SN TN D Y
FIVFEEZTCHELLE D, 7T FF 7 4 AP Firewall Threat Defense |2 {RAE/L—Z 236V £
T, ZOBITIE, YA FREIVPNIZ172.163.1 D7 T F 47 4 ADHNEA  F—T = A A TE
FINET, TOVPNIZIEZ, N A v X —T =2 A ANT a0 —rS)URBL—ZD—ETHH D
72, BIMORER LTHNER Yy b U —7192.1682.024 3 &N E 9, 7=72L. VRIAEL—
2 D—ETH 5 192.168.1.024 % v 8T —7 2% A F#E] VPN —E R &M 51213, 7/ rn—
NIUVBIORVRI TAXT 4 v 7 —FERELT, VRI *y hU—7 %5 A ME VPNHEIZ
BMLT, = 2 —7FTH50ERHY ET,

e (o 1721631
192.168.2.0/24 ';vad_ff??? _____________ 'éi§ﬁ| 172.16.20.0/24
192.168.1.0/24 VPN E

19216811
yri-inside FTD

1R BHIIZ

ZORTIE, T TCI2192.168.2.024 1 —H /L F v U —27 L 172.16.20.024 S % T — 7 D
RHZY A M VPN ZREL, BV —XEERL, A VX —T =4 A%ZFRTE L CHEb) 748
—ZIZE) BT TWDBZ L ZREE LTWET,

T — S UARBEL— & 3 6 e — W —EFD VRI ~DL— " — 7 ZZHELET,

a) Devices> Device Management % 3&4R L, Firewall Threat Defense 7 /31 A & fE L £ 7,

b) V=747 (Routing) (%27 Vw27 LET, 774NV ETlEH, Za— Vb )b—T 47
TanRT f ONR—VUNRFRENET,

¢) [StaticRoute] %7 U v 7 LET,

d) [V — bF%EEM (AddRoute) 127 Vw7 LET, [A¥T 4 v 7 /b— FEEDEM (Add
Static Route Configuration) ] C., RDOIEE ZHE L £7,

e[ H—T7=AA (Interface) ]: VRI NEfA > X —7 = A ZA&FR L £7,

s[> hU—2 (Network) ]: VRI BN —% x> NT—27 ATV MEBRIRLE
T, [A7 =7 FOEM (AddObject) 1A 7> a v aHALTAHT V= b EIERK
TEET,




| wmEL—%

ATy T2

H4 FRIVPN 51 2EMDREL— 2 DRy kT—ohbD 571 v eRET 5% [

S b aA (Gateway) ]:ZEAOEEICLET, MOREL—F I F i —
THHAIIE, F— b= A BB EEA,

Add Static Route Configuration ®
Type: @ Pva () IPve

Interface*

[ vri-inside v ]

(Interface starting with this icon = signifies it is available for route leak)

Available Network Selected Network

[ Q. Search ] nw-192.168.1.0

(]

|IPv4-Private-192.168.0.0-16
IPv4-Private-All-RFC1918

IPvB-to-IPv4-Relay-Anycast

vpn-pool il

Gateway*

[ J s
Metric:

K )

(1-254)

Tunneled: [:] (Used only for default Route)

Route Tracking:

[ « ] +

Cancel a

N— K~V —=2712Lb, ¥4 F#E VPN OINE (VE— ) = FlZXko TR#ES Tz
RARA > MiE. VRIURAEL—4 D 192.168.1.024 %> "I —J 2T 7B ATEE£9,

¢) [OK]%#7 Vw7 LET,

VRI 67 a— LR —Z ~D— N — 7 B E L ET,

a) Devices> Device Management % 3R L, Firewall Threat Defense 7 /N1 A Z e L £ 7,
b) V=7 427 (Routing) |27 Vw7 L, Ray XXy b [VRI] Z&ERLET,
c) [StaticRoute] %7 U v 27 LET,

d) [V— F%EEM (AddRoute) 127 Vw7 LET, [AXT 47 /b— FEEDEM (Add
Static Route Configuration) ] T, KDOIEH ZfEL £7,

e[ H—T7xA A (Interface) |: 72— Vb= DIHA o H—T = A AZRINL

i‘é—o
[*y FU—2 (Network) ]: Zw— SAAEL—F Ry NU—7 TV =7 b aik
RLUEF,

wEL—% I}



B 5 rrveN cB s EMOREL— 2 DRy FT—2DBD RS T 1 vl ERET BHE

wEL—% |

S b aA (Gateway) ]:ZEAOEEICLET, MOREL—FITL— F i —2

TLHEITIE, F— U oA 2RI EEA,
Add Static Route Configuration

Type: @ Pva () IPv6
Interface*
[ outside v ]

@

(Interface starting with this icon ) signifies it is available for route leak)

Available Network Selected Network
[ Q Search ] external-vpn-nw
any-ipv4

IPv4-Benchmark-Tests

IPv4-Link-Local

IPv4-Multicast

-

(]

Ensure that egress virtualrouter has route to that destination

Gateway

[ <)+
Metric:

L ]
(1-254)

Tunneled: D (Used only for default Route)

Route Tracking:

[ v ]+

Cancel m

TDART 4w I —RMIED ., 192.168.1.024 %> hU—2 (VR1) LD REA Lk
L. %A N VPN b zididd o8zt cExEd, ZofiTiE, VE—Fxz>
RARA > b3 172.16.20.0/24 % > b U — 7 ZR#E L TWVET,

¢) [OK]Z27 YU vr LET,

ATv T3 192.168.1.024 x> hU—27 %% A NE VPN #7177 7 A VIZBMLET,
a) Devices>VPN>SitetoSite #i®R L, VPN bR U EfHEL ET,
b) [T KAA > b (Endpoints) | T, /— RA=TZY RAFRA VU MERELET,
¢) [T¥ RARA v hoOff%k (EditEndpoint) ][R Z4172xr >~ U —2 (Protected Networks) ]
TA4—IVRT, LWy hU—27 4727 hDiBN (AddNew Network Object) ]% 7

Vw27 LET,

d) 192.168.1.0 %> N —Z2 TVRI *v NIV —I 47T =7 FEBMLET,




| wmEL—%
ATV EFERLE=Y A FEVPN BT 5BHORBIL—2 DRy b T—IDD 5714 v ) & RET H5E .

Network Objects ®

Available Networks (™ Selected Metworks

[ @ searcn ] nw-192.168.1.0 o
IPv6-Link-Local - nw-192168.2.0 u}

IPv6-Private-Unique-Lo...

IPv6-to-IPv4-Relay-Any...

outside-gateway

vpn-pool

Cancel m

e) [OK]Z7 Vv /7 LTEREZHREFELET,

FA4F2 v M ZzERLI=Y A FEIVPNIZE T 5 EHDHREIL—5
DXy bIT=ODhoDEZT74v 9 7 RET DFHE

ISP 1L, BEHKILICR R Ay Meahizxy NI —2 FfoC0ET, (KEBLV—% %
fERC L, 1B LT fiB N — 22 HZ A F 2 v 7 VITZBE#EAMIT T, X2y NV~ HNOXAF I >
7 VTI ORERERIECE 9, #4142 v 7 VILiZ, o — L FEida—F—EZDIAR
N—Z AT 5 Z N TE F T, B—0 Threat Defense 7 /31 A%, Zo— 3 LFE2i 1
O D= —EROFEN—Z ZR T AT Iy 7 VTINT & LTHRETEET, =—
P —EEOBIENL—F % | DDHAX~v—Fy NT—TIZT AN TEXET,

= " _X—=Z2DH A M VPN 232 DOXEDORER v NU—2 & 2 OBt O3 EHR Y T —
I ORICHERINTWBHlEEZTHAEL X D, ISP @ Threat Defense HEETHH X A F I v
INTINT L, 2002 —W—EFZDORMENL—% (VRFZ U —2EVRFL v R) ZfiH LT,
2ODEERLER Y NU—J ZEHRLET, ¥A4FI v 7 VIIATIX, LLFORTYA M
VPN ZffESL L E T,

s BEAEL (VRFZ' U —2) BLOEZAD (SVIT AKR—7 1)
s BEM2 (VRF Ly ) BIXOEAE2 (SVT2 AR —7 2)

wEL—% I}



wEL—% |

B 7200 mEERLEY A FRIVPNICE T 2EHOEEL—E DRy FT—OHE0 FS5T ¢ v o ERET BH%

FIE

ATv T

ATy T2

2:EBORBIL—FEFAF VI VI EFERLI=YA LR VPN

Inside network DVTI1 Interface
unnumbered Interface

SVTI inside network
@ __&:—’Z‘%__ SPOKE-1
[ﬂ

VRF Green
Outside
Outside1 /-‘ '-
(VRF Green)
TR

DVTI-Hub -‘ '-
Outside2
(VRF Red)
Cutside l‘ ' ﬂ
VRF-Red e
1
Kk
SPOKES inside networ
[ —

Inside network DVTI2 Interface
unnumbered Interface

WOBNE, XA F Iy 7 VIL 2T 2% F#E VPN 250 L, ROV —Z2 261 L T
Xy b= ZRES DHTHEEZRLTNET,

NTWEEAFI v I VTIA VB —T oA AEZHBELET,

a)
b)

<)
d)

e)
f)

Devices> Device Management % 3%#R L. Threat Defense 7 /XA A ZfwtE L £,

[ Z =7 =A ZADEM (Add Interfaces) ]>[{RAE h > p/bA 2 —7 = A X (Virtual
Tunnel Interface) | Z TR L F 7,

[N Z A7 (Tunnel Type) ] & LTC[¥# A F v 2 (Dynamic) | Zi&RL 7,

A B =T =24 A% ELTDVII ZfEL, AT Iy 7 VIIOTRXRTONRNTA—=H %
RELET,

[Save (fR1F) 1227V v 27 LET,

AT v la~eZVIRL T, "TDO2FERDOZAF I v 7 VII (DVTI2) ZELE
D

AR—2 1 TAEZT 4 v 7 VI ZFELET,

a)
b)

©)
d)

Devices > Device Management % &R L, Threat Defense 7 /31 A Z e L £,

[ Z—7 A ADEM (Add Interfaces) ]>[{RAE h > LA &2 —7 = A X (Virtual
Tunnel Interface) | Z &N L £ 7,

[Nk H A7 (Tunnel Type) ] &£ L C[AXT ¢ v 7 (Static) | IR L £,
AVH =T 2 A AL ELTSVII AR—7 1 ZEL, AFT 4 v 7 VTIOTRCTO/RT
A—HERELET,

[Save (fR1F) 1227V v 27 LET,

AT w7 2a~eZMVIKL T, AR—22 (SVTI AR—7 2) I[ZAXT 47 VTl %%
ELET,



| wEL—%

FLFE29 VN EZFERLEY A FEVPNIZE T 5BBDORBIL—E2D1RY FT—I 0D 574 vV ERETS 55 .

ATvT3

ATy T4

ATy TH

ATvT6
ATy 17

NT L SVTT AR—7 1 O — b _X—2DH A M VPN 24 L £,

a) Devices>VPN > Siteto Site #1#R L, [+¥ 4 FEVPN (+ SiteToSiteVPN) | %27V v~
LET,

b) [FAuv T4 (Topology Name) ] 7 4 —/L KiZ, VPN MARrYOL4RIZ AN LET,

c) [b— bh~X—2A (VTI) (RouteBased (VTI)) | Z&EIRL, *v hU—27 kAT L LT[
77 RAKR—2 (Huband Spoke) ] R L £,

d) [T RAA > b (Bndpoints) | ¥ 7 %27V v 7 LET,

e) N7 EAR—=7 (DVTHBLURSVTIAR—2 1) BLROENENDL—T 4 7R o—
e LET,

f) MEZIG T T, VPN D [IKE], [IPsec]. 3B LU [FEM (Advanced) |47 a VEHELE
R

g) [fR1F (Save) 1272 VU v/ LET,

hy A7 v 7 3a~g&@ViIRKLT, 7 (DVTI2) & SVTI AKR—7 2 ORIZ2FEHD/L— b
N—=Z2DYA FME VPN AR VEZRELET,

2 OO —F EHELET,
a) Devices> Device Management % %R L, Threat Defense 7 /31 A Ziffte L £,
b) [Routing] #7 U v 7 LET,
c) [Manage Virtual Routers] #27 U v 7 LE 7,
d) [EAEL—% @BH0 (Add Virtual Router) %7 U v 27 LET,
4z TVRF 77U —>) & LT, AR —Z DA EZ AT LET,
) A7 v da~dEMMVIRLT, VRF Ly RERELET,
FTRTCOAN T =T 2 A AN —ZIZHID B TET,
a) Ray 7 XU R NMOAREL—Z 23R ET,
b) [BAENL—H D7 37 ¢ (Virtual Router Properties) ]-<—C, [fEHAIRE/RA VX —7 =

A A (Available Interfaces) | " v 7 AZ—ERRINTNDA F—T oA A& L F
ﬁ—o

oA F—T oA AL EBIFATFT I VTIA v Z—T = A AZEIY Y CTET,

¢) [Add] &7V v 7 LZET,

VRF L'y RIZH L TAT vy 7 Sa~c &R LET,

WAEN—FDN—T 4 TR —FRELET,

a) Rav7Z 70U R MBI —F 28N L £9,

b) [A¥T ¢ v Z/— | (StaticRoute) | E7IXNTNIDEAFI v I V—TFT 47 7k
anvE7 Yy 7 LET,

) N—T AT NRITA=FEFRELET,

d) [fR7F (Save) 1227V v LET,

wEL—% I}



wEL—% |
B om0 2o0BHT 55y FI— KR MEIT RS T4 90 EL—T 1 2T F BAsk

RDBERY

INT TV RAR—=T T NA A8, B (Deploy) 1227V v 7 LEd, BETLIE, W
A FEEHA v 2R — 1 (Overview > Dashboards> Siteto Site VPN) T VPN ko RV %R
HTEE9,

AN —2DE=F ) 7 (18X—) IZ—ERRINTWDHa~vr REFEHALT, HELV—
HEFRRL, DT TNYa—T 40T THEHTEET,

REIL—T 4 TI28WT2DO0DEET SRy FT—UKRX BT R
S274 90 FIN—T42T9FBAE
FUxy NU—2 7 RLAZRESREL—F FIZHRA N TXEST, "X FNOBEIC
Twice NAT Z R ETE£T, 20T, BEETI Ry hU— ?TXF%£@¢5K®®NH
N—NVDOFREFIAEZ R LET,
WOHITIL, 22ODOFALN (FAMAERANB) PERLEEL—% (VRG (f ¥ —T =
A A vrg-inside) . VRB (A % —7 = A A vib-inside) ) IZZNZENBELTED, Y7 x> b
(10.1.1.0/24) XFRLTY, WMGFDOFRA NPEEFETH72HIZ, VRG-Host £ ¥ —7 = A A &
T2 MRy FENTZNAT 7 L2 (20.1.1.1) Z{#FEHA L. VRB-Host f % —7 = A A
FT 2 MR FENTENAT 7 Rz (30.1.1.1) ZEHATSNAT R > —%2Ek L=
T, fERELT, AAMAIE30.LI1 ZHEALTHEARNB E@ELET, A& FBIL20.1.1.1
AL THARA N AICERELET,

NAT

" 20111

Outside | Internet

1721631\ )
|

IR B
ZOFITIEH, TTIUTORENEMINTNDZ EEFRELTVET,

« vrg-inside 33 X OY vrb-inside A > ¥ — 7 = A A%, AE/L—% (VRG B LU VRB) (ZZ#
TNEEMTONTEY, EH6DA =T =2 ZBFE LI TRy 7 FLZ (10.1.1.024
) EHEHLTRESNTWET,

B rEL—%



| wEL—%
REN—T 4 2TIZENT2DO0NEET 54y b TV RA AT IS T4 v EL—T 4 2T T BH% .

e A B —T 2 A AV — 2 VRG-Inf, VRB-Inf %, ZIZI vrg-inside 3 L O vrb-inside 1 >
H—T A A&ELTER SN TWET,

T 74N I =R xA L L Tvrg-inside ZfEHT 25 VRGDOARANA, 774 /V 77—k
7 =4 & LT vrb-inside ZfEH 35 VRB DK A | B,

FIE

ATYT1 RAFNADPBRARNBA~D N7 7 4 v 7 ZUERT 5 NAT L—/L 2B L £ 9, Devices> NAT
PR L FET,

ATvFT2 [HLWKRIYS— (NewPolicy) 1227V v 27 LET,
ATw T3 NATHR YU > —4 % AJJ L. Firewall Threat Defense 7 /34 A Z &R L 9, [£R17F (Save) 1% 7
Vo LET,
AT v T4 [NAT] X—2 T, b—LDEN (AddRule) 1227V v 27 LT, UTFTOHEBZERLET,
« [NAT/L—/L (NAT Rule) ] : [FEINAT/L—/L (Manual NAT Rule) ] Z3##R L £,
s [#A 7 (Type) ]: [##HJ (Static) | ZEIRL 9,
A (Insert) ]: NAT /b—/LMFEFET B 5413 [ATR (Above) ] 38R L £,
* [Enabled]| 7 V v 7 LET,

AR —T AR AT b (Interface Objects) | T, VRB-Inf 47 2= 7 h Zi&{R
L. [/—XRIZEM (AddtoSource) 1 %27V v 7 LET (A7 V=7 EBRRWEEIT,
Objects> Object Management > Interface T4 72 =27 F&{ER L £9) . KIZ. VRB-Inf
A7V FERIRLTC[SEEIZEM (AddtoDestination) 127V v 7 LET,

o [ (Translation) ] T, LA FA®RINLET,
s DEDFEEIC (Original Source) ] T vrg-inside Z 38R L £ 97,

 [JED%E5E (Original Destination) ] C [EAI (Add) 1%727 U > 2 L, 30.1.1.1 Z{EEL
THA 7Y =2 bk VRB-Mapped-Host #E# L £7, VRB-Mapped-Host 3R L £7,

o [ZEHag5 72550 (Translated Source) ] C [[EAN (Add) 1%#72 VU v 7 L, 20.1.1.1 &5
ELTHT7 Y =7 b VRG-Mapped-Host Z E# L £79, VRG-Mapped-Host 22 L %
‘j_‘o

o [EHLE A DB (Translated Destination) | C, RO EKII/R 4L CV D K 9 I vrb-inside
ZERLET,

EIL—%
I



wEL—% |

B re—7 08022088542y FI—HhRR MEAT RS T4 9o EL—F 1 LU T BA%

Add NAT Rule ®
NAT Rule:
[ Manual NAT Rule ~ l
Insert:
[ In Category v ] [ MNAT Rules Before ~ ]
Type:
[ Static v l
Enable
Description:
Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[ vrg-inside v ] } [ Address v ]
Original Destination: [ VRG-Mapped-Host G ]
[ Addrees - l Translated Destination:
[ VRB-Mapped-Host v ] . [ vrb-inside v ]
Original Source Port: Translated Source Port:
Original Destination Port: Translated Destination Port:

[ 2 [ ]

Cancel m

Firewall Threat Defense 7 /X A C show nat detail =~ > RZFEIT4 5 &, RO X H I
REINET,

firepower (config-service-object-group) # show nat detail

Manual NAT Policies (Section 1)

1 (2001) to (3001) source static vrg-inside VRG-MAPPED-HOST destination static
VRB-MAPPED-HOST vrb-inside

translate hits = 0, untranslate hits = 0

Source - Origin: 10.1.1.1/24, Translated: 20.1.1.1/24

Destination - Origin: 30.1.1.1/24, Translated: 10.1.1.1/24

AT9 75 [OK] #2777 LET,

ATy T6 [fR1F (Save) 1227 U v/ LET,
NAT /L— UKD X 512720 £,
MR Z R &, BEA v —URFRINET,

Validation Messages

ManualNaté4Rule: Host2Host

~ | Warning: [ManualNatRule 1] The NAT rule has source and destination interfaces belonging to different Virtual Routers, the traffic will be able to leak
between Virtual Routers without explicit route leak configuration whenever destination translation happens. If you intent to apply this NAT rule
even when destination translation is not happening, create a static route leak explicitly. The rule involves interfaces from [VRG] to [VRE]

REIL—4
4| |



| wEL—%

BVIA Y A—J 1A REMALEL—TY K 774794 —L E— RToBEET > rogEsE [

BVIf 8 — DDz A REFARALIEIL—TFTYRKRI7A4AT794—ILE—FK
THDEHELEIT A FOEBEEAE

HEOEE R v U — 7 [BIZE— O Firewall Threat Defense Z % imAIZ B L=, R Cx v b
T—0 ORANNT 7 AT U+ —NVZREATD2ZENTEET, ZORMAEZEHRT LTI,
AN —H2 T EIZBVI % ELET, 22Tk, EELV—X TBVI 2R ET 5 FIEIZOWT
AL E9,

BVIiX, @HDONL—FT v RA v Z—T 2 A ZAD LI IZENMET D, V—FHNOFMEA v F—T =
AARATT, ZHETV v 7Y R— b LERAN, V—FHNOLV—T v KL H—T = A
AHET DTV v IN—T 2R LET, ZNOHLDT Y vV R ¥ —T A ATHERFER
WERETEHTXTONRT Y M, BVIA v H—T = A A& /RAZXL—LFT, BVIDOA X —
T2 A AFFE, FBA =T 2 ARRET LT v Y TN—TDOFETT,

WOFITIX, BVI-G 2% VRG TREE S AL TH Y | Bridge Group 1 734 X —7 = A A GO/l B &
OGO2DN—T v RA 2 =T =A ZTT, [FERIZ, BVI-B2YVRB TRE S 41 TH Y, Bridge
Group2 34 > ¥ —7 = A4 AG0BEBLNGO4ADN—T v RV H—T A ATT, W DBVI
DEICIPH 7Ry h7 FLA (10.10.10.524) Z#FfoTn5 EEZZ TSN, KAEL—HIC
X0 Xy bU—=2F3HF Y Y =R ETHBEShET,

£
Internet
GW

172.16.1.0/24 . Son GO/2

- 10.10.10.5/24 g

— e — B _EE;
- - :...-.- '.:._ a ] -1 -1
g 5
FTD G0/3 GO/4

KEIL—% .



wEL—% |
B oev s 2EERALEL—FYR I7 47 94— L E— FTOEREY A ¥ FOEESZ

FIE

A7 71 Devices> DeviceManagement# 3#IR L 77, MERT A AEMHELET,

RATYv T2 [ % —7 x4 A (Interfaces) ] T, [4 P —T x4 ADEM (Add Interfaces) 1>[T 1) v
CHN—T 428 —T x4 R (BridgeGroup Interface) ] 2R L £,

a) BVI-G OROFEMIEHREZ AT LET,
« [487 (Name) ]: ZOfITix, [BVI-GJ ,
[7V v Y7 —7ID (Bridge GroupID) ]: Z®fITlix, I1J ,

« [FIH AT REZR A > % —7 = A A (Available Interface) ]: A ¥ —7 = A A& &R L £
R

« [IPv4] G, [IP Type] & L T [Use Static IP] Z E24R L £,
«[IP7 KL & (IP Address) ]: [10.10.10.5/24] & AS L9,

Add Bridge Group Interface ®

Interfaces IPv4 IPv6 ARP

Name:
[ BVI-G ]

Description:

| )

Bridge Group ID *:

[1 ] (1-250)

Available Interfaces Selected Interfaces
|Q Search ] GigabitEthernet0/1 o
GigabitEthernet0/0 CigabitEdhemeto/2 u

GigabitEthernet0/3

GigabitEthernet0/4

GigabitEthernet0/5 -

Cancel n

b) [OK]%ZZ7 VU > 7 LET,
c) [f&RfF (Save) 127 U7 LET,
a) BVI-B OROFEMIE#REZ AT LET,
« [4f (Name) ]: 2 Tix, [BVI-BJ ,

s [7VU w7 N—TID (Bridge GroupID) ]: ZO#ITIX, [2] ,




| wmEL—%

ATvT3

BVIA Y A—J 1A REMALEL—TY K 774794 —L E— RToBEET > rogEsE [

o [FIFHATREZ2 A > % —7 = A A (AvailableInterface) |: V7 A L ¥ —7 =4 AZ®&IN L

*7,
« [IPv4] G,

[TP Type] & L T [Use Static IP] Z %R L £,

«[IP7 FL A (IPAddress) | :220DA v H—7 = A APNEBETHIPT FLAEZFHOZ
LEVATANHFRI LW, 207 =L FIZEOEFICLET, FHEL—FT

IP7 KL A%

Add Bridge Group Interface

Interfaces IPva

Name:

IPv6

ARP

[ BVI-B

Description:

Bridge Group ID *:

(2

Available Interfaces ™

| Q. Search

GigabitEthernet0/0

GigabitEthernet0/5
GigabitEthernet0/6
GigabitEthernet0/7

b) [OK]%2 U v LET,
c) [RTFE (Save) 1227 U7 LET,

AL —% (VRG) ZAER L, £OXy RV —27 & LTBVI-G ZERLET,
a) Devices> Device Management & L £ 9,
b) FAAL REMREL, JL—F 1 >4 (Routing) ]>[{RE/IL—F2 DEE (Manage Virtual

Routers) | &N L £7,
c) [EAfEN—Z DB (Add VirtualRouter) 1% 7V v 7 LES, KEL—FDARTZ AT L,

[OK] %7 Vv 7 LET,
d) [AENA—T 7 D7 rs7 ¢ (Virtual Routing Properties) ] C. [BVI-G] &R L, [E

o (Add) 1227V v LET,

Selected Interfaces

LB, TV P N—FICHET 7EA L, ACIPT KL XA
PIRETHZENTEET,

GigabitEthernet0/3
GigabitEthernet0/4

Cancel n

wEL—% I}
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Device Interfaces InlineSets Routing DHCP  VTEP

Virtual Router Properties

Manage Virtual Routers These are the basic details of this virtual router.

VRG v ] VRF Name:
Virtual Router Properties e
Description:
ECMP [ ]
BFD
OSPFE Select Interface:
« BGP l Q, Search ]
IPv4 Available Interfaces Selected Interfaces
IPvB BVI-G g
BVI-B

Static Route

vrg-inside

e) [R1F (Save) 1227 U7 LET,

ATy T4 ffi—% (VRB) ZERL, £Dxy hU—27 & LTBVI-B #&ERLET,

a) Devices> Device Management 2 3#&# L £ 9,

b) FAA REMREL, JL—F 1 >4 (Routing) ]>[{RE/IL—F DEE (Manage Virtual
Routers) | #®IR L £,

c) [EAEN—% DB (Add VirtualRouter) 1% 727V v 7 LET, KEL—F DA4RTEZ AT L,
[OK] %27 Vw7 LET,

d) [EfEL—F 4> 7 D7 rsF ¢ (Virtual Routing Properties) ] C. [BVI-B] Zi#{R L, [1&
m (Add) 127V 27 LET,

Device Interfaces Inline Sets Routing DHCP VTEP

Virtual Router Properties

Manage Virtual Routers These are the basic details of this virtual router.

VRB v I VRF Name:

Virtual Router Properties

Description:

ECMP | ]
BFD
OSPF Select Interface:
« BGP I Q, Search ]

IPv4 Available Interfaces C' Selected Interfaces

IPv6 BVI-B o
Static Route vrg-inside

e) [fR1F (Save) 127 Vw7 LET,
RTw T8 BVIB OFREICHET 7 A LET,
a) Devices>Device Management Z3&R L, 734 ZA&fREL T, [V F2—T (4R
(Interfaces) |#7 U v 7 LET,
b) BVIBA ¥ —7=A X LT [Mak (Edit) 122Uy 27 LET, IPT FL A%
[10.10.10.5/24) LIEELET, A F—T = A AN 2 DDR B — Z [ ZfERNE
DU THNETED, BVIGIZRIUIP 7 RLAZRETEH L0 L,

B rEL—%
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EEITHRY

BHT 5%y FI—y EALE1—v—REoREsE |

) [OK]%27VUvyZ7 LET,
d) [R1F (Save) 1227 U7 LET,

BVIMBE ZHMNT D560, AN—2%T 74V N — b= L LTHERALEYT, 2
DOE D X 5 AR EE BVI O F U A TiE, Twice NAT ML —Z 25— oA L LTHEAL
T.BVIEIN I 74 v 0B LET, TV v TNA—T DAL NR—DNAT ZiXET H & X
. AN— A B =T 2 A AERELET, 7V vV IN—T A2 —TxAX (BVI)
HIRICNAT 2% ETHZ L3 TEERA, TV vV TN —T A R—=DA U H—T = A AfH]
TNAT #7725 L 212t EBEOBIO~ vy B 7 E3NTET FUAZBETHIRLERHD
T, AV F—TxA AL LT HEE] 2FBETHZ LIFTEEREA,

FO—Y EFERLEA YD EEAE

AN —T 4 7T, IPREHEL, 22—V —DEET H2EROEEL—Z ZHR T ET,
ZOBITIE, VRG & VRB X, IP (192.168.1.1/24) NEHE L CW AL —Z T, 2 ODOH
D RAAL v Da—F—F, BEETHRY hT—2 1P (192.168.1.20) ([ZHIFAEL £3, VRG
BELOVRB 2 —H—NF P —"—172.16.10.X |27 7 £ AT HEE, V— MIZ o — LR
PN—2IZ) =7 SNET, F#MEILCNAT ZHEH LT, BEETLHIP 2L LET, VRGEB X
UNVRB —H =507 7 & A% #1345 21%, Firewall Management Center ¢ —% —385
ERET HMENH Y £7, Firewall Management Center ClX, L /LA, Active Directory, 7 A
FUTAT A=A TAT T AT AN—ILERY —2 LT, 22— —ID BNIRFFE
FUE T, Firewall Threat Defense (213 — —DFEFFIC BT 2 HHEM R EZE NN, 22—
P=T I BRI T 7Ry bu—R) —%BE L TORERENET, BETIHI2—F—
MHED ST T 4w 7 &ZHET A2, IDARY —EA—AEERALTT 78R ary ha—
AU —%ER L ET,

172.16.32.X

172.16.10.X

qu

—
Domain/User: - 20

abc.comfuser1

Outside

r L
1721631 | Internet \
&

Domain/User:
xyz.com/userl FTD

KEIL—% .
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1R BRI
ZOFITIE, RO Z L EAHEE LTWET,
* VRGBLWURVRB 2—H—HD 225D AD — =1 H %,

¢ISEIZ2 2D AD r— _"—NEMIN TV 5,

FIE

ATFYTF1 VRGDODFNRAADHNEA v X —T =2 AR ELET,

a) Devices> Device Management Zi&R L, 7 A 24 %27 Vv 7 LT, [A Y3 —T 4R
(Interfaces) | 227 U v 27 LET,
b) VRGIZEIV U THA v H—T oA AEMRELET,

« [481 (Name) ]: Z ®FITiL, VRG-inside,
«[F%) (Enabled) | F=v IRy I A4 N2 LFET,

« [IPv4] T, [IPZ A7 (IPType) ] & LT [BHIIPZfEM T 5 (Use Static IP) ] 2R L
\i—a—o

«[IP7 KL A (IP Address) ]:192.168.1.1/24 Z A I L %7,

©) [OK]%27 VU7 LET,
d) [fRfF (Save) 1&27 U7 LET,
ATY T2 VRBOTNAAADWNEA V2 —T7 = A AHELET,
a) [Devices] > [Device Management] > [Interfaces] DIEIZER L E 5,
b) VRBIZHEID Y THA LU H—T = AZMmELET,
« [4FT (Name) ]: Z O TlX, VRB-inside,
*[£%h (Enabled) ] F = v /Ry 7 AEA N LET,

* [IPv4] T, [IPZ A7 (IPType) ] & LT [FFAVIPZfEHF 5 (Use Static IP) ] 28R L
ij_o

«[IP7 LA (IP Address) |: ZZHOFFIZLET, 2=V —EROMEL—X & FT2
EE L T iz, 22— —[ R CIPT RLAZMHL TS v F—T = AZHRE
TEEHA,

¢) [OK]ZZ7VUvZr LET,
d) [fRfF (Save) 1227V v 27 LET,
ATFw T3 VRG2—V =@V — 13— 172.16.10.1 IZT7 7 B AT EH720D T 0 —r)L—F DORNERA
2 —T7 2 A AT 5H VRGBLOEHHT 74V M— N —7 ZRELET,
a) [T/\M4 R (Devices) |>[T/31 REHE (DeviceManagement) ] Z 3 L, Firewall Threat
Defense 7 /31 A&t LE T,

B rEL—%
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ATV

BET o4y kT—v EEALE1—v—RiEoRESE |

b) [Jb—T 4 >% (Routing) 1>[{REIL—F DEE (ManageVirtual Routers) % B L &
T, [ARL—% O3B (Add Virtual Router) 1% 2 Y » 2 LC, VRG #1Ek L 7,

c) VRGDOHA., [AE/LV—% D7 r 37 ¢ (Virtual Router Properties) ] C. VRG-inside % %Y
YTTHRIFLET,

Device Interfaces InlineSets Routing DHCP  VTEP

Virtual Router Properties

Manage Virtual Routers These are the basic details of this virtual router.
VRG ~ ] VRF Name:

Virtual Router Properties

Description:

ECMP | ]
BFD
OSPF Select Interface:
v BGP I Q, Search ]

IPv4 Available Interfaces C* Selected Interfaces

\PvE VRG-inside VRG-inside o
Static Route VRB-inside

inside

d) [StaticRoute] #7 VU v 7 L&,
e) [b—h%EN (AddRoute) 1% 7 Vw7 LET, [AXT 4 v 7 /b— FREDEM (Add
Static Route Configuration) ] T, IROEHE ZfEE L £,

o[ #—T7xAA (Interface) |]: /B — W )—XDONEA X —T7 oA A%TRERIRL
7,

o[y bTU—2 (Network) ]: any-ipvd 47 =7 FERINLET,

s [Gateway] : ZZHDOFE FICLET, BIOREL—ZIZV— b2 —27 T 55E51F, 7—
Y = A ZHEIR L EHA,

f) [OK]Z27 Vw7 LET,

g) [R1F (Save) 1227 U v 7 LET,

VRB . —HF — R H—3— 172.16.10x |7 7 B AT HI=00D 71— )L )b—F DNERA

B —T 2 A RIKTDHVRBBLOFRNT 74V M — M) —7 ZRELET,

a) [T/NM R (Devices) | > [T/ 4 REHE (DeviceManagement) | % L. Firewall Threat
Defense 7 /N A A ZiftE L £ 7,

b) [Jb—T« >4 (Routing) |>[RE/IL—2 DEE (ManageVirtual Routers) 4R L &
T (AR —F DIEM (Add Virtual Router) 1 %27 U v 27 LT, VRB Z{ERk L £,

¢) VRBOHAE, [HfBL—4% D7 vs37 ¢ (Virtual Router Properties) ] C. VRB-inside % %Y
BTTHRIFLETS

wEL—% I}
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d)

f)
2)

Device Interfaces InlineSets Routing DHCP  VTEP

Virtual Router Properties

Manage Virtual Routers These are the basic details of this virtual router.

VRB hd ] VRF Name:

Virtual Router Properties

Description:

ECMP | ]
BFD
OSPF Select Interface:
v BGP [ Q. Search ]

IPv4 Available Interfaces C Selected Interfaces

PV6 | VRB-inside VRB-inside [}
Static Route inside

outside

[Static Route] #7 U » 7 LE7,
[b— b %BM (AddRoute) | %27 U w7 LET, [AXT 4 v 7 — FREDENM (Add
Static Route Configuration) ] C, RDOIEHZHE L E7,

o[> X —T A A (Interface) |: 72— L b—Z DWNEA o H—T = A AZTEIRL
7

«[*r> hU—72 (Network) |:any-ipv4 47 =7 MEEIRLET,
s [Gateway] : ZZHOE FICLET, BORENLV—ZIZNV— 2 =TT H5EEIE. F—
P A IR EH A

[OK]ZZ7 Vv 7 LET,
[fR1F (Save) 1272 Vw7 LET,

ATFv S5  VRB-inside f v Z—7 = A ADHREZHWR L E7,

a)

b)

©)
d)

Devices> DeviceManagement #8IR L, 7 XA 24427 Vv 7 LT, [A V3 —T AR
(Interfaces) | %7 Vv 27 LET,

VRB-inside 1 > % —7 = A A3 LT [#tk (Edit) 122U vy 27 LEd, IP7 FL X%

192.168.1.124 L LTHRELE T, A v ¥ —T = A ANR2 DD HEI2 DA —Z @RI E
DU THNZZD, VR-inside [IZ[AICIP 7 RV AZRETEH X 912720 £ L7z,

[OK]Z27 VU w7 LET,

[f~1F (Save) 1%#7 VU w7 LET,

ATFYvT6 YV—AFT 7 N VRGEBLOVRB O NAT L—/LZBIN L E£3, Devices>NAT 27 U v
7 Lij—o

ATy 71 [FLWKRYS— (NewPolicy) 1227V v 7 LET,
ATv T8 NATHRU —4% AJ)L. Firewall Threat Defense 7 /31 A %R L 97, [{#7F (Save) 1% 7

Uy LET,
ATYT9  [NAT] =TT, b—vDEN (AddRule) ]% 27 U w27 L, VRG DIRDEETC NAT % EF%
LET,

B rEL—%

+ [NAT/L—/L (NAT Rule) ]: [TEINAT/L—/L (Manual NAT Rule) ] 23R L 9,



| wmEL—%

BET o4y kT—v EEALE1—v—RiEoRESE |

o [# A7 (Type) ]: [K#FY (Static) ] AR L £,
o [ffiA (Insert) ]: NAT /L — /L RFTET 561X [AR (Above) | ZINL £,
* [Enabled] 7 V v 7 LET,

A3 —T AR AT Y bk (nterface Objects) | T, VRG-Inside 472 = 7 b % i
R, [V—XRIZEM (AddtoSource) 127 VU w7 LET (A7 V=7 bRRWEGEIL,
Objects> Object Management > Interface T4 7Y =7 M &{ER L £9) ., KIZ,
Global-Inside 47~ = 7 k&3 N L C [3BFIZEM (AddtoDestination) 1227 U v 27 L%
R

o [£#t (Translation) ] C, LA FZEBRIRLET,
s [JED3%{E 50 (Original Source) ] C VRG-Users 3R L £97,

o [Z5Ha55 7255 0 (Translated Source) ] C. [EAN (Add) 1Z27 VU v 27 L, 10.1.1.1 &
FELTAZ7 V=2 F VRGNAT ZEHER L E T, WOKIIRINTWD LT,
VRG-NAT %33R L £,

Add NAT Rule ®

NAT Rule:

[ Manual NAT Rule v |

Insert:

I In Category v I [ NAT Rules Before v
Type:
[ Static W I
Enable
Description:
l ]
Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
VRG-Users v =+ [ Address v I
Original Destination: [VRG*NAT o l 3

(- %, |

cnce (3

ATFv710 [OK] %227V vZ7 LFET,
ATy TN [NAT] =TT, b—LDENM (AddRule) 1% 7 VU v 27 L, VRB ODRDIE(ETC NAT % €5
L/i‘a‘o

« [NAT/L—/L (NAT Rule) ] : [F#INAT/L—/L (Manual NAT Rule) ] AR L 7,
s [# A7 (Type) ]:[##H) (Static) ] ZEIRL E£7,

s [fA (Insert) ]: NAT L—/LMF(ET H561% [Ad (Above) ] 2L £,
*[Enabled] #27 V v 7 LET,

wEL—% I}



wEL—% |
B zsv2x0 ro—vemERLEI—v—REORESS

[AVE—T AR A TP Y b (nterface Objects) | T. VRB-Inside 47 = 7 | & i
RL., [V—RIZENM (AddtoSource) 127 VU v 7 LET (A7 V=7 bR WEEIL,
Objects> Object Management > Interface T4 7' =7 M &{ERR L ET) . WKIT,
Global-Inside 47 ¥ = 7 k%R L C [385IZEM (AddtoDestination) | %27 U v 7 LE
R

o [ (Translation) ] T, DA FZBHR L £,
« [JED%IEIC (Original Source) ] C VRG-Users Z 341 L 97,

o [ZEHuis A 251550 (Translated Source) ] €, BN (Add) 1%227 VU w2 L, 20.1.1.1 %
FBELTAT7 Y27 F VRBNAT #E£ELET, ROKIIRENTND LI,
VRB-NAT %8R L £,

Add NAT Rule ®

NAT Rule:

[ Manual NAT Rule he ]

Insert:

I In Category v ] [ NAT Rules Before v

Type:
[ Static ¥ ]

Enable

Description:

[ ]

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Original Source:* Translated Source:

IVRBsters w J == [ Address v ]

Original Destination: [VRB—NAT v ] +

[ Addrace ~ ]

Cancel ﬂ

ATy 12 [BRTE (Save) 27U v 7 LET,
NAT L — Uk D L 512720 £9°,

Rules NAT EXemptions — HFolicy As
[ Filter by Device ] [ Y Filter Rules ® ]
Original Packet Translated Packet
Source Destination - = = =
. . Original Original Original Translated Translated Translated :
D % Birection; “Type I(;llt)]g;fcatrs:e Eﬁ?égge Sources Destinations Services Sources Destinations Services Options

~ NAT Rules Before

g 2 St.. any any P VRG-Users VRG-NAT Dns:fals
0o 2z 2 St.. any any 3 VRB-Users VRB-NAT Dns:fals

AT 713  Firewall Management Center (2 2 DD —F D AD #—/3— (VRGEB LV VRB 2 —H—TL (2 1
D) ZBMLET (YATL (System) 1>[#& (Integration) ]>[LJLL (Reams) ] &%
WLET) .

B rEL—% |
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ATV 714

ATvT15

ATv 716
ATy 711

ATvT18

BGP AL TlREL—4 2HEEGT 5% [

FrLvi s (NewRealm) 1227 U 27 LT, 74— RIZASHLET, &7 14—/ KOGt
oW TIE, [Lbs (Realm) | 7 4 —/L REBBL TSN,

VRG 5LV VRB 2—H—nH07 7 2% 5 121%, 2 20 Active Directory % iE# L £
To LVAT 4 L7 MY AT ¢ —/L REZSHLDAP L /L A % 7213 Active Directory (AD)

VIVABEIOL VAT 4 L7 MY EERT 5 2SR LTSN,

Firewall Management Center [Z ISE Z B L £3 ([ X TL (System) |>[#& (Integration) ]>
[7A4T>T4T«4Y—AR (ldentity Sources) | #E4R) ,

[Identity Services Engine] %27 Y v 27 LT, 7 4 —/LV RICANLE T, &7 4 —/L ROFEMICD
WTIE, b DA L 7c 2 — 3 —Hilli# ] ISE/ISE-PIC D% EHEEZZRL T IZE0,
IDARY —E =L ZERR L, VRGEBLOVRBHDOEET 22 —F—D7 7 & R &l
DD T /A ary b= RY = ERLET,

BGP Z#FA L TIRBEIL—2 ZHEEKIT 55

TNA ATBGPRHEEMR L T, (KAEL—% (Fa— LB —H —EFRDIIE L — )
MoOL— 12—/ TEH IRV E L, EHETEELV—FDNV— & —5 > NI BGP
T =TI AR — b S, WIHEDORENV—ZIZA v R—hanEd, v—hvy 7
I, 7 — UL — hEa— P —EROMEL—F LIFETHDIENTLI L, £
DL A[ETT, BGPT — 7 A ~DL— DA R — FEIZT I AR — MIT T, Fn—
NIUREN— R EE T, 22— —ERORIEL—F THEEIND Z LITERL T EIN,

THDT7 7 AT T4 —NT A APROFEN—F LA F—T = A ATHERENLTND & L
3

o o — UL — # (T Inside (10.10.1.4/24) 3 LM Outside (10.10.0.5/24) THERK S E
j—o

¢ VR-S (B3) {RAE/L—Z % Insidel (10.10.10.7/24) 3 X8 Outsidel (10.10.11.7/24) THE
mENET,

« VR-W (BJ#H) A8/ —Z 1% Inside2 (10.10.12.7/24) 3 L X Outside2 (10.10.13.7/24) THE
RENET,

A (VR-W) O— h&2E¥E (VR-S) &7 mn— LaMHLTY—2 L, VR-S DA >~
H—T 2 A A)— & VR-WIZV—7FT25LLET, FERIC, ZFa— U—X DA v
B —T A AN—EEH* (VRS) [ZV—7FTH50ERHY £, ZOFITIE, L—FDH
H P2 B4 57290 BGP #ERE FIEZ < L TWET,

wEL—% I}
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wEL—% |

B sor zmmLcREL— s EHERGT 2 H%

FIE

ATy I

3:BGP ZER L =R IL— 5 DA R

Y

—————————————— 1 s ===
! insidei 10.10.10.7/24 | | Inside? 10.10.12.7/24 |

| Outsidel 10.10.11.7/24 l : Outside2 10.10.13.7/24 I
Export Inzside2 and Outside2

m g Export Outsidel

P— OZN Export Inside2 and Outside2
Slobal,

1
Inside 10.10.1.4,/24 |
| Outside 10.10.0.5/28 |

IR B I
o AL —Z DERE « VR-S 1 L O VR-W,
*BGP # A% L, AR — & TG S v /b— b O A FIZ BGP 24 L £97,

N—KE =5y NTHE T &N — & VR-SIZ= 7 AR — h % L 912 VR-W ZAERL L

£,

a) [T/3M X (Devices) | > [T/ 4/ REH (DeviceManagement) [Z IR L., 7 /31 X &
FLLTV—7T 47 (Routing) | ¥7 %27 Vv LET,

by EBEL—FD RKay X ohb, VR-W ZBIRLET,

¢) [BGP]>[IPv4]>[)L— kDA »iR— T Y XKR— b (Routelmport/Export) 1% 27 U > 7
LET,

d) VR-W/L— k% VR-SIZV—27F2521F, V—NMNI— b F—F v bOX T, ET,
ZHUZEKY, VRWIL— NI, v—F—F v he~w—27 &N BGP T —T Ml T A
A—hrahEzd, Pb— ¥ =45y b= AR — bk (Route Targets Export) | 7 4 —/L K
12, 200:200 72 EDfEEZ AT LET, [EM (Add) 1227V v 7 LET,
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| wmEL—%

ATvT2

BGP AL TlREL—4 2HEEGT 5% [

Device Interfaces Inline Sets Routing DHCP VTEP

Enable IPv4: AS Number 100

Manage Virtual Routers

General Neighbor Add Aggregate Address Filtering Networks Redistribution Route Injection Route Import/Export

Route Targets Import: Route Targets Export:
Virtual Router Properties

[ ASN:nn (or) ASN:nn,ASN:nn,AS... ] ASN:nn (or) ASN:nn,ASN:nn,AS... ]
ECMP

200:200 n
BFD =
OSPF
v BGP
IPv4

RAENL—2 D RKa vy 7 X7 mn, VRS &R L ET,
[BGP] > [IPv4] > [JL— b DA >iR— kT %Y XR— b+ (Route Import/Export) 127 U v 7
LET,

g) VRWMhH U —7 Sl — R &2 W5I1E, v— 2 =7 hOA R — bE#ERL
T, (7 EEHEASNT) BGP 7T — 7 inb, —hE—Fy he~v—27 Shi-
VR-WL— & A R—FLET, b= =57y DA 7R — ]k (Route Targets Import) ]
74—/ R, VR-WIZRE LD LR U/L— b & =7y Ma (200:2000 2 A LET,
[Add] 27 Vw7 LET,

Device Interfaces InlineSets Routing DHCP  VTEP
Manzge Virtusl Rotitors General Neighbor Add Aggregate Address Filtering Networks Redistribution Route Injection Route Import/Export
L
X Route Targets Import: Route Targets Export:
:;\::‘ ROMSRBropemics [ ASN:nn (or) ASN:nn,ASN:nn,AS... ] ASN:nn (or) ASN:nn,ASN:nn,AS... ]
. 200:200 o
OSPF
v BGP
IPv4
GE)

VR-WHhH U =7 SNHA— P aRMEFEICT5E81F, v— <y 7 A7 V=7 b T8k
WEEEL, [2— VP — BV —F D= s AR — fb— h~ 7 (User Virtual Router Export Route
Map) ] CENEZRIRTE T, FKIZ, BGP 7T —7 55 VR-SIZA v AHR— T D/L— 4%
KA EIZTHEEIE. [—— B —% DA R — hL— k=7 (User Virtual Router
Import Route Map) ] ZFEHTEXET, ZOFIREIZHOWTIEH, A7y 73 THALET,

N— &2 a— RN —Z I 7 AR— T 5 K 91 VR-W Rk L £,

a)

b)

VR-W/L— &7 a—NV)v—F 4 VT T —T NI AR—FTEBH LT BHAL— b
~ v T EERT A MENH Y £, Objects> Object Management > Route Map & 341 L %
7T

[b—h~ v 7 DB (AddRoute Map) |1 %72 U 27 L. Export-to-Global 72 & D4 i % -}
JC, B (Add) 1 &2V v LET,

[>—7% » AF%5 (Sequence Number) | (172&) Z45®E L. [FHHAH (Redistribution) | N
0y FET )X RS [FFA (Allow) ] ZEIRL £,

wEL—% I}
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New Route Map Object

Name

[ Export-to-Global ]

v Entries (1)

Sequence No~

wEL—% |

Redistribution

1 © Allow

D Allow Overrides

S -

d) [fR7F (Save) 127V v/ LET,

ZOMBTIE, TRTOVR-WIL— "3 a—)L )b—F 4 7 T—T UV —7 EnE
T, Lo T, — b=y 7T —HEENREENTEA,

e) TNNAADV—T 1> 7 (Routing) 1 ¥ 7IZBEIL, VR-W Z3®R L £, [BGP]>[IPv4]>
[IL— kDA v R— bt/ TH RFKR—F (Routelmport/Export) 227 VU >~ 27 LET,

) [Ze— VUEELV—Z DT AKR— F)b— k< v (Global Virtual Router Export Route
Map) | kv 7 Z U X oyt [Export-to-Global] Z8&4R L £ 97,

Enable IPva: B  AS Number 100

General  Neighbor  Add Aggregate Address  Filtering

Route Targets Import:

ASN:nn (or) ASN:znn, ASN:nN AS...

User Virtual Router

Import Route Map:

--select-- B

Global Virtual Router
Import Route Map:

--select-- ~

Networks Redistribution Route Injection Route Import/Export

Route Targets Export:

ASN:nn (or) ASN:nn, ASN:NN,AS...

200:200 o

User Virtual Router
Export Route Map:

--select-- b

Global Virtual Router
Export Route Map:

Export-to-Global |

AT w3 VR-S ® Outsidel /— rDFB%E VR-WIZ U —27 45120 :
a) HEAL—XDORuy XXy nb, VRS i8R LT,
b) [BGP]>[IPvd4] > [IL— kDA >R— /T4 A7R— k (RouteImport/Export) %2V v

7 LET,

¢) VRS/L—hFZVR-WI(ZU—

I BHIE, = M= E =Ty DX T EfFITET,

ZHUSEY | VRS V= NI, = E =Ty he~v—=7 SNIZBGP T —7 LI A
R—brahEd, V= ¥—% v hOxT 7 ZK— | (Route Targets Export) ] 7 4 —/L K
(2, 100:100 72 EDEEAD LET, [Add| 227V v 7 LET,




| wEL—%

d)

2)

h)

)
k)

)

0)
p)

Q

BGP AL TlREL—4 2HEEGT 5% [

BENL—2 D K w777 95 [VR-W] Z &R L, [BGP]>[IPV4]>[)L— bDA iR—
TS RAR—F (Routelmport/Export) [Z 3R L £7,

VR-S/12H U —7 Sl b— RIS ITIE, v— =57y hDA R — F &Rk L
T, (7 F72EHEMENZ) BGPT—T b, — 4 —F v h~—7 &hi-
VR-SV—b&AVAR—=FLET, Pb— ¥ —F v bdOx=Z AR — b (Route Targets
Export) ] 7 4 —/V RIZ, VR-SO/L— h&Z—5"y hDOfE (100:100) # AJ1LE T, [Add]
7 Vv 7 LET,

Z 2T, VR-S ® Outsidel /L— h DHM VR-W (LU —7 S5 2 & & 5MAHT D030
&V £3, Objects> Object Management > Prefix Lists> | Pv4 Prefix List 23R L £,
[IPv47' L7 ¢ v 27 AU A ROiBI (Add IPv4 Prefix List) 227 U v 7 L,
VRS-Outsidel-Only 72 & D4Rz )T, B (Add) 1227V 27 LET,

[>—7r v A%75 (SequenceNumber) | (172 &) Z$RE L. [T (Redistribution) ] R
by FE ) ARG [FFA (Allow) ] @R L £,

VR-S Outsidel f >4 —7 = A ADIPT RV A (KHD2A27T v ) AN LET,
[fRTF (Save) 1227 Vw7 LET,

TV 7 4y 7 AV A NG match BJZfEA L CL— b~y 7P E2ERLET, L—
~v 7 (RouteMap) 1227V >Z7 LET, Jb— b~ 7DiEN (AddRoute Map) ] % 7
U2 L, Import-fromVRS 72 E DA R Z AT T, BEM (Add) 1227 U2 LET,
[>—7% » AF+5 (Sequence Number) | (172&) Z¥IEE L., [FEA (Redistribution) ] F
0y FE YA RN [FFA (Allow) | ZER L ET,

[match fi] (Match Clause) 1% 7 C[IPv4] 227 U v 7 LET, [7 KL A (Address) | %7
T, [FVv7 427 AU AL (PrefixList) 1227V v LET,

[RIAFIBEZ2IPV4 7 L 7 ¢ v 7 AU A |k (Available IPv4 Prefix List) ] T,
[VRS-Outside1-Only] Z#R L, B (Add) 1227V v 27 LET,

[fRTF (Save) 1227 Vw7 LET,

TRA AD [Jv—T 47 (Routing) | ¥ 7IZBEIL, VR-W 2R L E£3, [BGP]>
[IPv4]>[JL— b DA »R— FITH XR— (Routelmport/Export) 12 U~ 27 LET,
[ e — ARV —F DA R — b )V— b~ > (Global Virtual Router Import Route
Map) | Ku v 7F# U A kv, [Import-from-VRS] 38R L £ 7,

wEL—% I}
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Device Interfaces  Inline Sets Routing  DHCP VTEP

Enable IPva: AS Number 100

Manage Virtual Routers

General Neighbor Add Aggregate Address Filtering Networks Redistribution Route Injection Route Import/Export
i
Route Targets Import: Route Targets Export:
Virtual Router Properties
| ASN:nn (or) ASN:nn, ASN:nn AS... ] ASN:nn (or) ASN:nn ASN:nn AS... I
ECMP
100:100 | 200:200 ]
BFD e H
OSPF
v BGP
IPv4
1PV
Static Route
General Settings
et User Virtual Router User Virtual Router
Import Route Map: Export Route Map:
I Import-from-VRS I" [ --select-- ]"
Global Virtual Router Global Virtual Router
Import Route Map: Export Route Map:
[ --select-- ]" [ Export-to-Global ]"

AT T4 ra— UEIEL—Z @ Outside V— N & A >R — T 5 X 512 VR-S #HER LE T,
GE)
7o — L —2 L ORITL— b2 ) — 73 5121E, HIETLERIT D2 —F —EHER
L —Z B ZNFIERTHVLERNDH Y £, LEN-T, ZOFTIL, VR-SIE, Zu—n
NWARFBNL—Z D Outside f > X —T7 = A AMB— oA o F— hTA%E0EL—F L7210 F9,

a)  Objects> Object Management > Prefix Lists> | Pv4 Prefix ListZ 341 L £,

b) [IPv47' L7 47 AU A NDEN (Add IPv4 Prefix List) | %27 U > 7 L,
Global-Outside-Only 72 & D4R+ T, B (Add) 127 V27 LET,

c) [V—4 v AFEE (SequenceNumber) | (172&) ZF5E L. [Fhif (Redistribution) ] K
1y AT X NG [FFA] (Allow) ] ZEIRLE7,

d) Jua—bOutside f Y F—T7 =2 A ADIPT RVA (HIDO2F 7T ) ZANLE
R




| wmEL—%

e)

g)

h)

BGP AL TlREL—4 2HEEGT 5% [

Add Prefix ListEntry ©

Action:

[ © Allow v ]

Sequence No:

IE ]

Range: 1-4294967285

IP Addresses: (Limit 250) Address:
[ 10.10.0.0/24| ]

Format: ipaadr/ len (len<=32)

Min Prefix Length:

[ )

Range : 1-32

Max Prefix Length:

[ )

Range : 1-32

[R1F (Save) 1272 VU w7 LET,

v—h~vv7 (RouteMap) 127 U2 LET, /b—h~ v 7DiENM (AddRouteMap) ]
%2 V> 27 L, Import-fromGlobal 72 E D4 RTZ AT T, B (Add) 1227V v 7 L%
T

[>—7 A% %5 (SequenceNumber) ] (172E) Z45E L, [l (Redistribution) ] N
2y YA RN [FFA (Allow) ] 23R L £7,

[match A1) (Match Clause) | # 7 C[IPv4]| %27 U 27 LET, [7 KL X (Address) ] ¥ 7
T, [V 747 AU AN (PrefixList) 1227 Vw27 LET,

[FIFAFIRE/RIPVAT L 7 ¢ » 7 2 Y A & (Available IPv4 Prefix List) ] T.
[Global-Outside-Only] Z 3R L, [EM (Add) 1227V v 27 LET,

wEL—% I}
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Add Route Map Entry ®

Sequence No:
[ )
Redistribution:
[ © Allow v ]

Match Clauses Set Clauses

Address (2) Next Hop (0) Route Source (0)

Security Zones
IPv4 ‘ - =
Select addresses to match as access list or prefix list addresses of route.
IPv6 O Access List @ Prefix List
BGP
Others Standard
Available IPv4 Prefix List c! Selected IPv4 Prefix List
Q Search Global-Outside-Only O

VRS-Outside1-Only

i) [fRTF (Save) |27 U w7 LET,

k) FALAD[L—F 17 (Routing) ] ¥ 7ITHEBH L. VRS £k L%+, [BGP]>
[IPv4]>[)L— kDA »R— FITH XAR— (Routelmport/Export) 122 U~ 27 LET,

1) [ a— RNV —F DA 7R — b )V— b~ > (Global Virtual Router Import Route
Map) | Ky 7*Z U A K55, [Import-from-Global] % 3R L £,

pevice Interfaces Inline Sets Routing DHCP VTEP

Enable IPv4: &4 AS Number 100

Manage Virtual Routers

General Neighbor Add Aggregate Address Filtering Networks Redistribution Route Injection Route Import/Export
VR-§ v ——
Route Targets Import: Route Targets Export:
Virtual Router Properties
I ASN:nn (or) ASN:nn,ASN:nn AS... I [ ASN:nn (or) ASN:nn,ASN:nn,AS... ]
ECMP
200:200 ] 100:100 ]
BFD o B
QOSPF
v BGP
IPv4
IPvE
Static Route
General Settings
BGP User Virtual Router User Virtual Router
Import Route Map: Export Route Map:
[ --select-- ]" [ --select-- ]"
Global Virtual Router Global Virtual Router
Import Route Map: Export Route Map:
[ Import-from-Global ]" [ --select-- ]"

ATy 5 [{R1FE (Save) 1. [JEBH (Deploy) JDIEIZZ YV v 7 LET,

. REIL—4
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RIEIL—32 DEFE

rEr—soEE [

T RE Minimum | Minimum | 2£48
Firewall Firewall
Management | Threat
Center Defense
AAA for user-defined |7.6 7.6 A device's authentication, authorization, and accounting (AAA) is now
VRF interfaces. supported on user-defined Virtual Routing and Forwarding (VRF) interfaces.
The default is to use the management interface.
In device platform settings, you can now associate a security zone or interface
group having the VRF interface, with a configured external authentication
server.
New/modified screens: Devices > Platform Settings > External
Authentication
Virtual routing with 7.4 7.4 You can now configure a virtual router with a dynamic VTI for a route-based
dynamic VTL site-to-site VPN.
New/modified screens: Devices > Device management > Edit Device >
Routing > Virtual Router Properties> Dynamic VTI interfacesunder
Available I nterfaces
Platform restrictions: Supported only on native mode standalone or high
availability devices. Not supported for container instances or clustered devices.
ISA 3000 DEAR/L— % | 7.0 7.0 ISA 3000 (Z{FA K 10 DIAEL—F ZHETE £,
B =k,
a—P—ERZORE |70 7.0 =P —EFOBABL—F TSNMPERETE L L IR F LT,
JL—& TO SNMP
A—h
A — 2 O—FEH] 6.7 6.6 — BB DAV — # % Threat Defense 7> HHIFRT& £97,

POR/AEE Sl : [T/84 R (Devices) |>[T/34 RAEI (Device
Management) 1>[JL—TF 1 >4 (Routing) 1> [{RE/IL—42 DEE
(Manage Virtual Routers) ]

wEL—% I}
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wEL—% |

113 Minimum | Minimum | 240
Firewall Firewall
Management | Threat
Center Defense
Threat Defense D {RAH | 6.6 6.6 OB —H ZER LT, £ v X —T A AT )L—TOfEB|D

Jb—#Z & VRF-Lite,

N—T 4 T T =T NEERTELLIICRY LT, FREL—Z
WITMBON—T 4 T T =T NN DT80, T35 A&Wihd b7
T4 w7 EWREC BT E £, AB/L— 213, Virtual Routing and
Forwarding ® [#f] N—a > TH D VRF-Lite ZFEEL 5725, =
@ VRF-Lite |% Multiprotocol Extensions for BGP (MBGP) % 74— K L
TWEH A, 1ERTE A8 — 2 OFRKENL S ~ 100 OFPHT, 7
NAADET AL > TR F7,

BB STl : [T/34 R (Devices) |>[T/31 REHE (Device
Management) D7 /A ZADFRED [Jb—T 4 >4 (Routing) ] ¥ 7
BFH/EESNEZCLLa~ > R,

» show vrf

e [vrf name | all] ¥—Y— &> % CLI =+ I clear ospf,
clear route, ping. show asp tablerouting, show bgp. show ipv6
route, show ospf. show route, show snort counters(ZiEN L, &%
BT U T ABMAENL — 2 fEE KRR T D L O ICER

7T v B 7+ — D[R : Firepower 1010 33 X TV ISA 3000 CTidtra~—
SN TWERA,




BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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