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RY —ZRETHITE, DB (Add) 1227V vy 7 LET,

[RV v —_—=2)L— F DB (Add Policy Based Route) | ¥ A 7B/ ARy 7 AT, Kay7H¥
TR RINE [AJIA ¥ —7 = A A (Ingress Interface) | BN L F7,

GE)

Koy 72 onb, B ERDL, 7a—VURBL—2 BT DA 2 —T 2 ADH%E
BIRTEFET, MBEAEZFROVLANA V¥ —T oA A% EL (A)) AV F—Tx AR L
LTRETAILIITEEEA,

RY P —T—HHERELEERT 7 a VE2BEET DL, BN (Add) 1227V v 7 LET,
[iE%7 7 a @B (Add Forwarding Actions) | Z A 7 R 7R > 7 AT, IROBEEFITL
ij‘o

. RYS—AR—Z)—F 1Y
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b)

K o—n—2 L—7 127 Ky o—0iE [

[MatchACL] K2 » 7H b, HEBET 78 A ary ha— L JRA N4+ 7 V= s F R
RLEF, ACLAT V=7 FEFRNTERT D0 GLRACLA T V=7 FOREES
) L Add( T A av a2V v LTAHT V=2 MRl 2o LT Ed, Bl
VMIEBET 7 E AU A v AT =7k (New Extended Access List Object) |78 v 7 A4 Hil
EASL, B (Add) 1227V 27 LTCHEETZ7®AV A =2 Y DB (Add

Extended Access List Entry) | %A 7 02/ Ry 7 AZfA&£d, ZTZT, PBRARU I —0D
Xy NU—27 R—b, 2=V —=TAF7T 474, SGT, £/EZT 7V r—r a0
—HHAEAERCTEET, PBREFMIESND I AX A NAL U EAERT 28A1%.  TPBR
WTOIARZ LT T r—ya Uitas a2 (14 _—2) | 22RLTEE
AN

GE)
ACEICEETEDDIISEHLET RVAERIZT ) r—yav/a—Y—=T 45T 4
T 4 /SGT DWF N TT,

FEEA X2 —7 = A AT PBR Z BRI T 21213, ACE T my 7 FEZER L
9., FTI T4 v INACEDT 0y 7 )L—I—FT5HE, T T4 v TIFIN—T 4
TT—TNVCESWTHAA v 2 —T7 = A AZEREINE T,

[15E5E (SendTo) | Ky 7H U A Rk .

MR SN AV H—T oA ALBRIRT BT, (A% —7 A A (Egress
Interfaces) | @I L 7,

< IPV4/IPV6 R A RAR Y 77 R AZEEET HI21E, [IP7 R A (IP Address) ] %12
RUET, FIHTe (125—Y) TR ET

()14 &% —7 A A (Egress Interfaces) | BN L7ZGEIT. [F ¥ —T =1 ADJA
PLfFS (Interface Ordering) ] Ru v 7 X o, B#ETAA v g AL ET,

o [AHF—T A ADEFE (By Interface Priority) 1: 87 7 4 v 7 3A vV F—T =
A ADEREIZESWTCHERESINE T, b T 70 v 71E, BRENR LKA VX —
Tz A ATRININV—T 4 VT ENET, DA Z—T A ARFEHTE WG
B "I T 4 v T IERITESIENAEMENA X —T = A R ZEaE SN ET, =&
ZIE, Gigh/l, Gigo/2, LW GIgu3 IZENEHELIANARL 0, 1. BLO2 2% E
ENTVWBHELET, FT77 4 v Z7iXGiguLIcEzE SN E T, GigO/l 2 M T 7
K poleh. V774 v 71 GiguR2 Izt s ET,

G

AH—T 2 A ADBEEEREKRT 121, [FY —_—ZX)L—F 1 7 (Policy
Based Routing) | X— Y T [ V¥ —7 = A ADEIHEDOFHE (Configure Interface
Priority) |27 Vw7 LET, XA TR IR I AT, A F—T x4 RZXTD
BRERSEZRREL, (R1F (Save) 127 Vv 7 LET, A VX —T 2 A AFET
A F =T 2 A AOBHRELRET LI L HTEET,
FTRTCDA L Z =T = A ATEBEEMENRR L THLHE, T 74y 73 A 52—
Tz A AETHBMENE T, T 740 BT, PBROA ¥ —7 = A ZESENEMIE
0 ICRESNTWET, BEBMES R GIERNA A F =T = f 2B, b T T4 w7
Rk TSN ET,

RY—R—=Z)—F 125 .
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K o—_R—2L—F4 245 |

B co—r—zr—5rvokys—omE

d)

e)

2)

« [JIEFF ByOrder) 1: FT7 74 v 7%, ZZTHRESNIA VX —T A ADEFIZ
EonWTimkanEd, =& x1E, Gigo/d, Gigdi2, Gigo/3 23, Gigo/2, Gigo/3,
GigU/l DIEIEIRE N LET, b T 74 v 7E, BREOMHEICERZR L, &
|2 GigO/2 |ZHRE S 4L, KRIT GigO/3 ITHRE S VE T,

s [/hY v #— (ByMinimallitter) ]: N7 7 4 v 71X, Vv X —lNR/NOA B —
Tz AR ESNFET, Yy X —EERGETHITIE, PBROA F =T A AT
NAE=Z ) T HNCT o0 ERHY £7,

o [RRPEEA =4 R A (By Maximum Mean Opinion Score) 1: N7 7 4 v 7 &

WA E = UFER (MOS) BERKDA v H—T = A ATHEREET, MOS fE
ZHGT 5, PBROA L E —T 2 A ATHRAE=L Y v 7 2 HNIT D MEN
HYET,

s [(EZ Uy KU »7Ef# (By Minimal Round Trip Time) |1: 877 4 v 7%, 7
v R Yy M (RTT) BEREDOA v H—7 24 AZHRESNET, RITIES
BG4 5121%, PBROA LV H —T 2 A ATHRAE=HF Y U 2 HNT HHLEN D
D E7,

o (/37 y MR (ByMinimal PacketLoss) [: M7 7 4 > 71X, 7y MEKDP &
INDA L Z =T = ATHRESNE T, Ty MEKEZ G T 5121, PBROA
YH =T 2 A ATRRAE=F Y T2 FNTT DMERDHY 7,

[ FIRE/2 A Z —7 = A A (AvailableInterfaces) ]~ v 7 AT, +_XCHA X —T =
A AL ZDEREOHER—ERREINET, A2 F—T = ADY A Fnb, Add (1)
N2 E7 Y7 LT, BRLEEHE A V2 —T oA RZEBMLET, FIET7K (13
R—D) AR ET

GE)
BINLFA B —T oA A~D)— N BNV—TF 4 T TF—TIITFIE L T WA LN S
D FE9,

[IP7 KL A (IP Address) ] Zi®IN L7-855 1%, [IPv47 KL A (IPv4 Addresses) ] £7=1%
[IPv67 R L A (IPv6Addresses) |7 4 —/V RIZIPT KL A%Z B~ TRU>TANLE
T, T T4 v, BBEESNZIPT FLADIEF Tzt S Ed,

GE)

BEOX I ARy TIPT RUABBESHTWAEE, V—T 4 7 TE DA x
TJARNKYTIPT RVANRROMWDET, VT 74 v 7I3HBEEINZIP T RLADIE
R THEE SN FE T, B/EFHLDRY A MRy AT, BT AVERNDY £,

(777 A MELZ2W (Don'tFragment) | K 7F& 7 U A M) [1E0 (Yes) 1.
(W (No) 1. E72iX 2L (None) 1 Z&EIRLEJ, DF (777 A MELZRW
(Don'tFragment) ) 77 ZA[IEV (Yes) JICRESNTWAEA., THIA—X 1387
FNDT T A MEEFATLER A,

BEDA U H—T oA AZEEDT 7 4V N LTHRET DL, [T 74V bAoA U H—
7 x4 A (Default Interface) | F = v 7Ry 7 A4 LET,

. RYS—AR—Z)—F 1Y
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ATvT8

h)

)

k)

K o—n—2 L—7 127 Ky o—0iE [

[IPV4ERTE (1Pv4 Settings) 136 K O[IPVEERTE (IPv6 Settings) ] % 7 Tld, FH@kiE L 7
TNV R EERETEET,

GE)

N— b= T OEE, IPVAETZILIPVE R T A MRy TREOWT OO EIRE TE E
R

o [F)7 (Recursive) |: b— b~ v 7REIL, FBEINZRI A REy T T RLA L
TI7HINV ORI A NE YT T RUANEEERSIN Y7 X2y b E TR - 72
BAlCorEAENET, 2L, HRA 7Y arE2EATEET, Z0EA. X
JANKy 7T RUANEEER SN TWDLMLETIHY FHA, X7 ARKYTT
RUVATEIFN Y 7T v TREITEIN, —BTDHRNT 740 v 271, V—ZDBHED
=T 4 T RAZHEST, ZZDON— b2 P THEHEINTWDE R A KRy
ICHRRE SN E T,

s [T74/N 1 (Default) 1: —EHTDH T 7 4 v 7IZRTDHBEDNL— VT T v
FNERTAHE, T THEESNTERZARNEY FIPT RLAIZNT 7 4 v 705G
BEINET,

FIARNKRYyTT RLVAZETT RLALE LTHEATAICIE, [E77 KLU A (Peer
Address) | T =y 7Ry 7 AeA 2 LET,

GE)
FIFNVEIDXRT A RKY T T RLALET 7 RLADOWHFEFEHA L CL—h~y 7%
RETHZLITTEERA,

IPv4 % E D6, [FTHAMEDORREE (Verify Availability) | C/L— b~ > 7 OO 1Pv4 7K v
THMERATESNE D DEMBTEET. Add(TYRE L2270 w7 L X7 ARy
TIPT FLAZ MU ZBILET,

«[IP Address] : X7 A b Ry 7 IPT FLAZ AN LET,

s [>—/ A (Sequence) ]: TV R ULy —4 v AE S ZMA L CIEIZRHE S vk
T, BETHY =T U ABENRANEN TN E 2R LTSN, ok
HFiPHIZ 1 ~ 65535 T4,

s [FZ7 w7 (Track) 1: B2 ID = AN LET, AT 1 ~ 255 TT,

[PRAF (Save) 1227 U v 27 LET,

RY =% RAFT DI, [R1F (Save) 1B X [EBA (Deploy) 1227V v 27 LET,

Firewall ThreatDefense 1%, ACLZHALCrTI 74 v 7 ZWEL, VT 747 DNV—TF (v
TT U varEFETLET, @E. N7 v I BRESND ACL 2fEET HN— vy
EHREL, WIZZED T 74 v 7 LTI EDT 7 varvE RELET, NAE=XY
YK Y, PBRTANI 74 v I DON—T 4 7\t A v B —T = A4 AT E D
LRV ELE, KEBIC, TXTOEE NI 74 v ZICPBRZHEHTHA 0 F—T A R
\b— b~y P BEA T £,

RY—R—=Z)—F 125 .
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B reravonzsnyiur—saspnBsenss

PBREITDOHREBLT T r— a3 VIRHBHFIERRT 5

ZOWETHE, DAL LT TV r—a ARG OERET 7Y 7r— g =2 D PBR AR
DR T B 2OV TR L £,

1. a2—V—FEET SV r—a U EERT S TS TWD @Y, 2—V—EEXT 7Y
=g VAT DA A MR A ERR L E T,

N

CE) a2V —ERT TV r—a rEERTIX [4Y (Tag) | KRy 7 X7 U A FTINSG] &
M7 BT L F 7,

2. MR —r B FETERT DI, AT 477 X TOMRH/NZ — 2 OFEE T S
TWb X o1z, [BEAX (Basc) | MO FEAB®RL T, % LET, £/201E, ua 77
ANVEMH L TR ASY = 2B T 25413, [BE (Advanced) | Hi#gs OFEE 4 3R
LT, BERT 477X TOMRBEMHORE ICEHEIN WD FRIEEZFEITLET,

3. WAXALWMHERET 7T 47 LET,

4., BAZLT 7Y r—3 3 ACEZHEMH L TPBRIAITDACLARY o— (JLIEF) & HERK
LET, ACL DIERTFNEIZOWTIX, MHEEACL A7 V=7 bOKE)] 25 L T2
él/\o

5. PBRARNU—TC, FEDIET /v a b —FHT25ACL Z#@IRLET, PBRAY —D
VERRFIEIZOWTIE., R v—_—2 —F 4 7 Ry —nZE (10 2—) | %
ZIRLTLEEN,

NRABLTFTINVr—23r T4T794% ZERLT-PBRDFRESH

ZOBITIE, LD RAAL UANFICAHARZ LT ) r— g o tgsa R L7ZPBRA Y o—
ORERS A FEICHA L £

e amazonl23.com
« flipkart.com

* hamleysonline.com

IR HEIIZ
c ZOHITIZ, PBRRY S —BLIURIAZ LT A r—3 g VRHBRERTET A0 DOREAR
MR FIEZHE L TS Z L A2RHEE LTWET,
cFREAIIC L AANTIA A —T oA AL ETIA V=T = A ADERNRTZET L TWDLEN
HYET, ZOFITIE ASA U EF—T7 oA ZAD4LHNLInsidel, HIIA v F—T = A AD
£ i eBuy T,

. RYS—AR—Z)—F 1Y
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FIE

ATy T

HAALTFTIVs—var Fa744 emLrPBROZES [

H AR LT T 7 4 PBRePurchaseZ 1ERL L £7,

a) Policies> Application Detectors #%#{R L, [AR B L T4 T2 2DER (Create Custom
Detector) | %27 Vv 27 LET,

b) [ARBLTITVr—3>T4TU2%ERT S (CreateA Custom Application Detector) ]
2. 4Hi (Z Of Tl PBRePurchase) CiitBHEZ AN LET,

Q) MAFLT TV r—va B ERTHIE. (HEZ7Y v LET,

d [7FVHr—3>ITT44 (ApplicationEditor) 144702/ Ry 7 AT, 74—/ KRIZ
BT 2EEANLET, K7 4= FOFEMIONWTE, 22— —ERT 7V r—3 2
VEAERT D AL TS IE SN,

GE)
HAZLT 7TV r— 3 PBRCHRHIATREIC /25 X 91T 5121, [Tag) Ky X
v U A RS [NSG] ZBINLTWD D & 2R LET,
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B rx507705—230 70555 £EALEPBROEES

Application Editor ®

Name 4

PBRePurchase

Description

online purchase applications

Business Relevance

Low v

Risk

Low v

Categories +

Category Name

shopping O
Tags -+

Tag Name ‘

NSG O

4

Lo
e) [OK]ZZ7 U v 7 LET,

f) [7FUr—3 3> (Application) | RKe v 7 Z o U A R, [PBRePurchase] i8R L
£,

B R)y—R—z1—F425



| Rus—R—z0—F124

a)

b)

HAALTFTIVs—var Fa744 emLrPBROZES [

Create A Custom Application Detector @

Name:

[ PBRePurchase ]

Description:

[ online purchase applications ]

Application:
[PBRePurchase| v ] + &

| @ PBRePurchase ]
(® Basic () Advanced

Cancel m

[BEAR (Basic) | A7 varvhzrzs)yr L, [OKIZ2 Uy 7 LET,

GE)
PBR AU > — T [BE (Advanced) | 7477 &% A T EH AR — b EnEHA,

[7 TV —2arT4549% (ApplicationDetector) | ~<— T, [#H/82 —> (Detection
Patterns) | fEig o [1BA0 (Add) | RZ > %227V w7 LT R —2EBMLET,
[7FU4r—2 3> (Application) | ke y 7 Z o 2 UR Rinh, e bharv 7L LT
[SSL] ZIN L, WY/ E—2 XA TEBIRLET, BIRLTZZ A7 (ZOFITIE
amazon123.comt AJJ) (Z—BT 5% = FHNE AL T, [OK1Z27 Vv 7 LET,

Add Pattern ®

Application
[ SSL v ]

Type
[ SSL Host v ]

Pattern *

[ amazon123.com| ]

Cancel m

RY—R—=Z)—F 125 .
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ATy T2

ATvT3

ATvT4

ATvTh

d) FIEZHEVIKL T, BDAZ L RAAL L DIEND2OD/% — 2 /B LET ., flipkart.com
& hamleysonline.com T3,

e) [RTE (Save) 17V v s LET,

TIVr—ary TAT IR Xy aR—RT, 74V EFEHLT, fERRLIZVAZ LT
TV r—vary TA4T I X ERRLET,

HABENT 4T 7 FZEBNTHIZE, ST T7 7TV r—ar 077 XOICH D K
B (State) |FZARZ (@B ) 22V v s LET,

Import/Export | Custom Product Mappings | User Third-Party Mappings
Filters:
Name: pbr % ’ Create Custom Detector
~ Name (1)
. _ Name Detection Type Details Port(s) Type State
SN
PBRApplication
PER 'pp"tm SSL ® PBRApplication Basic G S & 0
(| Enterafiter R
P nase ssL @ PBRePurchase Basic D s v 0
> Custom Filter (0) e purchase applications =g
> Author (0)
> State (0)
> Protocol (0)
> Category (0)

RRSNDFAT T Wy 7 2T, [IFL (Yes) 1227V v 7 LET,
TV —=2ar TATIEINT 7T 472D IIA Y E—VURRRINET,

Success

Successfully activated 1 detector(s).

PBRAY v — L [AIT 270D AR LT TV r—a vy 7477 2 %R L TACL Z{ERK

T 5T, WOFIEEFATLET,

a) Objects> Object Management > Access List > Extended % iR L %9,

b) [EET 7 AU A N%iBI (Add Extended Access List) | %27 U v LET,

c) U A bMD4RT (PBR_customing 72 &) # AL, [BM (Add) 127V >y 27 LTURXFD
ACE ZfERR L £77,

d) [MERF7IVERXAURNIYMY)®DEM (AddExtended AccessListEntry) | #4717 Ry
JATC, [7FTVr— 3> (Application) | %7 %27 Vw7 L, 77V r—vargel
C [PBRePurchase] &% L, [JL—ILIZEM (AddtoRule) 1 %27V v 7 LET,

. RYS—AR—Z)—F 1Y
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HAALTFTIVs—var Fa744 emLrPBROZES [

Add Extended Access List Entry

Action:

[ Allow v ]

Logging:
[ Default v ]

Log Level:

Informational

Log Interval:

Sec.
Network Port @ Application 0 Users @ Security Group Tag

Application Filters C* Clear All Filters @ Available Applications (3) & Selected Applications and Filters (1)

[Q Search by name ] [Q pbr ® Applications

- PBRePurchase g
v Risks (Any Selected) 0 PBR

O Very Low 804 PBRApplication
O Low 712

Y Madinm 180K

e) [BM (Add) 1227V v27 LZET,
) [R%E (Save) |27V v 7 LET,

New Extended Access List Object

Name
PBR_shopping

Entries (1)

Sequence Action Source Source Port Destination Destination Port Application Users SGT

1 Allow  Any Any Any Any PBRePurchase Any o0

<

() Allow Overrides

Cancel @

ATFvT6 [I—TFT4 2% (Routing) 1>[RYI—R=X JL—F 4 9) [Z@RLET,
RT9TT1 BREIND[RIVO—AR=R )b—TFT49) | =TT, BN (Add) 27V v27 LET,
ATv 78 [RU— =2 )L—hDEN (AddPolicy Based Route) | A 7 02 Ry 7 AT, [AJ1A

X —7 x4 A (Ingress Interface) | K2 > 7 XU X 226 [NEB 1 (Inside 1) ] 28R L F
R

RY—R—=Z)—F 125 .
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B 7254770532 74555 £ERLEPBROBES

ATvT9

ATv 710

Add Policy Based Route ®

A policy based route consists of ingress interface list and a set of match criteria associated to egress interfaces

Ingress Interface *

[ Inside1 % | v

Match Criteria and Egress Interface m

Specify forward action for chosen match criteria.

[ACLMEEE (MatchACL) | Rev7H oy UR Rk, B LIZACL 23R LE4, 20
fFl¢iX. PBR_customing ¢,

GE)
Firewall Threat Defense CiZ. ACLOT 'V rr—y g v J—TRNHxy hU—7 h—E R J)L—
FLLTHRENET, 20D, WRAZLT IV r— 3 I NSGEZ 7T LET,

Add Forwarding Actions ®

Match ACL: * [Se:ect.. ~ ] +

Send To: * l PBR_shopping ]

Interface Ordering: [Interface Priority v ] a

Available Interfaces Selected Egress Interfaces *

Search by interface name ] Q

Priority Interface
No interfaces selected

0 eBuy

0 Insidel

Cancel

WA v B =T 2 A ZAERELET,

a) [%E% (Sendto) | Ku vy F&Z o UX ML [HAA4 VB2 —T 4R (Egressinterfaces) ]
ZERLET,

b) [M1 23— x4 ADIEFEATIT (InterfaceOrdering) | Ko v 7 # w2 U A koSl 72 )E
Fra i L E9,

c) [FIFEERELA B2 — 27 4 R (Availablelnterfaces) | T, xtjnd DA v % —7 = A ZADOHK

whs (h)y, 20 eBuyz s U v s LET,

B Ryo—R—z=0L—F42Y
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RY S—R—=ZJL—F 1 VT DFEH .

Add Forwarding Actions ®
Match ACL: * [PBR_shoppmg v ] -+
Send To: * [Egress Interfaces ~ ]
Interface Ordering: [Imerface Priority v ] o
Available Interfaces Selected Egress Interfaces *
[ Search by interface name ] Q
Priority Interface
Priority Interface 0 eBuy u]
0 Inside1 =+

d [&RE (Save) |27V v LET,

Policy Based Routing

Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interfaces accordingly

Configure Interface Priority m

Ingress Interfaces Match criteria and forward action
Insicie If traffic matches the Access List Send through 24 i
PBR_shopping eBuy

ATy TN [R1F (Save) 1. [BBH (Deploy) |DIEIZZ V v 7 LET,

R —R—JL—TF 4 2T DFEFEH

TRCOT T oF 2y vI—7 v T 74 v I BReERY VT —T DN— F_"—ZAD VPN % i
WL, BEIGUTE=Y A N TRy MIIET 5 R ¥Ry NU—27 0 F U A2E X T
KTV, B¥EXy NU—T 2N L THFEEBNITO Web X—X 77V r—va 7 7k
ATHE XY NT—T DY ARXERA T F A AR NBERKTILERHY 3, 2O
Z. FA VI h A F =%y F TR ADPBRZREFNMEZRL TWET,

WORE, Ry NU—T D MR PERLTWET, 773 0F Ry NU—TF, L— L
NR—ZD VPN Z/r L TRERY b —Z RSN TWET, XK, {3 Firewall Threat
Defense |3, 77 U F AT 4 ADONE T 7 4 v 7 EAER T T 4 v 7 OWG2LBT 5 X5
ICRESINTWE L, PBRAY —{2XL Y, 77 F Firewall Threat Defense (%, HED bk
T7 4y BB N RV TIERS WAN Xy N =21V —T 4 VT T HR) U —TRES
NET, BOORNT 742713, BEEBY, — FX—XO VPN 2@ LET,

RY—R—=Z)—F 125 .
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FIE

ATy T

ATy T2

ZOHNE, ua— RRF UL U T EERTHHO ECMP Y — v A2 L7 WAN B8 L OV VTI
AVHE =T 24 ADOFEFELRLTVET,

1: Firewall Management Center 0) 7 5 > F Firewall Threat Defense TDR') L —_R—Z JL—TF 4 VT DRTE

Physical Connection

Internet — — — — VTl Tunnel

{ Applications ‘) ECMP on VTl Interfaces
DIA Traffic

! ) WAN1 —
-l————777 _____ — . A ..
Crate Corporate
Internal Threat Defense orporate orpore
Clients ; ;

Management Center- Threat Defense
Management Connections i

1R BHHIIZ

Z OHITIX, Firewall Management Center >~ 7 > F Firewall Threat Defense @ WAN 33 X O VTI
A E=—T 2 A ANRTTIIREINTND Z & ZAifEE LTWET,

~"Z . F Firewall Threat Defense DR U & —R—ZA )L —F 4 VT H#FHEL, AMA v F—T <A

AEEIRN L £,

a) Devices> Device Management % 3&4R L, Firewall Threat Defense 7 /31 A &R L £ 7,

b) [JL—F« % (Routing) 1>[R1 —_R—XJL—F 1 %4 (Policy Based Routing) ] %%
WL, [RVU—_X—=2)—F 17 (Policy Based Routing) 1-X—C, [B (Add) |1%
77Uy LET,

c) [RY—~_—21— DB (AddPolicy BasedRoute) | ¥ A 727 Ry 7 AT, [AS1A
v —7 x4 A (Ingresslnterface) | Ky 77X 7 U R MpbA U Z—T x4 ([NEL

(Inside1) 1& [NEF2 (Inside2) ] 72 &) ZiBIRL 9,

—EHEEEEELET,
a) [BM (Add) 127 Vv 27 LET,
b) —EHEHEAZERT LI, Add (Y B2 E 7Y v LET,

c) [HrLWEET Z7®8AY A RAT7 V=7 b (New Extended Access List Object) ] T, ACL ®
Al (72 & 21X, DIA-FTD-Branch) # AJ1L., B (Add) 1 %7 Vv 27 LET,

. RYS—AR—Z)—F 1Y
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d)

Ky s—m—2L—7 1 w50z |

[JEiET 72 AU A bz kU OB (Add Extended Access List Entry) | %A 7 2 7R v 7
AT, [77V % — 3 (Application) | % 7B B Web X—ADT ') r— 9

EIRL £7,
X 2: [Applications] 2

Add Extended Access List Entry

Action:
[ @ Allow v ]
Logging:
[ Default v ]
Log Level:
Informational
Log Interval:
Sec.
Network Port @ Application B Users @ Security Group Tag
Application Filters C* Clear All Filters ® Available Applications (7) C* Selected Applications and Filters (2)
[ Q. Search by name ] [ Q. youtube ® ] Applications
YouTube I
“ Risks {Any Selected) = ]
Youtube Upload I
O very Low 802 YouTube Kids ]
O Low 708 YouTube Music [}
O Medium 1159 YouTube TV o
O High 1752 @
O Very High 559 YouTube Uploader for Dropbox, Drive o
~ Business Relevance (Any Selected) YouTubeMp3 8
4 k

Cancel '

Firewall Threat Defense Ci&, ACLD7 7'V r— g 0 7 —T RNy NU—7 H—E R
TN—TL L TREEN, £ET7 TV r—rarvinty hI—27 =R AT V27 b &

LTREShLET,
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e)
f)

a)

b)

¢)

3: k53R ACL

New Extended Access List Object

Name

DIA-FTD-Branch I

Entries (1)

Sequence Action Source Source Port Destination

Destination Port

Application Users SGT

(]

! Allow

Any Any

4

Allow Overrides

]

[PRfF (Save) 122 U w7 LET,

Any

YouTube
Youtube Upload

[ACLOMEA (MatchACL) ] Ka v 7*Z 7 U A k)5 [DIA-FTD-Branch] #3881 L £,
ATYvT3 MhA v 2 —T =4 AERELET,

[BE5E (SendTo) | BL O [M 2 —T 24 ADIEFfIT (Interface Ordering) | Ku v~
Xy VARG, WA % —7 A A (Bgress Interfaces) | & [ 2 Z —7 = A AD
BENENT (Interface Priority) ] & 4L ER L E 77,
[ TR A > % —7 = A A (Available Interfaces) ] T, TNENDA X —T = A A4

DOORZ %7 7 LT, [WANI] & [WAN2] Z8mL £,

4: R —R—=Z Jb—F 4 VT D

Add Forwarding Actions

Match ACL: * IDIA*FTD*BranCh ~ l -
Send To: * IEgress Interfaces v ]
Interface Ordering: [Imerface Priority ~» ] a

Available Interfaces

Selected Egress Interfaces *

Search by interface name ] Q
Priority Interface
Priority Interface 10 WAN1 mf

: 10 WANZ ]

o] Insidel

o Inside2

) VTIOT
-

[fR7F (Save) |27 U v 7 LET,

canesl m
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ATvT4

ATy TH

RY S—R—=ZJL—F 1 VT DFEH .

A B —T A ADELNELIDOFRE -

B A v H— T =4 ADfFSHE (EditPhysical Interface) | X— T F72E [RY v —_"—A)L—F ¢
> 2" (Policy Based Routing) ]-5—37 ([f v #—7 = A ADESEIAN. DR E (Configure Interface
Priority) ]) T, A ¥ % —7 = A ZAOBSEIAOELZ R ETE LT, ZOBITIE, WEA ¥ —
7 = A ZADfw%E (Edit Physical Interface) | DA Y v RBRINTWET,

a) Devices> Device Management % 3R L, 77 . F Firewall Threat Defense Z itk L £ 7,
b) AU H =T ADEHRIBMLZBFE LT, A F—7 = 2 LT[R (Bdit) ] %
7V w7 L, BEIEMOMEZ AT LET,

K5:428—T 4 ADBEIBLIDHRTE
Edit Physical Interface )

General IPv4 IPvE Path Monitoring Hardware Configuration Manager Access Advanced

Name:

| WAN1 |

Enabled

D Management Only
Description:

| |

Mode:

| None

Security Zone:

Interface ID:

GigabitEthernet0/2

MTU:

| 150.0‘ |

Priority:

0 )

Propagate Security Group Tag: [
NVE Only:

¢) [OK]ZZ7 VU vZ7 L, [#1F (Save) |27V v 7 LTHFELET,

o— RS2 VO ECMP Y — o ZER L E 1,

a) V=7« > 7 (Routing) |X— T, [ECMP] %7 U v 7 LE7,

b) A X —TxA A% ECMP YV —ZBEATT HI121E, BN (Add) 127V v 7 LET,

¢) [WANI] & [WAN2] Z3#R L, ECMP V' —> (ECMP-WAN) #1ER% L %9, FIEkIC, [VTIOL]
& [VTIO2] ZiBM L, ECMP ¥ —> (ECMP-VTI) Z1ERkL £,
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6: 1423 —T A& ECMPJ— > DREES T

Equal-Cost Multipath Routing (ECMP)

Name Interfaces
ECMP-VTI VTIO1, VTIOZ ]
ECMP-WAN WANT, WANZ  n]

ATFYT6 O— KT UV THOY A B =T 2 ADALT 4 v I — R ELET,

a) [/V—7 47 (Routing) | X—I T, [A¥T v 7 /L— | (StaticRoute) %7 Vv L
£7,

b) [EM (Add) 127V v Z L, WANL, WAN2, VTIOl, BXOVTI2DAX T 4 v 7 )L— |
ERELET, %79, RIUECMPY —NZBT 54 v 4 —7 oA AZIFRLCA RNY v 7l
ZEELTLEESW (FIES)

R 7:ECMPJ—>A 23— A RADRAET 49— FDHRE

=+ Add Route

Leaked
Network * Interface fram Gateway Tunneled Metric  Tracked

Virtual

Router
~ IPv4 Routes
any-ipv4 WAN2 Global 10.10.1.65 false 10 24n|
any-ipv4d VTIOZ Global 192.169.102.21 false 1 oo
any-ipv4 VTION Global 192.168.101.21 false 1 Z4n|
any-ipva WAN1T Global 1010133 false 10 2|

GE)
S A B =T 2 ADGEHT RLAEA M) v 7 XRICTHDIMN, Y=o AT R
VAR D Z EARMHR LTI,

RTYTT AV F =Xy b~DEXF2TRNT T 47 7a—RHHESND X1, 77 F Firewall

Threat Defense ® WAN 47 Y =27 hTEfHTCE 2 DNS X EL F7,

a) Devices> Platform Settings # 18R L, 77 7 Firewall Threat Defense C DNS 78 U & —%
ERE L £,

b) EHETEXZDNSZMET DL, [k (Bdit) 1227V v 7 LTHRY —%fHEL, [DNS]
70y 7 LET,

) WAN A7 V=7 hAMERT % DNS gk O DNS $— R —Z 5 E T 5121, [DNS % &
(DNS Settings) 1% 7 T, DNSH— =T L —T7 OFMIEREZEEC L, A X —T A A
FT 7 R WAN Z38IRL 9,

d) [{E#E CTX HDNSH—/3— (Trusted DNS Servers) | ¥ 7 % ffif] L C. DNS RO 7=DIZ(E
FHTE D0 ED DNS r—_—Z T L ET,
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R"zxE=gy vy &mEmLEPrBRORES [

ATy T8 [R%E (Save) |27V v/ LT, BB (Deploy) |27V 7 LET,

INAEZA

FIRr

ATy T

%> hU—27 INSDE1 %721 INSDE2 WD 7 Z > F /5 D YouTube BED 7 7 & A R 1T,
DIA-FTD-BranchACL & —E9 %72, WANL F721XWAN2 2V —TF ¢ > 7 &vE§, googlecom
R EDMOT XTOERIL, A FME VPN RE THE SN TWD X 912, VTIOL £ 7213 VTI02
ENLTCA—T 4 T INET,

ECMP NREINTWAHE, Xy NI =T T T7 4 v 71Ty — A VA ENET,

) Z#{EAL 1= PBR DR EHI

ZOBITIE, KA N v L BROT T r— g L DRAE=H Y T &K %272 PBR
DORERL TR OV T L £,
VU HDHD, BEERETANREEIL D[RR H LT U r—3 3 (Webex
Meetings 72 &)

RITDOH D, 779U KR—2DOT7 IV r—3 3 (Office36s 72 &) .

Ty MRRODH D, Ry FU—7 R=2OT 7w AHIHl (FrEDRIE T & Bt Al
M) .

IR B I
1. ZofliE, PBR OREAMRREFIEZHMEL WD Eaates LTWET,

2. WBEAICLEDANA VE—T 2 A ALHNA LV E—T 2 ADEENTT LTVET, =
OBITIZ, AIA v H—T = A ZAD4HIL lInsidel] . HAA v Z—7 =4 ZADLHRNX
[SPO1) . [ISP02) . LT [ISPO3] T,

A H—7 A AISP01, ISP02, BLISPO3 TONRARAE=H U > T DOFRIE :

HAOA 2= 2 ATDOA M) v ZPWERIZOWTIE, ENHDA U F—T = AT/RAE=

2V T EAEMILTRET D2LERH Y £7,

a) Devices> Device ManagementZ 38R L, Firewall Threat Defense Z itk L £ 7,

b) [ #—7 x4 (Interfaces) | # 7T, £ Z—T7=A X (ZOFITIE MSPO1) ) %
L£LET,

c) [/SAE=%DY 7 (PathMonitoring) | ¥ 7 %27 Vw27 L, "NAE=FV o 7DHME
(Enable Path Monitoring) | F = > 7Ry 7 ZA&A L Thb, T=4 V74214 7%
ELET (NRAE=FV L TORE @X—) 25H) |

d) [OK] %22V v7 L. (47 (Save) 152U v 2 LCIRAEL =T,

e) ZNHOFNEAZMY KL, 1SP02 & ISPO3 D /XA T=X U T O ELEHER L ET,
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AT w72 kD Firewall Threat Defense (I3 EFND T T FDRY o —_R—Z)—F 4 VT HFEL. A
A HE—=T oA AR LET,

ATvT3

ATy T4

ATy TH

a)

b)

a)
b)
c)

d)

e)

[T/314 X (Devices) |>[T/3f AEHE (Device Management) | Zi®&R L, Firewall Threat
Defense 7 /31 Az LE T,
[JL—T 4 >4 (Routing) 1>[R1) >—~_"—Z)L—F 1 >4 (Policy Based Routing) | %%
WL, [RY—_—=2)—F 17 (Policy Based Routing) 1-~—C, [EM (Add) 1%
77Uy LET,
[RY 2 —~_—2)L— FDiBJJ (AddPolicy BasedRoute) | %A 7 R 7R v 7 AT, [AJ1A
V4 —7 x4 A (IngressInterface) | KR v 77X U X ot [N 1 (Inside 1) ] &3
LET,

—BHEELTRELE T,
GEM (Add) 127V v 7 LET,
—HEZ ERT AT, Add (T RE &2 Y vy LET,
I LWEET 72 AU A 47 V=2 & (New Extended Access List Object) ] C. ACL ®
4 (728 213, PBRWebEX) # AL, B (Add) 127V v 7 LET,
[HEE7 VX YR LT Y DEM (AddExtended AccessListEntry) 144 717 Ry
AT, [TV — 3> (Application) |1 % 7B ME R Web X—ADT 7 r— 3
> (WebEx Meetings 72 &) Z 3R L £,
AE
Firewall Threat Defense ClZ, ACL D7 7'V r—a 7V —7B Ry NU—7 $—E R
TN—TL L TREESN, KT SV r—ravinty hI—27 =R ATV 7 b &
LTRESNET,
[fR7F (Save) |27 U w7 LET,
[ACLOMA (Match ACL) | K v 7Z w2 U X Kivh [PBR-WebEx] Zi#®IRN L £ 7,

f)

WA F—T7 24 RAEHELET,

a)
b)

<)

d)

[5E5 (Sendto) ] Rm v 7FH 7 U A NG [HH/1A % —7 A A (Egress Interfaces) ]
EERLET,

[ > 5 —7 A ZADNEFAHT (Interface Ordering) | K v 77X U A R /Y >
X —Z2L % (ByMinimal Jitter) ] Z 3R L £,

[ TR A > % —7 = A A (Available Interfaces) ] T, TNENDA X —T = A A4
@ Right Arrow (X)) A& %27 U w7 LT, [ISPO1], [ISP02], ¥ X TN[ISPO3] ZEBINL F
R

[fR7F (Save) |27 U w7 LET,

FIE2 L FIE3 2 VIKE LT, Insdelf > % —7 = A A2, Office365 B L%y hU— 27 _—
AT IR NT 7 4 v 7 BN—TF 4T 5 PBR BVER LET,

a)

b)

—H AT U= 7 b (PBR-Ofice3657¢ &) A#1ERk L. [77 VU r— 2 (Application) |
Z 75 Office365 7 7'V r—va U EBIRLE T,

[f v & —7 =A ADNaFfTT (Interface Ordering) | KRy X7 U X "D, [KET
vy R RY v 7IE#EIZ X D (By Minimal Round Trip Time) ] Z3R L £,

. RYS—AR—Z)—F 1Y
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ATvT6
ATy 717

PBROE=4 Y o =&zocu [

c) HhArs#—7x4A TISP01) . [ISP02) . IBX [1SP03) #FEL. [RF]1EZZ7 U v
7 LET,

d) 2T, ~BIEMEFT V=7 b (PBRnaworks7: &) ZAERK L. [ b7 —2 (Network) ]
BT CEBETB ISR v 24— T = AR ELET,

e) [A ¥ —7 A ADIEFFTT (Interface Ordering) | K2 v 7 XU 2 WG [Ig/hT v
Y R U v 72X % (By Minimal Packet Loss) ] Z iR L £,

f) iAo %—7=A A M1SPO1) ., [ISP02) . BLO MISPO3) #fEL., RIF]1Z27 Y v
7 LET,

[R%E (Save) |27 U v 27 LT, [EBR (Deploy) 127V >y 7 LET,

WNAE=Z V7 A N v 7 BRAT DI [T/AM4 R (Devices) |>[T/31 REE (Device
Management) | Z3#&R L. More() 205 [~/ AFE =4 — (HealthMonitor) %27V v 7 L%
Fo TAADA B =T 2 A ADA M) w7 1T 2FMIEREFRT D121, SA A b
Uy Hyyalh— e BT 50ERNHY £, FMICONTIE, NRAEHY Yy 2 R—F
OEIM (9 R—=) ZBRLTIZEN,

Webex, Office365. BL W%y NU—27 _X—2 ACL FF 7 ¢ v 7%, ISP0OL. ISP02, LW
ISPO3 TUEE SN A N v 7N LE LN DKL — &N L TiImEINE T,

PBROE=%"') > JIZ#%3iLD CLI

Firewall Threat Defense 7 /XA ZAD CLI b, ZD w7 TillAS N WA E=F U T o<
VREFEITLET,

A28 —T x4 AER

TN, ADA B —T =2 A AEREFETRT HITIL, show run interface I <2 R&ZFEITL =
ﬁ‘o

> show run interface

|
interface Ethernetl/1

description Outside ispl handoff

nameif outsidel

security-level 0

zone-member ECMP-WAN

ip address dhcp setroute

policy-route cost 10

policy-route path-monitoring 8.8.8.8

policy-route path-monitoring object-group network-service FMC NSG 4295470581 policy-route
path-monitoring object-group network-service FMC NSG 4295470600
|

interface Ethernetl/2

description Outside isp2 handoff

nameif outside2

security-level 0

zone-member ECMP-WAN

ip address 192.133.243.240 255.255.255.192

policy-route cost 20

policy-route path-monitoring 8.8.8.8

policy-route path-monitoring object-group network-service FMC NSG 4295470581 policy-route
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path-monitoring object-group network-service FMC NSG_ 4295470600
|

DNS #& /&

TFVr—arX—=ADN—T 4 7 TlIE, B TESDNS ==Lz H L TR
/])‘/{/ﬁg&bi—j«o ?“/“4’20) DNS %“ﬁ%i%ﬂ?féﬂili\ show run dns I~ ]‘%;@?ﬁ‘bi
7

> show run dns

DNS server-group DefaultDNS
dns trusted-source 10.100.0.5
dns trusted-source 10.200.0.5

W= Iy TRECHERLET,

T34 A|ZPBR &% E T 5 & . Management Centerl3/Lb— b ~ v 72 HEVAERL, FEELZA
A2 =T 2 A AZWHLET, T3 ADN— b~ v T HFIRT HITIL, show run route-map
avy REEFLET,

> show run route-map

goute—map FMC_VPN_CONNECTED_DIST RMAP 1000 permit 10

match interface inside-employee

set community 1000
|

route-map FMC GENERATED PBR 1729024850865 permit 5
match ip address Cloud-storage-apps-acl
set adaptive-intertace cost outsidel outside2

route-map FMC_GENERATED PBR 1729024850865 permit 10
match ip address Social-media-apps-acl
set adaptive-interface rtt outsidel outside2

route-map FMC GENERATED PBR 1729024850865 permit 15
match ip address Conferencing-apps-acl
set adaptive-interface jitter outsidel outside2

route-map FMC_GENERATED PBR 1729024850865 permit 20
match ip address Corp-internal-apps-acl
set adaptive-interface cost outsidel static_vti 1 outside2 static vti 4

TFOERAYRLERY FT—9 H—EX FIL—TDERE
ANNAVH =T 2 RZEHAENDNV—F <~y 71X, JEET7 78R a2y bo—L VA ME2R

HMCT&Fd, PBROTIZERY R N OFEHAF R T HIZIX, show run access list <access
list name> AV RZFETLET,

> show run access-list Cloud-storage-apps-acl
access-list Cloud-storage-apps-acl extended permit ip any object-group-network-service
FMC_NSG_4295470562

XY NU—IH—VCRAF TVl b ATVl N ITNA—F%, HEET 78 A a3 ha—)L
UARNTHRESN, RV —R—=ADN—T 4T N— b+~ T eT 7Ry bag— 7
/1/‘—70/67;2%%32@&'?—0 NSG *%Ek%i%%ﬁ“éé:&i\ show object-group network-service
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<network-service-groups-name> 2% K% 54T L £9°, network-service-groups-name (%, 77
T2 Y A MZXT 25 EFLO show 2~ RMLIRAELZHOTT,

> show object-group network-service FMC NSG 4295470562
object-group network-servire FMC NSG 4295470562 (id=@xfdff0000)
network-service-member "Box" dynamic
description File storage and transfer site.
app-id 1326
domain box.com (bid=436735707) ip (hitcnt=0)
domain boxcloud.com (bid=436924171) ip (hitcnt=0)
domain box.net (bid=437080553) ip (hitcnt=0)
domain box.org (bid=437174273) ip (hitcnt=0)
domain boxcdn.net (bid=437272231) ip (hitcnt=0)
domain boxrelay.com (bid=437481703) ip (hitcnt=0)
domain boxenterprise.net (bid=437626005) ip {hitcnt=0)
domain boxinvestorrelations.com (bid=437672765) ip (hitcnt=0)
domain segment-box.com (bid=437886771) ip (hitcnt=0)
domain box-corp.com (bid=437924995) ip (hitcnt=0)
domain boxcn.net (bid=438072833) ip (hitcnt=0)

network-service-member "Dropbox" dynamic
description Cloud based tile storage.
app-id 125
domain dropbox.com (bid=24259639) ip (hitcnt=0)
domain cfl.dropboxstatic.com (bid=24495525) ip (hitcnt=0)
domain dl.dropboxusercontent.com (bid=24596237) ip (hitcnt=0)
domain dropboxapi.com (bid=24694467) ip (hitcnt=0)
domain dropboxbusiness.com (bid=24859859) ip (hitcnt=0)
domain dropboxcaptcha.com (bid=25008145) ip {hitcnt=0)
domain dropbox-dns.com (bid=25087753) ip (hitcnt=0)
domain dropboxer.net (bid=25236751) ip (hitcnt=0)
domain dropboxusercontent.com (bid=25324335) ip (hitcnt=0)
domain getdropbox.com (bid=25437501) ip (hitcnt=0)
domain cloudon.com (bid=25580229) ip (hitcnt=0)

NRAEZRYVTDERTE

HOA v F =T 2 A ATWEINTNRAE=F VT A MY v 7 BFRRTDHITIE, show
path-monitor I ¥ Y RESFITLET,

> show path-monitor

Interface: outside2 (Ethernetl/2)

Remote peer: 8.8.8.8
Remote peer reachable: Yes
RTT average: 9138 microsecondes) Jitter: 1093 microsecond(s)
Packet loss: 0% MOS: 4.39
Last updated: 12 second(s) ago

Interface: outside2 (Ethernetl/2)

Remote NSG: FMC_NSG 4295470581
Network Service: Facebook Domain name: fbsbx.com Remote peer reachable: Yes
RTT average: 17460 microsecond(s) Jitter: 911 microseconde)
Packet loss: 0%
MOS: 4.39
Last updated: 12 second(s) ago

Network Service: Facebook

Domain name: facebook.net

Remote peer reachable: Yes

RTT average: 17444 microsecondes)
Jitter: 836 microsecondes)

Packet loss: 0%

MOS: 4.39

Last updated: 12 second(s) ago
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Network Service: Instagram

Domain name: instagram.com Remote peer reachable: Yes
RTT average: 17576 microsecondes)

Jitter: 429 microsecondes)

Packet loss: 0%

MOS: 4.39

Last updated: 12 secondes) ago

Interface: outside2 (Ethernetl/2)
Remote NSG: FMC_NSG 4295470600

Network Service: WebEx
Domain name: webex.com Remote peer reachable: Yes RTT average: 18537 microsecond(s)

Jitter: 318 microseconde)

Packet loss: 0%

MOS: 4.39

Last updated: 12 second(s) ago

Network Service: Zoom Domain name: zoom.com Remote peer reachable: Yes
RTT average: 98196 microsecond(s) Jitter: 4120 microseconde)

Packet loss: 0%

MOS: 4.34

Last updated: 12 second(s) ago

PBRD F 5 )N a—TFT429

NIy R Ry TENTEHEAICPBRREEZT Ny 73 5121%, ROFIEZFEITLET,

1.

ST 5T — T IV T showroute 2+ 7 K& 72 L showipvbroute 2~ > R L T,
FHIRIRRAC AR A R Ig b — bR T RTIET D Z L 2 LE T, PBRIZBML TS A
=T A ADN— b vy TPIELVL— N TEHFINRVERY . PBRIZEMLZLE
DAZENEL EH A

show running-config interface I~ ./ Rz, "AE®=%1 VITMNICMP Xy R EEEL
TAMN) w7 2= —F5DIMENTLHIVE— T RLAZRRLET,

interface GigabitEthernet0/0

nameif outside 0

security-level 0

zone-member ecmp-zone

ip address 20.0.0.3 255.255.255.0 -> This is egress interface ”show running-config”
output, the monitored address and cost metric value is determined in this output.
policy-route cost 1

policy-route path-monitoring

20.0.0.4

|

int GigabitEthernet 0/3
|

interface GigabitEthernet0/3

nameif outside 3

security-level O

ip address 11.1.1.2 255.255.255.0 -> This is ingress interface ”“show running-config”
output, the specific route-map will be used by PBR to determine the next route.
policy-route route-map rtt-tes

show path-monitoring ¥} XN show run route-map D Hj)‘]“C“/\“’ﬁ‘y }‘jﬁ%gf%ﬁ’\i—fo

ciscoasa(config)# show path-monitoring

Interface: outside 0 -> The remote address used for ICMP monitoring
Remote peer: 20.0.0.4

Version: 6223

II RYS—AR—Z)—F 1Y
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Remote peer reachable: Yes -> If this value turns ”“No”, then the ICMPv4/v6 packet is
not reaching the required remote address.

RTT average: 1920 microsecond(s)

Jitter: 394 microsecond(s)

Packet loss: 0%

MOS: 4.40

Last updated: 17 second(s) ago -> The data should be updated by path monitoring after
every 30 seconds. The 'show route-map' would show the

updated metric values.

Interface: outside 2

Remote peer: 40.0.0.4

Version: 6223

Remote peer reachable: Yes

RTT average: 1935 microsecond(s)

Jitter: 433 microsecond(s)

Packet loss: 0%

MOS: 4.40

Last updated: 17 second(s) ago

ciscoasa(config) # show route-map

route-map rtt-test, permit, sequence 10

Match clauses:

Set clauses:

adaptive-interface rtt outside_ 0 (1920) outside 2 (1935) outside_1 (1971) -> Displays
the metric type (rtt) that is used by the policy route to select the adequate
interface to send the packet. The interface list where cost of each interface is
given. As the metric type is “rtt” and considering the minimum rtt value, the
“outside_0” interface route will be selected by PBR.

route-map mos-test, permit, sequence 10

Match clauses:

Set clauses:

adaptive-interface mos outside 0 (378) outside 1 (390) outside 2 (440) - > As the

metric type is “mos”, considering the maximum value of mos, the “outside 2” interface
will be selected by PBR.

AR 7 ZAT (lost, 1tt, Y& —, TAN) IZEoT, =T 4 T DFR/NANY v
JEEROA LV F—T = A A RIRTDLERDHY £7,

ANV w27 ZAT Tmos| &, V=T 4 VT DERRAN) v /x> 2 —T x4 X
2T OBENDHY 7,

packet-tracer A< K&Ei&EH., PBRTEBRBINZA NI v I XA FIZHSNTA o F—
7 oA AR EZRGEL 7,

packet-tracer input <interface> icmp <src ip address> 8 0 <dst ip
address> detailed

Phase: 3

Type: PBR-LOOKUP

Subtype: policy-route

Result: ALLOW

Elapsed time: 60656 ns

Config:

route-map rtt-test permit 10

match ip address allow_101_ 1 1 2

set adaptive-interface rtt outside_ 0 outside_ 2

Additional Information:

Matched route-map rtt-test, sequence 10, permit

Found next-hop 40.0.0.4 using egress ifc outside 2 -> PBR selects the adequate
interface from adaptiveinterface list given in “rtt-test” route-map.

debug policy-route I ¥ K& Eiks 0N packet-tracer A< N 55 e A R S ==
D
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* PBR MNIEFIZ/N— FEBRINLIZSGE, N7y B hL—FOHDIFKRO L H 1220 F
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pbr: policy based route lookup called for 101.1.1.1/0 to 101.1.1.2/0 proto 1
sub proto 8 received on

interface outside 3, NSGs, nsg id=none

pbr: First matching rule from ACL(-1)

pbr: route map rtt-test, sequence 10, permit; proceed with policy routing

pbr: policy based routing applied; egress_ifc = outside_2 : next_hop = 20.0.0.4

PBR b2 — b E RO Z EMTELRWGE, BEONL—N Ly 7T v 7IZ
T =Ny LET, Xy b hL—YOHINIFKRO LS00 FT,

pbr: policy based route lookup called for 100.1.1.1/0 to 100.1.1.2/0 proto 1
sub_proto 8

received on interface outside 3, NSGs, nsg id=none

pbr: First matching rule from ACL(-1)

pbr: route map mos-test, sequence 10, permit; proceed with policy routing
pbr: no route to 100.1.1.2 on adaptive-interface outside 2

pbr: no route to 100.1.1.2 on adaptive-interface outside 1

pbr: no route to 100.1.1.2 on adaptive-interface outside 0

pbr: policy based routing could not be applied; proceeding with normal route
lookup

F=H—KMBDOVE— R T RLABRE T L, RRAE=H Y TICES>TEDT KL
2D ) E—FETEZEARE A No &~v—27 Shd &, PBRIGEIGH A V¥ —7 = A
AYA RN, =T = AN Ton T 2R LET,

pbr: policy based route lookup called for 100.1.1.1/0 to 101.1.1.2/0 proto 1
sub_proto 8 received on

interface outside 3, NSGs, nsg id=none

pbr: First matching rule from ACL(-1)

pbr: route map rtt-test, sequence 10, permit; proceed with policy routing

pbr: Path Monitoring Ifc Down : adaptive-interface outside_1 Excluded from PBR

routing
pbr: policy based routing applied; egress _ifc = outside 2 : next hop = 40.0.0.4

A\

GE) Ao X —TxARF, RRAE=H Y U TEY 2— L CHERRET
HHEHEINDE L, WA PBRIV—F 4 T OXMRIZHRD F
ﬁ—o
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PBR THH— h &5
HABZINT T r—
Tary T4 TIR

7.7

7.7

HARNT TV r—vay RAALZEHALTPBR RNY ¥ —& 1Bk
TEBHX9R0FE L, 2V —TERZORAAS NIWAX LT 4T
R NE = UTHERE I, T r—v 3y _X—ZADPBR K
L —OWLE ACL T T& 97,

FHR/AE Sl R E I A E SN mEIZENINEEAT
L7,

ID 3 XN SGT ~_— A
@D PBRAY v—

7.4.0

7.4.0

2—HP—la—HF—TN—7 BLOPBRAKY —0 SGT ([ZHESW
TAY NY—2 N T 74w V&G TEH L9127V E L, PBRAK
U —DIEACLZERTH X, IDBIOSGTA T V=7 b
B TEET,

BFrLVER SR : RY =R )—T 4 VT DORY —%%
ETHIODIET 72 AV A N T V=7 MBS H LA
T [#A TP kb (Objects) [>[# TPz FEE (Object
Management) |>[7 Y £ X%lfE#I') X b (AccessControl Lists) ] > [k
sRDEN (Add Extended) |X—, [—H— (Users) | BLU[E
X2 U7 4 70— (Security Group) ] % 7,

HTTP _— A DA E
=21y r

7.4.0

7.2.0

PBR %, FFEDFHEIP DA Y v 7 TERL, 77V r—va v R
AALUDOHTTP 7 ZA T ¥ bt LIzXAE=2 ) 7k - Tk
SNIFHIfEE (RTT, ¥y ¥ —, 7 v MK, BELOMOS) %{f
HATE5L2ER0ELE, A2 —T2A ADHTTP X—RADT 7
Vir—yaryE=X )7 A7 vaid, 7740 THENCR-
TWET, FE=Z VU IRET TV r—var, RAZRET LD
DHBIDA MY v 7 A4 T oEGie—8ACLZMH LT, PBRAY —
EERETEET,

BBV ST NAE=Z Y T EENCT DI2DD[A 2 —
7 = A A (Interfaces) | X—TDHFH LA T a3 [TINA R
(Devices) 1>[T/31 REH (DeviceManagement) |>[4 2 —7J
14 AD#wE (Edit Interfaces) 1> [/NRE=% 1) >4 (Path
Monitoring) |>[HTTPR—XD7 TN 45— a3 v EZR YT DER
1t (EnableHTTPbased Application Monitoring) 19 = > 7 R v 7 A,
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7 2.7 /L WAN/ISP
Threat Defense ‘& LD Y-
A=k

7.3.0

7.3.0

7 27V WAN SR OZBBEClx, B—DF —# A v 4 —T =4 A
2% Management Center & {532 X 2 IS vE L7z, BIfE, 77
A~V T—=F A F =T = AEENRE LIZHEIZERET v+
WBHERFSND L2, B HY T—82 A F—T A A&
T 5V R — R STV E T, Management Center (%, B GIEA &
SLA A RV v 71235\ C, SF-Tunnel b7 7 « v 7 % Tapnlp (NH)
AV B =T A RINOMEAFRRRT —F A =T =4 AD 1 DI

N—FT 4T FTHLEIICPBREZBHERELET,

PBR/IL— k<= v 7 DX
JARNE Y T OHRTE

7.3.0

Wiy NEET 73 a rEBAINCLEN S, PBRILV— vy T DOXT
ARBRy T ERECETET,

FHVAR S WA v F—T 2 A AEERET DO [fEk
77 a rOENMREE (Add/Edit Forwarding Actions) ] X— T DH L
W7 4 —JL R [T/ REE (DeviceManagement) > [JL—F 1 >
4" (Routing) 1>[R1) —_R—ZJL—TF 1 >4 (Policy Based

Routing) |>[#5X7 2 ¥ 3 > ®MiEM (Add ForwardingActions) [~~—

PBR L RAFE=X 1 v
7

7.2.0

7.2.0

PBR ClIXAE=X V7 HER LT, HAA v ¥ —7 =A 2D
B RTT, vy Z—, <7y MEK, MOS) BNINEINET, 1
B =Tz A ADNRAE=Z YV TERHIL, E=FV T2 T%
BETHDVLENDHY 9, NAOWRTEICHERAN) v 7 2EHALT
PBR AU v —%RETEET,
FRVAFE SNZEH : NAT=Z ) T RN TH2DD[A X —
7 = A A (Interfaces) | X—YDOHF LWHZ T : [T/3/4 X (Device) |>
[T/314 A& (DeviceManagement) | >[4 V3 —7 4 ADRE
(Edit Interfaces) |>[/SXE=4 ') >4 (Path Monitoring) 1% 7,
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Configure policy based |7.1.0 7.1.0 Upgrade impact. Redo FlexConfigs after upgrade.
routing from the FMC

web interface.

You can now configure policy based routing (PBR) from the FMC web
interface. This allows you to classify network traffic based on applications and
to implement direct internet access (DIA) to send traffic to the internet from a
branch deployment. You can define a PBR policy and configure it on ingress
interfaces, specifying match criteria and egress interfaces. Network traffic that
matches the access control policy is forwarded through the egress interface
based on priority or the order as configured in the policy.

This feature requires Version 7.1+ on both the FMC and the device. When you
upgrade the FMC to Version 7.1+, existing policy based routing FlexConfigs
are removed. After you upgrade your devices to Version 7.1+, redo your policy
based routing configurations in the FMC web interface. For devices that you
do not upgrade to Version 7.1+, redo the FlexConfigs and configure them to
deploy "every time."

New/modified screens: Devices > Device Management > Routing > Policy
Based Routing
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