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About Multicast Routing

Multicast routing is a bandwidth-conserving technology that reduces traffic by simultaneously delivering
a single stream of information to thousands of corporate recipients and homes. Applications that take
advantage of multicast routing include videoconferencing, corporate communications, distance learning,
and distribution of software, stock quotes, and news.

Multicast routing protocols deliver source traffic to multiple receivers without adding any additional burden
on the source or the receivers while using the least network bandwidth of any competing technology.
Multicast packets are replicated in the network by Firewall Threat Defense device enabled with Protocol
Independent Multicast (PIM) and other supporting multicast protocols, which results in the most efficient
delivery of data to multiple receivers possible.

The Firewall Threat Defense device supports both stub multicast routing and PIM multicast routing.
However, you cannot configure both concurrently on a single Firewall Threat Defense device.

)

GE) The UDP and non-UDP transports are both supported for multicast routing. However, the non-UDP
transport has no FastPath optimization.
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AU NR— T EHILET, IGMP TlX, V—XITIGMP A vE&—T% U v A L, EHN
W72V ERE LT, BFEDOY TRy NCT IV T 4 TR IN—T LT I T 4 T I N—T%
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T, ZDORAvE—=IE, T 74/ T 125 B 1 EEEESNE T,

7T BRI AT ET AA1E, IGMP 7 =) TF A A X L5 K7 = U & e
ST 7 4L T 10 272 Y £9°, Firewall Threat Defense 7 /34 A D3 Z OBFEINIZ A
AN 7Y DISEEZE LR TBE. JA—7%2HIBRL 3,

Stub Multicast Routing

Stub multicast routing provides dynamic host registration and facilitates multicast routing. When configured
for stub multicast routing, the Firewall Threat Defense device acts as an IGMP proxy agent. Instead of
fully participating in multicast routing, the Firewall Threat Defense device forwards IGMP messages to
an upstream multicast router, which sets up delivery of the multicast data. When configured for stub
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PIM Multicast Routing [

multicast routing, the Firewall Threat Defense device cannot be configured for PIM sparse or bidirectional
mode. You must enable PIM on the interfaces participating in IGMP stub multicast routing.

The Firewall Threat Defense device supports both PIM-SM and bidirectional PIM. PIM-SM is a multicast
routing protocol that uses the underlying unicast routing information base or a separate multicast-capable
routing information base. It builds unidirectional shared trees rooted at a single Rendezvous Point (RP)
per multicast group and optionally creates shortest-path trees per multicast source.

PIM Multicast Routing

Bidirectional PIM is a variant of PIM-SM that builds bidirectional shared trees connecting multicast
sources and receivers. Bidirectional trees are built using a Designated Forwarder (DF) election process
operating on each link of the multicast topology. With the assistance of the DF, multicast data is forwarded
from sources to the Rendezvous Point (RP), and therefore along the shared tree to receivers, without
requiring source-specific state. The DF election takes place during RP discovery and provides a default
route to the RP.

\}

GE)

Threat Defense device as the RP address.

If the Firewall Threat Defense device is the PIM RP, use the untranslated outside address of the Firewall

PIM Source Specific Multicast Support

Firewall Threat Defense device can forward source specific multicast traffic (e.g., for groups in the 232.x.x.x
range) even though they do not support PIM-SSM configuration or Internet Group Management Protocol
version 3 (IGMPv3).

SSM is classified as a data delivery mechanism for one-to-many applications such as IPTV. The SSM
model uses a concept of "channels" denoted by an (S,G) pair, where S is a source address and G is an SSM
destination address. Subscribing to a channel is achieved by using a group management protocol such as
IGMPv3. SSM enables a receiving client, once it has learned about a particular multicast source, to receive
multicast streams directly from the source rather than receiving it from a shared Rendezvous Point (RP).
Access control mechanisms are introduced within SSM providing a security enhancement not available
with current sparse or sparse-dense mode implementations.

Limitation:

* ASA cannot act as the last-hop router for SSM multicast because it does not support IGMPv3 (which
receivers use to join SSM groups).

If the ASA is the last-hop, it will ignore IGMPv3 join messages from receivers for SSM groups, and
SSM forwarding will not work.

» Static multicast routes on ASA do not work for SSM range (232.x.x.X).

Wor karound:

For Cisco ASA firewall to forward SSM-related multicast traffic, you must add a multicast-capable layer
3 device (such as a router or switch) that supports PIM and IGMPv3 on the same network segment as the
receivers.

How it Works:

TILFFEYR .
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* Receivers register their SSM group joins (IGMPv3) with this layer 3 device.
* This layer 3 device sends PIM join messages towards the ASA.
» The ASA receives these PIM messages and dynamically learns multicast routes.

* SSM multicast traffic is then properly forwarded by the ASA, since it is no longer the last-hop device.

PIM-SSM differs from PIM-SM in that it does not use an RP or shared trees. Instead, information on
source addresses for a multicast group is provided by the receivers through the local receivership protocol
(IGMPv3) and is used to directly build source-specific trees.

Multicast Bidirectional PIM

Multicast bidirectional PIM is useful for networks that have many sources and receivers talking to each
other simultaneously and where each participant can become both the source and receiver of multicast
traffic, such as in videoconferencing, Webex meetings, and group chat. When PIM bidirectional mode is
used, the RP only creates the (*,G) entry for the shared tree. There is no (S,G) entry. This conserves
resources on the RP because state tables for each (S,G) entry are not maintained.

In PIM sparse mode, traffic only flows down the shared tree. In PIM bidirectional mode, traffic flows up
and down the shared tree.

PIM bidirectional mode also does not use the PIM register/register-stop mechanism to register sources to
the RP. Each source can begin sending to the source at any time. When the multicast packets arrive at the
RP, they are forwarded down the shared tree (if there are receivers) or dropped (when there are no receivers).
However, there is no way for the RP to tell the source to stop sending multicast traffic.

Design-wise you must think about where to place the RP in your network because it should be somewhere
in the middle between the sources and receivers in the network.

PIM bidirectional mode has no Reverse Path Forwarding (RPF) check. Instead it uses the concept of a
Designated Forwarder (DF) to prevent loops. This DF is the only router on the segment that is allowed to
send multicast traffic to the RP. If there is only one router per segment that forwards multicast traffic,
there will be no loops. The DF is chosen using the following mechanism:

* The router with the lowest metric to the RP is the DF.

* If the metric is equal, then the router with the highest IP address becomes the DF.

PIM Bootstrap Router (BSR)

PIM Bootstrap Router (BSR) is a dynamic Rendezvous Point (RP) selection model that uses candidate
routers for RP function and for relaying the RP information for a group. The RP function includes RP
discovery and provides a default route to the RP. It does this by configuring a set of devices as candidate
BSRs (C-BSR) which participate in a BSR election process to choose a BSR amongst themselves. Once
the BSR is chosen, devices that are configured as candidate Rendezvous Points (C-RP) start sending their
group mapping to the elected BSR. The BSR then distributes the group-to-RP mapping information to all
the other devices down the multicast tree through BSR messages that travel from PIM router to PIM router
on a per-hop basis.

This feature provides a means of dynamically learning RPs, which is very essential in large complex
networks where an RP can periodically go down and come up.
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PIM Bootstrap Router (BSR) Terminology .

PIM Bootstrap Router (BSR) Terminology

The following terms are frequently referenced in the PIM BSR configuration:

* Bootstrap Router (BSR) — A BSR advertises Rendezvous Point (RP) information to other routers
with PIM on a hop-by-hop basis. Among multiple Candidate-BSRs, a single BSR is chosen after an
election process. The primary purpose of this Bootstrap router is to collect all Candidate-RP (C-RP)
announcements in to a database called the RP-set and to periodically send this out to all other routers
in the network as BSR messages (every 60 seconds).

Bootstrap Router (BSR) messages — BSR messages are multicast to the All-PIM-Routers group with
a TTL of 1. All PIM neighbors that receive these messages retransmit them (again with a TTL of 1)
out of all interfaces except the one in which the messages were received. BSR messages contain the
RP-set and the IP address of the currently active BSR. This is how C-RPs know where to unicast
their C-RP messages.

Candidate Bootstrap Router (C-BSR) — A device that is configured as a candidate-BSR participates
in the BSR election mechanism. A C-BSR with highest priority is elected as the BSR. The highest
IP address of the C-BSR is used as a tiebreaker. The BSR election process is preemptive, for example
if a new C-BSR with a higher priority comes up, it triggers a new election process.

Candidate Rendezvous Point (C-RP) — An RP acts as a meeting place for sources and receivers of
multicast data. A device that is configured as a C-RP periodically advertises the multicast group
mapping information directly to the elected BSR through unicast. These messages contain the
Group-range, C-RP address, and a hold time. The IP address of the current BSR is learned from the
periodic BSR messages that are received by all routers in the network. In this way, the BSR learns
about possible RPs that are currently up and reachable.

GE)

The Firewall Threat Defense device does not act as a C-RP, even though
the C-RP is a mandatory requirement for BSR traffic. Only routers can
act as a C-RP. So, for BSR testing functionality, you must add routers to
the topology.

* BSR Election Mechanism — Each C-BSR originates Bootstrap messages (BSMs) that contain a BSR
Priority field. Routers within the domain flood the BSMs throughout the domain. A C-BSR that hears
about a higher-priority C-BSR than itself suppresses its sending of further BSMs for some period of
time. The single remaining C-BSR becomes the elected BSR, and its BSMs inform all the other
routers in the domain that it is the elected BSR.

Multicast Group Concept

Multicast is based on the concept of a group. An arbitrary group of receivers expresses an interest in
receiving a particular data stream. This group does not have any physical or geographical boundaries—the
hosts can be located anywhere on the Internet. Hosts that are interested in receiving data flowing to a
particular group must join the group using IGMP. Hosts must be a member of the group to receive the
data stream.

TILFFEYR .
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Multicast Addresses

Multicast addresses specify an arbitrary group of IP hosts that have joined the group and want to receive
traffic sent to this group.

Clustering

Multicast routing supports clustering. In Spanned EtherChannel clustering, the control unit sends all
multicast routing packets and data packets until fast-path forwarding is established. After fast-path
forwarding is established, data units may forward multicast data packets. All data flows are full flows.
Stub forwarding flows are also supported. Because only one unit receives multicast packets in Spanned
EtherChannel clustering, redirection to the control unit is common.

IILFX YR MIL—T 4 VT DEHLFIHIREH

Model support
Firewall Threat Defense

Firewall Threat Defense Virtual

Supported domains

Any

User roles
Admin

Network Admin

Guidelines for Multicast Routing

Firewall Mode

Supported only in routed firewall mode. Transparent firewall mode is not supported.

IPv6

Does not support IPv6.

Multicast Group

The range of addresses between 224.0.0.0 and 224.0.0.255 is reserved for the use of routing protocols and
other topology discovery or maintenance protocols, such as gateway discovery and group membership
reporting. Hence, Internet multicast routing from address range 224.0.0/24 is not supported; IGMP group
is not created when enabling multicast routing for the reserved addresses.
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Clustering

In clustering, for IGMP and PIM, this feature is only supported on the primary unit.

Additional Guidelines

* You must configure an access control or prefilter rule on the inbound security zone to allow traffic
to the multicast host, such as 224.1.2.3. However, you cannot specify a destination security zone for
the rule, or it cannot be applied to multicast connections during initial connection validation.

* You cannot disable an interface with PIM configured on it. If you have configured PIM on the interface
(see PIM 7' s /L D% E (14 ~X—737) ), disabling the multicast routing and PIM does not
remove the PIM configuration. You must remove (delete) the PIM configuration to disable the
interface.

* PIM/IGMP Multicast routing is not supported on interfaces in a traffic zone.

* Do not configure Firewall Threat Defense to simultaneously be a Rendezvous Point (RP) and a First
Hop Router.

» HSRP standby IP address does not participate in PIM neighborship. Thus, if the RP router IP is routed
through a HSRP standby IP address, the multicast routing does not work in Firewall Threat Defense.
Hence for the multicast traffic to pass through successfully, ensure that the route for the RP address
is not the HSRP standby IP address, instead, configure the route address to an interface IP address.

* For a device using virtual routing, you can configure multicast only for its global virtual router and
not for its user-defined virtual router.

IGMP HEED L TE

IPHRA ML, BEOITNVN—TF A=y T HEPEER SN TWA VLT XX A R L—HF(C
WETHTDITIGMP ZEH L E 9, IGMP X, vV TF X ¥ A~ Z—TOff % DR &K
EDLANIZHE A T I v 718 T HDIHEHLET, AAMI, £Tor—L v LFFx
AR J—=HIZIGMP A v —V%EETHIET, INA—T A=y T E#ILET,
IGMP Tl&, W—ZILIGMP A vE&—U% U v A L, EFIZZ =) 2R EFE LT, FFEDOY
THxY NCT I T4 TR IN—T LT I T 4 TR I N—TE M LET,

TITIER AV E—T oA ZABLTHEED IGMP R EEIT O FIEICHOWTHBE L3,
FiE

ATV TN v LFX¥ A NL—F 4 TOHEMME (8 2—) .
RATw T2 IGMP 7 b a LOEE (83—) |

ATV T3 IGMP 77 B AT V—T7 D% E (10 2—¥) |
RTY T8 IGMP AX T 4 v 7 ITNA—TDFRE (11 =) ,
AT 9 FE5 IGMP BN V—T D% E (12 3—)
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TILFXVYRMIL—F 4 25 DEDE

Firewall Threat Defense 7 /XA A T /ILF X ¥ A M v—F 4 VT EFHITHE, 74V 8T
FTRTOA L H—T =2 AEDIGMP & PIM WA/ £9°, IGMP 1L, B ST
2T xy N BIZTN—=T DR R—=BFET DNE I NFET LIS E T, FA
MIL IGMP LAR— R A v tE—V%2FETHZLICED, vV TFF Yy AN T A—TICBIMLE
T PIMIX, AT XX AN T—X 7T AEEETDHIOOEET — T IV EHEEFT 572012
FHINET,

N

GE) ~ILFX¥Y AP IL—T 47 TiX, UDP b7V AR—bEFE TR AR—KENTWET,

DLTFo—EIC, BEOLFXFry XA hT—7NBNEN2= N ORREEARLET, 2
DO ERICETDE, HrLn MUIIEESNET,

* MFIB : 30,000
« IGMP 7' /L — 7" : 30,000

* PIM /L — | : 72,000

FIE

AT w71 [Devices> Device Management] % 3%4R L, Firewall Threat Defense 7 /31 A ZfwfE L 97,

AT F2 Choose [JL—T 4 % (Routing) 1>[TILFF¥RX b IL—F 124 (Multicast Routing) ]>
[IGMP] % 3&R L £,

RT9 T3 [wLTFH¥ AL A—T 47 OHNL (Enable Multicast Routing) | F= v 7 Ry 7 A%t
IZLET,

IDF 2w IRy I AEFNITDHE, TRAALETIP VLT XY A M—T 4 VT RER
RV ET, ZOF =2y IRy I RAEFT7ICTHE, IPALTFr AL N—T 2 7 DS
WV ET, 774N BT, v TFF v A MNIESIZR>TWET, LT Fr AR b—
FUVTEANTDHE, TRTDAL v E—T 2 A A LETAFFRy 2 DRENIRD £,

YNATFFRYANMIA L E =T oA AT LTINCTEET, ZOFERPEIINEDODIE, HDHA
vH =Tz AR EIZ :nwf%ervfxbﬁ%M\ LW TVDLLHEIT, ZDOA F—
7 = A A_EC Firewall Threat Defense 7 /34 A0HHR AN 72U A vb—URNEE IR0 E
INIHET HELEETT,

IGMP 70O O JLDETE

kA H—T 2 A, 72 Avb—y FERBRREDAS X —T7 =2 A AT LI, IGMP
NRITA—HEBRETEET,
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ATy T
ATy T2

ATvT3

ATy T4

isMp 7o kanosz [

[Devices > Device Management] % 134K L. Firewall Threat Defense 7 /XA A Z s L £3,
[IL—F 4 >4 (Routing) 1>[YILFF+vR FIL—F 1 >4 (Multicast Routing) ]>[IGMP]
ZERLET,

[Protocol] T, [Add] £72IX [Edit] #227 V v 27 LET,

[IGMP /XZ 2 —% DiEf1 (Add IGMP parameters) ] %A 7 & 77K v 7 A C, Firewall Threat
Defense 7 /A ZIZH LW IGMP /3T A—Z ZiBMIL £ T, BAFO/NRT XA —F 2BET L8546
1%, [IGMP /37 A —% Offtk (Edit IGMP parameters) | # A 7 027 Ry 7 A&HHL £,

WOAT v a v EFELET,
s [ F—T7 x4 A (Interface) ]: Ry X7 U R KNpL, IGMP 7' 2 k2 )V &2RET
HAUHE—T oA AEBRLET,

« [IGMP #A%1129 % (Enable IGMP) ]: IGMP 28T 5101%, ZOF=v IRy 7 R
A AT LET,

G¥)

BEDA X —T 2 ATIGMP ZEENZTHZLiF, BHDA L H—T A4 A LIZ~LTF
XX ARKRA RN ERDNSTVDIHEIL, ZOA L H—T =2 ALETT /A AN
RARIZ ) =Ryt —V2FEELRVWEIICRET D & EIHRICEDLET,

[f ¥ —T = A AD#5E%E (Forward Interface) ]: Ka v 7 XU U R b, EOA v
B —T 2 A4 AN IGMP A vt —V 2R ETH0E B L £,

Z X Secure Firewall Threat Defense 7314 2%, IGMP 7u ¥ = — = b & LTEHTE
L. DA X =T =2 A AR INTWVDEA NS, OS2 H—T =2 ZADT v
AR =L TFFx AR NL—HFIZIGMP A vE—U %Rk LET,

[/X"— 3> (Version) ]:IGMP X— g > 1 £72132 238N L F97,

5 7 # /L k TlX. Firewall Threat Defense 7 /X4 A TIGMP N— 3 » 2 RFEITEINDT-
O, ZEOENMERENMEA T2 L1270 7,

GE)

BT Fxy hO<LF XX AR NA—Z LT T, RAUIGMP/N— 3 V&2 R—FLTW5
MEMNH Y F9°, Firewall Threat Defense 7 /34 AN BHEAJII NN~V g U 1 —X EBHL
TAR=V a1V EZLZ TS0 FHA, 7272, 7 F Y MZIGMP DR—V 5
1 DRANER—=TV g 2DRAMERESEDLZELHFETT, IGMP X—V 3 2 %
24T L C\ 5 Firewall Threat Defense 7 /341 A&, IGMP X— 3 > 1 DR A BIEFEL T
HIEFICEELET,

e[V — A2 H—r3L (Query Interval) |: FEE L7/ —F 025 IGMP /R A h 7 =) —

A o — UG SN DR EALORFFEIRR, f5E T 28X 1 ~ 3600 TY, T 7 4L
X 125 T9,
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GE)
FBEINEZHA LT U MEAOKEM 23815 L C% . Firewall Threat Defense 7 /34 AN A
H—=T 2 A A LTI Y =R o=V ERHTERDoTG/IE. TOT A ANRE
—HZRY, ) —RA =V DEEERBLET,

o I HER (Response Time) ] : Firewall Threat Defense 7 /34 A C 7 /L— 7 3HIER X 5 il

OFHEAL OB HIEE, FHETE 2T 1 ~25 T, 77 4/L ME 10 TT,

Firewall Threat Defense 7 /34 AN Z OIFNIZA A N 7 2 —DISEEZE Lo 28
B, IN—TEHIBRLET,

« [ZV—T"HIBR (Group Limit) ]: A > ¥ —7 = A A L TIATHERKEA ML, fRETE

H#EFIX 1~ 500 TY, 7 74/ M 500 TY,

IGMP A L= THEDOFRERO IGMP IREEDEIL, A v F—T = A AZ LIZHIBET 5
TENTEET, REENZEBREZBB LA N—2 y THEIZIGMP % v ¥ 2 I A
NENT, BBLESDOA L R—= y THED VT 7 4 v 7 idREENEE A,

e[V —2A4 L7 (Query Timeout) |: FPESLDIFF T, RO Y 7 = A K RNY 7 R

XL LTOIEEEIELTHDE ZORFEARIET 5 &, Z O Firewall Threat Defense 773 A
ANEDA B =T 2 A ADY 7 ZAZOEEIZH| T ET, FEETE 2HMHIL 60 ~
300 T9, 7 7 A4/b ML 255 TT,

ATv T [OK]Z7 V27 LT, IGMP 71 ks a ka2 RFEL £9,

IGMP 7V R T IL—TDHEFE

FIE

ATy T
ATvT2

ATvT3

ATy T4

Tr7EAaryra— L URAREFHALT, VT XY AN TN —T~DOT 7B AZHHTE
i—g—o

[Devices > Device Management] % 134K L. Firewall Threat Defense 7 /XA A Z Rt L £3,

[v—7 4> 7 (Routing) |>[~¥/LF ¥+ A ~L—F (7 (MulticastRouting) ]>[7 7 & A7
JL—"7" (Access Group) | ZiEIRL £9, > >

[7 7R Z—7" (AccessGroup) | T, [iEM (Add) ]FE721F[#mtE (Bdit) 127V 7 LE

[IGMP 7 7 B A Z)—"7" /XT A —% %38/l (Add IGMP Access Group parameters) | % A 7 &2 2
Ry 7 ZAZBEH LT, HHLWIGMP T 7 ¥ A N—T%T 7 AT N—TF T —7 MBI L %
o BEEDONRTG A =B ZBETHEAE. [IGMP 77 & 2 7 )v—7 35 A —% Zftk (Edit
IGMP Access Group parameters) | ¥ A 7 R 7Ry 7 AZMH L £,

WROF T arEBRELET,
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I6MP 2525 ¢ v T—FoiE ||

a) [ —7=AR (Interface) | Ry 7 X T U A RNS T 78T N—T7 DB
TonoA 2 F =72 ZA2BRLEYS, BFEOT 7 ER IV —TZ2fHELTND L X
I, B VA — T oA RFEETEEHA,

b) KoOWThraEs ) v LET,

o [fEHET 72 A Y A | (Standard Access List) | : [f=#E7 7 & A J X b (Standard Access

List) ] Ke w7 &2 ) 2 hinbi#EdE ACL 238NI %7, Add(T) %2 Y v/ LT
T UWVEYE ACL 2Bk L9, FIEICOWTIE, EHEACL A7V =7 FORELES
LTS,

s [JEBET 7 AU A b (Extended AccessList) ]: [¥E3E7 27 2 AU A k (Extended Access

List) ] Kry 747U 2 hinb, ik ACL Z8RT 57, £k Add (1) &7
U7 UTH LWERR ACL ZERC L £ 3, FIRICOWTIE, KR ACL A7 V=2 b
DHEEBIBL TS,

ATYFTE [OK] %227 U7 LT, 778 ATN—THREHREFELET,

IGMP X 2T 4 w9 JIL—TDHEFE

FIE

ATy T
ATy T2

ATvT3

TN—T AU IN—=RNTN—T DAL=y T LR—FTERNPSTZD, Xy FU—7 &
TAL NZTN—=T DA N=PFELIRWIGETH, TOITNV—T DO LFXx AL T
TA YT HEDFXY NT—T7 87 A MIEELRITNERL2NZENHVET, 20 XD
WRITN—TDWNTFXXYANDNT T4 T HBFOET A MIEETDHITIE, A¥T v 70
ALZIGMP NV —7 2R E LET, ZDHEDYA . Firewall Threat Defense 7 /34 A[3/X
oy FEDLDEZIERT, BEETEEITLET, 20D, AL v F o T REHRICE S
NEJT, BEA LV F—T7 A AFIGMP X v v > a NIZFELETHR, 2O H—T A A
I~V FHXY AN TN—=TDA L NR—=TEHY FHA,

[Devices > Device Management] % %4 L. Firewall Threat Defense 7 /XA A Z Rt L £3,
[IL—F 4 >4 (Routing) 1>[TILFFv X bIL—TFT 4 >4 (Multicast Routing) ]>[IGMP]
IR L ET,

[(AZT v 7 7 N—7 (Static Group) ] T, [EAN (Add) ] £72iX [fRE (Edit) 127 U > 72
LET,

AVE—T oA AKX L TN T XX AN T N—THRAET 4 728D Y THHEEIT, [IGMP
ABT 47 TI—T IR A=K DB (AddIGMP Statchroupparameters) 1ZATa Ry
I AERBHLET, BIEOALT 4 v 7 JA—TF O8N B TEEFTHEE1E, [IGMP A ¥
T AT TN—T RT A= DiFEE (Edit IGMP Static Group parameters) | XA 7 2 7R v 7
AzEMEHLET,

G¥)

TILFFEYR .
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TAFEYRE |
B ovesmyL—Jome

IGMP ) 7 V—T %325 &, PIMIZEFELERIEZT 7T 7 —38RA4 > b (RP) mFic&im
FREZEETXET, 727, 20a~wr ROT77A T U+—UE, a~wr RREHAINSA
VHE—T 2 A X LEOPIMAAFE/NL—% (DR) THDIENBEMLETT,

ATV T4 ROA T a v ERELET,
(A H—T7 AR (Interface) | KRy THX TR INL, vAFFXY AN L—T%

EENCE Y THA v —T 2 A AZBIRLET, BFO= M AREL TS L&
X, EIZEFECTE A,

s [T F ¥ A NI —7 (Multicast Groups) | KR v 7X T U A NNL, f ¥ —T =
AL ABE) S CTHYALTF ¥ A NS A—THRIRT B, Add(T) %27 U 7 LTH LW
YNNF XY AT N—THERR L ET, FMEIZ-OWTIE, Creating Network Objects % 2
LTLEENY,

ATYTE [OK]Z27 Vw7 LT, AT 4w TA—TREEREFELET,

IGMP &M J IL— T NDHFE

AB—=T 2 AA RSNV TF XY AR T N—TF DAL N—L LTRETEET, vLFF¥ X b
T N—TIZMAT 5 K 51T Firewall Threat Defense 7 /3 AZHETH L. Ty T A MY —A
N—RIEDITN—=TDNVNF X AN V=T 47 T—TIVIEREHERFF LT, ZDTNL—
TET VT ATICT R ARELET,

N

GE)  IGMP A&7 1 w7 JA—T7O%E (11 =) 2R LT, HEDINV—TD<NLTFFx
ANy NERFEDA VB —T = A ANTHRET DD B 55612, Firewall Threat Defense
TNAANEDOINT  NeZ DI N—TD—HE LTZITMTH I ERN2nE 2T 5 Hik%E
R L TL 72 &0,

FIE

AT w71 [Devices> Device Management] % 341 L, Firewall Threat Defense 7 /31 A &tk L £ 7,

RATw T2 v—7 17 (Routing) [>[¥/LFFx A ~L—7F 17 (Multicast Routing) ]>[IGMP] % i%
WLES, > >

AT9F3 BN A—7 (Join Group) ] T, [BM (Add) ] E£7/-1F [WE (Edit) 1227V v7 LET,
Firewall Threat Defense 7 /3 A A&~ /LFF ¥ A K T —T DA L N—|ZRET HE541E, [IGMP
ST N—"7" /37 2 =% DiEN (Add IGMP Join Group parameters) | %A 7 2 778 v 7 A %Al
HLET, BEFEONRT A—22ERT 58551, [IGMP I V—7 /3T 2 —2 Offat (Edit
IGMP Join Group parameters) | %A 7 0 7Ry 7 ZA%fEH L E 7,

B <175 vxtb |
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| wLF7Frzt
pmigsenzz |

GE)

IGMPZ M7 N—T 2T 25 &, PIMIZEELERIZT T 7 =84 b (RP) [ANFIZE&M
FREZEETEXET, 27FL, 20avwr KOT77A T U+—UE, a~vr FREHEINASA
VHE—=T 2 A LEDOPIMIAENL—% (DR) THD I &ENEHTT,

ATV T8 RO T a v wzZELET,
s[> HF—T7 x4 A (Interface) | KRy T X T VR RINL, wAVFXFXY A NI L—TD
AUN=CT DA E =T oA AZEBRLET, BEFO= U MY ZffEL TWD & ST,
HIZEFETEETA,

«[BIZ—7 (JoinGroup) | Ky FX T YA RNL, A F—T x4 A%F VYT
BT XX A RNTN—TERINT D), [FT7A Plus) |27V w27 LT, HiLn=
FF¥ v A NN —TEMERLET, FIEIZOWTIE, Creating Network Objects Z 28 L T
CTEEN,

Ay N —
PIM #48ED R E
IW—HIIPIMEZHFEH LT, S VFXXY AN EAT T LEZEETAHEOIEDbN HHR1ET —

TN EHMERF L $£9, Secure Firewall Threat Defense device C~¥/VF F ¥ A b b—TF 4 ' T A%)
2958, PIMBLIOIGMP 84 _TCDA v 4 —7 oA ATHBICHIZZ2 D £,

N

GE)  PIMIE, PAT TII¥AR—FENEHA, PIM 71 k2L {IAR— FZ2ERET, PAT ITAR— |k
PHEATH T b a il L CORIELET,

T, EEOPIMBREEIT O FIEICHOW TP LET,
Flg

ATFw 71 PIM 70 haloiE (14 2—)

ATV T2 PIM KA NR— T 4 LEZDORE (1535—2)

AT 973 PIMBFAIFRA =T 4 VHDFHFE (16 3—)
ATy T8 PIMT7 T 7 — KAV FOEE (173—=Y) ,
ATYFT5 PIMA— K VU —DOFE (183—) ,
ATFYT6 PIMYUZ AL 74 LEDOFEE (19 2—=Y) ,
AT Tl =V TFHx A NERT A VFOBRE (22 3—) |

TILFFEYR
I


management-center-device-config-77_chapter34.pdf#nameddest=unique_833

B rvoororoms

ILFErAL |

PIM 70 FaJLDEETE

FIE

&
ATy T2

ATvT3

ATy T4

PIM L, $¥EDA v F—T =2 A A THENELIIIWINCTH LN TEET,

RFENL—% (DR) OTITA XV T 4 #HETHZ EHTEET, DRI, PIM g A v —
V. PIMIIAA v =Y BIOXT V== T Ayt —UDRP ~OXREZHYB LET, 15
DXy NT—7 BT A NMIBEERONVTF X ¥ A NV —2RH 51X, DR 744V T«
ICESWT DR BEIRINE T, HEDOT AL ADDR T4 4V T 4 DELWEA . & AT
DIPT RLAZE ST A ANDRIZARY £, 5 7 4/ kT, Firewall Threat Defense 7
AADDR T4 AT 41X 1 TT,

N—52 7Y AyE—F, PIMDROEHRICHEH SLET, PIMDRIZ, A—% 7V A
—VEEELET, T7ANDETE, A= 7Y Aye—UIF30 BERBTERFINE
T, 51T, 60FZ LT, Firewall Threat Defense 7731 AL PIMIMA A v =B IO 1—
=T A=V EREELET,

[Devices > Device Management] % 134K L. Firewall Threat Defense 7 /XA A &t L £3,

[IL—F 4 >4 (Routing) 1>[YILFFv R FIL—TF 4 >4 (Multicast Routing) ]>[PIM] %
BIRLE T,

[Protocol] C. [Add] £7=iX[Edit] =27 Vv 7 LET,

A B =T 2 A RTH LW PIM /3T A —F ZBINT 55451L, [PIM /37 A —Z D11 (Add
PIM parameters) | XA 7 0V Ry 7 A& LET, BAEONRT A= 2 TT 58551,
[PIM /3T X — % Offitk (Edit PIM parameters) | ¥4 727Ky 7 A &AL ET,

WROF T arEBBRELET,

e[ ¥ —T7 AR (Interface) |: Ky 7 X UXRMpbH, PIM 72 ha /L asEd
HAHE—T o AERIRLET,

« [PIM Z G202 % (Enable PIM) ]: PIM 2 AT DIZIE, ZDOF = IRy 7 A%F
“iZLEJ,

*[DR 77 4 A4V 7 ¢ (DRPriority) ]: &R LA H¥—7 x4 ADDRDE, 7 %> K
EoON—42D56, DRT7IAFV T 4 BREROBREVEOBRIBENL—FITRD ET, H)
PAEOFEPHIL 0 ~ 4294967294 TF, T 74/ FDODR T ITA AV T 411 T, ZDOfE
Z 0ICRE LT1-8E1%. % D Firewall Threat Defense 7 /XA A A L Z—T = A ANFEE/NL—
AT/ EEdH 0 A,

s [Hello fIf@ (HelloInterval) ]: A > % —7 = A A5 PIMhello A v &— VR EE S5
ke (BHEAD) , HEE T H2HPHIZ 1 ~ 3600 T, 77 4/L ML 30 TT,

s [T N—=" 7 (Join Prune Interval) |: A > ¥ —7 = A A5 PIM OHIIAT KN
BARXA NBRIOTN—=0 T T RARNZ A XX MPEE SN HRERIFE (BHAD)
fEEC& HHPHIZ 10 ~ 600 T, 7 74/ ML 60 TT,

B <175 vxtb
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PIM A /N\— T 4 LR DHRFE .

AFvFE [OK]ZZ7 VU7 LT, PIM 71 b aLi%EE2RELET,

PIM A /\— T 4 LA DKRTE

FIE

ATy T
ATy T2

ATvT3

ATvT4

PIM A A NR—IZTEXANL—FDEHFRNAHETT, PIMRA N—ZTEDHN—FET 4 )VHZY
TIHE, WOREEITH Z LR TEET,

A SN TWVRWIL—H R PIM R A N— 72 520K 92T 5,

AT ENTZAZ T —F R PIMICEBIMTERNE DT 5,

[Devices> Device Management] % 34K L. Firewall Threat Defense 7 /31 A & L £,
[IL—FT 4 >4 (Routing) 1>[YILFF+vR IL—F 4 >4 (Multicast Routing) ]>[PIM] %
IR L F9,

[RA /X—7 4 L% (Neighbor Filter) |1 C. B (Add) ] E72i% [ (Bdit) 1227V v L
£,

AU H =T 2 A AZH LW PIM R A = 7 4 LV H ZBINT 2858 1%, [PIM %A /X— 7 (L4
®3BAN (Add PIM Neighbor Filter) | A 7 a /Ry 7 A& HHLET, BFEO/RT A —2 25
B 2581, [PIM XA N— 7 4 )L 2 Offtk (Edit PIM Neighbor Filter) |1 %A 7 1 778 > 7
AEERLET,

WKDOF T g EHRELET,

s [ —T7 x4 A (Interface) | KRy T X T U R R0G, PIM XA /N—7 ¢ )LX %iHE
M3 A4 82—7xA ZA%ERLET,

o [BEHET 72 AU A b (Standard AccessList) ]: [fE#E7 7+ AU A | (Standard Access List) ]

Ra w720 U 2 R bEETE ACL 23T 572>, Add (7)) %227 U w7 LCHF LU s
ACLZMERR LET, FIEIZOWTIE, EAHEACLT 7V =7 hOFREEZSR LTI IZEN,

GE)

(=T 7 A U A~ x> hY DB (Add Standard Access List Entry) | #4712 77K »
JATIFF (Allow) [2&EIRTHE, VLT FXFXY AR TN—T T RN A XA MNIZ
DAVHE =T 2 A AZBBETEDH LIV ET, [FrvZ Block) | ZIRT S &

BELEYAVT XY AN TN —T T RNANFA XA NIZDOA HZ—T = A A%EIWT
XL RVET, A F—T A ATHFLTIAF Ry A MNERERET DL, XA —
TANE = FY THASNTORWRY T _XTOVALFF Y AN T 7 4 v 75,

AUHE—T oA AQBEBEES SNET,

ATYFTE [OK] %27 U > 7 LT, PIM*AN— 7 4 VEEEERT LET,

TILFFEYR .
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ILFErAL |

B rvusarsn— s ns0mE

PIM AR RA/N\— T 4 ILRADERTE

FIg
ATy T

ATy T2
ATvT3

ATvT4

PIM MBS H] %A 73— 7 4 LA (X, Designated Forwarder (DF) IBEICBIMTE 51 A 3— TN
A A&EFHET D ACL T, PIM BIFAIFA N— T A NEPNA, B —T = ATHESNL T
R AUE, HIBRIEH D A, PIM B RIARA N— 7 4 VPR ESNTHDEAIE. ACL
THAENDRAN=ZIFNDF EIR S0 2B MTE £7,

MG PIM TiX, ~VvFF ¥ A M V—F TREFTDHAT— MEREZHOT I LR TEET,
DF Z#IRT 72018, B AL NHNOTRTOS/LFF¥ A~ b—F BNRIFHETHIZR -
TWAKENH D 5,

PIM SRR A 73— 7 4 M EBEDGE. £D ACLIZK > TH SN D —&1E, WA
WIE LTS ERBRENET, LEN-T, ROZENYTIXEY £1°,

s TR EINTRA NR=DBWF M- REHR—F L TWRWEES, DF @ RUIEGE S EY
/\/0

B INTZRA N=DPRIFE— FEHAR— L TW5H5E, DEERIIERINEEA,

G SNTERA NG AE— RE2 AR — F L TWRWES, DF BIRNETIND AT
REMER DY £,

[Devices > Device Management] % 134K L, Firewall Threat Defense 7 /XA A Z#tE L £3,
[T F v A )L—T ¢ 7 (Multicast Routing) ]>[PIM] Z &R L £ 7,

[BUJ5 18] %A 7N—"7 (L4 (Bidirectional Neighbor Filter) |1 C. [1EM (Add) ] F721% [fWE
(Bdit) 127V v 7 LET,

PIM X 5[] %A 73— 7 4 )L X ACL ® ACL = kU BT 2 E1%. [PIM BT R A 23—
7 4 VX DBEN (Add PIM Bidirectional Neighbor Filter) 1% A 71 7R v 7 A &AL £4, BE
FDO/RT A =B B ET L1, [PIMBGFRA S— 7 4 V% Offte  (Bdit PIM Bidirectional
Neighbor Filter) | %A 70 7Ry 7 Z%&MHLET,

WDOF T arwHELET,

c[f 2 —T7 x4 A (Interface) | ey 7 X7 U RMb, PIMBFRERA /N— 7 ()b
ADACLTY N ERETHA U H—T oA AZFERLET,

o [FEHET 722 Y A | (Standard AccessList) | : [#E#ET 7 A U A k (Standard Access List) ]
Ry 7H o) 2 MinBIERE ACL 38R 27y, Add (%27 U v 7 LCH LU ERE
ACLZEK LET, FIRIZHOWTIE, FEACLA 7 V=7 FOREZSRLTIZENY,

GE)
E#eT 72X UA K~ = U DB (Add Standard Access List Entry) | 4 A 72 77K v

7 AT [FFA (Allow) | ZBIRT D&, HEL72T A A DRIER T B ERIZSINTE
F9, [7r v 2 (Block) [ZEIRT DL, $5E LT /A ZIEDREIR T v X IHHNT
<Y ET,
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| wLF7Frzt

PMS>7I— 1o oz ]

AT9 75 [OK] %7 U > 7 LT, PIMMFEHARAN— T 4 VAR EERTLET,

PMS>TIT—RSA Y MDETE

FIRr

ATy I
ATy T2

ATvT3

ATvT4

Firewall Threat Defense 7 /51 A 2D 7L —FDORP & U THET A L O IR ETHZ LN
TEET, ACLIZRESN TS Z NV —THPHIZL 5T, PIMRP D7 /V—7 = v BV R
TV FT, ACLBEESIN TV RWEAIT, v/ FF v A N Z—T7 2RO (224.0.0.0/4)
(27 —7"0 RP 35 S E 4, BI7ME PIM OFEMIC-OUWTlE, Multicast Bidirectional PIM
4 _=2) L TLIESN,

RP (Z1%, ROFRIFEIEH S vET,
«[MICURP T RL AL, 2 EEHTEERA,
« BED RP K LT, [T THZ—7 (All Groups) | 24T TCE 8 A,

[Devices > Device Management] % %4 L. Firewall Threat Defense 7 /XA A &Rt L £3,
L—T 4 >4 (Routing) 1>[YILFFvX ML—T 4« >4 (Multicast Routing) | >[PIM] %
BIRL FT,

[Z7 77— A >k (RendezvousPoints) ] C, BN (Add) | E7I1X[fwE (Edit) 1227V v
7 LET,

[7 > 77—~k (RendezvousPoints) 17— 7 /WZH L\ U ZERT 25A1%. [7
VT T — KA P DB (AddRendezvous Point) ¥ A 7 u Ry 7 AEEHLET, BEFED
NI AR EERTLHEAE. [T T 7 — KR4 bO#E (Edit Rendezvous Point) ] %A 7
ny Ry 7 AEHEHLET,

WROFT v a v wHRELET,
s [Z>T T —RA 2 FDIPT KL A (Rendezvous Point IP address) | K v 7 # > U & |k
M. RPELTEMTSIPT FLAZRIRT 570, Add(T) %227 U v 27 LTHLWVF v

NO—F TV FERERLET, FIEICOWTIX, Xy NT—27 37V =7 FOIERR
EBRBLTL &N,

« [ AEREDOMH  (Use bi-directional forwarding) | F = v 7Ry 7 Az 41245 L, i
ESNTWDHV AT Fy A T A—T 13 GMET— RCTEELET, BHFRE— FTIL,
Firewall Threat Defense 7 /31 AN /L FF ¥ A X7y N[ Lic b &2, BHEER S
NTeA 3= PIM A N—=BIFHE LW S, HMETRICT—=0 7 Ayt =T
EENET,

FRELIEZERPEA VA —T 24 A LEOTRTOVLF H ¥ A M T L—T 126 L THATS
PAE, [TRTOVALTFF ¥ A NI NA—F 12k LT ZORPEMT 5 (Usethis RP for All
Multicast Groups) 1 %7 U v 27 LE7T,

TILFFEYR .
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ILFErAL |
B rv—rvy—one

[RICHET D EICTRTOYALTF v A N NA—TIZh L TZORPEMIHT S (Use
this RP for all Multicast Groups as specified below) %27 U v 27 LT, 8D RP & & (M
HT 29V FXx AN NA—TERELET, RICHEEHET 7 AU A (Standard Access
List) ] ey 7Z oo ) 2 Minb i3 ACL 238N %7, Add(T) %2 YU v 2 LT, #
LUVMEHEACL Z2ER L4, FIRIZHOW T, FHEACLA 7 V=7 FOREEZZRLT
<&,

AT TE [OK]Z27 Vw7 LT, 0T 7 — KA bREZREFELET,

PIM/)L—k V) —DEETE

F 74NV R T, PIMY —7 =2 %, T LWEEITH BRYIO/ 7 v SRS LIZERIC,
RS AY Y —IZIMALET, ZOFETE, BENEMHINETES, £FY Y —I2hITH
KDOAFYNBRENZRDET, TXTOYATFXY AN TNV —TFELIFFFEDO LT F¥ A b
7 KL RIZ%F LT, Firewall Threat Defense 7 /34 A Z i/ XA Y U —|ZIMA S E L0, AHY
V—%2HT 202 ETEET,

[Multicast Groups] 77— 7 /L CHRE SN TW W N —F (T E AN A Y V=Ml S EJ,
[Multicast Groups] 7 — 7 /WZix, AV Y —2HT 5L FF ¥ A N IV —TNRRINE
T, TN UE, EDND TOIECREEINET, HIFHO~ILTF v A N FL—
THREENDHT Y MY EER L, ZOHBEDOHMNSFFED 7 N—T"% BRI T HITIE, Z DS
T 5 7N — AT DG — L BT — T VO NRHEICEE L, T OFEHANO~LFF ¥ A~ S
=T BRI B FF RV — L % deny LD FICELE L £9,

)

GE)  Z OEEIX Shortest Path Switchover (SPT) & MEFES, [HFH > U — (Shared Tree) ] 4~
varEEIERATI L EBEO LET,

FIE

AT w71 [Devices> Device Management] % 334K L, Firewall Threat Defense 7 /XA A ZfwfE L 97,

AT9 T2 [b—FT 4247 (Routing) ]>[IILFFvRXMIL—T 4 >4 (Multicast Routing) ]>[PIM] %
HWINLFE T,

RTwF3 b—FrYU— (Route Tree) | T, /L— KV U —D/R2AERIRNLFT,

« TRTOVLFF ¥ A NI V=TI ASAY Y —Z AT D8550%, [/ SA (Shortest
Path) | %7V > Z7 LET,

e T RTCOYNT Xy AN N—FZHEGY U —2HEHT 25E61%, [3EH> VU — (Shared
Tree) 127 Vv 27 LET,
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| wLF7Frzt
PIMUS IR T4ILEDHRE .

o [RIZRT 7 V—F DAY J — (Shared tree for below mentioned group) 1% 27 U v 7 LT,
[T F ¥ A ~Z/L—7" (Multicast Groups) |7 —7 /L CRHRESNTE I NV—TZIEE L F
4, WIC[HERET 7 AU A b (Standard Access List) | K v FZ o 2 ko b fE%E
ACL ZI#IRT %57, Add ()% 27 U v 7 LT, # LVEEYE ACL 2Bk L £, FlEIC>
WTIE, BEHEACL A7 V=2 FOREEXSRL TS,

ATy T4 [OK] %7 Vw7 LT, —hF VI —REXZHRHELET,

PMUD IR T4ILEDETE

Firewall Threat Defense 7 /34 AN RP & L TEIEL T\ 5 & XL, FFED~/LTF v A MkfF
TLEBETERWVWEIITHIRT A2 ZENTEEST, ZOLOICT DL, KiFAIDE(EILH RP
B GR XD D% [E#ETE £9°, Firewall Threat Defense 7 /31 A PIM Bk A v —T 25T
AL~ NLTF X ¥ X NFELEERTEET,

FIRr

AT w71 [Devices> Device Management] %34 L. Firewall Threat Defense 7 /X1 A ZFfRE L £9°,

ATwT2 [Ib—FT 427 (Routing) |>[IILFF+vRXMIL—TFT 4 >% (Multicast Routing) ] >[PIM] %
TN FET,

AT T3 [V AT 4% (RequestFilter) ] C. RP & L CEIfEJ 5 Firewall Threat Defense 7 /X4 A
B TE LN T XY A MEE LR ERLET,

s [PIM &Gk A v&— D7 4 V5 . (Filter PIM register messages using:) ] Ku v 7 #
Y URARNPG[Z2L (None) 1. [727EA UAL (AccessList) . £/2iT[(v—F w7
(Route Map) ] Z iR L £,

s Ry XY YRARNL [T 7EAY AR (AccessList) | #ER L7=%E 1%, #5938 ACL

BRI 5, Add(TT) &7 Y v 7 LTH LWEEACL 2 1ER L £3, FIEIC>W T,
JEBRACL A7 V=7 FOBREESRLTLIIZIN,

GE)

WEIRT 722U A h=> b U OB (Add Extended Access ListEntry) | %4 7 227K v 7
AT, Ray7Z U ARG [FFA] (Allow) | Z2#IR LT, fEE LIz~ TF Fv A b
~Z 7 4 v 7 O¥E LT-%{E It % Firewall Threat Defense 7 /3 A A BT 5 Z & a4
HN—VEAERRLET, £, [Fue vy 2 (Block) | #EBIRL T, FHELIE~LTF X
ANNT T4 w7 OE LTEHETLNT A ATRERIND ZEEV— NV Z/ERR L E
R

«[b—hr~ v 7 (RouteMap) ] ZERN L7551, [b— F~ 7 (RouteMap) ] K v~/

B YA MNP — kv TERIRT 55, Add(T) %27V v 7 LTHLWL— b~
FEERLET, FIEICOWTIX, Xy NU—2 7V =7 FOFEREZRBLTLEE
Uy,

TILFFEYR
I
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TAFFErRL |
. Secure Firewall Threat Defense /34 ADT— r XA S v T IL—RHKE

ATy T4 [OK] 227 V7 LT, VIVZTAN 74 NIRELRTLET,

—

Secure Firewall ThreatDefense T/ AN T— rRXR rS5w T IL—4

Firewall Threat Defense 5 /XA A% BSR{EMi & L CRRIETE £9,

JL ==

B3

FIE

AT w71 [Devices> Device Management] % 3%4R L, Firewall Threat Defense 7 /N1 A ZfwfE L 97,

RATv T2 =T« >4 (Routing) |>[YILFXx+ Rk IJL—T 4« >4 (Multicast Routing) ]>[PIM] %
HEIRLET,

ATFY T3 [7—FA T v 7 N—4% (BootstrapRouter) | T, [ZDFTD% 7 — kA kT v 7 )b—H et &
L CEXE (Configure this FTD as a Candidate Bootstrap Router (C-BSR)) | F = v 7 KR v 7 A& %
YIZLT, C-BSROFEEE LET,
a) [fv¥—7=ARA (Interface) ] K v 7 X7 U A KL, BSRT RUABIRET S

Firewall Threat Defense 7 /XA ADA X —7 = A ZAZRIN LT, BEMIZLET,

DA E—T A AT PIM EZFEH L THEMET HDLERH Y 7,

b) [/Nv i = A7 FE (Hashmasklength) 17 1 —/V FiZ, /Ny ¥ = BB IEFOHE S5 I
TN—T7T RL AL LD~ AR (RK3R2EY M) ZANLET, ~Nyvasn
NEILTHLTXTOIL—71F, FURPICHIGLET, =& 21E. A7 EN24 D
B IN—T T RUVADRPIO24Ey MEZFREHESNET, 2k, BHo s n—
TIZHONWT 1 DORP ZlfG T Ed, FRETEHHMAIZ0~32 T,

c) [HSEEE (Priority) 17 4 —/V NIZ, BSRIGFHOEILEALANILET, TIFA4F VT 43K
TR BSRMEISESNET, TIA4 AV T AENRFELSGAIE. IPT FLARLI Y L TH
H—HZ PR BSR &7 1) 9, FBETE HHPHIZ0~255 TY, 774/ MEIXO0 T,

RTvT4 (A7vay) [ZOFTDER—F—7—h AT v 7 —% L& LCi#E (Configure this FTD

as a Border Bootstrap Router (BSR)) ]2 2>, Add ()% 2 U 2 LT, PIMBSR % v
T UEREZE LRV, =T oA A IR E T,

[ F—=T=A X (nterface) | K2y 77X 72U ZX b, PIMBSR A vt —U%aik%
BLRNA L Z—T = A& RIRLET,

RP F£721ZBSR T RARAZ A XA ME, 74NV Z ) 7 ENTWDERMIE TSI 2
DD RPIEHREHL N A A T,

*BSREAZMET DITIE, [R—F—BSRZ AT 5 (EnableBorderBSR) | F = v 77K v
7 Ak F AT LET,

ATYTS [OK] 227Uy 7 LT, 7—bANT v T —FREELRGFELET,

B <175 vxtb
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rFxrz b L—toiE [

TILFXY A+ IL—FDETE

ABT 47 NTFHXRY AN N— R ERETDHE, SVFXFXY AN T T 47 hka=Fy
AN NTZ T4 DBOHECEET, XX, BEXTEBEOMO AT LT F v A
N—T 4 VT WY R—FENTORWEEIT, TOMRREKE LT, 22900 LFFr A kT
AZADWIZGRE P RNVEREL, vV TF XY AL X7y 220 b xXURRHATEELE
7

PIM % {# 9 %354 . Firewall Threat Defense 7 /3 AL, 2 =F ¥ A b X7 v M &2 F[ETTITIK
ETHEEZLRLA L H—T oA ATy bEZETHEEZHMELTCNET, v LT F
AN N—TF 4T HEYHR—F L TWRUVIL— FERALRRTAGER ST, 2=F v X Kk X
7y RTLILODORAZFEHL, v VFFXFx AR Ty RTHIO 1 OO AEFEHTL 6 dH
nET,

ABT 4y INFFy A — MIAT RAZA XL HEMb SNEEA,
FIE

AT w71 [Devices> Device Management] % 7&K L. Firewall Threat Defense 7 /XA A ZfRHE L 97,

RAT9 T2 [Ib—FT4>% (Routing) ]>[TILFF+v X bIL—T 4% (Multicast Routing) 1> [T ILF
F+ R bJL— bk (Multicast Routes) ] >[iE#0 (Add) ] Ff=(& [#w&E (Edit) ] Z@RL £,
Firewall Threat Defense 7 /31 AIZH LWV /L F ¥ v 2 b b— F&2BEINT 2581, [vAVTF ¥
Ak b— FEREDIEN (Add Multicast Route Configuration) ] %A 710 7R v 7 A&l L £
T BEFO~NLTF X ¥ X M b— FNEEHETLHHEEIEL, [YATF v A bb— MREOHE (Bdit
Multicast Route Configuration) | # A 702 7R v 7 A&HEH L F7,

RATY T3 [BEEILFy VU —7 (Source Network) | KR v F X TRy 7 Anh, BFEORY T —7
ERIRT 270, Add(H %27V v/ LTH LR Y bU—27 %38 L%, FIEICOWTIE,
Creating Network Objects 2 L T 7231,
RTYT8 V= XTI EIAN L H—T oA AEHRETHITIE, [ ¥ —7=A A (Interface) ] &
7Y w7 LT, UFOA T a v aRELET,
s EfEIEA > Z—7 =4 A (Source Interface) | K> 77X U R G, w/LFFx A
M V= bDFEA o H—T = AEEIRLE T,
s [BIEA ¥ —7 A A7 A (Outputinterface/Dense) | K2 v 7' X7 U A RnD, JL—
NHRE SN DI A o H —T = AERIRLE T,

o [#5ff (Distance) ] 7 4 —/L RiZ, vV TFFx Ak b— bOiE A LET, FEETE
ZEIPHIZ 0 ~ 255 T,

RTY TS N— FEEETSHLEIRPF 7 FLAEZRIETHICIE, [7 FL A (Address) 1227 U v 27 LT,
LT 7Ty a 2R ELET,

TILFFEYR
I
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ILFErAL |

B <75z rmR87 1 508E

ATvT6

«[RPF 7 R L A (RPF Address) | 7 4 —/V RiZ, ¥/VFX¥ A K L—KrDIPT FLAZA
JILET,

« [FERE (Distance) 17 4 —/L RIZ, ¥/ FFx A b b— FOKREEAZ 0~255 TANLET,

[OK]Z27 Vw7 LT, ~VFFX¥ AN L—HOREEHREFELET,

TILFXY A FERITAILADERTE

FIE

&
ATy T2

T RLVAZa—v 73 RUIPT FLAZFEORP NEEND FAAL VIMHEILT — 4 %
RHEEZZLDRNE 1T, RAASUVERT7 4NV 2 ERZLET, Aa—E 7%, K&
RAALVHAOY T2y MERSL, RAAS LV EAS VX —Fy FORBOBERTEITEINET,

AV BE—=T 2 A ATYNLFFY AN TN—T T RLAOEBAa—TER T 4 VX EFET
X £9, IANA TiE, 239.0.0.0 ~239.255.255.255 D~ /LF X% A2 k= 7 F L AN EFA o —
TTRLVARAELTHEESNTVWET, ZOHHAOT NLRT, SEIERMEMTEHIND F
AAVNTHEFERHENET, 207 FLRAZZa— L TiEk, a—hLT—ETHD &R
REANET,

WA T 5T R AOFMAIL, U ACL TERLET, RV AV BHREEND &, ~
NFFRY AN T—=F Xy MIBRZBZ THAY TERLI RV ET, BRI A NLVEZEZED
HZET, ALNAMFEXXY AN ITN—T TRV AZSEIEREHNAS VN THEHATEE
7,

BPA a—TERTOAuto-RPHEHB L MWD A v —VORE, B, 7412 ) T %
192 ENTEET, BERDO ACL THE S 72 Auto-RP 47 R 5 D Auto-RP 7' /b— 7%
PHIEAANTZAIPR SV E T, Auto-RP 7 /L — 7 HiHEFIX, Auto-RP 7 /L —THiPHOTXTOT N
VABRER ACLIZ L > THAESNAHEITROBER 7 4 V2 @i T £, Sy
T RULADRHHHEEIT. IV —T RN T 452 ) 7 &, Auto-RP A v — D 08fEk
SILDHNZ Auto-RP A v —U b HIBRENET,

[Devices > Device Management] % 134K L. Firewall Threat Defense 7 /XA A ZHwtE L £3,
[JL—F 1 2% (Routing) 1>[YILFFvR kJIL—F 1% (Multicast Routing) 1> [T ILF
Fy A MERT 4 J/LE (Multicast Boundary Filter) ] 23R L. B (Add) | F7-0% [FE
(Bdit) 127V v 7 LET,

[T FH v A MERT 0 % DEM (Add Multicast Boundary Filter) | XA 72 7Ry 7 A%
BEHLT, SILWILFXY X MERT AV EZ LT A AZEIMLET, BEHFONRTA—F %
EHET DI, [T Xy A MER T 4 L% OfFE  (EditMulticast Boundary Filter) |4 4 7 &
TRy 7 AEMERHLET,
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ATvT3

ATvT4

ATy TH

ATvT6

TILFEXRMERT A LI DRE .

BHAa—T v VFXYx AT RLADY LTIy A MEREZRETEET, vLFFr R
FERIZEYD, vV FXFXY A T—X 7y b 7a—0fRE, FAC~vLFFx AL S
N—TT RV AZBEHOEBE R AL CTHAATE D201 ET, 41 F—7 =1 AZxf
LTwATFFY XA MERRNEZSNTWAERE, 74V % ACLICX VRSN~ L F Xy
AN FTT 4T TETN, T EZ—T oA AEEBLET,

[ % —7=AZ (Interface) | Rry FX 7 X b, vLFFy X MEHRT L4
ACL ZRET DA v 4 —7 = A A%ERLET,

[f=#e7 7+ AU Ak (Standard Access List) | K v 7’X 7 U X kb, AT 5% ACL
BT 50, Add (&2 U 27 LTH LWV ACL 2B L £, FIEIC ST, 12
WEACLA T V=7 POREZZMLTIIZEW,

BERACLIZE > THESINTZ Y —AD50 Auto-RP A v&—T% 7 0 V235120, HERIC
X o THA SN2 Auto-RP /37~ k235 D Auto-RP 7 /L — 7 #iFHE@A OHIER (Remove any
Auto-RP group range announcement from the Auto-RP packets that are denied by the boundary) ] 5 = >
IRy I AEF N LET, ZOF =y IRy I A% AL TORWES, §XTO Auto-RP
A= UMl L ET,

[OK] %7 U7 LT, SATHF¥AMNERT A NZOREEZRGT LET,

TILFFEYR .
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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