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Configure Agent ®

Name *

| stanaalone |

Description

Role ©
() primary () Secondary (@) Standalone

Learn more about the agent role.

Domain Controller *

bogus.example.com X ® v | -+

Agent will monitor this domain controller.

Important:
This agent will be created and assigned to the selected domain controller. Install
it on the demain controller {or on its member machine) to start the tracking.

ATFw T2 [2—TV =2 bOHERK (Configure Agent) 1 A 7 uZ Ry 7 AT, {RTE (Save) |27V v 7
LET,

RATYT3 X=YOL LT, [RTFE (Save) 1227V v 7 LET,
ROBKIH 278 L TOET,

You have unsaved changes Save

Configure Identity Sources

Select the service type and start configuring the identity source. Deploy the changes after you're finished

Service Type:
O None (O Identity Services Engine (® Passive Identity Agent

l @ Your changes will be effective after you save Passive Identity Agent as the Identity Source.

[ Q_ Search by agent name or domain controller name Create Agent

Domain Controllers Monitoring Agents Hostname @ Connection Status < @

> bogus

> forest.example.com

GE)
passive identity agent |, Z—V—ZA{ERK LTV 7 NI =2T2A LA M—NTDHETT /T 47
2720 FH A,

\
H

I\
-

. FATUOTATA V=R NI VITTFATUOTFAT4 I—2



| 7AFo7474 V=2 RS TFATFUTF4T4 I—S b
TSA < FEtEtH S passive identityagent 74 T T 4 T4 V—REERT S .

RDBERY

« passive identity agent {Z%} L C Secure Firewall Management Center = — % —%{Epk 3% (18
~=Y) wZRLTIIZEN

« [passive identity agent f > A h—/LIZDOWT (22%—Y) | 2R LTLIZEW0,

TS54< ) EfFtEh S ) passiveidentityagent 74 T T 4 T4V —REERT S

WD X AT X, passive identity agent 7 A 7 > 7 4 T 4 VYV —A&EAEKTDH (11 X—) MHO
fEE T,

1R BRI

[passive identity agent 714 5 > 7 4 7 4 Y —AZ{EK T2 (11 =) | THAIHL TS
ZA7HSET LET,

FIE

ATY T [2—=V = FOBRE (Configure Agent) | XA T 17 Ry 7 A, WOEHREAILET,

IEH s EA

[B—JL (Role) ] KONWTINET V7 LET,

« 754 <) : Secure Firewall Management Center & (if{5
EHYTLT— b,

cthAF) : 774~V 8 Secure Firewall Management
Center & DA K T2 HIC T T A~ VIR0 £,

2 — /L OFERIIZ DUV T, passive identity agent 17—/ L {22\
T (I8==Y) ML TIEE,

TS54<) If’)l) PR | (TFT7A4~) 2=V FDHR) , 77 A~V passiveidentity
A RBNP7 KL R agent A A M— /LI TV B — —D5EREM KA A >
HEITZIPT RLAZ AT LET,

passive identity agent /X—3" =3 > 1.0 [X, IPv4 7 KL A L5824
B RAA LA DHBEFR—FLTWET, A=V 3 11
%, IPv4, IPv6, BILOBREM FA A A& AR— KL T
WET,

FATUT4T4 V=R : 89T 74707474 1=zt |



FATUTATA V=R X9V TFAFoT474 2=V b |

. TS54<)FEIZtEH S passive identityagent 7 A T T 4 T4 V—REEHKT S

IHH

A A

tHoF)I—C Y DK
R R&NPT FLZR

(BH o ZV == hDR) , &I F U passiveidentity
agent 81 A h— /L EN TV DH P — —DE2ERiR A M4
FIXIP T FLREATLET,

passive identity agent /N\—3 = > 1.0 (%, IPvd 7 F L R L 5%E4
B NAA 4 DHEYR—FLTWEST, N—=Y=a 1.1
IX, IPv4, TPv6, BLOGERER FA A 4 &P AR—hLT
WET,

T34 YyI—> bk

(BWH) 2= bDRH) , VAP, TTA<Y
passive identity agent D4 R{Z 7 U v 7 LET,

KA o ra—35
(Domain Controller)

(FI94<) 2=V bDOH) , VARNL, TAT YV
T4 T EH L 2 — I 3% passive identity agent
EROBERAL L A =T OMZHLT =y 7Ry 7 A
A AT LET,

’OKNZ, 7I9A4~Y) ==V FOflETRLET,

Configure Agent

| Name*

@

| Primary

Description

Learn more about the agent role.

Primary Agent Hostname/IP Address *

(®) primary () Secondary () Standalone

| 192.0.2110

Enter an HA host name where you would want to host the agent.

|  Domain Controller *

| forest.example.com X

f;t:\v|—'.—

Agent will moniter this domain controller.

Important:

This agent will be created and assigned to the selected domain controller. Install
it on the domain controller (or on its member machine) to start the tracking.

KORNTEI o Z) ==V FOFlZRLTWET,

B 77 F4T4 VR X9V T FATFUT4TF4 I—Vx b




TSA <V FtEtH S passive identityagent 7 A T T 4 T4 V—REERT S .

Configure Agent @

Name *

| Secondary |

Description

) Primary (@) Secondary () Standalone

Leam more about the agent role.

Secondary Agent Hostname/IP Address *

[ 1920211 |

Enter an HA host name wheare you would want to host the agent.

Primary Agent *

[anary v ]

Select a primary agent for your secondary agent.
Important:

This agent will be associated with the selected primary agent. Install it on the
domain controller (or te a member machine) to make it a high availability peer.

cancel m

ATY T2 [2—Y =2 O (Configure Agent) | ¥ A7l Ry 7 AT, [#R#F (Save) 127V v 7
LET,

ATYT3 X=UOLEMT, [RE (Save) 127 ) v 7 LET,
WROKFHI 2R L TWET,

Configure Identity Sources
Select the service type and start configuring the identity source. Deploy the changes after you're finished.
Service Type:

(O None (O Identity Services Engine (® Passive Identity Agent
e

| @ Your changes will be effective after you save Passive Identity Agent as the Identity Source.

earch by agent name or domain controller name reate Agent
Search b domait Il Create Agent

Domain Controllers Monitoring Agents Hostname @ Connection Status ~

> bogus

v forest.example.com

Primary (primary) 192.0.2110 B-a—@-a-E]
[oEstexenpe con Secondary (secondary) 192.021M Aok

GE)

FATIOTATA V=R N ITFATUOT4T4 I—Dz0 b .



FATUTAT4 V=R Ry TFAFvF4T74 =Sz b |
. passive identity agent O —)L[CDLNT

passive identity agent |X, Z—V—Z{ERK L CY 7 NI =2T 2A LA N—NTDHETT VT 47
12720 £H A,

RDERY
« passive identity agent {Z%} L C Secure Firewall Management Center = — % —%{Epk 32 (18
=) EZRLTIEEN

« [passive identity agent f > A b —/LIZDOWNT (223—2) | ZBRBLTLIEE,

passive identity agent O —)L[ZDULVT
passive identity agent (21X, RO —/L13H D £,

s AX U RT Ry LENRT O—ETIX 72V passive identity agent, AX K7 R T —T =
v M, BHO® Active Directory (AD) $r—/3—L KA S ar ha—FOFT XUV 7
R =T BA A P= SR TVLHRIC, TNONba—F—L TN —TEFH WD
ENTEET,

7 IA4=V : (ULEXTDOT I~V —T =z ) Microsoft AD KA A a2 ha—
T TAVZ PIY = FMEREDORYy NI =2 T4 T MIA VA =L T&EE
ﬁqo
Secure Firewall Management Center & O3 X COWBEX NI L F I, 7272 L, BENEIEL
FHARITEI AV o=V 2 ML T ENE T,

cv LK) s UEXTOEIZY (NI T v ) =—Y = ) Microsoft AD K A
fraryiu—=7 T4L7 b)Y —="— FLIHMEEORY NT—=2 7 T4 T MIA
VAR—IVTEET,

TIA V=V NOEFEWEEE=XT 7L, T4~V xx—T x> M) Secure
Firewall Management Center & O#{E 215 1L L7255 100| S MEE £,

FIURAL D= THIEEDAD KA v —F%F=F—TCExE7,

passive identity agent [ZXf L T Secure Firewall Management Center L. —

F—E RT3

Z DX A7 Tl passive identity agent & 1815 3 2 72 8 D455 72 HEBR Z 7D Secure Firewall
Management Center = — % —Z/ER 3 2 FIEIZOW T LES, Zoa—¥F—iF, thoHx =z
7 aFATT HDHAERBHIR S CTWET, =—H —[E, passive identity agent & DIFE DA L —7
INZ7R 5 TWD Z L OB ENTHET,

B 7 7oT4T74 V=R RV TFPATUT4T4 IV b



| 747274574 V=2 Ry T FAFUF4T4 T2t
passive identity agent [Z%f L T Secure Firewall Management Center L—— % {ER 3 % .

A\

(F)  passiveidentity agent = — ¥ —(Z|% Passivel dentity User & — /LD A& L £9°, R, passive
identity agent (Zxf L C Administrator = —/LZ i/ L2\ T< 72 &y, Administrator 13,
passive identity agent 7% Secure Firewall Management Center & iB{5 3 572, EHice /47 &
NET,

48 HHEIIZ

[passive identity agent 71 7 > 7 4 7 4 Y —AZ{E+T 25 (11 2—2) | THPAIL TS
ZA7HSET LET,

A\

(GE)  Passive Identity Agent = — % — CHAMFEFEAEA T2 Z & iIx T EH A,

FIE

ATw 1 EHE L LT Secure Firewall Management Center (217 71 > L £ 7,

AT w72 System (@) >Users>Users %27 U v 7 LET,

ATY T3 [2—FDIERL (Create User) 157 VU v 7 L%,

AT 74 Cisco Secure Firewall Management Center 7 KX = A h L—3 3 > H A ROWHEEL—H —DB/1
FIATRE OB E > T —HF —%ERR L 7,

RATFYTE [Ny T FATUT 4T 14DLI—H— (Passiveldentity User) | B—/L 2R L 7,
WD IIHZ 7R L TWET,

FATYT4T4 V=R : LT 74707474 =Sz |}


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/760/management-center-admin-76/system-users.html#task_j5n_1cr_qcb
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/760/management-center-admin-76/system-users.html#task_j5n_1cr_qcb

FATUTATA V=R

~o

User Configuration
User Name
Real Name

Email Address
Authentication

Password

. passive identity agent [Z%f L T Secure Firewall Management Center L —F— % {ER$ %

| Passiveldentity |

Use External Authentication Method

Confirm Password

IMaximum Mumber of Failed Logins | 0 |
Minimum Password Length | 2 |

Days Until Password Expiration | 0 | 0=U
Days Before Password Expiration Warning | o |

Force Password Reset on Login
Options Check Password Strength

Exempt from Browser Session Timeout

User Role Configuration

: Administrator

External Database User (Read Only)
Security Analyst

Security Analyst (Read Only)
Security Approver

Intrusion Admin

Default User Roles .
| Access Admin
Network Admin
Maintenance User

Discovery Admin

Threat Intelligence Director {TID) User
Passive |dentity User

GE)
T—Vxy FEYNCHERE L 72 < 72 572, passive identity agent = — " —|Z X Passive | dentity
User ISA DB — /L Z8HR L7 T2 S0y,

ATvT6 [{RIF (Save) 127 U v LET,

RDZARY

passive identity agent f > A b —/L{ZDOWT (22 8—Y)

B 7727474 V=R K9V TFAFUT4T4 IV b



| 747274574 V=2 Ry T FAFUF4T4 T2t
passive identityagent O F S T a—F 4 V5 .

passive identityagent D k> TS a—T a4 T

ZO My 7 T, WindowsAD KAA 2 ba—FFF7 4 L7 b U H—3— LEO passive
identity agent Y 7 NV =T D N T TN a—TF 4 VT HFIEZOWTHALET,

(AT ay) o LRLEEZEELET,

7 7 4V k TlL, passive identity agent |X INFO L ~LCr J(IZEEIALET, £7 3 Tr
T VLV EBEET 52, 7% A =T 1 Z T C:\Program Files\Program Files (x86)\Cisco\Cisco
Passive | dentity Agent\CiscoPassivel dentityAgentService.execonfig B, 7 7 A VERIFL
C. Cisco Passive Identity Agent — & 2 Z H i@ L £,

AFX T HY—ERDRANIEELLGNTLEEL

C:\Program Files\Program Files (x86)\Cisco\Cisco Passive | dentity

Agent\CiscoPassivel dentityAgentService.exe.config DA BNEIZAE T LN TL & W, BHE L5
. passive identity agent (7 7 7 7 A VDA AAEIL L ET, .execonfig 7 7 A LV OILIE T &
HIBRE 2 ITEE L 2N TLEE N,

ST a—TFT40T T74ILDERK

NFGTNY a—=T 4 T T ANEET zip ZEMKT HITITL

1. Microsoft Active Directory KA A > 2 ha—ZiZua /A LET,
2. Y7 b U =7 passive identity agent & #2#E) L £ 7,

3. U4 RUDEEBO[NTF TNy a—T 427 (Troubleshooting) 1R ¥ > %27V 7 L
\ij—o

ROBKIH 2R L TOET,

& Passive ldentity Agent i X

Secure Firewall Management Center |

Enter the fully qualfied domain name or |P address of the Secure Ma

Center this agent communicates with,

Configuration
Primary FMC FQDN i St |
/ IP Address:
Port 443
| T Passive User
Password: —
Agert Name: Passive/gent
Agert Domain Controllers forest.example.com

Edit...
[ ok |

FATUT4T4 V=R : 89T 74707474 1=zt |



FATUTAT4 V=R Ry TFAFvF4T74 =Sz b |

. passive identity agent f > X b—)LIZDLNT

B A v B —UNFRINET,

NZTNva—T g ralifx, VATLD[X 7 a— K (Download) | 7 4 /LA IZERAF S
NnEJ, 77 A N41T TroubleshootLogs T E Y 97,

AT 774V EFHTRTS S

Passive identity agent 7 77 7 A /UL, =—V =V FDA A R—/LT 4 L7 NI ThHD
C:\Program Files\Program Files (x86)\Cisco\Cisco Passive | dentity AgentiZ 7 L —> 7% X FE
XTHRIFSNET,

INEDT A NEFRRTHICIE, ATEESITNOTIFA T 4 X 2FHLET, v
T AL, VA AR IOMB IZET HEn—T—varyInEd,

Microsoft Active Directory 1 N> hE 21 —7 %#FHT 3

Secure Firewall Management Center (27— — & v 3 g V3 FI/R SHRWEGA 1T, Microsoft Active
Directory H—/3—D A X2k B 2 —7T TR D Kerberos B A X hEFHRB Z LR TEET,

* 4770

* 4768
BEAEAR Y O — DRI 72 TEHIZ OV TIL, learn.microsoft.com @ Audit Policy Recommendations
EHBL TSN,

Windows 7 /V—7 R > — 47T =7 FOREDFHEMIZ DOV TIE, learn.microsoft.com D Group
Policy Objects ZZ M L T 7231,

passive identity agent 1 > X F—JLIZDUVT

LLFD k¥ > 7 TliX, passive identity agentz o > A h— /L 5 7= DI FHERE & ¥ A7
WZOWTHALET,

)

GE)

passive identity agentD g Hi/N— g VEMHATH 2 L AHERE LT, EHRER ANV a vk
flERR T 5 1TIE, software.cisco.com (27 27 & A LE£§, passive identity agentx 7 > 77 L— R
%1Zi%,  Tpassiveidentityagent ¥ 7 N =T &7 v L—RKT5 (328—V) | ESRL
TLEEW

passive identity agent %1 > X b— /L3 B - DRHREH

passive identity agent Y 7 F U =7 & A LA M=)V HENCIRDZ A7 e F XTHET SELHME
N ET,

B 7 7oT4T74 V=R RV TFPATUT4T4 IV b


https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-10/security/threat-protection/auditing/event-4770
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-10/security/threat-protection/auditing/event-4768
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/audit-policy-recommendations
https://learn.microsoft.com/en-us/previous-versions/windows/desktop/policy/group-policy-objects
https://learn.microsoft.com/en-us/previous-versions/windows/desktop/policy/group-policy-objects
https://software.cisco.com/download/home/286324333/type/286271057/release/Passive%20Identity%20Agt

| 747274574 V=2 Ry T FAFUF4T4 T2t
Passive identity agent > X 7 LE 4 .

Passive identity agent > X 7 LB

Passive identity agent > X 7 L E 4
passive identity agent DRITRGIFIZRD & Y TT,

* Windows Active Directory #—/3—{Z passive identity agent & 1 > A h —/L 3 551X, —
73— Windows Server 2008 LA %2 AT T H M ERH Y £,

o AL NZEHSILTUWSD Windows 7 7 A T 2 MIA VA =V 585E6. 7 74T~
i Windows 8 A2 AT L TV A MENRH Y F 9,

e F RTDOIVAT LDV AT A Oy 7 2RTAVLERHY F4, T _XTO AT ATH
UNTP H—N—%fHTHZ 2R HRELET, . AFEERLET,

* Secure Firewall Management Center,
FERNCOWTIE, TRRZIORS] 22 LTI 2SN,
« TXT D Windows Active Directory ' —_X—B LN KFKA A ar tr—7F,

» passive identity agent 2314 ' A h—/LEINTWNDH~< I,

» Secure Firewall Management Center Tl 7.6 LA 2 AT T AL ERH VY £,

« Secure Firewall Management Center (Z & > T B X 415 Secure Firewall Threat Defense (%, 7.1
UUBE 2 AT 2R H Y £7,

» Secure Firewall Threat Defense 7 /31 A C Snort 3 Z AN T HHLERH VY £97,

Windows 1 XY FE 2 —F7ZEHML T HILAROREIHAITE OV IZEREET S

WD H A7 TlE, Windows Group Policy Object (GPO) & = VU 7 ¢ &% E &% L T, Windows
ARV N 2—=TEF L, TFAXa AT O & R E 1 7258k 5 L%
L £, passive identity agent X, /X2 hE2—T b0 —H—tE v g U EHLEIDL T
B, ZOREIL, passive identity agent % 1E 7 (ZIEHE S B 5 72 DICHETT,

FEZ DWW TIL, learn.microsoft.com @ [T A7 AEEEARY o —OHEREE ] 223K L TL7E
é 1/\0

FIE

ATV Tl RALVEBELLC, 72747 T4 v 27 b —=N2us A4 LET,
AFyT2 EHEHELLTDOS 2~y KFur7 FaR&EET,

ATFvF3 gpmec.msc L AL T, ZV—TF R —FHIT ¢ XEEEHLET,
ATv7Ta4  MEIJSUT, HLWVGPO ZER L E T, T CIHEETHHAITmMEL T,

GPO DERLDFEMIZ DU TIE, learn.microsoft.com @ Create a Group Policy Object 72 & D U —
AEBBLTLIIEEN,

FATUT4T4 V=R : 89T 74707474 1=zt |


management-center-device-config-77_chapter21.pdf#nameddest=unique_387
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/audit-policy-recommendations
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/jj717274(v=ws.11)

FATUTATA V=R X9V TFAFoT474 2=V b |

B windows 1 x> FEL—FEEBIZLT FLRDRBERGTEOTISRET S

ATvTh

ATy T6
ATy T17

ATvT8

AFvT9
ATy 710

GPO T, [avEa1—42 MOt (Computer Configuration) ]>[A!) ~— (Policies) ]>[Windows
DELE (Windows Settings) | > [EF 2 1) 7« DFRE (Security Settings) | > [BEER >—D
SR (Advanced Audit Policy Configuration) ]>[ESZ& R ') & — (Audit Policies) ]% BEEH
Li‘g—o

[ZHOY bA®OS A (Account Logon) |22V v 27 LET,

FRD~A T, [KerberosBEEH—EXDMEZE (Audit Kerberos Authentication Service) ] %
EINT Vw7 LET,

RRENDIATRIT Ry 7 AT, VAT AP E R 0 ZITRRETE DL 912, $C
DF =y IRy 7 At AT LET,

ROBKIH 27~ L TOET,

File Action View Help
es | nE =z HE

Name Resolution Policy * || Subcategory Audit Events
|| Seripts (Startup/Shutdown)
= Deployed Printers

v G Security Settings

":j St F'(.Jllcwes = Audit Other Account Logo

7| Local Policies

g Eventlog "il Audt Kerberos Authentication Service

i Restricted Groups
4 System Services
& Regist:

; Fllt?'Sygem Corffigure the following audt events:

-: Wired Metwork (|EEE 802.3) Polic

Windows Firewall with Advance
Network List Manager Policies [ Faiure
,_,7..1!_' Wireless Network (IEEE 802.11) P
_| Public Key Policies
_ Software Restriction Policies
| Application Control Policies

{8, 1P Security Policies on Active Dit
v [] Advanced Audit Policy Configu

v % Audit Policies

_-j Account Logon

4| Audit Credential Validation
& Audit Kerberos Authentical
i) Audit Kerberos Service Tick Policy Explain

Audit Kerberos Authentication Service Properties X

Success

5 Account Management
=5 Detailed Tracking

5 DS Access

3 Logon/Logoff

5 Object Access

A Policy Change

=5 Privilege Use

=5 System

5 Global Object Access Au Cancel Apply

ali Policy-based QoS

Administrative Ternplates: Policy defini s
< > < >

B ICR RSN DRI > TERZRFEL E T,
(A7 ay) GPO Z1-EBIZEHT 521X, DOS=~v> K e 7k U Ry
gpupdate /force & AJJLE7,

RDEZRY

[Active Directory (AD) —H—% 7L —7IZEMNTDH 25X—) | 22RLTLEE
AN




| 747274574 V=2 Ry T FAFUF4T4 T2t
Active Directory (AD) 1—H—% 5 IL—TIZEBMT S .

Active Directory (AD) 1—H—% 45 )L—TIZBMT %

Z DOFJAEZEFIT LT, Active Directory (AD) 33 & U'passive identity agent % — B A 2 —H% —(Z
Active Directory (AD) Tk 5+ 072 ERZ (TG L £,

IEHFICHEEE S 5 1TIE, passive identity agent 2 R A A 28 L. Windows 1 X2 k1 7 %5t
HMOLERHY T, ZO My 7 TR EYRHERZ KIS 59 27K 0T L&
D

» passive identity agent " — "2 L —H—_
* Active Directory (AD) =—#— (2% ¥, Secure Firewall Management Center @ Active
Directory (AD) L/LVAND T4 LY b 1—H—Za—H—) |
Before you begin

2—H—% 7 —TIBEINT 5 H1E L Windows h—E A2 E L CEERN 2 —F—L LT
FATT 2 k&N LTV % Microsoft Server HELH CTHHMLENH D F97,

FIE

AT w T 1 passive identity agent NEITSNTNDH VAT AICEHE L LT /A LET,
RKONTHNIR T A TEET,
s KA hue—7,

» Active Directory H—/3,

AT w72 Server Manager % i2E) L £,
ATv7F3 [Y—JL (Tools) ]>[ActiveDirectory (AD) 1—H—& a2 Ea1—4— (ActiveDirectory
Usersand Computers) 127V v 7 LET,

AT T4 [ActiveDirectory (AD) =—¥—& 2 2 —4&— (Active Directory Users and Computers) ] T,
TALVZ M) a—PF—=PERSNTVDL 7+ LA Mz RIALET,

ROKIH 2R L TOET,

FATUT4T4 V=R : 89T 74707474 1=zt |



FATUTATA V=R Ry T FPATFvT474 =z b |
B Active Directory (AD) 2 —¥—£ 5 L—TFIEmT %
. Active Directory Users and Computers - [m] X
File Action View Help
o z1H8EcE HETaEYak
] Active Directory Users and Com|| Name Type Description
i [ Buittin builtinDomain
v & f?”“»”‘!mP'“"m [ Computers Container Default container for up...

Builtin
Computers
Domain Controllers
EngineeringWest
| ForeignSecurityPrincipalt
| Managed Service Accour
2] MarketingWest
Users
2| UsersWest

. _iIJ._ l ul

Demain Controllers

F3 Engineering\West
[ ForeignSecurityPrincipals
[ Managed Service Accounts
[5] MarketingWest

[ Users

5] UsersWest

E, Joe Rick

&, Ratliff McNubb

Organizational Unit
Organizational Unit
Container
Container
Organizational Unit
Container
Organizational Unit
User

User

Default container for do...

Default container for sec...
Default container for ma...

Default container for up...

ATy TS5 BB E/Z N —T2RAT L, T4 L2 P a—F—nR3RKRINET,

(New) 1>[21—H— (User) 1&BINT 2L, Flla—V—2{FRTEET)

j—o

[ZRTZHERE (Check Names) | #2 V v 7 L&,
ROBKIH 27~ L TOET,

Select Groups

Select this object type:

|Groups or Built4n security principals Object Types...
From this location:

Forest example.com Locations. ..
Enter the object names to select (sxamples):

Event Log Readers Check Names

Advanced... Cancel

ATV T8 LEROXATEHVIK LT, 2—HF—% RAAS va—WF—7L—TITBMLET,
ATV T [FV—T%EN (AddGroups) | XA T /Ry 7 AT, [OK]Z27 U v7 LET,

ATA V=R Ry VTFATUTAT4I—YzV b

([#R

ATvT6 T4V NV a—HY—%fF7) v L, [FIL—TIZEM (Addtoagroup) |27V v 7 L%

AT9 T [V N—T %2R (Select Groups) | %A 7 2/ R> 7 AT, Event Log Readers & AJJ L,




I FATFUOTATA V=R NS TFPATUoTF4T4 I -k
Passive Identity Agent / 7 k= 7 DA VX b—)L .

INT, T4 V7 b 2= TR A FF D, passive identity agent T — B AN E D —
=L LTETINET,

RDERY
[Passive Identity Agent ¥ 7 b 7 =7 DA A h—)L (27 X—) | 2L T EEW,

Passive Identity Agent ) 7 kO =z 7DA VX F—JL

Z DX AY TIX, passiveidentityagent Y 7 bV =T & A A b —)L T B HIEICHOWTEHA L E
T, VT NIpA A M=V DAL, Microsoft Active Directory (AD) KA A > = hbu—
FIA VA R—=NVTEET, TOMDA T 3 220 TiE, 25 L TL 72 &0 passive
identity agent ®EA (3 ~—)

\}

(GE)  passive identity agent DR HT/N—2 2 U EMHT L 2 L AL L £, BEHWRRRAA—Va v
T HITIE, software.cisco.com (27 27 A LE T, passive identity agentx 7 v 727 L— K9
%121, Tpassiveidentityagent ¥ 7 bV =T T v 7 7L —RT5 (32°—Y) | SR L

TSN
IR B I
WOFTRCTOXAT B52T LET,
s Windows 1 X s B2 —7 ZHMN LT o ARGERIT2 0 itk d 5 (23 X—
)

* Active Directory (AD) =—H#—% 7L —7 0BT 5 (25 —)

* Passive Identity Agent —E A2 74 ZEBMT 5 (30 =X—)

FIRE

AT w1  passive identity agent % software.cisco.com 5 Z 7 — KL E T,

ATw T2 passiveidentityagent & A A M= /LT oV ANEHE I N—T DA NR—LLTRT AL
S

ATw 73 CiscoPassivel dentityAgentinstaller-1.1.ms # % 7127 U v 7 L %7,

ATy T4 [k~ (Next) 1227 U vZ7 L%,

AT w75 passiveidentity agent DA > A h— VT A N H EFTIR L, [RN (Next) 1227V v 7 LET,
T 7 H NV DA A R—/L7 % L Z T Program Files\Program Files (x86)\Cisco\Cisco Passive
Identity Agent T,

ATFwT6 [k~ (Next) 127U vZ7 L%,

ATFw Tl [AA b=/ (Install) 1227V v 27 LET,

FATUT4T4 V=R : 89T 74707474 1=zt |


https://software.cisco.com/download/home/286324333/type/286271057/release/Passive%20Identity%20Agt
https://software.cisco.com/download/home/286324333/type/286271057/release/Passive%20Identity%20Agt

FATUTAT4 V=R Ry TFAFvF4T74 =Sz b |
. Passive Identity Agent ) 7 D = 7 DA VX b—)L

ATV T8 AUAP—ANRETLESL, [ET (Finish) 1227V v 7 L, RBUGLTTF =y IRy 7 A
% 7 |2 LT passive identity agent Z fLE) L £ 7,

AT 79 passive identity agent 23ELE) L7= 5, 47 L I AD Secure Firewall Management Center (42 &
TR Cx—V =2 hEFHL T DEAIEX[AF YT LI R (On-Prem) |7 %227 ) v 7
L. Cloud-Delivered Firewall Management Center C=— = b & L CWAHEAIX [V T2
K (Cloud) 1 %7 %7V vZ7 L%ET,

ATFwF10 [Cisco/Ny 7 =— = b (CiscoPassive Agent) | XA 717 Ry 7 A2, IROEHRE AT
L/iﬁ‘o

IHH B

FMCFQDN/IP7 KL R passive identity agent 7 A 7 7 1 7« Y — A ZAERL L 72 Secure
Firewall Management Center O 7 R L A% AJJ L £,

passive identity agent /X\—3 =3 > 1.0 [X, IPv4 7 KL A L 584
B RAA LA DBEFR—FLTWET, A=V a1
(3. IPv4, IPv6, BLOEREM FAA 4%V R—FLT
WET,

R— bk (Port) Secure Firewall Management Center V) > A 7IR— F & A ) L &
T (T 740 ME443)

Username passive identity agent (Zxf L T Secure Firewall Management Center
2—P—FERT 5 (18X—Y) TIEk LIz —H—D=2—
P—Haw ANTTLET,

INRT—FK 2—PF—DNRAT— REANLET,

I—oxr bk YA NEZY v 7 LT, LLANZ Secure Firewall Management
Center CERK L 72 passive identity agent O K XA > =22 h o —
7 &R,

WRDKIH %~ L TVWET,

B 7 7oT4T74 V=R RV TFPATUT4T4 IV b



ATy TN
2TFw 12
ATy 713

Secure Firewall Management Center

Enter the fully qualfied domain name or IP address of the Secure Management
Center this agent communicates with.

Integration

Primary FMC FQDN / IP address Port
(19202100 | : [443 ]

The FMC FQDN or IP address and port

Usemame Password
| IdentityAgent ‘ | LYY I |
The credentials for the connection (Primary or Secondary)
Y, {gent » v
Select Agent to DCs pair

Test
| have Secondary FMC

Save

vy Cisco Passive |dentity Agent 1,1,0-1 - X

Passive Identity Agent -/ 7 bz 7 DA VR b—)L .

[T—2xz b (Agent) | UREEZ Y w7 LET,
YA INS, F=4—FT2D KA arha—J304R1%27 Y v 7 LET,

[T AN (Test) 1227V w27 LET,
WORIIHZ R L TWET,

FATYTATA V=R RS TFPATFUT4T4 I—

\
H

v
-




FATUTATA V=R Ry T FPATFvT474 =z b |

. Passive Identity Agent H—E X (2O 54 > #BNT %

'y Cisco Passive Identity Agent 1.1.0-1 - x

Secure Firewall Management Center

Erter the fully qualfied domain name or IP address of the Secure Management
Center this agent communicates with

Integration
o

Primary FMC FQDN / IP address Port
1192.0.2.100| | 443

FMC FQDN or IP address and Post of the FMC
Usemame Password
| ldentityAgent (ssssssssas o
The credertials for the connection (Primary or Secondany

~,  Agent

— Standalone O

Q1 Search

Agent DCs (Domain Controllers)
Standalone forest example com
You need to select Agent-DCs pair to be able to save
configuration

ACEE BT Ol @ Primary FMC was tested successfully.

| have Secondary FMC

ATy 18 FAHERTRHL5E. [Eho5 1) FMCA®HY £3 (I have Secondary FMC) 1|27 U »
JLT, BEAHFVDIPT RLAETIFZEREMAA N EZDY vy A R— 2 AL E
—éAO

ATV T TARNBEILIZGAIL[RE (Save) |27V v 7 LET,

RDZRY
[Passive Identity Agent % —E X2 7 A ZBMT 25 30~—) | ZZRLTIEIN,

Passive Identity Agent — E X [ZO457F > %BMT 3

ROFNAZ FEIT LT, Active Directory (AD) =—H#—& L TIATTE D K 9 IT passive identity
agent P —EAEZHFMLET, (DF V. Secure Firewall Management Center (D Active Directory
(AD) L /L APN® Directory Username = —4—)

CDHATIIFH T g TER, v 7 A % Secure Firewall Management Center (215159 %
72 DI FE 2 e/ NR OMERR T passive identity agent h— B 22 FITTEX 5720 BEID LE T,

B 7727474 V=R K9V TFAFUT4T4 IV b



| 747v74574 v—2%:

FIE

ATy T

ATy T2
ATvT3

ATy T4
ATy Th

ATy T6
ATvT1

ATvT8
ATvT9

NYSTFATOTAT4 I—Cz b
Passive Identity Agent H—E X (2O 54 > #EBMNT % .

Before you begin

[Active Directory (AD) Z—W—% 7 /L —7IZBMT5 (25—2) | THHAINLTWS X
AT ESETLET,
a—H—% TN —TIBINT 5 JHEE Windows —E A &R E L CEE 2 —YF—L LT
EATT B IF1EZ N LTy D Microsoft Server HELE THAHANENH D £97,

passive identity agent N FEI TSN TNDH VAT AIEHE L L Tr A LET,
KOWFRNCT T A TEET,
s RAfvaryitr—7,

* Active Directory ¥ —/3,

Windows DORFE/3—(Z, Services & AJJLFET,

[F—E A& (Services) ]V 4> RUT, [YRANYVITFATUoT4T4I—Y 2 b (Cisco
Passive | dentity Agent) | %% 7 v7 U v 27 LET,

[7m 37 ¢ (Properties) | %27 Vv 27 LET,

[FR/87 1 (Properties) | ¥ AT 7Ry 7 AT, [vZAy (LogOn) | ¥ 7 %27V v7 L
e 8

[CDOF7HI> bk (Thisaccount) [ %7 U v 27 L7,

[B88 Browse) |#7 V v 7 LT, BEHOTB LT MW, T4 L7 B a2—HF—Z8K L
e

BEINEZ7 44—V RZa—F =D 2R T—REANLET,

LEAH (Apply) 1227V v 27 LET,

RDBERY

cTATUT 4T 4 R —DIEROFHBFICHE - T, flflT 52—V —B LMD A7 3
VERLTATUT AT A4 R —FFoTHRELET,

o T 7B AHIEHASOMDR Y 2 —DBEMF OFBIHE ST, TAT T 4T A4 NV—NET
I A aryba—RY =M TEST, ORIV —X, b T4 v ET 4L
2L, AT arTHRELET,

c REEFEORMOBRINAGES T, EHTETAT T 4T 4 R =T 78X ar b
Tl B Y L B IR T S AR L=,

« [Cisco Secure Firewall Management Center Administration Guidel @ [Using Workflows] @7
It > Ca—HF =777 4T 1 2E=4—LET,

FATUT4T4 V=R : 89T 74707474 1=zt |


management-center-device-config-77_chapter81.pdf#nameddest=unique_1685
management-center-device-config-77_chapter42.pdf#nameddest=unique_916
management-center-device-config-77_chapter6.pdf#nameddest=unique_135
http://www.cisco.com/go/firepower-config

FATUTAT4 V=R Ry TFAFvF4T74 =Sz b |
. passive identityagentV 7 b DT 7 ETF A VR =T B

passive identityagent V 7 F DT 7 ET A VA M—ILT B

ZDF A Y TiE, Microsoft AD H—/3—7>BHpassiveidentityagentY 7 N =7 %27 A A h—
VT B FHECOVTHHALET,

FIE

AT w71 passive identity agent’3f > A h— /L ENTNLv I ZEHELE L Te A LET,
RTv 72 [7ar T A0EMERIER (Add or Remove Programs) | Z 5% L £,

AT w73 [CiscorNy > T7IDT— = b (Cisco Passive Identity Agent) %727 UV v 7 LET,
AT T8 [ToA A=) (Uninstall) 1227V 7 LET,

ATFYTE TUA ANV EHERTIVNENH Y £,

passive identityagent Y 7 b 7 ET7 Vv T L— KT B

passive identity agent®F L\ \X—2 3 T v 7 L— KT 5121F, LRIOARA—Ta &7 v
ALAP=LLTOL, BILWWNR—Tg B, VA N—LTHLERHY ET,

ROERESRL TS0,
« passive identity agent ¥ 7 F U =T &HT A VA h—T 5 (32 X—)

* passive identity agent { > A h—/L{ZDWT (22 X—7)

passive identity agent D& =3 —

passive identity agent |X, 77 A~V A Z U & L THKR I TWDEAIZ, Secure Firewall
Management Center°Z DO = — = 2 b LBETE 5 E 9 &R LE T, Integration >
Other Integrations> Identity SourcesCA7 — ¥ A% KR TX £,
BA
2B R7 @O passive identity agent 1%, KDL HlcESNET,
® £
TIA~ V- FVXTIFIRO LI ICRINET,
i ®
®
ORI, AT r—2DEREZRLET,

B 7 7oT4T74 V=R RV TFPATUT4T4 IV b



| 7AFo7474 V=2 RS TFATFUTF4T4 I—S b

passive identity agent D E =42 — .

.s|.
<,
\
H

N}
-

=k

Secure Firewall Management Center

A H 2 R7 1 Passive Identity Agent

Active Directory KA A > 2 hr—7

FIAvY ==V b

© 56

v h X)) =Tk

ART—BRAVTr—2 ¢

passive identity agent (%, #* (Secure Firewall Management Center & DIE(ENT 7 7 4 7 E =1L A
ZRADELLTHLNERT) BIUOE (BEPKRIDNE I ERT) AL T, X

T—ARERLET,
ROEIT, BEBQOERERLET,

Iz k

NS

ES 3

Secure Firewall Management Center & Oi#{E %

HEF L=V = b,

g

TIA VIR EVREDH, Ny T T >
STz bELTHEEL WS-V
Yhe TITa4T7 (GER) ==V MHOD
WERENEELZSESG, ZOT—Y = b
IX Secure Firewall Management Center & 1815 L

\i—g_‘o

il

I‘_:‘)I :/ ]\ E{%&il’zﬁ?j‘o

%

T— = hi&, Secure Firewall Management
Center & IEF (ZHE L TV EH A, B L B
SNTex—V = b TATALVT, i
ENETTIHETEHL Y VDOEETT,

FATUT4T4 V=R : 89T 74707474 1=zt |



FATUTAT4 V=R Ry TFAFvF4T74 =Sz b |
. passive identity agent O & 18

+ISxH b Bk
i IEA I L Lie, RIREZ ARERT 2121,
_____ 8- KOFIEEETLET,

« =—x » k& Secure Firewall Management
Centerfi] D% v N U — 7 e & s L &
ba‘o

AT I (Microsoft AD H—/ 83— R 2
A rarbha—7 BT Secure Firewall
Management Center) DFEEZTE T LTV
DT LEMERBLETYS

SR DWW TCIE,  passive identity agent
TATYT 4T 4 Y —ADOVERFE 9
N=V) | 2BRL TSN,

passive identity agent () &I

WD k¥ 7 TlX, Secure Firewall Management Center CLARIIZF% iE L 7= passive identity agent %
MRt £ 72 ITHIBRT 2 FIEICOW TR L £,
EErEY Y

passive identity agentDfRfE (34 X—3)

A K K7 | passive identity agent DHIER (35 =—2)

7T A=V BLOED XY passive identity agent DHIER (35 ~X—2)

passive identity agent ¥ 7 h U =7 EH T A VA F—LT 5 (32 N—2)

passive identity agent® #R %

Z DX A TlL Secure Firewall Management Center CLARTIZFX E L 7= passive identity agent % iffi
£ D2 HEZHOWTHHALET,

FIE

AT w1 FHH L LT Secure Firewall Management Center (212 7 A > L £ 7,

AT 72 Integration > Other Integrations> Identity Sources %7 U v 7 L £,

ATV T3 [Ny T FPAToT4T4 T—2x b (Passiveldentity Agent) 127V v 27 LE7,
ATV Tl RESTHZ—V = FORBICH D EdiIt(P) 227 U v 7 LET,

ATV TS NELREEEMZET,

B 7 7oT4T74 V=R RV TFPATUT4T4 IV b



| 747v74574v—2

T NNYVITTFATUOTATA I—=V Uk

A4 > K70 passive identity agent O il & .

ATYvT6 [IR7F (Save) 127 U v 27 LET,

ABZ 2 Kk7A

FIR

AT T1
ATvT2
ATvT3
ATvT4
ATvT5
ATvT6

> passive identity agent O &Il fx

ZDHRAY T, AKX KT 8O passiveidentity agent & HIER3 2 FIEICOW TR L £,

BHLFE & L C Secure Firewall Management Center {7 7' > L £ 7,

Integration > Other Integrations> |dentity Sources =27 U v 7 L ¥ 7,
(N> T TFATUT4T4 T— b (Passiveldentity Agent) | 227 Y 7 LET,
HIfgd 2=—Y =2 bORIZH D Edit () 227 ) v 7 LET,

[HIBR% (Delete) 1% 27V v LET,

W DFERNRD HAILVET,

T54%)EEU+EH2A ) passive identity agent D HIIfx

FIR

ATy
ATvT2
ATv7T3
ATvT4
ATvTH
ATvT6
ATvT1

ZDHEATTIX, I T74~VEBIOED L H Y passiveidentity agent & HIFRT 5 H LI DUV TRk
HLET, 794~ ) ==V = FEHIBRT DHENC, BEH ¥ ) ==V =0 FEHIBRT 204
R E7,

BHLFE & LT Secure Firewall Management Center {27 7' > L £ 7,

Integration > Other Integrations> |dentity Sources 27 U v 7 L ¥ 7,

(v T FPAToT14T4 T—2x 2 b (Passiveldentity Agent) 1 %27 U > 7 LET,
HIfR T 28 o X)) 2=V FORIZH D BAit () &2 ) v LET,

[HIBR% (Delete) 1 %2V v LET,

W DFERNRD HALVET,

TIA4<Y) 2=V MEHIBRT A25EIE. T I RToEI XY =—V = FEHIBRL
TLTEEY,

FATYTFAT4 V=R : KXy T 74707474 1—Yz+ I}



FATUTATA V=R X9V TFAFoT474 2=V b |
. passive identityagent O k5 T2 —F 4 V4

- - - — AN ~ — a N
passive identityagent D F S J )L a—T 4 T
ZORE Y7 TiE, WindowsAD KAA >y ha—JF£71F7 4 L2 b U P—/3— LD passive
identity agent ¥ 7 h U =T D N T TNy a—T 4 VT HEICOWTIA L £,
(AT av) ag LRLEBRELET,

77 4 /b bk TlE, passive identity agent X INFO L~L Cr JIZEEIALET, £7 3 Th
T VUV EEET LI, 7 XA MTT 1 # T C:\Program Files\Program Files(x86)\Cisco\Cisco
Passive | dentity Agent\CiscoPassivel dentityAgentService.execonfig 2B, 7 7 A LV ERIFL
C. Cisco Passive Identity Agent Hh— &2 % Fiddh L £ 9,

AXUY Y—EXDBRNFEELANTLEZEL

C:\Program Files\Program Files (x86)\Cisco\Cisco Passive | dentity

Agent\CiscoPassivel dentityAgentService.exe.config D4 AlIFZEH LRWNWTL &0, BH LS
£, passive identity agent ($7 7 7 7 A VDR AEIL L E T, .execonfig 7 7 A /L OILIE T A&
HIBRE7ZIIEE LN TL S0,

S ITNDa—TFTa2T T74ILDER

NG TN a—T 4T T ANEEGT zip ZEMRT HITITL

1. Microsoft Active Directory KA A > a2 he—ZiZn /A4 LET,

2. Y7 KU =7 passive identity agent Z f2E) L £ 97,

3. U4 RUDEEWO [T TNy 2—F 47 (Troubleshooting) | AR %27V v L
£7

ROMIFHIZ 7R L TOET,

W' Passive ldentity Agent = x

Secure Firewall Management Center |

Enter the fully qualfied domain name or |P address of the Secure Ma

Center this agent communicates with.

Configuration
Primary FMC FQDN i St |
/|P Address:
Port 443
[} Passive Liser
Password: e
Agert Name: Fassive Agent
Agert Domain Controllers forest example.com

Edit..
ok |

B 7 7oT4T74 V=R RV TFPATUT4T4 IV b



| 747274574 V=2 Ry T FAFUF4T4 T2t
passive identity agent Dtz ¥ 1 1) 7 1 Bt .

R A vt —URFRINET,

NFTNYa—T g ralid, VATLD[Z 7 — K (Download) | 7 4 /WX ITHRTE S
NWEJ, 77 A N41T TroubleshootLogs ThAE Y £ 97,

AT 774V EFHTRTYS S

Passive identity agent 7 77 7 A /UL, =—V =V FDA A R—/LT 4 L7 NUThHD
C:\Program Files\Program Files (x86)\Cisco\Cisco Passive | dentity AgentiZ 7 L —> 7% X FME
XTHRIFSNET,

INEDT A NEFRRTHICIE, ATEELITNOTIFA T 4 X 2FHLET, v
T AL, A XN IOMB ICET S u—T—TarEnEd,

Microsoft Active Directory 1 N> FE 2 —7 %#FHT 3

Secure Firewall Management Center |~ —4 — & v 3 g V3 FI/R SHRWGA 1T, Microsoft Active
Directory %—/3—D A X2k B 2 —7T TR D Kerberos B A X hEZFHRB Z LR TEET,

* 4770

* 4768
BEAS R U o — D — R 72 TE HIZ DUV TIL, learn.microsoft.com @ Audit Policy Recommendations
EZRRLTLIEEN,

Windows 7 /L —7" R Y > — AT V=7 NOFKEDFEMIZ- OV TIE, learn.microsoft.com @ Group
Policy Objects #Z M L T 723V,

passive identity agent Dt ¥ 1 1) 7 1« B

VAT LERGET DI, RESNTZNER v U — 7 (T passive identity agent & A A b —/L
L TL7Z&EV, passive 1dent1ty agentiX, A RER Y —EALF— b DI BRERLODHE
FFOLOICHRESNTVET N, WENBFETEZ LWL ITHRERTILERH Y 7,

passive identity agent & Secure Firewall Management Center 23[F] U > b 7 —27 EIZFEL TS
Y&, Secure Firewall Management Center % passive identity agent & [f] UfRAE S AU 72 NI~ B
— BT 5 N TEET,

TTTAT v ADRBIGIEICERRL . VAT ARBEIERE S LS ET, T TH, R
P—t ZIEA (DDoS) RHMEK R EDFETT 774 T L A O@BENTW., 7w,
FRIEHEA SN VI IO KA HMLENH Y F4,

passive identity agent DAEF—23y b T I ERAEH

7 7 4/ h TIL, passive identity agent |, N— I 443/tcp (HTTPS) T HTTPS Z{iH L TA >
e SN 'f'j:EE T Firepower ' A7 L LIB{ET 5 X O 1T S VTV E T, passive identity agent

FATYTFAT4 V=R : KXy T 74707474 1—Yz+ I}


https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-10/security/threat-protection/auditing/event-4770
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-10/security/threat-protection/auditing/event-4768
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/audit-policy-recommendations
https://learn.microsoft.com/en-us/previous-versions/windows/desktop/policy/group-policy-objects
https://learn.microsoft.com/en-us/previous-versions/windows/desktop/policy/group-policy-objects

. passive identity agent O [&E

FATUTAT4 V=R Ry TFAFvF4T74 =Sz b |

DA UH =y MIEHET 7 BA LWL IZT 57D, ImXx v — A "—%2 T E

B

R OTEHIL, passive identity agent 230 A.i#{5 ., Secure Firewall Management Center & Dif{5, ¥
& OY Microsoft Active Directory & OIEFEIZHEHT 2 — M 2R LTV ET,

% 1: Passive ldentity Agent D 7R— &4

R—+b HH

443 Secure Firewall Management Center & i#{5 L £7°,

135 MSRPC 7' &2 k =2 /L% f# ] L C Microsoft Active Directory & {5 L £,
9095 UDP 7= b =L 2] L TR ALICIE S L £,

passive identity agent O &

% 2: passive identity agent 0) /& FE

HERE Minimum |Minimum | S%4f
Firewall Firewall
Management | Threat
Center Defense
Ny 7T IDxz—Yx |7.6 7.1 This feature is introduced.

vk

Passive identity agent version 1.1 is compatible with 7.6.0 and later and adds
the following:

* You can use either FQDN, IPv4, or IPv6 to connect from the Passive
Identity Agent to the Secure Firewall Management Center or Security
Cloud Control.

* Sends both IPv4 and IPv6 user sessions from Microsoft Active Directory
(AD) to the Firewall Management Center.

* You can zip troubleshooting logs.
* When you start the passive identity agent software, a list of prerequisites

is displayed.

The passive identity agent identity source sends session data from Microsoft
Active Directory (AD) to the Firewall Management Center. Passive identity
agent software is supported on:

* Microsoft AD server (Windows Server 2008 or later)
* Microsoft AD domain controller (Windows Server 2008 or later)

* Any client connected to the domain you want to monitor (Windows 8 or
later)

B 7 7oT4T74 V=R RV TFPATUT4T4 IV b
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	アイデンティティ ソース：パッシブ アイデンティティ エージェント
	passive identity agent アイデンティティソース
	passive identity agent の導入
	シンプルな passive identity agent の展開
	複数のドメイン コントローラの単一 passive identity agent によるモニタリング
	複数の passive identity agent による複数のドメイン コントローラのモニタリング
	Passive identity agent プライマリ/セカンダリ エージェントの展開

	passive identity agent アイデンティティ ソースの作成方法
	passive identity agent の設定
	dynamic attributes connector の有効化
	Microsoft Active Directory レルムの作成
	passive identity agent アイデンティティソースを作成する
	スタンドアロン passive identity agent アイデンティティ ソースを作成する
	プライマリまたはセカンダリ passive identity agent アイデンティティソースを作成する
	passive identity agent ロールについて

	passive identity agent に対して Secure Firewall Management Center ユーザーを作成する
	passive identity agent のトラブルシューティング
	passive identity agent インストールについて
	passive identity agent をインストールするための前提条件
	Passive identity agent システム要件
	Windows イベントビューアを有効にして ケルベロス認証試行をログに記録する
	Active Directory（AD）ユーザーをグループに追加する

	Passive Identity Agent ソフトウェアのインストール
	Passive Identity Agent サービスにログオンを追加する


	passive identity agent ソフトウェアをアンインストールする
	passive identity agent ソフトウェアをアップグレードする

	passive identity agent のモニター
	passive identity agent の管理
	passive identity agentの編集
	スタンドアロン passive identity agent の削除
	プライマリおよびセカンダリ passive identity agent の削除

	passive identity agent のトラブルシューティング
	passive identity agent のセキュリティ要件
	passive identity agent のインターネットアクセス要件
	passive identity agent の履歴


