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heoTrvarBIOA Ty g oI OWTR, 77 AL L—
VT vary 32—) EZRLTLIEEEN,

7 7 AN = V3 EE EONER TIE R = T 7Y a VDIEET
Ml EET, FEHICOWTIE, [77 A0 b— b 77 gy Gl
G (41 ~—2) | 2L TSN,

27A4ILIL—=IL T o3y

T AN =V EFHT AL, aXr s, Tay s, ERIEIYAT T AXy O5GRER
L7 7 AN FATEFMICHECEET, &7 7 A0 —MZE, V=V DOFRMEIZ—FKT D
T 74 IRV AT AL TEDI B INDEINEIRET H1ODT 7 v a
T oNET, IEREZRET LI, 774 VR =T 12U EDOL—AREER TNV DN
ERHVET, 12077 ANV K —RNIZ, Z7A4NVEAT, TV r—ary Jabha
o, BRE G H OB NG U CRRDT 7 v a v EFATT DRl x OL—VEFERTEET,

T7A4IWNIL—=ILTO a3y

«[7 7 A NHEH (Detect Files) | V—/VZ2fEHT 2L, 77 A VOIREETFA] LIRS, Fr
EDT 7 AN AT ORI ET — X _X— AT TE ET,

s Ty ANTav I —NVEHERATEE BEDT 7 ANEA T2 Tay ) TEET, 77
ANVERENR T B v 7 SN EEREZ YV By bTA 4T v a3y, By 7F v &h
727 7 A NEEBERNBRT NS, ARG T DS a v ERETEET,

[T =T 777 KLy T v 7 (Malware Cloud Lookup) [ /V—/LZ2Ef+25 &, % v
N —7 BT 7 7 A VOWEERS L TRtk L2 ) 2 TEDEEEF A TEET,

s[vvT =7 77 (BlockMalware) |/V—/VEHHTDHE, FFEDT 7 AN XA T D

SHA-256 /Ny ¥ affizitH L=, AMP 7 77 REZBRAELC, *v hU—7 Z@ikd 5
T AN T 2T REENLTHENE I DR L, BB EZT~"T 77 AV 2T 0y
TEET,

TJ7AILIL—ILTOoa3vDA T3y
BIRLZT 723 a0 T, SESERT T avdidb £1,

B Ay rT—OLY I THEE T T ALK S—



| Yy brT—b=LYz7H#EET7ALRY o—

srann—n7ovay |

T7A4NIWL—IL | FZ7AILDOTAY |IILITTDT | F7AILDBREN|IILDTT IS

T arv0AT | HNaREN By A A[EEA | ATEED ORIV TY

vav THRETRED

MSEXE fl ® No Iy A TATRE [ No IV - EATATRE

Spero 43 * 77 ANEEET 77 ANEEEFET

(Spero Analysis* TET TET

for MSEXE)

By o3 Hr* No F : RBZR 7 7 | No (AN NG ki

(Dynamic A NVOMWEDIAT A NVOMWEDIFAT

Analysis*) AIREY 7 A V&K AIREY 7 A L% ik
FexEd FexEd

REAE X O X O

(Capacity

Handling)

o—HL =L x O X O

VENEAYD

(Local Malware

Analysis)

ooy b [IXW (HEDD) Ty (HERE) x x

(Reset

Connection)

T ANVORLE 1R BT AT IR L |V T AT 0 B L

(Store files) NTCDT 7 AN | T 7 ANVOWEIZ | XTDT 7 A )VE& | 77 A VOWHEIZ

REFETEET —BITDHT7 AN | IRGETEET —HT LT AN

A A THRAFTE A A THRIFTE
E3CR E3n

THHEDOF T a v DOEERIC

Tay)

DONWTCIE, v~V =TEA 7T gy (77 A0 b—)L T 7
34 R—) BIOFOYV T Py 7 2BRLTLTEE N,

ryrkT=o2Lz7HEHETTALR) S — I




FYRI—TLYTHEE T FALRY — |
. RV ITHEA T ay (F7ANNL—LTIaY)

AR [7 7 A NVOH (DetectFiles) 1 £ [7 7 A /LD 7 17 (BlockFiles) ]/b—/L"C[7 7 A

NORTE (Store files) | B MLEITENL, FF [~V V=T VI RNV I T v

(Malware Cloud Lookup) ] £721% [¥/v V=7 7127 (Block Malware) ] 7 7 A /L Jb—/L
T va kgAY a > ([Spero 43#HT £ 721X MSEXE (Spero Analysis or MSEXE) ], [Ehi1Y
78T (Dynamic Analysis) |, E721E [2—A /v <D =7 5547 (Local Malware Analysis) ]) %
7L 7 7 ANORGEAS T3y ([T =T (Malware) ]. [AB (Unknown) ]. [IE%

(Clean) |, F72IX[H# A X A (Custom) ]) EFEET DRHDT 74 /L —)L &2 BINE 135K
BT 7 AN IN—VEHIERT D L REDEH Z R 5 ERIC Snort 7' 1 & A AL E) S 41,
—WRFHNC N T T A v I DA AR g Rl EnE T, ZOFHRIC N T T 0 v 78R
0y FENDD, TN LA AR g UMTORTIZZITES L NE, Fl Y Tonk
FTRRAANNT T v 7 BWET 5 HECECTRARY 9, FHMIC 2V ClE, Snort O
LD T 74y 7 OEEESRL TSN,

ROz T7HEA T ay (F7AILIL—ILTH3Y)

VAT AT, TFAMISINA T 2T NEENDINE I DEHWTH7-018, 77 A0 A A
R varEmiroOn SO FIERER I NET,

T7ANIN—IVTEH T a rEZHNCT LA TS a A UT, VAT LIRDY — )L L EF
T77ANVERELET,

1. Spero o#r (37 —Y) BIPAMP 77U KDLy 77 v 7 (372—)

2. a—Jn <y =758 (Local Malware Analysis) (37 ~~—3)

3. #19%#Hr (Dynamic Analysis) (38 ~X—7)

INLDY =LV OREIZONWTIE, AT =T HloF 7> a ol 34 ~—) 251
LTL7EEY,

FEYTDHHEEE. TOT7 7 AN EA SIHESNTTRTCOT ATy 7 d52 LT
EFET, FHEICTOWTL, V7 ANV EATICEBTRCOT A 0DTay s (4] _X—)
EZRLTLL7TEEN) |

(A 723 ) Secure Endpoint ZfEH L7~/ 7 = 7EHE (47 X—2) BLOY T Ry
M6 T A 2D Secure Endpoint B IZET 2 H S L T 7E S0,
~ N = TR OA T Y 3 Ok

WDORTIE, EFXATDOT7 7 ANVGHOREERE, BIXOEKE~LV T = TEHEITECL - T
7 7 A NVOMWENITE IND FIFEICHOWTIHA L ET,

B Ay rT—OLY I THEE T T ALK S—


management-center-device-config-77_chapter6.pdf#nameddest=unique_172
management-center-device-config-77_chapter6.pdf#nameddest=unique_172
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vy 7hEor 7y asons [

ik vl

A=

HPREIE

TILY T T DEE

Spero 74T

FATAREY 7 A VD
& 94T, Spero ¥
T 3T X &I DT
OIZAMP 7 79 K
WCEELET,

a—h)</y )
M E T IX BT
X0 HFEHIE DMK <
20 ET, FATAHE
77 ANVEHTT,

<V =T DRFENRY
T4 T OB\ DI, WE
M [RBH (Unknown) |75
[*/vD =7 (Malware) ]iZ
ERINET,

a—h)< )Ly
34T (Local Malware
Analysis)

B obT £ 0 TEE T
DY Y= AN
<, Frlzman
<V = T RN
RGEIIRE RS LD
RS VET,

BB &0 bR
DFEAIEMEL 72 Y
=7,

<V = T ORFENRY
T4 T OEGEIZDRH, HE
M [ARB3 (Unknown) 175
[*/vD =7 (Malware) ]iZ
ERINET,

ForAr*  (Dynamic
Analysis*)

A L7 AR

7 7 A VO RSy
HT Secure Malware
Analytics

BT 7 A NATT
Vo7 7579 RKET-
XA LI AT
FGAT VAT v
n—RSnET, 7
Hrose TIZidd LEF
EiFAVAVNUEESCE

EBAaTICE>TT7 74
VOB DEEVRRIE S
NE, HEIZZ 7 AR
U —ICHEINTNDE
AT L EUVEICEES)
TWAEERHY 7,

Spero AT & = —
L=V = T OHT

AMP 7 77 KDY
V—AEFEH LT
N =T EHEE L7
NH, a—hL<L
v =T ot & B Sy
WaERETDHED B
DI Y — A&
#LET,

)M, Spero 47
Hr &0 b EHMEE 2K
<720 F, FEITA
7 7 A /VEHT

T

<N =T DEFENR Y
T4 T DEENZDI, MHE
2 [RHA (Unknown) |75
[w/v 7 =7 (Malware) ]IZ
EEINET,

Spero 74T & BFY Sy
Hr

77 ANE IR
Spero ¥ 7 R T ¥ D
EEHFIZ AMP 7 7
v R OERERE 2
LET

a—h)< )Ly
T EERT 255
LV HREROIEFIC
FERIS 20 9

<V =T ORREMERH D
ELTHEADHEINLTND
77 ANDEE . BT
DFERIZ IS N TEE A =
TINERINET, 774
NV ARY = TRHRES AT
DA 2T LEVWEIZE
DUNT, 3 LT Spero 43 #T
TV = 7 INRFE S L
WA, MEED [RH
(Unknown) |75 [</V
v =7 (Malware) JIZAEH
SNET,

ryrkT=o2Lz7HEHETTALR) S — I




B <~ ozrmmotiavons

FYRI—TLYTHEE T FALRY — |

ik vl

A=

HPREIE

TILY T T DEE

a—h)<Lyy
ST & B AT

WHOEATDT 7
AN EERT 5
Z & TEEMZRRE R
HonEd

EL L —FDSHE
XU HHEET DY
V—ANEL IR F
j—

YT =T OFREEDN B D
L LTHEAIpEEATWD
77 ANDEE . BT
DFERIZFESNTEBA =
TREEINEST, =—7h
VRN T =TT
U= T IREE S IVIC YA
FET7 AN AR —T
HESNTWDIERA2T
L& VMEICHESNT, HE
23 [A~B] (Unknown) |75
[v/Vv 7 =7 (Malware) ]I
EEINET,

Spero 3, ©—7%
V=T = T T
B L OER T

ERUEES

3O0FTRTCOEAS
D7 7 A NoHT 5
1T 57-0HET 2
Uy —2nkb <
20 F9

AT =T ORRENER S D
L LTHEAIDEHSIATWDS
77 ANDEE, BRSO
DFEFIFE SN THBA =
TNEEIET, Sperosy
WrEzin—nLr <1 =
TN T~V T = T NEEE
INTHE, £ 7oA
JARY —TEREINTY
DEBBA T LEVMEICE
SWT, HED R
(Unknown) ] 76 [v/L
7 =7 (Malware) | IZAWH
SNET,

BEsn=774

W BEATDTTO
T ANVDEREET
o)

Malware Defense® 7
A B AT EDH Y
FHEA
(ZoF T a i
Hiftie~no =7
BifiA~"> = > Cik
HFEEA, )

EHZ7ANET
7y INET

GIATIFEIT SN ERE
)

o

N

GE)

FHIIL T 7 ANVOMEZIRET 26D TIEH Y A, 77 A ADBEIOITORETH S

NE I EHIWT HERD 1 DICTEER A,

B Ay rT—OLY I THEE T T ALK S—




| #ybo—9<L9z7HEET7ALRY S—
Spero 47 .

Spero 5387

Spero HT Clk, FATHRER T 7 A ND T 7 A MAEEDRHNE (X X T — 20~y X —1FHn L)
AN ET, ZOEMIZEDSNT Spero > 7 R TF ¥ B LTk, 7 7 A VDGO FAT A HE
R FANTHDIEE, T/ AFXZN%E AMP 7 77 RKNOD Spero & 22—V AT (v 7 =
VUTIEHELE T, Spero VIR F ¥ ITHEDSNWT, EDT 7 ANV ILT =T INE D D% Spero
TUVUMNRELET, £, T ANVEAMP Y T U RIZEETHZ L7 < . Spero T I
EETDHEIIICNN—NERETHILEHLTEET,

Spero WA 7 7 A WA FENTEET H T LITTE EEA,
AMP 7 79 KDV 7T v

IR~ VT = T A LMl O Xxt S & 722 D 7 7 A L DIE | Firewall Management Center
F~nNo=7 77T RNy 7T v T 2FELTL, LD SHA256 ™y ¥ 2Bl SN T T 7 A v
OMEEZ AMP 7 77 RIZIEZ LET,

NI =<V AEWETDHOIL, VAT AT RhbiESNAMEEx vy v ={b L.,
AMP 7 70 R T/ ) 2 F T3 H6R0DVIC, BEFDOT 7 A L DF ¥ v ¥ 2 FHOME 2 i H
LET, 2OF¥ v a2l onTiL, v v raFAEEoa2HME 37 —) 25
L TLEEN,

a—Jv <y =7 5387 (Local Malware Analysis)

0—Hh)L <)L = TN T, EERISRT /3 A AT Talos Intelligence Group 2> b #2 it S 415
A —V 2 LT, FATREEY 7 A /b, PDF, Office X#, BLOZEDOMDOZ A T D7 74
NTHRb— R ZA TDO N T =T OFEZ 0 — AN THRETDHZENTEET, n—AL
ST TIZAMP 7 77 RIZZ7 2 ) Z8TET, 77 AVBFETLARVED, n—=L <Ly =
THAWM TR E AT L U Y —2ARNEHHITEET,

VAT AEFO— AN TN =TI Ko TNy =T EHNT D L. TOBFDOT 7 A VOWE
% [RBH (Unknown) 175 [w/ 7 =7 (Malware) JIZEHLET, TDOLET, A7 A5
LW T 2T AX_X NEAERLET, VAT AMIYA T 2T EHBB Lo LThH,

77 ANVOWE % [P (Unknown) |26 [IEF (Clean) 1 ICHEHTHZ LIXLEHA, B—
TNV =T =T TR FAT LR, VAT AET 7 A VIER (SHA-256 v v afll, ZA A
ABT T ANOWERE) X% v v 2l ANVT, FEOHIRNIZZED 7 7 A4 VA2 FBE
B LG EICH OO 2T Thbv AU =T @il c&x 2 2ICLET, ZOF v v
VaDFMONWTIE, F¥ v V2 FAMEOFEIHIN Q7 =) ZZRLTIEIN,

°0— Vv = T AT TIL, Secure Malware Analytics 7 7 7 RN & D@ &ML 508 13 H
DERA, TIEL, TZ7ANEXATI v I HHIC T 0 RITEET S0, £, 7o
T—braa—ANINT =T i—rty MCF T ra— R 57201, 777 RED@dE
ERETLOMLENH Y 7,

% v FRMEE DA

AMP 7 Z 7 RO U MHiIRENTZ, BEAaTICEEMTONZEE, BXOtn—dr <
N =TI L > THIY Y ToNTMEITIE, e elii (TTL) e EshE4, HE
DEF SNV E E, TTLIE CHE SN D7z o TREF SN2 RIE. F v v ¥ 2 [HFWN
HEINET, HEBLIOBEETAEB A 27123k TTLEAE D B ToEnE 1,

ryrkT=o2Lz7HEHETTALR) S — I



FYRI—TLYTHEE T FALRY — |
. EIH T (Dynamic Analysis)

o 7 U —1 4 B
o RBH ;1 BRRRE
AV 1
IOX Y v alliTHI T T, Ty v a SNTMEERY A AT U Mo 7oZ & DR
SNIHE, VAT AER—IL VAT =TT =S4 X=RBLAMP 7 7 7 RICH LW
HEEZHRN =Y LET,
#4554 (Dynamic Analysis)

Secure Malware Analytics (LLR([O Threat Grid) . A2 D 7 7 A Vo, BLOEEA 7V
VAT Ty b7 A —LEfEH L TENOITH Y 7 AV BEINIZEHET D L1770
N —ERETEET,

TRA AL, THAANT 7 A NVERGET 2008 9 IR <, @72~ 7 A /L% Secure
Malware Analytics (F§E L72WT DDA T Y v 7 7530 RETIA T VIRT I I3A4T
) ICEfELET,

Secure Malware Analytics BE D H 5 7 7 A VN E I AW T 572DV FR v 7 RABREET
Ty ANEFITLTCT 7 ANVOEBEE ST L, 77 A MIS AT =T 3G £ 5 AlREE A R~
BMAAT IR LET, BEAAT NG, BRA2 7T ZF0 4 TRHEANE N BRI O
P~ — LR—E2FRTEET, F7/2. Secure Malware Analytics Tl FHERNEE L7 7
ANOFEMLAR— FEFRR LY, MR EE LR ST 7 7 A NVDT — 2 BIRE SN A Y
T TMB LR — NERR LD THIELTEET,

Cisco Secure Malware Analytics D FEAHIZ-DUNTIL,  https://www.cisco.com/c/en/us/products/security/
threat-grid/index. htmlZ Z M L T 7230,

BRSO 2 FTT 0 L OISV AT A ERET HI121E, Bt (19 X—2) O rE vy
EZRLTIZEN,

BT ORGSR LR D7 7 AV
BB T 7 A VO RIT, ROFMZ L > TRRY £,
s T AN KAT
s Ty AN HAX
e T AN IN—NDT 7 ar
BT, RONRE =Y £,
VAT AFIRBRELZ T 7 AN N T DT 7 A NDBERFELET,

s IHTHORERHC T 7 A ND~NVT =T 7T 0 RNy 7T v 7 OWERRY E 38
RN TWBRBERH Y £7,

« VAT NMIBTEMN R~ LT 2T L LT 7 7 ANVEEISETALENLY 3,

BT & 2 v N T AP

B Ay rT—OLY I THEE T T ALK S—


https://www.cisco.com/c/en/us/products/security/threat-grid/index.html
https://www.cisco.com/c/en/us/products/security/threat-grid/index.html

| #ybo—9<L9z7HEET7ALRY S—

svIFvantrranesranzii—y |

XY RUT A BEEHTD L, TR AN T REBETERWEE, FRIEEOKK
BITZELTEGEIZ, VAT LN TU N7 7 A )VvE—RFICEE TE RV E | BInyaroxt
G 7 7 ANE—RRTET DI ENTEET, VAT A, ERENRIET D &R
FLEE7 7 A VEERELET,

— DT NA RNIT AL ADN— R RFA TEFIFZYN T 2T AR =Ry 72T 7 A V%
BRETEET, v Ux2T ARL—U Xy 7 (403—V) LB LTI,

XY T F Y SNIET 7 ANET T AN AP L—Y

T7ANA N —UHBEREATHE, BIRLEZ7 740 (P T 740 v TRIEBENTE) %
Xy TF¥ LT, 77 ANDAL—%TFT AL ADN—FRIAL TN AT =T A FL—T 8y
7 (A VAP ENTWBEE) ICHEIMICRTFETE ET,

FARINT 7 A Nk X TF v LIS, B TFOBRER S Y £,
CHETHITBIDIT, FXTF ¥ LT 7 A VET S ADA— K RI A TIRAFT %,

c EBICFFTON LI T —HA T Lz T30, RELEZT77AVEa—hr oy
Pa—HI Xy a— 95,

*AMP 7 79U Ry 77 v 7 E3B DT ORGSR LR DX YT v 77 A V& FEITE

BEETANERELT, TS ABRT 7 A NVERFLIZRIT, UREAEZMRIELTH, 734 R
BHlERE TN ERFELTONE, ZOT7 7 A NVERBEX Yy 7Ty 352 81FH0 THA,

\}

GE)

T ANNBE Yy NI =7 ETHD TREENZBICIE, 77 A NVOBEERT 7 7 AL AR
FEARTEEST, 2L, Z7ANIA—ABIAL T T 757 R )Ly 7T v FHITo84
X, AT AN AMP 7 70 RIZZ =) #2170, HEMBRENIEDLE T, LVEFMEELE
T, TORBEIZLY, VAT AEFRY NT—I TZOT7 7 AR 2BBICHBRES, 77 AL

OHEFRERAZAFEICHB TEXA2E T, ZO7 7 ANV RETETEEA,

VAT ANT 7 ANEFX Y TF X T oPRETLINICHED ST BUFA AT,

o [Z3#87 (Analysis) 1>[7 7 A /v (Files) 1> [F¥ ¥ 7T v &7z~ 7 A/ (Captured Files) ]
MHEDF X TF v SNIZT 7 A VT D68 BRSO T 7 A VDMRFS T
DPFESNTZINE I D, T ANVDOWE, BEAaTE) AT LHZ L8,
Fv MU= ECRIB SN~ T =7 OBEN 72 BB SV GRS 5,

cTTFANDI T2 P EFRRLT, Xy hUV—=7D I R=2DMHBI V=2 —%
RFEFL TV DH AR M &HRIT 5,

e T ANE T V=2 URANERIEIH AL AR Y A MOEBIT 5 2 & T, UkOBRHIREC
WTEIZ, 72— E i~y =T OHEREEFHS 7 7 AL LT D,

T7ANKRY) =TT 7 AN NV—VERELT, FEDH A TEIITRHED 7 7 A WVHITERE
R HEHTZDHE) O77 ANV ey T FXY LTRIELET, 774NV R —%2T 7R
aybe— R Y = EBEMIT T, FNET NS RIBELEE, VT Ty INO—E

ryrkT=o2Lz7HEHETTALR) S — I



B <roz7xr—o

FYRI—TLYTHEE T FALRY — |
vy

TrANpBH S, RFSNET, ol RIFTDT 7 AN YA XD E/ME & BRI & BOE
TEET,

VAT ANy Ty FIRFET s AT EEREEA,

¥ 7T v L2 7 7 A MEBIL. (99 (Analysis) 1>[7 7 A /b (Files) 1>[% ¥ 7 F v L7z
7 74 /L (Captured Files) | CR/RL, abt—%2F 7714 VoOTHICA Y or— K52 &0
‘(“%i‘d‘o

N7 ARL—U Ny T

T AN R —RERIC L > TR, TN ABRN—F RTI4TNV DEDT 7 A )V T —
BERGTDHIERHVET, A AN T 2T A=V Ny Ve@ETEET, v
AT EINT 7 ANENAT 2T AR L= Xy ZICRGFETLZ LD, A0 FBXOG
E7 7 ANVERGET DI, 774U N—K FIATICILYEZEL AR—AEZHIRTEE
T VAT NIEMICEWNT A NVEEIBRLET, TS ADTTA <Y =R RIA4T
WA ATREZR IS+ T2, T =T A ML —U Ry 7 BEIN TV RWEA, 77
ANVERFETHZEIITEEEA,

A

FE

| A

~r
=,
=

AAMPBMIE ST N— R RS A TLSMNIT A ZZETY FHF 0T E N, R — X
NTWRWAN—FR RIS TEROLHT D E, T ARET D AREMER’HY £3, v LU=
FARL—Y Ry s %y N VAINLDBEATEET, vA 72T A RL—Y Sy s

DY R—= FNBERGEIL, IR MTBHWEDLESTZE N,

<N 2T AL =Y RNy RREBINTORWES, 77 ANVERGETDHT A AZRE
5, TTAI) N—F RTATDARXR=ZADRFEDHINX Y TF ¥ 774NV AL —
ICEID S ToENE T, X AT v I OIS T 7 A MTRET D L ) BRELFEE 7%
ETHE, VAT AI T 7ANEZ TU RICHEETELLICRAEET, AILAA—FKKIA
TEYYTCEHFHLTENLD 7 7 A VERIFLET,

TNARZIIN T 2T AR —Y Ny 2RELTT 7 AV AN —UFERIIFN BN AR
ETDHE, TRARFIINT 2T A ML=V Ny I 2B N7 7 A VORFHE LT
B YTEF, TAAL (T, YA Tx2T AR — Ny 7 IO ERARET 52 &1L T
A,

Xy TT XY T AN AP L—UIIZED Y TOHNIZAR—ARWNSEWNI R D L, VAT AT
FOBTHNTEARN—ANTV AT LAER LI WVEICETLSET, RESNTWDLENT 7 AL
FHIRLET, (RESNTWEZ 7 A LDOBICE > Tid, VAT AN T 7 A NLEHIR L4,
T4 ATERARRIDRVWBEENHY £,

YN T ARL—U Ry J EFHET LR T, TXAART T 7 ANV ERFELTND
A, WIIT A AEF/E# LI XIZ, 794~ Y "—FK FIATIRFES N TV 2% v
TFXY T ANELIIRENE T 7 A UTTRT, 0=z T AR — Ry Z (BB LE
T, TNUBET ANA ANRRGET D7 7 A METRT, w027 AL —U RNy ZITRFES
nE7,

Firepower 7 /3 A A CTMSP #4236V TlE,  [Firepower N— R = 7R E A A K
ZHBRLTLLEEW,

D=z THEET7AILR) O—


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-guides-list.html#anchor580

| Yy brT—b=LYz7H#EET7ALRY o—

IrALBATIEBFRTOI7ALnTnys [

T7ANHFATIELDTRTDT 7 A LDT v

TN 2T T A MBIEOT Ry ZITMAT, VT =T 2500 E I Db bd, FiE
DEATDTRTCOT7 7 ANET Ay I THILERLIGEIX, TNLEFEITTEET,

VAT ALATYNT 2T ERHTEDLTRTO T 7 AN EA TEF TR, SBIEHOT7 74
WV EATICHT DT 7 ANVHIERTR— N ENTWET, N7 7 ALV XA 71X, wb
FAT 47 (swf, mp3) . FATAREZ 7 A /L (exe. L k) | PDF R EDRAKRW R T I
VT N—T53F SvET,

HATIHADNTTRTOT 7 A VvETa v 7T 5HER. FMIiE~ry = 7 BEEERE T
1X72 7=, Malware Defense 7 1 £ 2 AIAET, AMPZ Z U RiZZ = VI3 TENFEEA,

274 IIL—ILTHO 3y FHMBIER

T ANRY =2, RIS CTRR DT 7 v a U EEOBEBONL— LG 5 aJRENM:
DO ET, EEONL—NVERFEORNICEHTE 256, 20 My 7 THlT 2 sHlERF
DEAINVET, B, (BEEOSWIEID) HiilerryXx o7 RICILT =T A AN
JrvarveérTayx ol ILICEORICHEMREHE X 7LD £,

TrANI—)V T 7 g ODEREIIRO LY T,
« 77 AN 7y (BlockFiles)
el =7 717 (Block Malware)
N7 7T U RNy 77 7 (Malware Cloud Lookup)
« 77 A Vi (Detect Files)
REINTVDEE, TID X, 77 ¥ a yOBEIRMATTICEEL 52 £9, MO0 T

I%. [Threat Intelligence Director-Firewall Management Center D7 7 3 = > OMESENEN AT | %
ZHLTLIZEN,

T274IL IIL—ILDERK
A\

bz

B [77AVOfH (DetectFiles) | £721X[7 7 A /vD7 12 (Block Files) | /V—/VTC[7 7 A

IVOLRATE (Store files) | ZAMEEITIE L, F/T [~V 02T 7TV RV I T v

(Malware Cloud Lookup) | £72iX [v/Vv V=7 71 v (Block Malware) ] 7 7 A /L JL—/)b
TUvavEgNTA T Y a > ([Spero /3#HT £ 721X MSEXE (Spero Analysis or MSEXE) ], [Ehi
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