RSy (el 2

Encrypted Visibility Engine (EVE) %, TLS Wi 5t &2+ 2527 7947+ 77V r—va v
LT AT DO SN E T, I RE L, FEENRENTTY 7 v a &
FATL TR v —2#HATE 2L 21CLET, EVET 7/ av—iF, v AU =T OFFE EBHLIE
WHEHATEET,

* Encrypted Visibility Engine ODHEZE (1 ~<—)
« EVE OftfiA (3 _—)

BEOIMGA R 3=

«EVED QUIC 7 4 > H—TV >k (42—=)
« EVE OFKE (4 ~—7)

« EVE fil#hL— L DFEE (8 =X—3)

e ARV Y vy F AR (105—Y)

Encrypted Visibility Engine D1} =

The encrypted visibility engine (EVE) is used to provide more visibility into the encrypted sessions without
the need to decrypt them. These insights into encrypted sessions are obtained by Cisco's open-source
library that is packaged in Cisco's vulnerability database (VDB). The library fingerprints and analyzes
incoming encrypted sessions and matches it against a set of known fingerprints. This database of known
fingerprints is also available in the Cisco VDB.

)

GE)  Eefbanz=aitt= > T OBEREIX. Snort 3 % 54T L TV 5 Firewall Management Center ¢
BHRRT NSA A TOHRY R — FINET, ZOMKEEIX. Snort2 7 /31 A3 L U Firewall Device
Manager BHHLKI R T NA ZATEHYR— S THERA,

EVE OEE/Z2HERED — 2 RITR LET,

sEVEDOLETG LB RAEFEHALT, N o274y 7L TTr 78X ary ha—LKRY —
T varvEFETTEET,
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* Cisco Secure Firewall {Z& 415 VDB (Z1Z, EVEIZ L > TEVWMEEME CHRE I NZ—5H O
TavRIT TV = a yEBEID S TOHHRERD Y £9, £72iE. ROBBTHAZ L
TV —vary T4 T X EERTEET,

+EVE THH &Nt 2%2#H Ll nwa—Y—ExT SV r—vailvy 74
50

+EVE TR EN/ 7R T 7Y r—ya 2 E80 Y TCHREDIEREINE 0tk
AfEEMEOMAIAMEE EEXT B,

[Cisco Secure Firewall Management Center 7 /NA AKEH A K] @ 7 F1)r— 3
VOB OEICHLH TAREBL T IV r—23a >y T4TI20HRE] L [EVE
DT7OERENYHTOEE] 22MLTIZS0,

«EVE %, 5Bt &N/= hF 7 4 v 7 TClientHello 87 v N&E{ERRLT= 27 A4 T >~ hDF
RU—=T Y VT VAT EDIA T ENRN—=T g B TEET,

* EVE IZ, Quick UDP Internet Connections (QUIC) N7 7 4 7 D7 4 H—TY v N5y
Hre AR — b~ LET, ClientHello /X7 v FxHOH— =2 1%, [BEiA <>k (Connection
Events) ] ~<—30 [URL] 7 1 —/L FIZ &R S ET,

[ ]

FB  Firewall Management Center C EVE Z {7 5121X, 7 /31 RZH 72 IPS T A & ANRNE
TY, IPSTA LU ARRVEA, R —IZX o> TEENRERESN, BRITTFTESNERA,

\)

G¥) *EVEIZSSLEt v a v DARL—FT 4 VI VAT LDEA T ENR—Va o2l ca %
T, TV —a R0y =Y 7 N 2T OFETFRE, AR —TFT TR
TLAOWEEOMHERIZEY, OSHHA MU H—SNnDrHREERHY £3, 7747 hOS
M ZHRRTHI2IE, EVE N AVRE /T 52 L2mza <, [R) o—
(Policies) 1> [y kT —9 DO (Network Discovery) 1T [AA kb (Hosts) ] AN
THOLERDYD ET, FARNIPT RVATHEHAFERAXL—T 4 VT VAT LD R
F&2FRTHITIE. [P (Analyss) [>[7RA k (Hosts) [>[#®v kT—% < v T (Network
Map) |27 Vw7 L, N THHRANEEIRLET,

*EVE TiX., 7B/ LENT= N T 7 4 v 7 ORRMESCA 34 NI S ERA,

BEEY VY
EVE OFRE (4 —7)

EVE ffl#h L — L D E (8 X—)
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EVE D11 #H

Encrypted Visibility Engine (EVE) . TLS /~> K3 =1 7 ® Client Hello 34y Z & L T, 7
FAT L Ta A EF#HILET, ClientHello 1L, ¥— N—IZEEENDIRADT — X 37 >
FCd, ZHUCKY, RANEDITAT L N ARIS b0 ET, ZOT7 4 H—7
Uy hE, 8% IP T RLAREDMOT —Z BNAEDEINT, EVEDT 7Y 7r— 3 Uik
BIOEBEL 720 F 3, TLS By v a VDS TRHEDT SV r—vay 740 0=k
AT AL T, VAT LI IAT o N uw R EHY L, @mUeT 7y ay (/T
av7) BFETTHIENTEET,

EVEIZ, 500052527 747 A E#TEET, VAT AL 772 AFl#HL—
NOFEHEL L THAT 272012, 2ROZNSDT v R 54T v T 7V r—a il
<o LET, TR, VAT ARTLSESE2ECTLZ LR, ZhbnT
Vor—varzipl L TR 22 R TEEd, BMoBEOH L 70207 4 L H—7
Vo hefEfd562L T, EVET 27/ ay—%2ERAL T, 77 M0y NEEZMHERAET IR
FIEENTEEOHDL NI 7 4 v 7 &AL T T ry 735 b TEET,

s ML) 727 /a0y —1cky, AT 10ELZ2BRAATLS 74 v —F VY k&
10,000 B2 5~V =T W T NEmAE L, EVEY 4 > H—7V > bk ZVERIS L OV 5
LTWET, ZHOOFEHIL., 0%, VAIOMEFEET —Z_X—2 (VDB) v r— I %ff
AL TRBERIZEESNET,

EVEIX, 74 =7V v FERMTERWGAE, 7947 T 7V r—va UaiilL,
IP7 RUA, A=k, $—=_—4 7 EOERIEOFHEME R L CTRAIDO 7 m—DERA =2
TEHELET, ZOWRET, 740 0=V FOAT—=H AT T o F k&, T30 7
0y CHRTEET, U7 T—7Y v Naefiokkio 7 a—0E, EVEILEGT 2 A
Xy T, T4V H—T IV NDODAT—=F A% T~ L7e L L Tv—27 LET, EVEDRK,
FFEFIENR AT LEVEIZESW TN I 7w 727 vy 7 7556, IO 78—
X7 ny s ENET, HEL. TV S—var D74 =TIV U MRy v a &5
L. FOHBOTE TR ENE T,

REDRIEA N2 b

RA RO F L E Nl s Y R OREOJKEE (IoC) A X2 MZE Y, FEFITHEN
NV =T OFEFEMEL UL T, EVEIZ K> TG SNk A X b aTF v 7 TEET,
IoC Ay M, BEOHLI IAT v MMl LTAR RS ARSNEZR S bt v a v
W L TR T—ENET, BEOHDHFARNDIPT FLA, MACT KL X, OS {E#7 &
DIEWE, RERT VT A ET A DI DAR L THFRTEET,

Pefgi A X M CORSND, WAL SN OMEER a7 2 [FERIZEN) L72oT
WHE Yy a L, ToC ARy MEERLET, [RUS— (Policies) |> [y bD7—21&H
(Network Discovery) | 75 [ARA & (Hosts) | Z BT HLENH Y £9°, Firewall
Management Center TiX, IROBEHH 5 [oC A X FDIFEEZ R R TEET,

o [447 (Analysis) 1> [BEDIKkIE (Indicationsof Compromise) ]
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<[44 (Analysis) 1> [®y bT—42 <y T (Network Map) ]>[BEDJkIE (Indications
of Compromise) |>F = v 7 T HMENHHARA M ETIRL 7,

[##:i14 X2 bk (Connection Events) | ~<— Tld, ToC BNAER SNy a DT atk
ZAfERE LR R TEET, [9F (Analysis) |>. [##i~ v ¥ — (Connections Header) |>
[4 >k (Events) ] DIEIZEIN L, [#Efi4 N> b (Connection Events) | <—Z7 7
TALET, [EHRANY EOT—TILE 12— (TableView of Connection Events) | % 7
T, [Encrypted Visibility] & [IoC] 7« —/V R & FE TIEBRT LML E R HDH Z LITHEE LT
<TEEY,

EVEQOQUIC 7+ > H—T )2k

EVE D& 7E
Fig

ATy T
ATy T2
ATvT3

ATvT4
AT975

ATvT6

Snort {%. EVE (25T Quick UDP Internet Connections (QUIC v 3 y) WDZ T4 T >

N7V =g s EHBITEET, QUIC 74 v H—7 U v FTIIREZFEITTE E7,
cBEEANCETICQUIC TT 7 U r—va vy ERIHT 5,
cEHEEANIETICY N Y =T ZRET 5,

e —ERT SV r—varERtT 5, QUIC 7u koL TS —E R IZESH
T, 77k8Aary ba—b—LE2EN Y TEHZ LN TEET,

[R1) — (Policies) |>[7 Y X #lfHl (AccessControl) | &R L 7,

WETLHTI78A ary e —nV R —DORIZHD Edit ()27 ) v 7 LET,

Ny h 7 e —4TORBIZH D [FE More) | Ku v 7 X2 0 U REIG [FEMIERE (Advanced
Settings) ] Z®IN L £7,

Encrypted Visibility Engine (EVE) ORiicdh 5 Edit (0) %2 U v 7 LET,

[Encrypted Visibility Engine] ~—3""C, [Encrypted Visibility Engine (EVE)] b 7 /L 7R & > & HHIZ
LET,

[7 7V r— 2 VHICEVEZ £/ (Use EVE for Application Detection) ]: 2@ k7 /LR & o
X774V FTHEDZIR>TCVET, DEV, EVEIZZ I9A4 T N 77V r—va v a7
TRCHIDYCTHZENTEET,

Pefi A N P ETIIMEA N b S SN HMET ¢ o —7 Y & (Encrypted

Visibility Fingerprint) ]~y % —IZEVE D7 4 VA —7V v ME@BBIMENE T, IUES
NI BVE T — X % X020 T 2581, 74—V ME#gELAZ7 V27 LT Ry
THE G A= a—EHL N TEET, A==2—T, [Encrypted Visbility Engine7 A+ X 5
Hr%&%F< (View Encrypted Visibility Engine Process Analysis) 1 %27 Y v 2 L, Cisco Secure
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ATy T17

ATvT8

ATvT9

eveosE i

Firewall 7 7 U r—2 a Ufgtias O A MIBEIL, 740 H—7 YV~ VDBAA—V g 7%
EOFMAERRLET, MU 74 H—7V 2 bXFHNEFFORRDITE . TS ISBIEA T
HITWAEBIEN 7 0 AL B I ONEOIEEN T R INET, HHEIT, 7 — X IUET A
TEANORFED 7 4 =7V > MBI b7 n e A0MELZ R LET, TukA4
ZERL, [VZ7 =X FDi%E (SubmitRequest) |27V v 27 35&, EVEOTrEAKRED
R—FIZT D7 4 — KNy 7 2R ETHZENTEET, L xX ST rER4
DEFINTWD RN T 7407 E—HLRWGEER, HEDT 4 =TV MZHOWNWT TR
AL FE oM ENBRVGEIL, VA MEEREFETEET,

[Cisco Secure Firewall 7 7" U 77— = g Hids (Cisco Secure Firewall Application Detectors) ] ~~—
VTBMOFEMZZRT 72007 7 AL, BUE, Y AaLSOES A —LT FLA&ff
Da—HF— [T TE L A,

[7 7V r—ya UBHICEVEZ A (Use EVE for Application Detection) | k7 /L7R & - % %)
W L7E%E

« AppID TP ENT=7 T4 T bR T rRvACEH Y Y THN, EVEZr® AL Aa T |3k
IRSNFETHA, EVETHRH SN et 20T A r—ya v~y B 73R,
T varbETINET A, AR FOFEMIE, [#2iA X (Connection Events) ]
F 7T [HEA A X2+ (Unified Events) ] “CﬁEEA}S“C‘?{f F9, A N2 FOEW (7Y
r—aryOFEV Y TORE) 2T 51, (24T 877U r— a2 (Client
Application) ]~y X —ZHER L £ 7,

o B A N N ETITMEA XY MO [ b ST AT 4 7 —7"Y b (Encrypted
Visibility Fingerprint) ] 7 « —/L R{ZZE T,

. [BEOEEELARIVIZEICTIILYz7TIO0XETOY%S (Block MalwareProcessesBased
on Threat ConfidenceLevel) | N 7L & & BN LT, EVE OEBOMEFIENE L~ HS
WT, L7 4w 7 A Tmaware | EWIHBEBEDOHL7 74T N orntRxE7vny 7 LE
ﬁ‘o

FIANIDOT a7 LEVEIZI9% T, ROZELEZEKRLET,

s EVEN N T 7 4 v 7 H99%LL LOMEFEME T~ LT 2T THAEMEB LSS, T 740 v
77 ey EhET,

cEVENRFNT 7 4 v 7 % 99% KIEOMENET LT 2T ThHhDERH LEE4A. EVE X
HIITLEE A,

GE)

EVER N7 7 4 v 7 &7 vy 7 Lica, [##i4 N> b (Connection Events) | ~— 0 [
B (Reason) ] 50>~ #—I [Encrypted Visiblity 704 (Encrypted Visiblity Block) ] &
FRINET,

ATA B &M LT, EVE OBBEOWEMICESN 7oy 7o LEaWEEZFHELE4 (9
FAZAEY (Very Low) |~ [FERIZE\Y (Very High) ] O&iPH)

LS% I BTN HIHT 27290, [EMET— F (AdvancedMode) | h 7 VAR 2B L E
T, TNT, NI 74w 0 &7 0y 7 T52bDORED EVE BEHEFEME L~ L2504 T 5
TENTEDLEOICRVELE, TV IDOT B Y7 LEVMEIL 99% T,
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ATy 710
ATvIN

4= =y

T
BERNT =~ ABERT A0, LEVWEZE 50% RIGICRE LW L2 HE L £
K

[OK] %27 U v 27 LET,
(17 (Save) 15227V w2 LET,

RDEZRY
RELE 2R LET,

Encrypted Visibility Engine f N> F #&RRT 5

FIE

ATy T

ATy T2

[Encrypted Visibility Engine] Z G2 LT, 77k R ar ba—L R —%ERTIHE, &
AT LENLTCIAT VT 7 4 v 7 OEEERIGTEET, [ERA X2 b (ConnectionEvents) |
R—=VFE L [#EE (Unified Events) | ~— Y Tldn 7tk SN A N> F 2R R TE
\io

Firewall Management Center D2t <> MIT 7B AT 5121E, WOFNEEZFEITLET,

[447 (Analysis) | > [#E#i~ v ¥ — (ConnectionsHeader) >[4 X k (Events) | DJIEIZE
RLET,
[BEfi A > b DT —7 )L E 2 — (Table View of Connection Events) | Z 7 %27V v 7 L¥7,

[#E& 4 R b (Unified Events) | ~— Tk, k4 X2 P bR TE £7, [O#F
(Analysis) > [#t&4 X2 k (Unified Events) | DJAIZEIN L, [#HE&4 X2+ (Unified
Events) | X—JICT7 7 EBALET,

Encrypted Visibility Engine |Z, &L T 527 AT N Fa® R 7747 AL —
T4 T VAT A (0S) ZRHEL, 7RrBRCYAT 2T REENTODENE I ERLE
T

[#E#E A N> k (Connection Events) | ~—"Ci%. Encrypted Visibility Engine (Zi:BI S 7z 2
o OFEBURINCAHZIE T 20BN H Y £,

-EVEZ7O+t X%
-EVE7A+RDEEHRIT
- EVEBBIDHERM
-EVEEBOHEEMEZQ7T

* [Detection Type]
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FIE

BVES v ad—ros [

INHEDT 4 —v ROFEMIZ WX, Cisco Secure Firewall Management Center Administration
Guide » T#H&ftils K EF = U 7 ¢ BdsERe) A XU b7 4 — /L REZRL T EIV,

GE)

T RT SV = a UNED S THERTVDES, 4 X2+ (Connection Events) |
N—=T O [#RHE4S A4 T (Detection Type) ] FiZiX. Encrypted Visibility Engine 3%/~ S
T, X, ITIAT RN T T r—va /75‘ Encrypted Visibility Engine THFE S22 & %
RLET, 7TV r—varz7aw a0 1cE0 4 Thne, [BEZ4 T (DetectionType) ]
FNZIE, AppID AE RSN ET, ZAUL, 774’7/ N7 ) r—arbRELELZ Vv
23, AppID THHZ LZEZRLET,

NOE-GN
WDHF v 2R — RTlL., EVE O HesFRTxET,

1R HAETIC
T BRI br—/LARY —0 [F#ERE (Advanced Settings) ] T. [Encrypted
Visisibility Engine (EVE) | #8220 T 24 ERH D 77,

[BREEIhE-TO0ER EDES (Connectionswith Detected Process) | B LN [BEDH S
7O+ X (MaliciousProcesses) |V « V= v h&FE R T 521X, T 734 A T Firewall Threat
Defense 73— 3 > 7.7 BENRFATIN TV DHLERH D £7°,

ATv 71 [BE (Overview) >[4 v aR— K (Dashboards) ] DIEIZER L, [Fy P aR—

(Dashboards) | #7 U v 7 L£7,

ATv T2 [BESF YL a1R—FK (SummaryDashboard) |17 > K7, [Encrypted Visibility Enging] %

Tar )y LET,

ATYT3 ROX Y aRlR— FEFRRITEXET,

s [BREEhf-FO+E X (Discovered Processes) | : % b7 —7 Ll &b BT
ITIAT o N TavRAEFRLET, T—TNAOT0 VAL %7 ) v T5 L, [BEA
~ b (ConnectionEvents) | X—Y D7 4 VZ U T ENT-Ea—RNFRENET, 2D

—IT B AL TTANZ ) T ENTNET,

c [BEOFEEM (Threat Confidence) | : fEFEME L~ Bl A TR LET, 7T —7 VN
DEWDEFL VAT )y 7T 5L [#EfiA -~ L (ConnectionEvents) ]X—I D7 ¢
NZN T ENE2a—RNRREINET, ZOa—F, FEHL I E-oTT7 402
YIINTHET,
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[BHEEINE-TOEREER L THES (Connectionswith Detected Process) ]: EVE 237 7
AT v b7t RAE#EN LSRR E R R LET,

[BEDHSTAtER (MaliciousProcesses) | : EVE Bkl L7-EEOH D7 747 2 b
Tt A0 E, EOB I OEFICENEROMEMLE L~V TRRLET,

EVE 515} )L— )L DERTE

FIE

ATy T
ATy T2
ATvT3

ATv74
ATvT5

ATvT6

ATy 717

Encrypted Visibility Engine (EVE) 4L —/VZ{ER L C, EVEDT 0 v 7T 7 a & A
NRAFTHZ LT, BETEER LV —EADOMBiIEEHEFCE £4, rtvx4, HMELH
SO IP 7 FUAFQDN BXOWF A T I v 747 V=7 My EOREMEZE I LV—ITEN
T&xFET, LexE FEHARAY NUV—2IZXTHEVEDO T 0y ZHEENA/NATEET,
NANRZASINTEFR Y NT =T NOTXTOEReL, BROMEIME L ~UIZHESWTEVE D7
vy 7 HIENLRI SN ET,

[R1) >— (Policies) 1> [7 % X HfH (AccessControl) ] ZiER L £,

WETAHZT 7R arbo—LR) o —ORICHD Edit (P 227V v 7 LET,

INT sy N7 —{TOREBIZH D [FEM (More) | Ru w720 U REIDG [FEMEE (Advanced

Settings) ] ZI®IRL 7,

Encrypted Visibility Engine (EVE) Officd 2 Edit (X)) 227V v 7 LET,

[Encrypted Visibility Engine] ~<—3""C, [Encrypted Visibility Engine (EVE)] h 7 /ViR & % 7 1 v

7 LTHDZLET,

[EVE ZEFEEM L X)L (EVE threat confidencelevel) | F 7 VR Z ANZEKESWT T ey 7 %

AL L. EVE OBBHEFIEL NS T I T 74 v 72T my 7 LET,

[FIFk— DB (AddExceptionRule) 1227 U w27 L., LFOEMEZ 1 SLLEEBMLE9,

a) [FutA4 (ProcessName) | ¥ 7 C, EVE Ci#khlashiz7m kx4 %2 AJ1L, V4 K
TOHEMCH D [ at AIZEM (Addto Process) (|27 U v 27 LET,

A UL — N D7 0 A4 & BT E £, 70t A4 1285 EVERISRY X b
1%, EVE TR SN 70t 24 COREIELET, ZOA/ITIEL, kLT LT
N ADFEREY S HET,

b) [Fv V=247 =2 b (Network Objects) ] Z 7 T, IROWIFNEETLET,

c VAL IO EDIP T FLUAEIXFQDN Z84R L, [¥Exr vy b —Z 128
I (Add to Source Network) | £721% 4856 >~ U — 2 IZiEH1 (Add to Destination
Network) 1227 U 7 LET,
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«[EIRLF=ZEETHY FT7—2 (Seected Source Network) | F7-13 [#IR L =& #%
v b7—% (Seected Destination Network) ] G, IP 7 KL A= F#A S L, Add

(M T7A4av%27V v 7 LT, ZREBR LRy hU—2ITBIMLET,
c) [#AF v 7 @M (DynamicAttributes) | ¥ 7 CHX AT I v I/ 47Ty MaBRIRL, [
WLU7ZHAFI v 47 =2 b (Selected Dynamic Objects) ] U A MBI L E7,

HATFTIvIF Tl MOV E T IFBAEOFERIIZ DWW TIL,  [Secure Firewall Management
Center 7/3NA AREATA R] @ D TOXAF Iy I AT =2 SO £720E T4
ATIvIATV=7 bOEME] 72 a v 2ZRLUTIEE,

d) (EE) 9 _XCoOX 7 THEMAARER[= A2 (Comment) |7 4 —/v KiZ, EVE#I#L—
JAZLER B A BN 2R A AT TEET,

ATv T8 [fR1F (Save) 1 %72 VU v 27 LTEVEHISNL—LERTFLET,
ATYTY9 78R aryba— L R =T ZAMRFELTEMLET,

)

GE)  Banpir—ic—75E, EVEOTa vy ZHENRASA RASET, EVEOT 7 3
U, [#E#EA R b (Connection Events) | £7-1 [#i& 4 N> b (Unified Events) ] ~<X—
THRARTEET, [BHE (Reason) |~y X —Tlk, ZDLI7 EVE BNA RNASINZ b
74 v 7 OBl LT, [EVERRSL (EVE Exempted) ] & FERINET,

HMEANY SO HSIL—ILDEN

[#E&4M4 X2k (Unified Events) | ~—Y %75 &, EVER T 1y 7 3 28k OHIS L —
NEBINTHZENTEET,

1R BHEIIZ
ALY 2 M X, Threat Defense 23— 3 > 7.6.0 AR DO A TH R — b ILE 1,

FIRE

ATv 1[4 (Analysis) 1> [#i&4 N>k (Unified Events) 1227V v 7 LET,
AT w72 [Encrypted Visbility 7 A4 (Encrypted Visibility Block) ]238EH & L CTHRE I TV A[EH
(Reason) | #IDE/AWNT, Ellipss( )74 242U v 7 LET,
ATFv T3 Ky 7 &2y U A RS [EVEFISLV—LDIENT (AddEVE Exception Rule) ] %% L £,
ATy T8 BRENTOWD KBS mfErE= Y (Encrypted Visibility Engine) 17 « > K7 T,
=L RFISNY 2 b O—FFICHBIIZEBMSE T, RELRSFE L TRMT LRI, Bl
TN —VEHR L TERET DL ENTEET,

| geibshr-amtIo oY ]


https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html

B ~orzovoraor

AR

EElbSnETRETI YOy |

TO)yFA bR

MITRE ATT&CK D=7 F Xk = U v F A MM, Talos 43%H & Encrypted Visibility Engine
(EVE) 76AT7bivET, Talos & EVE Dl FD T U v F A MA, Talos 0¥EZEFH LT
RESNET, EVExZ 2 U v F A bME, EVEBRAENC2 > TWAEAICHEIEL £9, EVE
DEILDOFERIZ DWW TIX, TEVE Of%E @ ~—2) | 2ZRLTIZ3N,

[#%%i1 <> b (Connection Events) ] X— Tlf, = U v F A "B TbNTA X bz
TUYO—EE LTEMENTZ, LTOS~y X —%2 R R TEET, LLTOSEIRIICEZD
T BRERHY F7,

* MITREATT&CK

e FDMdDxT Y v F A (Other Enrichment)

INHDT 4 —)v ROFEMIZ DWW TIE, Cisco Secure Firewall Management Center Administration
Guide » THifi L O F =2 U 7 4 BIEDHE R b7 44— F2ZRL TZEW,
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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