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Elephant Flow Settings ®

[ ] For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.

Elephant flow detection does not apply to encrypted traffic. Learn more
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Elephant Flow Settings ®

o For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass setting

Elephant flow detection does not apply to encrypted traffic. Learn more
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Elephant Flow Settings ®

@® For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass setting

Elephant flow detection does not apply to encrypted traffic. Learn more
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Elephant Flow Settings ®

o For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass setting

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection ‘)

Generate elephant flow events when flow bytes exceeds | 1024 | MB and flow duration exceeds seconds

Elephant flow Remediation ‘) (i ]

If CPU utilization % in fixed time windows seconds and packet drop %
exceeds of exceeds

Then Bypass the flow ‘)

O All applications including unidentified applications
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Remediation Exemption Rules @ Add Rule
Serial N o
NiifRBEF Source Networks Destination Networks Source Ports Destination Ports

No Rules

ATy FT1  [EHAAEESR R Y U —7 (Available Networks) DU A hinn, =L 7 7 v b7 a—EEND
BRI DREF B A F2BIRL £, ZOHITIL,  [Hostl_Exception] &9 AR b &fERK
LZE LT,

Add Rule @

Networks Ports

[ Q Search by name or value ]

Available Networks C + Source Networks Destination Networks

an: an
Host1_Exception < b

Inside=Networ Addto
Source
internal

IPv4-Benchmark-Tests

IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12

IPv4-Private-192.168.0.0-16 v Enter an IP address ] [ Enter an IP address ]
Cancel m

ATy T8 MEISU T, [EETITEM (Addto Source) | E£721% [585E12iB 1 (Add to Destination) ] %
77Uy 7 LT, ZOFRANERGFEILELIISEERITEMLET,

ATY7T9 [F—1IF (Ports) 1#7 %27V v7 LET,
ATy T EEFELAR—-IE LT, [F2 h=L: TCP (Protocolas TCP) ] # 4R L, #iscAR— h & LT 80
ZASL, B (Add) 1%27 U >y 7 LET,

A—RH5—R:ILI7Y b 7O0—RBREERZHERT S
I



1—RY—RILT7Y b IO—REBEEERTS |

B -7 ron—partone

ATvIN

ATvT12

Add Rule

e

[ Q_ Search by name or value J

Available Ports Selected Source Ports (0)

Selected Destination Ports (0)

AOL

Bittorrent
DNS_over_TCP
DNS_over_UDP
FTP

HTTP
HTTPS

any

IMAP

intrusion

TCP (6)

Hd Protocol| TC.. Port[Add

UDP (17)

[OK]Z7 VU w27 LET,
Elephant Flow Settings

For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.

>

Cancel m

For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass setting

Elephant flow detection does not apply to encrypted traffic. Learn more
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