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ARP 4 AR 3y

By default, all ARP packets are allowed between bridge group members. You can control the flow of ARP
packets by enabling ARP inspection.

ARP inspection prevents malicious users from impersonating other hosts or routers (known as ARP
spoofing). ARP spoofing can enable a “man-in-the-middle” attack. For example, a host sends an ARP request
to the gateway router; the gateway router responds with the gateway router MAC address. The attacker,
however, sends another ARP response to the host with the attacker MAC address instead of the router
MAC address. The attacker can now intercept all the host traffic before forwarding it on to the router.

ARP inspection ensures that an attacker cannot send an ARP response with the attacker MAC address, so
long as the correct MAC address and the associated IP address are in the static ARP table.

When you enable ARP inspection, the Firewall Threat Defense device compares the MAC address, IP
address, and source interface in all ARP packets to static entries in the ARP table, and takes the following
actions:

» [f the IP address, MAC address, and source interface match an ARP entry, the packet is passed
through.

* If there is a mismatch between the MAC address, the IP address, or the interface, then the Firewall
Threat Defense device drops the packet.

« [f the ARP packet does not match any entries in the static ARP table, then you can set the Firewall
Threat Defense device to either forward the packet out all interfaces (flood), or to drop the packet.
S

(%)  The dedicated Management interface never floods packets even if this
parameter is set to flood.

B 75vtor—sEE


management-center-device-config-77_chapter6.pdf#nameddest=unique_135

| 75y ror—LiE

FIE

ATy T

ATvT2
ATvT3

ATvT4
ATy

INTF—

NF— .

[Devices> Platform Settings] % 3#&# L T, Firewall Threat Defense 7~ U 3 — & {ER% T % 2 e L

7,

[ARP A > A~XZ7 3 3 (ARP Inspection) ] &R L £,

ARP A VAT g v F—7 iz MY ZBIMLET,

a) DB (Add) 127 Vv 7 LTHLWLWZY M) 2ERT S0, =2 BT TITHIHEHA

X, MW (Bdit) 1227V vy 27 LET,

b) FEEOAT v a U EBERLET,
o[ AT v a %) (InspectEnabled) |: BRI TWAA X —T o f ALV —
YDARP A AR va s wFATLET,
(77 vT 47 4f%) (FloodEnabled) |: #HJARP = K UIZ—E L72\ ARP Z:R %
TDA Vv EZ—T oA AETITHFEMOER A X —T = ALUSNDTRATDA o Z—
To2ARIT T T 47 LET, THUET 7 4V OBEHETT,
ARPERD T T v 7 4 v V@R LRWNGE, Y ARP = b VI —E$ 52RO
BINFF A SNET
s [EF¥=VUT 1 Y —2 (Security Zones) |: BIRSINTNWET I/ aBFTT5H1
H—T 2 AZEGiY = FBNMLET, V=R v F R =T H0ERD
DNET, V=W A X —T oA ATIL, BREINZEXF2T 4 —0DU R
FOTFDOT7 4 =N RIZA v Z—T = ALEATIL, BN (Add) 1227 Vv Z LE
T, BIRINTWBS X —T 2 AFRF =0 NT AL RAZEEN TS L XIT
DIy ZHHDL—)LNTF A ZZEmA S ET,

¢) [OK]%27YUv2r LET,

AET 47 ARP = R OBINZHE- T, EHIARP = MU ZBIL £,
[Save RTF) 1227 U2 LET,

AT, Deploy>Deploy IZBEILTC, RU T —%H VL TlT (AT TrAfLET, &
EAFITEATHETHHSNLERTA,

FNRAAZADCLI (2~ R I v A F—T x4 R) (THEHET L a—F—%2ERTHLH,
Ayb—VEHRETETET,

I5vr7r—LiEE


management-center-device-config-77_chapter16.pdf#nameddest=unique_849

Bl ons

FIE

ATy T

ATvT2
ATvT3

ATv74

DNS

TS5y b7 —LEE |

[Devices > Platform Settings] %% L T, Firewall Threat Defense X U ¥ — & {ERT 2 2 REE L
£

[/3F— (Banner) | Z#Z=N L E 7,

NP —ZBRELET,

LT, N F—o=ay L8fcF,

< AT E DL ASCU L PO AT, ki (Enter 24 L E§) MM TS E925,
S 7R TEEE A,

« TRA ADFA ML FETZIT R AL 41T, $(hostname) %% & $(domain) A%k 2 kA iATe
ik THA T I v 7 IZBINTEET,

e NF—IZEZIDHIRIZH Y FHAN, NF— X vV DONBIZ A7 AT A AT
NI GE . Telnet 721X SSH v a UIFBA L £9,

X2 VT A OBENG, NF—TRET 7 ERAZPIET 22 ENEHEETT, RAELH
SANDAEENRHLDOT, TXHZ%] ° TBEWLET] REOFHEIMHEHLRNT
KTEEW, RONNF—1F, RIET 7 AT D2 iz ED £ T,

You have logged in to a secure device.
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U MED 389y FENE T, [SSLIREB{L A2 BN L7-HE. A— hE636
IVt FENET,
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T sAMAccountName ¥ = /L7 7 ¥ ABMEEFEH L T = AT 7 B A2 —YP—2ET 51
1%, [CLI7 7 & A @M (CLI Access Attribute) | 7 « —/b RiZ saMaccountName & ASJ L E
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AT 71 [Devices> Platform Settings] %8R L T, Firewall Threat Defense 7~ U o — % /Epk 9~ % 23wt L
£75

AT w T2 [HMEEERE (External Authentication) 1% 27 U w7 LT, AMEGRAER Y v —ZfE L £,

AT v T3 [HNIFEGE (External Authentication) | A 7 1 7R v 7 A2, EAAHREREX2V T 0V —
LA VB =T 2 A AT N—TRERINET, ﬁﬁw%&ﬁm4/& 7 = A A &SRR
P N BT DI, B DRV —F RIS, v F—T A AEFFOoEF 2 VT 4 —
VERFA VAT oA AT N—TEEIR L, ROFIAEEITLET,

Q) AVH—T 2 AAFTT V2l b7 T4~ ViBiE— "—ICBEMT DL, [FT74~
U H—/ 3—(ZiEM (Add to Primary Server) 1 %227 U v 27 LET,
b) (ﬁ“7 av) AVE—T A AT T2l Ny I Ty TRGE— N— AT D
I [Ny 2 T v I — =T (AddtoBackup Server) (227 VU v/ LET, [Nv P
7 “/7°4j‘—/‘*—6l5573[] (Add to Backup Server) | R¥ U 3ET 7T 4 Tl AR, SMNHRER
REFHD Ny 7T T H—=N—=RN TN, RTHESIL TV RN EZERLET, [VATA
(System) ]>[1—H— (Users) >[4 EREBEE (External Authentication) 17263y 7 7
ﬁHAH% RELET, Ny 77 v FRIEY —/—DREICHOVNTIL, FTD DINHERG
REZZRL T TEEN,

ATy 74 [OK] 227V vr7 LET,
RT9TS EREZRFLTRELET,

— N - I_|_I
250+ FEETE
7 7 4V h Tld, Firewall Threat Defense 7 /N1 AL 1 DD IP /N7 v MIOXHKEK24 D7 F 7
AU RNEHAL, K207 77 A U7 7T UVELEZFA LE$, NFSover UDP
&, TV = ayBHENCR Y ST T A MET B, *y hU—7 T
T A MEZFFATAHREND D ET, 72720, b T T7 40052777 A MuT BT
r—a R WEAE, [Fx—r (Chain) % LICERELTTZ T 7 AL MEFAL72WE
INCTHZEEBEIDLET, 777 Ay Meaivi Ny ME, P—ERI5E (DoS) BE
WX <fEbiET,
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GE)  ZHHLOREZ, ZORY —NEV S THNLET A ADT 74N MRV ET, ¥ —
TxA AER T[T 74NN 7T T A MREDA—3—F 14 R (Override Default Fragment
Setting) | Z#RINTHZ LT, TS ADRFEDA L H—T =2 A ATINLDOREE A —/3—
TARTEET, A F—T A A&imET L. [ (Advanced) |>[tF 2T 1 8&E
(Security Configuration) | TA 7' a > 2B TX £, Devices> Device Management % i3
R LT, Firewall ThreatDefense 7 /31 A& fmE L, [4 2 —T =4 X (Interfaces) | ¥ 7 %%
WLT, A F—T A ADT O T ¢ BRELET,
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AT 71 [Devices> Platform Settings] %8R L T, Firewall Threat Defense 7~ U ¥ — Z/Epk 9~ % 23wt L
£75

AT T2 [7F77 A Fg&E (Fragment Settings) | 23R L £ 77,

ATV T3 ROAT 2 arva2RELET, T 74NV IREEFEHTIHEE. [T 740V MUY b
(Reset to Defaults) 1227 U v 27 LET,

s[4 X (Fry 2 (SizeBlock)) ]: VT v TN ERERE R, T X TOEAM R
MODNNTy N 7T T A NORKE, 774/ ME2007 77 A M TH,

s [F=—r (777 A1) (Chain(Fragment)) ]: 1 DDERRIP /Ty NIT T T A
METE DAy NEIERRELET, 774V ME24 7y T, 777 Ak
EHALRVEARIE, 2047 varE 1ICRELET,

s [ZA LT TN (B) (Timeout(Sec)) ]: 777 A ¥ MEEINT/Tr v NEIKOEIFE %2 1F
1%¢émﬁﬂ@ﬁ%'iﬁbi?"T7ﬂﬂbbi5ﬂ1ﬁ"TATVX777%V/F# DI

WNIZZE SN o2 GE, TR_RTOT7 T 7 AV MBHESNET,

ATvT4 [Swve (RTE) 127 Vv LET,

Z1 T, Deploy>Deploy IZBEI LT, RY T —%2E VY T=TF AL R ZFFaa LET, £
FNFITEATLAETHASNERTA,

HTTP 7 7 £ X

HTTPS V—_R—%FMN LT, 77U r—varo— AT UV &2H4 5 AWS O Firewall
Threat Defense Virtual 72 &, 7 77 R — KRXZ UV DNNVATF = v 7 A= XA LT
F9,

Firewall Threat Defense T® HTTPS OF DM DO FHE IV HR— FENTWFEHA, 72 & 20T,
Firewall Threat Defense IX, Z DEFHE— N TORTEHD Web 1 v Z—T = A A%z CTWE
B,

DOFGEF, BHHEHLE L TRELLL DL ED, T—F A Z—T oA RAZOHHEH I E
ﬁ“ HHEHA 4 —7 oA RATHEHSNEE A, BEA V¥ —T7 = A A, ’?‘/<41®{1ﬁ
DA L H— 7I4’7\k X0 ATV E 9, Firewall Management Center(Z7 /34 A % 3%

BIT DO SNET, ZUdiE, @O T RLAERZT (v 7 V=T 4 /ﬁb)
HYET,

HTTPS DT, FA NPT RV AEZFHFATHT VA NL—NVIEEMELHY FHA, Z0O&S
T a VOFIBIZHES T, HTTPS 77 B A ZRET HMENH 57217 T,

BIFER[RR72 A VX — T = A RTDFH HTTPS Z il T& £9, HTTPS &5 A b AERA > A —
T oA ATHDHEGENE, A v F—T 2 ANDEEN R EEEG ORI TE ET,

I5vr7r—LiEE
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1R BHHEIIZ

MU TCP A— MIPE LT, FILA ¥ —7 A A2 HTTPS & Cisco Secure Client ™
AnyConnect VPN E¥ 2 —/L DM F AR ET H T LIETE A, 2L 2F A1
H—T A AZYF—h T 27%ASSLVPN ZiRETHEA. AN— b 443 T HTTPS #f¢
HAONHA v H—T A AL T EIXTEERA, RUA U F—7 = A ATl OHHE
ERETDHMLEND LA, BlxOR— b aEHLET, 72&xE, A— 4443 T
HTTPS B & £7°,

« T3 A0 HTTPS Bl 7T Al T 2R A b ETIERy NV — 0V 2 ERTHRy NT—7
FTV 2 FRMETT, FIEO—EE L TAHT V= FEBMTEETN, IPT FLA
DIN—TERET DDA T V= NI N—TE2MHAT AL, V— L THERT
N—T BT TIAFET D Z & 2R L Ed, Objects> Object Management % 3R L T4
TVl FEMEERLET,

A

G v AT ARMED any Ry T —2 ATV x s kI —F I3

FIE

ATy

ATy T2
ATvT3

ATy T4
ATy TH

TEEHA, fDOVIZ, any-ipvd £ 7= X any-ipv6 2 H L £ 7,

[Devices> Platform Settings] % 3%# L T, Firewall Threat Defense 7~ U o — & {ER% 72 2R L
£7

[HTTP 72+t RX (HTTPAccess) | Zi#IR L £,

[HTTPH—/S—% G029 5 (Enable HTTP Server) | F = v 7 R v 7 A% 422 LC HTTP
P R—=ZHHLET,

((EE) HTTP A— hE2EH L ET, 774/ ML 443 TF,

HTTP B & iF vl 464 X —T7 = A AL P T RLAZBELET,

ZOTF—TNEFEHAL T, HTTPESB L OHTTPEGE N I N TWA I FA T FDOIPT
RLURAZEKRT DAL Z—T oA ZAZHIPRLET, HAxDOIP T KL AT, Fy hU—7
T RUVAEHEHTEET,

a) LB (Add) 12727V v 27 LTHLWL—AZBIMNT 575, [fFE (Bdit) 1427V v 27 LT
BEFEON— NV ERELET,
b) N—ADTF T 4 EEELET,

«[IP7 KL A (IP Address) ]: HTTP Bt 2 7FFl 4 2R A MEIER Yy MU — 2 ZFFiE
THXY NI—0F T2 NERIIN—T, 7V 27 b2 Ray AT R
Sa—PHBRIRT B, FREHEZV I LTHLWLWRY NU—I FT V=T b
ZBMLET,

«[ERTIEERR Y — /A4 V3 — T 24 R (Available Zones/Interfaces) | : HTTP #:#5i % &
AT =T oA RAEFLY = E2BIMLET, Y=l F—T AR

B 75vtor—sEE




| 75y rod—L
L ET |

TiE, BIRLI=Y—2/4 B —T 4R (Sdected Zoneg/Interfaces) | U A hD F D
T4 —IVRIZA v H—T = AL EANTI L, BN (Add) 1227V v 27 LET, #iR
ENTWEAL L E =T oA ZAERITS =V INT AL RAZEENTNE L XITOHR, =
NHDN—NNT AL A SNET,

c) [OK]%#Z7 Vw7 LET,
ATv7T6 [Save (R 1527V v LET,

Zh T, Deploy>Deploy [IZBEIL T, RU T —2E VY TEF AL RZFFaA Lxd, £
FARITEATHETHHAINERE A,

ICMP 77 £ X

By default, you can send ICMP packets to any interface using either IPv4 or IPv6, with these exceptions:

* The Firewall Threat Defense does not respond to ICMP echo requests directed to a broadcast address.

* The Firewall Threat Defense only responds to ICMP traffic sent to the interface that traffic comes in
on; you cannot send ICMP traffic through an interface to a far interface.

To protect the device from attacks, you can use ICMP rules to limit ICMP access to interfaces to particular
hosts, networks, or ICMP types. ICMP rules function like access rules, where the rules are ordered, and
the first rule that matches a packet defines the action.

If you configure any ICMP rule for an interface, an implicit deny ICMP rule is added to the end of the
ICMP rule list, changing the default behavior. Thus, if you want to simply deny a few message types, you
must include a permit any rule at the end of the ICMP rule list to allow the remaining message types.

We recommend that you always grant permission for the ICMP unreachable message type (type 3). Denying
ICMP unreachable messages disables ICMP path MTU discovery, which can halt IPsec and PPTP traffic.
Additionally ICMP packets in IPv6 are used in the IPv6 neighbor discovery process.

1R8O BRI

N—=JNIBEIR AT V=7 "B TTIIFEL TWD Z L 2R L E T, Objects> Object
Management 28R L CA 7 V=7 hEERLET, TEOFA NEIIFR Y N —7 2 ER
THXRY NT—IF TV bERFITN—T HDEWIEHIET HICMP A vE—T XA 7%
EETDHR—AT V=7 FPRMETT,

FIE

AT w71 [Devices> Platform Settings] %8R L T, Firewall Threat Defense 7~ U o — Z/Epk 9~ % 23wt L
£9

RATv 72 [ICMP7Y X (ICMPAccess) | &R L £,
ATFY T3 ICMP L— L5 ELET,

IS5y ror—LEE |}
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RTv74

ATy TH

NetFlow

IS5y r7A—LEE |

a) B (Add) 12727V v 27 LCHLWL—AABINT 575, g (Bdit) 1427 Vv 27 LT
BEFEON— IV ERELET,
b) N—ADTF T 4 EEELET,

«[77ay (Action) |: —ETDH NI T4 v 7 ZFFAE2I3HE SR (Fry ) $250
EIOnEfELET,

« [ICMP #—tE & (ICMP Service) ]: ICMP A vt — ¥ A T H#BHTIHR—F 47
D78

[y FT—2 (Network) |: 77 AZHIEL TWDHHRA FEITR Y FT—7 &ilk
MTDFRYy NI = FT V= NERIEITNN—T,

c[EATRER Y —2//4 2 —T 24 R (Available Zones/Interface) | : fR# L T\ DA
VE—=T A ARG = ERIBMUET, Y ARNA L F—T = AT, [B
RLUFZY—2I4 23 —T 24X (Selected Zones/Interfaces) | YV A D TFD 7 4 —)b
NIZA =T = A 252 AL, BN (Add) 127Uy 27 LET, @R Tn
HAUHE =T 2 ARELNT =BT RAZEENTND EEZOHR, ZHD

= VT A AT SV ET,

©) [OK]%27YUv2r LET,

(A7 ay) . ICMPVA BZFEARREA v —Y % L— MIBL £,

o [L— hHFR (Rate Limit) ] : Sets the rate limit of unreachable messages, between 1 and 100
messages per second. The default is 1 message per second.

o [/3—A ~ HA X (Burst Size) ] : Sets the burst rate, between 1 and 10. The system sends this
number of replies, but subsequent replies are not sent until the rate limit is reached.

[Save RTF) 1227 U7 LET,

Zh T, Deploy>Deploy [IZBEIL T, WU —2E VY TEF AL AT T Lxd, £
FARITEATHETHHINERT A,

NetFlow e #fEHT oL, A v X —T oA AZHAVTHIPRy NT—2 N7 7 4 v 7 1E#
ENETEET, WESNT N T 7 0 v 7 FHRIL, UESN/-L 22— K& LTNetFlow = L7
ZH—"—F 21X NetFlow 77 7 A FIZEE SV ET, NetFlow 02HD0F7 —X &5 L, b7
T4 v DEFITES, PRI T A NTT 4w I RE = WIRIEOMERAR, hT
T4 I DEAT NTFT 4B EEOFERLR EOEFREFETEET,

FA T 4 7 D NetFlow X EY AR — FTIL, syslog 7o —=7 AHR— h& LTHEBIE N b
T 7 4 v VHERINE L BT HMERH Y 7,

NetFlow (21%, BT AIMLENRH DL 70— R ML T L L BT u—2 /g AR—F L alL
I RERETDHA S a v Nhbo £,

B 75vtor—sEE
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FIE

ATy T

ATvT2
ATvT3

ATvT4

ATy TH
ATvT6

ATy 71

NetFlow co= L2 2 0em [

[Devices> Platform Settings] % &4 L C., Firewall Threat Defense 7R U > —Z1ERk 7 5 2w L
£7

[NetFlow] Z 3R L £97,

[7a—x7 ZAR— hDAEME (Enable Flow Export) ] ~ 7 /L Z 4402 LT, NetFlow & —# T

JARN— NEHIZLET,

AV T BT T2 SDHA N N OBEZ G D — )72 NetFlow /X7 XA — X Z5¢0E L %

R

a) [T 77 4 7 HHNE (Active RefreshInterval) ]: 7 7 7 « 7 Tld. flow-update 1 >
R OR MR (EAL) ZHEEL £,

b) [IE~7 7 —D1ER (Delay Flow Create) ] : flow-create f X2 h & B(ET 5 £ TORE (B
B ZfELET, EEAS LRWEE, BIEIEe <. flow-create 1 X MI 77—
Ek s s &3 <lcmy AR —FENET,

) [Tv7b—hKZALT UK L—L (Template TimeoutRate) |: 2 L7 X277 L —h
L a— REE SN HREIIR (AL Z2HEELET,

[Z V27 ZDiEN (AddCollector) (%27 Vv 7 LT, 2L 7 XERELET, NetFlow THD =

L7 AZDBEM (23 —) 2B LTLEEN,

(N7 74w 7277 2DEN (AddTrafficClass) 1227 Vv 7 LT, N7 747077 RAEE

LET, [NetFlow ~D K77 42777 ADEM 24 X—2) | 2L TEIV,

[Save (RTFE) 1227 Vv 7 LET,

AT, Deploy>Deploy IZBEIL T, AU —%2H VY TT (AT TrAfLET, &

FHNFTEATLETHEHHASNEEA,

NetFlow THOa L4 42 DB

FIE

&I

ATy T2
ATvT3

ATvT4

[Devices> Platform Settings] % &4 L T, Firewall Threat Defense 7R U > —ZEk 7 5 2w L
£7

[NetFlow] Z 3R L £9°,

[7a—x7 AKR—sDHE (Enable Flow Export) | b7 /L ZA%hZ LT, NetFlow 7 —# T
JAR—=RFEAEIMILET,

[ L7 ZDiEM (AddCollector) 1227 Uy 7 LT, abL 77X aRELET, K520 alb
I B EBRETEET,

IS5y ror—LEE |}
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B vetrow~0 570955 20EM

ATvTh

ATvT6

ATy T17

ATvT8
ATvT9

ATy 710

[(RA K~ (Host) ] ka7 & 7 U R M), NetFlow 237w N DOEESE & 72 % NetFlow A
Vhav s AEFEFY—AR—Da L 7 EZFRARNIPT KL A (IPv4 DA ZRIRLET, H5
Wi, (T 7Aav %220 v 7 LTH LR Y hT—2 KA FEERTE E7,

[R—h (Port) 17 ¢ —/L FIZ, NetFlow /N7 v NOFEEHR LD a L7 XD UDP HA— & A
HLET,

[ ATRE/e A > % —7 = A A (Available Interfaces) | £7/21X [ > F—T =A AT N—TF
(Interface Groups) 1726, AL 7 ZIZEET HIRENH LA o F—T = A4 ZAEIFTA o F—
T2 A AT N—TERIRLET, BEOA X —T oA AF R FA LV F—T =2 AT N—T %
BINCTEET, AV H -T2 A RATN—TFT V=7 M, FFEDTNA ADA LV H—T =
ARZNDFETEDDHIENTEET, LT XTI, 1 OO X —T A A& LTDORHR
BIFETEET, A7 V=7 ML, A= GA LV H—T 2 A A EEDDH I ENTEE
R

(MY TAavu7 Vw7 LT, HiLWA LV H—T oA A T A—T5ERTEET,

GEA (Add) 1227V >y 27 LT, @RLIEA X —T A AZBIMLET,

AU =T A AL AL, B (Add) 1227 V27 LTA U E—T oA A%BINTHZ
EHLTEET,

[OK]Z27 VU w7 LET,

NetFlow ~D +F5 274 w9 95 XAMEM

FIE

ATy I

ATy T2
ATvT3

ATv74

ATy TH

ATvT6

[Devices> Platform Settings] % 3#&# L T, Firewall Threat Defense 7~ U 3 — & {ER% 7 2 2 R L
£7

[NetFlow] Z &R L £ 77,
[7a—=x 27 AR— hDOA%ME (Enable Flow Export) ] k7 /L &H%hZ LT, NetFlow 7 —# T~
JAR— NEAMZLET,
(N7 7 47277 ADiENM (AddTrafficClass) 227 Vv 27 LT, N7 747077 AEHE
LET,
[4 8] (Name) 17 4 —/V RiZ, NetFlow A X N & —HTDIMERBD N T T 4 v 7 7T AD
AHiEANTILET,
[#A47 (Type) 174 —/VRT, FXTFxFTDT T4 v I DIAT%HT VFLET D b
T4 T T T AERINLET,
[T7#N K (Default) 1: EORNTFT 4 v 7 7 TAE T T 4 v 7IZ—BLRWGEIC—
BITL8T7 74000 F A,

«[7Z7EAU AL (AccessList) ]: NetFlow f X MHIZF ¥ 7T Fr sl bF77 1w b
—HTOUVEROLRED ST T 4 v 7T A,

B 75vtor—sEE
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ssh7oe20kR ||

AT TT [#A7 (Type) ]ELTC[7Z7®AY AL (AccessList) ] Z&IRL7=HAIE. [727®AY A |
47 V=7 » (AccessListObject) | K v 7T X U R MWL T 7V EZAYARNET V27 b
HIRTHMLERDH D £,

GE)
()Y TAa2%2Y w7 LT, HLVIEET 78X VA R ATV =7 M EERTH2L 0T
XFET, HIRACLA T V=7 FOBREEZSRLTIE I,

RTYT8 [A X ¥ AT (EventTypes) | T, F¥7F ¥ L TaL s XITikFET DI FE &7 NetFlow
ARV INDF 2w IRy 7 A F N LET,
ATy T [OK| %227V v27 LET,

SSH7 UV ADWHER

A B —T 2 A AT EDT —H A ¥ —T = A AT Firewall Management Center 7 7 & A %
B LIZHEE, ZOTFINEICHES> TEDA v H—T7 = A AT SSH Z BT HHERH Y
%9, Z Z Tl. Firewall Threat Defense T 1 DL EDOF —% A % —7 = A 2% LT SSH
Bt 2 AT 2 FIEIZOW T L £,

\)

GE)  SSHIZ®HA L H—T 2 A A ETT 73V b THZR > TWET, Z O HEIZEF SSH
TR AEBELERE A,

SSH #3521, FARIP T RLVREHFATAHT 7R L—/LIEHY FHEAL, ZD
Y7 a v DOFEIES>T, SSHT 7 B2 ZRETILERH LHET T,

—4% & EHE SSH

BHA VA =T A AE, T, ADMD A v H— 7:5/(Xk I BES LTV ET, Firewall
Management CenterlZ7 /S Z &% E L, BT D7D INE T, 7—F A ¥ —T =
AADSSH L, BHA ¥ —7 A AD SSH L NIB LU= —H VR hadtg L ET,
ZOMOBETBRNERESINE T, T—HA ¥ —T A AT, ZOMHHEZMHH L TSSH
ET IRV A RNEENNILET, T—XA X —T = ADSSH v T 7 4 v 7 [T#@FH D/L—
T4V ITREEHEALET, By N7 v 7REEZIICLI T, RSB A X —T oA
ADN—T 4 T ENFEA,

BHA LA —T 2 A ADA, SSHT 72 A Y A &Y 2 21X Cisco Secure Firewall Threat
Defense Command Reference @ configuressh-access-list 2~ > FEZZ LTSV, AXT 4 v
7 N— R EFRET HITIE, configure network static-routes 2~ REZS LT 7ZEW, T
74V b TR, VIR ERHCE A X —T oA AMDT 74V b — hERELET,

A3 —T A RTHI LR

SSHIZ, BZER[RESRA v H —T 2 A (=W —ERMNENV—F DA L H—T = {4 AEETr)
WCOMERTEET, 728 21E. SSHARR MBHWEA v F—T = A RTH DG, HEA v~

I IS5y ror—LEE |}
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B ssi7oexoms

FIE

IS5y r7A—LEE |

H—T 2 A A~OHEHEEEBER O ZRBE T T, 22—V —ERINIE/L—% T SSH = H %)
\ZL, VPN 2 —H =N SSHIZT 7B AT& 5 LI+ 25E0F,. %TF U4/ —% T VPN
R LT &V, VPNABIDOA L — % TGS TV DA, AL —Z B Tr— k
V=0 bR ETDHMLENHY £7,
e & F—XR
SSH IZ, OB B LT —#z R —rLTWET,

o B5 51l : aes128-cbc., aes192-cbc, aes256-cbc, aesl28-ctr. aesl92-ctr. aes256-ctr

o 5241 - hmac-sha2-256

o I —ZH#4 : dh-groupl4-sha256

SSH X% vy
Firewall Threat Defense /&, OpenSSH (2345 < CiscoSSH A ¥ » 7 MM L £7°, CiscoSSH I,
FIPSDJESFE . v RAaB LA —T vV —RA a3 2 =F 4 b OEF 4 & e @ ]I 7 B 5%
A—hrLET,

RARITEIH (Maximum Attempts)

SSH ZfEH L7z CLI ~®r 7' A #8175 3 [\l L CTRIRT 5 &, 7734 AD SSH #fe 1 3#%&
TLET,

4R8O SRS

« SSH N —+—1%, configureuser add =~ > RZfiH L CTCLI TOAFRETEET,
ZZH LT EEWCLI TONE 22— =080, 77 4/ 8T, PIERERIZ S A
U — RZRE LizAdmin=—% —23f77E L £ 7, LDAP £ 721X RADIUS LD/ — 4 —
L. 7T v b7 4 — LT T [HMIFEAE (External Authentication) ] ZRETHZ LT L »
THRETEET, IREGE (10 2—2) 2B LTLEE,

o TINA AD SSH Bt 27§ DR A MERIERy NU—V 2 EHRTDHAY NU—2 4
TVl FRMETT, FlEO—#E L TA TV 2y PEBIMTEETN, IPT FLAD
TN—TEREET DDA T V27 N INV—TEERAT L8581, V=V THLERS
N—T W TIAAET D 2 & 2R L E T, Objects> Object Management 4 3&R L CA
TV MM LET,

N

GE) AT LT Danyry NUV—27 AT V= MIEHTEE

A, Y1z, any-ipvd £ 7213 any-ipve Z{EH L £,

AT 71 [Devices> Platform Settings] % 341 L C, Firewall Threat Defense 78 U > —Z {ERK 92 M iwdE L

£,

B 75vtor—sEE
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ATy T2
ATvT3

ATvT4

smrp5—i— [

[SSH7 7 R (SSH Access) | iR L 7,
SSH i aFra] T HAA L XA —T 2 A AL IP T RLAZEELET,

TOREFHLT, SSHERZZ T ANDA VX —T 24 A, BLOZNLLOEREZFA I
HIFGAT L ROIPT RLAZHIBLES, HxDOIPT RLRZARL, Xy hT—27 7 RL
AEMEHTEET,

a) (B (Add) 127V » 7 LTH LWWLb— L ZBINT 52, [ (Bdit) 1227V v 27 LT
BEfF DL — L 2 fE L £,
by N—DT T 4 EFEELET,

* [IP Address] : SSHEEHE Z#5FAl T AR A MEIER Yy NV —2V ZRETDH Ry hT—7
F TV NETIIIN—T, ATV M Ray AT A a— bR RT S
2, FREMMEZYV 7 LTHLOWRY NU—IFT7 V=7 FaBILET,

«[EATIEER Y — A4 B —T 4 A (AvailableZonedInterfaces) | : SSH ##t % 7 ]
FTAHEA L H—T oA ZAGie = ZBMLET, Y=l v X —T 2 AT
. [BIRLFEY =243 —T 4R (Selected Zones/Interfaces) 1| U A hO T D
TA—NVRIA v E—T oA A% AL, B (Add) 1227V v 27 LET, L—
TRy A =T 2 A ABIOMREN—F3BWHA v F—T =24 AEBMT52 LD
TEFET, BRSNTWDA L H =T 2 AFIL =V BT AL AZEENTND
EEILDHR, TNHDN—IVRT A ZHEASET,

) [OK1%27VUwyZ LET,

[Save (RTFE) 127V v/ LET,

ZN T, Deploy>Deploy IZBEIL T, R —%E VY TEFT A RTFFuf LET, &
FHNRTEATLETHHASNER A,

SMTP H—/\—

Syslog XETE T A—/N T 77— bR TETHHEIE. SMIP 4 —"ZHEETHILERHY £
9, Syslog TRXET HEEILE T A—/LT RLRE, SMIPYV—_"OFHWRT H T N ThHD
VN F9,

1R BHHIIZ

TIAIBIOEIHY SMTP H—""N—DFEA KN T RLAEZERTH IRy NT—7 7
Y NRIGFETH I EEMERLE T, Objects> Object Management #R L TA T V=7
FNeERLET, F2iE, RV V—OWMERFICA TV =7 NEERTHZ L HTEXET,
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ATy T

ATvT2
ATvT3

ATvT4

IS5y b Tr—LEE |

[Devices> Platform Settings] % &4 L T, Firewall Threat Defense 7R U > —ZERk 7 25 2w L
£75

[SMTP #—/3 (SMTP Server) | %7V v 7 L¥7,

[FFA4~Y H— =@ IP 7 KL A (Primary Server IP Address) . B3L A2 T, [k
B ZY P—R—=@DIPT KL A (Secondary Server IP Address) | Z5iET D%y hU—7 47
V7 FEERLET,

[Save (RTF) 1227V v 27 LET,

Z LT, Deploy>Deploy IZBEI LT, RY o —%2H VLB TT A R T T LET, £
FARTHEATLIETEHHASLEE A,

iy U —27 &7 e ha (SNMP) 1%, PCEIZV—7 AT —T a U TCEITIATH
HFy NU—VEBRAT—a B, AT Vv—F X2 VT4 TS ITAT LV ARRED
EESERIATDOTINA ADANVA L AT =B AT =H—F 52O OFERERN I k% EF%
LET, [SNMP] X—T &AL T, SNMP EHAT—L a3 i TE=F—EN5LX9IC
T7AT VA —Ib TNA RAEHETEET,

%y NU—27FH 7 a ha) (SNMP) 1T, EHEHT LGN NLDOFR Y hU—27 T34
AZADF=RZ Y T AR =TI LET, CiscotXa VT4 77747 ATiX, SNMP/X—
Varl, 2c. BIO3ZHEALEZRY NU—2 F=F ) U 0MA T, FT v 7 I OSNMP
FA T 7B AN R—FENET, SNMP EXIALT 7 ¥ A3V R— b ENEHEA,

SNMPv3 1%, FeAH Y = —4—& DES (BElk) . 3DES. AES256, AES192, B L
AES128 IZ kX Ak R — s LET,

\ )

G¥) m%ﬁfyayi%EéMiLtO%%’\MBH%M%EmTéQWWﬁi%ﬁ NS
NTNWT, ZOa2—HF =065 LVETON—Vg UEFEHA L TERINZRES., Fboa—
P —% 6.6 LLR1 2 F479 % Firewall Threat Defense TH| X & X T £9-, 7171 L. Z1bm

2 —F— A ARE L7=#% b DES K5 b A4 L7= 0 . DES BfBb &I 28 Lo —¥—%
ER L7209 5 Z L1XTE 8 A, Firewall Management Center T/N—37 2 > 7.0 AR A 1T L
“Cb‘%f) Firewall Threat Defense & # L TW 456G, DES Mok 2+ 577 v F 7 4+ — A4

RERY > —%F 5D Firewall Threat Defense (ZJERT 5 & LB L £,

\}

GE)  SNMPHERRIZ. V—F v KAV H—T 2 A ALBWA v X —T =24 ADHEFR—FLET,
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GE) AN SNMP $— _"—T7 T — M &{ERT 5121%. Policies > Actions> Alerts (27 7 A L %

FIE

ATy I

ATy T2
ATvT3

ATvT4
ATvTH
ATv 76
ATy I1

kR

[Devices> Platform Settings] % 3#&# L T, Firewall Threat Defense 7~ U 3 — & {ER% 72 2 FRdE L
£7

[SNMP] Zi&IR L £,

SNMP Z &L, EAFT T a v aRELET,

« [SNMP #—"—%H%N2F % (Enable SNMP Servers) ] : % & &4172 SNMP 748 2 | |2 SNMP
EMERET 2N EINERELE T, 20T 7L a v OBRRAMERT 5 L. REFHRE
REELZFFE, SNMPE=X Y U 7 %T 4 —T /I TEET,
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Oy N EBMELIIRELET, b= F VL. Firewall Threat Defense 7 /31 A~
DT 7 EARHFREN TS SNMP B AT — g & RLULET,

BR8INMEETARA FEZBINTEXET, 2L, FI v TORRELTHRETXHDITFD
> BHO 128 A7V TH,

\)

GE)  74LRETIE, BHEA U H—T oA RALBWiA U F—T oA APHE SN TWET, syslogP—
N—ZFT I SNMP A D [T v b7+ —L5%E (Platform Settings) ] C2MiA v % —7 =
AAPARTTHRE SN TV DS, v—VINET A AL =V IR THWRWNT A A (7.3
VIBTDTF A 2, BEOTAFIDIZT v 77 L— RELDT A ) I D [Ty BT +—
LEEGE  (Platform Settings) | AU O —%fHTH2MLERH D £,

1R8O BRI

SNMPEHLAT —3 3 VEERT DXy NI—0 A7V NWFETDHZ &R LET,
[T /734 A (Device) >[4 7Y =7 F&EBE (Object Management) | ZR L, xv hT—2 4
TV MERELET, >

\)

GE) P R—PFERNTWARY NT—F F 77 MZIZ, IPv6 R Ak, IPv4 7R A . 1IPv4 & B
FOIPVA 7%y N 7T RL ARG ENET,

B 75y ror—LEE I
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FIE

ATy T

ATv T2
ATvT3
ATvT4

ATy TH

ATvT6

ATy T1

ATvT8

ATvT9

ATv 710

snwp 2 roem ]

[Devices> Platform Settings] % 3#&# L T, Firewall Threat Defense 7~ U 3 — & {ER% T % 2 e L
£75

[SNMP] > [RR + (Hosts) | #27 U v 7 LET,

GEM (Add) 127V v 7 LET,

[IP 7 KL A (IP Address) ] 7 4 —/V N2, A%h72 Ipv6 R A F £721X IPv4d KA & AT 5
. SNMPEHAT—3 3 VOFRANT RLARZERTDHAY NIV—7 A7V =7 FEHERL
£7,

IP7 RLAIZIZ, IPv6 R A ~, IPv4 R A ., IPVAEFHFEIZIPvA 7%y hE2fEHTEF
7,

[SNMP /83— 5 > (SNMP Version) ] K v 7 # 7 U A Rhvh, i@l SNMP N— g >
TERLET,

(SNMPv3 D &) [—H—4 (UserName) | RE vy X0 U R M LEEE L7 SNMP = —
P—Da—PF—FERINLET,

G¥)
SNMP A FZ L1223 ANFETOH SNMP = —HF—Z [T A2 LN TXF T,

(SNMPv1, 2¢ D7) [Read = X =2=7 1 A VU 2 (Read Community String) ] 7 4 —/L R
K\7A4X@hﬁﬁb7aﬁxmt T TIERELTHDLAI2=T 4 AN T E2ADN
LET, HEROTDIZZOXTFIEFALET,

GE)
ZOXXFHNE, ZD SNMP A7 —3 3 U TEH STV 5 CFHAS [SNMP H— R — 2 F 271
9% (Enable SNMP Server) |27 v a VIZERBEAD LD &R BIGEDHMETT,

TNRA AL SNMPEBAT —2 a VOMOBEXA THEIRLET, MHOXA T ERBINTE
i‘ﬂ‘o

c[R—1 25 (Pall) |: BT — g ANIEYIINCT A R THEREZER L ET,
[kFv T (Trap) ]: T8 AlX, A XV MRAERHZINEZ NI v 7L, BHAT—V 3
VZERBLET,

()

SNMP /R A R D IP 7 KL AN IPv4 FPHE 721X IPv4 7 % v ROWTIINTH DA, [F—

U2 (Poll) 1 & [bT7 v (Trap) ] WS TIER<, WIFnhaRETEET,

[R—1F (Port) 17 4 —/V KiZ, SNMPHR A D UDPKR— hEFEASNLET, T 7 4/L Ml
%162 TY, ARNR&iMHIX 1 ~ 65535 T,

[k CT 7 & AHHE (Reachable By) |47+ a T, /34 AL SNMP EHRXT — a > DfH
DBEA L H—T oA AFA TERIRLET, T3 AOEHA X —T oA AF I
BEREX2UT 4V — AR EA L E—T 2 ADOWT NN ERIRTE £,

I5vr7r—LiEE



IS5y r7A—LEE |
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cTNAANEBA A—TITAR : T AL SNMPEB AT — 3 VEO@EIL, &
A B =T 2 A4 AN L TITONET,

eSNMPV3 R—U U N2 ZDA B —T oA AZBIRT L L RESNT-TITO
SNMPV3 2 —H—=NAR—=Y T EFAI S, AT v 76 (41~—) TERIRLI-2—
P—ICHIR SN EE A, Z ZTIE, SNMPv3 AR A h 75 D SNMPv1 3 X OF SNMPv2¢
TSR TOWER A,

¢« SNMPvl BLRSNMPv2e R— Y o SN2 DA B —T 2 A ZAZEIRTH L RA—1
VIFEAT TS (41 R—=) TERLEA=V g il Ezo-<HIRENEEA,

X AT FLIFRRMMEAE—T AR T, AL SNMPEH AT — 3
UEOBEEIL. EX 2V T 4= FREA =T oA AN LT ThIVET,

s [fEFATHEZR Y — > (Available Zones) | 7 4 —/V RCY —V ZMKE L £,

s[BIRL7=Y' —2/Af v H—7 x4 A (Selected Zones/Interfaces) ] U A MZ, T /34 A
INEBAT = a  LBETAA VA —T 2 A G~ BBIMLEY, Y
WIZZ2 WA X —T = A ADYGEIL, [BIRLICY —2 /A 2 —T = A X (Selected
Zone/Interface) ] U A MDD FDT 4 —)L RIZA LV H—T = A A4 &AL, B
(Add) 1227V w7 LET, VT Ru 7 (=T x4 A LORMENL— X 385%
AE =T oA AEBRIRTHZ LB TEET, TAAMRTERLTEAVH—T A A
FHATY B EENTWVAERICOHL, TNALAATHERA MNBRRESNET,

ZFwIN [OK] %2 Y v LET,
ATy 712 [Save (BRE) 27V v7 LET,

Z1 T, Deploy>Deploy IZBEI LT, RY T —%2E DB TEF AL R ZFFaA LET, £
HFARITEATLHECTHHINEE A,

SNMP + 3 v T DEETE

[SNMP k7 7 (SNMP Traps) ] Zf£fH L C. Firewall Threat Defense 7 /XA A® SNMP k7 v
7 (A Xy MER) ERELET, Py FIEBREIRE LY ES, T o TE, AEkEnD
VoI 79T AR, VoI HE T AR b Syslog 4 X e & FFEDA X2 MIxt
¢ 5 Firewall ThreatDefense 7 /XA AN BLEIHAT —2 a U ~DEVAZ [a X ) T, 5
NAZADSNMP 472 =27 FID (OID) 1%, 735 AMBEES4LDH SNMP A X b R T
TR REINET,

—HED R T v AE HEDON— R =T ETMTHEATEEEA, 2RO T 73 Zh
SOETNADIOORY =T 5 L EEINET, L& 2E TXTOET/IMIBLRZ
BB = FRHLIDIT TIEH Y FHA, T, [BIRHTEEL= > MEA/MIFR (Field
Replaceable Unit Insert/Delete) | b7 > 1L 26 DET IV THEINER A,

B 75vtor—sEE
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FIE

ATy T
ATy T2

ATvT3

ATvT4

snwp -5y FoEE I

SNMP 7 v 7%, #EYEFZIT= o ¥ —7 T4 XEAFDOMIB OWT NN TERINET, &
b7 v 7IXIETFIC K » THER SN, S EXERRFCICEHEEHEINTWET, SNMP 7 v 7
%, Firewall Threat Defense ¥ 7 b7 = 72 a LS4 )L E N TWE T,

VEIZIE LT, ROGATBRFC, fFHEMIB, BLWMEHE T v 72y n— R T ET,
http://www.ietf.org/

OGN D CiscoMIB, ~7 v 7 BLUOID DFERRY A SR LTIESU,
SNMP Object Navigator

F72. Cisco OID ZRDYTG FTP TH 7 om— FLTLES0Y,
ftp://ftp.cisco.com/pub/mibs/oid/oid.tar.gz

[Devices> Platform Settings] % 3#4R L T, Firewall Threat Defense 7~ U 3 — % {ERK 9% 23 L
ES 8

[SNMP] >[SNMP k5w 7 (SNMP Traps) ] 2 U v 7 LC, Firewall Threat Defense 7 /3 A

DSNMP 7 v 7 (A2 hlk) ZiELET,

Y172 [Enable Traps] 47> a2 2B L ET, WTFNNELIIWM G OA T a EBIRTE

£7

a) [T_XTDSNMP b7 v 7 %G9 5 (Enable All SNMP Traps) ] (2~ —7 ZfFHi)C, #
T 2472 arTTIRTCO NI v THRRGRINLET,

b) [TXTD Syslog bT 7 HHNZT 5 (Enable All Syslog Traps) ] (Z~—72 ZfHF T, b
7 v 7EED Syslog A v —Y DIk E AN L ET,

GE)

SNMP 7 > IV 7V Z A KTEWZ &R WIFF S35 729, Firewall Threat Defense 7> 5 Al

DWAA v 2= X0 BRI ENTT, TXTODSNMP 7 v 7 E72 1L syslog b7 v

TEAMZTDHE, SNMP B EART—V 2y hEFy hU—NTBRRENCY Y — 2 & HE

L, YAT BT T o 7T HARMERH Y £F, VAT LAOBIE, RFETOER, £

HA LT IPREAELZEAEIE, SNMP 7 v 7 Lsyslog N7 v 728 IRLTHEMCTHZ L

NTEET, £/, syslog A v E—V DAL —MI, YETT 4 (ERE) LLVELE

A=V IDICLS>THIBTEET, =& 2iE, 212 TUHE D syslog A v E— ID (F7 %

T, SNMP 7 7 AIZE#E L TWET, syslog A vE—T D4R L — hOHIR (65 2—) %

SZHRLTLZEN,

[Z=# (Standard) | &7 v 3 v OA X M@ b7 v 7%, BEFEORY > —Tik, 7741 b
TH > TWET,

» [8FE (Authentication) ]: ARFBF D SNMP 7 7 £ A, ZOFFET 7 —id, HiE- 723
=T 4 ARV TRy MZ Lo TRAELET,

«[V>7 7 v7 (LinkUp) |: WBHITREINTWDHERD, T/, ADWFY 7 D 1O
fEHATRBIZ 72 0 E L7z,

IS5y ror—LEE |}


https://www.ietf.org/
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en
ftp://ftp.cisco.com/pub/mibs/oid/oid.tar.gz

B swe 5oz

TS5y b7 —LEE |

[V 27 %7 (LinkDown) ]: HBEINIRINTNDEEY, 7L ZADBRFEY 7 D15

W27 —nRAELE L,

s[ma—/L RAZ— | (ColdStart) |1: 7 A ANHETHMHYLL TV D &L XIZ, TORE

F3Tn b alvzr T 4T A OFEPEESNL I LBRHY T,

s [V —LAZ— T (Warm Start) |: 73 ARHBTHYHL L TWD & XIZ, ZOK

EERITTa barm T 4 T A OFEENELTINDIZ LEHD THA,

ATY s [Z2T 47 4 MIB (EntityMIB) | &7 v a v CTHERAXV MBI T v 7 Z2BIRLET,

o (B2 R[EE =~ F&E A (Field Replaceable Unit Insert) | : /RSN CW A R0 | Bl

ZHAlfE = b (FRU) BHEASNE L7 (FRUICIZERERE, 77>, ety d
FVa— b, A A =T 2 f AT a— 7 EOMBNCEHENEGSERET) |

o (BRI BE = » FERSL (Field Replaceable Unit Remove) | : AN/ RSN TWD L ES

v, B AEEL=> b (FRU) DA ShE LK,

s [(XEZAH (Configuration Change) | : BAHNI/RENTWNDHERY | N— R = TIZEER

HYFELT,

ATFYT6 [UY—A (Resource) |7 ¥ a v THERAR M@ N7 v 7 2BIRL£7,

o [BEfeHlBEE)ZE (Connection Limit Reached) 1: 2@ F 7 » 7%, %€ L7z #EiHlRICE L

Tl HRAT SRR SN Z 2R LET,

ATy 1 [ZOM (Other) 1 &7 v arTlfF&pA Xy MBEI b7 v 7 2&IR LT,

o [7 =—/vA—/3— (Failover) ] :

« [NAT /3% NMiFE (NAT Packet Discard) ]: IP /3% R73 NAT #§REIC L W BEFES 1L D

&L ZOWMHMPERSNET, Ry PU—27 T FLAEBROMHAEERT RV AE 2T
A=, RELLLEWELZ THEY £ L7,

 [CPUEH L 2\ M (CPURising Threshold) ]: Z @i@&NIX, %E S /- #ifi o> CPU

OEFEN, FRIEHZR SN LEWVEEZBZ-HAICERSET, CPU_ LS L&\ WMl
EHEDCT DI, ZoF T varEF i LET,

o [E14 (Percentage) ]: LR L &VMEEAIDOT 7 4 /v MEIX 70% T, #aPFHIX 10 ~
94% T3, Z VT 4 VL EVEIX, 95% 12— Ra—REnTHWET,

o [HAM (Period) 1: T 74V hDE=4Y > Z7HIRIX15TY, &HITZ1~6070TT,

«[AEY EFHLEVME (MemoryRising Threshold) ]: Z Di@AIL, AEVMHED EHNFE

AIERINZLEWVEEZ B L, HRAMTMEER AT Y XD L TWAEAICERINES, A
FY FHLUEVWEEMZENZT DL, ZoFFarrdF iz LET,
* [#15 (Percentage) ]: RBRL & WMEEHIOT 7 4+ /b MEIX 70% T3, KA 50 ~
95% T,

Z Oi@%NE, CISCO-UNIFIED-FIREWALL-MIB {2 X - T
LVR—=FENTZT 2= VA== REICED Do TG B ITER SN E T,

B 75yt o+—L
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«[Z7Z7 A% (Cluster) ]: Z @KL, CISCO-UNIFIED-FIREWALL-MIB {Z & > TLAR— k
SNV T AZDIEFMHICER D > TG EITERINET,

[T 77 v (PeerFlap) |: Z DX, BGP /L — h 7 7 v B IRRAE LIS EIZA
RSN ET, ZAUT BGP Y AT L3, Xy MU —7 OREAREMIE®RE T FAZ A X7
HIZOITWF R OEH A v —T 2 EET DRI TT,

ATv7T8 [Save (RTE) 127 Vv LET,
Z1 T, Deploy>Deploy IZBEIL T, RY L —%2E DB TEF AL R ZFFaA LET, £
FARITEAT 2 ECHAShETA,

\)

6=

FIE

ATy T
ATvT2
ATvT3

CDRAY ZRATTHITE, BHEMRE DY, V=T FAL VB LT LORERD D F
j—O

FERICT A ' A &7z 83— 3 D Secure Firewall Management Center % 327 L T\ 5 =
L EMERT HAMENDH Y 9, T — KT Secure Firewall Management Center % /T L T\ %
Y& lX. [SSL % E (SSL Settings) [1XMEZhIZ72 0 £9, £/, 741 & AtH 317 Secure
Firewall Management Center D/3—3 3 VN T AR— hD a7 T A 7 o AFEHEE - LT
72 A | [SSLEXAE (SSL Settings) | 13MEZhI272 0 £9°, SSL TUE—h 72 & & VPN % ff
HALTWLIGE, A~—F THhH Uy N THRADBRIESAMEREDN AN 2> TV DHRERH D £
7T, FEAIZ DUV TiX, Cisco Secure Firewall Management Center Administration Guide? [License
Types and Restrictions] Z#Z ML T 72 &0,

[Devices> Platform Settings] % 349 % 2>, Firewall Threat Defense 78 U v — % ffE L £,

[S

SL] IR L £,

T~ %, [SSL#&EDEN (Add SSL Configuration) ] 7 — 7 /WIZIBIML £,

a)

b)

GEA (Add) 127Uy 7 LTH LW M) ZERT 20, =2 MBS TIZHL5E
X, (W% (Bdi) 1227V v 7 LET,

Fay X0 VA INNOMEREX 2 T AR ELXRIRLET,

«[FB k)L /A= 3> (Protocol Version) |1: UE— K 727 EAVPN Y a3 U EHE
THEEIHATHTLS 7 havzfRE L7,

s [EF¥aUT 4 LRI (SecurityLevel) 1: SSL TRETDH X2V T 4 AP a=rF
DEATEHIEELET,

IS5y ror—LEE |}


http://www.cisco.com/go/firepower-config
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AT9T4 BRT LT bal A=y a3 AZES EAATREZ T /L2 Y XA (Available Algorithms) ] %

ATy TH

HER L, DB (Add) 12727V v 27 L GRBIR L7 0 b auicgd x4, ZEcoWTiE, SSL
WIEILDONT (46 X—) BT EEN,

TAITY XNF, BRT L7 bal A=Yz k30T R hERET, ThThot
X2V Fobamt, X2V T4 LYULOREDO—EDOT LI Y XLEZHBILET,

[OK] %7V v/ LCTERERFELET,

RDEZRY

[EF (Deploy) 1>[REBl (Deployment) ] #3R L, BB (Deploy) 127V v 27 LT, #V
BTHENTZT AL AR o —%2RELET,

SSLEXTEIZDULNT

Firewall Threat Defense 7 /34 A Tl&, %= Y47 v hb A% (SSL) 7'& k=) & Transport
Layer Security (TLS) #ffH LT, VE—hrIIFA4 T FbDOIUE—KrT7 27 A VPN Ok
X7 Avb—URkEE YR — b LET, [SSLi%E (SSLSettings) ]V 1 > R Tlx, SSL T
DUVE—HKVPN T Z7EAH|Z, FAvT— e A v—IVREIHEHIND SSL A—T 3 v~
LIS TN T AL ERETEET,

)

GE) X =VY7 ¢#iF (UCAPL. CC., F£721% FIPS) LT — K TENMET 2 KL 5 IT Firewall

Management Center & Firewall Threat Defense 23/ &4 T T, Firewall Management Center
1T AR — R SITOWRWE SO/ Z TR LET, 72& 21X, FIPSKHGE— FTiX, Management
Center /% FIPS [ZH#EJL L TV 2 DH 27 /b — 7" 5 ORERLA TR LE T, 72720, FEHERORE 5

MEFRINDT-H, VPN horpridradym=—hLEREA,

SSL & EIL, WO THERL L £77,
Devices> Platform Settings, = ®Dft4, [SSL] &7 U v 27 LE7,

J4—ILF

[Minimum SSL Version Server] : Firewall Threat Defense 7 /XA ARV — 3— & L CEIWET D & &
WERT 2/ 3= 2 O SSL/TLS v ha vz fRELET, ez, VE—bF T2k
AVPN 7 — U= A L LTHRET 255 TT,

[TLS/3— 3 > (TLS Version) |: Ru v 7 XU U R ML, IROWT IO TLS /X—T =
CEBIRLET,

TLS V1 SSLv2 7 F A 7 F®Dhello &3 F Atu, TLSvl (LIf%) #xradv=— kR LET,
TLSV1.1 SSLv2 7 A4 72 h® hello %} AtL, TLSvl.l (LIfg) Zxrdvxm=—hLFE
7,

B 75vtor—sEE
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TLSV1.2 SSLv2 7 A 7 > b @ hello &5} Adv, TLSv12 (LRE) #x Ay =—FLZE
R

TLSV1.3 SSLv2 7 74 7 > b ® hello %57 Adv, TLSvl.3 (BIR§) I =— L FE
j—o

Y

=)

VE— 7 7R VPN ® TLS 1.3 IZ1%. Cisco Secure Client /X—3 3 > 5.0 LIBERSMLIE T,

[DTLS/3—< = & (DTLS Version) ] : @R L72 TLS N— 3 UNZESNWT, Rey X oy

UARNPBDILS N—V g VAEBRINLET, T 7 4/L FTiE, DTLSv] iZ Firewall Threat Defense

TNA ATHREINTEY, BEHIZJSLCTDILS X—Y g VA BRINTE £97,

A\

GE) TLSZ B hairon—Ya i, @RLEDILS 7 u fai R —Ua VU ETHD I & 2R
LEd, TLS 7’2 F a2 /bX— 3 Tk, RO DILS N—Y 3 URPR— SR TnET,
TLS V1 DTLSvI
TLSVI.1 DTLSvI
TLSVI.2 DTLSvl, DTLSv 1.2
TLSV1.3 DTLSvl, DTLSv 1.2

[Diffie-Hellman 7" /L —=" (Diffie-HellmanGroup) ]: Ru v X7 U R D 7 b— 7 % 3R

LEd, MHAMEERA T > a i, [Groupl] (768 &~ MEXHiE) . [Group2] (1024 &~ hifa

SHE) . [Group5] (1536 & hffaxHiE) . [Groupl4] (2048 & v Mo, 224 & h3FEEAL
¥) . BELO[Group24] (2048 B v MEKHIE, 256 v MEEME) T, F 744 Ml
[Groupl] T7,

[#5 M #h#RDiffie-Hellman 7 /L— =" (Elliptical Curve Diffie-Hellman Group) ]: Ko v X7 1
A NN T N—TEETIRLET, FHAMEER AT T a i, [Groupl9] (256 >~ b EC) |
[Group20] (384 £ FEC) . LW [Group21] (521 £~ FNEC) T9, 7 74/ MEIZ [Groupl9]
T—a‘o

TLSv1.2 TiZ, ROBEFROVR— MR BEMENTWET,

* ECDHE-ECDSA-AES256-GCM-SHA384
* ECDHE-RSA-AES256-GCM-SHA384

* DHE-RSA-AES256-GCM-SHA384

* AES256-GCM-SHA384

* ECDHE-ECDSA-AES256-SHA384

* ECDHE-RSA-AES256-SHA384

IS5y ror—LEE |}
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* ECDHE-ECDSA-AES128-GCM-SHA256
* ECDHE-RSA-AES128-GCM-SHA256

* DHE-RSA-AES128-GCM-SHA256

* RSA-AES128-GCM-SHA256

* ECDHE-ECDSA-AES128-SHA256

* ECDHE-RSA-AES128-SHA256

N

G ESEED R L EVOIT ECDSA B 570 DHE IF 55 AT,

TLSv1.3 TiE, ROBESHAD PR — R ABMENTOET,

« TLS_AES_128 GCM_SHA256

« TLS CHACHA20 POLY1305 SHA256

« TLS_AES 256 GCM_SHA384
Secure Firewall Threat Defense 7 /34 A CTHAR— kL7 m b ap =g vFa T4
Lok BRURER T VT Y ALZEET D720, SSLBET — TV EHEHTE £,

[7'm k2L 3— 5 2 (Protocol Version) ] : Secure Firewall Threat Defense 7 /34 A TH 7R —
b EdL, SSLEERICEH SN D 7 har =Yg va—BERLET, AR " ha
N R—=V g VFRD EBY T,

« 77 # /b

*« TLSV1

* TLSVI1.1

* TLSV1.2

*« TLSV1.3

* DTLSv1

* DTLSv1.2
[E¥=VU7 ¢ LUl (Security Level) ] : Firewall Threat Defense 7 /34 A TH AR — h Z4L, SSL
B S AR L% = U7 ¢ LUl —ERR L ET,

A Z A 2 v A & AdH LT 5 Firewall Threat Defense 7 /3NA AN H D56, 7 7 4/ h Tlidt
F 2 VT 4 LoYLOMEL 720 £ 97, Firewall Threat Defense A~— kT A £ ATliL, T 74/
FOEFXR 22U T 4 LYUVE[E (High) ] T, ROA T g rOWnTrzERL T, LEk
X2 VT 4 LNV ERETEET,

* [All] : NULL-SHA # &3 X TOHE 7,

* [Low] : NULL-SHA Z#B&< X TOK 5,

B 75vtor—sEE
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* [Medium] : NULL-SHA, DES-CBC-SHA. RC4-SHA. } X {RC4-MD5 % &< 4 TDHf
F (AN T 74 FTT)

« [FIPS] : NULL-SHA, DES-CBC-SHA, RC4-MD5, RC4-SHA, DES-CBC3-SHA,
TLS CHACHA20 POLY 1305 SHA256 % &< FIPS ¥EHLO 3 XTOHs 5 % & e,

«[# (High) ]: SHA-2 i 5% /9 % AES-256 DHEGH, TLS N—T =2 v 12 BT
THNV A=V a LTSN D,

* [Custom] : [Cipher algorithms/custom string] &8 v 7 A CHEET 5 1 DLLEDOKE, D47
v =3 Tl OpenSSL K5 E R CFHNZMEH L TR 5 A A — M EFRIICE B CE £,

[Cipher Algorithms/Custom String] : Firewall Threat Defense 7 /34 A TH AR — ~ I, SSL#EEIC
RN ST VY XA LA —BHR R LET, OpenSSL & L7-K 5 DFEMIIZ DV T,
https://www.openssl.org/docs/apps/ciphers.html 2 Z R L T< 72 &V, https://www.openssl.org/docs/
apps/ciphers.html

TLSv1.2 DHTHR— b EN LIS

ECDHE-ECDSA-AES256-GCM-SHA384

ECDHE-RSA-AES256-GCM-SHA384

DHE-RSA-AES256-GCM-SHA384

AES256-GCM-SHA384

ECDHE-ECDSA-AES256-SHA384

ECDHE-RSA-AES256-SHA384

DHE-RSA-AES256-SHA256

AES256-SHA256

ECDHE-ECDSA-AES128-GCM-SHA256

ECDHE-RSA-AES128-GCM-SHA256

DHE-RSA-AES128-GCM-SHA256

AES128-GCM-SHA256

ECDHE-ECDSA-AES128-SHA256

ECDHE-RSA-AES128-SHA256

DHE-RSA-AES128-SHA256

AES128-SHA256

N

GE)  ERENRES EVOIE ECDSA K53 L (N DHE B2 T3,

I5vr7r—LiEE


https://www.openssl.org/docs/apps/ciphers.html
https://www.openssl.org/docs/apps/ciphers.html
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Syslog

IS5y r7A—LEE |

TLSv1.1 £721% TLSv1.2 THAR— F IRV

RC4-SHA

RC4-MD5

DES-CBC-SHA

NULL-SHA

Firewall Threat Defense 7 /XA AD T AT L a X7 (syslog) ZHMNITHI LMW TEET,
BMERX L7 THZET, *y M= OREETIZT A AREOMBEZFFE L ToBET
XFET, Fo, —HOEXF2VT 4 A XY M syslogh—"—IZEEFETHZEHLTEET,

T, v X T EOREFECONTIHH L ET,

Syslog [TDUNT

VAT A aX T, TN, ADD syslog T—F L EFITT L —NAAD A v =T EINE
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AR ENET, FEMCHoOWTIEL, [Cisco Secure Firewall —D[TT v
Management Center Administration Guide] @ [About Sending | b 7 4 — A%
Syslog Messages for Security Events] 33X O 7 vy 7 %% | iE (Platform
flrLc<7Zan, Settings) | &
(a7
(Logging) ]
(+_RTDOF | Z D syslog & Tlk. Cisco Secure Firewall Management Center | 77 & A =2
INA R) Administration Guide?®> [ Configurations Supporting Alert fa—L R
R e Responses] Tl I CWA L5, 77 B AHIEHAL—L, | —D[T T —
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FToNTWERAL, TOXA T D syslog D% EIZDOWVTIE,
Cisco Secure Firewall Management Center Administration Guide®
[Creating a Syslog Alert Response] Z# & L T 7230,
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BE D syslogh—"—ZREL, HFH—"—ITXESINDIA vV AN MEHIITEE
T, Flo, A Y=, BIAIN WAy 77 R EOR D5 EHBRTH L TEE

‘j—o

The following table lists the syslog message severity levels.

5= 12: Syslog Message Severity Levels

Level Number Severity Level Description

0 emergencies System is unusable.

1 alert Immediate action is needed.

2 critical Critical conditions.

3 error Error conditions.

4 warning Warning conditions.

5 notification Normal but significant conditions.
6 informational Informational messages only.
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Level Number Severity Level Description

7 debugging Debugging messages only.

Log at this level only temporarily, when debugging issues.
This log level can potentially generate so many messages that
system performance can be affected.

N

GE) ASA and Firewall Threat Defense do not generate syslog messages with a severity level of zero
(emergencies).

Syslog Message Filtering

You can filter generated syslog messages so that only certain syslog messages are sent to a particular
output destination. For example, you could configure the Firewall Threat Defense device to send all syslog
messages to one output destination and to send a subset of those syslog messages to a different output
destination.

Specifically, you can direct syslog messages to an output destination according to the following criteria:
* Syslog message ID number
(This does not apply to syslog messages for security events such as connection and intrusion events.)
* Syslog message severity level
* Syslog message class (equivalent to a functional area)
(This does not apply to syslog messages for security events such as connection and intrusion events.)
You customize these criteria by creating a message list that you can specify when you set the output

destination. Alternatively, you can configure the Firewall Threat Defense device to send a particular
message class to each type of output destination independently of the message list.

(Message lists do not apply to syslog messages for security events such as connection and intrusion events.)

Syslog Message Classes

\}

GE) This topic does not apply to messages for security events (connection, intrusion, etc.)

You can use syslog message classes in two ways:
* Specify an output location for an entire category of syslog messages.

* Create a message list that specifies the message class.

The syslog message class provides a method of categorizing syslog messages by type, equivalent to a
feature or function of the device. For example, the rip class denotes RIP routing.
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All syslog messages in a particular class share the same initial three digits in their syslog message ID
numbers. For example, all syslog message IDs that begin with the digits 611 are associated with the vpnc
(VPN client) class. Syslog messages associated with the VPN client feature range from 611101 to 611323.

In addition, most of the ISAKMP syslog messages have a common set of prepended objects to help identify
the tunnel. These objects precede the descriptive text of a syslog message when available. If the object is
not known at the time that the syslog message is generated, the specific heading = value combination does

not appear.

The objects are prefixed as follows:

Group = groupname, Username = user, IP = |IP_address

Where the group is the tunnel-group, the username is the username from the local database or AAA server,
and the IP address is the public IP address of the remote access client or Layer 2 peer.

The following table lists the message classes and the range of message IDs in each class.

3% 13: Syslog Message Classes and Associated Message ID Numbers

Class Definition Syslog Message ID Numbers

access-list* Access Lists 106

application-firewall* Application Firewall 415

auth User Authentication 109, 113

botnet-traffic-filtering* Botnet Traffic Filtering 338

bridge Transparent Firewall 110, 220

ca PKI Certification Authority 717

card-management* Card Management 323

citrix Citrix Client 723

clustering* Clustering 747

config Command Interface 111, 112, 208, 308

csd Secure Desktop 724

cts Cisco TrustSec 776

dap Dynamic Access Policies 734

eap, eapoudp EAP or EAPoUDP for Network 333,334
Admission Control

eigrp EIGRP Routing 336

email E-mail Proxy 719

environment-monitoring* | Environment Monitoring 735
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Class

Definition

Syslog Message ID Numbers

ha

Failover

101, 102, 103, 104, 105, 210,
311, 709

identity-based-firewall* Identity-based Firewall 746
ids Intrusion Detection System 400, 733
ikev2-toolkit* IKEv2 Toolkit 750, 751, 752

ip IP Stack 209, 215, 313, 317, 408
ipaa IP Address Assignment 735

ips Intrusion Protection System 400, 401, 420

ipv6* IPv6 325

licensing* Licensing 444

mdm-proxy MDM Proxy 802

nac Network Admission Control 731,732

nacpolicy NAC Policy 731

nacsettings NAC Settings to apply NAC Policy 732

nat-and-pat* NAT and PAT 305
network-access-point™® Network Access Point 713

np Network Processor 319

np-ssl* NP SSL 725

ospf OSPF Routing 318, 409, 503, 613
password-encryption* Password Encryption 742

phone-proxy* Phone Proxy 337

rip RIP Routing 107,312

rm Resource Manager 321

scansafe* ScanSafe 775

session User Session 106, 108, 201, 202, 204, 302,

303, 304, 305, 314, 405, 406,
407, 500, 502, 607, 608, 609,
616, 620, 703, 710

smart-call-home*

Smart Call Home

120
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Class Definition Syslog Message ID Numbers
snmp SNMP 212
ssl SSL Stack 725
sve SSL VPN Client 722
sys System 199, 211, 214, 216, 306, 307,

315, 414, 604, 605, 606, 610,
612, 614, 615,701, 711, 741

tag-switching Service Tag Switching 779
threat-detection*® Threat Detection 733
transactional-rule-engine-tre* | Transactional Rule Engine 780

uc-ims* UC-IMS 339

vm VLAN Mapping 730

vpdn PPTP and L2TP Sessions 213, 403, 603

vpn IKE and IPsec 316, 320, 402, 404, 501, 602,

702,713, 714,715

vpnc VPN Client 611

vpnfo VPN Failover 720

vpnlb VPN Load Balancing 718

vxlan* VXLAN 778

webfo WebVPN Failover 721

webvpn WebVPN and Secure Client 716

“These classes are provisioned in the management center web interface to facilitate creation of event lists.
These classes are not displayed on the device console.

Guidelines for Logging

This section includes guidelines and limitations that you should review before configuring logging.

IPv6 Guidelines
* [Pv6 is supported. Syslogs can be sent using TCP or UDP.

* Ensure that the interface configured for sending syslogs is enabled, IPv6 capable, and the syslog
server is reachable through the designated interface.

* Secure logging over IPv6 is not supported.
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Additional Guidelines

* Do not configure Firewall Management Center as a primary syslog server. The Firewall Management
Center can log some syslogs. However, it does not have adequate storage provision to accommodate
voluminous information from connection events for every sensor, especially when multiple sensors
are used and all send syslogs.

* The syslog server must run a server program called syslogd. Windows provides a syslog server as
part of its operating system.

* The syslog server operates based on the syslog-ng process of the firewall system. Do not use external
configuration files, like the scwx.conf file from SecureWorks. Such files are not compatible with the
device. Using them will lead to parsing error and eventually the syslog-ng process will fail.

* Determining the egress interface for the syslog:

« If the specified management-only interface has management-access enabled, the management
center will perform route table lookups and determine the egress interface (could be data or
management) based on best routing logic.

If you configure a management-only interface as logging host, that does not have
management-access enabled, the management center will use the interface regardless of routing
table entries.

Thus, for the management center to always uses a dedicated management path for syslog traffic,
configure the management interface without management-access, and then specify the interface
in the logging host:

interface <management-interface>
management-only ----- >Do not include management-access

logging host <management-interface> <syslog-server-ip>

» When syslog rate is more than 50,000 messages per second, ensure that a data interface is used as
egress interface rather than a management interface.

* To view logs generated by the Firewall Threat Defense device, you must specify a logging output
destination. If you enable logging without specifying a logging output destination, the Firewall Threat
Defense device generates messages but does not save them to a location from which you can view
them. You must specify each different logging output destination separately.

* If you use TCP as the transport protocol, the system opens 4 connections to the syslog server to ensure
that messages are not lost. If you are using the syslog server to collect messages from a very large
number of devices, and the combined connection overhead is too much for the server, use UDP
instead.

« It is not possible to have two different lists or classes being assigned to different syslog servers or
same locations.

* You can configure up to 16 syslog servers.

* The syslog server should be reachable through the Firewall Threat Defense device. You should
configure the device to deny ICMP unreachable messages on the interface through which the syslog
server is reachable and to send syslogs to the same server. Make sure that you have enabled logging
for all severity levels. To prevent the syslog server from crashing, suppress the generation of syslogs
313001, 313004, and 313005.
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Firewall Threat Defense 7 /N1 XM syslog O ¥ > 5 DX TE .

* The number of UDP connections for syslog is directly related to the number of CPUs on the hardware
platform and the number of syslog servers you configure. At any point in time, there can be as many
UDP syslog connections as there are CPUs times the number of configured syslog servers. This is
the expected behavior. Note that the global UDP connection idle timeout applies to these sessions,
and the default is 2 minutes. You can adjust that setting if you want to close these session more
quickly, but the timeout applies to all UDP connections, not just syslog.

» When the Firewall Threat Defense device sends syslogs via TCP, the connection takes about one
minute to initiate after the syslogd service restarts.

* When the TCP logging host goes down, it takes approximately 6 minutes to change its connection
status from Connected to Not connected. Logging relies on TCP to detect the channel state; until
then, logging sends the logs through the channel. During this time, when you execute the show log,
the output would display the TCP logging host as connected. Once the TCP channel is closed, the
TCP logging host state is updated to Not connected.

* Configure the data interface as the syslog source interface for production monitoring and auditing.
Use the management interface only for temporary testing. This approach ensures optimal syslog
reliability and prevents rate-limiting on the management interface.

Firewall Threat Defense 7 /N4 XM syslog O X > 5 DKE
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AT w72 [Syslog] > [ ¥ 7 #kit (Logging Destinations) | Z#IN L E5, >

RAT9 T3 Bz AHIL, aX 7 7o B2 AT 50, EEBEFOBRE 2 RET D121,
CEM (Add) 1227V v 7 LET,

ATy T4 [vX 2 7Bk (Logging Destinations) | ¥4 70 7R v 7 AT, #ftlea @R L, #i0T
T 72 ERELET,

I IS5y ror—LEE |}



F5v b7 —LEE |
B =z 7Lz~ syslog # v —UitfE

a) [PXr 78S (Logging Destination) | K2 v 7" X 7 U A T, AT D HEfei i & 1
WLET, ary—i, A=, WENy 77, SNMP 7 v~ SSHY v 3, Syslog
= ROENENOBHLIEBDT 4 V2 EERTEET,

GE)
ayY—VBISSHE Yy v a v aX 7%, 2B CLI TOAKEIE L £9°, systemsupport
diagnogtic-cli Z A ) L 7,

b) [ X2 27 F % (EventClass) | T. T —7/MIFERINTWARNTRTDY F A
TEHT 4 VHEBENL£7,
WDT7 4 NEERETETET,

[VETT 4 (EKRE) I2LD7 4% (Filteronseverity) |: ¥ 7 4 (FEKRKE)
DLV EERLEST, RELIZL-VLL EDO X v —UREEFEICELNE T,

o[£ X2 U A MEA (UseEventList) ]: 7 4 VH HEFKTHA X b A FEER
LET, ZOAXRY A NMI[A Y MU AL (EventLists) |X—Y TIER L £7,

s [B ¥ /S (Disable Logging) |: Z O ~D A vt — VR EEEILLET,
) AXUINITARITEDT7 4 NVEEAERT B2, (B (Add) 1227V v 7 LTHLWT 4

NEFEAERT D0, BEEOT7 4 VB EREL, TDI TATORA v E—VEHIRT 54~
Y ZREVETT 4 (ERE) LAV ERRLET, OK]Z27 U7 LT, 74L%

ERAELET,
A X 7T ADOFBIZ OV TIE, Syslog Message Classes (52 X—3) ZZH LT
éb\o

d [OK]%27YUvyZ7 LET,
ATvT5 [Save (R 127 Vv LET,

ZH T, Deploy>Deploy (ICBEIL T, RY L —%2E VY TETFT AL R ZTF S LET, &
FANRITEATHETHHASNLETA,

BFA—IL T ELAAD syslog A v t—DiEE
B A—NELTEEEIND syslog A vE—VOZEFEIY A NEHRETETET,

Je

EVh X2 UT 0 AU BEA N RRRAANRY RRE) IZBT D syslog A v E—U &%
BTDEICTNARERET DL, IZEAVEDFID 77y 74— LARENINLDRA v
VI ENFE T, BFXF 2V T 4 A4 FDsyslog A v — P15 3% Firewall Threat
Defense 77 v M 7+ —LDi%E (58 X—V) LTI ZIV,

B 75yt o+—L |
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FIE

ATy T

ATvT2
ATvT3

RTv74

ATy TH

ATvT6
ATy 17

nzsan1~vkyz ok [

1R AR
* SMTP H— D7 T v b7 4 — LAREN— T SMTP =@ E LT
« B XU T ORIMEE XL OEARLRE MR (59 ~X—)
XD E LTETA—VERELET

[Devices> Platform Settings] % &4 L T, Firewall Threat Defense 7R U > —Z1ERk 7 25 2w L
£7

[Syslog] > [BEF A —ILDEE (Email Setup) ] ZFIRL £,
B A= A= L LTREEND syslog A v E—YDEELT FLAE LTHATS
EFA—NL T FLAERELET,

B (Add) 1227V 7 LT, BE Lsyslog A v b=V OZEEOHF LWVEFA—L T K
LAZATILET,

ZDOZEEIEET Dsyslog A v E—VOEKREL~LE, Fry X7 X MpHIERL
iTO

SEFEDEA A=/ T R RIZR L THEMH S5 syslog A v E—VOEKET 4 L FZITLD
FBESNTCEREL VL EDOA v E—UNEESNET, LU DWW TIL, Severity Levels
(51 ~—=2) ZZRLTIIZENY,

[OK] %2 U v s LET,

[Save (RTF) 1227V v 7 LET,

Z1 T, Deploy>Deploy [IZBEIL T, RY L —%2E DY TEF AL R ZF FaA LET, £
ERNFRITEATIECHEAShEEA,

AABL AR YR FDOER

AR MU A NI, o X 7EREICHEM L TERICEET 2 A vE— V2R cE o 0 A
AL TANETE, @, YETT 4 (HERE) ORZESWTERLE~DRA vE—V% 7 4
NEV T LETN, ARV ZAREHEALT, ARV TA, YETT 0 (BERE) |
BLOX vbE—URF (ID) OMAEHORIHESNWTEREENDI A v —V oMk cE F
7T

AL AR YA ROERIT, 2O T 2T4, [4_X hU XL (Event Lists) ]
THAZX LY A NEEHRL, ARV AMEFEALCT, FEHEORX 2 (Logging
Destinations) | CHMsEEDO XL 77 4 N E 2 ERZ L ET,

IS5y ror—LEE |}



TS5y b7 —LEE |
B rxs21~0r vz ronm

Je

EXb X2 UT g AN @A N FPRRAANR R LE) ITET D syslog A v E— T EE
FETD2EICT A RERETDHE, FEALEDFID 77y N 74— LREPZINOLDA v
t—VICEHESNEYA, BX 2 VT 1 A4 FDsyslog A vt — U256 7 % Firewall Threat
Defense 77 v h 7 4+ —ALDRE (58 —) ZZML TSV,

FIE

AT w71 [Devices> Platform Settings] %%k L T, Firewall Threat Defense 75 U o — % {Epk 9~ % 2t L
7
ATw 72 [Sydog] >[1 N>k YR+ (EventsList) | #84R L £,
RT9T3 A XN VRAMNERELET,
a) [BN (Add) 1227 U7 LTHBY A NEZEBMLIZY, BEFOU A MEfmELIZD LE

—g—o
b) [4&AT (Name) | 7 4 — /L RIZA XY b VA MDOAFTIZANLET, AX—RIEATE
FH A,

) YETT 4 (HEKRKE) £HEFAXV b 7 TRZESNWTRA =V ZHBBT DT, [~
ET77 4 (EKE) /A2 bk 7 F A (Severity/Event Class) | ¥ 7 #3&R L C, HHH%A
IMETITRELET,

EFRIREZR 7 T A DFEMIZ OV TIE, Syslog Message Classes (52 ~X—7) Z&M L TKL
7230,

LoUZ DWW TIE, Severity Levels (51 X—2) 2SR L TS0,

BrEDANR N 7T R, PTUART LY b = ROT A A3 S EE A,
FTOEIRAT L a v BRRESNTZGE, A7V a ViTERHSIN, BENETA,

d) AvE—VYIDERELTAyE—VZ@AIT 5L, [A v E—VID (MessagelD) | %8
RU, ID ZBEMEITMWE L ET,

NATUERERLTID®EAZ AN TEET (72 & 21, 100000-200000) , ID i 6 %L
FTTT, ODOIHPEEEICED L H I~y TSI D T OV TIE, Syslog Message Classes
(52 =) ZZBLTIEIN,

FEED A v —FZIZ OV TIL,  [Cisco ASA Series Syslog Messagesl]] # &M L T 72 &
AN

e) [OK]%#27 Vw7 LT, AV VUARNERIFLET,

ATw T4 [mX UL (Logging Destinations) | %7 Vw7 L, 7 4 V¥ ZMHT 5 0NENH 5kt
e BMEITRELET,

Moo 7FHEfe oAb (61 *—) | #8RLTLIIFEN,
ATv7T5 [Save (RHTE) 127 Vv LET,

B 75yt o+—L |
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| 75y bor—LEE

syslog * v —on&mL— R ]

Zi T, Deploy>Deploy (ICBEIL T, RY o —%2E VY TETF AL R ZFFaAf LET, &
FANRITEATHETHHASNLETA,

syslog * v E—TDER L— FDHIE

syslog A v =V DAL — MI, YET77 1 (ERKE) LYUVEREFAyE—VIDICLS
THIBCTEET, X7 L~ LT L, BXWSyslog A vE— 1D Z & IZERIOHIR % 15 E
TEET, REVHEET HHATL. Syslog A vE—T ID OHFIERPELESNET,

Je

EXb X2 VT AN @A N FRRAANS R LE) ITET D syslog A v E— DR E
BIH2EET A RAERET DL, FEALLEDFID 77y b7+ —LREBZNLDA >
VI ENFEE AL, BFXF 2V T 0 A4 D syslog A vt — U5 3% Firewall Threat

FIE

ATy I

ATy T2
ATvT3

ATvT4
ATy TH

ATy 76
ATvT1

Defense 77 v F 7 A —LDHE (58 X—) LTI IV,

[Devices> Platform Settings] % &R L T, Firewall Threat Defense 7N U > —Z BT 5 2 s L
£7,
[Sydog] > [L— FHIRR (RateLimit) ] Z&R L £,
TETT 4 (EKRE) LMK A=V D4R ZFHIRT 5121, [BS LAIL (Logging
Level) ]>[EBM (Add) 1227V v 27 LT, ROAT v arki Ebiﬁ“
e 17 L~UL (LoggingLevel) : L— REHFIRT 277 ¢+ (HKRE) L~Ub, LULZ
DUWTIE, Severity Levels (51 ~X—7) 2B LT 7ZE0,
o AwE—% (Numberofmessages) : fEE L7ZHRFHINICHIR SN DIBEE LT XA T DA v
=V ORKEL,
o Mk (Interval) : L— FHIRD T 203V 2y FID £ TORE,
[OK] %27V v 7 LET,
syslog DA =Y IDICE D Ay E—VOARAERIRT 25121%, [SydoglRJL (Syslog
Level) ]>[EBM (Add) |22V vy 27 L, ROAT v a &3 Ebiﬁ_

* [Syslog ID] : L' — F&HI[RT % syslog DA v E&—T 1D, FFED A v E—IFFITONT
X, [Cisco ASA Series Syslog Messages]] # &ML T 7230,

« A vE— %0 (Numberofmessages) : {6 L7-RFRINICEFA SNARE LT X A T DA >
=V DR R

o [ilf@ (Interval) : L— MR T 203U &y b IiLd £ TORE,

[OK]Z7 VU v 7 L%,
[Save (RTE) 1527V v 7 LET,

I5vr7r—LiEE
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. Syslog £% &

Syslog

onh

%7

FIE

ATy I

ATy T2
ATvT3

ATy T4

ATy TH

TS5y b7 —LEE |

Zi T, Deploy>Deploy (IZBEIL T, RY L —%2E VY TETF AL R ZFFaA LET, &
FANRITEATHETHEHHASLETA,

— 72 Syslog B E AR E LT, Syslog h— "—IZ(EEN 5 Syslog A v B —VICEHDH 7 7
VUT 4 A= RORE, A v E—VICIA DAL TREENDENE IDOIRE, A vE—
VICED DT AL AID OE, Avt—YOrEIT 4 (ERE) LYVORRFEER, B
FOREDA v E—VDERDT 4 =T W bEITH ZENRTEET,

X2 VT 40 AN A N PRRAA N R E) IZET D syslog A vE—U AL
BTD2EICT A RAERET DL, ZOX—VDO—HOBRENZNHDA v E—VITHHH &
NEH A, Cisco Secure Firewall Management Center Administration Guide @ 2% = U 7 ¢ A X
» h® sydog A v E— 245 Threat Defense 77 v b 7 4 — L DRE] 2L T2
S,

[Devices> Platform Settings] % 3#&# L T, Firewall Threat Defense 7~ V 3 — & {ER% 72 2 e L
£,

[Syslog] > [Syslog %€ (Syslog Settings) ] Z®&R L F9, >

T7AN Ay E—VDOR—R L UTHEMT 2 Syslog hr—"—D T AT L a JiExE, [7 7V
U7 ¢ (Facility) ] ey 77U R MpH&EIRLET,

77 4/ FZLOCAL4(20) T7, ZAUTZUNIX > 2T A TH G AREEOE W — R TT, =77
L. %y hNT—27 TS AWM TIIEAFRER 7 7V T RSN T DD, VAT A
B CIEZOEEER L 2T U bW EERH 0 7,

BE, 77V T4 OEFEXR 2T o AR N EFBEROY FHA, AvE—VIZT7 7Y
T A MEEE D DHEND DHEEIE. Cisco Secure Firewall Management Center Administration Guide
D TFa VT (LR D YHog A vE—TPDT 7 LU F 4] EBBLT SN,

[ZA LAZ T H4 Syslog A vt — THZIZT S (Enable timestamp on each syslog message) ]
F v IRy I A A NI LT, Ave—U4ERBRE Syslog A vE—VIZEDET,
syslog A v &=L D [# A LAH T DA (Timestamp Format) | 8RR L £ 4,
s [LH T — (Legacy) ] (MMM ddyyyy HH:mm:ss) FEUL, syslog A v &—2DF 7 4L b
B TT,
CDEALAZ TR ERIRT DL Ay E—DIIFICTUTC THLH A L Y — )
FoRINERA,

* [RFC 5424] (yyyy-MM-ddTHH:mm:ssZ) % RFC 5424 syslog J& 2 CTHE STV % 1SO 8601
A DAZ TR L ET,

B 75yt o+—L
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| 75y ror—LiE

Syslog £ % .

RFC 5424 B A @EIRT B L, [Z) MEAF U TORRBIZENE, XA DAZ TR
UTC # A4 b V=&AL WL a2 R LET,

RT9T6 T3 AFHRIT % Syslog A v —VIZEMNT 2561E (ZHUEA vE—VORIHICEE SV E
9) . [Syslog 7 /34 A ID ZHENZF 5 (Enable Syslog Device ID) | F = v 7Ry 7 A%4

Iz

L. IDDX A7 ZEEILET,

c[fr X —T A A (Interface) |: T TS TAT UV ANRA v —VOEBIHERT LA 02—
T oA RIEMRR L BIRENT-A LV Z—T = A ADIPT RLA&RMFHLET, & —
T A RGBT H X2V T 4 V=V ERINLET, YV —2iF, B—DAf ¥ —T A
Aw B T INHUERH Y E£T,

o [—H—7EFKID (UserDefinedID) |: IR LT F A FCFHEMFEH L ET (K16 X

) o

%
o [[RA M4 (HostName) ]: T /3 ADKRA ML EMFHALET,

ATy T 1 [Syslog Message] 7 —7 /L& LT, FED Syslog A v & —T DT 74 /L N ELZET L E
T, TI7ANVINREEEETLHAICET, ZOT =TV TA—VERETHILERDH D £
To AvE—VIZHID Y THNTNDLYETT 4 (BERE) 2EELZY, AvE—VDARK
BRI TEET,

7 7 4/ N TliX, NetFlow WENZ72Y, =2 M IET—7 MR EnNET,

a)

b)

d)

NetFlow 23 F[KCTILE LTV % Syslog A v E—2 2l 2121%, [ b7 a—[F%
Syslog (Netflow Equivalent Syslogs) ] Z3#R L £,

ZHICED, Ave—Uhbanic A vy =YL LTT =7 MBEMSET,

GE)

ZNHDRED Syslog A v E—Y BT TIZT =T MIb 556, BMFOL— T EEE X
ER A,

=V EEINT 221X, GEM (Add) 127 Vv 27 LET,

REETSTDHA v E—UFKS% [SysloglD] Ry 7H o U2 RpBERL, FriLnve
774 (BEKE) Z#[eX 7 LUl (Logginglevel) | K v 7 HZw7 U A FinBiEIR
B0y, FTIL[H0H] (Suppressed) J&#EIR L TR v —TOEREZEMIC L ET, BHIL.
TETT 4 (BEKRE) LNYUVDEFERRA v —DF 4 v —T /KIFITWEE AR, LB
WL THW D7 4=V REEFETEET,

[OK] %27 Uy 7 LTCT—7 NI —EBMLET,

ATvT8 [Save (RTE) 127 Vv LET,

AT, Deploy>Deploy IZBEILC, RV —%2HVYTlT (AT TrAfLET, &
BEARITEATHETHHSNLEE A,

RDBRY

RELE LML ETRELFORMESZML TIES W,

IS5y ror—LEE |}
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IS5y r7A—LEE |
. Syslog H—/\—DHE

Syslog —/\—DERTE

VAT EMBAERINTEA vV RS S L D ITsyslog—N—Z R ET HIZIE, KROF
NEZFAT L £,

Z Dsyslog — N—THfA X NRPRAA N "R EDEFXF 2V T 4 A XV NEZEIED
A, BX 2 U7 4 A4 X2 hD syslog A v &— 20 35 Firewall Threat Defense 7°7
F 74— LOFE (58 X—) LML TIEEN,

\}

GE) 74V TIHE, BEHA L X —T oA RALEBWIA X —T =4 AVRFEINTWET, syslogh—
N—ZFTISNMPRA NDT T v 87+ —LRETZWA o F—7 = A ANRLFTTHE ST
WAHES, vV ENTET AN R =V ENTWRWT NS AR DT T v N7 4 — A%
ERY =% EHTIHLERNH Y £3 (7.3 LLATOT 734 A 3 L U 7.4 Firewall Threat Defense
27 v T T L= FEHRD—HFOT A X)

1RO SRS
* Guidelines for Logging (55 ~<—) TEAEEZSH LTI ZE0,
e TNAANLFR Yy NT—7 LD syslog 2 L7 ZIZRETELZ L 2R LET,

FIE

AT 71 [Devices> Platform Settings] # 4R L T, Firewall Threat Defense 78 U > —Z {ERK 92 M idE L
£75
AT w72 [Syslog] > [Syslog ¥—/3— (Syslog Server) | > ZHIR L 7,
AT Y T3 [TCPsyslogh— "—NX 7 L TNWEEXIZ2—Y =TT v 7 OEBEFFAIT5 (HELE)
(Allow user traffic to pass when TCP syslog server is down (Recommended)) | = v 7Ry 7 A%
A A LT, TCP 7' 1 b a vz T 5 syslogh—_"—NX T LTWDLLEEICNT 7 4 v 7
AT AHLOICLET,

GE)
c ZOF TV aiE, T AN NTHEMTT, BERGEERE . T3 AN TCP syslog
P N—CBFETERWEEIE. BT ANA A& L2742 2 & 2 B89
LET,

» Firewall Management Center /N— 3" 2 > 6.2.x LLAljC [TCP syslog¥— 3= & 7 LT %
LEZaA—P =TT 4w 7 O EFFT 5 (Allow user traffic to pass when TCP syslog
serverisdown) |47 2 a VBN > TWBEE, ZOF T a iFqni—Ta 630U
BT v 77— R LR b ERIBIC R0 £, FEITADICIL T ZSN,

«c ZOF T a UBRERN T, TN ANTHEED TCPsyslog — /S =358 E STV D 5E
LI L H 1O —N—=PEEHET A ZAPOEFEARETHIUL, =2—VF— T 7 1 v
7 OEBPFFAISNET, TOD, EHA T a JE, T ATRESNLTND

B 75vtor—sEE |
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ATv74

ATvTH

Syslog H—/A\—DHFE .

TCP syslog #— N—IZE[FETE RWEEICOARBEHINET, 75 AKX, T3 2%
LTHEGESNTE T 7 4 v 7 ORAFRZFHI T 2K O syslog 24K L E T,

$FTD-3-414003: TCP Syslog Server intf : IP Address /port not responding. New
connections are denied based on logging permit-hostdown policy

[(AyE—VFa—H AKX (XAvyE—) (Message queue size (messages)) | 7 4 —/L NIZ,
syslog h— N—NE VU —IRIEDL AT syslog A v =2 EX2 VT 4T 7747 0 RTRAT
THX2—DOVA XEANLET, BRI 1HTT, 7740 MES512 T, EHIROHK
DAY=V ZF 22— ANDIGEIE, 0ZFELET EEHTRER 7 ey 7 XEVICE-T
fRENET)

AvE—UNRESNTEFX2—DV A X 22D L, A vB—UIRBEIFESIL, syslog 23Kk
FT, BT 2 — A XE2PET HITIE, EHATRER ey 7 A ARETOMNERH Y
£7, showblocks 2~ FZEH LT, BIEO AT VHHELMEBELET, a~vr REBME
DFEAMZ SV TIL,  [Cisco Secure Firewall ASA Series Command Reference Guide] %2 L € <
72EV, EBITYAR— FBMERE AL, Cisco TAC IZBWE DR 72 &0,

GEA (Add) 12727V w27 LT, #H LW Syslog r—3—ZB1 L ET,

a) [IP7 KL A (IPAddress) | K7 &> U X KT, Syslog h—/S3—DIP T KL A%E
Tery NU—T RANAT V=27 FEBINLET,

b) 7'm k=)L (TCP 721X UDP) %% L. Firewall Threat Defense 7 /N1 A & Syslog ¥ —
N—DOHDBEDHR— FEEEATLET,

UDP IZE#H T, TCP LV b FNA A LD Y VY —2A0 B LET,

UDP ®F 7 4L hiR— hE 514 T4, TCP FHIZHR— b 1470 2 FEN CRET HVLENH Y
9, ARIET 7 AN FOR— MEIX, EBH5DF 1 FaTH 1025 ~ 65535 T,

¢) [Cisco EMBLEM JEAToO R 7 A vt — (UDP D7) (Log messages in Cisco EMBLEM
format (UDP only)) ] 5 = v 7R v 7 A% 4 2L T, Cisco ® EMBLEM B CA v —
VEau Z\ZRETOMNE DN ERELET (Fr han s LTUDP RERISNA TV DY,
BITRD) &

EMBLEM syslog 7 #+—=~ M, RFC3164 35 J UVRFC 5424 OEHEZ SV THEE ST
VA aEFOBAITT, L7zh-> T, EMBLEM DS ENZ /2> TV 584, syslog A v &—
VI, <PRI> 74—V RO%ZICavy () #HHLET,
GE)

RFC5424 TG D syslog A »E—I2id, W@, 7744V 7 48 (PRD BERINET,
7272 L. Firewall Management Center C|%, Cisco EMBLEM JEXCORX > 72 HHZ LTz
BEICDOH, EEEXIS Firewall Threat Defense @ syslog A v — 2 PRIER R R I E
7, F£72. EMBLEM 7 4 —~ > F®D syslog A v E—IZT A A D IFFRRINEH A,

d) [E* =7 Syslog ZH%hZ7 5 (Enable Secure Syslog) | T = v 7Ry 7 A%EA4 NI LT,
FNA A LY — =D DOFEHGE A TCP @ SSL/TLS 2/ L THf 5k L £,

GE)

I5vr7r—LiEE



B sz7or

e)

f)

IS5y r7A—LEE |

ZOF T avEMATHICIE, Fa hal LTTCP Z%IR L, 1025 ~ 65535 O#H
R— MEZRIRT 20E N H Y £9, £/, [Devices] > [Certificates] ~— T, syslog
e N— L OBFICMERFEAEEZ T v e — R T8RS £, &I, Firewall
Threat Defense 7 /XA A5 syslog h—/N—IZREAEE T v 72— KL T, %27 7Bk
ESEMRSE, NI 74 v OEFEFFRAILET, T3, AEBA X —T = A4 AT,
[Enable Secure Syslog] 47> 3 NIV AR — F SN TWERA,

Syslog ' —/X—LBETH720D [T AEH A % —7 =1 A (Device Management
Interface) | £7213 [EXF =2V T 4 V=V FR3ARIMNEAS X —T A A (Security Zones
or Named Interfaces) ] Z&&R L £7,

* [Device Management Interface] : HELA > ¥ —7 = A A5 syslog #2515 L EF, Snort
AR FT Syslog ZRETIHHERIL., 04Ty a 2T 2BE80LE
‘g‘o

GE)
[Device Management Interface] 4~ 7°Y = > Cli. [Enable Secure Syslog] 473 a v &
A= FEINTOERA,

[BX =2 VT 4 VU ERITARIN XA H —T = A A (Security Zones or Named
Interfaces) | : [ AAE>— > (Available Zones) | DV A kDA LV H—T = A A%
BRLC, B (Add) 1227V v 27 LET, RELV—FF#A ¥ —T7 = A% B
MTHZ &b TEET,

BE

Firewall Threat Defense 7 — 4% 7'L-—> (Lina) O syslog A vt —1%, WA > ¥ —
T2 A AN LTERFETEERA, T—F T L —rDsyslog A vE—VEEEFETDH L
2T, MDA v H—T 2 A ZAFTITEBA X —T = A A (Brl/Management0) % 5%
ELET,

[OK]ZZ7 Vw7 LET,

ATv 76 [Save RTF) 1227 Vv 7 LET,

Zh T, Deploy>Deploy ICBEIL T, R —2E VY TEF AL AT LT, &
BENFITEATLECTHASNETA,

A4 LTk

RDEZRY

cREAEZ R L ETRELLDOREMZZM LTI IZE,

You can set the global idle timeout durations for the connection and translation slots of various protocols.
If the slot has not been used for the idle time specified, the resource is returned to the free pool.
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| 75y bor—LEE

FIE

ATy T

ATy T2
ATvT3

51679+

Flo. T/ M ADar Y=L kyvarTEALT U MERETEET,

[Devices> Platform Settings] % &4 L T, Firewall Threat Defense 7R U > —Z1ERk 7 25 2w L
£7

[#A4 257 2 b (Timeouts) | Z3&RL £,
BRETLHEALT Y MERELET,

EEORET, [MAZ 2L (Custom) | ZIEIRL THODOEEZER L, [T 744 & (Default) ]
BIBRL TV AT LDOT 74V MEIZRERLE T, 1ZEAEDHE. RKFA LT T MI 1193
E#Fﬁﬁ‘(“‘j—o

[ME7%) (Disable) | Z1®IRL T, #A LT U FZEHIITE ET,

s[Z Y= XA LT L (Console Timeout) |: 22 Y — L ~DFHNEAL HNDFETD
T A RVIRERE, #PHIL . 5~ 14403 CF, T 74NV NMIOT, By arBEAL LTV
FLAWZ EZRLET, HEEETL L, BfFOa Y — Lty varThng A AT
U MESER SN E T, HLWEIEH LWEERIcoAEE S E T,

o [E¥i A > b (Translation Slot (xlate)) ] : The idle time until a NAT translation slot is freed.
This duration must be at least 1 minute. The default is 3 hours.

o [#%#%¢ (Connection (Conn)) ] : The idle time until a connection slot is freed. This duration must be
at least 5 minutes. The default is 1 hour.

s [/»—7 27 v —X (Half-Closed) ] : The idle time until a TCP half-closed connection closes. A
connection is considered half-closed if both the FIN and FIN-ACK have been seen. If only the FIN
has been seen, the regular connection timeout applies. The minimum is 30 seconds. The default is
10 minutes.

» [UDP] : The idle time until a UDP connection closes. This duration must be at least 1 minute. The
default is 2 minutes.

* [ICMP] : The idle time after which general ICMP states are closed. The default (and minimum) is
2 seconds.

* [RPC/Sun RPC] : The idle time until a SunRPC slot is freed. This duration must be at least 1 minute.
The default is 10 minutes.

SunRPC X— A D5t TlE, BN HIBRE 21X 4 A 27 7 b END &, H LN
B e AR ENBNZ e NH LD, VAT LTRESNTWVWELERY —F 7=
T —IUAZHE > TH LW M SN D RIREER H Y 77, BN Y A A7 7 Mk
5 E. BEOTHEGIIZA LT U FOREMICR D ETERTT,

* [H.225] : The idle time until an H.225 signaling connection closes. The default is 1 hour. To close
a connection immediately after all calls are cleared, a timeout of 1 second (0:0:1) is recommended.

* [H.323] : The idle time after which H.245 (TCP) and H.323 (UDP) media connections close. The
default (and minimum) is 5 minutes. Because the same connection flag is set on both H.245 and
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H.323 media connections, the H.245 (TCP) connection shares the idle timeout with the H.323 (RTP
and RTCP) media connection.

* [SIP] : The idle time until a SIP signaling port connection closes. This duration must be at least 5

minutes. The default is 30 minutes.

* [SIP A7 ¢ 7 (SIPMedia) ] : The idle time until a SIP media port connection closes. This duration

must be at least 1 minute. The default is 2 minutes. The SIP media timer is used for SIP RTP/RTCP
with SIP UDP media packets, instead of the UDP inactivity timeout.

* [SIP #%#ifi#k% (SIP Disconnect) ] : The idle time after which SIP session is deleted if the 200 OK

is not received for a CANCEL or a BYE message, between 0:0:1 and 0:10:0. The default is 2 minutes
(0:2:0).

* [SIP A > 731 K (SIPInvite) ] : Theidle time after which pinholes for PROVISIONAL responses

and media xlates will be closed, between 0:1:0 and 00:30:0. The default is 3 minutes (0:3:0).

* [SIP B[%E A5 4 7 (SIP Provisional Media) ] : The timeout value for SIP provisional media

connections, between 1 and 30 minutes. The default is 2 minutes.

s [7u—7 4> 7HHE (Floating Connection) ] : When multiple routes exist to a network with

different metrics, the system uses the one with the best metric at the time of connection creation. If
a better route becomes available, then this timeout lets connections be closed so a connection can be
reestablished to use the better route. The default is 0 (the connection never times out). To make it
possible to use better routes, set the timeout to a value between 0:0:30 and 1193:0:0. This timer does
not apply to connections through virtual tunnel interfaces (VTI). If a connection through a VTI gets
stuck, you must manually clear it.

* [Xlate PAT] : The idle time until a PAT translation slot is freed, between 0:0:30 and 0:5:0. The

default is 30 seconds. You may want to increase the timeout if upstream routers reject new connections
using a freed PAT port because the previous connection might still be open on the upstream device.

* [TCP Proxy Reassembly] : The idle timeout after which buffered packets waiting for reassembly are

dropped, between 0:0:10 and 1193:0:0. The default is 1 minute (0:1:0).

«[ARP#Z A 57 7 b (ARP Timeout) ]: ARP 7 — 7 /L & BT 5 RO (60 ~

4294.967) . T 7 /L X 14,400 B> (4 B§fE) T,

ATv 74 [Save RTF) 1227 Vv 7 LET,

I 21| 0D [ £

Network Time Protocol (NTP) H— "—%ZH L T, T4 2D/ vy 7R EZFRMLET,

Firewall Management Center & [] U NTP % —/S—% i ] 9~% X 9 (2, Firewall Management Center
X o TEBE S35 33T Firewall Threat Defense # % E 725 Z & #3381 L E 7, Firewall
Threat Defense |3, #XE 4172 NTP H— 3= B K% & [H42HU5 U £ 77, Firewall Threat Defense

Z1 T, Deploy>Deploy [IZBEIL T, RY L —%2E DY TETF AL R ZF FaA LET, £
BEARITEAT I ECTHEAShEEA,
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DFRTEY A NTP H—S—=Mi] 5 O PR TEFE T E oWIGEIEL, % Ol % Firewall Management
Center & [FIH] L £,

T34 AL NTPv4 2R — b LET,
~

(GF)  Firepower 4100/9300 > v —/|Z Firewall Threat Defense % A3 5551L, A~v—F T4
ZANIELLSHERE L. T3 ABGRTHE 72 & A DAZ T o % J: 212, Firepower4100/9300
T — 3 TNTP ZRET HMENH Y £9°, Firepower4100/9300 > v — < & Firewall Management
Center (Z1%, [A] U NTP #r— =% {2 LERH D £,

1R BRI

« ###%73. Firewall Threat Defense 23 E|E T & % 1 DLLED NTP — =2 RA L T 55
4. [ U NTP #—/3—F 721X Firewall Management Center @ System (&) > Configuration
NR=Y TRADRIIRICERE LT N A A LR U NTP — =2 H L E7,

« Firewall Management Center @ 1 D F 72 (35D NTP Y — " —Z % ET D552 [BiE S L
TENTPY— R —DHZHHJ 5 (Use the authenticated NTP server only) ] Z3&IRT 5 &, 7
/34 ZTiX, Firewall Management Center Z i ] L CRRAET & L D ITRRE S N7z 1 DETiT
BED NTP —_"—DHBEHINET, (EFEHHRT A A i Firewall Management
Center &[] U NTP ¥ — =2 L £9725, €D NTP 5t TIFRBGEZ A L £EA)

o T/A A NTP — "—|ZHIFETX 7oV E 2T NTP — " —% A L T\ 722
SEE. OFNEZFEFT LT, [Management Center i 5 DNTP#EE (ViaNTP from
Management Center) | 47> a U ZH L £7,

FIE

AT 71 [Devices> Platform Settings] % #4R L C, Firewall Threat Defense 78 U > —Z {ERK 32 D fmtE L
£

AT w72 B ORI (Time Synchronization) ] Z 3R L £,
AT9T3 KOWTNLOIay ) T a v EFRELET,
+ [Management Center m™ 5 ONTP#H (ViaNTP from Management Center) | : 7 7 4 /L b
WEXIGET /N A AL, Firewall Management Center FIZE%E S 4172 NTP $r— 33— (GEREX
AVIZ NTP =" —%[R<) DORAZEG L. £ b DY —— LR 2 EERY L E
T L. WOWTINTEEYT 256, EEXST /3 A4 Firewall Management Center
LR Z R L £,

« Firewall Management Center ® NTP Hh—/N—{Z, T /34 ZANBHT 7B ATERUY,

« Firewall Management Center (Z(3, #BFES ATV W ——FH VD H A,
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« [ViaNTPfrom] : Firewall Management Center 73 % > k7 —2 [ NTP #— N—ZfH L T
WAHSEIL, ZOA T a &R LT, System (@) > Configuration> Time Synchronization
THREL NTP P—— L[] U522 EAfi DNS 4 (ntp.example.com 72 &) 7> IPv4 F7-1%
IPv6 7 KL A& AJJLET, NTP #— N—{ZE[ETE 2V I5A 1. Firewall Management
Center 73 NTP #—/3— & L THERE L £ 77,

BED NTP Y — =R E SN TWDLEEE, T/35 AL, RFC TERI N TV S HEAEICHS
WTCHEYI & B2 &N D NTP —_"—Z2 A LET, LEERN-> T, BED NTP H——0 [ff
HH (Beingused) |DAT —H AL, ZOH—N"—=RNTF A AL > TEEFHESN TS Z
CERLET,

[fR7E (Save) |27 U v 7 LET,

RDEZRY
REAFE LR L ETRELEDORMEZRL T ZEN,

>

-~

T 74N RTEH, VAT AIUTC XA LY = A LET, 710 RO XA LY —
ZHET DL, WOFIEEZFEITLET,

RELLLAA LY =i, ZOWREEZ I R— T 2R P —DRHN—ADRY =77
F—va llOMEMENET,

[Devices > Platform Settings] % &> % it L C. Firewall Threat Defense 78 U > — % {ERk & 72 135
ELET,

Objects> Object Management > TimeZone X— Y Tlk, ¥4 LY —2 4TV =7 M HIERTE
i‘ﬂ‘o

&7V 7 LT, HILWIA LY = FT V=7 bEAFRRLET,

BA L= ZRIRLE7,

(R7E (Save) 127V v 7 LET,

RDZRY

o A T U 2 7 FEER LT, T2 ERHIEB LIS V7 0 A Z —b—) LT R RE
MRS Z RN L, ELWZ A LY —AZBEEMMIT SN TWATF AL RZTHARY o —%
Bl Y TET,
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REARZRMA L ETRELTEORMEZSZML TIZS0,

UCAPLICCO > TS5A4 7R

Z OF%GE &, Firewall Management Center CH N2 3 5 HIEDFEMIZ DU TiE, Cisco Secure
Firewall Management Center Administration Guide # 2 L T< 72 &0y,

A\
ZE DFREZFHINC LT BICENCT A LI TEETA, 77 I7AT A% CCE— REIT
UCAPL F— RO BERT AMEND ABEEIT. BA A= TA0ERH Y 5,
1R BHHIIZ

« Secure Firewall Threat Defense 7 /N AXFHl T A B A2 T& T8 A, HHERBERE
AT HITIX, Smart Software Manager 7 7 NE BT HLERH Y £,

« Secure Firewall Threat Defense /34 Z|{Z/L—F v K E— R CRERTALENH Y 7,
c ZDH AT EEITT A, BHEL T —TCTHLAIXNENLY £,

« Firewall Threat Defense 7 /31 A5 & Al FIME DS . ¥ 2 U T 4 REHEILE— RIILHE T
xFERA, EAHERTEZRRT DR, BX=2 )T 4 BEERE— FEET LT 7EX
VY,

FIE

AT w71 [Devices> Platform Settings] %2 3%R L C. Firewall Threat Defense 7~V v —Z1ER% 7 2 /) fmsE L
£
AT w T2 [UCAPL/ICC =7 Z A 7 A (UCAPL/CC Compliance) | %7 VU > 7 LE7,
ARTVT3 T7ITIAT U ADEX 2 VT AREAL T TAT V AZKFANANZT HITIE, 2 DDOEIR
hd v £9,
s[m2E 7547 V7T (CommonCriteria) [ E— R CEXF=2 T 4BE2LTITAT VA%
AT BITIE, Ray7H o0 UZ RpD [CCl #BIRLET,
* [Unified #rE&RB L L Y A b (Unified CapablhtlesApproved Products List) ] E— KTt ¥ =
VT ARBEQATITAT LV AZADNCT DI, Fey 7 Z o U A RE [UCAPL] %
EIRLET,

ATy 74 [Save RTF) 1227 Vv 7 LET,

ZN T, Deploy>Deploy (ZBEIL T, R —%2E VY TET S AT FaAf LET, &
FANRITEATHIETHASLETA,
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INDAF—I A TAIT7A)L

NI p =< AT T 7 ALY, T4 Z2D CPU 278357 —% 7L —> (Lina) & Snort
D2ODAAL VAT AT AZE DB TEND FENMEESNET, T—F T L—03,

VPN e, V—7 1 7, BLOZEDOMODIERI 2 VA ¥ 3/4 PR A LB L £4, Snort I3,

BAE~LT 2T DRI, URL 74 VEZ VT T T U r—ay 74020 7 BIO
PR Ny NA VARY v a v EMNE LT HEOMOMEEE ST, FERA AR gy
et L E 9,

FHAERE L MR EEZ N T VALK HERT 25581, "7 r—~v AT T s A NVEEERL
RNTLIEEN, VAT AT, TR0 7R a7 w270 2L EY B TH L HIcEkE
SNTVWET, BEIDY T, "RV TET ML TRRY £,

2L, T8 A& EIZ VPN R, RAREDEERBEIHENT 25813, N7+ —~v A
TuT A NEEEL T, HBEICHEASNOEEICZ<OaT7BED L TOEN L )ICT L
CNTEET, ZHICED, AT ORI F—< U AN ETAAHEMENH Y 17,
3R BRI
s INHLOREIX, VY —RAT3LUBEIATLTND AT AT WHENET,
NTF = AT T 7 AL, RDT A RAZA T THR—FENTHET,
* Firepower 4100/9300
« Secure Firewall 3100/4200 (7.4 LLF%)
« Secure Firewall Threat Defense Virtual
s RT F =V AT U T P A NDEEL, 7T A EEETES A —THOL= Y b,

FAIwANTFA AR ARICERESN 2=y FTIEIVAR—FENERFA, AZ U RT
Oy TNRA AP T T AN EE DY TEHE, BRI Ty 7 ShET,

s ATEID) YU TCORNIZ2TY, aTE, BN RT3 —< A7 07 7 A4 MIZESHD
THREHEMTEY Y TOHNET,

FIE

AT 71 [Devices> Platform Settings] % 4R L T, Firewall Threat Defense 78 U > —Z {ERK T2 M imdE L
e

ATFY T2 [RT7r—~2 AT 177 A/ (Performance Profile) ] Z 4R L £,
ATYT3 T Ty A NVEBRRLET,

[T 7 A (Default) ]: ZAUTHELEIRETH Y, VPN LR AREBEOMN FE2RET L5
WA T g T,
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« [7'L 7 4 )V % fastpathiZ K 5 VPN~ E— (VPN Heavy with prefilter fastpath) ]: 7 /34 A %
FIZVPNTZ Y RARA U FERIF~NYy R RELTHERL, L7 4 v ZAKY —TVPN
N7 7 4 v 7 @ fastpath D/V— )V EZRET H5E1E, ZOF T a L E2EIRLT, CPU =
T ORI HT—F T =B Y THIENTEET, 0% ET—F T L—2 10%
% Snort (ZE| Y ¥ CTET,

 [fRAIZ X A VPN~E— (VPN Heavy with inspection) | : 7 /34 A% F|Z VPN =2 RAKRA

Y hEREFA~SYy R RELTHERT LN, L7 4 Z R —%HLTVPN 7
7 4 v 7 O fastpath ZFEIT LARRWEARIL, 2047 g 2@ LT, CPU 27 D KRERY
TR T L= NZEY Y TCHENTEET, 20473 0F, Snort A L7121
AT, URL 7 4 VX AVER 72 E O @ E e R v T — 7 NORIDT SA AR5 2
EERFIHEE LTCWVET, 60% 2T —% 7 L—1 40% % Snort ([ZE] Y 4 TE,

« [IPS~t— (IPS Heavy) ]: VPN Z % E L2V, BABEIDOTZDIZT A A& 45

Bk, SOA Ty a v EBRLT, CPU 27 DK% Snort 71 AZEIV 4T 5 2
CMTEXET, 30% T —F 1L —21 . 70% % Snort [ZE Y Y TE4,

ATy T4 [fR1F (Save) 1227V w7 LET,
ATy TS R v—%REELET,

ATYT6 EBENTET LS,
(T oRENDHY £,

WBEZTDET A A BEEB LT, FrLLarToRY Y TE2T25 K

75y N ID+A—LETEDERE

e Minimum |Minimum |Z$#[

Firewall Firewall

Management | Threat

Center Defense
Device management 7.6.0 7.6.0 TNA AT 7 AEHIL, 22—V —EF D Virtual Routing and Forwarding
services supported on (VRF) £ v # =7 2 ATHR—FrZNDH LI E L,
user-defined VRF
interfaces. %M [Platform Settings |
[feaA <> b 7.6.0 (=¥ Firewall Threat Defense 7 /3 Z &3 E LT, TXTDT /31 A syslog

(Unified Events) ] (Any) % Firewall Management Center [Z35{5 CX 5 L 912720 £ L7, EHX

T — 7 )L C2WT syslog
A=V rFRLE
j—o

B34 Z|ZEID YT BTV A Firewall Threat Defense 77 ~ b 7 4 —
LFRERY > —|ZHE) L. [Secure Firewall Management Center-~ 1
7" (Logging to Secure Firewall Management Center) ] g% C [T 3T
Dwr 2 (AllLogs) 1R LET, vX U IREXZANICT DL, [H
A4 X b (UnifiedEvents) | 7—7/WVD[F T TN a— AR

(Troubleshoot Events) | &FEIEINLAFT LA X hF A4 7L LTT A
A AD syslog ZxFKRTEET,
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Minimum
Firewall
Management
Center

Minimum
Firewall
Threat
Defense

Ed 0]

Firepower 77 » b

T —LRERY —
DY R— FBHIRE
F L7z,

7.6.0

7.6.0

Firepower 77 v F 7 4 — ARERY Vv —%2FHT 57200 7nE Y 3
=V PRHIBREE LT,

Device management
services supported on
user-defined VRF
interfaces.

7.4.1

7.4.1

Device management services configured in the Firewall Threat Defense platform
settings (NetFlow, SSH access, SNMP hosts, syslog servers) are now supported
on user-defined Virtual Routing and Forwarding (VRF) interfaces.

Platform restrictions: Not supported with container instances or clustered
devices.

Cisco Secure Firewall
3100 DY % — ST w
I\ 7 7+ "—'-ZA%UH/:E’O

7.4.1

7.4.1

Cisco Secure Firewall 3100 D~ /LF A VA X L A v —V HAOH LW
T N7 4 — LRRE,

HIRUAER ST

«[T/N4 R (Devices) | > [T T v b T+ —LERE (Platform
Settings) 1>[BMN (Add) |>[>%—> TS5y b7+ —LERE
(Chassis Platform Settings) ]

«[T/314 R (Devices) | >[F Ty k7 +—LEEE (Platform
Settings) 1> [#&&E (Edit) 1> [P %—> TS5y b7+ —LKRE
(Chassis Platform Settings) ] > [DNS]

« [T/N1 R (Devices) 1>[FZ v b T7+—LEEE (Platform
Settings) | > [#R&E (Edit) |>[>¥—> TS5y b T+ —LEE
(Chassis Platform Settings) ] >[SSH]

« [T/N1 R (Devices) 1>[FZ v b T7+—LEEE (Platform
Settings) > [#R&E (Edit) 1> [>¥—> TS5y b T+ —LEE

(Chassis Platform Settings) 1> [F5ZIEIH#] (Time
Synchronization) ]

«[T/31 R (Devices) 1 >[F Ty b7 +—LEEE (Platform
Settings) 1> [#R%E (Edit) |>[>%—>T Iy b T+ —LEE
(Chassis Platform Settings) 1> [# 4 LY —> (TimeZones) ]

«[T/31 R (Devices) 1>[F Ty b 7+—LEEE (Platform
Settings) > [#R&E (Edit) |>[>¥—> TS5y b T+ —LEE
(Chassis Platform Settings) ] > [Syslog]

YR —KENDH7F > b7 4+—2I : Cisco Secure Firewall 3100

Secure Firewall
3100/4200 D /X7 F—
v ATa Ty A LD
PFAR— b,

7.4.0

7.4.0

7T N7 A—LARERY U—TCHEHHBERN T —~ AT 77
A IVERTEMD . Secure Firewall 3100/4200 T /34 A @A E N5 k57
DFE L7,

B 75vtor—sEE
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hERE Minimum | Minimum | 240
Firewall Firewall
Management | Threat
Center Defense
DNS, HTTP, ICMP, |7.4.0 7.4.0 N—T RNy f B =T x4 AZERL T, ROHBWTHEHTE F

NetFlow, SNMP, SSH
DN—T N7 A
H—T 2 A ADYKR—
r\O

B
* DNS

« HTTP

« ICMP

* NetFlow
* SNMP

* SSH

Br/ZE T S AT
«[T/31 R (Devices) 1>[F Ty b7+ —LEEE (Platform
Settings) ] > [DNS] > [DNSE&TE (DNS Settings) ]

[T/314 R (Devices) |>[F T v b7+ —LEEE (Platform
Settings) | >[HTTP 72X (HTTP Access) | >[:&50 (Add) ]

[T/31 X (Devices) 1>[FZ v b7+ —LEEE (Platform
Settings) ] >[ICMP 74 X (ICMP Access) |>[BA (Add) ]

«[T/31 R (Devices) 1>[F Ty b 7+—LEEE (Platform
Settings) 1> [y kT7—%2 78— (Network flow) |>[a Lo 4%
MiEHN (Add Collector) ]

«[T/N\4 R (Devices) | >[FTT v b T+—LEE (Platform
Settings) ]>[SNMP]>[7RR k (Hosts) ]>[3&/0 (Add) ]

«[T/314 R (Devices) 1>[F Ty b7+ —LEEE (Platform
Settings) ]>[SSH 742 & (SSH Access) ] > [&f0 (Add) ]
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hERE Minimum | Minimum | 240
Firewall Firewall
Management | Threat
Center Defense
~—UENEEA 740 7.4.0 TALIBZERA L CWDAH LT NS ZADEGE, L —2i A &2 —

H—T x4 R LBWA
VHE—=T A A,

T AIMFEATEEFA, v~ —VEINTFEHA L EZ—T 24 ADH
PHEACEES, 14UBICT v 77 L —FRL, (A v 2 —T7 =4
ADREDPRVERIT, A V4 =T =4 ARABINICY—V S E

R

TALRIZT 77 L— KL, BMiA v ¥ —T A ADFREND DY
Bl A X —T =2 A TFHT~Y—29 50, BIOBWA 2 —

T ARB|EHEFEHTEET, BMiA L F—T A ADPHR— |
135 #%DOY U—ATHIREND =0, TEARETRELS AV H—T =4
A —UTHMNENH D T,

~v—UF— RN, TIFNNTT—H =T 4 T T—T Va2 R
THEIICAAA T 7 4 v 7 OBELVET INE T, FEHEHL—
T T=TNT, RECTEREHNA 4 —T7 =24 2 (EHEE2E
o) ZHRELEBEEICOMEHATES LR LT,
7Ty M7 A —LBEDHA. ZIUIKROZ EEEWRLET,
« ZWr . HTTP. ICMP., F£7/-1ZSMTP ZHNCTHZ &LIx T2
<7 FE L,
¢« SNMP IZ 2\ Tk, ZMCIER B CHR A M2 T £9,

¢ Syslog =/ "= DWW TiX, ZWICITR<EHETY 7 EATEE
KR

e syslog V= X—F 72X SNMP R A DT T v b7 4 —LRETE
Wrf > Z—7 oA ANLRTTHRESNTWNDEHE, ~— Y3k
FRAAL=2—ENTWRWT RS, 2B A DT Ty N7 4 —
LBRERY —FMATAHLENRDHY 9,

s A B —T oA AEFEELRWEE, DNS/Vy 7 7 » I3 E BLE
ANV—TFT 4 v T T =TT =N w7 L7720 F L,

BRUAEE ST

« [T/31 R (Devices) 1> [T/3/4 REHE (DeviceManagement) |>
[1 2 —T x4 X (Interfaces) ]

PH/AERE Siza~ > K show management-inter face conver gence
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Minimum
Firewall
Management
Center

Minimum
Firewall
Threat
Defense

E 0]

CPU a2 7 &) HTodX
T —< AT Ty
AV,

7.3.0

7.3.0

T—=H T =L Snort {IZEID BT HNTZY AT LaT OEE &R
LT, VAT LRI =< U AZGETEET, ZOFEIL. VPN &
BARY — ORI SN CWET, W2 AT 555
W, a7 HEOYTET 74V MEDEFIZLET, VAT LAEFEIC
VPN ((RARY —MHZ2 L) 721X IPS (VPNREZRL) & LTl
A+ 256, a7 Y iz —2 71—y (VPN OBE) £720%
Snort (FRAA L ART 2 gV DFER) ITAXF2—TEE T,

[NT 4 —< A7 17 7 AL (Performance Profile) | X—I N7 T v
7 —LBRERY =B ESE L,

JE— F7 7 EAVPN
@ TLS 1.3,

7.3.0

7.3.0

TLS13ZfEH LT, VE— 727X VPN A ELTE E7,

FRL AN F— T 7B AVPN Y —— L UTHERET 5554 . Threat
Defense 77 v b 7+ —LREEHEH LT, £DT A ATIEZTLS 1.3
o halEEHTALERH L EEEELET,

TLS 1.3 TiX. KOS H ROV R—F3BMEnThET,
« TLS_AES 128 GCM_SHA256
« TLS CHACHA20 POLY1305 SHA256
« TLS_AES 256 GCM_SHA384

Z OEBEICIL, Cisco Secure Client /X —< 5 > 5.0 LA S LB T4,

BOB/AE Szl  [T/84 R (Devices) 1>[75 v b7+ —LE&
iE (Platform Settings) ]>[#7 L L 7K1 &— (New Policy) ]>[Threat
Defense SR E N BM/HRE (Add/Edit Threat Defense Settings) ]>[SSL]>
[TLS/A—2 3> (TLSVersion) ]

DNS ZR & Rk 95 72
DD DNS H—
IN—= T )—"F

7.2.0

7.2.0

74T v RUAT ADNHDODNS BER AR 572912, #HED DNS
TN—THBRETEET, ZNHDDNS h—— T —TEHHL
T, SFEZELDNS RAL VOBEREMRCTEET, 2L 2E, A
VH—F oy O THAT D720, 3T Y v 7 DNS H—r3—
PHEHT LY v FA—NDT T 4V NI N—T EERTEET, K
(2. example.com RN AA VINDO~ T U ~DEE7eE, WERT 7 4 v
ZA\ZHHE DNS Y —_—Z AT 5807 N —T 2T E3, L
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