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Why use NAT?

Each computer and device within an IP network is assigned a unique IP address that identifies the host.
Because of a shortage of public IPv4 addresses, most of these IP addresses are private, not routable
anywhere outside of the private company network. RFC 1918 defines the private IP addresses you can
use internally that should not be advertised:

+ 10.0.0.0 through 10.255.255.255

* 172.16.0.0 through 172.31.255.255

* 192.168.0.0 through 192.168.255.255
One of the main functions of NAT is to enable private IP networks to connect to the Internet. NAT replaces
a private IP address with a public IP address, translating the private addresses in the internal private network
into legal, routable addresses that can be used on the public Internet. In this way, NAT conserves public

addresses because it can be configured to advertise at a minimum only one public address for the entire
network to the outside world.

Other functions of NAT include:

* Security—Keeping internal IP addresses hidden discourages direct attacks.
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* IP routing solutions—Overlapping IP addresses are not a problem when you use NAT.

* Flexibility—You can change internal IP addressing schemes without affecting the public addresses
available externally; for example, for a server accessible to the Internet, you can maintain a fixed IP
address for Internet use, but internally, you can change the server address.

* Translating between IPv4 and IPv6 (Routed mode only) —If you want to connect an IPv6 network
to an IPv4 network, NAT lets you translate between the two types of addresses.

)

((¥)  NAT is not required. If you do not configure NAT for a given set of traffic, that traffic will not be translated,
but will have all of the security policies applied as normal.

NAT basics

The following topics explain some of the basics of NAT.

NAT terminology

This document uses the following terminology:

* Real address/host/network/interface—The real address is the address that is defined on the host,
before it is translated. In a typical NAT scenario where you want to translate the inside network when
it accesses the outside, the inside network would be the “real” network. Note that you can translate
any network connected to the device, not just an inside network. Therefore if you configure NAT to
translate outside addresses, “real” can refer to the outside network when it accesses the inside network.

* Mapped address/host/network/interface—The mapped address is the address that the real address is
translated to. In a typical NAT scenario where you want to translate the inside network when it
accesses the outside, the outside network would be the “mapped” network.

A\

(%)  During address translation, IP addresses configured for the device
interfaces are not translated.

» Bidirectional initiation—Static NAT allows connections to be initiated bidirectionally, meaning both
to the host and from the host.

* Source and destination NAT—For any given packet, both the source and destination IP addresses
are compared to the NAT rules, and one or both can be translated/untranslated. For static NAT, the
rule is bidirectional, so be aware that “source” and “destination” are used in commands and descriptions
throughout this guide even though a given connection might originate at the “destination” address.

NAT types

You can implement NAT using the following methods:
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NAT in routed and transparent mode .

* Dynamic NAT—A group of real IP addresses are mapped to a (usually smaller) group of mapped IP
addresses, on a first come, first served basis. Only the real host can initiate traffic. See Dynamic NAT

(28 X—) .

* Dynamic Port Address Translation (PAT)—A group of real IP addresses are mapped to a single IP
address using a unique source port of that IP address. See Dynamic PAT (34 ~X—7) .

» Static NAT—A consistent mapping between a real and mapped IP address. Allows bidirectional
traffic initiation. See Static NAT (47 ~X—7) .

* Identity NAT—A real address is statically translated to itself, essentially bypassing NAT. You might
want to configure NAT this way when you want to translate a large group of addresses, but then want

to exempt a smaller subset of addresses. See Identity NAT (57 ~<—73°) .

NAT in routed and transparent mode

You can configure NAT in both routed and transparent firewall mode. You cannot configure NAT for
interfaces operating in inline, inline tap, or passive modes. The following sections describe typical usage
for each firewall mode.

NAT in routed mode
The following figure shows a typical NAT example in routed mode, with a private network on the inside.

[& 1: NAT Example: Routed Mode

Web Server
WWW.Cisco.com

v

e
v

—

T
<€)uts

209.165.201.2

Originating ‘ Responding
Packet @ iec?my Packet
- iance
Translation _.u.' BB Undo Translation

10.1.2.27—> 209.165.201.10 209.165.201.10 ->10.1.2.27

1. When the inside host at 10.1.2.27 sends a packet to a web server, the real source address of the packet,
10.1.2.27, is translated to a mapped address, 209.165.201.10.

2. When the server responds, it sends the response to the mapped address, 209.165.201.10, and the
Firewall Threat Defense device receives the packet because the Firewall Threat Defense device
performs proxy ARP to claim the packet.
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. NAT in transparent mode or within a bridge group

3. The Firewall Threat Defense device then changes the translation of the mapped address, 209.165.201.10,
back to the real address, 10.1.2.27, before sending it to the host.

NAT in transparent mode or within a bridge group
Using NAT in transparent mode eliminates the need for the upstream or downstream routers to perform
NAT for their networks. It can perform a similar function within a bridge group in routed mode.

NAT in transparent mode, or in routed mode between members of the same bridge group, has the following
requirements and limitations:

* You cannot configure interface PAT when the mapped address is a bridge group member interface
because there is no IP address attached to the interface.

» ARP inspection is not supported. Moreover, if for some reason a host on one side of the Firewall
Threat Defense sends an ARP request to a host on the other side of the Firewall Threat Defense, and
the initiating host real address is mapped to a different address on the same subnet, then the real

address remains visible in the ARP request.
* Translating between IPv4 and IPv6 networks is not supported. Translating between two IPv6 networks,
or between two IPv4 networks is supported.
The following figure shows a typical NAT scenario in transparent mode, with the same network on the
inside and outside interfaces. The transparent firewall in this scenario is performing the NAT service so
that the upstream router does not have to perform NAT.

2: NAT Example: Transparent Mode

www.example.com

Source Addr Translation ]J SIEHCICHR Oh e
' Dest: 209.165.201.0/27 send to 10.1.1.1
10.1.1.75— 209.165.201.15 g S senaio
T

|
Static route on Threat Defense:

'%‘/‘Dest: 192.168.1.0/24 send to 10.1.1.3
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Management P L |
10.1.1.1 ; [w

--- |
Threat s |
; Defense | /
R 10 1.1.75 g /
S— 10113 i
Source Addr Translation
192.168.1.2—>»209.165.201.10
P |j92 168.1.1
—
\/ Network 2 “
.
— ——
T 192.168.1.2

1. When the inside host at 10.1.1.75 sends a packet to a web server, the real source address of the packet,
10.1.1.75, is changed to a mapped address, 209.165.201.15.
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Auto NAT and Manual NAT [JJ}

2. When the server responds, it sends the response to the mapped address, 209.165.201.15, and the
Firewall Threat Defense receives the packet because the upstream router includes this mapped network
in a static route directed to the Firewall Threat Defense management IP address.

3. The Firewall Threat Defense then undoes the translation of the mapped address, 209.165.201.15, back
to the real address, 10.1.1.1.75. Because the real address is directly-connected, the Firewall Threat
Defense sends it directly to the host.

4. Forhost 192.168.1.2, the same process occurs, except for returning traffic, the Firewall Threat Defense
looks up the route in its routing table and sends the packet to the downstream router at 10.1.1.3 based
on the Firewall Threat Defense static route for 192.168.1.0/24.

Auto NAT and Manual NAT

Auto NAT

Manual NAT

You can implement address translation in two ways: auto NAT and manual NAT.

We recommend using auto NAT unless you need the extra features that manual NAT provides. It is easier
to configure auto NAT, and it might be more reliable for applications such as Voice over IP (VoIP). (For
VoIP, you might see a failure in the translation of indirect addresses that do not belong to either of the
objects used in the rule.)

All NAT rules that are configured as a parameter of a network object are considered to be auto NAT rules.
This is a quick and easy way to configure NAT for a network object. You cannot create these rules for a
group object, however.

Although these rules are configured as part of the object itself, you cannot see the NAT configuration in
the object definition through the object manager.

When a packet enters an interface, both the source and destination IP addresses are checked against the
auto NAT rules. The source and destination address in the packet can be translated by separate rules if
separate matches are made. These rules are not tied to each other; different combinations of rules can be
used depending on the traffic.

Because the rules are never paired, you cannot specify that sourceA/destinationA should have a different
translation than sourceA/destinationB. Use manual NAT for that kind of functionality, where you can
identify the source and destination address in a single rule.

Manual NAT lets you identify both the source and destination address in a single rule. Specifying both
the source and destination addresses lets you specify that sourceA/destinationA can have a different
translation than sourceA/destinationB.

\}

GE)

specify the source ports because you specified the Telnet server address as the source address.

For static NAT, the rule is bidirectional, so be aware that “source” and “destination” are used in commands
and descriptions throughout this guide even though a given connection might originate at the “destination
address. For example, if you configure static NAT with port address translation, and specify the source
address as a Telnet server, and you want all traffic going to that Telnet server to have the port translated
from 2323 to 23, then you must specify the source ports to be translated (real: 23, mapped: 2323). You
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The destination address is optional. If you specify the destination address, you can either map it to itself
(identity NAT), or you can map it to a different address. The destination mapping is always a static mapping.

Comparing Auto NAT and Manual NAT

The main differences between these two NAT types are:
* How you define the real address.

* Auto NAT—The NAT rule becomes a parameter for a network object. The network object IP
address serves as the original (real) address.

* Manual NAT—You identify a network object or network object group for both the real and
mapped addresses. In this case, NAT is not a parameter of the network object; the network object
or group is a parameter of the NAT configuration. The ability to use a network object group for
the real address means that manual NAT is more scalable.

* How source and destination NAT is implemented.

* Auto NAT— Each rule can apply to either the source or destination of a packet. So two rules
might be used, one for the source IP address, and one for the destination IP address. These two
rules cannot be tied together to enforce a specific translation for a source/destination combination.

* Manual NAT—A single rule translates both the source and destination. A packet matches one
rule only, and further rules are not checked. Even if you do not configure the optional destination
address, a matching packet still matches one manual NAT rule only. The source and destination
are tied together, so you can enforce different translations depending on the source/destination
combination. For example, sourceA/destinationA can have a different translation than
sourceA/destinationB.

* Order of NAT Rules.
» Auto NAT—Automatically ordered in the NAT table.

* Manual NAT—Manually ordered in the NAT table (before or after auto NAT rules).

NAT rule order

Auto NAT and manual NAT rules are stored in a single table that is divided into three sections. Section
1 rules are applied first, then section 2, and finally section 3, until a match is found. For example, if a
match is found in section 1, sections 2 and 3 are not evaluated. The following table shows the order of
rules within each section.

\}

GE) There is also a Section 0, which contains any NAT rules that the system creates for its own use. These
rules have priority over all others. The system automatically creates these rules and clears xlates as needed.
You cannot add, edit, or modify rules in Section 0.
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3 1: NAT Rule Table

NAT rule order [JJ]

Table Section

Rule Type

Order of Rules within the Section

Section 1

Manual NAT

Applied on a first match basis, in the order they appear in the
configuration. Because the first match is applied, you must ensure
that specific rules come before more general rules, or the specific
rules might not be applied as desired. By default, manual NAT
rules are added to section 1.

By "specific rules first," we mean:
« Static rules should come before dynamic rules.
* Rules that include destination translation should come

before rules with source translation only.

If you cannot eliminate overlapping rules, where more than one
rule might apply based on the source or destination address, be
especially careful to follow these recommendations.

Section 2

Auto NAT

If a match in section 1 is not found, section 2 rules are applied
in the following order:

1. Static rules.

2. Dynamic rules.

Within each ruletype, thefollowing ordering guidelinesare
used:

1. Quantity of real IP addresses—From smallest to largest.
For example, an object with one address will be assessed
before an object with 10 addresses.

2. For quantities that are the same, then the IP address number
is used, from lowest to highest. For example, 10.1.1.0 is
assessed before 11.1.1.0.

3. Ifthe same IP address is used, then the name of the network
object is used, in alphabetical order. For example,
abracadabra is assessed before catwoman.

Section 3

Manual NAT

If a match is still not found, section 3 rules are applied on a first
match basis, in the order they appear in the configuration. This
section should contain your most general rules. You must also
ensure that any specific rules in this section come before general
rules that would otherwise apply.

For section 2 rules, for example, you have the following IP addresses defined within network objects:

- 192.168.1.0/24 (static)

* 192.168.1.0/24 (dynamic)

* 10.1.1.0/24 (static)
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* 192.168.1.1/32 (static)
* 172.16.1.0/24 (dynamic) (object def)
* 172.16.1.0/24 (dynamic) (object abc)

The resultant ordering would be:
* 192.168.1.1/32 (static)
* 10.1.1.0/24 (static)
* 192.168.1.0/24 (static)
* 172.16.1.0/24 (dynamic) (object abc)
* 172.16.1.0/24 (dynamic) (object def)
* 192.168.1.0/24 (dynamic)

Except for bridge group member interfaces, you can configure a NAT rule to apply to any interface (in
other words, all interfaces), or you can identify specific real and mapped interfaces. You can also specify
any interface for the real address, and a specific interface for the mapped address, or vice versa.

For example, you might want to specify any interface for the real address and specify the outside interface
for the mapped address if you use the same private addresses on multiple interfaces, and you want to
translate them all to the same global pool when accessing the outside.

3: Specifying Any Interface

R o e

¢ Outside )
utside
/_\‘ \\—\___,— /
10.1.2.0—>» 209.165.201.1 :xxxXx ‘
Security
IApptiance
Y
i
10.1.2.0 10.1.2.0 10.1.2.0
— 'ﬁ-..q\ (__._,"_'-h._\ /_._, '\.._\
any| ¢ Eng ) ( Mkt (  HR
B T B Wl B Wi W

However, the concept of “any” interface does not apply to bridge group member interfaces. When you
specify “any” interface, all bridge group member interfaces are excluded. Thus, to apply NAT to bridge
group members, you must specify the member interface. This could result in many similar rules where
only one interface is different. You cannot configure NAT for the Bridge Virtual Interface (BVI) itself,
you can configure NAT for member interfaces only.

)

G¥)

interfaces, you do so indirectly by selecting the interface object that contains the interface.

You cannot configure NAT for interfaces operating in inline, inline tap, or passive modes. When specifying
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Addresses on the same network as the mapped interface

If you use addresses on the same network as the destination (mapped) interface, the Firewall Threat Defense
device uses proxy ARP to answer any ARP requests for the mapped addresses, thus intercepting traffic
destined for a mapped address. This solution simplifies routing because the Firewall Threat Defense device
does not have to be the gateway for any additional networks. This solution is ideal if the outside network
contains an adequate number of free addresses, a consideration if you are using a 1:1 translation like
dynamic NAT or static NAT. Dynamic PAT greatly extends the number of translations you can use with
a small number of addresses, so even if the available addresses on the outside network is small, this method
can be used. For PAT, you can even use the IP address of the mapped interface.

\)

GE) If you configure the mapped interface to be any interface, and you specify a mapped address on the same
network as one of the mapped interfaces, then if an ARP request for that mapped address comes in on a
different interface, then you need to manually configure an ARP entry for that network on the ingress
interface, specifying its MAC address. Typically, if you specify any interface for the mapped interface,
then you use a unique network for the mapped addresses, so this situation would not occur. Configure the
ARP table in the ingress interface's Advanced settings.

Addresses on a unique network

If you need more addresses than are available on the destination (mapped) interface network, you can
identify addresses on a different subnet. The upstream router needs a static route for the mapped addresses
that points to the Firewall Threat Defense device.

Alternatively for routed mode, you can configure a static route on the Firewall Threat Defense device for
the mapped addresses using any IP address on the destination network as the gateway, and then redistribute
the route using your routing protocol. For example, if you use NAT for the inside network (10.1.1.0/24)
and use the mapped IP address 209.165.201.5, then you can configure a static route for 209.165.201.5
255.255.255.255 (host address) to the 10.1.1.99 gateway that can be redistributed.

For transparent mode, if the real host is directly-connected, configure the static route on the upstream
router to point to the Firewall Threat Defense device: specify the bridge group IP address. For remote
hosts in transparent mode, in the static route on the upstream router, you can alternatively specify the
downstream router IP address.

The same address as the real address (identity NAT)

The default behavior for identity NAT has proxy ARP enabled, matching other static NAT rules. You can
disable proxy ARP if desired. You can also disable proxy ARP for regular static NAT if desired, in which
case you need to be sure to have proper routes on the upstream router.

Normally for identity NAT, proxy ARP is not required, and in some cases can cause connectivity issues.
For example, if you configure a broad identity NAT rule for “any” IP address, then leaving proxy ARP
enabled can cause problems for hosts on the network directly connected to the mapped interface. In this
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case, when a host on the mapped network wants to communicate with another host on the same network,
then the address in the ARP request matches the NAT rule (which matches “any” address). The Firewall
Threat Defense device will then proxy ARP for the address, even though the packet is not actually destined
for the Firewall Threat Defense device. (Note that this problem occurs even if you have a manual NAT
rule; although the NAT rule must match both the source and destination addresses, the proxy ARP decision
is made only on the “source” address). If the Firewall Threat Defense device ARP response is received
before the actual host ARP response, then traffic will be mistakenly sent to the Firewall Threat Defense
device.

NAT R —DEH L RTREH

Supported domains

Any

User roles
Admin
Access Admin

Network Admin

Guidelines for NAT

The following topics provide detailed guidelines for implementing NAT.

Firewall mode guidelines for NAT

NAT is supported in routed and transparent firewall mode.

However, configuring NAT on bridge group member interfaces (interfaces that are part of a Bridge Group
Virtual Interface, or BVI) has the following restrictions:

* When configuring NAT for the members of a bridge group, you specify the member interface. You
cannot configure NAT for the bridge group interface (BVI) itself.

* When doing NAT between bridge group member interfaces, you must specify the real and mapped
addresses. You cannot specify “any” as the interface.

* You cannot configure interface PAT when the mapped address is a bridge group member interface,
because there is no IP address attached to the interface.

* You cannot translate between IPv4 and IPv6 networks (NAT64/46) when the source and destination
interfaces are members of the same bridge group. Static NAT/PAT 44/66, dynamic NAT44/66, and
dynamic PAT44 are the only allowed methods; dynamic PAT66 is not supported. However, you can
do NAT64/46 between members of different bridge groups, or between a bridge group member
(source) and standard routed interface (destination).
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\)

(3¥)  You cannot configure NAT for interfaces operating in inline, inline tap, or passive modes.

IPv6 NAT guidelines

NAT supports IPv6 with the following guidelines and restrictions.

* For standard routed mode interfaces, you can also translate between IPv4 and IPv6.

* You cannot translate between [Pv4 and IPv6 for interfaces that are members of the same bridge group.
You can translate between two IPv6 or two IPv4 networks only. This restriction does not apply when
the interfaces are members of different bridge groups, or between a bridge group member and a
standard routed interface.

* You cannot use dynamic PAT for [Pv6 (NAT66) when translating between interfaces in the same
bridge group. This restriction does not apply when the interfaces are members of different bridge
groups, or between a bridge group member and a standard routed interface.

* For static NAT, you can specify an IPv6 subnet up to /64. Larger subnets are not supported.

* When using FTP with NAT46, when an IPv4 FTP client connects to an IPv6 FTP server, the client
must use either the extended passive mode (EPSV) or extended port mode (EPRT); PASV and PORT
commands are not supported with IPv6.

IPv6 NAT best practices

You can use NAT to translate between IPv6 networks, and also to translate between IPv4 and IPv6 networks
(routed mode only). We recommend the following best practices:

* NAT66 (IPv6-to-IPv6)—We recommend using static NAT. Although you can use dynamic NAT or
PAT, IPv6 addresses are in such large supply, you do not have to use dynamic NAT. If you do not
want to allow returning traffic, you can make the static NAT rule unidirectional (manual NAT only).

* NAT46 (IPv4-to-IPv6)—We recommend using static NAT. Because the IPv6 address space is so
much larger than the IPv4 address space, you can easily accommodate a static translation. If you do
not want to allow returning traffic, you can make the static NAT rule unidirectional (manual NAT
only). When translating to an IPv6 subnet (/96 or lower), the resulting mapped address is by default
an IPv4-embedded IPv6 address, where the 32-bits of the IPv4 address is embedded after the IPv6
prefix. For example, if the IPv6 prefix is a /96 prefix, then the IPv4 address is appended in the last
32-bits of the address. For example, if you map 192.168.1.0/24 to 201b::0/96, then 192.168.1.4 will
be mapped to 201b::0.192.168.1.4 (shown with mixed notation). If the prefix is smaller, such as /64,
then the IPv4 address is appended after the prefix, and a suffix of Os is appended after the IPv4 address.
You can also optionally translate the addresses net-to-net, where the first IPv4 address maps to the
first IPv6 address, the second to the second, and so on.

* NAT64 (IPv6-to-IPv4)—You may not have enough IPv4 addresses to accommodate the number of
IPv6 addresses. We recommend using a dynamic PAT pool to provide a large number of IPv4
translations.
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FQDN destination guidelines

You can specify the translated (mapped) destination in a manual NAT rule using a fully-qualified domain
name (FQDN) network object instead of an IP address. For example, you can create a rule based on traffic
that is destined for the www.example.com web server.

When using an FQDN, the system obtains the DNS resolution and writes the NAT rule based on the
returned address. If you are using multiple DNS server groups, the filter domains are honored and the
address is requested from the appropriate group based on the filters. If more than one address is obtained
from the DNS server, the address used is based on the following:

* If there is an address on the same subnet as the specified interface, that address is used. If there isn’t
one on the same subnet, the first address returned is used.

* The IP type for the translated source and translated destination must match. For example, if the
translated source address is IPv6, the FQDN object must specify IPv6 as the address type. If the
translated source is IPv4, the FQDN object can specify IPv4 or both IPv4 and IPv6. In this case, an
IPv4 address is selected.

You cannot include an FQDN object in a network group that is used for manual NAT destination. In NAT,
an FQDN object must be used alone, as only a single destination host makes sense for this type of NAT
rule.

If the FQDN cannot be resolved to an IP address, the rule is not functional until a DNS resolution is
obtained.
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Additional guidelines for NAT

* NAT rules apply to through the device traffic only, they do not apply to traffic initiated by the device,
such as a RADIUS authentication.

* For interfaces that are members of a bridge group, you write NAT rules for the member interfaces.
You cannot write NAT rules for the Bridge Virtual Interface (BVI) itself.

* You cannot write NAT rules for a Virtual Tunnel Interface (VTI), which are used in site-to-site VPN.
Writing rules for the VTI's source interface will not apply NAT to the VPN tunnel. To write NAT
rules that will apply to VPN traffic tunneled on a VTI, you must use "any" as the interface; you cannot
explicitly specify interface names.

(Auto NAT only.) You can only define a single NAT rule for a given object; if you want to configure
multiple NAT rules for an object, you need to create multiple objects with different names that specify
the same IP address.

If a VPN is defined on an interface, inbound ESP traffic on the interface is not subject to the NAT
rules. The system allows the ESP traffic for established VPN tunnels only, dropping traffic not
associated with an existing tunnel. This restriction applies to ESP and UDP ports 500 and 4500.

If you define a site-to-site VPN on a device that is behind a device that is applying dynamic PAT, so
that UDP ports 500 and 4500 are not the ones actually used, you must initiate the connection from
the device that is behind the PAT device. The responder cannot initiate the security association (SA)
because it does not know the correct port numbers.

If you change the NAT configuration, and you do not want to wait for existing translations to time
out before the new NAT configuration is used, you can clear the translation table using the clear
xlate command in the device CLI. However, clearing the translation table disconnects all current
connections that use translations.

If you create a new NAT rule that should apply to an existing connection (such as a VPN tunnel),
you need to use clear conn to end the connection. Then, the attempt to re-establish the connection
should hit the NAT rule and the connection should be NAT'ed correctly.

GE) If you remove a dynamic NAT or PAT rule, and then add a new rule with
mapped addresses that overlap the addresses in the removed rule, then the
new rule will not be used until all connections associated with the removed
rule time out or are cleared using the clear xlateor clear conn commands.
This safeguard ensures that the same address is not assigned to multiple
hosts.

* You cannot use an object group with both IPv4 and IPv6 addresses; the object group must include
only one type of address.

* A network object used in NAT cannot include more than 131,838 IP addresses, either explicitly or
implied in a range of addresses or a subnet. Break up the address space into smaller ranges and write
separate rules for the smaller objects.

* (Manual NAT only.) When using any as the source address in a NAT rule, the definition of “any”
traffic (IPv4 vs. IPv6) depends on the rule. Before the Firewall Threat Defense device performs NAT
on a packet, the packet must be IPv6-to-IPv6 or IPv4-to-IPv4; with this prerequisite, the Firewall
Threat Defense device can determine the value of any in a NAT rule. For example, if you configure
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arule from “any” to an IPv6 server, and that server was mapped from an IPv4 address, then any
means “any IPv6 traffic.” If you configure a rule from “any” to “any,” and you map the source to the
interface IPv4 address, then any means “any IPv4 traffic” because the mapped interface address
implies that the destination is also IPv4.

You can use the same mapped object or group in multiple NAT rules.

The mapped IP address pool cannot include:

* The mapped interface IP address. If you specify “any” interface for the rule, then all interface
IP addresses are disallowed. For interface PAT (routed mode only), specify the interface name
instead of the interface address.

* The failover interface IP address.
* (Transparent mode.) The management IP address.

* (Dynamic NAT.) The standby interface IP address when VPN is enabled.

Avoid using overlapping addresses in static and dynamic NAT policies. For example, with overlapping
addresses, a PPTP connection can fail to get established if the secondary connection for PPTP hits
the static instead of dynamic xlate.

You cannot use overlapping addresses in the source address of a NAT rule and a remote access VPN
address pool.

If you specify a destination interface in a rule, then that interface is used as the egress interface rather
than looking up the route in the routing table. However, for identity NAT, you have the option to use
a route lookup instead.

If you use PAT on Sun RPC traffic, which is used to connect to NFS servers, be aware that the NFS
server might reject connections if the PAT'ed port is above 1024. The default configuration of NFS
servers is to reject connections from ports higher than 1024. The error is typically "Permission Denied."
Mapping ports above 1024 happens if you do not select the option to include the reserved ports
(1-1023) in the port range of a PAT pool. You can avoid this problem by changing the NFS server
configuration to allow all port numbers.

NAT applies to through traffic only. Traffic generated by the system is not subject to NAT.

Do not name a network object or group pat-pool, using any combination of upper- or lower-case
letters.

The unidirectional option is mainly useful for testing purposes and might not work with all protocols.
For example, SIP requires protocol inspection to translate SIP headers using NAT, but this will not
occur if you make the translation unidirectional.

You cannot use NAT on the internal payload of Protocol Independent Multicast (PIM) registers.

(Manual NAT) When writing NAT rules for a dual ISP interface setup (primary and backup interfaces
using service level agreements in the routing configuration), do not specify destination criteria in the
rule. Ensure the rule for the primary interface comes before the rule for the backup interface. This
allows the device to choose the correct NAT destination interface based on the current routing state
when the primary ISP is unavailable. If you specify destination objects, the NAT rule will always
select the primary interface for the otherwise duplicate rules.
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* If you get the ASP drop reason nat-no-xlate-to-pat-pool for traffic that should not match the NAT

rules defined for the interface, configure identity NAT rules for the affected traffic so the traffic can
pass untranslated.

* If you configure NAT for GRE tunnel endpoints, you must disable keepalives on the endpoints or

the tunnel cannot be established. The endpoints send keepalives to the original addresses.

* DHCP and BOOTP share ports UDP/67-68. Because BOOTP is obsolete, writing NAT rules for the

bootps port can cause port allocation problems when also running DHCP. Consider using DHCP
relay instead for transmitting DHCP requests between network segments.

* In rare cases, return traffic (server to client) with an existing translation (xlate) might be logged as a

new flow in Connection Events. This can occur when the client has already terminated the connection
and the server sends another packet that reaches the device during the brief interval between connection
closure and xlate removal, often due to application behavior or TCP stack cleanup. Because the device
removes the xlate only after deleting the connection, a server packet can arrive while the xlate still
exists. If no valid connection entry is found, the device logs a separate connection event based on the
matched Access Control Policy rule.
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Dv—7 > K (Routed) J. hT 2 A~T Ly hE— ROEAIL[AA vF F (Switched) ]
ZIERLET,

IR L7=A ¥ —7 = A A (Selected Interfaces) ] : BIRFA VU A MZ FTD-A/4MTE
FOFTD-BAMI A » =7 = A Z&iBM L £,

[PRAF (Save) 1227V v 7 LET,

RTv T2 [A7 V=7 FEEE (ObjectManagement) ]X—C, JLOWH XY hT—7NOFX > kT —7
FTV s NEAERLET,

a)

b)

c)

ATV OT—TNNE [Fy hTU—2 (Network) ] Z3IR L, [Ry bT—2DEM
(Add Network) ]>[Add Object (72 bDEM) 1527V v 7 LET,
WERy hO—7 D7 a7 4 RELET,
« [477 (Name) ] :inside-network 72 E D4 FiZ A LFET,

e[y hT7—2 (Network) ]:192.168.1.0/24 72 ¥ D% v hT—2 7 RL A& AN L%
j—O

[#7F (Save) 1&7 VU v LET,

AT T3 EBHFELNAT T— VDR NT—0 77 FEERL., A—_"—F 4 REEHRLET,

a)

b)

2)

h)

[ FT7—%5®EM (AddNetwork) ]>[AddObject (T x4 FDEM) 1227V v 7
=
FTD-A ® NAT F—/L D7 a NF ¢ ZHRELFET,

« [£477 (Name) ] : NAT-pool 72 D42 AN L E9,

«[*%v FU—2 (Network) ]:10.100.10.10-10.100.10.200 72 & ® FTD-A O 7 — /LG &
57 RUVADOHEIHEZ AN LET,

[A—/3—F 4 RZFFA] (Allow Overrides) ] Z 3R L 97,

[A—"—F 4 K (Override) | DR LEZZ V7 LT, 7V b F—1"—F 4 FD
VA MZEHEET,

GEM (Add) (%7 w27 LT, A7 Y= b F—3—F 1 ROEM (Add Object
Override) | ¥ A 7 a7 Ry 7 A%f&E7,

FTD-B Zi&R L, [BIRE 72T /31 A (Selected Devices) | Y A MIBEMLE T,
[A—/"—F A K (Override) 127 Vw7 L, [*v hY—72 (Network) ] %
[10.200.10.10-10.200.10.200] {= 258 L ¥+

GEM (Add) 127 Vv 7 LT, A—"—=F4 R&T A RTEMLET,
FID-BDOFA— =54 REZEFRTH L, FIDBOZDAT V=7 FBRRESHDHT-ONT,
DA TV 27 MIERINVTOWBLEDORDVIZH— =T 1 NMENMEH S ET,

[fRTF (Save) 1227 U w7 LET,

B O~y r7—9 7ELRZ®R
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NAT L — L7 —Tnogge T4z Uy ||

ATV T4 NAT L — L EBRELET,
a) [Devices>NAT] Z3#R L, Firewall Threat Defense NAT 7R U 3 —Z{ERLT 57, fREL £
T
b) [L—?DENM (AddRule) 127V v 7 LET,
) ROTaRT 4 EZRELET,
« [NAT /L'—/L (NAT Rule) ]= &) NAT /L —/L,

o [# A7 (Type) ]=Dynamic,

d [Mv¥—T7xAA47 =7  (Interface Objects) ] T, RDOHEHZHRTE L ET,
c[EETXA L H =T = A A AT V=7 & (Source Interface Objects) ] : inside-zone,
s [5BYEA v H—T A A AT/ k (Destination Interface Objects) ] : outside-zone,
GE)
AVE—T 2 A AFT V=l MIN—IVPEESINDT A AZHBELET, ZOFITIE
V' —NZFTD-A & FTD-B DAV H—T 2 ADBENEGEENTWADTZD, NAT AR Y o—n
BIMOTSA 2K G THENIZBETH, A—MITNED 2 DDT /31 RO KRR
SET,
e) [£A#: (Translation) ] T, WOEHZERELET,
s [JLDE(EIC (Original Source) ] : inside-network 47 = 7 |,
s [ FEHEIETT (Trandated Source) 1>[7 KL X (Address) | : NAT-pool 47 ¥ =
7 R,
f) [fR1F (Save) 127 Vv 7 LET,

BT 7ATUF—NMIE o THREINLINE Ry N —ZICEAGOEBERTE LT, 1D
DN—/v% FID-A & FTD-B CTELL L H IR TE D L o122 L7,

NAT L—ILT—JILDBEERERE T4 ILEZ ) VT

NAT V=T —T NV ERBBIOT (VXL C, BEREFLIIRRTDILERD D L—IL
EROTAHZLENTEET, T—INE T4 NEZUIETH L —BTA3L—LDOLRFRIN
F9, —AFEILL, 20 EWVD X HITEBEANCEIL L E TN, T M F AP L 5T, R
DN— N F TR, FERRON— VIR DT — T VNO N — )V ONEITERE S22 &L
AELTLLEEY, 74 VZ0FTIE, BLOHENL—1LE2 RO 5DIEN>E HIT, FoR
EINDLOEEETLHIETTT,

NAT R > —%RETHL XTI, T—T VD LICHAEA T 4 — L REFHLT, ROZATD
WBRI7 4NV Z T TEE T,

| v k=0 7FLZZH [}
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B wi—ns—orommesnsysy

cTNARIZKBTAIE  [FAA AL DT 4 0% (Filter by Device) %27 U w7 L,
N—VEFRKRTDHTNA AEBEIRLC, [OK]Z 27 U w7 LET, L—/LinT A Rk
HAENDEZNEIDE, V=D EZ—T oA ZHIRNCE > TR EDY £4, HETELIT
oA H =T 2 ADNTNNNCEX 2 VT 4 = FFA v H—T = AT N—T
PRELEEES, oA 205070 b1 oD, v Z—T oA AR = F 30—
2D e, =BT A AT SN ET, NAT b— A MEEDOEE LB L OMEED
SESEA VA —T 2 A RATHHA INDGE, TXTOT A ATHEH S ET,

TR AP EITEBEMERR B EITT DL, MRITBR LT A RZRESNLET,

ZDT7 4 NVE EHIBRT DI, [T3 AL DT 4 v4F (Filter by Device) 1 %27 U v 7
L CT A ZADBIREMRERT 200, [T3C (AlD) 1 ZERLT[OK] %27V v 7 LET,

B TEXR MEE  [7 4 V¥ (Filter) | AR > 27 RZLFH % AJJ L, Enter ¥— % L
F7, XFINE, V—VHNOTRTOME SN ET, -exE, xy N —o 47
Y FOARTTH S network-object-1] # AJJT 5 &, HEEL, sk, BLOPAT 7' —
NBWTEDAT V= beT 2 —ABRBESNET,

Xy NT—=0 ATV FER— ATV FOBE, LFHIN—LTHEASN DA
TVl FOWNKEE L SNET, 2L X PAT /— 147 Y =7 2 10.100.10.3
~10.100.10.100 DHEIFANE EN TV A HEE . 10.100.10.3 £7-13 10.100.10.100 (F 721345
AIZ 10.100.10) THFETH L, TOPAT V=NV A 7 V=7 FEEATHL—LANEEN
F9, 2L, BRCHETHLENRH Y £9, 10.100.10.5 TOMBIL, ZOIPT Rl
AMFAT V2l FOIP T RUVAHFANICH 255 TH, TOPAT /=LA77 R &
—HLFERA,

T4 NEEHIBRT HIZIE, [7 44 % (Filter) | Ry 7 ZAOHMNCH D [x] 227 V7 LE
—a‘o

cBHEMRER  HMRT XA MR T v MIBEZTE 2581, BRBITEEOMEZHRE
TEET, [Z4¥ (Filter) | Ry 7 2% 27V 7 LTRMEOY A NE2E, RBETIHE
PDOSLTFHNZEIRETIIASI LT, [ 4% (Filter) |RZ %27 )y 7 LET, Zhb
DEMEIL, NAT L — VN THERS T D EME L R U CTF, BIEIXAND S S TWAT2,
T ANZ MBI NI RERIZIE, MR LT R TCORMEIC BT AL — L DOANEENE
7T

« L— L DR (BRNER) | PAT F— AR SN TWAD (BNVES) | —L
OJFw (EIFE/PTR) | =B AT (FEREN) 72 E DA F U BIEIZ DN T
. BEIOSU TRy 7 224 £ 4A 71 LET, BHEEZRIC LW EIE,
W HDORYy 7 A %eF AL TSN, MFORy 7 A %F7I12T5E, EOL—
H 7 4 NFI—FHLERE AL

o LFHEMOYA . £ OBMICERET 5 XFIORERELIT—HEATILET, I

S, EXa VT4 A B —T 2 A AT N—T Ry NT— I F Tk,
FEER— ATV FOVTRAOAT D= ARV ET, E. xv b
D=0 F T2 VEFRER— AT V=27 bOarT oY ThHIEELH Y Hil
T XA MREBEOGA LR U HIETHRAESNET,

B O~y r7—9 7ELRZ®R
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ggL—roamt. sk, o [

T ANZEHIRT DI, [Z40F (Filter) | Ry 7 AOHNCHD [xX] 227V v 755
2, [Z 4% (Filter) | Ry 27 A% 7 Vv 7 LT Ray X JANERE, [Z7U7
(Clear) 1A% %27 U7 LET,

BEIL—ILOEE., ENE., £-(XHIBR

FIE
&

ATy T2

ATy 73

ATy T4

FHEINAT V— VA FHETITEHIZ LD, NAT L—v % 1 DTOHIBRTHZ ENTEE
T, BEON—NEFRL T, TNOLOTRTCUEIEFLEATHI»Z b TEET, A8
/I EILTB) NAT ICO B S D728, HEEON—V 2 A TEAEDE GRER LTS
A, ZERb0REHIBRTE £,

N— BN E T T 255, T CICAERITESIZ /> THDH N DD — L%
BIRL THMERWZ LIZEELTLEE N, =8 20X, 9§ TIAEDNCR > TWABIL—LEf
T B e, FOL—IVIFTEOEFICRLY F1,

[T/34 R (Devices) ]>[NAT] & 3#4R L. Threat Defense ® NAT KU *—&fRtE L £7,
(FFvay) NAT V= %7 4 )V HABL LT, BETHH0% Ao E7,

T4 VA AT KRB NAT AR YU =0 5 5AICERICER S B E T, T2& 213, B/ o
TWAHIL—IVERR LT, AINZTDLERNH DN — I E RO HZ LR TEET,

EREFTDHL—IVERIR L ET,

ol 2 D= VAR (FTITRIUEER) T 2121%, V=V DLEMDOINCHLTF = v 7Ry
A&7 Y w7 LET,

CHEFRREINTVAR—VDOFTRTONL—EERT AT, T—7TLORHELIZH S
Fov IR I A7)y LET,

NR=UHEBE L TH, BRAFIIRESNET, 2720, EEICE., koX—=JIc88+ 5
BIZ, =V TCRBIR L= LTT 7Y a v EFEITT 52 L08R b T,

BHOT 7 ar2FITLET, BEON—NVERRTIHEE, 77 aOEREROLN
\iﬁqo

IhoD77vasdi, A7)y 7 A=a—THFEITTELILITERELTIESN,

c TRTDONL—VEFAMZT DL, [—HET 723 0=FR (Seect Bulk Action) 1> [H%)
& (Enable) |22V v 27 LET,

« TRTONL—)VEBHZTHITIE, [—HET V23 D=FR (Sdect Bulk Action) 1> [#&%h
i{£ (Disable) 1227 Vv 7 LET,

v k=0 7FLZZH [}
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[l oynamic NAT

c TRTONL—NVEHIRIZT DI, [—ET77 23 00ER (Sdect Bulk Action) ] > [HIEk
(Delete) | %27 Vv o7 LET,

Dynamic NAT

The following topics explain dynamic NAT and how to configure it.

About dynamic NAT

Dynamic NAT translates a group of real addresses to a pool of mapped addresses that are routable on the
destination network. The mapped pool typically includes fewer addresses than the real group. When a host
you want to translate accesses the destination network, NAT assigns the host an IP address from the
mapped pool. The translation is created only when the real host initiates the connection. The translation
is in place only for the duration of the connection, and a given user does not keep the same IP address
after the translation times out. Users on the destination network, therefore, cannot initiate a reliable
connection to a host that uses dynamic NAT, even if the connection is allowed by an access rule.

\)

GE) For the duration of the translation, a remote host can initiate a connection to the translated host if an access
rule allows it. Because the address is unpredictable, a connection to the host is unlikely. Nevertheless, in
this case you can rely on the security of the access rule. A successful connection from a remote host can
reset the idle timer for the connection.

The following figure shows a typical dynamic NAT scenario. Only real hosts can create a NAT session,
and responding traffic is allowed back.

5: Dynamic NAT

Security

Appliance ;
10.1.11 209.165.201.1
>

10.1.1.2 ; 209.165.201.2
»

Inside f Qutside

The following figure shows a remote host attempting to initiate a connection to a mapped address. This
address is not currently in the translation table; therefore, the packet is dropped.

B O~y r7—9 7ELRZ®R |
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Dynamic NAT disadvantages and advantages .

6 : Remote Host Attempts to Initiate a Connection to a Mapped Address

Web Server

www.example.com
A—

S
_/J‘-a.
C( Oulsid?}
\H__,\_ e

—‘ 209.165.201.2

209.165.201.10

Appliance *

Dynamic NAT disadvantages and advantages

Dynamic NAT has these disadvantages:

* If the mapped pool has fewer addresses than the real group, you could run out of addresses if the
amount of traffic is more than expected.

Use PAT or a PAT fall-back method if this event occurs often because PAT provides over 64,000
translations using ports of a single address.

* You have to use a large number of routable addresses in the mapped pool, and routable addresses
may not be available in large quantities.

The advantage of dynamic NAT is that some protocols cannot use PAT. PAT does not work with the
following:

* IP protocols that do not have a port to overload, such as GRE version 0.

» Some multimedia applications that have a data stream on one port, the control path on another port,
and are not open standard.

4+ 32w BE NAT DERTE
AT I 7 HBINAT V=L &AL T, 7 RLAZMEER Y NU—2 TL—T 4 v 7 AlfE
BREIOIP 7 FLAIZEBRLET,

1R BHHIIZ

[A7 =27 b (Objects) |>[A7 =7 MEEL (Object Management) | ZZR L, /L—/L T
WXy NI —0 A7V 27 NEFRIII =T %R L £, > F7213. NAT L— L% EFH

| v k=0 7FLZZH [}
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B s r:orannrozs

THRICAT V=7 AR T 52 b TEET, ET 247 =2 ME, LT OB
T RERHY ET .
s [JEDE(EIL (Original Source) |: ZAUER Yy NU—27 A7 V=7 b (FA—7"Tida)
TRIFUUT 6T, AR, ®HELTY 7Ry B AEETT,
o [ 5550 (Translated Source) |: Fy NU—27 A7 V=7 MERIXITN—T%IFE
TEETH, W Ry FEEHLZLITTEETA, FAV—TIZIPv4T KL AL IPv6 T
RLUADWHFERBESEDZ LITTEERA, IN—TZEENDZ XA TIX127ZHICT
HUMENHY £9, JNA—TICHHALEEFA NPT RLADHGREGEENTWDHEGE, #
FAIZ XA F v 7 NATIZEA &N, RARIPT RLAZPAT D7 4 —/L Ny 7 L LT
SN ET,

FIE

AT w71 [Devices>NAT] Z&E4R L, Firewall Threat Defense NAT iR U o — & AEkd 27, fELE T,
RATY T2 KOWTINEFEITLET,
s[AddRule] RZ %27V v 7 LT, HLWIL—LZERLET,
cEdit() %227 Vv 27 LT, BEfFONL— LV ZMRELE T,
Ama—%HG7 Vv r35HE, —OUIVIRY, at— BV, A BLOHIBRA
TaUrPNRRINET,
ATV T3 BAL—LOF T g ZRELET,

« [NAT L—/L (NAT Rule) ]: [H8) NAT —/L (Auto NAT Rule) ] % &4 L £,
s [#A T (Type) 1:[¥A4F>7 (Dynamic) | Z&EIRL £,

ATV T8 [A v F =T A AFT7P=7 b (Interface Objects) ] T, D7 4 —/V REFHELET,

c[EEA L H—T = A AFT V=7 b (Sourcelnterface Objects) |, [FE5EA > ¥ —7 = A
A A7 Y= b (Destination Interface Objects) |: (7'U v Z)—T A N— f L X —
T2 A ADLGEIINE) . ZONAT V—LVZEAT 544 —T7 oA AERKETHA
B =T 2 A RAFTTVx2I b (BXa2 VT4 =V ERIFA L E—T oA AT N—T) |

[EfE7C (Source) 11X, T A A~DERFB ST 7 4 v IV BRBAT HEEDOA X —T = A
Ao A7 Yy hTT, [5i5 (Destination) ]i%, T34 ANWBHL MT 7 4 v 7R
WRT O~y BTN =T oA R BT WHEE TV =7 NTT, 77 4/V T
N—=EIT N oY TN—=T R N—= A B =T 2 f AZRTRTDA L F—T = A A
([Any]) (ZHEHSVET,

AT w75 [£H# (Translation) ] T, RDOA T a v ERELET,

s DLDEEIE (Original Source) |: B4 57 RLAZELery NI —2 7=V |,
o [BHRFE A5G0 (TranslatedSource) |: v v B 7 7 RLAEZEL Ry NU—27 A7V <
7 NERIZITN—T,

ATYT6 (7T ar) [FE (Advanced) | C. St 7y a v @R LET,

B O~y r7—9 7ELRZ®R
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ATy F1
ATvT8

A4+ 2V FE

s4+zvozpNaToRE [

s [ZDN—Z—FT % DNS & %25 (Translate DNS replies that match this rule) ] : DNS
JEEDIPT RLVAGZEWT DINE I MERELET, vy I A 02 =T AND
EROA o Z—T A ZAZBET D DNSISEDSHE. 7 R A (IPv4 A £7213 IPv6
AAAA) L a— R~y B 7 SN fENDEBFEOMICEES B bvEd, Kahc, FEE
DAVHE—=T 2 A AN~ BT ENToA V H—T 2 A A~DDNSJEEDOLE, L a—
RIZEBEOEN O~y B 7 SNTEICEEMI ONE T, ZOF 7 a 3k L &
(A &40, NAT64/46 DM T III R D56 0HV £, Z0OHG, FESMHWMRITL-
TALVa— L AAAA L a— FOEBSFEITSNET, FHMIC OV TIX, Rewriting DNS
queries and responses using NAT (122 ~X—3) #ZM L TS0,

[ F =T = A APAT~D T 4 —/)V A)b— (BiSfeA % —7 =4 X) (Fallthrough to
Interface PAT (Destination Interface) |: fid~ v B> 77 KL ARFTTIZH D ¥ THHRLTW
DA, NI T T FEELTHEA VAT oA ZADIP T RLAEFHTINE D
PN (A B =T A APAT 74— v 7)) ZRELET, ZOFTva ik, 7V y
T IN—=T DA N—TIEIRNGESEA VH—T oA AEBIR LT GAICOREHTE E
To AVH—T 2 A ADIPV6 T RLRAEMFEHT HITIX, [IPv6] A4 7T a v IR L 77,
«[IPV6] : A > X —T = A APAT DFESeA v H—T7 = A ADIPv6 7 KL AZMEHT 50 E
PR/AN

[f£1E (Save) 127 Vv 7 LCA—ZBIMLET,
NAT R— T [fR7F (Save) |27 U v 7 LTEEEZRIFELET,

NAT D% E
A A F w7 FEINAT L—/biE, BEINAT Cli=— X &2 S WA LET, 728

2R, RIS U TR EREBAT 2LENL G672 8T, #1473 v 7 NAT I3,
T RUREFER Y NT— 27 TL—F ¢ V7 RRERBIOIP 7 LR IZE# L E T,

458 SRS

[A7 V=7 b (Objects) >[4 7P =7 MEFE (Object Management) ] Z IR L, /L—/L T
By NI —0 ATV NERIFITNV—TEERLET, > 7 V—TIZIPvda T RL R &
IPv6 7 RLADM S ZIREISEDH Z LITTEETA, IV —TICEHFEND XA SIL1DETIC
TOMERDY T, FiI NAT V=LV Z2ERT DA T V=7 bl T22& 6T
FET, MERT ATV NI, LTOEAELIZ LT DRERH Y 7,

s DLDEEIC (OriginalSource) 1: KXy NV —27F 7V NETIIIN—THFETEE
T, ARA N, P, FREV TRy MEEOLIENTEET, TRXTCOIROERFT T
T4 I EERT G, COFIEEAXF T L, A= T[TT (Any) |Z2HELE
e

o [ 5550 (Translated Source) |: Fy N —27 A7 V=7 MERIFITN—T%IFE
TEETN, Y7 Xy FE2EDHZ LT TEERA, ZNA—TICHHAEFA NPT KL
ADWFNEENTWDEE, ®HIEZ AT v 7 NATIZEH S, AA NPT KL
IZPAT D7 +— N w7 L LTHERHINET,

v k=0 7FLZZH [}
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FIE

ATy T
ATy T2

ATv73

ATvT4

ATy TH

*y b7—4 7FRLREHR |

B

X JE

=L TET N AOBEREEZRET H L. [JudDsist (Original Destination) ] 35 KUY [Z#i
#H%a5% (Translated Destination) | D%y bV —27 47 V=7 FERIFIN—TE2ERTE F
ﬁ—o

XA F I NAT TlE, 58 CTAR— MNEHAITO) 2L b CTEET, A7 V=V hvx—Txy
T, [JTD%EST R LA (Original Destination Address) |3 & ON[ZE#at% D657 K LA (Translated
Destination Address) WX CEX AR — M A7V =27 "03HDZ L 2R LET, HIELAR—
NEFRE LA, BHEET,

[Devices> NAT] #&&4R L. Firewall Threat Defense NAT "R U o —ZAEK T 52, fRELET,
WONTNNEFITLET,

s[AddRule] RZ %27V v 7 LT, HLWIL—LZERLET,
cEdit() %227 U v 27 LT, BBFONL— L ZMRELET,

Ama—%5G7 0y 35E, = AOYVERY, av— BT, A, BIOHIBRA
VAV RERSET,
HARNV—NLDOF T a B/ ELET,
« [NAT /b—/L (NAT Rule) ] : [FF8) NAT /L—/L (Manual NAT Rule) ] Z#3®R L7,
s [#A 7 (Type) 1:[#A4F I >7 (Dynamic) | Z&EIRL 3, ZOREVPEHASINDHD
1. BETLT RLAPT T, 57 FLADEBREERT D L. BRITFEICAXZT 4
7I2b DI F7,
« [A%0t (Enable) 1: V=& T 7T 4 7T HMEIDERELET, L——=TT
FIr Vw7 Ama—%FHTH2ZEICL0, o N—NET 7T 0 TILETIIET 2
T4 7L TEET,

s A (Insert) ]: /V—/LZBINT 57445 L £, You can insert it in a category (before
or after auto NAT rules), or above or below the rule number you specify.

[f>H—T7xAAFT7 =7 & (Interface Objects) | T, IRD T 4 —/L RERELET,

c[EETXA L H—T =2 A AFT V=7 b (Sourcelnterface Objects) |, [SE5EA > H—7 = A
A A7 Y= ~ (Destination Interface Objects) |: (7 U v Z—TF XA N\— 4 K —
T2 A ADEHITNIE) o TONAT V=V EHHT LA 2 —T A4 A% RETHA v
B =T 2 A AFTVx7 b (BFXa2 VT4 =V ERFA L E—T A AT NV—T) |

[EfE7C (Source) 11, T A A~DERE N T 7 4 v IV BRBAT HEEDOA X —T = A
AEGTAT U=y h T, 5% (Destination) ] 1L, 34 AMEIES kT T 4 v 25
BRSO~y B I, =T 2 A R F N TWDAT V=7 NTYT, 7740 FTIE,
N—FT VT TN—T RAN— f B =T 2 A AR TRTOA U H—T = A
([Any]) (ZHEHINET,

([£#2 (Translation) |“X— 'k, ) 5ty b 7 KL A (IPvd £721L1Pv6) . 2 F V| IC
DINT sy NMIRRSINDHNNTy 8T RUVAZRELET,

DTy b EEBMEI T RT y FOFIZONWTIE, ROREZR LTI ZZEN,
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ATvT6

ATy T17

ATvT8

s4+zvozpNaToRE [

Source Destination

B e (ouse)— [

e  p—

Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 > 192.168.2.2 ---> 192.168.1.1
Original Packet Translated Packet

« [Original Source][Address] : #3257 KL AZGhexy NI—27 4T V=7 b, X
Ty NT—=T T N—T7,

« [Original Destination][Address] : (X 7Y av) , %EDOT NLA&E&exy NU—0 47
Vb EEIARY NI A=, EAOEEICTH L, ukICBERR <, HEET
T RUAZBBAEHSNET, 51kT RLVAZIBELESEG, £OT RLRICAZT 1 v
I EBEHET D), MICTAT T 47 4 NAT 2 TEE7,

[EE75A v ¥ —7 = A AIP (Source Interface IP) ] Zi#IN L C, BEFEILA v X —T =1 A
DOILDFESE ([TXT (Any) JEERAHF) 2_X—RITEET, ZOLFT T3 VEER
TG, BEHORBLEAT V=27 SHBBRTALEROVET, XX T v 7 A
H—T A ANAT TS5 T R ADR— NEHZ FIET 521X, 2047 v a &R
L. ELICZOFEER— NO@EYIRAR— N A7 V=7 FEBIRLET,

BB D /Ry FOT RLANIPVE E721XIPV6 D EL S TH LI EFEBILET, OF V. 5
T v B =T 2 A Xy NT—=I TRINDI XNy 8 T RUVATT, LEIZGLCT, IPv4 &
IPv6 D CEMTE E7,

o [BEHAE IR EIE T (TranslatedSource) |: v~ v BV 7 T RLAZEGTery NU—7 7V =
I NERIZTN—T,

o [EHai5 565 (Translated Destination) ]: (A7 3 y) . BEOry STHAIL
HEET RLAZ G Ry NI —2 7= NERIZINA—T %2 E LT, [ZHa]
D%iSe (Original Destination) 1247 V=7 MARIRLIZGE, FILAT V=7 b a@EIR
LCTAT YT 47 4 NAT (0FV, BHalel) 2RELET,

(A7 ay) D% — b (Original Destination Port) ], [Z#it% D%E5CA— k (Translated
Destination Port) | C, ¥—EALEHOE T —E A R— FEEELET,

ZAF 2y 7 NAT TIEAR— MERPAY R — b &ienicw, DLokfEeaR— h (Original
Source Port) |35 & O8N [EH#Lt: DXfEEA— b~ (Translated Source Port) | 7 4 —/V K& ZED F F
WCLET, 2L, SEEOEMITFICAZT 4 v 7 ThDHT2H, 56EHR— MIXLTHR— MNE
rFITTEET,

NAT Ti&, TCP £72(X UDP 72 A% AR — FIhFET, A— ML 24546, EEOYV—E
AFTVxy bOTa harbvy 7 =R AT VY hOT v haOlhER T
WCLET (WFEd TCP £7/21Xf L H UDP) . 747 7 47 4 NAT Ti, FEEEOFR— K
Loy K= OWMFIZFE LY —EAF TV cr b TEET,

(7> a ) [ (Advanced) | C, MERA T T a v EBRLET,

v k=0 7FLZZH [}
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o GEEREMOLGEDRH) [Z DN —/MZ—ET 5 DNS & Z 24 (Translate DNS replies
that match thistule) ]: DNSIGEDIP 7 RV AZ BT HNE I NERELET, v v E
VIAUHE =T 2 A AMBEBEDA L H—T A ABET D DNS ISEDOHA, T R
A (IPv4 A F7213 IPVv6 AAAA) L a— R~ v B2 7 SNl D EBEOMHEICEE ]2
HNET, KFHT, EBEOA U F—T oA ApDHv v B T INTcA VU H—T A AND
DNSIEE DA, La— RZEBEOEN D~y B 7 SN fEIcEE B2z OhET, 20
F T a IR L I S, NAT64/46 DB TULEIZ 2558 0bH 0 £4, 2
DOEE, EEHBZIZL-STALVI—RE AAAA La— RO EI TS E 9, FHMC
DUV TIX, Rewriting DNS queries and responses using NAT (122 <X—3) #ZM LT ES
AN
[f % =7 = A ZAPAT ~D 7 #—/L A/L— (Fallthroughto Interface PAT) ] (3861 > % —
TxzAR) MOy ELTT RUARTTIZE Y B THONTWDIIEE, Ny T v 7 F
Bl LT v H—T 2 A ADIPT RLAZEATH0E I D (L% —7 = A APAT
7¢~wﬂyﬁ)%%*bi¢o:@ﬁfyayi TV P T N—T DAL R—"TL7R
WEESEA B —T 2 A REBIR LTS A ICOMERTEET, A ¥ —T7 = A AD IPv6
7 RUAEHEHT 5T \Umﬂﬁ7ya/%@mbi¢o
«[IPV6] : f > X —T7 = A APAT DFifeA v X —T = A ADIPv6 7 KL AZHEHT B0 E
PR/AN

ATy T [MR1FE (Save) 1227V v 7 LCL—AZBIMLET,
ATY T NAT RX—V TR (Save) 1227V v 7 LTEFEZEFELET,

Dynamic PAT

The following topics describe dynamic PAT.

About dynamic PAT

Dynamic PAT translates multiple real addresses to a single mapped IP address by translating the real
address and source port to the mapped address and a unique port.

Each connection requires a separate translation session because the source port differs for each connection.
For example, 10.1.1.1:1025 requires a separate translation from 10.1.1.1:1026.

The following figure shows a typical dynamic PAT scenario. Only real hosts can create a NAT session,
and responding traffic is allowed back. The mapped address is the same for each translation, but the port
is dynamically assigned.

B O~y r7—9 7ELRZ®R
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Dynamic PAT disadvantages and advantages .

7: Dynamic PAT

Security
Appliance /
10.1.1.1:1025 - 209.165.201.1:2020 »
10.1.1.1:1026 § 209.165.201.1:2021
>
10.1.1.2:1025 Z 209.165.201.1:2022 >

Inside /Outside

For the duration of the translation, a remote host on the destination network can initiate a connection to
the translated host if an access rule allows it. Because the port address (both real and mapped) is
unpredictable, a connection to the host is unlikely. Nevertheless, in this case you can rely on the security
of the access rule.

After the connection expires, the port translation also expires.

\}

GE) We recommend that you use different PAT pools for each interface. If you use the same pool for multiple
interfaces, especially if you use it for "any" interface, the pool can be quickly exhausted, with no ports
available for new translations.

Dynamic PAT disadvantages and advantages

Dynamic PAT lets you use a single mapped address, thus conserving routable addresses. You can even
use the Firewall Threat Defense device interface IP address as the PAT address.

You cannot use dynamic PAT for IPv6 (NAT66) when translating between interfaces in the same bridge
group. This restriction does not apply when the interfaces are members of different bridge groups, or
between a bridge group member and a standard routed interface.

Dynamic PAT does not work with some multimedia applications that have a data stream that is different
from the control path. For more information, see fR x4 7 2 K =2 /LD NAT #7"— k.

Dynamic PAT might also create a large number of connections appearing to come from a single IP address,
and servers might interpret the traffic as a DoS attack. You can configure a PAT pool of addresses and
use a round-robin assignment of PAT addresses to mitigate this situation.

PAT pool object guidelines

When creating network objects for a PAT pool, follow these guidelines.

For a PAT pool

* Ports are mapped to an available port in the 1024 to 65535 range. You can optionally include the
reserved ports, those below 1024, to make the entire port range available for translations.

When operating in a cluster, blocks of 512 ports per address are allocated to the members of the
cluster, and mappings are made within these port blocks. If you also enable block allocation, the ports
are distributed according to the block allocation size, whose default is also 512. If you change the
cluster unit limit (the size of the cluster), ensure that you clear xlates or reboot the devices so that
PAT pools can be appropriately reallocated to the cluster units.

| v k=0 7FLZZH [}
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* If you enable block allocation for a PAT pool, port blocks are allocated in the 1024-65535 range
only. Thus, if an application requires a low port number (1-1023), it might not work. For example,
an application requesting port 22 (SSH) will get a mapped port within the range of 1024-65535 and
within the block allocated to the host.

* If you use the same PAT pool object in two separate rules, then be sure to specify the same options
for each rule. For example, if one rule specifies extended PAT, then the other rule must also specify
extended PAT.

* If a host has an existing connection, then subsequent connections from that host use the same PAT
IP address. If no ports are available, this can prevent the connection. Use the round robin option to
avoid this problem.

* For best performance, limit the number of IP addresses within a PAT pool to 10,000.

For extended PAT for a PAT pool
* Many application inspections do not support extended PAT.

* If you enable extended PAT for a dynamic PAT rule, then you cannot also use an address in the PAT
pool as the PAT address in a separate static NAT with port translation rule. For example, if the PAT
pool includes 10.1.1.1, then you cannot create a static NAT-with-port-translation rule using 10.1.1.1
as the PAT address.

* If you use a PAT pool and specify an interface for fallback, you cannot specify extended PAT.

* For VoIP deployments that use ICE or TURN, do not use extended PAT. ICE and TURN rely on the
PAT binding to be the same for all destinations.

* You cannot use extended PAT on units in a cluster.

» Extended PAT increases memory usage on the device.

For round robin for a PAT pool

* If a host has an existing connection, then subsequent connections from that host will use the same
PAT IP address if ports are available. However, this “stickiness” does not survive a failover. If the
device fails over, then subsequent connections from a host might not use the initial IP address.

* [P address “stickiness” is also impacted if you mix PAT pool/round robin rules with interface PAT
rules on the same interface. For any given interface, choose either a PAT pool or interface PAT; do
not create competing PAT rules.

* Round robin, especially when combined with extended PAT, can consume a large amount of memory.
Because NAT pools are created for every mapped protocol/IP address/port range, round robin results
in a large number of concurrent NAT pools, which use memory. Extended PAT results in an even
larger number of concurrent NAT pools.

T4 F v BE PAT DERTE

HAF w7 HEYPAT L— L ZEH LT, HEDIP 7 RLADRIERT 5D Tl
BHDIPT RLALR—FOMBEDLEIZT RLAZEBLET, 1 oDOT7 RL 2 (5o v
H—T oA AFETIIMMDOT KL ADWT D) BT D, EIT7L SADEN A%
T 57212, 7 RLADPAT F— A H L £,
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FIE

ATy
ATv T2

ATvT3

ATy T4

sq4+zvranerosz

1R BRI
[F7 =2 b (Objects) |>[A7 =7 MMEEL (Object Management) | R L, /L—/L T
Wity NI —27 A7V 27 FERIIIA—FE2ER LET, > F7205. NAT L—/L & EFH
TOHRCAT V=7 NEERT A2 b TEET, BT D472 =7 ME, DUF OB %
T HMERHY 7 :
s DEDOE(EIL (Original Source) |: ZAUIRy NT—2 A7V =2 b (F—7TlERW)
TRIFIUTR ST, AR N, ®HEZIIY 7Ry FHATRETT,
o [ZEHFEFEIETC (Translated Source) | : PAT 7 RLAZIRET A AT a Iko LBV
T,
s [3EScA % —7 =14 A (DestinationInterface) ] : 56561 v X —7 = A ADT KL A%
ERATHIZE, Ry NU—7 Ty MILEH D FHA,

«[Hi—~PAT 7 KL X (Single PAT address) ]: H—DHKEA & &Ry hT—2 F7
Va7 MR LE T,

« [PAT 7—/L (PAT pool) |: #iPHZEiery NT—2 A7V =7 MEAERT D0, £
TAEARA N, #iHHLWVEEDOW G 2GRy NI —7 702 N T N—T%AE
LET, ¥ 72Xy hEFHLZ LI TEERA, ZL—TI21Pv4 7 KL R L IPv6
T RUADW I #ED5HZ EIXTEERA, 120X A TRETEDLLENRDHY 7,

[Devices> NAT] %1% L, Firewall Threat Defense NAT 7R U o — & {ERKT 270, WELET,
WRONTNPEFITLET,

s [AddRule] R¥ > %27 Vw7 LT, HrLvb—LEERLET,

cEdit(@) %27 U v7 LT, BEFONL—NLZMHmELET,
Ama—%HG7 Vv r7FHE, —OUVEY, a— 0T, A, BLOHIBRA Y
TaUNRRINET,
BEARNV—NOF T a v ERELET,

« [NAT L—/L (NAT Rule) ]: [H8) NAT -—/L (Auto NAT Rule) ] % &4 L £,

«[#A 7 (Type) 1:[#A4F>7 (Dynamic) | Z&EIRL £,

[f X —T A AF 7=/ b (Interface Objects) ] T, KD T 4 —/L REFZRTELET,

c[EETXA L H =T = A A AT =2~ (SourcelInterface Objects) . [FBICA ¥ —7 = A
A A7V =7 b (Destination Interface Objects) 1: (F U v Z/—T XX — A L X —
T2 ADLGEIZKE) . ZONAT V=LV E#AT 54 02 —T oA ARFFET DA
B—=TxAAFTVxI b (FF2 VT4 Y=V FERFA L E—T A AT V=) |
[ (Source) |1k, TXAA~DER N T 7 4 v I BDRETHEBEOAS > F—T = A4
ArEich 7Yy FTY, [s6S (Destination) 1%, T35 AWBHD T 7 4 v I N
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BT A~ T H—T 2 A EATWEF T 27 N T, T 74V h T,
= FT N o TN—T A R—= [ =T 2 f ZAERTRTDOA A —T = A A
([Any]) CEH SN ET,

AT w75 [£H# (Translation) ] T, DA T a v ERELET,

s LD E[EIC (Original Source) |: B 57 RLAZELexry NI —2 7V |,
o [EHFEAEIE T (Translated Source) | : IROWTNMNIZR Y 5,

s AU X —TxAAPAT) , 5BlA X —T A ADT RLVAZEHTHITIL, [48
JeAf B —7 x4 AP (Destination Interface IP) ] Z38R L FE 9, F7=. $FEDFEIA
VHE—T A AF TVl NEEBRTOILENRHD ET, A X —T A ADIPv6
7 RUAEEHAT ST, [FEf (Advanced) | T[IPV6] A7 > = » &R 5 L EN
HVET, PAT "= VOREAT v T ERILL T,

A HE—T 2 A ADT RLALUNDOE—T FLAXRFERATIESIT. FO-HIC
VERS LTmARA N Xy hU—2 F 77 FEBIRLFET, PAT F—ILDOBREARAT v
T ERIX L ET,

« PAT 7'— VAT 51Ti, [ 405550 (Translated Source) ] # %82 LTI E
EJc a8

ATYT6 PAT 7=V ZHEH L TWBEAIEL, [PATZ—/L (PAT Pool) | X—Y%EINL T, ROFIEE
FITLET,

a)
b)

¢)

[PAT 7 — /L DA%t (Enable PAT pool) ] ZE4R L £,
[PAT]>[7 FL R (Address) | 74—/ R T, 7=V D7 FLAZRFFT L1y hT—2
FT 2l N TN—TERIR L ET,

FllE, A X —T = A APAT ZFET DHRID I EE LT, [5idkA v ¥ —7 = A AIP
(Destination Interface IP) ] # R Tx 97,

(A7var) REISUT, ROFT T a U a2BIRLET,

[Ty RrbErEIY Y TEEM (UseRoundRobin Allocation) |: 7 KL A &R — k%

Ty Rabe B TEVYTCES, T4V MTRETI VY FeEriddi s,
1 DD PAT 7 RLADR— FRT_XTHIY Y THiLD LIRD PAT 7 FLARMHH S
nNEJ, 70 FrberFRTiE, 7= AHNOFKPAT 7 KL AL 12727 R
A= FRE DY THNDL EHRPIDOT RLVARIZED, RI2ZEBDOT FLA LW &
IWNRICAEH S ET,

o [#E5E PAT 7—7 /L (Extended PAT Table) ] : $L9E PAT ZffH L 9, JLk4E PAT T
X, BBREROZEET RLRAER—EED, IPT RLAZTETERL, =R T
LI 65535 DA — hAMEH SN ET, BEIX, PAT BHA{ERT 5 & 250 h—
FET7 RLAITEBESNRNZO, PAT T FL A Z 21T 65535 fHDOR— MIHIR S
F9, =& 20X, PR PAT 24 L C. 192.168.1.7:23 IZ1HH 9 %4 @ 10.1.1.1:1027
DI, 35 L TN192.168.1.7:80 T2 9 H5H 0 10.1.1.1:1027 DEMAAERL TE £,
AN B =T 2 APATRA LV H =T 2 A APAT 74— 7 L DX T a %
tH+T 2z LixTcE A,
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o [7F v NaR— b4EPH (FlatPortRange) ], [THIE AR — & & Te (Include Reserved
Ports) ]: TCP/UDP A"— F & &IV Y CTHERZ, A— NEPH (1024 ~ 65535) #HL—D
77y Mo e LTHEHALET, (6.7 LVl O~y B 7R — NER %
R 2% &, PAT ITEBEDOKRE LA — MEESELMHFHTEET BHWTEREGS) . 272
L, 2OF7Tvava@ELR0nE, EBROR— bBMEATEARVEAIL. T 740
FT, vy B R— MIEEOR— FES &R UA— M (1~ 511, 512~
1023, LV 1024 ~65535) ORI ET, FAFFHTHR— FARET 2D %[E
BETHI21E, COREEZITVET, 1~ 65535 OHEIPHEEZME T 21213, [FRIFE A
AN— F&E¢e (Include Reserved Ports) |47 v a v HBIRLFET, /N—T a2 6.7LL
Mt % 3247 L T 5 Firewall Threat Defense 7 /34 ADIFE, 7V a v EERT 0 E
I LT, 7Ty MR — MEENFICRESNE T, TNHDOT AT AL
X, [FHFEHAR— FEET (IncludeReserved Ports) | 7Y a v aRIRLTH, £
DORENEH SNET,

[7a w78 2%C (Block Allocation) |: R—hrD 7 1 v 7EIN Y CEHMNMIT D
Ao ¥ VT 7 b— REIIKEM PAT Tl NATIZ 1 EIZ 1 DOKR— FEHEZE|
DETCSHDLZOTIEHRLS, HEHRANMIA— DTy 7 2E VS THZENTEE

T, R—=bD7 a7 280 Y4 CHGE, FANDPLORBEORERITT v v 7 NOH
LWEEERSN AR — b 2R LES, LEIISCT, mh 71y ZIZF_XTh

N—MHT DT 7T 4 TGN A MCHDEEIE, BMo7 vy 7 H3E 1 4T
SbNET, R—brDT7 1w 7131024 ~ 65535 OFPATORE D Y THNET, R—
cOT vy 7EINYCET U R E HBRERDH Y 325, JEE PAT £7-2137
Z v MR — MO A 7T v a v L —RIERT L2 EITTEERA, o, 41V

H—T A APAT 7 & —N w7 b TEEEA,

ATy Tl (AT ayv) [FEM (Advanced) | T, MEARAF T a v 2BIRL £,

o[ ¥ —T A APAT ~D 7 #—/L AL — (Fallthroughto Interface PAT) | (384 > ¥ —
TxAA) MOy ELTT RLARTTIZE Y B TOENTWDIGEE, Xy I/ T v 7T
BrL LTHideA v X —T =24 ZADIPT RLRAEBMHTE0E I (f X —T7 = A ZPAT
Tr—NRNy ) BIEELET, ZOFTvarii, 7V v T—T DAL R—=TIER
WEESEA v H =T oA AEBRIR LG AICORMEATEET, A v F—T A 2D IPv6
T RUVAZFEHT DT, [IPv6] A7 v a @R LET, T TIA ¥ —7 =4 A PAT
EEWELRT RLRALE LTERELTWALAIZIE, 2047y a VI TEEEA,
«[IPV6] : A > X —T = A A PAT DFESeA v H—T = A ADIPv6 7 KL AZMEHT 5L
OR/AN

ATw T8 [MRfE (Save) 127 U w7 LTL—L%EBMLET,
ATYT9 NAT R—T T [#R1FE (Save) |27 U v 7 LTEREEZRELET,

T4+ 32y FE PAT DERTE

HAF w7 FEHPAT L—iL, BHEIPAT ClI=— X &M= I WA LE, 2L
ZIX, RIS C TR DI EBRAEBHT OIMLENH HGE2ETT, 473 v PAT I,
T RULAZBEDOIPT RLUATLITICEHRT 20 TIE <, MAEDIPT KL A/R— FOERE
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FIRr

ATy T
ATvT2

bEICEHBLET, 1OOT7 FL A GfeA v Z—T7 =2 AEIIMOT R L 2DWF i)
AT B0, F372<K SADOFEN R ERZIRMT 272012, 7 FLAD PAT 7' — /L& ff
FALET,

1R BRI

[A7 =27 b (Objects) >[4 7= MEEE (Object Management) | ZER L, /L—/L T
TRy NI—0 AT V=7 bETRIFINV—TE2ERLET, > —TF|ZIPvd 7 KL A L
IPV6 7 RLADWGHBIESEDL Z LI TEER AL, IV —TITEEND XA TIL1 22T
TOLERDY E£T, £ NAT V=LV Z2ERT LA T V=7 baefElT 5286 T
EET, T A7V =7 NI, LTOBEAELHIZ L TWDRNERH Y 7,

s JEDOEEIL (OriginalSource) 1: Xy NV —27 47V NERIIINV—THEETEE
T, AADN, i, EFEFV TRy MEFDLIENTEET, TRXTOILOEEILNT
T4 BBMT LG ZOFEEAX YT L, A= T[TT (Any) [Z2HEELE
R

o [ 7 %1550 (Translated Source) | : PAT 7 RL AZFEETH AT a IR D EFY
<7,
s 368551 % —7 = A A (Destination Interface) | : 58561 v % —7 = A4 ADT KL A%
T2, Fy NI —7 A7V MEIMEDHY THA,

*[HE—PAT 7 FL- X (Single PAT address) |: H—DAKRZX ha@lery NU—2 F7
Y7 MR LET,

« [PAT 7—)L (PAT pool) |: ®iPHZ &Ity hU—2 A7V =7 MEMERT D0, £
TR A N, @ALAIWVIEIZFOM FEELry NTV—7 TV b I A—T7%A4E
MLET, VYT Rxy FE2EDDHT LIXTEERA,

N—IVTHET RV ADFEBREZRTET S L, [JeD%E5G (Original Destination) | 35 & U8 [Z5#4
#5045 (Translated Destination) | DRy hU—27 47V =7 hEFHIZINV—T 2 ERTE %
7

XA F w7 NAT ClE, 588 THR— MNEHAZITO 2L TEET, A7V hvF—T¥
T, DLDFEST R LA (Original Destination Address) |35 K ON[ZEHat% D557 R LA (Translated
Destination Address) WA CEX AR — b A7 V=7 "B DZ L 2R LET, HIEILR—
FEFRE LTS E, BRIET,

[Devices> NAT] % 3% L. Firewall Threat Defense NAT R U o —Z1ERk T 52>, fREL 9,
WONWTINNEFITLET,

*[AddRule] R¥ %27 V7 LT, HLOWA—LEERLET,

cEdit(@) %27V vy7 LT, BEFONL—LEHRmELET,
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Ama—%hHI )y F5L, —LOUIVEY, ab— ALV, FA. BIOHIBRA
VaryNERINET,

AFvT3 HEAL—NOF T arEBRELET,

« [NAT /b—/L (NAT Rule) ] : [F#) NAT /—/ (Manual NAT Rule) ] Z3#R L £,

s [# A7 (Type) 1:[#A4F v (Dynamic) | Z@IRL T, ZOREVEHSNDHD
X, BETLT RLVAEITTYT, T RLAOEBREERT D&, BHUTFEICAXT 4
b DT ET,

« [t (Enable) 1: V—V%ZT 2T 4 7T HMMEIDEEBELET, L—IL—=TT
FHI7 Vw7 Ama—%EHTLHZLICE0, BOAL—NET 7T 0 TILETILET 7
T4 7L TEET,

« (A (Insert) ]: /b—/LZ BT 254 FE L £ 7. Youcaninsertitin a category (before
or after auto NAT rules), or above or below the rule number you specify.

ATvT4 [ ¥ —Tx2AAFT V=27 b (Interface Objects) ] T, IRD T 4 —/)LV REHRELET,

c[EfETA v H—T = A AFT V=7 b (Sourcelnterface Objects) ], [3EEA > ¥ —7 = A
A A7 =7 b (Destination Interface Objects) |: (77U v Z—"T A 3— f L H—
T2 A ADPHITHE)  ZONAT V= VEEATHA v F—T oA AEFFETHA
B =T 2 ARAFTTVx27 b (BEXa2 VT4 =V ERFA L E—T oA AT NV—T) |

[iZ1E5C (Source) 11E, TXAA~DER N T 74 v I BPRATIEEDOS VX —T A
ArEleA 7YV TY, 5656 (Destination) 1%, T34 ANGHD M T 7 4w I3
WRT OV B IA A =T oA REF N TWDHAT V27 NTT, 7740 h T,
N—ET VT TN—T RAN— [ B =T 2 A AERSTRXTDOA o H—T = A R
([Any]) (2 HSAVET,

25w T ([£#: (Translation) 1“X— Lk, ) 5tDO/ 7y b 7 KL X (IPv4 £721Z21Pv6) . 2D, 7T
DNy MIZEREND Ny BT RLVAEBBELET,

TCDRT y b EBEISNT ATy FOFNZONTIE, ROKESRL T ZS 0,

Source Destination
/_f—'__\_\ ./_m_\l
I:ll—(\_[nside ) ( Outside ) |:|i
— S g —_ —

Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 > 192.168.2.2 ---> 192.168.1.1
Original Packet Translated Packet

* [Original Source][Address] : ¥ 57 NL A& Flexy NU—osF 727 b, 720X
Xy hT—=7 TN—TF,

« [Original Destination][Address] : (A 7> 3 v) , %EDOT KL A&E&exy NU—7 47
V7 b FERY NI T N—T EAOFEEIZTDHE, sudelcBRR<, EET
T RUAEBBEN SET, 50kT7 FLRAEZIRE LSS, £O7 RLRIZAZT 4 v
I BEMERET DI, BIZTAT T 47 4 NAT I TE £,
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ATvT6

ATy T1

ATvT8

[EfFTA % —7 = A AIP (Source Interface IP) | Z3®IRN L T, H£FETA ¥ —T = A A
DDsESE ([T3T (Any) JTRIRRT) 22— ZTEET, ZOF 7T g o 2ER
56 BEHAOREA TV 27 NHYBRBRTDOVLERHVET, AET 47 A
H—T A ANAT 5T RV ADOR— MNEHAZRIET 2113, 047> g a@iR
L. SHICZOSER— FOWEY AR — N 7V =7 NEBRLET,

BRAL D/ FOT RUANIPVA 71X IPv6 D EL L THAIMEHRINLET, OFD . 58
A v B =T 2 A Xy NT—I TRINDI XNy 8T RUVATT, LEIZGCT, IPv4 &
IPv6 D CEMTE £7,

o [BHE 75550 (Translated Source) | : (ROWT N2 F97,

o (B =T xAAPAT) , 58 A L F—T =2 ADT KL AZEMAT 51T, [5E
%A B —TJ 14 XIP (Destination InterfacelP) | #%#IR L E4, £7-. HEDsE
AVE—=T A AFT V2l NeBIRTHMLERHVET, A F—T A ADIPV6
T RUAZEMATSI21E, [ (Advanced) | TIPVO] A 7' = v & RINT H ML EN
HOVET, PAT 7=V OFREAT v 7T Z2RITLET,

A H—T 2 A ADT RVAUANDHE—T RLRAEMEHTL581L, £O7HIC
YERS LT AN Xy NT—0 7027 FEBIRLET, PAT /' —ILDREAT v
TERILET,

« PAT 7= V& T 5101%, [ AH1E(5 0 (Translated Source) | #2212 L Tl &
i—é—o

o [BHLE 585 (Translated Destination) |: (A7 ay) , BZEONr > STHEASR
LEET FL ARGy NI —2 7V FERIZINA—TE2IE L ET, [
D%iSe (Original Destination) [ IZA 7 V=7 MARIRLIZGE, FILAT V=7 Fa@EIR
LCTATYT 47T 4 NAT (DFD | BHRL) ZRELET,

(A7 v ay) [eDsdeA— b (Original Destination Port) ], [Z#t% D%E5CA— kb (Translated
Destination Port) | C, Y—EALEMO5 T —E A R—FEEELET,

ZAF 27 NAT TIEAR— MERAY R— b &nenicw, [Jro#fEma—» (Original
Source Port) |35 & O8N [ #Lt: DX{E7EA— b~ (Translated Source Port) | 7 4 —/V K& ZEDF F
WCLET, 72720, SBAEOEBITFEICAZ T v 7 THDHIOH, AR — ML THR— ML
MrFiTcEET,

NAT Ci&, TCP £721X UDP 721 Y AR— b x 7, A— 2L T 546, EEoY—E
AFTVz bOTa bharbtsy S =R 4TV b e balolFERC
WCLET (fHFESHTCPEIEMAE EHUDP) , 74T 27 47 4 NAT Tlx, EEOFR— b
Lo BT R—=FDOMFIZE LY —ERA ATVl hEfEHTEET,

PAT 77—V & L CW B AL, [PATZ —/L (PAT Pool) ] _X—VZEIRL T, ROFIEE

FATLET,

a) [PATZ—/LOFHZN L (Enable PAT pool) ] Z IR L £9,

b) [PAT]>[7 FLR (Address) | 7 4 —/V R T, 7—1ADT KL AZRFFT L1y hT—7
FTVx I N IN—TEEIR L ET,

B O~y r7—9 7ELRZ®R
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FllI, A F—7 = A XA PAT 2 FHT DR DFkEE LT, [5idfA v ¥ —7 =A XIP
(Destination Interface IP) ] 23R T £9°,

) (AFvay) MEZSULT, ROATvaE@RLULET,

[Ty RrEUEIY Y TEEM (UseRoundRobin Allocation) |: 7 RL A & AR — %

SR BERTEOYTETS, T NTIET VY R B il S,
1 DOPAT 7 RLVADAR— IR TRTEID LB THND EIROPAT 7 RVARHEH S
NFET, et rFRTIE, 7—AHAOEPAT T RLANMG 1 >FH7 R
ZIR—=ERED Y TENDL ERYIOT RLAICRED , WI2EFEBDOT RL AL W &
INZNEIZEH SV E T,

[#L3E PAT 7— 7/ (Extended PAT Table) ] : JE3E PAT Zffi [ L 97, 4L3E PAT T
I, BWSEROHET RLRAER— b E2FD, IPT RLAZETIERLS, $—vx D
k 65535 E DA — MAMEH S ET, WFIL. PAT BHAZERT 5 & 12560 R—
FET RLURITEBESNARNZH, PAT 7 FLAZ L2 65535 [HOR— MMHIR S
F9, & ziX, PEIR PAT 26 LC, 192.168.1.7:23 [ZA7> 9 A 10.1.1.1:1027
DI, 3 TV 192.168.1.7:80 (210> 9 55 D 10.1.1.1:1027 DEH AR CTE £7,
AL B2 =T 2 A APAT A VX —T 2 A APAT 74— NNy 7 L DA T al &
RISz iz cE A,

[7 7 v F7pA— hiPH (FlatPortRange) ], [THIE AR — & &Te (Include Reserved
Ports) ] : TCP/UDP A — K ZEI D ¥ CTHEIC, A— i (1024 ~ 65535) #H—0D
77y e e LTHERALET, (6.7 LVAl) RO~y B IR — NEE A%
R % &, PAT (ZFEBEOKETCAR— MEFEEATEET WEHTRRRES) . 72782
L. 2OFTva v ZRELBRVWE, EEOR— FBRERTERWESIEX. 7741
FT, vy BT R— MIREOR— FF S &R CA— MipH (1~ 511, 512~
1023, BL V1024 ~65535) ORI ET, FAFHTHR— MR ET L0 %(E
WETHI21E, ZORTEITVET, 1~ 65535 OFIPHEEZME AT 2121, [TRIES
AR— hZ&ETe (Include Reserved Ports) | A7 > a VBN LET, N~ 3 6.7 L
51#75535?? L TV % Firewall Threat Defense 7 /34 ADE A7 v a VERIRT H0E
b bd ., 77y MeAR— MR FICRESNE T, TNLHDT AT A
[%‘F’J}ﬁcﬁﬂ'{’ F%#&d (IncludeReserved Ports) | 47> a VU A®RIRLTEH, £
ﬁﬁ#%mémi¢

[7 1w 780 4T (Block Allocation) |: R— hD7 m v Z7E Y TEECT D5
B FX VT 7 L— RELITKRIAE PAT Tlid, NATIZ 1 EIZ 1 DOR— FE#EE

DY TEELDOTIERLS, EHRAMIAR—b DT 0y 7 28D Y THIENTEE
ToT%F@7D/7%%@éfé%9\Txkﬂ%wﬁﬁﬁﬁﬁi7m/ﬁm®ﬁ
LWVMEEBIRSNZA— F2EALET, RBEIEL T, TOT R vy 72T TO

B MM DT 7T 4 TREHENHR A MHDEEIE, BMo7 vy 7 3E 1 4T
LNET, R—bD7 1 v 7111024 ~ 65535 DFPHTOREI D Y THNET, F—
FDOTay 7EY Y TET U R ae L BERENRH Y £33, JEIE PAT £72137
Z v MpR—=FREOF TV a b —HIHEHT L Z LT TEETA, £, 4V

B —T 2 A APAT 74—y 7 HlEHTEEH A,

ATv79 (A7 a ) [ (Advanced) | C, MERA TV a U ABRLET,

| v k=0 7FLZZH [}
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o[ ¥ —T A APAT ~D 7 x—/LA)L— (Fallthroughto Interface PAT) ] (351 > ¥ —
T R) OB TT RLARTTIZEHY L TOENTWDEHEE, Ny T v 7T
BLLTHEA T —T =AM ADIPT FLAZMHTE0E I D (£ F—T = A APAT
TH—NARNy ) BIEELET, ZOF T arii, 7TV v TI—T DAL R—TIER
VSRS B —T = A RAEBIR LA OMETE£4, A2 —T = A AD IPv6
7 RV AZEHATHI2IE, [IPv6] 47> a bR L £,

s [IPV6] : f > Z—T = A A PAT D%iseA v HZ—T7 =A ZADIPv6 7 KL AZMHT 50 E
PR/EN

ATy T [AF (Save) 1227 U v 7 LTCA—LZBILET,
ATV TN NAT X—ITURME (Save) 1227 U v 7 LTLEEARRIELET,

R—bk 7Oy Y EY HTIZKS PAT DEE

X v U7 ZL— FEIZRBHL PAT TlE, NATIZ 1 I 1 DOFR— MNEHAE D Y TEH5
DOTIERL, BERANMIA—bOTay 7 E2EVYTHZ ENTEET (RFC6888 &ML
TLEEY) , A= rOT7 oy 7580 YTHEHE, A NPLOREOERIZT 2 v 7 ND
FLUWVEESERSNZAR—bEFEHLEST, HEISC T, TOT Ry ZIZTXTOR— MT
RFTDT I T 4 TIRPERN A NI LHGEX, Bo7aey 7 3E0ETonET, 7uy
JNDOR— N BT DGO xlate NHIBRSND &, 7 vy 7 1 3fBksnEd,

R—F 77 &80 Y CHrEREHIL. oX 7ol cd, A—h 7r v 700 24T
DR S, HEENRESNETN, A— b 7o v 7N TER SN xlate 1Tt S EH A,
—JF. B 7S L 0 WREEC AR D £,

RN—bDOT 1w 71%1024 ~ 65535 DFPH TOHEIY 4T HNFEY, TCP, UDP, B L ICMP
EGHOENOT7T ey 7 B3HY, b7y ZI3EETIHRENRNHV ET, £0D, T
TV = a SRR — FES (1~ 1023) DRERGATL, BERE LW ATREME & 0 £
9, 7oE ziE, A—1F22 (SSH) ZFRT L7 7V r— 3 0%, 1024 ~ 65535 OFiFHN O
RANMIEY B CHNEZTrny JNTw Yy 7 aNaR— b 2RELET, BOWR— &5
EEMATLZT7 7Y r—va ikt Ly ey 780 Y TEMHEM LAaVER]O NAT L—L & E
T EE9, Twice NAT DIGAIEL, V—ADBHEFEIZT vy 78D B TL— VORI L HIT
L9,

1R BHHEIIZ

NAT L— /L OfEH EOEE :

[TUr RaberED Y TOMA (Use Round Robin Allocation) 147 v a U id&EH 5 Z &
MTEETA, PAT —EMOILR, 77 v FMREHOEN, TPRIKAR— 2B 52
ELFEREFAE =T oA APAT ~DT7 +— NV ANV—IZET LA T a IEHn sk
NTEFERA, FOMDEEITTHHEDT FLRLER— MERGHFATENET,

WOV — N EESBRZ DG, NAT 22 LT 5T _XTOr—A LA, #8250
= VZBE T B xlate 27 V) T T AMERNHY £9, it FrLuvar— 1 2H/cd
BDIEDIIVETT, TNOEHRIICZ VT 350, FHRIEFHEICHAA LT U MIRHET

B O~y r7—9 7ELRZ®R
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#
N PE R T L |

RHET, 77 AZTOEDRE, 77 AZ 2K Txlate & 72— W27 VT $ 540
ERHY ET,

A

FIE

&

GE)  BEOPAT L—r b7 my 7E) Y TPAT L— L EEID 22
Yit., A7 Y7 N NAT TiE, £ —LZHIFRL TH 5 xlate
7 VTTLRENDY £, £OH%, LA TP =7 FNAT
N—IVEERTEET, £ LW, showaspdrop H iz
pat-port-block-state-mismatch K2 v 7N E RS VE T,

« FEED PAT 7' —iZxt L, £ — NV E2FEHT 5T XToOL—Zxt LT ry 7 &b
MTEIBETD (FRITEELRY) BRERHY T, 1 oO—uiz7 a7 Z2E DY
THZEETET, BloL— BB CTH b TEEHA, EET S PAT 7—L L
Frrov 7B Y CREFBESERZLIITEERA, £, A— FEHL—LE2E T
ABT 47 NAT L 7= VEEHIELZ LIFETEERA,

(&) Zua—/ULPAT R— |k 70y 780 S TOREELITVET,
N—h7my 780 Y TEGIEHT L7 a—SVRERNONHY ET, b 7T a
DT 7 N N EELT HYE1L, FlexConfig 47 ¥ =7 N E L, Zi% FlexConfig 78 U
ZIBMNTAMERS D T,
a) [A#72x¥ k (Objects) |>[A#TP ¥ FEE (Object Management) ] > [FlexConfig] >
[FlexConfig4z 7<% b (FlexConfig Object) ] Z 3R L %7,
by 7Ry ZEIDYETHAXEHELET, I T2y 7 OR— LT,
xlate block-allocation size value

FFHIZ 32 ~4096 T, T 74/ MESI12TY, T 74/ MEIZETIZIE, no B A& H
LET,

T 7 H N N LR WESEAE, BIR L2V A X364,5121Z85I2 3B LT D Z & aif
W LET (1024 ~ 65535 DHIPHOR— M) . WEREZED &, HHTERVAR— FRREA
LET, mExIE, 100 246ETDE, REORBEHR—FR3H 3,

) RANIEIZEIV Y THZLENTEDIRRTay 7 MEHRELET,
xlate block-allocation maximum-per-host number

FIRIZ 7 e ha v T EIZRESNDOT, FIfR 4] X, AA T &0 ERA 450 UDP
Tuay 7 45O TCP 7y 7, BLXOR4ODICMP 71y 7 ThhHIEa2ERLET,
FRETEAMEOHMMAIZ1 ~8 T, T 74/ MI4TT, 774V MEIZETIZIE, no B
ERERHLET,

d) 7 av) BiEsyslog DA E A F—T LI LET,

v k=0 7FLZZH [}
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ATy T2

2)

h)

xlate block-allocation pba-interim-logging seconds

T 74 N TIE, A— bk 78 v 7 OERE LOHIBRFIZ S AT L Tsyslog A v — U4
MENET, MERX L TEA X—TNMCTDHE, HHELEHBTRD A v — VB4R
ENET, AvE—UF, TORRTEHIYTONTVWDETRTOT VT 47 FA—K 7
0y /7 ZLAR—FLET (Fu bz (ICMP, TCP, UDP) . #{ETB L U%EdkA v ¥ —
TZxAA IPT FLVA, RA—bk 7uy7aEte) , RRIE 21600 ~ 604800 > (6 K>
57 HR) ZEETAZENTETET,

%ASA-6-305017: Pba-interim-logging: Active protocol block of ports for translation from
real_interface:real_host_ip to mapped_interface:mapped_ip_address/start_port_num-end_port_num

B -

WIZ, Ty 7B THA X% 64 (KA T EDRRYA XT8) ITREL, HERF
7% 6 BB E AT DI 2R LET,

xlate block-allocation size 64
xlate block-allocation maximum-per-host 8
xlate block-allocation pba-interim-logging 21600

FlexConfig 47 ¥ =27 b T, IROA T a 2B L £,
« [BB8 (Deployment) ]=[fZ[F] (Everytime) ]
s [ZA T (Type) 1=[#%AIZHM (Append) |

[R17F (BRTF) 1%7 UV v 27 LTFlexConfig 77 ¥ =7 b aEEMRLET,

[T/34 X (Devices) ] > [FlexConfig] ZRN L, 2O OFREEZFAET H2MLENHLHT N
A AZEIY B THIL TV FlexConfig N Y v —Z B E 72 13MRE L E 77,
FERFRER AT V=2 NUANNDOAT V=l RERIRL, >27 U v 7 LTEDOLET V=
JRNEBRIRLI-AT7 V=7 N UANMIBHLET,

[*1F (Save) 127V v 7 LET,

[REDT L E=2— (Preview Config) | %27 Vw27 LTH—7 v kN T/, ZADWT %
BER L, xlate 272 FRIELS RRINTND Z L 2R L ET,

PAT 77—V iIR— bD 7 v v 78D B CEERT A NAT L—L 2Bl ET,

a)

b)

[T/34 R (Devices) ]>[NAT] ### L, Threat Defense ® NAT 7~ U > —Z B0 & 7= 134
%Lij‘o
NAT Vb= BINE 7 TRE L. DR EbROFT Ty a v ERELET,

«[# A7 (Type) 1=[¥A 7+ v7 (Dynamic) ]

«[Z#: (Trandation) ]>[FTMEIETT (Original Source) | T, HEETLT FL A& ER
LA TV NEFERLET,

« [PATZ—/L (PAT Pool) | T, RDA T a v & ELET,
« [PAT 7 — /LD %ht. (Enable PAT Pool) ] Z 4R L £,

B O~y r7—9 7ELRZ®R
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Static NAT

About static NAT

static NAT ]

«[PAT]>[7 KL R (Address) ] T, PAT 77— /L ZEHTHRY hT—7 4T V=
7 MEEIRL E7,

o [7mw 7EY YT (Block Allocation) | A7 a &8N L £,

c) N—ILENAT R O —ICEEEREFELET,

The following topics explain static NAT and how to implement it.

Static NAT creates a fixed translation of a real address to a mapped address. Because the mapped address
is the same for each consecutive connection, static NAT allows bidirectional connection initiation, both
to and from the host (if an access rule exists that allows it). With dynamic NAT and PAT, on the other
hand, each host uses a different address or port for each subsequent translation, so bidirectional initiation
is not supported.

The following figure shows a typical static NAT scenario. The translation is always active so both real
and remote hosts can initiate connections.

8: Static NAT

Security

Appliance
10.1.1.1 S | 209.165.201.1
< : »

10:1.1.2 ; 209.165.201.2
>

<

%

Inside / Outside

)

(3¥)  You can disable bidirectionality if desired.

Static NAT with port translation

Static NAT with port translation lets you specify a real and mapped protocol and port.

When you specify the port with static NAT, you can choose to map the port and/or the IP address to the
same value or to a different value.

The following figure shows a typical static NAT with port translation scenario showing both a port that
is mapped to itself and a port that is mapped to a different value; the IP address is mapped to a different
value in both cases. The translation is always active so both translated and remote hosts can initiate
connections.

v k=0 7FLZZH [}
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9: Typical Static NAT with Port Translation Scenario

Security
Appliance /
< 10.1.1.1:23 7 209.165.201.1:23 >
‘10.1.1.2:8080 § 209.165.201.2:80 »
Inside /Outs'tde

Static NAT-with-port-translation rules limit access to the destination IP address for the specified port only.
If you try to access the destination IP address on a different port not covered by a NAT rule, then the
connection is blocked. In addition, for manual NAT, traffic that does not match the source IP address of
the NAT rule will be dropped if it matches the destination IP address, regardless of the destination port.
Therefore, you must add additional rules for all other traffic allowed to the destination IP address. For
example, you can configure a static NAT rule for the IP address, without port specification, and place it
after the port translation rule.

N

GE)

One-to-many static NAT

NAT automatically translates the secondary ports.

For applications that require application inspection for secondary channels (for example, FTP and VoIP),

Following are some other uses of static NAT with port translation.
Static NAT with Identity Port Trandation

You can simplify external access to internal resources. For example, if you have three separate servers
that provide services on different ports (such as FTP, HTTP, and SMTP), you can give external users
a single IP address to access those services. You can then configure static NAT with identity port
translation to map the single external IP address to the correct IP addresses of the real servers based
on the port they are trying to access. You do not need to change the port, because the servers are
using the standard ones (21, 80, and 25 respectively).

Static NAT with Port Trandation for Non-Standard Ports

You can also use static NAT with port translation to translate a well-known port to a non-standard
port or vice versa. For example, if inside web servers use port 8080, you can allow outside users to
connect to port 80, and then undo translation to the original port 8080. Similarly, to provide extra
security, you can tell web users to connect to non-standard port 6785, and then undo translation to
port 80.

Static Interface NAT with Port Translation

You can configure static NAT to map a real address to an interface address/port combination. For
example, if you want to redirect Telnet access for the device's outside interface to an inside host, then
you can map the inside host IP address/port 23 to the outside interface address/port 23.

Typically, you configure static NAT with a one-to-one mapping. However, in some cases, you might want
to configure a single real address to several mapped addresses (one-to-many). When you configure
one-to-many static NAT, when the real host initiates traffic, it always uses the first mapped address.

B O~y r7—9 7ELRZ®R
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One-to-many static NAT .

However, for traffic initiated to the host, you can initiate traffic to any of the mapped addresses, and they
will be untranslated to the single real address.

The following figure shows a typical one-to-many static NAT scenario. Because initiation by the real host
always uses the first mapped address, the translation of real host IP/first mapped IP is technically the only
bidirectional translation.

10 : One-to-Many Static NAT

Security
Appliance

209.165.201.3

'
209.165.201.4

209.165.201.5

Inside / Outside

For example, you have a load balancer at 10.1.2.27. Depending on the URL requested, it redirects traffic
to the correct web server.

[ 11: One-to-Many Static NAT Example

Host

_—

@tside Undo Translation
Undo Translation 209.165.201.5 = 10.1.2.27

209.165.201.3 > 10.1.2.27

Undo Translation
209.165.201.4 > 10.1.2.27

{ Load Balancer
%2 10.1.2.27

Web Servers

Ty bT—9 T RLREHR
I
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Other mapping scenarios (not recommended)

NAT has the flexibility to allow any kind of static mapping scenario: one-to-one, one-to-many, but also
few-to-many, many-to-few, and many-to-one mappings. We recommend using only one-to-one or
one-to-many mappings. These other mapping options might result in unintended consequences.

Functionally, few-to-many is the same as one-to-many; but because the configuration is more complicated
and the actual mappings may not be obvious at a glance, we recommend creating a one-to-many
configuration for each real address that requires it. For example, for a few-to-many scenario, the few real
addresses are mapped to the many mapped addresses in order (A to 1, B to 2, C to 3). When all real
addresses are mapped, the next mapped address is mapped to the first real address, and so on until all
mapped addresses are mapped (A to 4, B to 5, C to 6). This results in multiple mapped addresses for each
real address. Just like a one-to-many configuration, only the first mappings are bidirectional; subsequent
mappings allow traffic to be initiated to the real host, but all traffic from the real host uses only the first
mapped address for the source.

The following figure shows a typical few-to-many static NAT scenario.

12 : Few-to-Many Static NAT

Security
Appliance
10.1.2.27 / 209.165.201.3

< : '
<1228 Y |209.165.201.4
<1227 Y |200.165.2015
<1228 Y  |209.165.201.6
<122 / 200.165.201.7

Inside / Outside

For a many-to-few or many-to-one configuration, where you have more real addresses than mapped
addresses, you run out of mapped addresses before you run out of real addresses. Only the mappings
between the lowest real IP addresses and the mapped pool result in bidirectional initiation. The remaining
higher real addresses can initiate traffic, but traffic cannot be initiated to them (returning traffic for a
connection is directed to the correct real address because of the unique 5-tuple (source IP, destination IP,
source port, destination port, protocol) for the connection).

\}

(G¥)  Many-to-few or many-to-one NAT is not PAT. If two real hosts use the same source port number and go
to the same outside server and the same TCP destination port, and both hosts are translated to the same
IP address, then both connections will be reset because of an address conflict (the 5-tuple is not unique).

The following figure shows a typical many-to-few static NAT scenario.

B O~y r7—9 7ELRZ®R |
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13 : Many-to-Few Static NAT

Security

Appliance
10.1.2.27 / 209.165.201.3

< >

10.1.2.28 7 209.165.201.4 >
10.1.2.29 7 209.165.201.3 »
10.1.2.30 7 209.165.201.4 >
10.1.2.31 Z 209.165.201.3 »

Inside ; Qutside

Instead of using a static rule this way, we suggest that you create a one-to-one rule for the traffic that needs
bidirectional initiation, and then create a dynamic rule for the rest of your addresses.

NAT DEFE

ABT 4y 7 HBNAT V=V &AL T, 7 RV RAE%EHEFR Y NU—2 TIL—F 4 7 HlE
REIDIP T RLVAIWLEB LET, £z, AXT 4 v 7 NAT b—/LCliddR— MNE#AEITH Z &
HTEET,

1R BRI

[A7 =27 b (Objects) 1>[A7 =7 MMEEE (Object Management) | ZER L, /L—/L T
Wity NI—7 37V FERFINAN—TE2ERLET, > F203E,. NAT L— /L& EFH
THRICA T V=27 FEAERRT 52 b CTEET, BT A4 7V =7 ME, LN OEFETH
T WERHY 9

s JEDFEETL (Original Source) |: ZAUFIR Yy NU—T7 A7 V=2 b (FA—7"TiEeW)
TRITFUTR ST, AR, #HELITY 7Ry B ARETT,

o [EH A5 T0 (Translated Source) | : 2 AT R LU AZIEET HI21L, RO 7 =
UWHET,

s [5B5CA % —7 = A A (Destination Interface) |: 361 X —7 = A T KL A%
FERTHITE, XYy NV =0 AT V=7 MIMEDHY £H A, THUFIAR— ME#H LI
2. A2 T 47 A F =T ANAT ZRELET, FMEILT FLA/R— M,
AVB=T =2 ZADT FLVA, BIOR UA— FESGICERINET,

«[7 LA (Address) 1: AA K, #fifH, B3V 7 Xy vEaGlexry NU—7 47
Vxl NERRIN—TEERLET, TA—TIZIPvdT RL AL IPv6 7 KL AD
WHERESEDL Z LI TEERA, INV—TICEFEEND XA TR DT D4
EWRBHY EF, BH, 1351 Oy U7 TiE, EEOT FLRALFELHO~Y v B
T T RVRAERELET, L2L, TRLZADENP—HL2WGEELHD £,

[Devices> NAT] %#&&4R L. Firewall Threat Defense NAT "R UV o — % {E T 50, fRELFET,

v k=0 7FLZZH [}
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. RET 4 v BE NAT DERE

ATYT2 ROVTNNEFEITLET,

c[AddRule] RZ %27V v 7 LT, HLWIL—LZ/ERLET,
cEdit(@) %227V v7 LT, BEfFONL—LEMHRmELET,

Ama—kifir )y s FHE, A—AOBVERY, 2= B0, FA, BEOHIBRA T
va v BRERSNET,

ATFYT3 EAL—NOF T arBRELET,

« [NAT /L—/L (NAT Rule) ]: [H#) NAT /.'—/L (Auto NAT Rule) ] Z#R L £,
c[ZA 7 (Type) 1:[AZT 4 v 7 (Static) | ZiERL £7,

ATV T4 [A X —T A A4 T =2 (Interface Objects) ] T, IRD T 4 — /L R&EFHELET,

c[EETXA L H—T = A AL TP =2 ; (Sourcelnterface Objects) . [5B55A ¥ —7 = A
A A7V =7 b (Destination Interface Objects) |: (77U v Z—"T A — f L H—
T2 A ADEHITHE) . ZONAT V=L EZEHATHA v F—T = A AEREETDHA
B =T 2 ARAFTTVx27 b (BFXa2 VT4 =V ERFA L E—T oA AT N—T) |

[iZ1E5C (Source) 11d, TXAA~DER N T 74 v I BPRATIEEDOS X —T A
ArEleA 7Y T, 565 (Destination) 1%, T34 ANGHD 8T 7 4 v I3
WRT OV IA A =T oA REFE N TWDHAT V=7 NTT, 7740 h T,
N—WET VT TN—=T A= [ B =T 2 A AR TRXTDOA o H—T = A R
([Any]) (ZHEHSAVET,

ATwF5 [ (Translation) | T, RKOA T v a v EFELET,

s DLDEEIC (Original Source) |: #4257 RLAZ G Rry NT—0 77 |,
o [EHaE 225558 (Translated Source) ] : IROWT IRV 97,

7T RLVADOREI N—T%2MERT5I21E, [7 KL A (Address) |[BIUW~v vy B/ X
N7 RLAZEL Xy NT—0 3T NERIIITNN—T 2R R L FE 4, @,
Ixt1 O~y 7Tl EEOT RLALFELEDO~ 7 7 RLAEZHRELE
To LML, 7 RLVADER—ELRWGEELH Y £7,

o (R—FMEWEWEATDALT 4 v A2 H—T =4 ANAT DA 56061 v 2 —
T2 AADT RUVAZEHT HI2IE, [5E56A % —7 = A AIP (Destination Interface
IP) 1Z2B/INLET, o, FEOWTA v X —T =2A A FT V) FNEEIRT DN
ENHYET, f X —T = ADIPv6 T RLAEMHT 5121, [7# (Advanced) ]
T[PvO] A7 v a v EBEINT AMENRH Y 9, IR — MEHR LI, 24T 4 v
JAHE—T A ANAT X ELET, BELT FLVA/FR— NI, A F—T=A
ADT FL A, BIOFRUR— FEFICEBINET,

« (A7 ar) , [EOA— b (Original Port) |, [Z#ay 74— b (Translated Port) ] : TCP
F72IXUDP A — A BT HLEN B H5E51E, DLOAR— K (Original Port) | T7'1 b
aNVEERL, TOR— hEFELABBF LR — NEFEATILET, =& 20, VEIDS
L C TCP/80 % 8080 [ AT £,

AT T6 (A7 ay) [RFM (Advanced) | T, MERA T v a s 2@IRL 7,

B O~y r7—9 7ELRZ®R
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2485 ¢y EHNAT0%E [

s [ZDN—Z—FT % DNS & %25 (Translate DNS replies that match this rule) ] : DNS

JSEDIP T RVAZEST DN EINERELET, vy B I A F—T A AND
FEDA B —T 2 A RZBET H DNSIGE DA, 7 KL A (IPvd A E£721X IPv6
AAAA) L a— R~y B 7 ENENLEBROMICEESBRZ ONE T, Ko, £
DAVHE—=T 2 A AN~ BT ENToA V H—T 2 A A~DDNSJEEDOLE, L a—
RIZEBEOEN O~y B 7 SNTEICEEMI ONE T, ZOF 7 a 3k L &
W S 41, NAT64/46 OB THEIC R 55500 £, Z0OHG, EEHMZIICL-o
TALVa—FE AAAA L a— FOEHE FETSNET, FHEMITOVTIX, Rewriting DNS
queries andresponses usingNAT (122 ~—3) 2L T ZEV, ZOF T ¥ g VIR —
NEHEAITH B AT TE T A,

«[IPV6] : A > X —T = A A PAT DFESeA v H—T7 = A ADIPv6 7 KL AZfEHT 508

2 0%

s [* v MM~ > B> 7 (NettoNetMapping) |: NAT46 DIGE, ZOA4 7> a v #RINL

T, WD IPvA T FLAZRPIDOIPv6e 7 L AIZEH L, 2 ZBBZ 2 BBICEH L VWD
JEFECEH L £, ZOF 7> a v EEELRWESIL, IPVAERDIAL TR A™MEH S E
T 15 1 EHOBESIT., 207> a2 FERATLIHNENDY £,

« [5E%EA v H —T A ATARP 7 2% L7\ (Do not proxy ARP on Destination

Interface) ]: ¥y BV IP T RLANDEENT v FOT X% ARP I L £ 7,
VOB TA A =T 2 A ALRILR Y NT—27 EOT RLAEBEHA LSHA, VAT A
X7 BXFVARPEZFEH L Ty B 7T RLADTRTO ARP ZRIZSET5H 2 & T,
Yy BT T RVREGHRETDH N T 74 v 7 #RITZELET, ZOHETIE, 734
ANZEOMD Ry T =7 D7 — T = A THDLRHENRNTZD, L—T ¢ > 7 WAL
SNET, BBEIJSLTTRF U ARP 2T HZ 6 TEET, 2OHE, 7Ty
A RY =L =) e — PSRRI E SN TV TR A, 7TAT
T 4T 4 NAT DA, BH X7 2% ARP N RE T, BHAIC L - CidispticBd 5 /M
ESIXE T AREERH Y £,

ATy TT [IRAF (Save) 1227V w7 LTA—AZBILET,
AT Y T8 NAT X—TT[R(F (Save) 127V v 7 L CEREEZEFLET,

ABT 499 FFH NAT DEKE

HE) NAT N=— X &l S0 E. AXT 4 v 7 FEINAT V— VA2 LET, 72L& %
IE, SERITIN U CRRDEWRE LI-WEERETY, AZT 4 v 7 NATIX, 7 L A%&5E50
T NU—7 EThA—T 4 VT HEEROIPT RUAIZEBRLET, 72, A¥T 4 v 7 NAT
JL— L TR— FOEHE T 7,

188 BRI

[Objects>Object Management] #8&R L, N— /L CHELRLX Y NV—7FT7 V27 NET
X N—T 5B LE T, IPvd 7 RL AL IPv6 7 RLVADM % 7 V—TIZAILD Z E1ET
TEHA, 1DOOFATETFNREENTOWARLENHY £7, £7201L, NATL—LEEFRKL T
WHEXIZA TV VBT Db TEET, FA 7 V=7 MIROEM BT 4
TR E7,

v k=0 7FLZZH [}



. RETA VI FHNATD

FIRr

&M
ATvT2

ATvT3

*y b7—4 7FRLREHR |

B

X JE

s DLDEEIC (OriginalSource) 1: KXy NV —27 47V NETIIIN—THFETEE
T, RA L, FH, FREFY TRy FEEODLENTEET, TRTDODTD T T 4 v
I BT A, ZOFIEEAX YT L, L=/ T[TT (Any) | EHEELET,

o [EHE A EEIC (Translated Source) | : B AT RLUAZIRET HI2IL, ROF 7> =
YRBY ET,
o [585EA X —7 = A A (Destination Interface) ]: 58 A v X —7 = A T KL X%
T2, Ay VT —2 AT V=7 MIMESHD A, THUIFA— MEH L
W2y RET 4w 7 A B =T x4 ANAT Za%E LET, EEILT R R/HR— M,
AVE—=T2AADT RVA, BLWRIUAR— FEFICEBINET,

o [7 KLU A (Address) ]: AR R, #ifH, B3V 7xy baGlexry NU—2 47

VxZ NERIFINV—TEERLET, BE. 131 O~y BT, EEOT R
VALFEILEDO~ v BT RUAZRELET, LirL, 7 RLAOENR—E L%
WEELH D ET,

V=V THET R ADFMIEMREZRET H L. [JuDsi5E (Original Destination) ] 3 & O [Z84
FH564 (Translated Destination) | DXy T —27 47V =7 hEFIZTNV—T 2/ERTE %
To N— NEMERE LIS DAZ T 4 v 7 A =T = A ANAT DA EFET DHE

X, 5D~y LT T RLRICKHT 477 hOBEMEAX Y S TE, L—LTA v
2 =T A ARELET,

FoEEIC, S, EIFFOMFOR— MEHL S FEITTE £9, Object Manager TiE, LD
A= NEERENTZAR— N CHEHTELIAR— N ATV MRS EE2HERLET,

[Devices> NAT] % %4 L. Firewall Threat Defense NAT "R U o —Z 1B+ 22>, #EL £,
WONTNNEFITLET,

«[AddRule] RZ %27V v 7 LT, HLWIL—LZ/ERR L £,
cEdit(@) %27V v7 LT, BEFONL—LERmELET,

Ama—%FHI7 Vw35 —OYVED, abt— BiVFHT, AL BLOHIERA
VaryNERINET,

HEARL—1LDOF T a2 ELET,

* [NAT /b—/L (NAT Rule) ] : [F#) NAT /L'—/L (Manual NAT Rule) ] %R L E7,
c[#AT (Type) 1: [A¥T 4> 7 (Static) |ZEIRLET, ZOREIFERFILT FLRIC
DHBEHENET, 58T FUAOEHRZER L TWDL5E. BHITEICHITOhE
R

«[AAME (Enable) |: V—N&T7 7T 47T oMEIDERELET, L—AR—=TT
FI Vw7 Ama—afflTHZLI2E0 BDOIAL—N2T 7T 4 TALEITHT 7
T4 T TEET,

B O~y r7—9 7ELRZ®R
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o [ffA (Insert) ]: /L—/VZBINT 23574 45E L £ 9, You can insert it in a category (before
or after auto NAT rules), or above or below the rule number you specify.

AT T4 [fH—Tx2A AL TV =7 (Interface Objects) ] T, KD T 4 —)L REFRELET,

c[EFEXA L H—T = A AFT V=7 b (Sourcelnterface Objects) |, [FE5EA > ¥ —7 = A
A A7V =7 & (Destination Interface Objects) 1: (77U v ¥ Z—TF XA N\— 4 L H—
Tz A ADEEITNE) o TONAT V=NV EBEHATH4 2 —T A AERFET HA
B—=TxARAFT VI b (BFa VT4 Y=V ERFA L E—T A AT V=) |
[EfEC (Source) 11, T A A~DERF N T 7 4 v IV BRBAT HEEDOA X —T = A
Ao A7 Yy hTT, [585 (Destination) ]i1%, T34 AMBHL MT 7 4 v 7R
BRSO~y B I, =T 2 R F LN TWDE TV =7 NTYT, 7740 F T,
N—=ZF TV P TN—T A NR—= A H =T 2 f AR T _XRTCDOA L H—T = A
([Any]) (ZEH SVET,

ATy Th ([Z5#2 (Translation) |-X—Y Lk, ) £ /37> b 7 KL A (IPvd £721X1Pv6) . DF V| It
DTy MTERREND/NT Y BT RV AZRELET,

TCDNT sy b EEBMEI T RT y FOFIZONWTIE, ROKESZRLTIZEN,

Source Destination
/_f—'__\_\ ./_m_\l
I:ll—(\_[nside ) ( Outside ) |:|i
— S g —_ —

Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 > 192.168.2.2 ---> 192.168.1.1
Original Packet Translated Packet

* [Original Source][Address] : #1957 RL A& & ry hUI—2 47V b, 121X
xv NU—7 T —F,

* [Original Destination][Address] : (47> a ) , 56EDOT7 RL ARGy NU—2 47
Y b RRERY N2 TN—T ZAOERITT D L ISR, EET
T RUREHPNEHAINET, 56%k7 RVAZRELZSGA. £O7 RLRIZAZT (v
7 BEMEBRET DI BICTAT 7T 47 4 NAT 2 T&E £ 7,

[BETCA > ¥ —7 = A AIP (Source Interface IP) ] ZiRIN L T, HETXA LV F—T =1 R
OILDFESE ([T3TCT (Any) [ IHRIRAA]) 2_X—R|ZTEET, 20TV a 2R
THHE, BMFEHLOEINAT V=27 DHBRTDOIMLERHY 4, A¥T v 7 A
B —T7 A ANAT 256557 RV ADR— NEHZ FEET HI121X, 2047V a 23R
L. SHICZFD5ER— Fo@ 2R — K~ A7V =27 FEBIRLET,

ATFvT6 LTHHELNNT N T RLZ (DFED, IPvd £ IPv6) ZHELET, Sy F 7T FL A
W, BRA LV H—T oA A Xy NT—=ZIZEREINET, BHBEIL LT, IPv4 & IPv6 OFET
B TEFET,

o [BHE 55T (Translated Source) ] : LA FOWT N2 £,

v k=0 7FLZZH [}



. RETA VI FHNATD

ATy T1

ATvT8

*y b7—4 7FRLREHR |

c 7T RVADEEITN—TZ2MHTHIZIE, [7 KA (Address) [ BLUW~w vy B 7 X
NET RLREEDRy NV —2 F 72 NEFRIITA—T2RINUET, 05,
1% 1O~y B 7T, EBEOT RLALREULHEO~Y v E L7 T RLAZFRELE
T, LoL, 7 RLRAOENR—HLARWEELHY £,

o (R—=PMEBZRTELTIZALT 497 A Z—T A ANAT) 5i5eA v 2 —7 =4
ADT R RABFEHT 20X, [s6dA % —7 =4 AIP (Destination Interface IP) ]
BBIRLET, Fi2. BEDOWTA VA —T 2 A AT TV V7 NEBIRTHMLERD
NET, A F =724 ADIPv6 7 KL AZMHT 521X, [ (Advanced) ] T
[IPV6] A7 a VA RRTAHAMENRH Y £9, JiuUddR— NEH LI, XX T 1 v
J A =Tz AANATZHELET, BELT NLRA/FR— ML, A ¥ —T =4
ADT RLVA, BLOR UAR— MEFICEBRINET,

o [EHE 75650 (Translated Destination) ]: (47T ay) , BHIN 7 v P THEHS

NBEET RV AEELRy NTV—0 A7 V=27 NERIZITNA—T, [T (Original
Destination) |ZER L725A. MULA T V=7 FE@ERTHZLICL T, 74TV T+«
74 NAT (DFEVEHRL) 2RETEET,

(IAFvay) = RAEMORE LT — A R— FEIIBE— 2 R— M2 L%

N NEMAERE LIZAZT 4 v 7 NAT 3% E LI2G6, #1570, 565t, 72X 0G0
N—hE2EHTXFET, /=& 21X, TCP/80 & TCP/8080 il AH T £,

NAT Ti&, TCP £72iX UDP DARY R — b &S Ed, N—FaZB/T 56, EROV—E
AZFTVx27 hOTa halbtes oy BT A ATV O e FavoiliFaEC
Wb ol LET (LS TCP £/2I1Ei & H UDP) . 7A T 7 47 4 NAT Tif, &
BEOAR— M~y B 7R — b OEGIZRI LY —ERAAFT V=7 MR TEET,

s DEDEFIEA— b (Original Source Port) ], [Z#iiE#A5fF7C4A— & (Translated Source

Port) ]: X[E7LT RLADKR— MEHAE TR L £7,

s JLDFESEAR— b (Original Destination Port) ], [Z#i #5657~ — & (Translated Destination

Port) |:%6%:7 RLADR— NEHAEFR L ET,

(A7 a ) [ (Advanced) | C, MERA TV a U ABRLET,
« [ZDN— T % DNS JHE A2 (Translate DNS replies that match this rule) ] : DNS

JSEDIP T RVAZEWST DN EIMERELET, vy B 7 F—T A AND
FEBEDA X —T = A AZBET D DNS IGEDLA. 7 KL A (IPv4 A 721X IPv6
AAAA) La— REvwy B 7 INTENDEBEOEICEZHRL b ET, K, EEE
DA VB =T 2 A Anb2 v BV T ENTA v H—T 24 A~DDNSJEEDEE, L a—
RIZEBEOEN G~ vy B 7 SNTEICEESRIONET, ZOF 7Y a V3R L =
I & 41, NAT64/46 O T EICR DG bHV £, ZOHE, HXHZITLk-o
TALVa—FR&EAAAA L a— ROEBRLETINET, FEMIZ OV TIX, Rewriting DNS
queries and responses using NAT (122 X—3) ML TS, ZOF v 3 UFR—
NEBEATHO G ARIIEATE EHA,

«[IPV6] : A > X —T = A A PAT D% A v H—7 = A ADIPv6 7 KL AZMEH$+ 50 E

2 0%

B O~y r7—9 7ELRZ®R
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AFvT9
ATy 710

Identity NAT

dentity NAT I}

o[ M=y B2 (NettoNet Mapping) |: NAT 46 DIFE. ZOA T a »EBIN L

T, WD IPvA T FLAZEPIOIPv6e 7 L AIZEH L, 2 ZFBZ 2 BRICEH L D
EFCEHLET, 2047 a2 ELZWESIL, IPUIDIALTRMER S E
T, 11 EHOBEIT. 2o a 2 HHTALERHY 3,

e [5E8EA U H—T =4 ATARP 7 2 ¥ L7\ (Do not proxy ARP on Destination

Interface) |: ¥ v BT IP T RLANDEFE /N7y O 0% ARP Z I LET,
VoI E =T 2 A AR F Y hT—=27 EOT RLVAEBA LA, VAT A
7B X ARPEZEH L T vy B 77 RLADTRTOD ARP ERITIEET 5 = & T,
VBT T RVREGEHRETHNT 7 4 v 7 2RITZELET, ZOHETIE, 734
AVBFEDOMDO Ry NT—T DT — T oA THDHULENRWZH, V—T (7 HERL
SNFET, BEZLLTT e ARP AT HZ L TEET, Z0HA. Ty
A RY =L V—H TG e — R RFERICRE SN TW e TER Y E8A, TAT
T 4T 4 NAT DA, @HEIT7 0% ARP BWARE T, BAEIC X > CidBerticB+ 5/
A EE TR H D F7,

« [Hi—J5M (Unidirectional) |: 2047 > a v #IRT 5 &, 5887 RLABRRIEILT K

VAN 74 w7 BBIG LN I TEET, BFRA T v a VEEICT A NEBIC
BHTHY, T_XTOTa ha/LTHIET S SR 8 A, 72& 21E, SIP TiX, NAT
EHEHALTSIP~Ny X —% BT 570270 harf v ARXT ¥ g URKETTR, B
Wz MG 5 & Z OB IIIThLEE A,

[fRTF (Save) | #27 U w7 LTHA—L&BIMLET,
NAT R— T [fR7F (Save) |27 U v 7 LTEEEZRIFELET,

You might have a NAT configuration in which you need to translate an IP address to itself. For example,
if you create a broad rule that applies NAT to every network, but want to exclude one network from NAT,
you can create a static NAT rule to translate that network to itself.

The following figure shows a typical identity NAT scenario.

14 : Identity NAT

Security

Ap

209.165.201.1
<

pliance _;:

209.165.201.1

209.165.201.2

5

209.165.201.2

<

{

Inside /Outside

The following topics explain how to configure identity NAT.

v k=0 7FLZZH [}



*y b7—4 7FRLREHR |

B 7777 annroz:

TATUT 4T 4B NAT DRTE

FIE

ATy T
ATy T2

ATvT3

ATv74

ATy TH

T RUANREBENR WL ST DI00F, AE2T A4 v I TAT T 4T 4 HEINAT L—/L %
FEALET, 20, TRV AZZOT7 RLABKRICE#HRT S L0V H Z & TT,

1R BRI

[A7 V=7 bk (Objects) >[4 7 =7 MEEE (Object Management) ] Z IR L, /L—/L T
TPy NI—27 ATV NERIEIITA—TE2ER LET, > £20F, NAT L— L& EH
TOHBRCA TV =7 NEERT 22 b TEET, ERT 547V =7 MI, LT OEMF %
T HERHY 7 :

s JEDE(ETT (OriginalSource) ]: ZAUTFR Y NT—7 ATV =7 b (ZFNA—FTIIR2N)
TRITFUXR ST, AR N, #if, 7237 %y hH AT,

o [ 251550 (Translated Source) ] : JEDRE LA T V=7 b ar Ty nael [[/—
DFy NI =2 F TV hERIFIN—T, LA TV b2lifTH2 b TEE
j—O

[Devices> NAT] % i%4R L. Firewall Threat Defense NAT 7~ U o —Z{ERf+ 272>, EL £,
WONTNNEFIATLET,

s [AddRule] K& > %27 Vw7 LT, HrLWL—LEERLET,
cEdit(@) %227V v7 LT, BBFOL—LVERELET,

Ama—rH7 Vv 7THL = OYIVEY, 2t — WOT A BLOHIERA Y
VarRFEIRINET,

HANL—NVDOA T g ZRELET,

« [NAT /L—/L (NAT Rule) ]: [H®) NAT /b—/L (Auto NAT Rule) ] Z#R L £,
«[#AT (Type) 1: [AZT 14 v 7 (Static) ] ZiEIRLET,

[f X —TxAAFT7 =7 b (Interface Objects) | T, IRD T 4 —/L REFRELET,

s[EFIXA L H—T 2 A AL T V=7 ~ (SourcelInterface Objects) |, [FBEA ¥ —7 = A
A FA 7Y x7 & (Destination Interface Objects) |: (7 U v ¥ Z—TF A N— f X —
T2 A ADBHITHKE) . TONATV—VEBEAT LA VA —T oA AGREETHA v
B—=TxAAXAF TV b (X2 VT4 =0 ERFA =T = AT N—T)

I (Source) |iX, T A ZA~DERFBNT 7 4 v 7 BRBMT HHEEOA 2 —T = A
ArGaieA 7Y bTY, 56t (Destination) 11X, T34 AMBHDZ T 7 4 v 7 MR
WRT A~y B TA A =T A REBFATWHALET V=2 NTT, 77 4/V Tl
N—WET VT TN—=T A NRN—= [ B =T 2 A RERSTRXTDOA U H—T = A R
([Any]) (ZHEHINET,

[Z5#2 (Translation) ] C, RDA 7T a V2R ELFET,

B O~y r7—9 7ELRZ®R
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ATvT6

ATy FT17
ATv7S8

TATUoTATA

747 771 5NATORE [

« [JEDFETC (Original Source) |: BT 57 FLAZFLexy U —7 A7V =7 b,
o [ 5550 (Translated Source) | : JLDOR(FILERI AT V=V b, A7 a T,
NENZEIZFE U047V =27 F2@IRTHZ T ET,

TAT VT 47 4 NATIZIE, [Je®DAR— k (Original Port) 135 & ON[ZAH#E AR — b (Translated
Port) | A7 a v ERELRNTLIESN,

(A7 a ) [ (Advanced) | C, MERA TV a U ABRLET,

c[ZDON—v & —FF % DNS & A ZH#: (Translate DNS replies that match this rule) ] : 71
TUT AT 4 NATIZIE, ZOF T2 a v ERELZNVTLIZEN,

C[IPV6]: TAT T 4T A NATIZZ DA T a v ERELRNTL SN,

[y b vy BT ~DFy b (NettoNetMapping) [: 7 AT 7 47 4 NAT IZZ DA
Ta v ERELRNTLIES N,

s [5E%EA v H —T = A ATARPZ 7' 2% L72\» (Do not proxy ARP on Destination
Interface) |: ¥ Vv E VT IP T RLANDEF /N7y O 0% ARP Z I LET,
VO TAH =T 2 A AR LRy hU—7 EOT RV AEFHALEHA, VAT A
7B X ARPEZMEH L T vy B 77 RLADTRTOD ARP ERITISET 5 = & T,
Yy BT T RVREGERETHNT 74 v 7 2RITRELET, ZOHETIE, 734
ANEOMD Ry T =7 D —h T = A THDHLENRRNZD, L—T ¢ 7Pk
SNET, BEIJSLTTRF U ARP ZENCT L2 TEET, ZOHE, Ty
A NY =L =2 072 — P DFEFEISHEE SN TR TUEIRY A, 74T
T 4T 4 NAT DA, WHEILI7 2% ARP N AET, HAIC X - CldBserticB+ 25/
BEDIEEZTAREERH D £37,

c[BEAA H—T A ADN— kv 7T T DFELT (Perform Route Lookup for Destination
Interface) |: JTLDFIEILT RU A LB I NI RIEILT RV RIZF—DA TV =7 ik
REDBRCIEE A v F—T oA AL3NA X —T = A AT D65, 2047
Ta rEBRIRT D E, NAT L— )L CEE SN, v ¥ — T = A ATEHRL NV —T o
T T =TSN TU AT AR V=T oA AERRETDHLIICTEETS,

[f#17F (Save) 127V v 7 L TL—ZBML£9,
NAT _— T [f#7F (Save) |27 U v 7 LTEEEZRIFELET,

F &) NAT DR E

AT 4 TATUT 4T 4 FENAT b—/LiE, HEINAT Tlio— X537 X 2 0ngEs
WHEALET, 22, hES CTRRIEHEZBATIVNENH L EARETT, TK
VADNEBEINIWE T DI, AXT A7 TATT 47 4 NAT b— V& L E
T, DFED, T RLAZFOT RLARRIIERT S L \\WH 2 & TT,

1R8O HHEIIZ

[#7 =27 & (Objects) >[4 7= F&EBE (Object Management) | Z 3R L, /L—/L T
By NI —0 A7V NERIEIN—THERLET, > 7L —7IZIPvd T KL R L
IPv6 7 RLADWFZBIESHEDLZ LITTEERA, ZNA—TITEENDLZ A TIX1 DTS

v k=0 7FLZZH [}



*y b7—4 7FRLREHR |

B 777 smnTonE

FIE

ATy T
ATvT2

ATvT3

ATv74

TOLENDY £, F2iE, NAT L— LV E2ERTIRCA TV =7 bERERTL22LHT
EFET, ET A7 V=7 NI, LTOEAELHIZ LT DRNERH Y £7,
s [JEDE(EIL (Original Source) |: ZAUEHR Yy NI —2 A7 V=7 NERLIFITNAV—TT, &
AN, #i, FREY TRy hEELRIENTEET, TRTOTOEEFELRNT 747
EEBT LA, COFEEZAX Y7L, =L T[TT (Any) ] 2HEELET,

o [ZEHAH 1 5{E T (Translated Source) ]: TDRETLEBUAT V=27 vERITIN—TF,
WOIIEC T, arT Y RESKF—DHOF 7V =7 FEERTE XY,

=V TET RV ADFMEBREZRTET S L, [JudDse5L (Original Destination) ] 35 & U8 [ #2
#5645 (Translated Destination) | DRy N —7 47V =7 NEIZITN—T2ERTE F
T R— NEWOBZTHT DA ZT 4 v 7 A F—T A ZANAT TR ET D% E1E.
S~ YT T RLADA TV =7 bEBIETIZ, £ 7 —T = A A& —/VIZHETE
F7,

EEIC, %E, EIFEOMG THR— MEREZFATTHZ L6 TEET, A7 V=7 h~vxr—
Ux T, EDOR— FEEBE LR MFEHATEDLIR— N AT7 V27 "D LR LE
Fo 7TATT 47 4 NAT Tid, RILAT7 V=7 FaHTEET,

[Devices> NAT] %#&&4R L. Firewall Threat Defense NAT "R U o —%{E T 50, fRELFET,
RONTNNEFEITLET,

s[AddRule] RZ %227V v 27 LT, HLWL—LZERLET,
cEdit(@) %227 U v7 LT, BEfFONL—LEMRmELET,

Ama—kfis )y s FBE, A—AOEIVERY, 2= B0, FA, BEOHRA T
va v BRRRSNET,

HEARL—LDOF T a2 ELET,

* [NAT /L—/L (NAT Rule) ] : [F#) NAT /L'—/L (Manual NAT Rule) ] Z#R L E7,
c[ZA T (Type) 1:[AXT 1 v (Static) 12BN L ET, ZOBRENEM SN D01,
BIEITLT FUVRATETTY, 58T FLVADEWREZEFRKT H L, BIITFEIZAZT 4 v 772
HOIZ £,

s [t (Enable) 1: V—V%ZT 7T 4 7T HMEIDEEBELET, L—IL_X—=TT
FI2 Vw7 Ama—"lHTLHZ LR, DOV —NET 7T 4 TALETIZIET 2
T4 7ETEET,

« (A (Insert) ]: /b—/LZBMT 254 FE L £ 7. Youcaninsertitin a category (before
or after auto NAT rules), or above or below the rule number you specify.

[f ¥ —T=A A4 T =2 b (Interface Objects) ] T, DT 4 — /L REHRELET,

[EETA A —T = A AF TV =7 b (Sourcelnterface Objects) . [FidcA > X —7 =A
A A7 =7 b (Destination Interface Objects) ]: (ZV v T /—T XX — A L X —
T2 A ADHEITLHE) o ZONAT V=V 2T oA v =7 = A AR ETHA

B O~y r7—9 7ELRZ®R



| #ybo—9 7RLRZH

ATvT5

ATvT6

ATy T1

7177174 3mNaTORE I

=Tz AAFTT V= b (X2 VT4 =0 FBFA =T A AT N—T) ,
[ZE7C (Source) 1id. TXA A~DEHERB T 74 v IV BPRATEIEEOS 4 —T = A
ArEieh 7Yy FTY, [s65 (Destination) 1%, T35 AWBHD T 7 4 v I RN
BRTHEY Y E L TA L H—T 2 A ABFEATWDEL TV =y NTT, T 74/ NTIE,
N—INIT N P TN—T AR [ v Z—T 2 ZAERLSTRATDA X —T = A A
([Any]) (CEHSVET,

LDy T RLUA (IPv4 L7213 1Pve) ikl LET, 2F D, w7y hTRINT

WHRT sy BT RUATTY,

TEDNT s N EBEWE Dy R EIIET AH1E LT, UTFTORESRLTIEEn, 22T

X, WEAR A R TT AT VT 47 4 NAT ZFAT L ET 08, AR A NI L ET,

Source Destination

~ - 4
10.1.2.2 Real: 192.168.1.1
Identity Mapped: 10.1.1.1

10.1.2.2 ---> 192.168.1.1

101.2.2 --->10.1.1.1 >
Original Packet
s LD FEEIE (Original Source) |: AL TWH7 KL AEELeRry NU—0 A7V =7 b
FETN—T,

Translated Packet

s [JLD%ES (Original Destination) ]: (A7’ ay) , s8%kDO7 KL A2 & ry hU—7
F7Vxs b, FERY NI T N—T ) EAOFEICTHE, 5RO, B#
BT RVAEBPEA S NET, 58587 RUVAZEELELES, TOT7 FLARIZAH
T4 I ERERET D, BT AT T 47 4 NAT 2 & £,

[ H—Tx2A A AT V=7 | (Interface Object) ] IR L, HEIE LA F—T =A A
DOILOFES [TXT (Any) [IERIRAA) 2_X—RZTDHZENTEET, 2047V e
VEBRINT D5, BREHRDOREIEAT V2 PHERTILERNDH D FT, AXT 4 v
U A B —T A ANAT IZ5E5ET RLADR— NEMA FIET A1013, 2047 a v
ZIERL, S HICZEDRHER— FOBEYIRA— s A7V =2 FEaEIRLET,

BHAL D/ OT RUANIPVE 72T IPV6 D EL L TH D EMAILET, 2V, %58
A =Tz A ARy NT—=ITRENDNF Yy B 7 FLATY, LEITGCT, IPv4 &
IPv6 DR TEMMTE £,

o [EHEFE(EI0 (Translated Source) |: JEDEEILERMUAT V=7 bEIFITN—T,
FTa T NEDNESTZKRIUMNOA TV =7 MEBIRTEET,

o [ 565 (Translated Destination) ]: (A7 3 y) . BEOry STHHAISL
LEHET RLAZGH Ry NI —0 7V NERIITNV—T2IEE L9, [T
D%iSE (Original Destination) [ IZA 7 V=7 MERIRLICGE, FILAT V=7 b a@R
LCTAT YT 4T 4 NAT (0F0, BHalel) 2RELET,

(EE) V—EALBHOREILE I —EADOR— M ERELET,

v k=0 7FLZZH [}



*y b7—4 7FRLREHR |

B 777 smnTonE

N— NEBZERT D AST 4 v 7 NAT ZiE L TV DH5E, HME7T, 588, 32O
FOR—hEEHRTEET, =& 2L, TCP/80 & TCP/Z080 ] TN FIHE T,

NAT Ci&, TCP £721X UDP 721 BRYAR— b F 7, A— 2L T 8546, EEoY—E
AATVzl bOTu bartsy S =R 4TV b e halolFERLC
WCLET (\HFEHTCPEIEMAEEHUDP) . 74T 7 47 4 NAT Tlx, EEOFR— b
LB R=FOWGIZFE LY —ER 4T V27 b TEET,

[EDiE(EILA— b (Original Source Port) |, [Z#ii% A =5 C4— K (Translated Source
Port) |: I¥EC7 RLADR— MEHA TR L £T,

[FEMDFEFR— b (Original Degtination Port) ], [E#iF#5E5ER— bk (Trandated Degtination
Port) ]: %657 KL ADKR— MNEHAE TR L £7,

ATvT8 (A7 ay) [FEM (Advanced) | C, B RA T a2 RNLET,

[ZD—)L & —E T 5 DNS & #7251 (Translate DNS replies that match this rule) ]: 71
TUT AT A4 NAT 121X, ZOF T a v ZHELRNTIIZEN,

[IPV6] : A > Z—7 = A A PAT D5iseA v Z—7 A ADIPv6 7 KL AZMHT 50 L
pR/AR

[5E%eA v % —7 = A ATARPZ 7% L7\ (Do not proxy ARP on Destination
Interface) ]: ¥~ Y B 7 IP T RLANDERFE Ty hOT a2 ARP I L E T,
~ BV ITA A =T 2 A ALRILF Y hT—7 EOT RLVAEMHA LHAE, VAT A
IF7 B X ARPZEH L Ty vy B 77 RLAOTRTO ARP ZRITIGE T H 2 & T,
VOB TT RV REHEETHNT 7 v 7 BRITZELET, ZOHFETIE, 71
AVRFEDOMD Ry NT—T DT — T oA THHIULENRWZH, V—T (7 HERL
SNET, BEIISLTTRF U ARP ZENZTHZ 6 TEET, ZOHE, Ty
A RY—A —HZiE) eV — EBHERICRESN TR TUIRV EFA, TAT v
T 47 4 NAT DA, BHEILT7 12X ARP BAET, HEIC X - CIEmEIcBE I 5/
BZ G| EE T AREER B D ET,

5B v H—T 2 ADN— NV 7T v 7 DFEFT (Perform Route Lookup for Destination
Interface) |: JTCOFIEILT RVALEMINTRBIETLT RVRIZF—DOAF TV =7 ik
W DERITIEE LA VA —T oA A L3EA L F—T oA AETRT DGE, 2047
TarEBEIRTH L NAT V— /L TCREINTSdTEA v F—T 2 A ATIE R NV—T 4
VT T =TS W TV AT AP =T oA AERETDHEIICTEET,
[H—J5f (Unidirectional) ]: Z DA F T a U 2RIRT 5L, 5657 RLANREETT F
VAL NI 74w 7 2B LWL S I TEET, BAMA T Y a 3EICT A MEHIC
BHTHY, TXCTOTa ha/)LCTHEET S LITRY £HA, 72L& 21X, SIP Tid, NAT
EHERALTCSIP Ny X —%2 BT 5720170 half v A0 vg VIRRETTR, &
Wz MG T 5 & ZONBIIIThILEYE A,

AT T [MR1FE (Save) 1227V v 7 LCL—AZBIMLET,
ATY T NAT RX—V TR (Save) 1227V v 7 LTEFZRFELET,

B O~y r7—9 7ELRZ®R



| ®ybro—9 7RLRZH
Firewall Threat Defense 0 NAT JL—/LD F O/8F 4 .

Firewall Threat Defense @ NAT JL— /L) 7 A/\T 4

Fy hU—=77 FNUAZH (NAT) V=&AL T, IPT RUAZMO P T N LA
LET, #@FIE. NAT V=L ZHEHLTTIAX—=K T RV REZXRT Y v 7 IVv—T 47
TEDLT7 RVARIZEBLET, 1OO7 RLAZROT FUVAIZEWRT S50, A—F7 KL A
W (PAT) AL CEEOT KL A% 1 DF7230BO7 RLRAICEHBRL, R—  ET%E
FEHLCTEELT RLAZ#BT LN TEET,

NAT /L —/VDOIERI /27T a7 013, kD ERBY T, 7uaX7 2%, fErE&hTns e
R, BHE)NAT /L—/L & F#{) NAT L—/LCE U T9,

NAT % 4 7 (NAT Type)

[F#) NAT /L'—/ (Manual NAT Rule) ] £7-1% [H ) NAT /L—/L (Auto NAT Rule) ] D &
LhERETLHIONZIBELET, HEINAT (X, EKETT RLADOHRELEHR L £, 51
BT RUARZESW MO B FIEERT 2 2 L1 TEEHA, BEINAT DIEH DEE
T 5 ONEHERO T, TH)NAT OBEREZBINT 2 MEN2WRY . HE)NAT 2454 L T
LTEEWV, ZD2ODBOEVIZOWTEEL < IE, Auto NAT and Manual NAT (5 ~3—
V) ZBBLTLIEEN,

[24 7 (Type) ]

BN — V% [ AF v (Dynamic) | F2IX[AXT 4 v (Static) | THRELET,
AT I v I BHII~ LT T RLA%RT RLAD T —)L (PAT FEEERZIZT KLA
ER— FOMAEDE) POHBIMICERLET, v v BT T R R/R— k2 HAREIZ
ERTDOIMNENDDGEIL, AFT 4y V7 EBEFERLET,

A1t (Enable) (F&) NAT OH)

=V HET IT 4 TNCTEMNEIMERELET, V—RX—=UTHIZ ) v Ama—%
T EICED, BOBNN—NET 7T 4 TALEIIET 7T 40 7 TE £, HE)
NAT V— Vb3 2 Z LiIE T A,

fEA (Insert) (F8) NAT OH)

=BT 5T A2 FRE L £ 9, You can insert it in a category (before or after auto NAT
rules), or above or below the rule number you specify.

SREA (EE. FEH NAT OH&) .
JL—)Ld B RO,
DD Ry 7 T, NAT /Lb—/L 7857 4 DHF TIZOWTHHA L £,

ABA—TIARAFTSH F:NATDO TA/NT 4
AVHE—T A AFTT V=27 b (X2 VT4V FERBFAE—T =4 AT N—T) &,
NAT V— A BEHA SN X —T 2 AEEZRLET, V—T v FE—RFTiL, HExe
SEHEDMFIZT 7 40 hO HEE (Any) | ZEHTIE, FIV Y ToONETXITOT A R
DFTRXTDA L F—T A AZWHATEET, 2E L, @FITFFEDEEIL L5k A v F—
T oA AEERLET,

EEC

*y ko= 7rL2ZHR



v kI—42 7 RLRER |
B sonarommTo s

s MEE] OA L H =T =2 AT, TV v TN—T A= H—T A AT
FEASNEEA, HEED] A2 —T 24 AEBETIHE, TXCOTY v 7
N—T AU N—= A B =T oA AN ENET, ZOD, NATZ27 Y v F—7
AUN—|ZHEAT DL, A=A X =T oA AERETOILENRHY T, 7V v
UEBA A —T oA A (BVD) HIKIINATA2ET DI EILTET, AN~ H—
T xA AZDIHNAT R ETEXET,

AVHE—T A AFTT V2l MEIRIRTDHE, NAT V—IUET A ADA o HZ—T = A
APBBINENTCTRTOAT V27 MIEENTWNDEXIIOABRESINET, L X
I, BETLEHEDOH T OEX2 VT 4 V=V EBFIRT S L BEDOT A AR LTI
DU B =T 2 ART ST DY = NZEHEENTWDLERSH O £,

EEDTNARNIA VA =T 2 A AL T V7 NNOEEDA » Z—T = A ANFIET D
BT A Z—T oA AT LIZR—D— L IMERENE T, ZRIT, sEelE Gt
F#HY NAT L— /L CRIBEIZ R D ATREMEDN B 0V £97, NAT V— VT fIe—E L7z v—viZ
EOWTHHAINDT=H, A7V MIRESNTEERNDOA ¥ —7 = A4 AFITERE
NIV —IVDIRN T T 47— LET, 5B HmEHEH L CEFIINAT 258 E7T 5
BAIE, NAT AR Y = B0 Y CToHONET A AT LICRR 1 OO, v H—T =2 Af A%
G A VA —T oA A FT V27 bMALT, BHUOERMEOND X I LET,

RETA U E—TTAR AT b KA VE—TARF TSIz b

(VY TN—T A N— f B —T = ADLGEITHNE) , Z O NAT /L—/ L%
AT 0 2 —T 2 A ABRFETIHA L H—T =2AAFTT V=7 b (BFa VT4 —>
FNFIA L E =T 2 A AT N—T) , [EETL (Source) JIE, TA A~DERFENT 7 1 v
I IR T DEBEDA o F—T = A ABGieA T V27 N TT, [505E (Destination) ]I,
TNRAANGMD N T 7 4w 7PNl T vy B T =T oA A FANTNDET
V2V FNTT, TIANDITIEH, = NMET VD TN—T A R— o F—T = A
ERSTRTOA U F—T7 =4 A ([Any]) IC#H I ET,

HEINATOEHR T O/T 4
[£#2 (Translation) | A7 > a U2 LT, BELT RLAEEHRFL~ vy BT RLA
ZEFRLET, ROT T 01%, BEINAT ICOREH SN ET,
[FTTDEIETT (Original Source) | (EIZWHZE) .

BTHLTWAT FLAZER Y NT—7 AT b, T —7TImxy hU—7
ATVl MZTHRERHY, FA N, #H, 2372y bEEHDLIENTEE
ER

VAT KEFD any-ipvd F721% any-ipv6 47 T = 7 MIIFHE) NAT L— L 2B CTE £
NEV.UR

[ FH#EET (Trandated Source) | GREITHZAE) .

BfeD~ o7 7 RLVA, ZZTORRITITEHRT BN —NLDH A TIRFE L F
ER

B O~y r7—9 7ELRZ®R



| #ybo—9 7RLRZH

Nt oz T 07+ [

«[#4F v 7 NAT (DynamicNAT) |: ~ v BV 7 7T RLAEGTery NU—27 F
TVl NERIEIINV—T, THEFR Y NI = AT V= NERIF I NAN—TNTT D
TENTEETHN, Y7y FEELIEIITEERYA, FNA—TITIPV4 7T RL X
LIPV6 T FLADW G ARBAESHEL Z LIZTE XA, INV—TEENDL LA
1O TARERHY £4, VL —FIZHHEARA NPT FLAOWGRE
FNTCWDHEA, BT AT v 7 NAT I &4, A R IP 7 KL AL PAT
D7 F— RNy LTHRESNET,

« [# 4+ v 7 PAT (Dynamic PAT) |: IROWT T,

e (fH—TxAAPAT) , $EA X —T A ADT RV AZMEHTSITIE,
(58554 > % —7 = A AIP (Destination Interface IP) | &N L ET, Fiz, FE
DISTA =T 2 A AF TV =7 VBT OMEN DY ET, /1 ¥ —T =
AZDIPV6 7 R AL 2121, [/ (Advanced) ] T [IPv6] A 7L =
PERINTHMLENSH D F3, PAT 7 — VIR ELRNTLE S0,

SHHA VB =T 2 A ADT KL ALSMOH T KL R AT BHAL, 20T
DITER LTEARA N 2y NU—7 727 FERIRLET, PAT F— 3%
E LR TS ZE0Y,

« PAT 7"—/VEAEHT 51213, [EHi 7215550 (Translated Source) ] #Z2D F
FIZLTEEET, [PATZ—/ (PAT Pool) | TPAT V=)V A7 =7 k&ER
Li j‘o

s [AXT 4 v 7 NAT (Static NAT) ]: IROWTNNEFITLET,

« 7T RVADREIN—TZHEHATHITIE, [7 FLA (Address) | BX O~ v B
TENET FLAZEGLX Y NI =27 A7 V27 FERIZI V=T 2R L E
T, ATV FERIIIA—FIT, AR, #iH, 23V TRy FEEDD
ZENTEET, B@E, 11O~y BT TR, EEOT RLALRUHEO~ »
BT RLVAEBRELET, LL, TRLADENR—HLAEWEAELH Y £
R

o (B— P NEMEBEHTL2AZT 47 A4 —7 A ANAT OHE) sidA v
H—=Tx A ADT RV AZMEMT 5%, [FdiA >4 —7 = A AIP (Destination
Interface IP) ] #3®INL E3, 7. FEDGIEA LV X —T =4 A FT V=7 b
EBRINT OUERHYET, A F—T A ADIPv6 T FL A&7 2ITI3,
[£# (Advanced) | % 7 C[IPv6] A7 = U & BIRT 24 B L H Y 9, ZHUE
R— ML, AFT 47 AU B —T A ANAT R ELE T, %EET
T RVRAR= I, A F =T =2 ADT FL A, BLOE UHR— M F SIS
SNET,

[TAT T 47 4 NAT (Identity NAT) |: EfEL M UEATV=r b, A7 v a v

T, WEDNERIZFRICHOA 7Y =7 NE@IRTLHZ b TEET,

v k=0 7FLZZH [}



v k=9 7 RLRZH |
B sonrozsmTo s

[E#FTDR— k (Original Port) ]. [E#i#&D/R— k (TrandatedPort) | (X2 T 1 w9 NAT
DH)

TCP £7213 UDP AR — M 2+ 2 UE R H 56, [JEDR— b (Original Port) ] T7'1
PR L, EOR— P L OEREAR—FOFESEANLET, e 2E, BE
(I CC TCP/80 % 8080 ([CAM CEET, TAT T 47 4 NATIZZNHDAT v a
ERELRNWTLEEN,

FEINATOE#H T O/NT 4«

[Z#a (Translation) | 47> a ZEH LT, #ELT FLRAEEREA~ B 7 T RLEX
PEFRLET, ROT T I ZFH NAT ICOLMH SN ET, EICEBANRRWEY | §
AT g T,

[FTTDEIETT (Original Source) | (EICWHAE) o

B D7 RLAZGZLRy NI —2 A7 V=) NERIFIN—T, Xy NT—2 F7
Vxl FELFIN=TICT LI ENARET, AR b, @i, £33V TRy FEEDD
TLENRTEET, BHRAIOTNTOREIL T 7 4 v 7 BT 556, V—/IVHIC [fE
& (Any) JZfRETE £,

[Z4FH%IETT (Trandated Source) | GEEIXLZAE) .

B D~ 7 T RLVA, ZZCTOERIIEERET LB —NLDX A FITEFELE
‘é—o

s [£A4F v 27 NAT (DynamicNAT) |: v~ v EV 7 7T RLRAEZEL %y hU—7 %
T2l NERIIN—T, ZHUIR Y NU—I ATV NERIZITNA—TICT D
TEMTEETN, 7 xy b2EheZ LI TEEtA, ZFL—7I2IPv4 7 FL A
EIPVE 7 RLUADH T HRBESEDL Z LT T EtA, FV—TICEENDHAT
1 OPFICTARERS Y £, ZJL—TIZHPEAL AR NPT FLADOHEFRE
FNTWBEA, &HIZZ AT I v 7 NAT IR &, A MIP 7 R L AT PAT
D7 F—N Ny L LTHEHREINET,

« [#A4F 2 v PAT (Dynamic PAT) ]: IROWF 0TI,

s AV H—TxAAPAT) , SBA LV H—T A ADT KL RAZHEMT I,
[56%cA > % —7 =4 AIP (Destination Interface IP) | Z R L ¥4, F7=. KT
DILSfA VB =T 2 A AT TV NeBRIRTHZMLERHY E3, /¥ —T <
AADIPV6 7 F L A ZAHT 2121, [ (Advanced) ] T[IPv6] 7 3
HIRIRT HMERH Y E7, PAT 77— VTR ELR2NTLEE N,

CHA LV E—T 2 A ADT RVAUANOE—T RV RAZERT 551, £Dk
DINERR LTZARA RN 2y NT—27 7027 FERIRLFE T, PAT 7 — V3%
ELRWTLEEN,

« PAT 7"— /L EAEHT 2120, [ S 725550 (Translated Source) | #Z8D F

FIZLTEBEXET, [PATZ—/L (PAT Pool) | TPAT 7'— /AT V= &R
LET,

«[AXT 4 v 7 NAT (Static NAT) ]: IROWTNnaEEITLET,

B O~y r7—9 7ELRZ®R



| ®ybro—9 7RLRZH
smNaToznToA7 [

« T RVADEREI N—T%2MHATHIT1FE, [7 RLA (Address) | BL O~y B
TENTET RLRAZELXy NI —0 3TV FERIIIN—TZ2RIRL £
T, AT V=7 PERIZTNA—TITHRA N, &, 3T 2y bEEHI L
NTEFET, BF. 11O~y 7 TiE, EEOT FLRALRUHEDO~ v
VI T RUVRAEBRELET, LL, T RLRADODENR—HLZWEELHD E
7

o (R—FEWZBEHTHALZT 4 w7 A F—T A ANAT DA 5051 v
B =T 2 A ADT RVAZMHT HITIEL, 58641 > ¥ —7 = A AIP (Destination
Interface IP) | IR L E¥, £70, FFEDSEA X —T =AM A F TV |
PEIRTOIVLENHY ET, A X —T 2 A ADIPV6T RL A& AT 521,
[Fff (Advanced) | % 7 C[IPv6]| A4 7' v a v H&ERTHILELHD £, T
R— NEMLIC, RET 47 A B —T 2 ANAT AT LET, #ET
T RUVAR—=FE, A F =T 2 ADT RL A, BIOFEUR— hFESICEH#H
EhET,

[TAT T 47 4 NAT (Identity NAT) ]: £f5meRUA T Y= b, A7 a v
T, NEANZRICFA LA 7Y 27 P 2RBIRTH 2L TEET,

[FTtDFES (Original Destination) ]

SESEDT RLAEZEL Xy NT—2F 7Vl b, F3xy NU—2 T v—7F ZZHD
FFEICT DL, IR, BELT FUABERNEHSNET, 58487 KL 2%
ELIEGE., TOT RLVRILRAZT 4 v 7 EWERET D0, BT AT 7T 47 4 NAT
PEHTEET,

[EEEA ¥ —7 =A AIP (Source Interface IP) ] ZER L T, HEEILA X —T =14 R
DOILDFESE ([TXT (Any) FTERARA]) 2_X—R|ZTEXET, ZOF 7T a rZER
T 556, BHELOREAT V27 FHBRIRTLOIMERSHDET, AFXT 4T A
2 —T x A ANAT |Z5E5ET RV AR — NEHZ FIET HI12E, 2047 v a U aER
L. SOICFEDFELER— O RFR— N A7 V=7 FEBRNLET,

[Z#EH DI (Trandated Destination) ]

B DOy N SN ASET RLAZ Sy NU—27 727 NEFITS
N—TERELET, [EHATO%ESE (Original Destination) (247 Y =7 b Z&IN L7
HBLRACAT V2l FERIRLCTAT YT 47 4 NAT (0F 0, EHilel) Z3REL
7

ROy E L TREBEM NAAS U AZEET DRy NIV =047 V=7 AT
F9, FEHIZ DOV TIX, FQDN destination guidelines (15 X—37) ZZMR L T 7E S0,

[EH#ATDX{ETTAR— k (Original SourcePort) ], [E#tkDi%{EwR— kb (Trandated Source
Port) 1. [E#BTNDFESR— bk (Original Destination Port) . [Z#:#%M3E5%EAR— b (Trandated
Destination Port) ]

BRI DNy b EEBE O MSHT DREIT S — R L5 — A2 ELRTD
R—hr A7V b, R—baZHys5, bLT, A= b2ZBEFIor—nzd—t

AR TEDLHICRILA T V=7 FEBBIRLET, Y—ERERET D EX1T, KD
JL—UIZHEBE L TL7E &0,

| v k=0 7FLZZH [}



B raro—onar 7074

*y b7—4 7FRLREHR |

o (XA F v 7 NAT £721L PAT) . [EH#ETOFEECHA— b (Original Source Port) ]
BIO[EH#%OEE LA — b (Translated Source Port) | TIIAHATE FH A, £t
I35 R— F COREITTE T,

« NAT Ti&, TCP £721Z UDP 2 3R — hahE 4, KA— hE2LWHBT 5556, EE
DY —EARAFT V=27 bOFu bharbewy 7 =R 4T b b
aNO T EFRCICLET (WGFEHTCP £/ T E HUDP) , TA4T T AT 4
NAT TlE, EEOR— |~ 7 K= FOWEFIZFE LY —EA 4T V=7 b
fEHCcExET,

PAT 7—)L ) NAT 7 0/3F «

A AT v 7 NAT & ET DB, [PAT 7—/v (PATPool) 1 ¥ 7 D7 a5 4 ZfifH LT,
K= 7 RUAEHIAEHT DT RLAD S — LA EHRTEET,

PAT 7—ILDEZIE (Enable PAT Pool)

PAT

PAT \ZfEAT 27 RLAD T — NV ERETDIHEIT. 2047 a a8 IRLET,

PAT 77— VAT 57 FL A& LT, LFOWTFNLEZIEELE7,

«[7 KL A (Address) 1 : PAT 7—/L 7 KL A2 E#H#KTH47 V=27 b, T KLAD
FPHZ SRy NU—I A7/ b, E2IEIFA N, &, HO5WIEZEOm G E2E
eRry NI—T F TVl b ITN—=TDONTNNTT, YT Ry haEDDH I &
T&EEHA, FV—TIZIPvd 7 KL AL IPV6 7 RLAD Ha&EHDHZ LIXTEE
Hho 1 DDZATRETZDDHMERDHY £3,

o [5ESEA X —7 = A AIP (DestinationInterfaceIP) ]: PAT7 KL X & L CHEMT 5%
A VB =T 2 A ZAERELET, ZOF TV a v EERTLHA, HED [555A
VHE—T x4 AL T/  (Destination Interface Object) | IR THMENH Y F
9, [TT (Any) | Z&%6EA 0 F—T oA AL L THEHAT I EIETEERA, &
ME, A F =T = APAT #FHET 585 1 DOHIETT,

S>> FOEY (Round Robin)

T RVAEFR— 270 R BTV Y TES, 774V FTIET VY RerE Y
W ENT, 1 DOPAT 7 RLADR— FRTRTED YK THNDERDPAT 7 KL
APMERESNET, U7 P FXTIE, 7= VHDOEPAT 7 KL AN 1 DT
7 RLA/R—=FIREDETOEND ERHOT RLAIZREY, RIZ2FEDOT KR LN
I X ICIEICER S NET,

P53k PAT 7—7JJL (Extended PAT Table)

JEBR PAT M L £ 97, 459K PAT Tl, ZHEROEHET RLAER— &5, IP T
RLRAZETERLS, =B RATLIZ65535HOR— MMER I ET, WHFIL, PATE
Pz AERT 5 & 5 AR— e T RLRAIFEZBE I NN, PATT KL AT &1265535
DR — MIHIBR SV ET, 7= & 20X, JE5E PAT Z A L C, 192.168.1.7:23 (21105 &
A? 10.1.1.1:1027 DZEH, 1B X100 192.168.1.7:80 (27> 9 HE D 10.1.1.1:1027 O % 1E
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smnar 7057« [

CEEST, AV F—T A APATRA LV E—T A APAT 74— 7 L Z DL
varvEHHTAZ LIITEEYA,

75w b R— +EEE (Flat Port Range) . F#FAHR— L %E&8H % (IncludeReserved Ports)

TCP/UDP R— F ZHEI D Y THEZ, AN— i (1024 ~ 65535) ZH—D7 T v MR
PELTHERLET, (6.7 XVAD D~y B 7R — MNESEZ®RIRT 5 &, PAT I
FEORGEILAR— NEFEEHTEET WEHMRRGS) . L. 2047 va %
RELBRWE | EEOR— FPMERTERWESIE, 7740 8T, vy B 7 R— M
FEEEOR— F&EZ LR UA— M (1~ 511, 512 ~ 1023, L1024 ~ 65535) 75
BN FET, TUHEATHR— FBRETH2OEERHETHI2IE,. ZOREEITWVET, 1
~ 65535 DFIPHEEREZFEH T HI12IE, [TREAFR— FZ 5T (Include Reserved Ports) |4
TarbBBIRLET, N—T a2 6.7 L% ST LTV 5 Firewall Threat Defense 7 73 A
ADEE. T2 a v EBERTHNE I NN OT, 7Ty A= MR ISR
EINET, ZNUHDOT AT AL, [FRFAR— FEEL (Include Reserved Ports) ]
F 7 a v EBRLTH, TOREDEHINET,

JOovYEYSET

N—=hrD7 vy 7H Y TEAEMNIT D56, ¥+ U7 7 L— FEZITRBIBPAT Ti,
NATIZ 1 EIZ 1 DOR— MEHZED B TIHLDOTIEHRLS, FFAMIAR— 07w
THEENNYBTCHZLENTEET, F—rDT a7 52E) B THHEE, A ML O%E
DOEEFII 7T vy ZJNOH LWMEEZRIRSN R — 2R LES, LEISCT, TD7
0y ZIZTRTOR— MIXIT D7 77 4 7783 AR A MZh 2551, B0 ey
IREIDYTCHRET, N—hDO7 17131024 ~ 65535 OHEPHICTOLE D B THNE
T, A—bDOT oy Z7EVLTIIT U R e EEHEERH D 95, L9 PAT £7=
X7 7 > MNeAR— MHOA T > a &I TH 2 &IETEERA, F2, 1
H—T 2 A APAT 7 —/L Xy 7 LA TE EH A,

SH4A NAT 7 O/87 4
NAT 2% ET 584, [55# (Advanced) |47 a T, HHS—E 22425 F o7 ¢
ERETEET, ZNoDOTF T 3T _XTH T a0 T, —EZXARNERLEAIZOR
HELET,
ZDIL—ILIZ—ET %5 DNSEED L

DNSJSEDIP 7 RVAZEMWT HNEINERELET, v v BV I A F—T AR
MOEBEDA B —T = A ZBET S DNS JSEDOHRE. 7 FLA (IPv4 A £7213 IPv6
AAAA) L a— R~y B 7 ENENDEBOMEICESB: b ET, Keha, EE
DA B =T 2 A ANb~ BT ENTA VB —T = A~DDNSIGEDEE, L a—
NIZEBREOEN O~ v B T SNTEICEZ I ONET, ZOF T v a VdFke s &
I\ & 41, NAT64/46 DEMTHEIIRDGEHHV £, ZOHG, FEHMRITL-
TALa— & AAAA L a— ROEHEETINET, FEMIZ-OVTIEL, Rewriting DNS
queries and responses using NAT (122 X—2) LTV, ZOF 7= U,
ALT 47 NAT b— /L CAR— NEHZ T TN D L ZITRHTEEE A,

| v k=0 7FLZZH [}
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*y b7—4 7FRLREHR |

(MU= A RAPATAD T+ —ILR)L— (BBFkA B —T 4 X) (Falthroughtolnterface
PAT (Destination Interface)) | (44 F+ 3 w49 NAT DH)

o~y B 77 RLARTTIZEHY B ToNTWDEHA, Ny 7T v 7 TEE LTHe
AVHE—=T A ADIP T RLVAEFEHTL20E I (LA F—T A APAT 7 4 —/)b

Ny 7)) BRRELET, ZOF T aid, 7V vV T N—TDRA L R—TILREA
VHE =T oA AR LG AICORMEATEEST, /X —T A ADIPv6 7 KL A
ZEATHI2E, [IPV6] A7 v a v bR L £, BHSN/ZT7 KL AL LT TIIA v
H—T 2 A APAT ZREL TCWAEE., 2047y a U EERTEEH A, PAT 7—/L
PHERT DAL, COF T a v ERIRT L ZLIITEEREA,

|Pv6
A B —T 2 A APAT DFESA v Z—T A ADIPv6 7 RLAZFERHTAMNE I,
[y FEIT Y E S (NettoNet Mapping) | (RE T4 v NAT DH)

NAT 46 DY, ZOF T a U ZFIRL T, &HIOIPvEd T R A Z KO IPv6 7 KL
AZEBL, 2FBHEZ2BBICEREVOIEFCERLES, ZOF T a v EZBELR
WIGETX, IPvA DAL G AN EH SNET, 13 1 EBBROGEIX, 2047 v a o &fE
AT 20ERHY 7,

JWHAVA—TIAATTAXLARPLEL (RE T 1949 NAT OH)

v EVITIPT RLANDEE Ny O oy ARP ZEEHICLET, ~ v B A
VH—T A ALFE LR Y U= FOT RLRAEFERA LGRS, VAT AT T axy
ARP Z#fHH L C~ v BT RLADTRTO ARP ERIIGETHZ LT, ~v BT
T RLRZESHEET DT T4 v 7 2 ATZELET, ZOHFETIE. T34 ZABZ 0O
DRy NT—=T DT — Tz THIUNENRRNTZO, V—T 1 7 BER LS ET,
MBS TT % ARP 2T 5L b TEET, TOBEE, 7y 7A ) —4
J— i) 72— M BHEFEICEE SN TV TERY A, TAT T 147 4 NAT
DG, BEIXZT 72X ARP NAET, GEIC Lo CidEstticBd oML s &k 2
FTEEEMER B Y T,

[3BA VB3 —T A ADIL— L Ly D7 v TDEIT (Perform Route Lookup for Destination
Interface) | (B#MI7 A4 T T4 T4 NAT D&, IL—T v K E—FDH)

TEDRIETLT RL AL BBEINTZRIEILT RLAIZR DA T V=7 b EBRT BRI
BIaA v E—T oA ALFNA U H—T oA AZERIRT DG, 2O T v a U E3IRT
DL NAT V— )V CRRIESNT-FEoA L H—T oA AT R N—T 4 T T—TNIZ
EONWTY AT AN A v F—T oA AZRETHLOICTEET,

[BAME (Unidirectional) 1 (F&8) NAT D&, RE T4 v NAT DH)

DX T arEERTLE BT RVARRETLT RLAIZ N T 7 4 v 7 ZBR L7
WEHICTEET, BAMA ST a T EICT A NEBICERDITHY ., T r ha
JUTTHERE S D LIXIR Y £ A, 72& 2IE, SIP TlE, NAT 24/ LT SIP ~ v & —% 254
THEDIZT B haf VART v a URMETT R, BREREGRICT D & Z OLET
1IThivEdA,
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Translating IPv6 networks .

Translating IPv6 networks

In cases where you need to pass traffic between IPv6-only and IPv4-only networks, you need to use NAT
to convert between the address types. Even with two IPv6 networks, you might want to hide internal
addresses from the outside network.

You can use the following translation types with IPv6 networks:

* NAT64, NAT46—Translates IPv6 packets into IPv4 and vice versa. You need to define two policies,
one for the IPv6 to IPv4 translation, and one for the [Pv4 to IPv6 translation. Although you can
accomplish this with a single manual NAT rule, if the DNS server is on the external network, you
probably need to rewrite the DNS response. Because you cannot enable DNS rewrite on a manual
NAT rule when you specify a destination, creating two auto NAT rules is the better solution.

Y

(3£)  NAT46 supports static mappings only.

* NAT66—Translates IPv6 packets to a different IPv6 address. We recommend using static NAT.
Although you can use dynamic NAT or PAT, IPv6 addresses are in such large supply, you do not
have to use dynamic NAT.

\}

(3¥)  NAT64 and NAT 46 are possible on standard routed interfaces only. NAT66 is possible on both routed
and bridge group member interfaces.

NAT64/46: translating IPv6 addresses to IPv4

When traffic goes from an IPv6 network to an IPv4-only network, you need to convert the IPv6 address

to IPv4, and return traffic from IPv4 to IPv6. You need to define two address pools, an IPv4 address pool
to bind IPv6 addresses in the IPv4 network, and an IPv6 address pool to bind IPv4 addresses in the IPv6
network.

* The IPv4 address pool for the NAT64 rule is normally small and typically might not have enough
addresses to map one-to-one with the IPv6 client addresses. Dynamic PAT might more easily meet
the possible large number of IPv6 client addresses compared to dynamic or static NAT.

¢ The IPv6 address pool for the NAT46 rule can be equal to or larger than the number of IPv4 addresses
to be mapped. This allows each IPv4 address to be mapped to a different IPv6 address. NAT46
supports static mappings only, so you cannot use dynamic PAT.

You need to define two policies, one for the source IPv6 network, and one for the destination IPv4 network.
Although you can accomplish this with a single manual NAT rule, if the DNS server is on the external
network, you probably need to rewrite the DNS response. Because you cannot enable DNS rewrite on a
manual NAT rule when you specify a destination, creating two auto NAT rules is the better solution.
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NAT64/46 D5l : NERIPV6 ry kT — ESNERIPVA A 3 —2 vy b

Following is a straight-forward example where you have an inside IPv6-only network, and you want to
convert to IPv4 for traffic sent to the Internet. This example assumes you do not need DNS translation,
so you can perform both the NAT64 and NAT46 translations in a single manual NAT rule.

Web sarver
209.165.200. 22527

oufside
| 209.185.201.1/27

IPwvd
lhg'v 2 &
2001:dbg:: 100 — 208.165.201.1 F)
209.185.200.225 — 2001:db8:D1A5:CEBE1 E
1P i

inside:
2001:db8:- 1788

E Inside client

2001:db3::100

—

In this example, you translate the inside IPv6 network to IPv4 using dynamic interface PAT with the IP
address of the outside interface. Outside IPv4 traffic is statically translated to addresses on the 2001:db8::/96
network, allowing transmission on the inside network.

FIE

ATV 1 WEHIPV6 Ry NV —V A EXT LRy NT—2 ATV =V ME{ERlRLET,
a) [#72x¥ k (Objects) |>[#TP ¥ FEHE (Object Management) ] Z &R L £,
by H&X»H [y hU—2 (Network) |ZiERL T, [y FT—2 ®DiENM (AddNetwork) 1>
[Pz FDEM (Add Object) 1227V v 7 LET,
) WHIPV6 x> U —2 ZEFRLET,
X hU—27 F 7V =7 MZ4HET (inside v6 72 E) ZfHF., Fv hU—27 7T KL A
2001:DBS8::/96 Z# A1 L £,
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ATy T2

NAT64/36 Ol : &S IP6 =y k7 —% st IPva w5 —% v + ]

New Network Object

Name

inside_v6

Description

Network
() Host () Range (® Netwark () FQDN

2007:db8=/96

| Allow Qverrides

d) [fRfF (Save) 1227V v 27 LET,

IPv6 % U —7 % IPv4 (ICAH L THURT 72O O FH) NAT L— /L 2{E L £7,
a) [Devices>NAT] # %R L, Firewall Threat Defense NAT R U > —ZERT 50>, ML &
bé‘o
b) [V—/LDEN (AddRule) (%27 VU v LET,
) WROTaRT xR ELET,
* [NAT /L—/L (NAT Rule) ]= TF#) NAT /L'—/L (Manual NAT Rule) .

« [# A7 (Type) ]=Dynamic,

d (A ¥—7=AAF 7Y x” bk (Interface Objects) | T, WOEHEHREL LT,
c[EEIA L H—T 2 A A AT V=2 b (Source Interface Objects) ] = inside,

s [BEdA v H—T 2 A AFT YV ;b (Destination Interface Objects) ] = outside,

e) [Z# (Translation) | T, WOHHEZHEL £7,
« [JEDEIETC (Original Source) ]=inside v6 v hT—27 F 77 |k,

o [E#aE A DE(EIC (Translated Source) ]=%6%cA % —7 = A AIP (Destination Interface
IP) .

» [JtD%E5C (Original Destination) ] : inside v6 r > N T —27 A7 =7 b,

o (%A D% (Translated Destination) | = any-ipvd £ NV —27 A7 =7 |k,
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Add NAT Rule

MAT Rule:
: Manual MAT Rule e |

|I:|$9ll:
[ in category v | I MAT Rules Before

Type:

' Dynamic - '

.“Er1élh|€-."

Description:

Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet

Original Source:* Translated Source:

inside_v& - ! Destination Interface IP w
Original Destination: e

{ 1

: Address - |

inside_vé 5 | \ .Translateu Destination: .
L ! any-ipv4 - |

Oriainal Source Port:

f) [OK]%27VUvZ LET,

ZON—=ITED NERA H —T = A AD 2001:db8::/96 VT % v RINBANEA B —
Tz A RZMNITRXTD T T 4w 7R3, A Z—T A4 ADIPVAT R A%
L T NAT64 PAT BHa S vE 7, Wiz, WA v ¥ —7 = A RZADINEAR Y RT—27 D
IPv4 7 R L AT RT, #AIARIPvA 7 R LA SR 2 LT 2001:db8::/96 % v kU —
7 ED1oOOT RLAICEBRINET,

g) [NAT/L—/L (NATrule) ]-X— T [fRfF (Save) 1227 VU v 7 LET,

NAT64/46 D1F : 5V 2 IPvA A4 2 —F%y FE DNS EHZ (A LI=REFIPv6 =y kT —5

Following is a typical example where you have an inside [Pv6-only network, but there are some IPv4-only
services on the outside Internet that internal users need.
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NAT64/86 (O] : 515 1PV 1 8 —% v k& DNS T %A L=ps e 2y k7—2 [

=
Web server
209.165.200.225/27
) Y =8 DNS server
> L 209165202 .129/27
outside z
IPvd 209.165.201 1/27
. o) DNS: www . example.com
2001-db&-100 — 209.165.201 1 A 209.165.200.225 — AAAA 2?0'1 Zdb.EZD"]AEZCBE'l
509 165 200 225 — 2001-db8-D1A5-CAE1 =T 209.165.202.129 — 2001:DB&::D1AS:CAS1
. Lol 209.165.201.1 — 2001:db8::100

inside
@ IPv6 2001:db:1/96

DNS: www.example.com?
2001:db8::100 — 209.165.201 1
2001:DB&::D1A5:CAS1 — 209.165.202.129

S Inside client

/ . 2001:db8::100

In this example, you translate the inside IPv6 network to IPv4 using dynamic interface PAT with the IP
address of the outside interface. Outside IPv4 traffic is statically translated to addresses on the 2001:db8::/96
network, allowing transmission on the inside network. You enable DNS rewrite on the NAT46 rule, so
that replies from the external DNS server can be converted from A (IPv4) to AAAA (IPv6) records, and
the addresses converted from IPv4 to IPv6.

Following is a typical sequence for a web request where a client at 2001:DB8::100 on the internal IPv6
network tries to open www.example.com.

1. The client’s computer sends a DNS request to the DNS server at 2001:DB8::D1A5:CAS81. The NAT
rules make the following translations to the source and destination in the DNS request:

* 2001:DB8::100 to a unique port on 209.165.201.1 (The NAT64 interface PAT rule.)
* 2001:DB8::D1AS5:CA81 10 209.165.202.129 (The NAT46 rule. D1AS5:CA81 is the IPv6 equivalent
0£209.165.202.129.)

2. The DNS server responds with an A record indicating that www.example.com is at 209.165.200.225.
The NAT46 rule, with DNS rewrite enabled, converts the A record to the IPv6-equivalent AAAA
record, and translates 209.165.200.225 to 2001:db8:D1A5:C8E1in the AAAA record. In addition,
the source and destination addresses in the DNS response are untranslated:

+209.165.202.129 to 2001:DB8::D1A5:CAS1
*209.165.201.1 to 2001:db8::100

3. The IPv6 client now has the IP address of the web server, and makes an HTTP request to
www.example.com at 2001:db8:D1A5:C8E1. (D1A5:C8E1 is the IPv6 equivalent of 209.165.200.225.)
The source and destination of the HTTP request are translated:

* 2001:DB8::100 to a unique port on 209.156.101.54 (The NAT64 interface PAT rule.)
* 2001:db8:D1A5:C8E1 to 209.165.200.225 (The NAT46 rule.)
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The following procedure explains how to configure this example.

1R HAETIC

TN ANZHIET DA UV H =T 2 A AREENTNDA L E—T oA AFT V=7 b (BEF=a
V7 =V FREA L E—T oA A TN—T) BDHDHIEEHRLET, ZOHITIE, A
VHE—=T 2 A AL TV b3 linddel BL O loutside] EWHARTIOEX 2T ¢ /' —r
THLIERELTWET, /X =T 2 A AFT V=7 MERETHIZE, TPk
(Objects) 1>[# TPy FEE (Object Management) | ZEIR L T H, [ v X —T = A
A (Interface) ] I L 7,

FIE

ATy T WEIPV6 X T —27 LANRIPVA *y N — 2 2 EBRTDFy NIV—7 AT V=7 N EAER

LT,

a) [T Y b (Objects) |>[#TPxH FEHE (Object Management) | &38R L %9,

b) HERMO[Fy hU—2 (Network) [#&IRL T, [y hT—2 DiENM (AddNetwork) ]>
[Tz FDEM (Add Object) |27V v 7 LET,

c) WERIPV6 v N —27 H#EFRLET,
Xy NU—27 F7 V27 MZ4RET (inside v6 72 &) 1S, *v hU—2 7 KL A
2001:DBS8::/96 # AJJ L £7°,

New Network Object
Name

[ inside_v6 ]
Description

Network

O Host O Range @ Network O FQDN

[ 2001:db8::/96 ]

(] Allow Overrides

d) [#R1F (Save) 1227 Vv 7 LET,
e) [#v FT—4-?MEM (AddNetwork) 1>[# 7> x4 FDiEM (AddObject) 227 VU v 7
LT, #HEIPv4d *y N —J 2 EELET,
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NATG4/26 (O - 4458 IPVA £ 8 — % k& DNS ZH A A L=mE 6 2 k7—2 [

Fy NI—27 A7V =7 M4l (T2 &z, outside v4 any) ZfHF T, *rv hU—72
7 R 20.0.0.00 ZAJLET,

New Network Object

Name

[ outside_v4_any ]

Description

Network

O Host O Range @ Network O FQDN
[ 0.0.0.0/0 ]

(] Allow Overrides

f) [fR1F (Save) 127 Vv 7 LET,
ATFY T2 NELIPV6 % b —2 D NAT64 %A F 3 v 7 PAT L— L &R ELET,
ATV T3 HEBIPVvA v NU—F DART 4 7 NAT46 L— )L &R E L ET,
a) [L—/®iBEM (AddRule) 127 U v 7 LET,
b) KDOTENRT 4 EHFRELET,
« [NAT /L—/L (NAT Rule) ]= H#E) NAT /L —/L,

o [# A7 (Type) ]= Static,

) (M —T=xAAFT7Yx” b (Interface Objects) | T, WOEHEHREL LT,
c[EfFETAVH—T A A AT/~ (Source Interface Objects) ] = outside,

s [BEdA v H—T 2 A A ATV ;b (Destination Interface Objects) ] = inside,
d) [Z£#: (Translation) | T, WOHEHAZHTELET,
 [JLD%[FIE (Original Source) ]=outside v4 any Fv kT —27 477 b,

o [EHREHDEET (Trandated Source) | >[7 FL R (Address) ] =inside v6 1> b
D=0 377

e) [#fHl (Advanced) ] T, [Z D/ —/L & —FT HDNSIGE 222 (Translate DNS replies that
match this rule) ] Z®&R L £ 7,

| v k=0 7FLZZH [}
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. NATG66: translating IPv6 addresses to different IPv6 addresses

Add NAT Rule

NAT Rule:
[ Auto NAT Rule v ]
Type:
I Dynamic v ]
Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
inside_v6 v = Destination Interface IP v
Original Port: o
TCP v

Translated Port:

f) [OK]Z2VUv2 LET,

ZON—NVEFEHTDLE, WA ¥ —7 = AZADINER Yy NT—27 DIPvdT KL-A
T _T, MHAAI PV 7 R LA G A LT 2001:db8::/96 % hU—2 LD 120D
7 RUVRICEINET, 512, DNSIHEIEL, A (IPv4) 7»5H AAAA (IPv6) L' =2— K
WCE# S, 7 RL AT IPvA 75 IPV6 ICEH S E T,

NATG66: translating IPv6 addresses to different IPv6 addresses

When going from an IPv6 network to another IPv6 network, you can translate the addresses to different
IPv6 addresses on the outside network. We recommend using static NAT. Although you can use dynamic
NAT or PAT, IPv6 addresses are in such large supply, you do not have to use dynamic NAT.

Because you are not translating between different address types, you need a single rule for NAT66
translations. You can easily model these rules using auto NAT. However, if you do not want to allow
returning traffic, you can make the static NAT rule unidirectional using manual NAT only.
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NAT66 D5 :

FIE

NATSS Ol v kT—s R0z 27 v oz [

2y FIT—ORBDRET 14 v K

You can configure a static translation between IPv6 address pools using auto NAT. The following example
explains how to convert inside addresses on the 2001:db8:122:2091::/96 network to outside addresses on
the 2001:db8:122:2999::/96 network.

| IPvE web server

oﬁtside
IPvG 2001:db8:122:201b::1/96
2001:db&-122:2091--121 — 2001-db5:122:2999-1 &
inside

IPv6 2001-db8:122-2091-11/96

Inside client
| Y 2001:db8:122:2091::121
J \

48O HREIIC

TN AR T DA E =T 2 A ANEENTWEIAL L H—T 2 A AFT V27 b (BEX=a
VT g V=V EFA L F =T = A R TN—T) BNbdILEMBLET, ZOBITIE, A
VH—=T 2 A AF TV M3 lindde] BLO Toutside] EWHARTIOEXF 2V T ¢/ —2
THLHEWRELTWET, AV F—T 2 A ATV beRETDHITE, [FTPV b
(Objects) 1>[# TP xH FEE (Object Management) | ZEIR L T, [ X —T = A
A (Interface) | ZiBIN L 7,

ATy T1 HNEBIPVE % v P U — 27 AT IPVONAT Fy N — 2V 2 EHTDHHXy NI —7 7927 k

AR L £,

a) [TV b (Objects) 1>[# TPy FEE (Object Management) | Z R L £ 7,

b) HRM»O [y FU—2 (Network) [Z&IRL T, [y FT—2 DiENM (AddNetwork) ]>
[A#72xY bDiENM (AddObject) 1227 U v LET,

c) WERIPV6 X v hT—27 H#ERLET,
Ty b= AT =7 M4 (7oe ZIE, inside v6) &I T, *v hU—27 7 FL
A 2001:db8:122:2091::/96 % A ) L £ 9,

v k=0 7FLZZH [}
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- N T Pl LECE T

New Network Object

Name

[ inside_v6 ]
Description

Network

O Host O Range @ Network
[ 2001:db8:122:2091::/96 ]

(] Allow Overrides

d) [fR1F (Save) 1227 U7 LET,

() FQDN

e) [#v bT—-DEM (AddNetwork) [>[# T o DB (AddObject) 1227 U v 7

LT, B IPVONAT Ry N — T 2 ERLET,

Fy NU—27 FT7 V=7 MZA4ART (T2 & 21X, outside nat v6) % ffiF T, X hU—7

7 R L 2 2001:db8:122:2999::/96 Z AN J) L £,

New Network Object

Name

[ outside_nat_v6 ]
Description

Network

O Host O Range @ Network
[ 2001:db8:122:2999::/96 ]

(] Allow Overrides

f) [fR1F (Save) 127 Vv 7 LET,

ATFY T2 NEIPv6 X NT—27 DART 47 NAT L—/V %

() FQDN

RELET.

a) [Devices>NAT] %R L, Firewall Threat Defense NAT RV o —ZERT 570, ML F

—3‘0

b) [L—/?DEN (AddRule) 127V v 27 LET,

B #vr7—2 7RLRZH
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NATBs OF - v kT —sRIDR8 T+ v o ZH [

) DT aNRT 4 ZRELET,
+ [NAT /L—/L (NAT Rule) ]= HE) NAT /L—/L,

o [# A7 (Type) ]= Static,

d [ ¥—T7xAA47 =7  (Interface Objects) | T, OHEB ZHE L ET,

s [EFEIAH—T A A AT/~ (Source Interface Objects) ] = inside,

s [BEMeA X —T7 A A A7 =7 b (Destination Interface Objects) ] = outside,

e) [Z£#i (Translation) | T, WOIHHZXKELET,

« [JLDOEIE5C (Original Source) ]=inside v6 * v U —27 47V =7 b,

[EHFEHDEFETT (Trandated Source) [ >[7 FL X (Address) ] = outside nat_v6

Xy NU—=IF TV R,

Add NAT Rule
NAT Rule:
[ Auto NAT Rule v ]
Type:
[ Static v ]
Interface Objects Translation PAT Pool

Original Packet

Original Source:*

[ inside_v6 v ] +
Original Port:
[ TCP v ]

[ )

) [OK]Z27 V27 LET,

Advanced

Translated Packet

Translated Source:

[ Address

[ outside_nat_vé

Translated Port:

[

*y b= 7rL2ESR I



*y b7—4 7FRLREHR |

B nates o oo TP o s—T x4 = PAT

ZON—NVEERATEE, NEA v F—T = A A ED2001:db8:122:2091::/96 V7 % » k />
DA A B —T A AZADTRTO T 7 4 v 71, 2001:db8:122:2999::/96 % kT —
T DT RUVASNDAZT 4 v 7 NAT66 Bz =T £,

NAT66 D : > TILIPv6 4 32— =4 X PAT

A simple approach for implementing NAT66 is to dynamically assign internal addresses to different ports
on the outside interface IPv6 address.

When you configure an interface PAT rule for NAT66, all the global addresses that are configured on that
interface are used for PAT mapping. Link-local or site-local addresses for the interface are not used for
PAT.

I IPv6 web server

ot]tside

IPv6 2001:db8:122:201b::1/96
2001:db&-122:2091--121 — 2001:db8:122:201b-1 &
inside

IPvE 2001 db8122-2091-11/96

Inside client
z 2001:db8:122:2091::121
—
188 BRI

TNA ANZHIET DA U H =T 2 A AREENTNDA L H—T 2 A AFT V=7 b (BEF=
V7 =V FERIFA v E—T 2 A A TN—T) DD LaHRALET, ZOHITIE, A
VHE—=T A AFT V= 83 Tlindde] BLW Toutside] EWIHARTIOEFXF2 VT 4V —2
THHEWELTWET, AV H—T A AL TV FNERETDHIE, [TV b
(Objects) 1>[#T Py FEIE (Object Management) | ZEIRL TS, [f v F—T = A
A (Interface) | ZTIN L F 5,

B O~y r7—9 7ELRZ®R
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NATEE Ol - >~ T IPve A w2 —T =4 2 PAT [

FIE

ATV T WEIPV6 Xy NT—J R EHETDHY NT—2 A7V M LET,
a) [TV b (Objects) |>[A# TPy FEE (Object Management) | Z R L 7,
b) H&R»OH[Ry FT—2 (Network) [ZBIRL T, [Ry FT—2 DENM (AddNetwork) ]>
[Tz FDEM (AddObject) |27V v 7 LET,
c) WERIPV6 X v N —27 H#ERLET,
Xy NU—=I AT V= MAHED (b 20E, inside_v6) ZfFIF T, Yy hU—2 T L
A 2001:db8:122:2091::/96 2 AJ1 L F 9,

New Network Object
Name

[ inside_v6 ]
Description

Network

O Host O Range @ Network O FQDN

I 2001:db8:122:2091::/96 ]

(] Allow Overrides

d) [fR1F (Save) 1227 U w7 LET,
ATV T2 WEHIPV6 Xy NT—2 DX A F I v PAT V— IV ERELET,
a) [Devices>NAT] %#i®N L, Firewall Threat Defense NAT 7K U > —&E 32570, wWELE
D
b) [L—/L@DiEM (AddRule) %27 VU > 27 LET,
) WOTaRT 4R ELET,
* [NAT /L—/L (NAT Rule) ]= H#) NAT L —/L,

o [# A7 (Type) ]=Dynamic,

d [ =T =xAAXFT7 V=7 | (Interface Objects) ] T, IRDOEHZHEL £,
[EETA L H—T = A A AT =7 b (Source Interface Objects) ] = inside,

s[5 A v H—T A A AT/ (Destination Interface Objects) ] = outside,

| v k=0 7FLZZH [}



*y b7—4 7FRLREHR |
B woz=sy>y

e) [Z#: (Translation) ] C, ROHEHZHRTELET,
» [JTtDi%fE7C (Original Source) ]=inside v6 %> U —27 7V =7 k,

o [EHLFEFHDE[ETE (Translated Source) [=%855A > % —7 = A AIP (Destination Interface
IP) .

f) [FEM (Advanced) ]C. [IPv6] ZBIR L E£7, ZhIL, 5861 & —7 = A AD IPv6 DME
I L EERLET,

Add NAT Rule

NAT Rule:

[ Auto NAT Rule v ]

Type:
[ Dynamic v ]

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Original Source:* Translated Source:

inside_v6 v + [ Destination Interface IP

Original Port:
TCP v

Translated Port:

g) [OK]Z27 Vw7 LET,

ZON— TR, WEA v Z— T =4 2D 2001:db8:122:2091::/96 H 7 % v ~ B AN A+
H—=T 2 ANDNT T 4w 7iF, WA H—T 2 AFITRE SN2 IPv6 7 o —31
T RLZDOWTh~D NAT66 PAT ZHiza s L ¥4,

NATDE=4S') 5

NAT# 2 E=F L, " T TN a—T 4 T HTHITIEL, T/ ZADOCLIICa /A LT,
Woa<ry ReEERLET,

B O~y r7—9 7ELRZ®R
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YN |

s show nat NAT L— L & b— L T L Db v MMIaEFRR LET, NAT OFDOMOE#R % For
THEMF—U—FK2B3H Y £9,

s show xlate BIET 7 7 4 7 72 REED NAT BHi a2 For LE T,

sclearxlate 7 7 7 4 72 NAT B ZHIBR C& £9, BEFEOERIZIERENK T+ 5 FEThHW
THA Ty N U CHEAT A0, NAT V— V2B ET 285137 77 4 7725

EHIBR LTI 6RNWZ R 3, BEEET LI LT, 7947 bOKIE
OYFIC, VAT AIHLWA— LI E ST T4 T FOB LWEBEER L E

S

NAT 45

Cl. Threat Defence7 /XA A L CNAT 2% T T HH 2N LET,

- -
— —

NE Web H—/"\~AD7 U XADREM (X2 T 4 v BE)NAT)

WORFITIL, NS Web F— N2t L TAZT 4 v 7 NAT #ET LET, EEOT KL AL
FAR—hK Xy NT—7 FIZHDEDOT, N7V w7 T RUVARKLETT, AXT 47 NAT
T, EET FLARIZHDB Web W —R"A~D T 7 4 v 7 BRA NP TEDL LT DD
IZHEETY

15:RER Web H—/\—DRZ T 1 v NAT

E! 209.165.201.12

J/ -\J\‘
( OQutside
\\%_M-_J_ j

209.165.201.1

Undo Translation
10.1.2.27 —» 209.165.201.10

B8 Security
%% Appliance

(' Ins:de )

| v k=0 7FLZZH [}



*y b7—4 7FRLREHR |

B nsweb v —s~07 s L 2D8RE (227 1 v 5 BT NAT)

FIE

ATy

1R AR

Web H— RN —ZR#EST DTN ZADA B —T 2 A ANGENTNADAL L E—T oA F TV =
b (X2 VT 4 V= FEREFAHF T AR ITN—T) BHDHZEEERLET, &
OFITIE, A X =T x4 AAT =7 b lindde] 35X loutside] &) ARTDOEF =
VT4 = ThHHERELTWET, AV F—T 2 A AT V=7 FERETHIIE, [+
T2y bk (Objects) |>[AT Py HEE (Object Management) | Z&IR L TbH, [ v
4 —7xA A (Interface) ] Zi®IRNL ET,

P—=ROFFTAR—-NEBLONRT Y w7 FANT RVRAEERT DAY NIV—7 TV =7
MR L £,
a) [#72xV k (Objects) |>[#TP ¥ FEE (Object Management) ] Z&R L £,
by HRM»O [y hU—2 (Network) [Z&IRL T, [y FT—2DiENM (AddNetwork) ]>
[#7<x% bDiEM (AddObject) 1227 U v 7 LET,
) Web hr—"_"—DF T A X—=F 7 NLRAZFERLET,
Fy NI =7 ATV xr MZ&H] (72 & 21X, WebServerPrivate) %111 C, FEEEDKR R
NP7 RLA101.227 #AHLET,

New Network Object
Name

[ WebServerPrivate ]
Description

Network

@ Host O Range O Network O FQDN

[ 10.1.2.27 ]

Allow Overrides

5 Override (0)

d) [fRfF (Save) 1227V v 27 LET,
) [#v FT—U MM (AddNetwork) ]>[# TS x4 hDEM (AddObject) [& 2 YU v~
LT, A7V w7 RUAZEHRLET,

B O~y r7—9 7ELRZ®R
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f)

ARTFYT2 TV bORET 47 NAT ZiRELE7,

a)

b)
¢)

d)

e)

8 Web 4 —/X\~D 7 2 2D (2527 ¢ voaBNAD ]

Iy MU= Ty NMZ4H] (72 & 21X, WebServerPublic) # {1} T, "A KN T K

L A 209.165.201.10 Z A1 LE£9°,

New Network Object

Name

l WebServerPublic ]
Description

Network

@ Host O Range O Network
I 209.165.201.10 ]

Allow Overrides

5 Override (0)

[fR1fF (Save) 122 U w7 LET,

() FQDN

[Devices> NAT] # &R L, Firewall Threat Defense NAT R U > —ZEp3 50>, e L &

B

[L— DB (AddRule) 1227V v 7 LET,

WKOT a7 4 B ELET,

+ [NAT /L—/L (NAT Rule) ]= HE) NAT /L—/L,

o [# A7 (Type) ]= Static,

[f % —T7xAAF 7= | (Interface Objects) | T, IRDOHHZHE L ET,

s [EFETA H—T A A AT/ |k (Source Interface Objects) ] = inside,

s [BEAA v H—T 2 A A FT YV b (Destination Interface Objects) ] = outside,

[Z5#: (Translation) ] C. WRODIAB %% E

» [JLDE(F7C (Original Source) ]= WebServerPrivate *~ NV —27 47V =7 |,

o [EEHDEIET (Trandated Source) 1>[7 KL R (Address) ] = WebServerPublic

Xy NU—=IF TV K,

v k=0 7FLZZH [}



*y b7—4 7FRLREHR |
B oAz ro5 45295 BT NAT &5 £ UM Web 4 —/—DR % 7 1 v & NAT

Add NAT Rule
NAT Rule:
[ Auto NAT Rule v ]
Type:
[ Static v ]

Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[ WebServerPrivate v ] + [ Address
Original Port: [ WebServerPublic
[ ee N ] Translated Port:

[ ] [

) [fR1F (Save) 1227V 27 LET,
AT w73 [NAT L—/b (NATrule) | ~S—C [MfFE (Save) 1227 U v 27 LET,

REBHRRA FDEFAF IV EHE NAT 5 LK UNEE Web H—/N\—D XA
T4 % NAT

WOBITIE, 7T7AX—F vy hT—7 EONT2—F—00NBICT 7 AT 586, 20
2P —ZHAF I v I NAT R E L E T, F72. W2 —F =239 Web T — 3 — |2 8550
TH%5E, 2D Web H—_"—DF7 RLABRNE XY NT—JITFETDHEIICRZDT R
AlCEBSET

Y RT—H T RLREH
[ 88 |



| *ybro—9 7RLR%ESR
WERR DS A3 v Y BH NAT £ £ UsHE Web H—s—0 255 1 v NAT [l

16: NEDFAF v NAT, 5488 Web H—/"—DRZ T 194 NAT

I:l Web Server
== 209.165.201.12

g &
{ Qutside
\‘\_ /—j
209.165.201.1
Translation
10.1.2.10 — 209.165.201.20 .
'8N Security
Undo Translation %% Appliance
209.165.201.12 <— 10.1.2.20 cn e

248773

15 H B HIIC

Web h—N—%R#ET LT A ADA L Z =T 2 AREFENTNDHA L F—T = F TV x
Ik (BXa2 VT4 Vv EREA L E—T AR TNA—T) BNoDHI L EHRLET, =
OEITIE, A F—T2AAFT V=7 b lindde] BXLO Toutside] EWVWHAFIDOEF =
VT4 V= THHERELTVWET, A F—T oA AFT V=7 NERETHITIE, [£
T2z bk (Objects) |>[A TPy FEHE (Object Management) | ZZIRL T B, [~
#—7 A A (Interface) ] ZEIRL F 7,

FIE

ATV T1 NHET RLAZERTHAZA T IV INAT =L DRy NT—7 77 N E2{ER L E
7
a) [A#7¥ x4 b (Objects) |>[A#T P x4 FEIE (Object Management) | Z 3R L £,
b) IUTUYDOT—TANE [y hTU—2 (Network) ] Z&R L, [y kT—9 ZBMN
(Add Network) 1>[# 72 x¥ bDEM (AddObject) | 227V v 7 LET,
) AT I v NAT /—LEZEFLET,
Xy NU—27 F7 V=7 MIARTZAT (myNATpool 72 &) | k> U — 27 §iH
209.165.201.20 ~ 209.165.201.30 Z AS) L £7,

| v k=0 7FLZZH [}



Fy kD=5 7 RLRAER |

B oAz ro5 45295 BT NAT &5 £ UM Web 4 —/—DR % 7 1 v & NAT

New Network Object

Name

[ myNATpool ]

Description

Network

@ Host O Range O Network O FQDN

[ 209.165.201.20-209.165.201.30 ]

(] Allow Overrides

d) [R1F (Save) 1227 U7 LET,
AT T2 Niixy hI—27DFy NI—27 7V =7 MEERLET,

a) [FRv kT —%5%EM (AddNetwork) 1>[#7 x5 FDEM (AddObject) 1227V v 7

L%,

b) Xy NI —2 FT7 T/ MZAHTZAHT (MylnsNet 72 &) | ®*y U —27 7 RL A

10.1.2.024 # A J L E T,

New Network Object
Name

[ MylnsNet ]
Description

Network

O Host O Range @ Network O FQDN

[ 10.1.2.0/24 ]

(] Allow Overrides

c) [R1F (Save) 127 Vw7 LET,
ATYT3 HNEEWeb —_"—DFy T —7 A7 V=7 FEIERLET,

B #vr7—2 7RLRZH



| ®ybro—9 7RLRZH

WERR DS A3 v Y BH NAT £ £ UsHE Web H—s—0 255 1 v NAT [l

a) [y kD=9 %EM (AddNetwork) 1>[A#7>x¥ FDiEM (AddObject) 1227V v

L/‘i—é—ﬂ

b) Fv FV—=2 ATV = MIAHTEMT (MyWebServer 72 &) |

209.165.201.12 # A1 L ¥4,

New Network Object

Name

[ MyWebServer ]
Description

Network

@ Host O Range O Network
[ 209.165.201.12 ]

(] Allow Overrides

c) [fRfF (Save) 127 U7 LET,

ARAKNT FLA

(O FQDN

2T T8 BYFEHL Web F—_"— T FLADRY NI —2 7= FaERLET,
a) [#v FT7—4 %EM (AddNetwork) 1>[# 7> x4 tDiEM (AddObject) (227 VU v 7

L/i‘é—o

b) Fv NU—2 ATV MI4HTEFT (TransWebServer 72 &) | ARA R 7 R 12 10.1.2.20

EAIILET,
New Network Object

Name

[ TransWebServer ]

Description

| |

Network

@ Host O Range

[ 10.1.2.20 ]

O Network

(] Allow Overrides

() FQDN

*y b= 7rL2ESR I



*y b7—4 7FRLREHR |
B sz ro 54+ 39 EBINAT 8 5 UM Web 5 —/—DR B F 1 v 4 NAT

c) [fRfF (Save) 127V v/ LET,
ATYTES BAFIVvINAT =NV 37227 b2 LTHERY NU—7 DX AF 3 v 7 NAT %

BRELET,
a) [Devices>NAT] Z3#R L, Firewall Threat Defense NAT 7R U > —Z{ERL9 57>, fREL £
T

b) [L—/DEN (AddRule) 12727V v 7 LET,
) Ko7 aRT 4 ERELET,
+ [NAT /b—/L (NAT Rule) ]= H&E) NAT /L —/L,

«[# A7 (Type) ]=Dynamic,

d [ ¥ —T7xAA%7 =7  (Interface Objects) ] T, ROHHZHRTE L FT,
c[EEIXA L F—T A A F 72 b (Source Interface Objects) | = inside,

s[5 A v H—T = A A AT =2 ;b (Destination Interface Objects) | = outside,

e) [Z# (Translation) | C, WROHEHEZHEL £,
s [JLDFE(ETC (Original Source) 1=mylnsNet %> NV —27 47V =7 b,

< [RIFAHDZEET (Trandated Source) ]>[7 KL R (Address) ]=myNATpool &
I\ 17»_.7 j‘7“?‘/\‘:1:7 l\o

Add NAT Rule
NAT Rule:
[ Auto NAT Rule v ]
Type:
[ Dynamic v ]
Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
MylnsNet v + [ Address v ]
Original Port: [myNATpool . ] +
TCP v

Translated Port:

B O~y r7—9 7ELRZ®R |



| #ybo—9 7RLRZH

WERR DS A3 v Y BH NAT £ £ UsHE Web H—s—0 255 1 v NAT [l

f) [R1F (Save) 127V v 7 LET,
ATy T6 Web hr—_—DRAET v/ NAT Za%ELET,
a) [L—/LDEM (AddRule) 1227V v 27 LET,
b) WOT T 4 #HELET,
+ [NAT /b—/L (NAT Rule) ]= H&E) NAT /L —/L,

«[ZA 7 (Type) ]= Static,

) (M H#—7xAAFT V=7 | (Interface Objects) ] T, IRDOIHHZFHE L £7,
c[EETLA L H—T A A AT b (Source Interface Objects) ] = outside,

s[5 A v H—T 2 A A AT V=7 b (Destination Interface Objects) | = inside,

d) [Z#: (Translation) ] T, ROWEHAEZHRELET,
s [JEDF#EfF ¢ (Original Source) ]=myWebServer * NV —2 A7V =7 kK,

c [EEHDEETT (Transated Source) ] >[7 K LR (Address) ]| = TransWebServer
;\r‘y F7_7j’jyi7 ]\o

Add NAT Rule
NAT Rule:
[ Auto NAT Rule v ]
Type:
[ Static v ]
Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Original Source:* Translated Source:

[ MyWebServer v ] + [ Address v
Original Port: [TransWebServer v ] 3
[ ee N ] Translated Port:

| ] [ )

e) [fRfF (Save) 127 U7 LET,

Ty bT—9 T RLREHR
I



v kI—42 7 RLRER |
B 40~ o5 7ELR (R8T vV BBNAT, 1%48) EHOREBO— K A5 U4

AT w771 [NAT L—)L (NAT rule) | X— T [fR1F (Save) 1227V v LET,

BEOTYELT 7RELR (RE2T4 vV EHENAT, 14%) %D
REA— K NS
WOFITIX, HEDOIP 7 RLRIZEBRENDOINT 2 — R ANT U E2RLTWET, SHA R
R TIPT RLVAD I DT 7 EBATAHEE, 1 20u— R AT %07 KL RIZiX

PSS EEA, ERENDURLIGUT, P77 4 v 7 ZIELWV Web =2 Y XA L2
FLET,

177:RAEO— LK NS UHDRET 499 NAT (—xt %)

Host

ol :
QOUiSI@ Undo Translation

209.165.201.5 = 10.1.2.27

Undo Translation Ea
209.165.201.3 = 10.1.2.27

Undo Translation
209.165.201.4 = 10.1.2.27

Web Servers

4a & SRS

Web W — =% 8T 5T NA ADA U H—T 2 A ARGENTNDA LV F—T = ATV =
Jh (X2 VT4 V= FEREFAHF T AR ITN—T) BHDHI LR LET, =
OBITIE, A F—Tx2A A A7 V7 M) lindde] BL O loutsde] &V H£ARTOEF =
V74 V=V THHERELTWET, AV H T2 AFT V=7 NEEET DI, [
JoxH b+ (Objects) |>[AT Py FEE (Object Management) | Z IR LT b, [~
H—7 A A (Interface) ] ZER L F 7,

B O~y r7—9 7ELRZ®R
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BMOIYELY 7 ELR (R8T 4 v/ BENAT, 15%) £5omsa—r 1524 [

FIE

ATYT1 a— RN FGoh e~y BT T5T7 RLRICHL, Xy NI—7 A7V MEERLET,
a) [#72x¥ k (Objects) |>[#TP ¥ FEE (Object Management) | Z&ER L £,
b) aATUYDT—TANE [Fy hU—27 (Network) | ZiER L., [®vy kT—2 ZEM

(Add Network) 1>[A 72 x4 FDEM (AddObject) 1527V v 7 LET,

) 7T RLAZEZRLET,
Fv hT—27 A7V =7 MZ4HET (2L Z1E, myPublicIPs) ZfFH) T, Fv MU —7 &ipH
209.165.201.3-209.165.201.5 # A1 L £7,

New Network Object
Name

[ myPubliclPs ]
Description

Network

@ Host O Range O Network O FQDN

[ 209.165.201.3-209.165.201.5 ]

(] Allow Overrides

d) [fR1F (Save) 1227 U w7 LET,
ATV T2 a—= KR PHT LRy NT—2 ATV =7 MEERLET,
a) [®vy kT—5 ?DiEM (AddNetwork) [>[# TPz 9 bDEM (AddObject) 1427 U v

LET,
b) *v hI—2 37V MZ4ET (& 21X, myLBHost) ZfHF T, AA K 7 RLX

101227 % A1 LET,

| v k=0 7FLZZH [}



B 40~ o5 7ELR (R8T vV BBNAT, 1%48) EHOREBO— K A5 U4

c)

New Network Object

Name

I myLBHost ]

Description

Network

@ Host O Range

[ 10.1.2.27 ]

(O FQDN

O Network

(] Allow Overrides

[PRfF (Save) 1227 U w7 LET,

ATYT3 =R ARNTUHFDAZT 4 v 7 NAT i ELET,
[Devices> NAT] %#&&4R L. Firewall Threat Defense NAT "R U & — % {Ek 3 50, fEL F

a)

b)
©)

d)

e)

R
[L— DB (AddRule) 1227V v 7 LET,
WOTaRT 4 ZFHELET,

¢ [NAT /L—/L (NAT Rule) ]= H#) NAT L —/L,

«[# A7 (Type) ]= Static,

*y b7—4 7FRLREHR |

[f > ¥ —T = AL 7 =2 b (Interface Objects) ] T, IDEHEZRE LT,
[EETA L H—T = A A AT =7 b (Source Interface Objects) ] = inside,

s[5 A v H—T 2 A A FT =2 kb (Destination Interface Objects) | = outside,

[Z#i (Translation) | T, ROHEHEZRELET,

* [JtD%1E5C (Original Source) ]=myLBHost %~ kU —27 7= 7 |,

o [E#FEHDEET (Trandated Source) | >[7 KL R (Address) ]=myPublicIPs %

KO —2 T—F,

B O~y r7—9 7ELRZ®R
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Add NAT Rule

NAT Rule:

I Auto NAT Rule

-

Type:

[ Static

-

Interface Objects

Original Packet

Original Source:*

Translation PAT Pool

[ myLBHost

) +

Original Port:

[ TCP

-

[

]

f) [fR1F (Save) 127 Vv 7 LET,
ATw T4 [NAT /L—/L (NATrule) ] X—Y T[RTFE (Save) 1227V v 27 LET,

FIP. HTTP, & USSMTP D1 DB—7 LR (R— hERERELEZ27 v o aBNAD ]

Advanced

Translated Packet

Translated Source:

[ Address v ]

[myPuincIPs v ] —

Translated Port:

| ]

FTP. HTTP. 8K USMTP D= DEBE—7 FL X ((R— FEBREFHTE

L7=R % T« v BEj NAT)

WROR— NEWAFRE LT-AZT v 7 NAT OFITIX, VE—bF 2—HFFH—-DO7 FL AT
FTP, HTTP, BEXO'SMTPIZ7 7 EATE 5 X920 9, ZTb DV — NXFEBITIE,

TNFENRRDTNAAE LTEREOR Y U —7 BICHFELE TN, R— M EBAEHRE L
ABT 4 NAT V=V EIRET D e, HTH vy B 7P T RLRIEFEL T, 22
MOR— 2T 52 &N TEET,

xy ko= 7rL2ZESR



*y b7—4 7FRLREHR |

W re. TP, BEUSMIP OE0DOB—7 KLR (R— FEBRERE LIRS T 1 v 2 BB NAD

FIE

ATy T

18: R— FEBERTELI=RET 1YY NAT

Undo Translation
209.165.201.3:21 > 10.1.2.27

Undo Translation
209.165.201.3:25 —> 10.1.2.29

Undo Translation
209.165.201.3:80 — 10.1.2.28

SMTP server
10.1.2.29

HTTP server
10.1.2.28

48 HHEIIZ

YN T DT NAADA U E =T 2 A ABRFTENDA L F =T =2AA A FT V=7 |
(EX=2VT 4 Vv ERIFA L E—T A A ITN—T) BHDIEEMRLET, Z0Hf)
T, A H—T2A A AT V=27 b3 linddel BLO Toutside] &V H4RTOEF =Y

T4 = THDLERELTCVET, AV F—T oA AFT V27 FERETDITIE, [T
2xY b (Objects) |>[ATP ¥y FEE (Object Management) [ Z#ZIRL THH, [ ¥ —
7 = A A (Interface) | Zi&IR L F7,

FTPY— D%y NI =0 47V =7 FZER L ET,

a) [T Y b (Objects) |>[ATPxH FEHE (Object Management) | 38R L 9,

by IUTUYDT—TNANG [y hTU—2 (Network) [ Z&EIRL, [y kT—2 ZiEBM
(Add Network) 1>[A#F>x¥ FDEM (AddObject) 1 %27V v 7 LET,

) Xy NIV—=U AT V= MIARTEMNT (728 21E TFTPserver] ) . FTP #—/3— D
DOIP T FLA (101227 ZAHLET,

B O~y r7—9 7ELRZ®R



| ®ybro—9 7RLRZH

FIP. HTTP, & USSMTP D1 DB—7 LR (R— hERERELEZ27 v o aBNAD ]

New Network Object

Name

[ FTPserver ]

Description

| |

Network

@ Host O Range

[ 10.1.2.27 ]

(O FQDN

O Network

Allow Overrides

d) [fRfF (Save) 1Z27 U7 LET,

ATY T2 HTITP Y —N—DFy NT—7 47V =7 NAER L ET,

[y hT—5 DENM (AddNetwork) ]>[# TP x5 FDEM (AddObject) |27V v 7
Li—é—c

b) *v MU= ATV MIAHTEMT (72& 21E THTTPserver] ) . &AART FLZ

(10.1.2.28) # A LFET,

New Network Object

Name

[ HTTPserver ]

Description

Network

@ Host O Range O Network O FQDN
[ 10.1.2.28 ]

Allow Overrides

c) [frRfF (Save) 1%27 U7 LET,

ATV T3 SMTP H—N"—DFy NU—7 A7V =7 MafERLET,

[y FT—5DENM (AddNetwork) ]>[# 7P x5 FDEM (AddObject) |27V v 7
L7,

*y b= 7rL2ESR I



Fy kD=5 7 RLRAER |

B Fe. HTTP. BEUSMIPOEOOE—7 FLR (K— FEBERE LR 5 T4 v 5 BB NAT)

b) Xy NU—2 A7V =r MNIAHEMT (72L& 21 [SMTPserver] ) . RA 7 FL-R
(10.1.2.29) = AN LET,

New Network Object
Name

[ SMTPserver ]
Description

Network

@ Host O Range O Network O FQDN

[ 10.1.2.29 ]

Allow Overrides

c) [R1F (Save) 1227 U7 LET,

ATV T8 3OOV —N—IEHSNHE TV 7 IPT RVADF Y NT—7 7V Bk L%
R
a) [y bT—2®DEM (AddNetwork) [>[# T x- DB (AddObject) 1227 U v 7
LET,
b) Xy NV—27 FT7 V=7 MZART AT (7L 21F [ServerPublicIP)] ) . ARA FT RL-A
(209.165.201.3) # ASILET,

New Network Object

Name

[ ServerPubliclP ]

Description

Network

@ Host O Range O Network O FQDN
[ 209.165.201.3 ]

(] Allow Overrides

c) [PRfF (Save) 1%27 U >y 7 LET,

B #vr7—2 7RLRZH



| ®ybro—9 7RLRZH
FIP. HTTP, & USSMTP D1 DB—7 LR (R— hERERELEZ27 v o aBNAD ]

ATy TE FIP —_—DR— NEWEREL-AZT 4 v 7 NAT ZREL, FIP R— 2 BEHIZ~V v

v LET,
a) [Devices>NAT] Z3#R L, Firewall Threat Defense NAT 78 U 3 —Z{ERLT 57>, fREL £
T

b) [—vDENM (AddRule) 127V v 7 LT,
) DT NRT 4 ZRELET,
* [NAT /L—/L (NAT Rule) ]= H#Ej NAT /L —/1,

«[#A 7 (Type) ]= Static,

d) A ¥—TxAAFT V=7 & (Interface Objects) ] T, IROEHZHELET,
c[EETXA L H =T = A A FT V= ; (Source Interface Objects) ] = inside,

cBESA v H—T 2 A A ATV | (Destination Interface Objects) ] = outside,

e) [ZH#4 (Translation) ] C. IROIHEHZHRELFE T,
« [JEDFIEC (Original Source) ]=FTPserver % NV —27 A7 =7 K,

o [EBEHFDFIET (Trandated Source) | >[7 KL X (Address) ]=ServerPublicIP % v
]\ ]7‘—7%‘7‘1‘/“3:& ]\o

« [TtD7R— bk (Original Port) ]1>[TCP] =21,
- [E#FHR— b+ (Trandated Port) ] =21,

| v k=0 7FLZZH [}



v k=9 7 RLRZH |
W re. TP, BEUSMIP OE0DOB—7 KLR (R— FEBRERE LIRS T 1 v 2 BB NAD

Add NAT Rule ®
NAT Rule:
[ Auto NAT Rule ~ ]
Type:
[ Static ~ ]
Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[ FTPserver v ] + [ Address v ]
Original Port: [ServerPubHciP ~ ] +
[ ee - ] Translated Port:

E | E ]

Cancel n

f) [fR1F (Save) 127 Vv 7 LET,
ATYT6 HITP V—_—0DiR— NEWEZRE LT AX T 4 v 7 NAT &% L, HTTP R— h 2 HHIC
~ v BT LET,
a) [L—LDEM (AddRule) 1227V v 27 LET,
by ROTa T 4 EHELET,
¢ [NAT /b—/L (NAT Rule) ]= H#) NAT /L—/L,

s [# 47 (Type) ]= Static,

) (M —7=xAAF 7Y =2 I (Interface Objects) ] T, RDEH ZFE L £,
c[EEFITA v H—T =2 A A AT V=V b (Source Interface Objects) ] = inside,

s [BEEA v H—T A A ATV =7 bk (Destination Interface Objects) ] = outside.

d) [Z¥#: (Translation) ] C, ROEHZHRTELFET,
« [JTtDF155C (Original Source) ]=HTTPserver *~ N —27 A7 =7 b,

c [EfEHDFKIET (Trandated Source) 1>[7 FL X (Address) ]=ServerPublicIP %
D=2 F T2 b,

« [FTTD7R— b (Original Port) ]>[TCP] =80,
o [E#aFHR— b (Trandated Port) ] =80,

B O~y r7—9 7ELRZ®R |



| #ybo—9 7RLRZH

ATy 717

e)

FIP. HTTP, & USSMTP D1 DB—7 LR (R— hERERELEZ27 v o aBNAD ]

Add NAT Rule

NAT Rule:

| Auto NAT Rule

3

Type:

[ Static

|

Interface Objects

Original Packet

Original Source:*

Translation PAT Pool

[ HTTPserver

el

Original Port:

[ TCP

ISO

[*1F (Save) 127V v LET,

Advanced

Translated Packet

Translated Source:

[ Address

[ ServerPubliclP

v] +

Translated Port:

[80

]

SMTP Y — _R—D iR — FNEWEZRELIZAZT v 7 NAT ZRE L. SMTP "— b &2 HHIC
<7 LET,

a)
b)

c)

V= DEM (AddRule) 127 Vv 7 LET,
WDOTanRT 4 R ELET,

« [NAT /L—/L (NAT Rule) ]= E 8 NAT /L —/L,

«[ZA 7 (Type) ]= Static,

[f v —Tx2AAFT7 =7 b (Interface Objects) ] T, ROHEHZHRTE L ET,

c[EfETA H—T = A A AT V=7 ;b (Source Interface Objects) ] = inside,

s[5 A B —T 2 A A X T =2 ;b (Destination Interface Objects) | = outside,

d) [Z#: (Translation) ] C, ROWEHAZREL T,

s [JLD#15F 50 (Original Source) ]=SMTPserver * v U —27 47V =7 |,

c [EfEHDFKIET (Trandated Source) 1>[7 FL X (Address) ]=ServerPublicIP %
1\7_77‘[‘7?:1:7 ]\o

«[FTTDR— b+ (Original Port) ]>[TCP] =25,

o [E#iFHR— bk (Trandated Port) ] =25,

xy ko= 7rL2ZESR



B soccimecenszn g1+ 9o FHPAD

Add NAT Rule

NAT Rule:

| Auto NAT Rule

3

Type:

[ Static

|

Interface Objects

Original Packet

Original Source:*

Translation PAT Pool

[ HTTPserver

el

Original Port:

[ TCP

ISO

e) [tR1F (Save) 127 VU v/ LET,
AT w78 [NAT L—/L (NAT rule) | X— T [R1F (Save) 1227V v LET,

Advanced

Translated Packet

Translated Source:

*y b7—4 7FRLREHR |

[ Address

[ ServerPubliclP

v] +

Translated Port:

[80

]

SERICINCTRGDER (452 v U FH PAT)

WO, 2 O5OFR DY — 2T 78 AT D, 1012024 x> NU—7 EOFRA MERLE
T, ARA MR —,3209.165.201.11 127 78 295 &, EEEDOT KL A1E209.165.202.129: 75—
MBS N E T, RA FBY—,3209.165200225 127 7B AT HE, EEOT KL R

209.165.202.130: 48— MMIAEH SN E T,

B O~y r7—9 7ELRZ®R



| ®ybro—9 7RLRZH
kIS LCREBER (X1F3voFHean ]

19:R7525WET FLREZERT 5FENAT

Server 1 Server 2
209.165.201.11 209.165.200.225

Translation ¥ Translation
10.1.2.27—> 209.165.202.129 10.1.2.27—> 209.165.202.130

Dest. Address:
209.165.200.225

Dest. Address:
209.165.201.11

1a s BRI

PN RET DT NNAADA L H—T 2 A ANEFENDA L F—T oA AFTT TV b
(EFa2VT4 V=V FERFA T —T A A TN—T) BHDHILEHERLET, ZOH
T, AV X —Tx2A A AT V27 M Tlindde] BELO Tdmz) E WO A4RIOEX= U T o
V= THHERELTVWET, AV H—T oA AL TV FRETHIE, [P
2 bk (Objects) |>[#T x4 FEE (Object Management) | Z3&IR L, [ F—T = A A
(Interface) ] Z#IR L F7,

FIE

ATV NExy b=V HOR Y NI —0 A7 V=7 MEAERLET,
a) [TV b (Objects) |>[#T Py FEHE (Object Management) | 38R L 9,
b) IUTUYDT—TANG [y hU—2 (Network) | Z&ERL, [y kT—2 ZiEBM
(Add Network) 1>[#72x9 FDiEM (AddObject) 1 %7V v 7 LET,
) Xy hU—r FT7 Tz MIAHTZAHT (mylnsideNetwork 72 &) | EEEOR Yy T —7
7 RLA10.1.2.024 Z AL E T,

| v k=0 7FLZZH [}



Fy kD=5 7 RLRAER |

B soccimecenszn g1+ 9o FHPAD

New Network Object
Name

[ mylnsideNetwork ]
Description

Network

O Host O Range @ Network O FQDN

[ 10.1.2.0/24 ]

(] Allow Overrides

d) [fRfF (Save) 127 U7 LET,
ATYT2 DMZA Y bT—=7 1 DRy NI —27 A7V =7 bEFRLET,

a) [y bT7—9%EM (AddNetwork) 1>[A7>x¥ FDiENM (AddObject) 1227V v 7

Li‘é—o

b) *y NI —2 A7/ MZAHTZAHT (DMZnetworkl 72&) | Xy hU—27 7 KL R
209.165.201.0/27 Z A JJ L £¥ (255255255224 DY 7% v b <~ A7)

New Network Object
Name

[ DMZnetwork1 ]
Description

Network

O Host O Range @ Network O FQDN

[ 209.165.201.0/27 ]

Allow Overrides

c) [fRfF (Save) 1%27 U7 LET,

ATFY T3 DMZFY NU—Z 1OPAT 7 RLADFR Y NU—2 7 V=7 FNEERLET,
a) [#v FT7—49 %EM (AddNetwork) 1>[# 7> x4 FDiEM (AddObject) 227V v 7

LET,

B #vr7—2 7RLRZH



| #ybo—9 7RLRZH

RIS L TRGHER (4T3 v Y FHPAD)

b) Fv bU—7 ATV xs MIARTEMT (PATaddressl 72 L) | AL T FL2

209.165.202.129 # AJ1 L £,

New Network Object

Name

[ PATaddress1 ]

Description

| |

Network

@ Host O Range O Network O FQDN

[ 209.165.202.129 ]

(] Allow Overrides

c) [R1F (Save) 1227 U > 7 LET,
ATV T4 DMZ Xy N7 2DF%y NU—7 7V =7 FEERLET,

a) [Ry kT—4%EM (AddNetwork) [>[# TS x4 D&M (AddObject) 1227 Y v

L/iﬁ_o

b) *v hI—2 3TV MIAHTZNAT (DMZnetwork2 72 &) | v U —2 7 FL A

209.165.200.224/27 Z ANJ3 L £9 (255255255224 DY T Xy k=R 7)

New Network Object
Name

[ DMZnetwork?2 ]
Description

Network

O Host O Range @ Network O FQDN

[ 209.165.200.224/27 ]

(] Allow Overrides

c) [R1F (Save) 1227 U7 LET,

Ty bT—9 T RLREHR
I



*y b7—4 7FRLREHR |

B soccimecenszn g1+ 9o FHPAD

ATFY TS DMZ %> NU—Z2DOPAT 7 RLADFR Y NU—2 7V =7 FEERLET,

ATvT6

a)

b)

<)

[y kT—%5 %EM (AddNetwork) [>[A 72 x5 FDEM (AddObject) 1227 U v 2
LET,

Fv NU—7 3TV =7 MIARITZMT (PATaddress2 72 Y) . A K 7 KL &
209.165.202.130 Z A L £,

New Network Object

Name

[ PATaddress2 ]

Description

Network

@ Host O Range O Network O FQDN
[ 209.165.202.130 ]

(] Allow Overrides

[fR7F (Save) |27 U w7 LET,

DMZ %y hU—27 1DXAF v 7 FEIPAT ZRELFET,

a)

b)
¢)

d)

[Devices> NAT] # 34 L, Firewall Threat Defense NAT 7~ U o —Z{Epk3 22>, fath L &
ﬁ—O
[b—/vDiEN (AddRule) 1Z227 YV v LET,
ROTaRT 4 HRELET,
+ [NAT /L—/L (NAT Rule) ]= F#j NAT /L—/L (Manual NAT Rule) ,

s [# A7 (Type) ]=Dynamic,

[f > Z—T=2A AL 7 =7 § (Interface Objects) | T, IROHEHZRELET,
c[EEILA L F—T 2 A A F T Y= b (Source Interface Objects) ] = inside.

s [BEeA X —T7 A A A7 Y=/ b (Destination Interface Objects) ]= dmz,

[£#2 (Translation) ] T, ROHEHEZRELET,
s [JEDFIE5C (Original Source) ]=mylnsideNetwork % v bV —27 47V =7 k,

s [EfEInTEETT (Transdated Source) | >[7 FL X (Address) ]=PATaddressl 1
NOD—I AT b,

B O~y r7—9 7ELRZ®R



| #ybo—9 7RLRZH

kIS LCREBER (X1F3voFHean ]

« [FTTD3ESE (Original Destination) |>[7 KL X (Address) ]=DMZnetworkl %> h U —

IHX TV b,
o [ZEHa35 A D% (Translated Destination) |=DMZnetworkl > NV —727 47V =7
Fo
GE)

ST R LR BT HMEIRNZD, LD T R LR BB OSEET LA
WHEILT7T RLAZIRETDHZLICED, TAT T 4T 4 NAT ZRETHLERD
DNET, F—bF 74—V FEITNTEHOEFICLTEBEET,

Add NAT Rule ®
NAT Rule:
[ Manual NAT Rule v ]
Insert:
[ In Category v ] [ NAT Rules Before A4 ]
Type:
[ Dynamic ~ ]
Enable
Description:
Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[mylnsideNetwork v ] + [Address v ]
Original Destination: [ PATaddressl G ] o
[ Ardress - ] Translated Destination:
[DMZnetwork1 v ] + [DMZnetworH v ] +

Cancel m

f) [R1F (Save) 127 Vv 7 LET,
ATYT1 DMZ Xy NT—27 2D A F I v 7 FHPAT i E L ET,
a) [L—/LDEM (AddRule) 1227V v 27 LET,
b) WOT T 4 &#HELET,
« [NAT /b—/L (NAT Rule) ]= F-#) NAT /L —/L (Manual NAT Rule) .

«[# A7 (Type) ]=Dynamic,

) (M H#—7xAAFT V=7 | (Interface Objects) ] T, IROIHHZFHE L E7,

Ty bT—9 T RLREHR
I



v k=9 7 RLRZH |
B soccimecenszn g1+ 9o FHPAD

s [EfFETAVH—T A A AT/ ~ (Source Interface Objects) ] = inside,

s [BEeA v H—T A A AT =7 bk (Destination Interface Objects) ]= dmz,

d) [Z# (Translation) | C, WOHEHEEZHELET,
s [JED%{E 5t (Original Source) ]=mylnsideNetwork %> h U —2 7V x= 7 K,

c[ZEfaEShz%{E (Transated Source) ] >[7 FL R (Address) ]= PATaddress2 1 v
]\ Uh‘y j‘[‘j‘»‘/ol 7 ]\o

 [;tD%E5E (Original Destination) ]>[7 FL X (Address) ]=DMZnetwork2 k> k7 —

IHFTV =Tk,
o [EHLE A DS (Translated Destination) ]=DMZnetwork2 R NV —727 7 V=7
]\ o
Add NAT Rule ®
NAT Rule:
[ Manual NAT Rule v ]
Insert:
[ In Category v ] [ NAT Rules Before v
Type:
[ Dynamic v ]
Enable
Description:
Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[mylnsideNetwork v ] + [Address v ]
Original Destination: [ PATaddress? < ] i
[ Addisss - ] Translated Destination:
[DMZnetworkZ v ] + [DMZnetwork2 v ] i

Cancel m

e) [fR1F (Save) 127 Vv 7 LET,
ATw S8 [NAT /L—/L (NATrule) ] X—Y C[RTFE (Save) 227V v 7 LET,

B O~y r7—9 7ELRZ®R |



| #ybo—9 7RLRZH
AT KLRBEUR— FBLTRAESER (F1F+2voFmeaD [

SEET FLABEIUVR— MWL TERLGLIER (FM1FIvIFH

PAT)
RO, EETLAR— P BLOSER— FOEAFIZRLET, 10.1.2.024 x>y T —27 DR
A X Web —E R & Telnet Y —EADOMFEZRMET 51 DOFRANMITZ7EALET, &K
A R Telnet P —E RAZRDTH— T 7BATHE, EBEOT F L A13209.165.202.129:port
WCEBENET, FARR Web P —ERAZRO TR LY — T 78R THE, EFEOT K
L A 13 209.165.202.130:port (IZEH I N E T,
20: 215 55%uR— N EERT 5 FENAT
Web and Telnet server:
209.165.201.11
—
L
M\
Internet )
_’\____/—J
Translation e Translation
10.1.2.27:80—> 209.165.202.129 10.1.2.27:23 —=»209.165.202.130
r_/“”_x‘\
C Insid
nside )
10.1.2.0/24
Web Packet — Telnet Packet
Dest. Address: I:l! Dest. Address:
209.165.201.11:80 | ==~ 209.165.201.11:23
0.1.2.27
I8 BRI
PN BT DT NS ADA L H =T 2 A ANEGENDA LV H—T 2 A A FT V=7 b
(X2 VT4 V=V FERIFIA L E—T oA A TN—T) BDbHIEEHRLET, Z 0O
T, AV H—T A A FT7 V=7 M lindde] BLO ldmz) E WO L4RIOEF2 VT«
V= THDHERELTCNWET, fVH—T 2 AL TVl FERET DI, [FTPx
2 b (Objects) 1>[#TPxH FEIE (Object Management) | ZER L, [ ¥ —T = A A
(Interface) ] Z R L £ 7,
Flg

ATYT1 NE XY hU—F Oy NU—7 7027 NE{ERLET,
a) [#72x¥ k (Objects) |>[#T Py FEE (Object Management) ] Z&IR L £,

v k=0 7FLZZH [}



Fy kD=5 7 RLRAER |

B o7 FLRB LR ML TRASER (X1 F3 v Y FHPAD

b) ITUYVDT—TANG [y FU—2 (Network) ] Z&IR L. [y kT—%5 B
(Add Network) 1>[# 7% FO:&M (AddObject) 147 U v 7 LET,
) Xy NIV—2 A7V xr MIARITZ(TT (mylnsideNetwork 72 &) | EEEOFR >y hT—7

7 RLZ210.1.2.024 Z A LET,

New Network Object

Name

[ mylnsideNetwork ]
Description

Network

O Host O Range @ Network
[ 10.1.2.0/24 ]

(] Allow Overrides

d) [f&fF (Save) 127 U7 LET,

() FQDN

ATV T2 Telnet/Web hr—"—DFy b —2 A7V =7 Ml LET,
a) [®y FT—%4 %BM (AddNetwork) ]>[4 T x4 FDEM (AddObject) 1227 U v 7

Li‘é—o

b) Ry MU= FT7 V=2 MIARTZATT (TelnetWebServer 72 &)

209.165.201.11 Z AJJ L £77,

New Network Object

Name

[ TelnetWebServer ]
Description

Network

@ Host O Range O Network

[ 209.165.201.1 ]

(] Allow Overrides

IRAR T RLA

() FQDN

B v+ 7—9 7FLRESR



| #ybo—9 7RLRZH
AT KLRBEUR— FBLTRAESER (F1F+2voFmeaD [

c) [PrRfF (Save) 1&27 U >y 7 LET,

AT T3 Telnet 45 & &1L, PATT KRLADX Y NU—0 ATV =7 FE/ER L E9,
a) [#v FT—49 %EM (AddNetwork) 1>[# 7> x4 FDiEM (AddObject) (227 VU v 7
LET,
b) Xy NI—2 7= MZARHITZAHT (PATaddressl 72 &) | A K 7 KL&
209.165.202.129 # A1 L £,

New Network Object
Name

[ PATaddress1 ]
Description

Network

@ Host O Range O Network O FQDN

[ 209.165.202.129 ]

(] Allow Overrides

c) [fRfF (Save) 1&27 U >y 7 LET,

ATFw T4 HITP T AL X3, PAT T FLADXy NU—27 7V =27 FEERLET,
a) [y kFT7—2 %EM (AddNetwork) ]>[# 79 FDiEM (AddObject) 1227V v 7
LET,
b) *v NI —2 A7 MZARHITZAHT (PATaddress2 72 &) | A K 7 KL X
209.165.202.130 # AJ1 L £,

| v k=0 7FLZZH [}



B o7 FLRBEUR— ML TREAZS (X 4F 3 v s FHPAD

¢)

New Network Object

Name

[ PATaddress2 ]

Description

Network

@ Host O Range O Network O FQDN
[ 209.165.202.130 ]

(] Allow Overrides

[fRfF (Save) 1227 U w7 LET,

ATV TS5 Telnet 7 7B ADXAF I v 7 FHPAT 2% E LE T,

a)

b)
c)

d)

*y b7—4 7FRLREHR |

[Devices> NAT] # &R L. Firewall Threat Defense NAT R U > —ZEp3 50>, Mg L &
bd‘o

[L—v DB/ (AddRule) 1227V v 7 LET,
ROTvNT 4 ZEELET,

+ [NAT /L—/L (NAT Rule) ]= F#j NAT /L—/L (Manual NAT Rule) .

o [# A7 (Type) ]=Dynamic,

(A% —T7xA A4 7= | (Interface Objects) | T, IDHHZHE L ET,

s [EFEIA VH—T A A AT/ |k (Source Interface Objects) ] = inside,

s [BEoA v H—T 2 A A AT Y=V & (Destination Interface Objects) ] = dmz,

[Z# (Translation) ] C, IROHEHZRE L ET,

s [JEDFIETC (Original Source) ]=mylnsideNetwork %> kT —2 + 77 K,

s [EfrEINTEETT (Trandated Source) | >[7 FL X (Address) ]= PATaddressl 1

NOD—OF TV K,

s [;tD3E%k (Original Destination) ] >[7 FL X (Address) ]= TelnetWebServer & > k

U— 0 F 727 b,

o [EHLE A OFEE (Translated Destination) ]=TelnetWebServer %> NV —2 47 V=7

o

s [JLD%ESEA— K (Original Destination Port) |=TELNET 7"— h A7 V=2 b (VAT

LER)

B O~y r7—9 7ELRZ®R



| #ybo—9 7RLRZH

BT FLABEUR— ML TREAER (F4+3voF5rAD [

o [ZEHaE A D%E AR — b (Translated Destination Port) ]=TELNET "— k A7 Y= 7 |
(AT LERE)
G¥)
5657 FUAETIFIR— FEEH LN, TTDT RL R EBEHELDEHET KL
AIZF LT RLVAZFEEL, TOR— N EEBREHLOFR— MR CLAR— M EEET D
LIS T, TAT T 4T 4 NAT X ETHLERH D £,

Add NAT Rule ®
Enable
Description:

Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[ mylInsideNetwork v ] + [Address v ]
Original Destination: [PATacIdress1 & ] +
[ Aass - ] Translated Destination:
[TelnetWebServer v ] + [Te\netWebServer v ] +
Original Source Port: Translated Source Port:
[ -]+ [ =) +
Original Destination Port: Translated Destination Port:
[TELNET v ] - [TELNET ad ] =

Cancel m

f) [fR1F (Save) 127 Vv 7 LET,
ATYT6 Web 7 7 EADKAF I v/ FE)PAT ZRE LT,
a) [b—/v®iBH (AddRule) 1227 VU v LET,
by WOT o NT 4 ZFELET,
+ [NAT /L—/L (NAT Rule) ]= F#j NAT /L—/L (Manual NAT Rule) .

«[# A7 (Type) ]=Dynamic,

) [Mv¥—T7xAALT7 =2  (Interface Objects) | T, OHEHBZHELET,
s[EETAH—T A A AT/ | (Source Interface Objects) ] = inside,

[BEEA L H—T A A AT =7 b (Destination Interface Objects) ] = dmz,

d) [£#: (Translation) | T, WOHEHEZHRTELET,

Ty bT—9 T RLREHR
I



v kI—42 7 RLRER |

B o7 FLRB LR ML TRASER (X1 F3 v Y FHPAD

« [JEDFIE5C (Original Source) ]=mylnsideNetwork %>~ bV —27 47V =7 k,

[EEI =& ET (Trandated Source) 1>[7 FL X (Address) ]=PATaddress2 = v
N =2 F T R,

« [7tD%EFk (Original Degtination) 1 >[7 FL X (Address) | = TelnetWebServer % » h
U— 0 %77 b,

o [ a3 A D% (Translated Destination) ] = TelnetWebServer %> KU —2 47V =7

Fo
s JtD%iseA—  (Original Destination Port) |=HTTP "— h 7Y =27 b (VAT A
) .

o [BHLE B DFES AR — N (Translated Destination Port) |=HTTP AR— h A7 V=7 kb (&
AT DEFE) o

Add NAT Rule ®
Enable
Description:

Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[ mylnsideNetwork v J + [ Address v ]
Original Destination: [PATaddressZ » ] -+
[ i - ] Translated Destination:
[TelnetWebServer v ] + [TelnetWebServer v ] +
Original Source Port: Translated Source Port:
[ || [ JE:
Original Destination Port: Translated Destination Port:
[HTTP v ] + [HTTP v ] +

Cancel m

e) [fR1F (Save) 127V w7 LET,
AT w771 [NAT L—/b (NAT rule) | X— T [#R1F (Save) 1227V v LET,

*y rI—9 7 FLREH
T I
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NAT 5 KUY A bY—H 4 VPN

Management Center ® VPN 7  #— REZHEH L TR Y > —_X—2D% 4 M VPN Z{Efk3 %
Bt (T34 A (Device) 1> [V ~# (Site To Site) 1) . [NAT#E% (NAT Exempt) | 47
Va rEERL OV—LEBEMICER CTEEd, NATHR Y > —— ([T/34 A (Device) ]
> [NAT] > [NAT#[% (NAT Exemptions) ]) T7 /3A AD NAT %z &R R TEEF, VPN U o
P— R T NAT fbra % E L WHE X, IROFNET NAT Sz c&E £,

The following figure shows a site-to-site tunnel connecting the Boulder and San Jose offices. For traffic
that you want to go to the Internet (for example from 10.1.1.6 in Boulder to www.example.com), you need
a public IP address provided by NAT to access the Internet. The below example uses interface PAT rules.
However, for traffic that you want to go over the VPN tunnel (for example from 10.1.1.6 in Boulder to
10.2.2.78 in San Jose), you do not want to perform NAT; you need to exempt that traffic by creating an
identity NAT rule. Identity NAT simply translates an address to the same address.

21: Interface PAT and Identity NAT for Site-to-Site VPN

WOENL, Firewalll ((R—L#—) OHEE T LET,

1R BRI

VPN ADT A ZNZKHNET HA VB —T 2 A ANRFENTNDA L E =T 2 A A FT V=
M (X2 VT V= FREIA T =T 2 A A TN—T) DD EEWRALET, 20O
BITlE, £ v Z—TxAAFT V=2 M, Firewalll (R—VF—) A F—T = A ATHIE
7% inside-boulder 35 X (Moutside-boulder & W) A4FTOEXF 2T 4 V=0 ThD ERELE
T, AV HF—T 2 A AFT V27 FERETHITE, [TV P kb (Objects) |>[#TPx
2 FEE (Object Management) | #JINL T H, [4 ¥ —7 = A A (Interfaces) | ZiBIN L
E3

| v k=0 7FLZZH [}
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FIE

ATV T SFESERFXY NI I EERTHITE, AT V=7 FEERLET,
a) [TV b (Objects) |>[# TPy FEE (Object Management) | ZEIR L 7,
b) H&MS[Fv hT—2 (Network) [%#EHRL T, [Rv kT—2 DEM (AddNetwork) 1>
[Tz FDEM (AddObject) 1227V v 27 LET,
) R—NH—WNEFy NT—T ZRFELET,
Iy NU—7 AT xr NZ4HD (72 & 21X, boulder-network) #fHiJ T, *v hU—7
7 KL A 10.1.1.024 Z AL E T,

New Network Object

Name

I boulder-network ]

Description

Network

O Host O Range @ Network O FQDN

I 10.1.1.0/24 ]

(] Allow Overrides

d) [fR1F (Save) 1227V v LET,
e) [y b= DiEM (AddNetwork) |>[#T>x¥ FDiENM (AddObject) 1527V v 7
LT, Wi EBEXxy b= 2 ERLET,

Fy NU—27 3TV MIA4ART (T2 & 21X, sanjose-network) #fJ1F T, X hU—7
7 R 21022024 # A LET,

B O~y r7—9 7ELRZ®R
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New Network Object

Name

I sanjose-network ]

Description

Network

O Host O Range @ Network O FQDN
I 10.2.2.0/24 ]

(] Allow Overrides

[PRAF (Save) 1227 VU v 7 LET,

AT w2 Firewalll ((R—1&—) ETVPNRHETYH L BiIZanos5mse,. A—AA— Ry NT—7 D
FET AT T 4T 4 NAT ZRELFE T,

a)

b)
c)

d)

[Devices> NAT] % &R L. Firewall Threat Defense NAT 7R U > —ZEp3 50>, gL &
—é‘o
V=L DENN (AddRule) 1227 VU v LET,
ROTTNT 4 ZRELET,
¢ [NAT /b—/L (NAT Rule) ]= F&j) NAT /L —/L (Manual NAT Rule) .

o [# A7 (Type) ]= Static,

(A% —T7xA A4 7= | (Interface Objects) | T, IRDOEHZHE L ET,
c[EEXA L H—T =2 A A AT =2 b (Source Interface Objects) ] = inside-boulder,

s [BEfeA v H—T A AF TV N (Destination Interface Objects) ]=outside-boulder,

[£#2 (Translation) ] T, ROEHEZRELE T,
» [JTtD%{E7E (Original Source) ] = boulder-network 47 = 7 k,

o [EHREHDEET (Trandated Source) | >[7 FL R (Address) ] =boulder-network
FTx R,

« [7tD%EFk (Original Detination) ]>[7 KL X (Address) ]=sanjose-network 47 3 =
7 R

o [EHLE A DFEYE] = sanjose-network 47 V= 7 K,
GE)

v k=0 7FLZZH [}
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SETET R VA BMT DLW 2D, JTEOET KU R EEWLOET KA
WIRILT RVARZBETDHIEICED, TA4AT T 47 4 NAT 2% ET HLENH
DET, F—F 74—V RETRTEMOETFICLTEEET, 20— iE, #E
JCESESEDWITIZT AT T 47 4 NAT Zi% € L£7,

f) [FFM (Advanced) ] T[sA > ¥ —7 =4 ATF ¥ ARP/: L (Do not proxy ARP on
Destination interface) ] % 3®I L £7,

Add NAT Rule
NAT Rule:
[ Manual NAT Rule v ]
Insert:
[ In Category v ] l NAT Rules Before v
Type:
[ Static v ]
Enable
Description:
Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[ boulder-network v ] + [Address v ]
Original Destination: [boulder—network . ] §
[ Addrese M ] Translated Destination:
[sanjose—network v ] + l sanjose-network v ] +

g) [fR1F (Save) 127 U w7 LET,
ATY 73 Firewalll (R—¥—) ECTHMA—LL—Fy bT—=7 DA Z—Fy MIALHE, T8
BAFIv I A H—T oA APAT i ELET,
a) [L—/ADEM (AddRule) |27V v 27 LET,
by ROTa T 4 ERELET,
 [NAT /L—/L (NAT Rule) ]= F#) NAT /L—/L (Manual NAT Rule) .
«[# A 7 (Type) ]=Dynamic,

s [fFAL—/L (InsertRule) =MDV —N Dk OALEDONLE, Z DA — WHHEEDSE
K7 R R SN D 7=8, sanjose-network & 56%¢ & L CEH 35 /L— L3 Z dL—
JVORNIKDLENH Y £3, £ 9 ThIFIIX, sanjose-network /L—/ /LT Kz IZ—EL
THZERDY EHA, T 74/ FTIEL, #H LOFE) NAT L— L% [HE) NAT OFHi
{Z NAT /L—/L (NAT Rules Before Auto NAT) | &7 v a v OFBICEHEEINET,

B v+ 7—9 7FLRESR
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) (M F#—7=xA4AFT V=7 b (Interface Objects) ] T, IROHEHZHTE L £,
c[EETA v H—T = A A F TPV b (Source Interface Objects) ] = inside-boulder,

s [BEdA v H—T 2 A AF TV =7 (Destination Interface Objects) ]=outside-boulder,

d) [%£#: (Translation) | C, ROEHZHELET,
s [JEPPE[E 6 (Original Source) | = boulder-network 47 = 7 |,

o [EHE A DE(ETE (Translated Source) =%+ > % —7 = A AP (Destination Interface
IP) , ZOF T arTlE, kA v F—T 2 A AFT V=7 MIEENTVEA
B—T A AEMHLT, A —T7 2 APAT ZRELET,

« [TD3E% (Original Destination) 1 >[7 FL X (Address) |=1L& (ZHDOEFE) .

o [ D565 (Translated Destination) |={E& (ZEEHOFEF) ,

Add NAT Rule
NAT Rule:
[ Manual NAT Rule v ]
Insert:
[ In Category v ] I NAT Rules Before v ]
Type:
[ Dynamic v ]
Enable
Description:
| )
Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[ boulder-network v ] + Destination Interface IP v
Original Destination: I sinAhterfice
[Address v ]

e) [fRTF (Save) 127 Vw7 LET,
AT w74 Firewall2 (SanJose) HLEH L TWAHEAIL. DT A AZHLRBEONL— IV EHRETE 7,

s FEYT AT 2T 47 4 NAT L— L D% 541%, boulder-network % %65 & 9~ % sanjose-network
T, Firewall2 WERAMES R v b U =27 FIICHT LA v H =T = A ATV =7 b 2Bk
L/ i ‘é‘o

| v k=0 7FLZZH [}
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« FEE AT IV A4 H—T A APATL—/L DAL, any 2 %35 & 35 sanjose-network
b@‘g_o

Rewriting DNS queries and responses using NAT

You might need to configure the Firewall Threat Defense device to modify DNS replies by replacing the
address in the reply with an address that matches the NAT configuration. You can configure DNS
modification when you configure each translation rule. DNS modification is also known as DNS doctoring.

This feature rewrites the address in DNS queries and replies that match a NAT rule (for example, the A
record for IPv4, the AAAA record for IPv6, or the PTR record for reverse DNS queries). For DNS replies
traversing from a mapped interface to any other interface, the record is rewritten from the mapped value
to the real value. Inversely, for DNS replies traversing from any interface to a mapped interface, the record
is rewritten from the real value to the mapped value. This feature works with NAT44,NAT 66, NAT46,
and NAT64.

Following are the main circumstances when you would need to configure DNS rewrite on a NAT rule.

* The rule is NAT64 or NAT46, and the DNS server is on the outside network. You need DNS rewrite
to convert between DNS A records (for IPv4) and AAAA records (for IPv6).

» The DNS server is on the outside, clients are on the inside, and some of the fully-qualified domain
names that the clients use resolve to other inside hosts.

» The DNS server is on the inside and responds with private IP addresses, clients are on the outside,
and the clients access fully-qualified domain names that point to servers that are hosted on the inside.

DNS rewrite limitations
Following are some limitations with DNS rewrite:

* DNS rewrite is not applicable for PAT because multiple PAT rules are applicable for each A or
AAAA record, and the PAT rule to use is ambiguous.

* If you configure a manual NAT rule, you cannot configure DNS modification if you specify the
destination address as well as the source address. These kinds of rules can potentially have a different
translation for a single address when going to A vs. B. Therefore, the can not accurately match the
IP address inside the DNS reply to the correct twice NAT rule; the DNS reply does not contain
information about which source/destination address combination was in the packet that prompted the
DNS request.

* You must enable DNS application inspection with DNS NAT rewrite enabled for NAT rules to rewrite
DNS queries and responses. By default, DNS inspection with DNS NAT rewrite enabled is globally
applied, so you probably do not need to change the inspection configuration.

» DNS rewrite is actually done on the xlate entry, not the NAT rule. Thus, if there is no xlate for a
dynamic rule, rewrite cannot be done correctly. The same problem does not occur for static NAT.

* DNS rewrite does not rewrite DNS Dynamic Update messages (opcode 5).

The following topics provide examples of DNS rewrite in NAT rules.

B O~y r7—9 7ELRZ®R
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DNS64 /& Z{E1E

onses i E |

The following figure shows an FTP server and DNS server on the outside IPv4 network. The system has
a static translation for the outside server. In this case, when an inside IPv6 user requests the address for
ftp.cisco.com from the DNS server, the DNS server responds with the real address, 209.165.200.225.

Because you want inside users to use the mapped address for ftp.cisco.com (2001:DB8::D1AS5:C8EI,
where D1A5:C8E] is the IPv6 equivalent of 209.165.200.225) you need to configure DNS reply
modification for the static translation. This example also includes a static NAT translation for the DNS
server, and a PAT rule for the inside IPv6 hosts.

ftp.cisco.com
209.165.200.225
DNS Server Static Translation on Inside to:

. 209.165.201.15 2001:DB8::D1A5:C8E1
Static Translation on Inside to:

2001:DB8::D1A5:C90F

\[ Dest Addr. Translation
1 2001:DB8::D1A5:C8E1—> 209.165.200.225
A

Security Device

DNS Reply Modification
209.165.200.225—>2001:DB8::D1A5:CBE1

User:
2001:DBS8::1
PAT Translation on Outside to:
209.165.200.230

48 HHEIIZ

THAA RCHIET oA B =T 2 A AREENTNDA LV F =T =2A AFT V=2 b (EFa
VT = ERFA A —T oA A ITN—T) BNoHHZLalRB LET, ZOBTIE, A
V=T 2 ZAAT V=2 W linddel BLU loutsidel] L) ARIOEF 2T ¢V~
THHERELTVWET, AV X =T 2 AFT V=7 "NEFETHITE, (TP b
(Objects) 1>[A#TPxH FEE (Object Management) | #RINL T b, [f ¥ —T =A
A (Interface) | Z R L £7,

xy ko= 7rL2ZESR
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FIE

*y b7—4 7FRLREHR |

ATFv 1 FTP h—"— DNS —_— WXy hU—7, BXOPAT 7= VD31 y NU—7 47
V:J:7 b%‘f’ﬁzﬁibijﬁo

a)
b)

c)

d)

[#T72xy b (Objects) |>[# TPy FEE (Object Management) | IR L 7,

ATV DT—=TNE [Fy hT—27 (Network) | ZRIRL, [y FT—9 &8N
(Add Network) 1>[# 729 FDiEM (AddObject) 1 %7 Vv 7 LET,

ERED FTP —— 7 FL A% EH LET,

Xy NU—7 TVl MIARTEMT (fip_server 72 L) | ARA N 7 RLA
209.165.200.225 # AJJL£7,

New Network Object

Name

[ ftp_server ]

Description

Network

@ Host O Range O Network O FQDN

I 209.165.200.225 ]

(] Allow Overrides

[fR1F (Save) 1227V v/ LET,
[y FT—%4 %ENM (AddNetwork) 1>[Z#7 9 FDiEM (AddObject) 1227 VU v~
7 LT, FTP r—R_—DEHaEH IPv6 7 RLAZER L ET,

Xy NT—=7 A7V MIARITZMT (fip_server v6 72 &) | ARA N 7 KL A
2001:DB8::D1A5:C8E1 # A/ L ¥4,

B O~y r7—9 7ELRZ®R
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g)

h)

)

onses i E |

New Network Object

Name

[ ftp_server_v6 ]

Description

| |

Network

@ Host O Range O Network O FQDN

[ 2001:DB8::D1A5:C8E1 ]

(] Allow Overrides

(-1 (Save) 1227 Vw7 LET,
[y kT—2 %EM (AddNetwork) 1>[#T 2 x4 FDEM (AddObject) 1527 U >
7 LT, DNS #—R_—DEEDOT RLAEZELRLET,

Xy NI—=27 A7 2= MIATTZAMT (dns_server 2 E) | RA N 7 LA
209.165.201.15 # A ) L £7°,

New Network Object
Name

[ dns_server ]
Description

Network

@ Host O Range O Network O FQDN

[ 209.165.201.15 ]

(] Allow Overrides

[R1r (Save) 127 Vv 7 LET,
[y hT—%5 %EM (AddNetwork) >[4 79 FDiEM (AddObject) 12727 VU v~
7 LC, DNS —_—DEHFEH»IPv6 7 RL AZTEZRLE T,

*y b= 7rL2ESR I
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i)
k)

)

Xy NI—27 A7V MZARTZAT (dns_server v6 72 L) | RA K 7 RL-X
2001:DB8::D1AS:C90F # AJ L £9 (Z 2T, DIAS:COOF X IPv6 DA 0 209.165.201.15
‘G—a—) o

New Network Object

Name

[ dns_server_vb ]

Description

| |

Network

@ Host O Range O Network O FQDN

[ 2001:DB8::D1A5:C90F ]

(] Allow Overrides

[R1F (Save) 1272 U w7 LET,
[ bT—%5 %EM (AddNetwork) >[4 T x4 FDEM (AddObject) 1 %27 VU v
7 1LT, NENIPV6 2y NU—7 2 TEELET,

Xy NU—27 A7V MCA4RD (inside v6 72 &) ZfHTF, £y hU—2 7 KL=
2001:DB8::/96 # A1 L E7,

New Network Object

Name

[ inside_vé ]

Description

| |

Network

O Host O Range @ Network O FQDN

[ 2001:DB8::/96 ]

(] Allow Overrides

[PrAF (Save) 1227 U v 27 LET,

B #vr7—2 7RLRZH
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ATy T2

n)

onses isz5E [

[y kT7—5 %EM (AddNetwork) 1>[AT x4 FDEM (AddObject) 1527 U >
7 L. NEIPV6 X RT—2Z D IPVAPAT F— L% EFHR L FE T,

Xy NU—7 F TV =l NZ4RTEMT (ipvd pool 72 E) | 4 209.165.200.230 ~
209.165.200.235 Z A1 L £9,

New Network Object
Name

[ ipv4_pool ]
Description

Network

@ Host O Range O Network O FQDN

[ 209.165.200.230-209.165.200.2... ]

(] Allow Overrides

[PRAF (Save) 1227 U v 7 LET,

FTP Y —/"—D7=H D, DNSIEIEEZRE LIZAXT 4 v 7 NAT V— )V ERELET,

a)

b)
©)

d)

[Devices> NAT] %% L, Firewall Threat Defense NAT 7R U > —&1E 3570, WELE
D
[L—v@DENN (AddRule) 1227 VU v LET,
ROTaRXT 4t HRELET,
* [NAT /b—/L (NAT Rule) ]= HE) NAT /L—/L,

o [# A7 (Type) ]= Static,

(Mo #—7xA A% 72 bk (Interface Objects) ] T, IDEHEZHE L ET,
c[EETA L H—T = A A ATV b (Source Interface Objects) ] = outside,

s [BBYEA v H—T A A AT/~ (Destination Interface Objects) ] = inside,

[Z5#& (Translation) ] C, ROEBZHRELFT,
s [JLDFEIEIC (Original Source) = fip server 1y NV —27 A7V =7 |,

s [EE %S (Transated Source) |>[7 FL R (Address) ]=ftp server v6 %
NOD—TF T K,

v k=0 7FLZZH [}
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Add NAT Rule

NAT Rule:

[ Auto NAT Rule

-

Type:

[ Static

-

Interface Objects

Original Packet

Original Source:*

Translation PAT Pool

[ ftp_server

7] &

Original Port:

[ TCP

-

|

]

Advanced

Translated Packet

Translated Source:

[ Address

[ ftp_server_v6

Translated Port:

[

f) [FEM (Advanced) ] T, AFOA T v a VAR L £,
s [Z2DN—/WZ—FT % DNS )& 4 254 (Translate DNS replies that match this rule) ],

o[y M~ B2 (Netto Net Mapping) 1. 1 %f 1 0 NAT46 ZH#TH 5728 T,

g [OK]ZZ7 VU v7 LET,

ATY T3 DNSH—_"HDRAETF 4 v 7 NAT L— L ZHRELET,

a) [L—LDEM (AddRule) 1227V v 27 LET,
by WOT N T 4 ZFRELET,

* [NAT /b—/ L (NAT Rule) ]= H&E) NAT /L —/L,

«[# A7 (Type) ]= Static,

) (M #—TxAAFT7 =7 I (Interface Objects) ] T, KDHEHZHELET,
c[EEFITLA v H—T = A A ATV x=7 b (Source Interface Objects) ] = outside,

c[BEEA L H—T A A A7V x=7 b (Destination Interface Objects) ] = inside,

d) [£#: (Translation) ] T,
« [JTtDF157C (Original Source) ]=dns server R N —27 A7 =7 K,

WOHHAZHRELET,

B +vr7—Y 7RLREH
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s [EEInfEE T (Trandated Source) |>[7 FL R (Address) ]1=dns_server v6 R >
NOD—OF T K,

e) ZAUL 1K1 D NAT46 B TH H7-, [FE#l (Advanced) ] T, [ v Milv v B 7
(Net to Net Mapping) ] Zi®R L £7,

Add NAT Rule
NAT Rule:
[ Auto NAT Rule v ]
Type:
[ state ~
Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[ dns_server v ] + [ Address v ]
Original Port: [dns_server_vs v ] -
[ = - ] Translated Port:

[ ) [ )

) [OKl1Z27 Vw7 LET,

ATy T4 NEIPv6 X hU—271Zxf L, PAT F— /L L— L2 o8 4 F I v 7 NAT 2R ELET,
a) [b—/®iBEM (AddRule) 127V v 7 LET,
by ROTa T4 ERELET,

* [NAT /L—/ L (NAT Rule) ]= H#) NAT L—/L,
«[# A 7 (Type) ]=Dynamic,

) (Mo ¥ —7xAAF7 =2 bk (Interface Objects) ] T, IDHHEZHRE L ET,
s[EfFETAVH—T A A AT |~ (Source Interface Objects) ] = inside,

s [BEdeA v H—T = A AFT Y=/ bk (Destination Interface Objects) ] = outside,

d) [Z#: (Translation) | T, ROEHEZHELE T,
s [JED%E{FC (Original Source) ]=inside v6 r> kT —2 F7 =7 b,

Ty bT—9 T RLREHR
I
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s [Efr SN TEETT (Trandated Source) | >[7 FL R (Address) |= 2D 7 ¢ —/L K

2o FFITLET,

Add NAT Rule
NAT Rule:
[ Auto NAT Rule v ]
Type:
[ Dynamic v ]
Interface Objects Translation PAT Pool

Original Packet

Original Source:*

[inside_,vﬁ v ] +
Original Port:
TCP v

e) [PAT”—/L (PAT Pool) ] C, LAFORELITWVET,

Advanced

Translated Packet

Translated Source:

[ Address v ]

[ %

Translated Port:

—

« [PAT 7—v DA% (Enable PAT Pool) |= Z DA 7Y a & ER L £,

o [EHfrE X {ETT (Trandated Source) | >[7 KL R (Address) ] =ipv4 pool % v b

U— 0 FTx7 b,

B #vr7—2 7RLRZH
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Add NAT Rule

NAT Rule:
I Auto NAT Rule v ]
Type:
[ Dynamic v ]
Interface Objects Translation PAT Pool Advanced

Enable PAT Pool
PAT:
I Address v ]I ipv4_pool v e

C] Use Round Robin Allocation
(] Extended PAT Table

C] Flat Port Range @ This option is always enabled on device(s) starting from v6.7.0, irrespective of its configured value

C] Block Allocation

f) [OK]ZZ7 Vw7 LET,

DNS [SEIEIE, 4RO DNS H—/N

The following figure shows a DNS server that is accessible from the outside interface. A server,
ftp.cisco.com, is on the inside interface. You configure NAT to statically translate the ftp.cisco.com real
address (10.1.3.14) to a mapped address (209.165.201.10) that is visible on the outside network.

In this case, you want to enable DNS reply modification on this static rule so that inside users who have
access to ftp.cisco.com using the real address receive the real address from the DNS server, and not the
mapped address.

When an inside host sends a DNS request for the address of ftp.cisco.com, the DNS server replies with
the mapped address (209.165.201.10). The system refers to the static rule for the inside server and translates
the address inside the DNS reply to 10.1.3.14. If you do not enable DNS reply modification, then the inside
host attempts to send traffic to 209.165.201.10 instead of accessing ftp.cisco.com directly.

| v k=0 7FLZZH [}
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FIE

DNS Server

Security
Appliance

DNS Reply Modification
209.165.201.10 > 10.1.3.14

DNS Reply
10.1.3.14

(k In3|de

ﬁ

User ftp cisco.com
10.1.3.14
Static Translation
on Outside to:
209.165.201.10

®

FTP Request
10.1.3.14
1R8O BRI

TN RZKNIET DA E =T 2 A ANREENTNWDLAL U H—T 2 A AF TV =7 F (EF=
V7 =V FRFA A =T 2 A A TN—T) DD L EHRLET, ZOHITIE, A
VB — 7I4xﬁ7?17%ﬁ[m$mJ%;UFwwmjkwﬁ%%@?#:U%4Y~V
THHERELTWET, AV Z—Tx2A A X TV FEaRETDHITEL, [FTH b
(Objects) 1>[A#T P xH FEHE (Object Management) ]%@?RL'C#& [ Z—T=xA
A (Interface) | ZEIRL £,

RTFYT1 FIP =" —Dxy bU—7 A7V =/ FaARRLET,

a) [TV b (Objects) 1>[# TPy FEE (Object Management) | Z R L £ 7,

by HRM»O [y FU—2 (Network) JZ&IRL T, [y FT—2DiENM (AddNetwork) ]>
[#FP s bDEM (AddObject) 1227V v 7 LEd,

¢) FEBEDOFIPH—"—T7 FLRAZEFRLET,
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e)

f)

oNs SEEE. o ons v— [

Fy NT—0 F TV MCAHTEMT (fp server 72 Y) | ARA R 7 KL A2 10.1.3.14 %
A LET,

New Network Object
Name

[ ftp_server ]
Description

| |

Network

@ Host O Range O Network O FQDN

[ 10.1.3.14 ]

(] Allow Overrides

[fR1F (Save) 1227 U w7 LET,
[y kT—9 %:BM (AddNetwork) [>[A 72z FDiBM (AddObject) 1227 VU v
LT, FTP = N—DEHFE LT NL A EERLET,

Fy NU—7 FT V= MZARTZET (ftp_server outside 72 ) | ARA KN 7 RL-A
209.165.201.10 Z A1 L £ 9,

New Network Object
Name

[ ftp_server_outside ]
Description

Network

@ Host O Range O Network O FQDN

[ 209.165.201.10 ]

(] Allow Overrides

[fR1E (Save) 127V v 7 LET,

AFw T2 FTP $—_—D7=bD, DNSEEZRELIZAZT v 7 NAT Lb—/LZRELET,
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a) [Devices>NAT] # iR L, Firewall Threat Defense NAT RV > —ZERT 570>, e L &
j—o
b) [L—/L?DBEN (AddRule) 127V v 7 LET,
) ROTaNRT 4 HRELET,
+ [NAT /L—/L (NAT Rule) ]= BH#E) NAT L —/1,

s [# A7 (Type) ]= Static,

d [ —7xAAFT7 V=7 | (Interface Objects) ] T, IRDOEHZFHE L £7,
c[EEIA v H—T = A A ATV b (Source Interface Objects) ] = inside,

s [BEEA v H—T A A AT/ & (Destination Interface Objects) ] = outside.

e) [ZH#: (Translation) ] C., ROHEHZHRELFT,
s [JLDFEfF 5t (Original Source) |=ftp server X NV —2 77 K,
o [Z#FEAEET (Trandated Source) ]>[7 KL R (Address) ] = fitp_server outside
Xy NU—=IF TV K,

f) [F¥#H (Advanced) ] T. [Z D/ —/L & —ET HDNSIGE 24 (Translate DNS replies that
match this rule) ] Z IR L ET,

Add NAT Rule
NAT Rule:
[ Auto NAT Rule v l
Type:
[ Static v l
Interface Objects Translation PAT Pool Advanced
Original Packet Translated Packet
Original Source:* Translated Source:
[ftp_server v ] + [ Address v ]
Original Port: lftp_server_outside v ] -5
[ i - ] Translated Port:

[ ) | )

*v D=0 7 RLRAEH
T |
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DNS EBE. 2 b &y k—5 Lo DNs —3 [

g) [OK] &2V vr7 LET,

DNS [E&EIE, KRR b Ry bT—% ED DNS H—/\

The following figure shows an FTP server and DNS server on the outside. The system has a static translation
for the outside server. In this case, when an inside user requests the address for ftp.cisco.com from the
DNS server, the DNS server responds with the real address, 209.165.20.10. Because you want inside users
to use the mapped address for ftp.cisco.com (10.1.2.56) you need to configure DNS reply modification
for the static translation.

ftp.cisco.com
209.165.201.10

Static Translation on Inside to:
10.1.2.56

®

DNS Query
ftp.cisco.com?

I Dest Addr. Translation

= 10.1.2.56 —>» 209.165.201.10
Security
s

Appliance St

DNS Reply
209.165.201.10

DNS Reply Modification
209.165.201.10 = 10.1.2.56

L

i |n5|de\
R
L]

User
10.1.2.27

DNS Reply
10.1.2.56

48 HHEIIZ

THAA ZNTHIET A A =T 2 A APNEGENTNDA U F—T A AFTV=0 b (EFa
V7 =V FREA L E—T oA A TN—T) DD EEWRLET, ZOHITIE, A
VH—T 2 A ATV W Tinddel BLU loutsidel &5 AHIOEF 2 U T ¢ V-2
CHBLMELTVNET, A2 ¥ —Txf A FT V=) MaRET A, [(£TTTs b
(Objects) 1>[#7T> x4 FEE (Object Management) ] Z3EIR L Tovb, [f v F—T = A
A (Interface) | Z R L £7,

xy ko= 7rL2ZESR
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FIE

ATV T FIPH—R—D%y v —27 A7V =7 FaAERELET,

*y b7—4 7FRLREHR |

a) [TV b (Objects) |>[# TPy FEE (Object Management) | ZEIR L 7,
b) BEG[Fv hU—2 (Network) |ZBRL T, [Rvy hT—4 D&M (AddNetwork) ]>

[Tz FDEM (AddObject) 1227V v 27 LET,

©) FEBEDOFTP —~— 7 RLAZEHLET,

Xy NU—7 ATV =y MIARTET (fip_server 72 ) | AR A K 7 K12 209.165.201.10

2 A LET,

New Network Object

Name

[ ftp_server ]

Description

Network

@ Host O Range O Network O FQDN

[ 209.165.201.10 ]

(] Allow Overrides

d) [fR7F (Save) 127 VU v LET,

e) [#v kT—4 %EM (AddNetwork) 1>[# 7> x4 FDiEM (AddObject) (227 VU v 7

LT, FTP ¥ ——DEHE LT NV AZERLET,

Fy NU—7 7V =7 MIARTZT (fip_server translated 72 &) | /"A ~ 7 KL X

10.1.2.56 # A1 L ¥,
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ATy T2

DNS EBE. 2 b &y k—5 Lo DNs —3 [

New Network Object

Name

[ ftp_server_translated ]

Description

Network

@ Host O Range O Network O FQDN

[ 10.1.2.56 ]

(] Allow Overrides

f) [f*fF (Save) 127 U7 LET,
FTP = "—D7=b D, DNSIEIEZRE LIZAX T 4 v 7 NAT L—/VERELET,
a) [Devices>NAT] %#i®N L, Firewall Threat Defense NAT 7K UV > —%El 32570, WELE
o
b) [V—/LDEN (AddRule) %27 VU v LET,
) WOTua T 4 EFELET,
* [NAT /b—/L (NAT Rule) 1= H#) NAT L —/L,

o [# A7 (Type) ]= Static,

d [ ¥#—T=xAAFT7 V=7 I (Interface Objects) ] T, IRDEHZFHEL £,
c[BETA L H—T = A A ATV b (Source Interface Objects) ] = outside,

s [FEA v H —T 2 A A AT V=7 (Destination Interface Objects) ] = inside,

e) [£A#: (Translation) ] T, WOHEHEZRELET,
s [JLDFEIEIC (Original Source) = ftp server 1 NV —27 A7 V=7 K,
s (I z#EE (Trandated Source) 1>[7 F LR (Address) ]=fip server translated
Xy NIO—IF T b,

f) [F£# (Advanced) ] T. [ZD/—/L & —FT HDNSIE A ZHa (Translate DNS replies that
match this rule) ] Z#IN L £,

*y ko= 7rL2ZHR
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Add NAT Rule

NAT Rule:

I Auto NAT Rule

-]

Type:

[ Static

3

Interface Objects

Original Packet

Original Source:*

*y b7—4 7FRLREHR |

Translation PAT Pool Advanced

Translated Packet

Translated Source:

I ftp_server v ] + [ Address v ]
Original Port: [ftp_server_translated v ] +
[ s - ] Translated Port:

[

g) [OK] &2V w7 LET,

| )

Firewall Threat Defense NAT O [& &

T RE Minimum | Minimum | 2£4

Firewall Firewall

Management | Threat

Center Defense
NAT /L— /L D ERFHT | 7.2.6 (G NAT L —/VOFFERFIZ, > NI —7F T V=7 MMz TrRy b
Ty "N —7 T —F 7.4.1 U— 0 I N—TH5ERTE ET,
EAFRLET, ZOBEREIX. N—T a3 13x F21E 740 TEYAR—- IR THER

Ao

—EEITHEEL D NAT 7.2 (=% EELD NAT L— /L 2R L C, T X TEFERICAEIME, b, £
=V DFE, D) (Any) 7T CTE £, AR X OERN L OXRITFE NAT L—1 0
1k, HIFRDS AHE, BT, HIRIZ TN TO NAT b— L3RRI 72 0 £97,
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Firewall Threat Defense NAT 0 /& & .

hERE Minimum | Minimum | 240
Firewall Firewall
Management | Threat
Center Defense
Bt Dz Lo |71 (E=N www.example.com Zf5ET D FQDN X v N —27 A7 V=7 e, F
SERERI R AA U4 (Any) &) NAT L — /L OLEWH% D55 T RL AL LTHEATEEST, VA7
(FQDN) 47 v =7 LTIE, DNS = _R—=nBIRENTZIP 7 R L RSN TL—u
N OFHE) NAT AR — RESIET,
[
7 ZABY 7o |67 WY |PAT 7 RLUARY T AZ DA N—ZEFAA IS FIENEE I E

PAT 7 KL ZE| Y 4T
DT, PAT 7 — /LD
[7 7 v NaAR— NpH
(Flat Port Range) |4
TaYnNT 7 4 b
THMRY , BET
XLV ELE,

T, VIETNE. 7 RV REZ T RAE DA AR—ICHAH SN TV,
PAT 7— VI3 T AL AL NR—=T01T0 5 1 DOFT RLAR
VBT L, flfflz=y MIFKPAT S —/L T RLAZHLWY A XD
R—=hrTvao7iZpEIL, ZNHET TAX AL N=ZEATDHED
WD E LTz, BA L A=ZIE, FICPATY RLADAKR— Ty
N0 £, Lizdi-> T, 8H PAT ICSEER B EIZ)S U T, PAT

TF—=LDHA X1 ODIPT FLAICETHOLTZ ENTEET,

AR—Fr7 oy 7%, 1024 ~ 65535 OFPHTSI12 AR — hD T 17 7 BAL
THEIDVYCoNET, A7 a2 T, PAT 7= WL — L EZRET D &
X2, Zo7ry BB TIZTFRHR—RF1 — 1023 25D 52 &N
TEFET, e xiE, B~/ —FTIZPAT 77—V IP 7 RLZAHT- Y
65535 [HOHER T X CEUET LRt L, 4 /— K7 T AX T,

&/ —FRERorey 7285 L, PAT 7—/VIP T RLAHTD
16384 {E Okt & JLBL T X £,

CTOEEDO—BELT, AX Y RTayERIE7 7 AXNTOH;EC
b7, F_XTDOY AT LADPAT 7—VE, 7T v FpAR— M
PH 1023 — 65535 i C& 5 L H1c v £ L7, BalE, [Z7T7 > b
7e78— N4GPH (Flat Port Range) | 473 = % PAT 7" — /L L—/LICH
HAHZET, 77y be#iHEA v a r CHEATEE L, [T Y
K 7p7— hiPH (Flat Port Range) |4 7' a VI S i, PAT 7' —
JMEEIZZ7 7y MRV ET, LEIZSUT [TREAR—FEED
% (Include Reserved Ports) | 473 a » &E&R L T, PAT 7'—/LiC 1
— 1023 OAR— MIHEZZO DL ENTEET,

R—=hr7wy 780 Y TERETD ((FryZ7ED 24T (Block
Allocation) |PAT 7'— /A7 v a ) & 74V D SI2A— KT
1y 7 ClER, MAOT Ry 7EY Y TH A INFEHINET, £
7oy VT ABNDY AT LD PAT 7 —VIZHEE PAT 2% ET 5 2 &
ITTEEHA,

v k=0 7FLZZH [}
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Firewall Firewall
Management | Threat
Center Defense
Firewall Threat Defense | 6.7 WAy | Firewall Threat Defense NAT AR Y o —TC/L—LZME LT, IPT7 KL
NAT L —/VF—T L% A, R—= R, ATVl MR EIZESDNT— AL ERETEDH L)
BRBLVT 417 ) (270 £ UTe, BMBRRITITI D B EENET, FAETRITS
NS Y 1118 L N—IVT =T NRT 4 NE ) TSR, BT AL DI
NEINET,
Firewall Threat Defense NAT "R U > —Z#RETH L X, r— LT —7
WD EITHERE 7 4 —/V R BIMESiVE L,
Xx U7/ L— KNAT|6.5 & F¥ VT JL— REZITIRIFE PAT Tlix, NAT (21 21 DDOKR—
DYLFEHE, (Any) NEHAZEID Y TEIHDOTIE R, FFANMIKR— DT av s %
EY Y THZ LN TEET (RFC6888 2L T Z&WY)
/AT Il [ ey 7 E04T (Block Allocation) ] 4~
v a > % Firewall Threat Defense ? NAT /L —/L® [NAT PAT 7" — /L
(NAT PAT Pool) | # 7IZiBIILE LT,
Firewall Threat Defense | 6.1.0 W)y | Firewall Threat Defense NAT /L —/LIND R N T — 7 EHOA TV = 7
D NAT DA > kU — FEMBEIS U THERATE X )1ch LT,
7ﬁﬁ@ﬁjym7ﬁ
DY R— K,
Firewall Threat Defense | 6.0.1 V3 Uhy | Firewall Threat Defense O NAT AR U —28BMEvE L7-,

DXy NTI—7 T KL
AGEH (NAT) o

B/ T X372 : Threat Defense 2" NAT R U o —D X A 7L LT
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