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About alarms

You can configure the ISA 3000 to issue alarms for a variety of conditions. If any conditions do not match
the configured settings, the system triggers an alarm, which is reported by way of LEDs, syslog messages,
SNMP traps, and through external devices connected to the alarm output interface. By default, triggered
alarms issue syslog messages only.

You can configure the alarm system to monitor the following:

» Power supply.
* Primary and secondary temperature sensors.

* Alarm input interfaces.

The ISA 3000 has internal sensors plus two alarm input interfaces and one alarm output interface. You
can connect external sensors, such as door sensors, to the alarm inputs. You can connect external alarm
devices, such as buzzers or lights, to the alarm output interface.

The alarm output interface is a relay mechanism. Depending on the alarm conditions, the relay is either
energized or de-energized. When it is energized, any device connected to the interface is activated. A
de-energized relay results in the inactive state of any connected devices. The relay remains in an energized
state as long as alarms are triggered.

For information about connecting external sensors and the alarm relay, Refer to Alarms for the Cisco ISA
3000 chapter in Cisco ASA Series General Operations CLI Configuration Guide. see Cisco ISA 3000
Industrial Security Appliance Hardware Installation Guide.
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. Alarm input interfaces
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Alarm input interfaces

You can connect the alarm input interfaces (or contacts) to external sensors, such as one that detects if a
door is open.

Each alarm input interface has a corresponding LED. These LEDs convey the alarm status of each alarm
input. You can configure the trigger and severity for each alarm input. In addition to the LED, you can
configure the contact to trigger the output relay (to activate an external alarm), to send syslog messages,
and to send SNMP traps.

The following table explains the statuses of the LEDs in response to alarm conditions for the alarm inputs.
It also explains the behavior for the output relay, syslog messages, and SNMP traps, if you enable these
responses to the alarm input.

Alarm Status LED Output Relay Syslog SNMP Trap
Alarm not Off — — —
configured

No alarms triggered | Solid green — — —

Alarm activated Minor alarm—solid | Relay energized Syslog generated | SNMP trap sent
red

Major
alarm—flashing red

Alarm end Solid green Relay de-energized | Syslog generated |—

Alarm output interface

You can connect an external alarm, such as a buzzer or light, to the alarm output interface.

The alarm output interface functions as a relay and also has a corresponding LED, which conveys the
alarm status of an external sensor connected to the input interface, and internal sensors such as the dual
power supply and temperature sensors. You configure which alarms should activate the output relay, if
any.

The following table explains the statuses of the LEDs and output relay in response to alarm conditions. It
also explains the behavior for syslog messages, and SNMP traps, if you enable these responses to the
alarm.

Alarm Status LED Output Relay Syslog SNMP Trap
Alarm not Off — — —
configured

No alarms triggered | Solid green — — —

Alarm activated Solid red Relay energized Syslog generated | SNMP trap sent

Alarm end Solid green Relay de-energized | Syslog generated |—
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TN RTIE, 772N NI T —EN5HET AT Midsyslog A v E—VZEELET,
A=V EEE LRWEAIL, syslog A v E—Y U T EBHITHENTEET,

syslog 7 7 — A= BERESH HI2IE, WX 78 AT HMERS Y £7, [T/INAR
(Device) 1> [F Ty F 7+ —LKE (Platform Settings) [&3#IR L, T /3A R (ZED B CTH

NDHFID Y7 v b7 4 —ARERY —ZBMEI3MmE LT, [Syslog] _— Y TsE L% E

EAER L ET, syslogh—/N— av Yy —uaXor ERENEHANy 7 raX o sl ik

ETEET,
P X OB RN LRTIE, T T =AY AT AL E I syslog A v E— U E %
fELEHA,

SNMP 7 5 — L

PN T T, SNMP b v 7% SNMP —NZEETH LT IT—L52RETEET,
SNMP F7 v 7 77 —ANHERET 521X, SNMP R ETHHLENH Y £,

[T/314 R (Device) 1>[F 5y b7+ —LEEE (Platform Settings) | Z38&RL T, 7354 &I
FOHTHENTWAOFID 77 v b7 4 —ARER U —ZBIIE 2 IEMHE L, [SNMP]=—
TSNMP ZHZNC L CREFRELET,

Defaults for alarms

The following table specifies the defaults for alarm input interfaces (contacts), redundant power supply,
and temperature.

Alarm Trigger Severity | SNMP Trap Output Syslog
Relay Message
Alarm Contact 1 | Enabled Closed Minor Disabled Disabled |Enabled
State
Alarm Contact 2 | Enabled Closed Minor Disabled Disabled |Enabled
State
Redundant Enabled — — Disabled Disabled |Enabled
Power Supply
(when enabled)
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Alarm Trigger  |Severity |SNMP Trap Output Syslog
Relay Message

Temperature Enabled for the |— — Enabled for Enabled for | Enabled for

primary primary primary primary

temperature temperature | temperature | temperature

alarm (default alarm alarm alarm

values of 92°C

and -40°C for

the high and low

thresholds

respectively)

Disabled for the

secondary

alarm.

73— LDEM LBHRFEH

Model support
ISA 3000 | @ Firewall Threat Defense.

Supported domains

Any

User roles

Admin
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ISA3000 D7 T — A% R ET I FlexConfig A LET, 22T, XESEhy (7D
T T = LDEREFIEZHOW T L E9,

FI5—LAAAVAEY FDOEFE

TI—LANTJa BT N (A F—T A R) BB —ICHRT 556, B — b
DANNIEASNTT T =L %5 (TTDEIavZ 7 baRETEET, EBRIZIE, T 7406
T, arA s NIz —RESFY 2L N ETLSERIMEIET S &syslog A v E—Y
BEETDHE IR TWET, T 740 FTRHEENGZ SN2 WEARICOR, a2 7 b
ERETHMLENDHY 7,

TI—=hardy NI BLO2OFSHHNTNSED, ELSRETILEDIZEDLD
B AT D O e BIET D MEN S £, 3 F 7 P ERNCERE L T,
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FIE

AT Y F1 FlexConfig &7 V=7 haERK LT, TI7—ALAar ¥ 7 haRELET,
a) [TV b (Objects) |>[A# TPy FEE (Object Management) | Z R L 7,
b) H&) H[FlexConfig] > [FlexConfigA 7 =4 + (FlexConfig Object) 1R L £7,
¢) [FlexConfig4 7 ¥ =7 F®iBM (Add FlexConfig Object) %27 U w7 L, IROT /87 4
EERELT, [BR1F (Save) 127V v 7 LET,

« [4AT (Name) ]: A7 Y =7 4, fi : Configure Alarm_Contacts,

* /&5 (Deployment) ] : [f[F] (Everytime) | Z 3R L E 3, T OREZ T X TORERH
WCEE L, RESNIEERICTHILERNDH Y £77,

c[#A 7 (Type) 1: 7 74/v h®D [HZIZA (Append) | ZHEFFLE9, 2~ NIiL,
EHEYFR—FENTWARED 2~ ROBIZT S, ZZEESNET,

s [AT7 V=7 NAL (Objectbody) |: 47 V= A, 7T —Lbar¥ T Ok
ECMERa~v L REAJLET, ROFIATIE, 2~y RIZOWTHHLET,
d) 7I7—barX7 FOBMHZRELET,
alarm contact {1 |2} description string

ez, ary# 7 1 OFH% [DoorOpen) IZEXET HITIX, ROXHITATILET,

alarm contact 1 description Door Open
e) 7 7—Lal By NOBEREZHRELET,
alarm contact {1|2|any} severity {major | minor | none}

1 o0z 2 7 baERETHRDVIC, any ZHELTI_XTOa X7 hOEKELE
FCexFET, EBAFEICL-T, 27 MNIBEEM T 5TV 5 LED OEMEARHIE S v E
7,

e major : LED 23R8 CHM L £,
eminor : LED R THITLET, 2R T 740 F T,
e none : LED 23VEAT L 97,

2R, 2 H T M1 OVET T 4 (ERE) 2AVYy—IZRETDHIZE. koL
AN LET,

alarm contact 1 severity major
) TI—ATLHEI RO H—ERELET,
alarm contact {1|2|any} trigger {open | closed}
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2)

h)

1o0ar2 7 bEFRETHRDOVIC, any 2fELTI_XToOar %7 hO N H—%
ERETEET, NIH—IE, 79— MEBERITHEXSHEZRELET,
sopen: 27 FOWEFIREZ I/ v —XTT, 2FE0, ar¥ 7 MIERI AT
F9, AF T IRE TN D, DFEVERMELTDHET IR MY T—X
ET,

sclosed : I 7 POEEFIREEIZA—T T, 0%V, a7 MIERIZHNT
WERA, TUFT IR T7a—XTeb, DEVERPI T NERNGDD ET
F— BNV H—ENFET, ZHIET 7 H N TT,

e ziE, K7 v —%T7 7 —AAhar 2 s bR LT, BFIRETIET 7—2A4
a7 MCERITHRATOHRY (F—72) L LEd, RTRBEL a7 My

n—X|ZR0, TI7—h arZy MIERNMNE T, 77—4 M) H—%7 v —X(C
BREL TS, BIRDIRNADTZHT 7 —MIA 712720 £,

alarm contact 1 trigger closed
TIT—=LarZ 7 SN NI —SNDHEXICETTLHT /v a 2R ELET,
alarm facility input-alarm {1 |2} {relay | syslog | notifies}
BEOT 7 aryERETEET, LLxE TARERELT, IMNET 7 —L%587 7
T4 7L L= | syslog A v E—UEEELIED, SNMP 7 vV EXETHI L TE
£7.
c[Vlb— (relay) ]: 77 —AHAY L—lZ@ELEST, ZHIZXD, 77Ty
Vo TA MR ETER LIANRT 7 — 2037 77« 7k EE T, HJ) LED Bk
BT ET,

* [syslog] : syslog A v E—VERELET, ZOF T a i, 774V N THEZT
R

« [#@%n (notifies) ]: SNMP k7 v FZ#%EL £,

72 zE T2 AN FZ T F1IOTRTODT 7 v a rEA0M2T 5120, ROXD
ICAJILET,

alarm facility input-alarm 1 relay
alarm facility input-alarm 1 syslog
alarm facility input-alarm 1 notifies

FTV 2 R a~< RRFEN TS Z L 2R LET,

72 z2iE, ZOFIETRLETRTOa~vy RERT o FL— MIEENTWEEE, 4
TV x 7 AR D 2~ RREENET,

alarm contact 1 description Door Open
alarm contact 1 severity major

alarm contact 1 trigger closed

alarm facility input-alarm 1 relay
alarm facility input-alarm 1 syslog
alarm facility input-alarm 1 notifies
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ATvT2

)

75—sAinavas roiz [

ATV NRE, MOX I £,

Deployment: [ Everytime v ] Type: | Append v

alarm contact 1 description Door Open
alarm contact 1 severity major

alarm contact 1 trigger closed

alarm facility input-alarm 1 relay
alarm facility input-alarm 1 syslog
alarm facility input-alarm 1 notifies

[fR7F (Save) |27 U w7 LET,

FlexConfig R U v — &R L, 7 /34 AIZHIV 4 TET,

a)
b)

d)
e)

[T/34 R (Devices) ]> [FlexConfig] #E4R L £,
LW Y 2— (NewPolicy) 127 U v 273275 BEAFOFlexConfig RNV > —%& 2 —7
FTSA ZZEND YT (FTE L THAR)  ZORY —2ffhEd 57210 T,

HFLVHKY V2 BRT DA, K V—CARIE T 4 Ta s Ry ) ATH—4y
FFRA R R 2 —(ZE Y YT ET,

HRO [2—W—EF (User Defined) ] 7+ NVHWNIZHDHT 77— 47 |k FlexConfig
FTVx2 7 FEEIRL, X127V v 7 LTRY —ITBMLET,

ATV =7 RN RN A B NFlexConfig (Selected Append FlexConfigs) ]V A MZIBN S
ET,

.2 Selected Append FlexConfigs

# Name

1  Configure_Alarm_Contacts

[R7E (Save) 1227 Vw7 LET,

TRCOZ =7y NT AL APRY —ZELEED Y THATWRWGATE, [BR1F (Save) ]
DTFICH D[R —EY YT (PolicyAssignment) | V> 2% 27U w7 L, ZZTHEDY
THEITVWET,

[XEDT L E=2— (PreviewConfig) 17 Vv 7 L, [FLE=— (Preview) | ¥ A7 1/
RNy 7 ZATED B THATNDT AL ZADNT N ERIRL ET,

VAT AT, T ATEFEENDRECLIOT L E a—R S E T, FlexConfig
FTV 2 ISR ENTZav RRELWZ E2HERLET, ZALIETLE2—D
EBICFRENET, 7. BEHASEEICNZ - MOEENS ARSI a<r FH#E
TRENDZ EICHEBELTLESY, 7I9—bar 7 havwy FIiZonWTiE, kO L 57
NENERRINET,

###Flex-config Appended CLI ###
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alarm contact 1 description Door Open
alarm contact 1 severity major

alarm contact 1 trigger closed

alarm facility input-alarm 1 relay
alarm facility input-alarm 1 syslog
alarm facility input-alarm 1 notifies

AT9 73 BEEREBELET,

FlexConfig 7R U v —% T /N4 Z|ZEID BTz, BEICETAEENFICERREINET, 2
AUIX FlexConfig O T IEICEE T A 1EE TY, [#i4T (Proceed) 127V v 7 L, EBEHZRATL
7,

RN TET Lich, BEOEREZHE L, BEO NT7 A7 VT M 2FRTEET, ZhidE
PHCKRIL LI BRI £, TR SR OGS 2L TS,

BREET 5 —LDHRE

ISA3000(21%, EHZEEN 2 AEH SN TWET, T 740 M T, VAT AFv > V7 VER
F—RTEBBLTWET, 27 L, Ta7 L E— RTUVRATAEZBHTALIBECEET,

FOHA. TIA~VERENIKET D E 200 OERNEEMICENEZ®EGELEST, T2T7 0
E—READCTHE, ERT 7 — L0 HEWICAE NI/ > Tsyslog 7 7 — M EE S ET
N, TIT— "Wz L=0, SNMP T v 77137 79— —FKu =7 UL —%2FC

THIELTEET,
KOFIATIZ, TaTVE— FEAMCT 2 HELERT 7 —LERET DBV THY]
LET,

FIE

ATw I BIRT 7 —L%EFET S FlexConfig 77 ¥ =7 MEER L ET,
a) [A#7>xs k (Objects) |>[#TP ¥ FEE (Object Management) ] Z&R L £,
b) HH H[FlexConfig] > [FlexConfigh 7 = 4 + (FlexConfig Object) % i®IR L £,
c) [FlexConfig#4 7 ¥ =7 N®iB (Add FlexConfig Object) 1 %227 U w7 L, IRODT a7 4
ERELT, [BRTE (Save) 1227V v 27 LET,

« [4HT (Name) ]: A7 Y =2 4, il : Power Supply_Alarms,

* JEB (Deployment) ]: [#[F] (Everytime) | Z&IRL 9, ZOREZTXTORERH
WCIHE L, RESNT-FFICTHILERHY £,

C[FAT (Type) 1: 7740 b [ICHIN (Append) | RS L34, =i~ R,
B H— F SN TOBHIED 3~ > FORICF AL ACRESNET,

s [AT7 V=7 FARL (Objectbody) |: A7 Y =2 MAZIZ, BIRT 7—LDOREIL
iga~r Fe AJLET, ROFMETIE, 22 RIZOWTHALET,
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d)

e)

grxE7s—LonE [

T 2T NVERE— REFELET,
power-supply dual
WIZH 2R L ET,

power-supply dual

BIRT 7— LN M) H—ENEEIZFATTLT 7 a v aRELET,
alarm facility power-supply rps {relay | syslog | notifies| disable}
BEOT 7 va BRETEET, eI T AEZRELT, IMNRT T —2%T 7
T4 7L LT=0 | syslog A v E—UEEE LD, SNMP N7 v 7V EIEETHI L TE
£75
s [VL— (relay) 1: 7T7—2HNY L—TBEELET, Zhizky, 7HF—7F >
Va TA MIREHER LI T 7 — 2037 77 o 7fbsiE 7, 11 LED b7
Bz £9,

s [syslog] : syslog A v E—VZFELET, 2O T a ik, 774V FTHEHT
R

o [i@%1 (notifies) ]: SNMP + 7 v 7% XEL £,

« [4E%) (disable) ]: BIET 7 — L &ML £, BIET 7 —LITRESNTZZ DM
DT 7 a FTEELRLS R £,

-EziE, BERET 7 —2DT_XRTOT 7 v a B4 T, o X HICASILE
7,

alarm facility power-supply rps relay
alarm facility power-supply rps syslog
alarm facility power-supply rps notifies

FT7V 2l PRI ERAS Y FRZFENTWDL Z L 2R LET,

7221, TOFIETRLIEZTRTOa<wy FHRT 7T L— MIEGENTWBIEA, 4
T MR aw RREENE T,

power-supply dual

alarm facility power-supply rps relay
alarm facility power-supply rps syslog
alarm facility power-supply rps notifies

A7 V=7 PAE, ROE DT ET,

Deployment: [ Everytime v ] Type: | Append v

power-supply dual

alarm facility power-supply rps relay
alarm facility power-supply rps syslog
alarm facility power-supply rps notifies

g) [fR1F (Save) 127 Vw7 LET,
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AT T2 FlexConfig RV o —%AER L, T34 RIZEIV B TET,
a) [T/34 R (Devices) ]|>[FlexConfig] Zi®&R L £,
b) [HTLWARY > — (NewPolicy) 1% 27 UV v 7350, BEfFDFlexConfigih U > —% % —7" v
FFNA ZZEND YT (FE2FFI0 Y THER) ( ZORY U—%fRET L7217 T,

FLWARY =T 2%A. RN —ICARTIEMIT 24Tl Ry J ATE =4y
FFRA AR —(ZEY Y TET,

) HRD [=—H—iEFK (User Defined) | 7 + /L X WNIZd 5 FlexConfig 47 ¥ = 7 ~ OEJR
TI—LEEIRL, P27 Vv 27 LTRY —IZEMLET,

A7V =7 N [EIRE B FlexConfig (Selected Append FlexConfigs) ] U A MIZiBANE
WET,

.2 Selected Append FlexConfigs

# Name

1 Power_Supply_Alarms

d) [RE (Save) 127V v 7 LET,

e) TRTDF—5 v T AL ARKRY —IZELZHID B THATHRWEAIE, [IR1F (Save) ]
DFICH D[R —EYHT (PolicyAssignment) |V 27 &2V v 7 L, ZZTEDY
THEITVWET,

f) [REDTLE=2— (PreviewConfig) 1227V v 7 L, [FLE=ax— (Preview) | ¥ A7 0
Ry 7 ATED L THNTNDT AL ADNT I ERINLET,

VAT AT, T ACEEEINDIHRECLIOT L E 2 —NEMRSILET, FlexConfig
FTV 2l FBERENTZa U RBRELWZ EEHERLET, b7 a—0
RBIZFRENE T, o, BENGHEECNATMOEENS ARSI Niza~vr RE#E
IRENDZEICHEELTLEE Y, BRT 7—2ba~<y ROLHBAE, RO K 5 RNENFER
ShET,

###Flex-config Appended CLI ###
power-supply dual

alarm facility power-supply rps relay
alarm facility power-supply rps syslog
alarm facility power-supply rps notifies

ATvT3 EREREMHLET,

FlexConfig R U > —% 7 /A ZZE|ID H Tz, BT 2EENFICFRRINET, 2
AUIX FlexConfig O I FIEICEE T A 1EE CTT . [#i1T (Proceed) 1% 27V v 7 L, EBEHZRATL
i ‘j‘o

BEANSE T LIZ6, EROBREZMHRL, BEO NI A7 ) P 2R RTEET, ZHIETE
BRI L2 B IR RIS b E 7, RSN OMR) 2R L TE3V,
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aE7s5—s0zz ]

N=| — )
BET7S—LDETE
FNAAD CPU H— ROREICESNWTT I —LE2RETEET,
TIAVREREAE D X VIBERHEARETCEET, HENTRLEVWELTFIZ/R D0
ERRLUEVELL BB E, 7T —2B N H—SNFET,
TIA~VIBET 7—2%, T_XTCOTT7—L T 7 ar (HHY L— syslog, BIW
SNMP) (IZ2OWTT 74 /L N THEIZR>TWET, 7794~ VIRE&KHEOT 7 + /L MR EME
1% -40°C ~ 92°C T~
YO A VBET 7 —2ET 74N N TT =T o TWET, B Z VIEREIR
-35°C ~ 85°C O#HiPHTHRETZ £,
v h X VIBERHFIE T A~ V&AL BHBRINTWDED, B2 OERIBEE-I1EE
BEOWTNNERETDHE, T4~ VRELT 74/ MU OEEZREL TWW=E LTH,
SIET DT TAIVREIFTZIORTEIZL - TERZARVET, 200ORLDEAET T —2 L2
OORIRDILIET 77—/ TH LT TEEREA,
Lo T, ERICIE, 794~V 0RERITED 2 OLOEEBMEB LI WMEREMEEZERET
HVLERHY £,

FIE

AT BET T —L%EFET S FlexConfig 77V =7 MaERLET,
a) [TV b (Objects) |>[A TPy FEHE (Object Management) | Z3&R L 7,
b) H%&)5H[FlexConfig] > [FlexConfigh 7<= 4 b (FlexConfig Object) %R L 9,
¢) [FlexConfig4 7 =2 ~®iEM (Add FlexConfig Object) | %7 U v 7 L, IROT /3T 4
ZRELT, 1 (Save) 127V w7 LET,

« [450 (Name) |: A7 Y =2 4, [Configure Temperature Alarms| 72 & T,

« B3 (Deployment) ] : [fBE] (Everytime) | Z IR L ET, ZOFRTEEZ TN TOERH
WCHERE L, RESNTCEFICTOLERDHY £7°,

c[Z A7 (Type) 1: 7 74V bD [ZIAIN (Append) | ZMERFLET, 2~ R,
BEHEYRE— N SN TVASRED I~ ROBZICT AL ACEESNET,

s [AT7 V=7 FARL (Objectbody) |: A7 V=2 MARZIZ, BET 7—LDOREIZL
Hgipa~v REANLET, ROTFIETIE, 2~ RIZOWTHHALET,

d) FRREHPELRELET,
alarm facility temperature {primary | secondary} {low | high} temperature

REFERCORINET, 774~ 77— LOFF®MIL-40 ~92 T, ZANRT 7+
VRN THH Y ET, XY T T — LOFFHMAIL, -35~85TY, RVMEIE, &
VMEL D /NS T HRERH Y £77,
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72 ziE, B UFY T —LOTFERBMMENT, KVHIRINZIEERHEO 20 ~ 80 %
BET AT, WOEHICEI XY 75— EH/ELET,

alarm facility temperature secondary low -20
alarm facility temperature secondary high 80

BET 77— M) H—SNTc L EWCETTDT 7 v a v BRELET,
alarm facility temperature {primary | secondary} {relay | syslog | notifies}

BEOT 7 arEwRECTEET, 2, TXAMRAERELT, BT 7 —2%7T 7
T AT LTZ0 | syslog A vE—THEFELIEZD, SNMP R 7 v 72X ETH2EHTX
7,

e[VUb— (relay) ]: 77—2HAWV L—lC@BELET, Zhcky, 77T >
Vo TA MR EITHER LTENNT T =208 T 7T 4 kSN Ed, HJLED bk
Bz 7,

s [syslog] : syslog A v & —TZFEELET,
« [J@%0 (notifies) ]: SNMP F 7 v 7 &#XEL £,

723, BH A VIBETS—2DTXTOT 7 a 2T 520, ROX DI
AN LET,

alarm facility temperature secondary relay
alarm facility temperature secondary syslog
alarm facility temperature secondary notifies

FTV 2 RN a~v Y RRFENTWDL Z L 2R LET,

ez, COFBETRLETRTCOa~y RART > L— MIEENTWAEES, &
TV AR D 2~ RREENET,

alarm facility temperature secondary low -20
alarm facility temperature secondary high 80
alarm facility temperature secondary relay
alarm facility temperature secondary syslog
alarm facility temperature secondary notifies

FT s NARIE, RO HITHRY £,

Deployment: l Everytime v ] Type: [ Append v

alarm facility temperature secondary low -20
alarm facility temperature secondary high 89
alarm facility temperature secondary relay
alarm facility temperature secondary syslog
alarm facility temperature secondary notifies

g [fRfF (Save) 127U v 7 LET,
AT w72 FlexConfig R Y v —%AER L, 734 AZHID Y TET,

a)

[T/34 R (Devices) ]> [FlexConfig] 4R L £,
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b)

c)

d)

aE7s5—s0zz ]

LW Y > — (NewPolicy) %27 U v 2732575, BEFD FlexConfigR Y v —% % —7 v
FFASA ZZEND E T (FFRDYETHER) « ZORY U—2lwET 2720 TT,

FLOWRY =% ERT 2% 6. AU —IC4REMIT XA TR IRy 7 ATE =7y
FTARA 2% R —IZHID Y TET,

HRO [ —W—7EF (UserDefined) |7 4/ X NIZH HIRET 7 — L FlexConfigd 7 ¥ =
7 hEERIRL, 1227V 7 LTCHRY —iZBMLET,

AT =7 RS RN A B NFlexConfig (Selected Append FlexConfigs) ]V A MMZIBN &
ET,

.2 Selected Append FlexConfigs

# Name

1  Configure_Temperature_Alarms

[R7F (Save) 1227 U v 7 LET,

TRCDOL =7 FTNRAAPRRY —IZEFEN G TOHRTWRWEEIE, [(RTFE (Save) ]
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. Monitoring alarms

Monitoring alarms

The following topics explain how to monitor and manage alarms.

Monitoring alarm status
You can use the following commands in the CLI to monitor alarms.
« show alarm settings
Shows the current configuration for each possible alarm.
» show environment alarm-contact
Shows information about the physical status of the input alarm contacts.
« show facility-alarm relay
Shows information about the alarms that have triggered the output relay.
« show facility-alarm status [info | major | minor]

Shows information on all alarms that have been triggered. You can limit the view by filtering on
major or minor status. The info keyword provides the same output as using no keyword.

Monitoring syslog messages for alarms
Depending on the type of alarms you configure, you might see the following syslog messages.
Dual Power Supply Alarms
* %FTD-1-735005: Power Supply Unit Redundancy OK
* %FTD-1-735006: Power Supply Unit Redundancy Lost

Temperature Alarms
In these alarms, Celsiusis replaced by the temperature detected on the device, in Celsius.

* %FTD-6-806001: Primary alarm CPU temperature is High Celsius

* %FTD-6-806002: Primary alarm for CPU high temperature is cleared

* %FTD-6-806003: Primary alarm CPU temperature is Low Celsius

* %FTD-6-806004: Primary alarm for CPU Low temperature is cleared

* %FTD-6-806005: Secondary alarm CPU temperature is High Celsius

* %FTD-6-806006: Secondary alarm for CPU high temperature is cleared
* %FTD-6-806007: Secondary alarm CPU temperature is Low Celsius

* %FTD-6-806008: Secondary alarm for CPU Low temperature is cleared
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Turn off the external alarm .

Alarm Input Contact Alarms

In these alarms, description is the description for the contact that you configured.

* %FTD-6-806009: Alarm asserted for ALARM_IN 1 alarm_1_description

* %FTD-6-806010: Alarm cleared for ALARM IN 1 alarm 1_description

* %FTD-6-806011: Alarm asserted for ALARM_IN 2 alarm 2_description

* %FTD-6-806012: Alarm cleared for ALARM IN 2 alarm 2 _description

Turn off the external alarm

If you are using an external alarm that is attached to the alarm output, and the alarm is triggered, you can
turn off the external alarm from the device CLI using the clear facility-alarm output command. This
command de-energizes the output pin and also turns off the output LED.
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