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Auto-MDI/MDIX Feature

For RJ-45 interfaces, the default auto-negotiation setting also includes the Auto-MDI/MDIX feature.
Auto-MDI/MDIX eliminates the need for crossover cabling by performing an internal crossover when a
straight cable is detected during the auto-negotiation phase. Either the speed or duplex must be set to
auto-negotiate to enable Auto-MDI/MDIX for the interface. If you explicitly set both the speed and duplex
to a fixed value, thus disabling auto-negotiation for both settings, then Auto-MDI/MDIX is also disabled.
For Gigabit Ethernet, when the speed and duplex are set to 1000 and full, then the interface always
auto-negotiates; therefore Auto-MDI/MDIX is always enabled and you cannot disable it.
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About EtherChannels

This section describes EtherChannels.

About EtherChannels

Channel Group Interfaces

An 802.3ad EtherChannel is a logical interface (called a port-channel interface) consisting of a bundle of
individual Ethernet links (a channel group) so that you increase the bandwidth for a single network. A
port channel interface is used in the same way as a physical interface when you configure interface-related
features.

You can configure up to 48 EtherChannels, depending on how many interfaces your model supports.

Each channel group can have up to 8 active interfaces, except for the ISA 3000, which supports 16 active
interfaces. For switches that support only 8 active interfaces, you can assign up to 16 interfaces to a channel
group: while only 8 interfaces can be active, the remaining interfaces can act as standby links in case of
interface failure.

All interfaces in the channel group must be the same type and speed. The first interface added to the
channel group determines the correct type and speed.

The EtherChannel aggregates the traffic across all the available active interfaces in the channel. The
interface is selected using a proprietary hash algorithm, based on source or destination MAC addresses,
IP addresses, TCP and UDP port numbers and VLAN numbers.

Connecting to an EtherChannel on Another Device

The device to which you connect the Firewall Threat Defense EtherChannel must also support 802.3ad
EtherChannels; for example, you can connect to the Catalyst 6500 switch or the Cisco Nexus 7000.

When the switch is part of a Virtual Switching System (VSS) or Virtual Port Channel (vPC), then you can
connect Firewall Threat Defense interfaces within the same EtherChannel to separate switches in the
VSS/vPC. The switch interfaces are members of the same EtherChannel port-channel interface, because
the separate switches act like a single switch.

1: Connecting to a VSS/vPC

VSS
Switch 1

Switch 2

G'gﬁf{ port-channel 2

S ~# |

Firewall
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Link Aggregation Control Protocol .

\)

(3¥)  If the Firewall Threat Defense device is in transparent firewall mode, and you place the Firewall Threat

Defense device between two sets of VSS/vPC switches, then be sure to disable Unidirectional Link
Detection (UDLD) on any switch ports connected to the Firewall Threat Defense device with an
EtherChannel. If you enable UDLD, then a switch port may receive UDLD packets sourced from both
switches in the other VSS/vPC pair. The receiving switch will place the receiving interface in a down state
with the reason "UDLD Neighbor mismatch".

If you use the Firewall Threat Defense device in an Active/Standby failover deployment, then you need
to create separate EtherChannels on the switches in the VSS/vPC, one for each Firewall Threat Defense
device. On each Firewall Threat Defense device, a single EtherChannel connects to both switches. Even
if you could group all switch interfaces into a single EtherChannel connecting to both Firewall Threat
Defense devices (in this case, the EtherChannel will not be established because of the separate Firewall
Threat Defense system IDs), a single EtherChannel would not be desirable because you do not want traffic
sent to the standby Firewall Threat Defense device.

2: Active/Standby Failover and VSS/vPC

VSS

Switch 1 Switch 2

-

Primary Firewall Secondary Firewall

Link Aggregation Control Protocol

The Link Aggregation Control Protocol (LACP) aggregates interfaces by exchanging the Link Aggregation
Control Protocol Data Units (LACPDUSs) between two network devices.

You can configure each physical interface in an EtherChannel to be:

 Active—Sends and receives LACP updates. An active EtherChannel can establish connectivity with
either an active or a passive EtherChannel. You should use the active mode unless you need to
minimize the amount of LACP traffic.

* Passive—Receives LACP updates. A passive EtherChannel can only establish connectivity with an
active EtherChannel. Not supported on hardware models.

* On—The EtherChannel is always on, and LACP is not used. An “on” EtherChannel can only establish
a connection with another “on” EtherChannel.

LACP coordinates the automatic addition and deletion of links to the EtherChannel without user intervention.
It also handles misconfigurations and checks that both ends of member interfaces are connected to the
correct channel group. “On” mode cannot use standby interfaces in the channel group when an interface
goes down, and the connectivity and configurations are not checked.
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The Firewall Threat Defense device distributes packets to the interfaces in the EtherChannel by hashing
the source and destination IP address of the packet (this criteria is configurable). The resulting hash is
divided by the number of active links in a modulo operation where the resulting remainder determines
which interface owns the flow. All packets with a hash_value mod active_linksresult of 0 go to the first
interface in the EtherChannel, packets with a result of 1 go to the second interface, packets with a result
of 2 go to the third interface, and so on. For example, if you have 15 active links, then the modulo operation
provides values from 0 to 14. For 6 active links, the values are 0 to 5, and so on.

If an active interface goes down and is not replaced by a standby interface, then traffic is rebalanced
between the remaining links. The failure is masked from both Spanning Tree at Layer 2 and the routing
table at Layer 3, so the switchover is transparent to other network devices.

EtherChannel MAC Address

All interfaces that are part of the channel group share the same MAC address. This feature makes the
EtherChannel transparent to network applications and users, because they only see the one logical
connection; they have no knowledge of the individual links.

Firepower and Secure Firewall Hardware

The port-channel interface uses the MAC address of the internal interface Internal-Data 0/1. Alternatively
you can manually configure a MAC address for the port-channel interface. All EtherChannel interfaces
on a chassis use the same MAC address, so be aware that if you use SNMP polling, for example, multiple
interfaces will have the same MAC address.

\}

GE)

Member interfaces only use the Internal-Data 0/1 MAC address after a reboot. Prior to rebooting, the
member interface uses its own MAC address. If you add a new member interface after a reboot, you will
have to perform another reboot to update its MAC address.

Guidelines for EtherChannels

Bridge Group

In routed mode, Firewall Management Center-defined EtherChannels are not supported as bridge group
members. EtherChannels on the Firepower 4100/9300 can be bridge group members.

High availability

» When you use an EtherChannel interface as a High availability link, it must be pre-configured on
both units in the High availability pair; you cannot configure it on the primary unit and expect it to
replicate to the secondary unit because the High availability link itself is required for replication.

» If you use an EtherChannel interface for the state link, no special configuration is required; the
configuration can replicate from the primary unit as normal. For the Firepower 4100/9300 chassis,
all interfaces, including EtherChannels, need to be pre-configured on both units.

* You can monitor EtherChannel interfaces for High availability. When an active member interface
fails over to a standby interface, this activity does not cause the EtherChannel interface to appear to
be failed when being monitored for device-level High availability. Only when all physical interfaces
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Guidelines for EtherChannels .

fail does the EtherChannel interface appear to be failed (for an EtherChannel interface, the number
of member interfaces allowed to fail is configurable).

* If you use an EtherChannel interface for a High availability or state link, then to prevent out-of-order
packets, only one interface in the EtherChannel is used. If that interface fails, then the next interface
in the EtherChannel is used. You cannot alter the EtherChannel configuration while it is in use as a
High availability link. To alter the configuration, you need to temporarily disable High availability,
which prevents High availability from occurring for the duration.

Model Support

* You cannot add EtherChannels in the Firewall Management Center for the Firepower 4100/9300 or
the Firewall Threat Defense Virtual. The Firepower 4100/9300 supports EtherChannels, but you must
perform all hardware configuration of EtherChannels in FXOS on the chassis.

* You cannot use Firepower 1010 or Secure Firewall 1210/1220 switch ports or VLAN interfaces in
EtherChannels.

General EtherChannel Guidelines

* You can configure up to 48 EtherChannels, depending on how many interfaces are available on your
model.

* Each channel group can have up to 8 active interfaces, except for the ISA 3000, which supports 16
active interfaces. For switches that support only 8 active interfaces, you can assign up to 16 interfaces
to a channel group: while only 8 interfaces can be active, the remaining interfaces can act as standby
links in case of interface failure.

* When you add the first member interface, it sets the required hardware properties of all member
interfaces.

* The media type of member interfaces can be either RJ-45 or SFP; SFPs of different types (copper
and fiber) can be mixed. You cannot mix RJ-45 and SFP interfaces.

+ All interfaces must be set to the same speed and duplex.

* The first interface sets the speed capacity, which cannot be changed later.

* For SFP Detect interfaces—You can include interfaces with different speed capacities as
long as they have a common speed. When you set the speed to SFP Detect (the default),
the speed will be dynamically set to the highest common speed. If you later change the
member interfaces so that the common speed is now higher, the EtherChannel speed will
also be higher automatically.

You can set a specific speed, but only speeds that are available on the first member interface.
For example, if your first interface is 1/10GB, then the available speeds for the EtherChannel
will be 1GB, 10GB, and SFP Detect. If you later remove the 1/10GB interfaces and replace
them with 1/10/25GB interfaces, you cannot manually set the speed to 25GB. In this case,
you can use SFP Detect to use the 25GB speed.

For non-SFP Detect interfaces—All additional interfaces must have the same speed capacity.
For example, if your first interface speed capacity is 10MB/100MB/1GB, you must add
other 10MB/100MB/1GB interfaces. You can set the EtherChannel (and its member
interfaces) to any of those speeds. You cannot later add 1/10GB interfaces to the
EtherChannel, even if you remove the lower capacity interfaces. You also cannot mix
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interface capacities (for example 1GB and 10GB interfaces) by setting the speed to be lower
on the larger-capacity interface.

* The device to which you connect the Firewall Threat Defense EtherChannel must also support 802.3ad
EtherChannels.

* The Firewall Threat Defense device does not support LACPDUSs that are VLAN-tagged. If you enable
native VLAN tagging on the neighboring switch using the Cisco 10S vlan dot1Q tag native command,
then the Firewall Threat Defense device will drop the tagged LACPDUs. Be sure to disable native
VLAN tagging on the neighboring switch.

* The LACP rate depends on the model. When you set the rate (normal or fast), the device requests
that rate from the connecting switch. In return, the device will send at the rate requested by the
connecting switch. We recommend that you set the same rate on both sides.

* Firepower 4100/9300—The LACP rate is set to fast by default in FXOS, but you can configure
it as normal (also known as slow).

* Secure Firewall 3100/4200—The LACP rate is set to normal (slow) by default, but you can
configure it as fast on the device.

* All other models—The LACP rate set to normal (also known as slow), and it is not configurable,
which means the device will always request a slow rate from the connecting switch. We
recommend setting the rate on the switch to slow, so both sides send LACP messages at the
same rate.

* In Cisco IOS software versions earlier than 15.1(1)S2, Firewall Threat Defense did not support
connecting an EtherChannel to a switch stack. With default switch settings, if the Firewall Threat
Defense EtherChannel is connected cross stack, and if the primary switch is powered down, then the
EtherChannel connected to the remaining switch will not come up. To improve compatibility, set the
stack-mac per sistent timer command to a large enough value to account for reload time; for example,

8 minutes or 0 for indefinite. Or, you can upgrade to more a more stable switch software version,
such as 15.1(1)S2.

+ All the Firewall Threat Defense configuration refers to the logical EtherChannel interface instead of
the member physical interfaces.

EtherChannel D& 7E

Z ZClX, EtherChannel IR— FF ¥ )L A X —T = ADVERR, A > X —T = A AD
EtherChannel ~®#| V) 24T EtherChannel D H A Z < A X JFIEIZOW T L £97,

)

(GE)  Firepower 4100/9300 O 5{51%, FXOS @ EtherChannel 5%/ L 9, #EMIIZ DUV Tl Addan

EtherChannel (Port Channel)% 28 L T < 72 &\,
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[Devices> Device Management] % 38R L C. Firewall Threat Defense 7 /XA A Zxf L T [Edit ()]
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Add Ether Channel Interface

General IPv4

Name:
dmz
Enabled
Management Only

Description:

Mode:

None
Security Zone:
dmz_zone

MTU:
1500

Priority:
0

Propagate Security Group Tag:

Ether Channel ID *:

Hardware Configuration Path Monitoring

[

7]
Advanced
| Cancel Im

ATy TS [EAARERA X —7 = A A (Available Interfaces) |fEECA v X —T7 =2 A 2% 27 U w7 L,
EM (Add) 1227V v 7 LCHEBIRLIZA X —7 = A A (Selected Interface) ] FEIRIZZ DA
VE—=T 2 A AEBEILET, AVAN—EERT LT RTOA X =T = A ATxELTHED IR

L/i‘ﬁ_o

FTRTDOA B —T oA ADEA T ERHENECIZRD LI LET,
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4 : Available Interfaces

Ether Channel ID *:
1

Available Interfaces Selected Interfaces

Q, Search

(]

NVE Only:

[ooree | I

ATy 76 ({EE) [#FM (Advanced) 1% 7% 27 Y » 27 LT EtherChannel 7 A ¥~ A XA LET, [{E#H
(Information) | %7 % 7 TIRD/INT A —XERELET,

5: Advanced

Add Ether Channel Interface 7]
General IPv4 IPv6 Hardware Configuration Path Monitoring Advanced
L
Information
LACP Mode: Active v

Active Mac Address:

Standby Mac Address:

+ (ISA 3000 ®#) [m— K/XF > 2> (Load Balance) |: /X7 v h& 7 /L—7 F % R /)L
A B =T oA AT — RNRT U AT HEOIERAT R EZRIRLET, T 7410 b
ClX. Firewall Threat Defense 7 /NA A3/ 7 v DOEFEITLIB L O%EE IP 7 KL R IZHE-S
T AVE—T 2 AATONRT Y bOBR—RERTUVALET, N7y MBASEIND
WD T anRT 4 B ERTHLEE. BoOEEDE Yy FE2BIRLET, 22 T
74w 7 RECEETCBLIOSEIP T LRI RKE L fi>TWbHHA . EtherChannel N D
AVE—=T A RIKTDHRNT T4 v 7 OEVYTRT RT3, BIOT v
TYRAANIELETDHE, N7y 730V BFIIHBINGGERHY T, v— KA
Ty T OOV TIL, Load Balancing (14 X—7) &ML T2V,

* [LACP E— R (LACPMode) |:[7 277 47 (Active) . [/Sv 7 (Passive) ]. F7=iF
[4> (On) 1ZBIRLET, [T27T 47 (Active) | E—K (F7 4/ 1) &EHTHZ
EERHERLET, Ny T E— RNiE, ISA3000 TOAFEHTEET,
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ATy 710
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+ (Cisco Secure Firewall 3100/4200 ® %) [LACP L— bk (LACPRate) |:[7 74 /v k
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7-& 21X, MAC 7 R L & 00-0C-F1-42-4C-DE IZ. 000C.F142.4CDE & A ) L £7,

[/~— K7 = 7#5% (Hardware Configuration) | % 7 %227 U v 7 L, T XTD AL/~ L X —
T2 ADT 2T by 7 ALEEEHRELET,

[OK] %27 U w27 LET,

[Save (RTFE) 1227 Vv 7 LET,

Z T, Deploy>Deploy IZBEIL T, AU v—%2EI0 Y CTlT "M AT 7TaAf LET, &
FNFITEAT L CHEASLETA,
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PEBMLET, VT A Z—T oA ZDOBIMESRL T IEEN,
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ATvT1

ATy T2

ATvT3

Firewall Management Center £ D1 V2 —7J =4 ANDZEEDEH] .

JEBH 27317 L 7= & & |Z Firewall Management Center 23 > % —7 = A AZMHT D L. D
BRI RIM L ET, mANCA v F—T 2 ADEREZARTLHZLERNH Y 7,

« FE) A

HLWA B —T 2 A ZADBIRKEH DA > % —7 = A ZADOHIFEA, Firewall Threat Defense
DHRENE 2 D FBIIR/NRETT, 72720, X2V T 4R o—THHINTWDA ¥ —
TxA A&HIRT DL, RECKELHERAET, A F—TxA AL, T 7 BAL—/L, NAT,
SSL., 7A 5 > 7 47 4 /+—/v, VPN, DHCP ¥— 372 ¥ Firewall Threat Defense DR &2
5% OECTHESR SN TV D AEEERHV £3, A1 ¥ —T oA AZHIBRTHE, &
DA H—T oA AZHEMTONTWDORENTXCHIBRSNET, BEX=2VT 94 YV —2%
ZRT LR — 3 EEZ T E A, Eo, BT A ATEEE 52T, 7O Firewall
Management Center C D[R}l 2 42 &2, HID 2T 5472 EtherChannel D A /38— 7
TimETE ET,

Firewall Management Center WA R 2R HT 25 &, [ ¥ —7 = A A (Interface) | X—T D%
AV —=T oA ADFMNCAT —2 A ([HIFREH (removed) ], [ZEH %A (changed) |, F£7=
X EMNFE A (added) ]) BERINET,

ZOFMETIE, BEIRL T, ¥ —T = A AOEE 2 FETRIMT 2 HEE IOV THBI L
F9, THAA AOERN RS D Th H5E1X. % DA HE % Firewall Management Center ([ Z
AT 2D2MBETIH D FHA, TS ADRETLHETHEL TOLOLIEHLET,

48 HHEIIZ
* User roles :
* Admin
* Access Admin

¢ Network Admin

[Devices> Device M anagement] % 3% L C, Firewall Threat Defense 7 /N1 A (Zxt L T [Edit (£%)]

Vw7 LET, [ ¥—7xA A (Interfaces) | X 7NT 74/ h TEIREINFET,

MENL U T, [M 23— 24 X (Interfaces) | D RIZH D[4 2 —T =4 ADREHE (Sync

Interfaces) | 227 Vv 27 LET,

EERmH SN, WOFIREZSHRL T 7EE 0,

a) AVHE—T A AREDNELINTZZ L ERTREDNF—RN [ X —T A A
(Interfaces) JIZFERSNET, [Z7V v 7 LTiEMEER (Clicktoknowmore) |V 7 %
IV oI LTA v H—T oA ADERNRERRLET,

b) [EEOMGEZ7 V27 LT, R T—NBA L F—T oA ADEHENETH] Xt X BERE
LT LEMERLET,

T =RAELESAIE, R =2 L H L TRFEZFETTOL0ENH Y £,

A3 —T 1 —RADBPE .



1258—7z2—20BZ |
. Cisco Secure Firewall 3100/4200 [ (T %y FD—V ED a2 —)LEEET S

c) [SavelxZ Vw27 LET,

Zh T, [EBRB (Deploy) ]>[EBE (Deployment) | %27 U v 7 L, &Y THT /A R
R —ZRBHTELELIICRVELL,

Cisco Secure Firewall 3100/4200 [5] [~y D —H E 21—
IWZEHT S

BHNZT S ZADERZEF AT HANCR Yy NIV =T FEV a— V& A VA M=V LT2gE, 7
7y a EARETYT, Xy NT—7F Y a—WIHEICRY ., HHTE 2REICR-> TV E
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TNA ZAOYERA B —T 2 A ADFEMER R L TRy NV —7EY 2 — LEEHT 5T,
[> v — 3 O#AE (Chassis Operations) ]X— % B & £J, Devices> Device Management T,
[v¥—2 (Chassis) 151D [EE (Namage) |27 Vv 27 LES, 7 T7RAZ Y TEIIEE]
AofE, ZoF7va A3l ) — K777 4 72=y hCTORMERATE LT, T34
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B T —R0oBE



I AR —T 1 —RADBPE

TJL—07F

IL—s79rt—roxz [

6: v —L Mgk

172.16.0.51 (Chassis Operations)

Network module and interface breakout details for device.

Interfaces

| Refresh || Sync Modules |

Network Module 1 Network Module 2 @ )
111 1/2 13 114 1/5 1/6 17 1/8 2/5 27

n 2{3
W) (W) = (sl il | o
CONSOLE MGMT  USB
L JL JC JL JC JC JC JC et JC JC JC )

19 110 1 112 1113 114 115 116 2/2 2/4 2/6 2/8

Physical Interfaces
This view Wly the physical interfaces to perform chassis related advanced operations. To view complete list of physical and logical
jate to Interface page in device details

Interface Name Duplex Auto Negotiation Admin FEC Admin Speed Media Type
Ethernet1/1 FULL No AUTO 1gbps rj45s
Ethernet1/2 FULL No AUTO 1gbps ri45
Ethernet1/3 FULL No AUTO 1gbps rj45
Ethernet1/4 FULL No AUTO 1gbps rj45

[# 8 (Refresh) 1227 Vv 7 LT, A Z—T 2 ADAT—X A% HH L £, T4
ENH LT NAATHN— Ry =27 OEREITo15E1E, [TV 2 — /L% [FH (SyncModules) ]
27V v LET,

WE T — R T o FHBIZEy NT—TED a— DA A M=V EETETHLEND LA,
WROTFIEZSHL TLEE,

M AR— b DERTE

4GB LLEDA v Z—T 2 A AT EIZI0GB DT L—2 T 7 h iR— &2l c&£d, Z0F
BT, R—bDOTL—27 77 NEBESMOITEZOWTHALEST, 7L—2T7 U FFR— |
IZ. EtherChannel ~DiB%E&H, OWEA —HV Ry hAR—FERICEIITEATEET,
7m&ZI1E, 40GBA v X —T 2 A ANH4OD10GBAR— MIIZTL—27 T 7 FhT&FET, H—
N DM A XEILET ML > TERRY 5,

EEITTIIHBEE N, T8 RZEATA2MNETH Y A, TWEZITESM L%,
PIHIDA v H—T7 = A ARBEIZ e — Ay 7 TEEHA,

1v58—2z—20%Z |}



1208—71—20HBE |
TL—9 79 bR— FDHRE

1R BHHEIIZ

cHR—FENTWDET V=T U =T NEHHT L08R H Y £, GOV T
T A= R =2 7RETA F2ZRLTIZE0,

c P ETZITHEBMT LRI, AV F—T =2 A AZROBANTHEAT S Z LIXTEXERA,
e Jx—)VvF—nR— Y7
7 T RZHHY o
cHTAH =T 2 f REFET D
* EtherChannel A /73—
* BVI A 23—
RV X TITEAA U E—T AR

X2 VT AR —TEHEEH SN TNDL A U Z—T = AOTUWEZITHSINT, H
a2 52 D AlReENR D £, 77 variivuy 7 ShEd i,

FIE

AT 71 Devices>DeviceManagement T, [+ —% (Chassis) |50 [E# (Namage) |47 U v 7 L
FT, V7 I7AX VU TEREEATANEOEE, oA T a THIEH ) — RIT VT 4 T =y
FCoRFEHATEET, FYv NV —2ZEFEV 22— LOLEF|TTXTO ./ — RicERINET,
B7:ov—LDER

~ Ungrouped (2)

172.16.0.51 Snort 3
172.16.0.51

Firewall 3120 Threat Defense 7.1.0

FTINA AD [V % — > DEAE (Chassis Operations) | ~X— Y NHE ET (v F A AKX A
E—RTHE, ZOX=F [V ¥ —~F—T+ (Chassis Manager) ] EFEENET) . 20D
NR=VIZE, TAA ZAOYHEA VX —T = A ADFHMPFRENET,

ATFwT2 A0GBLLLEDA B —T 2 A4 APBR— FESEILET,
a) A H—T7=AZD5MD Break (%) 227 U v LET,

WRAATa TRy 7 ATNes|2 7 Vw7 LET, £ ¥ —7 A ABMEHAFOLAIL,
T —Avb—URERINET, HEEHERITT LRI, 22— A — A ZRRT D0
NHDFET,

7~ & %1%, Ethernet2/1 40GB A > % — 7 = A A& NEIT 545, HEHBOAA X —T =
A A%, Ethernet2/1/1, Ethernet2/1/2. Ethernet2/1/3. 3 & U'Ethernet2/1/4 & L Tkl & FE
7,

B T —R0oBE



I AR —T 1 —RADBPE

JL—s79tt—trozE |

AVHE =T 2 A ADT T 7 47 TiE, BEIENTZAR— FOFRRIZKRO I DI T,
R8:TL—47" bk R—b

Network Module 1 Network Module 2 @[

W v — aaa A
CONSOLE MGMT  USB @@@@@@@@

1111 Mz 1z 14

b) EEEHOAyE—VRADY BT v LT[ Z—T =4 X (Interfaces) | ~—
WBBEIL, A ¥ —T = ZADOEREZRFLET,

X 9:[41 >3 —T 4R (Interface) | R—~DiEE)

A\ This device has configuration changes that were performed directly on the device. Visit Interface page in device details

c) [A v ¥ —7=ARA (Interfaces) |"— D LHT, [Z7 Vv 7 L TEEMAZZFR (Clicktoknow
more) |27 U7 LET, [f ¥ —T7 A ADZEH (Interface Changes) | %A 7 1 77K
7 AN E ET,

10: 43— x4 ADEBDORT
Interface configuration has changed on device. Click to know more.
M:AVE—T A RDER

Interface Changes °

The following interface changes hawve been detected. Click "Validate Changes® to know if there is any impact on current configuration.

Interface Type Change Description

i) Ethirmat2/2 Physical Interface s disassociated
i Ethernet2/2/1 Physica Interface is associated

i Ethemet2/2/2 Physical Interface s associated
R Frhaanat 21707 [T Imbartnmn o seearishod

d) [BEEORGEZ2Z Y v 7 LT, R =0 U Z—T oA ADEHENETH & & HaE+
52 LaERB L ET,

TT=RAELESAE, R =2 L H L TRFEZFEITTO2L0ENH Y £,

X2 VT 4R —THASNTVWDEHA X —T oA A EIHZ D L, REICEE
BHZBEENHY ET, A F—T A RE, T/ E®AL—/L NAT, SSL, 745~
T 47 4 /L—/L, VPN, DHCP #— "—72 & FEIZK T DHEL O CEHESBINT
WHHREEMER SV 9, A v F—T A ZAZHIRTH L, ZOA X —T = A AZEHEfT

AUB—T 1 —ADHE
|



128—71—20BE |
B oo—o7ork—ronz

FTONTWARENTRTHIRENET, EX20TF 40V — 0284 5RY o — T8
it ER AL

e) [FALD (Close) 127 Vv 7 LTC[A ¥ —7=AA (Interfaces) | X—TIZRED £,

f) [ (Save) 1227 U v LCA LV HE—T 2 ADERE T 7 AT U5 —MAREAELET,

g) WKEERTHLERNb-T25E13, [EBR (Deploy) | >[ER (Deployment) 112 E) L
TRV >—%REBELET,

TU—=07T U MR FOERERAFT DD IETIRRT 2 0ETH D A,

ATYT3 TL—r 70 bKR—FEBEEAELET,
AVEBE—T 2 A ADTRXTOFR— M FEETOLERHY £,
a) AV H—TxAADOEMD Join( P &7V v 7 LET,

BAATO TRy 7 AT[Yes] &7 Vw7 LET, FAR— FBMEAFTOSHAIL, =7 —
A=V NFRENET, BBNEHRITT LRI, 2= AT — A ZFRT H0LENH
nE9,

b) HEEEHORA =AY &2 Y w7 LTC[A ¥ —T x4 A (Interfaces) | X—
WCBEIL, A2 X —T A ADEEERGFLET,

B 12:[4 32— 4 X (Interface) ] R—I~DEEH)

A This device has configuration changes that were performed directly on the device. Visit Interface page in device details

c) [ #—7=AA (Interfaces) |"X—T D LT, [Z7 Vv 7 L TiEMiZZF R (Clicktoknow
more) |27 Vw7 LET, [A ¥ —T7 A ADZEHE (Interface Changes) | %A 7 1 77K
7 AMAE £,

13: 4208 —T 4 ADEEDKTK
Interface configuration has changed on device. Click to know more.
14: A2 —TAADERE

Interface Changes 1]

The following interface changes have been detected. Click "Validate Changes™ to know if there is any impact on current configuration

Interface Type Change Description

i Ethermet2/2 Prhvysic s Intesrface s disassociated
B Ethermet2/21 Physica Interface s assoclated
i Ethernet2/ 2 Physica interface s associatod

& Frivaonat 27703 [T Inbarfass ir seearistond

Validate Changes

B (57— ROEE
I



| 1v5—7z1—z208=E

zyrr—sES2—nonen [

d) [EEORGEZ 2 Y v 7 LT, R V=03, 2 F =T = A AOETNE TG & & e
D5 LEMERBLET,

T =R ELIGEE. N —2ZH L THRREZBFEITTOLERH Y 7,

X2V T 4R —THHENTWERFA =T 2 f REEEHZ D L, BRRICE
EEZAAREMLR DV FET, A X —T A AL, TZEBAL—/L, NAT. SSL, 745
YT 4T 44—/, VPN, DHCP % — "—7p & REICEIT 5L OEIIcCHEESR I
Twéﬂ%ﬁﬁ%bi# AVE—T A REHIRTHE, TOA 2 F—T A AZHHEH
FFHENTWARENTRTCHIRSNET, EX=2 VT4 V=V EBETHRY —I3¥

%%%Hiﬁho

e) [FALD (Close) 127 U w27 LTC[A ¥ —7 =4 A (Interfaces) | X—TIZREYD £7°,

f) [fR1F Save) 1227 Vw7 LAV E—T oA ADEELE T 7 AT 7 —MRFELET,

g) WEREELTTHIMENH > T-8E1X, B (Deploy) | >[ER (Deployment) | IZBENL
TR v —%EHLET,

TVL—=20 70 MR— FOEREZRGFT DD EFICRAT2LEZTH D A,

2y RIT—HSFET 12— )LDEN

FIE

ATvT1

ATy T2

ATvT3

VEEEBIZ T 7 A T T+ — IRy NI — 72—V &BINT 51213, ROFIEEZE
F9, HLWEY 2—/LZBINT 5121k, FESHPLETT,

N—= RO THRETA RIZE>TRry NIV a— V&2, A=V LFET,

I AR T ERFEAAEORSE. TR TO ) —Rxy NV EVa— L&A R
= LET,

Tr7AT A= NVEREBLET, 71 A0V vy MU CEIEIHESHEZRLTIEZE
v,

7 AL T EITE AT AMEOEAIL, BN T —% ) — R/AZ A, 2=y & i)
L. ZNORNEIRT20%/HbEd, 0%, il —F (il — FOLEEZZMR) £721%
777 4 72=v bk (Firewall Threat Defense ~\A 7 XA TV T 4 XTIZBT BT I/ T 47¥
TOUVREZEBR) AR L, LEIO§IE ) — RERIIT 774 7 2=y FeFlEEicx
7T

Devices> DeviceManagement C, [+ —% (Chassis) [ %|®D [ (Namage) | #27 U v 27 L

F9, 7 IAF ) T EREIENRAEOSE. oL T a AR\ —RIT VT 4 T a2 sy
NCOBEHATEXEST, Fv NIV —VEVa—LOEEREFTTTO ) — RicERSNET,

A3 —T 1 —RADBPE .
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B < r7—vEvi—noem

15: v —DEE

O Name Model Version Chassis

O ~ Ungrouped (2)

— 172.16.0.51 Snort 3
O ol Firewall 3120 Threat Defense 7.1.0
172.16.0.51 - Transparent

TRA AD [V % — > DO#EAE (Chassis Operatio) | —VMHE ET, ZOX—=VIZlE, 731
ADYERA 22 —T = ADFHMPFRENET,

ATV T4 [FVa2—LOF (SyncModules) 1%22 Vv 27 LT, Xy MU —27FEY 2 —/LOH LM
BHRTX—VEEHLET,

ATVIE A I =Tz A ADITTT 4 v 7T ATAZL (@) &7 Vv 7 LTy NT—=TEVa—)L
EAEMLET,
16: 1y FO—9ED2—ILOFEXE

Network Module 1 Network Module 2 @
- mn 112 113 1/4 175 176 17 1/8 21 2/3 25
W) (W) == (oo e | il
CONSOLE MGMT USB
L JLJL JC JC JC JC JL ]

1/9 110 1Mm 112 113 114 1115 116 242 2/4 36 28

ATYT6 Xy NT—I BV a— VOEIMEEHRT D70y 7 NRFRENET, [Yes] &7 Vw7 L
£7,

17: AL DHERR

Confirm Switching Network Module On X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn on the network module?

Turning the module on will add the associated interfaces to device.

ATy T BHEOEHIZA v =Y RFRENET, V727V 07 LT[ F—T AR
(Interfaces) ] X—IIBEIL, £ v X —T =2 ADEFEZREFELET,
18:[1M 23— x4 R (Interface) ] R—T~DIEEH

A\ This device has configuration changes that were performed directly on the device. Visit Interface page in device details

B 57— R0EE
I



| 1v8—7z—z208B=

ATvT8

ATvT9

2y r—sEsa—roxasz ]

(EE) [ v X —7 =A A (Interfaces) ]" =D LIIZ, A v H—T oA ADOFJENET S
NTEZEERTAyE—UBRERINET, [Z7V v 7 LTEEMZETR (Click to know more) ]
IV rtbHE [ H—T A ADAEH (Interface Changes) ] %A 7 1 7R v 7 ANEH
X, BERERINET,

19: 43 —T A RDEBEDERT
Interface configuration has changed on device. Click to know mare.
20: 48 —T A RDER

Interface Changes @

The following interface changes have been detected. Click "Validate Changes" to know if there is any impact on current configuration.

Interface Type Change Description
Ethernet2/1 Physical Interface is associated
Ethernet2/2 Physical Interface is associated
Ethernet2/5 Physical Interface is associated
Ethernet2/6 Physical Interface is associated
Ethernet2/7 Physical Interface is associated
Ethernet2/8 Physical Interface is associated

‘ Close ‘ Validate Changes

[BAC % (Close) |27 V27 LC[A ¥ —7=xA A (Interfaces) | X—VIZREV FT FHL
WEY 22— /LZBIIL TWDHD T, RIESDREITRWD, [EEOMGE (Validate Changes) |
7V 7T HMETHY EHEA)

MR1E (Save) 1227 Vw7 LTCA L E—T 2 ADERE T 7 AT 75— MIARIFL £T,

2y bIT—VFD 21— ILORMAE

HE#h+s2 <, AUAALATOHLVEY 2—LDOFy NT—TF V2 —)LEKR Y b A
Ty 7 TEET, L, BHEOEY 2 — NV ELZRIIROATITE, vy N T T D05
NHVET, ZOFETIE, HVWEVa2—NET Yy NETL, HILOEY 22— L&A A
=L L THINZT 2 HIEIZOWTHHLET,

7T AZ ) T ERTEAAOEE. $# ) — N7 7T 47 amy FTOHRY ¥ — T O
EEFITTEET, VI7AXHEY 7/ 7 2 —NF ==V I RET 22—V EIZH D%HE
X, %y U=V V2 — LA EMETE A,

A3 —T 1 —RADBPE .



1258—7z2—20BZ |
B <oro—vEviroxmsz

1R BHHEIIZ
FIE

ATV TN 772X 7 EFETAEOSEE. WOFIEEZFEITLET,

cDTZRB)VY iRy PRV T RFATT D=y RRT—H ) —RThDHI LE2MRL
£ () — FOEEEZM) , KIZ, TO/ —Fapgi LT, 7 722U 7hbith
LEY, /= RO ZZRLTIEE0,

Ry NAU T HETHR, /—R&27 A BMLELET, F20X, filifl ) — FTF

RCOBEREITTEXET, Ry NIV EFVa2a—LOEFITTRTOT—X ) — RIZFH

WanEkd, 2L, Ay PRIy THIE, XTO/)—RTA U FZ—T A ANFEHT

TR F9,

EBHHAE: ry NIV BTV a2 VBRI T D L X = AN —EEHET BT

X, ROFNEEFITLET,
« T LF—NR—U LI RFy NT—7FT 2— )L FICHAHEAIE. &M E 5k
THMLENHY T, @AHEST ORESRLTSTEEN, 7774777 = —
W —=NR=D I NHDEHy NT—TEa—VEEGLTAHZ LIETEEEA,
XY NI =TV a— VDA B —T 2 ADA L E—T 2 AE=K Y T 5
WLET, ZAZUNSALIPT RLAEA L E—T 2 A AF=F )V TOREEZSRL
TLIEENY,

AT w72 Devices>DeviceManagement C, [&¥—% (Chassis) [4I0D [BIE (Namage) | #7V v 7 L
T, 7 IAZ Y T ERERERTAEORE, ZoF T a3l —RT0 T 4 T 2=y
NCORBRTEET, Xy NT—VED2— L OEHIZTRTH /) — FZERShET,
H21: v —LDEE

~ Ungrouped (2)

172.16.0.51 Snort 3
172.16.0.51

Firewall 3120 Threat Defense 7.1.0

TR, AD [V % — > D#EAE (Chassis Operatio) | —VMHE ET, 20—V, 731
ADYERA B —T = A ADFEINEREINET,

RTFVT3 A B =T 2 ADI T T 49 I T, AFGA L (@) %2 ) v LTHy hT—JET a—L
N L ET,

B (57— ROEE
I



I A UB—T T —ADBE

2y r—sEsa—roxasz ]

2: %y FI—UFD 1 —IILOESIE

Network Module 1 Network Module 2
m 12 13 174 1/5 1/6 W7 1/8 21 2/3 2/5

(W) () = ) ol
CONSOLE MGMT USB
TR EE WEew

19 110 1 112 113 114 115 116 212 2/4 216 2/8

[f % —7xA A (Interfaces) | X—V TIFEHEZRFLRNTLIEIN, Xy NT—7F
Va—NVEZERT L0, BEFOES A PR 2 LEITH D A,

ATV T4 Xy bPT—TEV 2= VOENMEEMRT 270 7 MRFRINET, [Yes] &7 U v L

i ﬁ‘o
23: EHILORER

Confirm Switching Network Module Off X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn off the network module?

Turning the module off will remove the associated interfaces from device.

ATYTE N—RU=THETA RIE-T, T ADE Ry NT—7FV2a—LERVIL, HL

WE Y NT—ZEVa— )L e LET,

AT v 76 Firewall Management Center T, A7 A X (M) %7 Vv 7 LTHLOEY 2—LEFDNI L E

R
2:%y kI—UES1-LOEHIE

Network Module 1 Network Module 2 @
117 1/2 113 1/4 1/5 116 117 1/8 21 2/3 2{5
() (0] = )
CONSOLE MGMT  USB
CJCJCJC JC JC JC JL ]

1/9 110 1Mm 112 113 114 1115 116 242 2/4 36 28

ATYT1 Ry MIV—IED 2= VORIMEEHRT 270 T IRRRINET, [Yes] 227 Vv L

SETO

1v58—2z—20%Z |}
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B < ro—vEvai—nennssTcxme s

25: Ehb DR

Confirm Switching Network Module On X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn on the network module?

Turning the module on will add the associated interfaces to device.

AT T8 /T AX Y T EIFEATAMOEA X, WOFIEEZFEITLET,

SRR ) —FREITAXITEMLTCELET, iLW I 2% ) —ROBIN%

ZHLTLZEN,

- S A A% :
o SR HMEE MR L2 E 1, ST A EEEELET, N T T T 4 XT
DEMESBRL T IEEW,
XY NI =T ED 2= NDA LB —T A ZADA L H—T =2 AET=F Y 7%
BN LET, [RFZUNALIPT RLARAEA L E—T oA XA E=K ) T ORTE]
LTSN,

2YRT—OFD2—ILERDR A TIZKBT B

Iy NU—T B a2 —VERDH A T T D5EF. BEBIBMLETT, FrLVEY 22—
NDAVE—T 2 ZAENHENEY 22—V DR WEEIT, FELRLSRDEA L F—T =
A ABES DA TEICHIR T 20 ERH D £,

I IARY T FEIZE A AMOGE, K — KT T 4 T =y hTORY v — D
fEx=FfTTEET,
1R BHHEIIZ

IATRATENT 4 DRE, 72—V F == I PREV2a— L EZHDLE, Xy FU—
JEVa— VB TE T A, @A ANZRRT 20ERH D 4 (& ATHAEST OffkR
EHR)  ZHCKY, TI/T T2y NOFREBIFHCIE T 2 A ARRETDE LD
FT, 2=y FOBEBHNTET L, ma AL HmmETE £d,

B T —R0oBE



I A UB—T T —ADBE

w2y bI—sEC1—LENDS 1 Tt s |

FIE

ATY TN I IAZY o rEREEAAEOL AT ROFIEEZFEITLET,

SRRV Xy NI BV a— VEZHI L TCWDHR], XU H A L EkEd 5Tz
OIZ, &%/ —F2—FlZ1 2T o5 L., 7 I7RAINLERTrZEnTcEES, /—K
DO LR LT IEEN,

RN ZET LI2h, /J—R&7 7AXIIRLET,

EBRAM: Ay NU—I EFV 2 — L EKHLTWDHE., 72— A —"—%ERET 5729
Wy XY NI — I EFDa— NV EDA L Z—T A ADA L E—T = AE=R Y 7 2t
M LET, AZUNSAIPT RLAEA UV E—T oA AF=X Y T OFRIEESRLT
<&V,

RATv7F2 Devices>DeviceManagement C, [+ —% (Chassis) | 410 [ (Namage) | %7 U v 7 L
T, 7 I7ARZ VT EIFRAREOSEA, ZoF T a AR — RIT 0T 4 T =y
FNCORFEHTEET, Xy NT—FEFV a2 — LOEFETTRTCH /) — NI EINET,

R26:>v—DEE

Name Model Version Chassis

O ~ Ungrouped (2)

O 172.16.0.51 BRE Firewall 3120 Threat Defense 7.1.0
172.16.0.51 - Transparen

TINA AD [V — DEAE (Chassis Operatio) | X— VP& £9, ZOX—=IZiF, T34
ADYHEA B —T = A ADFEMNFRENET,

ATYT3 AL H =T 2 A ADT T T4 I T, ATA X @) %7 )7 LTHxy hT—7FVa—)b
M LUET,

E27: %y bI—0ED 2—ILDEMIE

Network Module 1 Network Module 2
0 Y2 W3 Ya  ys e 17 18

W % = )
comsaE vt W [

19 110 111 112 113 114 115 116 212 2/4 216 2/8

[ % —7xA A (Interfaces) | X—V TIFEHEZRFELRNTIEI, *y NTV—7F
Va— VAR L7 BEF O A RET 5 MBS Y AL

ATYT4 Ry NV—UEVa—VOEMEERBT D27 T IRRRSNET, [Yes] 227 Y v/ L
£

AUB—T 1 —ADHE
|
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B ~ro—vEsanzs0s1Txmss

ATvTh

ATvT6

ATy T17

ATvT8

ATvT9

28 : BN L DHEED

Confirm Switching Network Module Off X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn off the network module?

Turning the module off will remove the associated interfaces from device.

| No Yes

N= R 2 THREHA RIZHEST, T ADH WKy NT—V B a— L EZRIL, HHL
WEY KT — 7 Fa— L A F9,

Tr7AT U+ —NEHEEBILET, T4 2D vy NE T U EIIHEEZSR L TLFE
/AN

7 Z ALY T EILE A OGS, BRYNCT —F ) — RIAZ 3 2=y N &S
L, ZNOoNEIBT 020 E3, 0%, #lH ) — 8 Gl — FOEFEERR) £721%
77T 47 =2=v  (Firewall Threat Defense /~A 7XA ZE VT 4 RXTIIBIT DT /T 47
TOYVIEZ W) AR L, UFiOHE ) — RERIZT7 774 T2=y MR TE F
7,

Firewall Management Center C, [ = —/L D[R] (Sync Modules) %27V v 7 LT, Xv b
T—7EY a—VOH LWHEMERTX—V2EHLET,

RSAF () %I Y w7 LTH LNE Y 2 — LA LET

B29: %y kD= ED2—ILDOEHE

Network Module 1 Network Module 2 @
117 1/2 113 1/4 1/5 116 117 1/8 21 2/3 2{5
W) (] =5 (o] o e e
ST || g |V | (| B

1/9 110 1Mm 112 113 114 1115 116 242 2/4 36 28

Fv NU—I B a— VOFMLEMRTH T u T IRERENET, [Yes] 227V v 7 L
iTO

B T —zo#E
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v kT—sES1—LERNDR 1 T8 T 5

30: AL DFERR

Confirm Switching Network Module On

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn on the network module?

Turning the module on will add the associated interfaces to device.

ATV 710 HiEETFOA Yy E—YNOV 7 %27 ) v LT[A ¥ —7 x4 A (Interfaces) |X— VI

L, /1T oA ADELERFLET,
R 31:[4 >3 —7 4R (Interface) ] R—T~DFEE

A\ This device has configuration changes that were performed directly on the device. Visit Interface page in device details

ATFYTN Xy hI—TFVa— VDA L H—T = A ZENED LIZEBE
a) [ —7x=AA (Interfaces) | X— D EET, [V v 7 LTEEMEER (Click to know
more) |7 U7 LET, [/ ¥ —T7 A ADERE (Interface Changes) | %A 7 1 77K

7 ANAE £,
R:AVEB—TIARADEEDRT

Interface configuration has changed on device. Click to know more.

K33:AVA—T A ADERE

Interface Changes

The following interface changes have been detected. Click "Validate Changes" to know if there is any impact on current configuration.

Interface Type Change Description
Ethernet2/1 Physical Interface is associated
Ethernet2/2 Physical Interface is associated
Ethernet2/5 Physical Interface is associated
Ethernet2/6 Physical Interface is associated
Ethernet2/7 Physical Interface is associated
Ethernet2/8 Physical Interface is associated

‘ Close ‘ Validate Changes

1v58—2z—20%Z |}
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B < r7—vxsva—nomysL

ATvT12

ATy 713
2ATv 14

ATy 715

*y kT—=7

b) [BEHEOKGEZZ Y v 7 LT, RY =03 F—T oA AOETNE T & e
5 LEMERBLET,
TT=RAELIESEE, RN =2 L E L TRFEZHEITTOL0ENH Y £,

X2V T ARV —THEHISNTWDIA X —T oA AZHIBRT D L, REIHEELE
ZHEAENHY ET, A F—T A AL, TV EANL—), NAT, SSL. 7A T T 4
7 4 /L—/L, VPN, DHCP #— =72 & BREICHITHLL OGEFHTEESR I TS
AREER DV FT, A v F—T A AEHIRT DL, TDA U F—T = A AIZBHEAT 5
NTODERENTXTHIBRESNET, EX=2VT 4 V2220 IT 5K V— 138
TEEA,

c) [FALD (Close) 127 U w27 LTC[A ¥ —7=4A (Interfaces) | X—TIZRD £7°,

A H—T oA AREEZEET DI, WA VX —T 2 ADAIEB IO —H 3> bk
EOMER @~—) BB L TN,

T 7 4V N OEEL, [SFPEH (DetectSFP) JIZFXEINTWET, T LV, Bv fHiT
HILTWA SFP 2Ll 2 E Nt S E 3, HEZ FEICTREDMEICKEL TBY, Z0
HWEDOEENNENZ 2> 2GR DK, HEZEETHILERSY 7,

[MR7FE (Save) 227 Vw7 LAV E—T oA ADEFE LT 7 AT U 4 —/MARELET,

R BT T H 0N H - 7561, [EBR (Deploy) 1 >[ER (Deployment) ]I1ZE) L T&
Vo—%EMLET,

Ry b= FTV 2= VOERERIFT DD RTICTRRT2LEITH D A,
7 I AB Y 7 EFEATAEOSG AL, ROFIEEZFATLET,

cHSRBYVY )= FREITAZIZEMLTELET, LW T AKX ) — FDBIN%
ZRLTLZE,

BREA XY NI EV 2= VDA B —T 2 ADA B —T =2 Af AE=R Y
EHEADNILET, [R¥UASNAIPT RLAREA LA —T 2 A AET=X ) VT OHEE]
EEIRLTLLTEE0,

EFEoa—ILORERYSL

Xy N =7 EY 2 — NV EZFERIZHIRT 25615, ROFIRENVET, Xy hT—F7FV 2—
NEHIBRT DI2IE, FREENLE T,

JIARY T FEIIEARAMOEES, HI ) — R/T 0T 4 T =y hTORY v — DO
ExERITTE E9,
1R BHHIIZ

I IAZY T ERIFEATRAMOSEEIR. 7 TAZ/ T 2=V F == IR Ry N —7
EFVa— VRN L AR LTI Z3N,

B T —R0oBE
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2y rr—s 2va—nomysL ]

FIE

AT w71 Devices>DeviceManagement C, [+ —< (Chassis) [ 51D [E# (Namage) 1 %27 U v 7 L
£, 7 7RZ V7 ERIEEAANOSE. ZoF T v a EHiE ) — RT 0T 4 T sy
FNCORMEATEET, Ay NIV EVa—LOEFETTITO/— NIZEBEIET,

H:v—TDEE

\:| Name Model Version Chassis

[} ~ Ungrouped (2)

] ::z:ggzl sr‘m:‘ |3‘ . Firewall 3120 Threat Defense 7.1.0
T AD [V % — D#EAE (Chassis Operatio) | —VMHE ET, ZOX—=VIZiE, 731
ADYHA o H—T = A ADFEMNP TR SNET,

RTYT2 A H—T A ADIT T T 4 v I T, ATA X (@)% 7 v/ LTHxy NT—FFETVa2—)L
I LET,

3B: 32y FI—UED2—ILOEMLE

Network Module 1 Network Module 2
i 1/2 13 1/4 1/5

1/6 17 1/8 1 213 2/5
consote vet = ] g W (R
212 214 216 2/8

1/9 1Mo M2 113 114 15 116

RATYT3 Xy NIV BT a— VO ERRET 270 7 MRFRINET, [Yes] &7V v 7 L
i?‘o

& 36 ML DHERR

Confirm Switching Network Module Off X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn off the network module?

Turning the module off will remove the associated interfaces from device.

| No Yes

AUB—T 1 —ADHE
|
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ATv T84 HED EHIZA Yy E—UBRERRINET, V2527 Vv LT[AVH—T AR
(Interfaces) | X—VICBEIL, A v X —T =2 A ADEFEZRFLE£T,
X 37:[1 32— 4R (Interface) ] X—~DIBE)

A This device has configuration changes that were performed directly on the device. Visit Interface page in device details

ATV TS [ X —TxAA (Interfaces) | X—T D EERIZ, AV H—T 2 A ADFJRENET SN2 &
ERTAvE—URFRREINET,
K38: 43 —T A ADEBDRTE

Interface configuration has changed on device. Click to know more.

a) [Z7V v 7 LTC#EMAZ#ETR (Clicktoknowmore) 1227 U v 27 LEd, [ Z—T A AD
2% (Interface Changes) | A 7 R 7R v 7 ANPE, BENREXRINET,

K39: A3 —T A RDER

Interface Changes @

The following interface changes have been detected. Click "Validate Changes" to know if there is any impact on current configuration.

Interface Type Change Description
Ethernet2/1 Physical Interface is
Ethernet2/2 Physical Interface is

Ethernet2/3 Physical Interface is

Ethernet2/4 Physical Interface is disassociate:

[ cose | R

b) [EEORGEEZ 27 Y v 7 LT, R T—0A 0 F—T7 =2 ADEERNETH| it = HhE
HT EEERLET,
TT—DNRELELGEE. RV —%2LHW L CHREEZBETTA20ENRH Y £77,
X2 VT 4R —THEHINTWAAS X —T oA ZAEHIRTH L, BEICHELE.
ZOHBENHYET, A X —T A RT, T EBA/L—/L NAT. SSL. 74 F T 4
7 4 b=/, VPN, DHCP #—_—7p L' WEICBIT 5% OYFICEHEZRBI N TS
AREMENHV ET, 1 F—T =2 AFHIRT DL, TOA ¥ —T7 oA ZAZEEMT S
NTWERENTRCHIBRESNET, EX2V T4 V=0 2BBT R — 38 Er%
TEE A

c) [FALD (Close) 127 U w27 LTC[A ¥ —7 =4 A (Interfaces) | X—TIZRYD £7°,

ATYT6 [R1E (Save) 1227 Vw7 LTA LV HE—T 2 A ADEEE T 7 AT 74— VIR FELET,

AT T WBREEETHIVLERD 255X, [BR (Deploy) 1 >[EE (Deployment) 1IZE) L TR
Vo—%EMLET,

B (57— ROEE
I
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T AT O —NLEERBLET, T ADY Yy NI U EITEE#FAZ SR LT
Uy,

I AEY T EFEARAEOS S, RIINZT —% ) — R/IRAZ 3L 2=y M & HFLH)
L. ZNOREIRT202/HHE T, 20%, Hlil/ — 8 @I — FOLEEZZR) £720%

7277 47 =2=v bk (Firewall Threat Defense /~\A 7 XA TV T 4 XTIZBTF AT I/ T 47F
TOURZEBR) LR L, URIOFIE, — REIEXT 77 0 72=y M BEBTEE
R

BEAVA—TDTIAREZHAA—T A ADI—

Firewall Threat Defense 7.4 LIS T, ~— VYV INTEEHA LV H—T oA A LBWA ¥ —T =

AAPRYPR—FENFET, BEA L X —T 2 A AEERTIRERNDHDIEE, AV X —T A
AFEENICY =Y SNV, ROFIEZIATTLH2LENHY £9, ZOFIETIE, RE
DELEMER L, BRI L > TUEFE THRELXZBEETLILERNH Y £7,

N 7T 7 AETEES L O Firewall Management Center #5582 — /L 3w 7 BEREIT, ~— T DIREE
(v—=V STV RVREBELITv—Y IR 2hFRIMETLET, e 2T, A
VH—T 2 A A=Y LTD, Hw—VINTWRWRERE LT D &, HiShizik
B~ — Y SN TWRVIREBIZAR D £77,

ORI, VI —ZWiA v F—T7 = ATHMAARARRE L, ~—VD%T HikzRLE
RS

% 2: Firewall Management Center {fi & &I A 2 —J 4 ADHHR—

LAS—EWA V32— | <X—D8iE BETHR—FINBENESH
T4 ADEE
PN S E W 3 &R A o Z—7 = A A [Interfaces] ~2— I FHE ALY BEHE— K
TERRINDL LTV FE LT,
«IP7 FL % FE)THIBRT 20208 | ROV IZBEDOERIP 7 FLANMER S E T,

HY T AR LY T A4 U 2 DB, BEA 2 H—T = f AIZAY

VARAPPT RUVAELIZIP T RLAS— LA R—FLEHA, &

2=y MIE, 72— AN —B LR SNAMBEDOIP T KL AR
HVFES, TORED, BIEOT 7T 4 7/ary ha—/La=y DA

BIZH—OFHIP 7T FLAZMEHAT S 2 L3 TEEEA,

configure network ipv4 & 7213 configure network ipv6 =~ > K% fif
LTCLI TRELET,

A3 —T 1 —RADBPE .



1208—71—20HBE |

. EBAUE—TIAREBHAVE—T A RADI—Y

LA —Ea o8 — | v — D81k BETHR—rSINENESI M
T4 RADEE
o 32 4 HEipglc MEEL) o8| &) ITEBENnE T,
FEINnET,
GE)
oA B —T A R

2 EHL LS AT
BT AZ LiETxE
Hh, v—V&RATT
DHITIE, ARTEZEE S
LDMENRDHY FT,

AT 4T — |k

FE THIBRT 2 LB
b ET,

HR— kLAWY

BHA X —T 2 A AL, T—F A H—T oA AZFES L EHBIO
Linux V—7 4 > 77 —7 /3% VY ¥, Firewall Threat Defense (213,
ERDOLZAH, T—EA A —T oA A EEHEAA X —T =4
ARD2O0 [F—=%| V=T 4 7 T7—=TARH0 EF (LIaNE2
Wrd o H—T A ANGFEENTOE LR, FEEMRICGRESINTZT
RCODA L E—T 2 ALEFENTWET) . N T T4 v 7 X A4TZ
M‘S D“C\ Firewall Threat Defense 1% 1 2D /NV—TFT 4 V' T T —T V% F = v
&’@@w—?4y7% T T =Ry 7 LET, ZD
w—bw/77/7 %, BWiA v —T A RFEENLTE LT,
BEHO Linux V—7 4 77— A bEERTWERA, Mo
WTIX,  [Routing Table for Management Traffic] #ZM L T 7Z&W,

configurenetwork static-routes =~ > K& L C, CLI C Linux /L"—
TATT—=TNVDAEZT 47— FEBINTEET,

GE)
7 7 4/ hb— K&, configurenetwork ipv4 & 7= I% configurenetwork
ipv6 =~ RCHEELET,

BAF Iy =T 4 | FBCEIRT 20BN | HR— b LA
N/ HYET,
HTTP Y—/3— el L HR— kLA

COREITT—VENTET NS ATIIEELETAD, 77y b 74—

Anﬁﬁ%ﬁm%éﬂiﬁho7?y%7¢—A&Ei@ﬁ@?ﬂ4

PERH Y £,

W o5

TJI1—ADPE
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| 1v5—7z1—z208=E

gE a—Tr4RERNA v a—T1207—2 ||

LAS—EWA 32— | < —8iE BETHR—rEINENESI M
T4 RADEE
ICMP ikl L HR— kLAWY

DOFEF~— Y INTT A A TR L A,

RIENLITHIRENEYA, 77 v N7 4+ —LRE
zmﬁ%?%iﬁﬁ\
HWRH Y F9,

7Ty N A
I DOT A
—EBDOTNA AT FETE Y — Y STV RV ATRE

Syslog #—/% (Syslog
Server)

HEICEBRA o 2 —
T xA RABE I NE
L7,

(SN

syslog ' —"—DF&E T, HEA L F—7 = A A5 syslog ZiEET
Zoﬂ'? varEMATEDL IR E L (6.3LI) , syslog 2R

DA v F—T A A PARITER L TG a1, BEA v
5 714x%ﬁ%¢5i9 IEEINET,

GE)

syslog—/N—F 72 IXSNMP R A b DT F v b7 4 — L% E T2 HiA
VHE—T oA ARLRTTHESNTOAHEE, v — VST A 2
v =V ENTWRWT AL RN A DT T > N7 — LRERY
T OMERDHY T,

GE)
vV ENTEIA U F =T 2 A AT F 2 T syslogmEHAR—FLT
WEHE A,

SMTP

ik L

HR— bk LAW

Firewall Threat Defense & SMTP ¥ —/S—{Z DWW TDHT —F b—T
VITT =TI N T2y T HIH, BEHA =T oA AFE IO
BHEHA V=T 2 A AT D LI TEEEA, FEIIOW
TIZ. Routing Table for Management TrafficZ 2 L T 7230,

SNMP

HENRYICE A 2 —
T xA RIS NE
L7z,

(BN

SNMP 78 2 FgREICIE, T TICEHEA VX —7=A A (63 L) T
SNMP "R A R &FFA[T 247 v a »3db 0 £9, SNMP (2B L T2l
A B =T 2 A AZAMISER L TWEEAE. BB A VX —T7 A
AEMEHT DL IICEREINET,

GF)

syslogh—/X—F 72IZSNMP R A DT v b7 4 — L5k iE Tzl A
VHE—T 2 A ANLHTTIRE SN TV DHEGE, ~— VST /A A
L=V INTWRNWT AL AR A DT T N7 +—LRERY
AT AMNERDHY £,

A3 —T 1 —RADBPE .
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LA —2ha o4 —
T4 ADHE

< — U

BETHR—FEENESH

RADIUS #—3

HEICEERA X —
T A A S IE
L7,

=N

WA v E—T oA AEPARFEIRINL CWEAIT, s 72—

T A AT L ICEEESNET,
=3

EETAE—T oA ZAEETTEDIL— ey I T v TERE L
%A

Firewall Threat Defense IZHHHHA X —T = A AH ~ T
TA v I EEFTERLS RV ET, ZOHAE, EETAVF—T A
AL LTEHA VA —T7 oA ZAZRNTERIRT 2 0ENH D £97,

fOEHEHA L F—T7 24 ZFEHTE EEA,

AD H—/3— HEIRICEEA 2 — 1T,
lj/;/rxz:%@jéﬂi ZWrA v F—T oA AZARISEIR L. WA IE, B X —
- TxA RAEMEATEIIICETINET,
GE)
FEETAVE—T oA ZAEETT-DINN— Ly 2T v T HIEE LT
¥4 . Firewall Threat Defense (T EFLH A v X —T = A4 ANME T
T4 I BEEETERLRVET, oG, EEgA v F¥—T oA
AL L TEHA VX —T oA AZARMIGRIRT Z2XLEBNH Y £,
MOBEHER A & —T = A4 AIEHATEXFEH AL
DDNS FEYTHIBRT 20D | HR— b LAWY
HYFEI,
DHCP H—/3— FEICHIBR T 2 LFED | H7R— k LAELY
% D iﬁ—o

B T —R0oBE
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LAS—EWA 32— | < —8iE BETHR—rEINENESI M
T4 RADEE

DNS #—X HEIWIZEERA o 2 — | 1T,
Tz AIBEBINE

Ui [Enable DNS Lookup via diagnostic interface also] = v 7 R v 7 A% 4

NCLSh, BEHA VA —T oA AEERT L ICEE S E
T EDA U E =T oA ZALBIRLR2WD, [BW/ERA 4 —T =
A AREHDODNS/V v 7 7 v 7 H AT T % (Enable DNS Lookup via
diagnostic/management interface also) | F = v 7R v 7 A& 4 12T 5
L N—T 4 TNy I T T HREEILET, Firewall Threat Defense
T —ZN—T 4T T—TNOREFEHRL, 74+ —N "y LTE
HEANL—T 4 o 7T =T NEERTH2L13H Y £ A, LEEdo
T, DNSIZIZEHA v X —T = A ALUSNOEBEFR A X —T = A A
ZEHTE EEA,

GE)

FHA LA —T oA AE, BENT7 7 4 v 7 HHOMERIODNS L
JT7 v TREL®HY 9, configurenetwork dns =~ > Raf#E L C
CLI TRREL £,

FlexConfig FETHIBRT 20808 | R — kLA
% D iﬁ—o

1R BRI

o« TS ADBHEDT— R&FKRT HIZ1, Firewall Threat Defense CLI C show
management-interfaceconvergence =~ > K& AJJ LE7, ROMiE, HF#A ¥ —T7 =
AANT =V ENTNDHI LEERLTWVET,

> show management-interface convergence
management-interface convergence
>

WOHNIL, BEHA LA —T 2 ARV EIN TN RNWZ EERLTWET,

> show management-interface convergence
no management-interface convergence
>

cEATHAMESNTBLI N FRAZOBREIE. T2/ T4 /avyba—La=y NCIDEAY
BEEITLET, ~—VENTZEIL. RAXUAL/F—HF =y NHBIICER S E
j—o

A3 —T 1 —RADBPE
I
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FIE

AT w71 [Devices> Device Management] . Firewall Threat Defense ¢ [Edit ()] DNEIZER L ES, [~
HZ—7 xA A (Interfaces) | ¥ 7T 7 4L F CEREINET, .

RTYT2 BWA L E—T =4 REMREL, IPT FLRAEHIFRLET,
PWIP 7 FLAZHIBRT 2FE T, v—VZ2ETTEERA,
AT w73 [Management Interface action needed] = U 7 ® [Management Interface Merge] 27 U » 7 L7,

B A ¥ —7 A AD~— (Management Interface Merge) | %A 7 2 7K > 7 A2, K
NOZWIA > Z—T 2 AA ADF AV APTNTERRSNET, FEITHRELHIBRELIILE
TOMEND LAV AL, BET A afETCRRENET, T4 ATEELRS 2o
27Ty N7 —LAREINTERET A AV NRRIND O, HEPLETT,

Management Interface Merge ? X

= The management interface merge will be synced to the standby unit. The IP addresses
shown in the "Review Uses" section shows the active unit's active address.

= After you click Proceed, IP address changes will be saved, and you cannot revert the
management interface merge, even if you discard the deployment. \

= Diagnostic interface static routing is no longer supported; you must delete the route before
you can proceed. Learn more

= HA monitoring for diagnostic interface is not supported.

In this release, you can merge the Management and Diagnostic interfaces to use the single IP instead
of two IP addresses. The merged interface will be called Management and use the current
management |P address. You will need to update all external services that communicate with
Diagnostic IP address.

Learn more

Review the Diagnostic IP uses below. The ) symbol shows configuration uses that you must edit
manually before you can proceed.

Do you acknowledge the
change?

REVIEW 4 USES | ' Refresh |

Q Management Interface
Management interface (Management1/1) has (IPv4/IPv6) address con... See
more

3 Static Route Setting
Static Route Setting under virtual router [Global] with manageme... See more

0 RIP
RIP with management interface (management) are not valid when th... See
more

A HTTP Access |
Management interface (management) is used in (HTTP Access) of PF... See
more

|- Cancel || Proceed

ATV T84 VANSNTWLHELZ TEICHIBREZIIEETHLERND D581, ROTIEEZFEITLE
7
a) [Cancel] %7 VU v 27 L, [Management Interface Merge] ¥ 1 7 2 7 KR v 7 A% L ET,

B T —zo#E
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gEA V- T4 REBHAva—Tz1203—3 ||

b) FERERICBEIL T, Tok, HAZHIBRLILY, T—2 A v =T = ZAZBRLI
hTEET,

¢) [Management Interface Merge] % A 7 12 7' 7R v 7 A % FER & 77,
INT, BEEERRIN R ET,

ATYTE KEREDEZFHIZI OV T, [Do you acknowledge the change?] F| DR v 7 A% 7 U v 7 LT

ATvT6

5. [Proceed] 7 U v 27 LET,

Management Interface Merge ? X

) = The management interface merge will be synced to the standby unit. The IP addresses
shown in the "Review Uses" section shows the active unit's active address.
= After you click Proceed, IP address changes will be saved, and you cannot revert the
management interface merge, even if you discard the deployment.
= Diagnostic interface static routing is no longer supported; you must delete the route before
you can proceed. Learn more
o HA monitoring for diagnostic interface is not supported.

In this release, you can merge the Management and Diagnostic interfaces to use the single IP instead
of two IP addresses. The merged interface will be called Management and use the current

management |P address. You will need to update all external services that communicate with
Diagnostic IP address.

Learn more

Review the Diagnostic IP uses below. The [ symbol shows configuration uses that you must edit
manually before you can proceed.

REVIEW 2 USES | C' Refresh | Do you acknowledge the
change?
A HTTP Access
Management interface (management) is used in (HTTP Access) of PF... See
more
A ICMP Access
Management interface (management) is used in {ICMP Access) of PF... See
more
| Cancel || Proceed |

WENT—VEND L, RN T—=RNERRSNET,

@ The Management interface merge was saved and is ready to be deployed. *
Note that you cannot undo the configuration changes related to merge; you must manually reconfigure the Diagnostic interface and related configuration.

=V INEHLVREL R LET,

FE

v — Y SN E & BT 5 & Firewall Management Center 225 A V' X —7 = A AD~V—T %
fERCcEEd, 1L, BMiA U F — T oA AXTFHTHRET HALERNH Y £3, [HEHA
YH =T 2 A=V (46 ~—V) | ZBERLTIEEN, 2, v—VERTVA

1v58—2z—20%Z |}
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. EEA VR —T 1A ADI—UMRK

WEREZETT D0, FRE~—YINTOWARWVREICITE— ARy I T5E T/ RTZED
TV ENTWRWREICREY £7°.

~ =%, BHEA X —7 = A Ald[Interfaces] X—VICEIRINFE TN, AR HHTT,

RAT9 T ~—T%X, BWiA VA —T A ALWBET I — AR LGS, BHEA LV F—T oA
ADIPT RVAEFHT AL H)ICHRTEELEFETIHILENH Y £,

WIZH &R L ET,
«SNMP 7 747 b

* RADIUS #—/3— : RADIUS #—_R—TIIZ DA, HE T 74 v 7 DIP T KL A
DHERINDTD, FOIPT RLAZEHT RLRAIZEETAMLERHD £9, X5,
A AERT O, TIA~ Ve X OMGOEBIP 7 L A&7 T 505
NHYET, BMWIA L Z—T A RE, TIT 47 2=y MIFHETHE—D [T7o—
T4 IPT RLAZYR—FLTWE LR, FHA VX —T = AT HR—F LT
WEHA,

BB A —DT A ADI— K

Firewall Threat Defense 7.4 LIS TlX, ~— YV INTEEHA V H—T =2 Af A LBWA > ¥ —T =
AABYFR—FENET, A ¥ —T oA ZAD~v— 5T AHAVLENL AEEST. ROFIE
EIATLET, Xy NI —2 2~—T%F— REBICBITT 2B, RN~ —UiiRE— R
EHEATHZEEHRLET, HOERA X —T oA ALBWIA L Z—T = A AT, K
DFRTCOY J—=ATHR—hINR<RLARERH Y £5,

AVHE =T 2 A AD—VEBRLTH, TOBWRRTEIIELSNERA (T 771 —FRL
THBA LV H—T oA Ae~v— L) . WAL ¥ —T oA A% FECHRET D LE
BV ET, Flo, BEA X —T oA XL [EFH] LWOARNIRD ., ARix (#1048
FFHZ iz TEEEA,

HHWNE, Ny 7T v THERBREFEH L Ty — Y SN TWRWEWEREZRF LTSI, 20
E&EEILT D, F 72l Firewall Management Center 3% /& 2 — /L N v VT HEREZ T £,
ZTOGE, PHRTIIEDLLT., T AN =TV INTWRVIREEIZZR Y 97,

458 SRS

o« TNRA ZADBEDET— K& Fwd 5121E. Firewall Threat Defense CLI C show
management-interfaceconvergence =~ > K& AJLES, ROMNIE, BEA 4 —T =
AANMT =V ENTNEHZ LEZRLTVET,

> show management-interface convergence
management-interface convergence
>

WOHHE, BEHA LA —T 2 AR —VENTWRNWZ E AR LTWVET,

B T —R0oBE
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FIE

&

ATvT2

ATvT3

ATy T4

g1 a—71420v— 8% [

> show management-interface convergence
no management-interface convergence
>

AT BROY I AL DEAE, TI/T 472y ha—pa=y kTIOXAY
EEFLET, ~— YV SNEREIT. AZ VAL /F—Fa=y MNCHBIICER S H E
R

[Devices> Device Management] . Firewall Threat Defense @ [Edit ()] DNEIZER L ES, [~
4 —7xA A (Interfaces) | ¥ 7 N7 7 4/ hTRHIRINET,

BTHA B —T = A ADOE 1L, [Unmerge Management Interface] (<G) =27 U v 27 LET,
B 40: EEA 8 —T x4 ADER

Management0/0 management Physical Global O

[Yes]Z27 Vw2 LT, A4 —T x4 AD~—V&MRT5Z L 2R LET,
#:3— SRR OHR

Management Interface
Unmerge

Management interface static routes that have been
configured at the Firewall Threat Defense CLI will not
be migrated to Diagnostic0/0 interface. You must
manually add static routes to Diagnostic0/0 interface
on the Interface page.

Are you sure you want to unmerge the interface?

Tl — SN TV ARWEHRELT R LET,

Gx)
=V INEREEE T DN, vV INEREIIR— ANy I T HE T, RIED
V—Véj’bﬁ_ﬁﬁﬁ )j:%@ij—o

~—Ut%., BHA X —7 = A AT [Interfaces] X— VICERI N R FT,

A3 —T 1 —RADBPE .
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A 23— x4 ANDEFE
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Firewall
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Center

Minimum
Firewall
Threat
Defense

i

MR S A 2 ) 1%
(EA 2 —T oA
A EFEIND K OHIT
Y ELE

7.7.0

7.7.0

ZOMRENA VX —T 2 A ADERENTHDLZ L 2R T 72O, [T
NA ZDRER (SyncDevice) | M1 2 —T =4 ADRER (Sync
Interfaces) JICAE SN E L7z, ZOMEEIL, ~ 32—V ¥ 7278 A A
VE—T 2 A RIMZGNTEET AR L7el720E Lz, [TNM1R
(Devices) |1 >[T/31 AEHE (Device Management) ]>[T/34 X
(Device) 1> [&HE (Management) |>[YR—C ¥ 7ot ADEM :
# (Manager AccessDetails : Configuration) |2 L TL 72 &0,

U BN REET— ROZW CLI CETINIZZEDMOT 7 N AT
FREDEHEIL, [T/34 R (Devices) | > [T/34 AEHE (Device
Health) ]>[7/31 X (Device) |>[IE&E™ (Health) |>[7™ b4+ T
NV RRF—42 R (Outof Band Status) | THIHHT 2 HERH VY £,

BFH/AET Sl : [T/34 R (Devices) |>[T/31 REE (Device
Management) | >[4 %2 —7 x4 X (Interfaces) ]

N—T Ry 7 B X OVE
BAATDA L H—
T AR TN—T F
AN

7.4.0

7.4.0

BHEHRHA VX —T oA AELIIN—T NN I f B2 —T A ADIH
BEteA VA —T oA A ITN—T F TVl FEERRTE DL 91
RO ELE, F0%., E LI /V—F% DNS ¥ —,3—_ HTTPT 7
A, SSH 2 EOEBEREIZHEHCTE £, L —T RNy I 7 —7
T, V=T Ry I A B —T 2 2P R— T 5T RTOMETY
AR—FENTWET, DNSTIHEHA VX —T = A ATV F— S
TWEHA,

HH/AEFE I Em : (A7 b (Objects) |>[AT2xy bE
B (Object Management) ]>[1 >4 —7 x4 X (Interface) ]>[iBHN
(Add) [>[1 B2 —T 4 RTI)IL—7T (Interface Group) ]

B T —R0oBE



| 1v5—7z1—z208=E

1v9-7:4208E |

hERE Minimum | Minimum | 240
Firewall Firewall
Management | Threat
Center Defense
vV EINTERA V| 74.0 7.4.0 TAVBEZEEH L TS LT A ZADYAE, VI —2kiA v % —
B —7 A ALZKiA T AIFEHTEERA, vV ENEEHA LI —T = ADH
VHE—T AR EHEATEET, 7T4URICT v 7T L— KL, BiA ¥ —T7 A
ADBENILNGEIL, A VX —T oA APEBWIC~—VINE
R
TALEIZT v 77 L— L, WA v 2 —7 = A ADREDR & D5
L A E =T 2 A REFEHTY—IFT 250, BlozHA % —
T A A& EfEEHTEES, BMiA =T A ADYHR—
5 H%OY U —ATHIBREND O, TXALRTRIA 2 —T7 A
A~ —UFTH0ERHY E£T,
~—=VE—RTIX, 774NV RNTT—FN—TFT 4 T T—TNVEEH
THEOICAAA P77 4y 7 OEEBERE SN ET, BEEHL—
TAYTT—=T ML, RECEHEGHA VXY —T =4 2 (FHEE
) ZHELTEHGRICORMERATES L9170 LT,
BB/ T2 EE : [T/31 R (Devices) |>[T/31 REHE (Device
Management) ]>[4 % —2J x4 X (Interfaces) ]
HH/AER I n7-2~ 2> K : show management-inter face conver gence
Cisco Secure Firewall |7.2.4 724 Cisco Secure Firewall 3100 D [E &R — bk TFEC % Auto [ZFRET D &
3100 EEHR— h DT 25GB LI LD SR, CSR, BLULR FF o —"DF 74N FF AT
7 v FOHIGREYD RT I35 74 45 FC-FEC TlZ72 < #5 108 5 RS-FEC ICRRES LD L 91272 b
1IE (FEC) 2%, 25GB+ FLI
SR, CSR, BLTU'LR
oo —RDE 74
% FC-FEC 7*5 %5 108
%4 RS-FEC IZEHE S
F L7,
7.2.0 7.2.0 Firepower 2100 35 X O Cisco Secure Firewall 3100 DA > % —7 = A AT

Firepower 2100, Cisco
Secure Firewall 3100 T
LLDP % H#4HR— bk,

Link Layer Discovery Protocol (LLDP) ZHZNZT5HZ &N TEET,
BLV/AEE SV

[T/31 X (Devices) ] >[T/31 REHE (Device Management) ] >[4
VR —2J x4 R (Interfaces) ]>[/\— K™ = 7#a (Hardware
Configuration) ]>[# v kT —2##t (Network Connectivity) ]

PH/EFE SN2~ 1 : showlldpstatus, show lldp neighbors, show
Ildp statistics

A3 —T 1 —RADBPE .
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1208—71—20HBE |

hERE Minimum | Minimum | 240
Firewall Firewall
Management | Threat
Center Defense
Cisco Secure Firewall 7.2.0 7.2.0 N7 497 NR—Z2 NPFELTWAES. /X—Z R NIC @ FIFO
3100 D 7 v —flfENT %t N7 7FRE3ZBI T Ry T77DRy 77 ) U I RERBZD
STl DT L—L4 L Xy MR RFry S ARREERHY T, T —FiEHO
DO —KEfE Ik A=A T —LuARX—T T HE . 2D XD REOFA 2 InH
TEFET,
BB ST : [T/N1 X (Devices) |>[7/31 REHE (Device
Management) >[4 2 —27 x4 X (Interfaces) |>[/\— K = 74§
BX (Hardware Configuration) 1> [+ k7 —%2#&# (Network
Connectivity) ]
Cisco Secure Firewall |7.1.0 7.1.0 Cisco Secure Firewall 3100 TiL., 7 7 A 7 U +—/VOEIRN A > DIRHEE
3100 (I8 5 % > b THy hT—7 FVa— N EBMELITHIRTEEY), TVa2— %
V= EYa—LD [ H A FORNOFEY 2 — /WA T B854, HEBHIILEDH D 4
Ky MAY T DY hoo BRNDRBIOBICE Y 2 — VL EBINT D0, EV a2 —LE5%wRI
=k BIBRT 270, BV 2a—AEH LWEA TOEY 2 — VBT 558
X, FEESASLETT,
T LUVAETE SN
[7/3A A (Devices) ]>[7 /A A& B (Device Management) ]>[3/ ¥ —
> OE (Chassis Operations) ]
Cisco Secure Firewall | 7.1.0 7.1.0 Cisco Secure Firewall 3100 25 Gbps A > % — 7 = A A%, HiFiR 0 ETIE
31001Z31F DRIFFAY (FEC) #¥%AR—FL %9, FECIIT 7 4/ F THMI /> TEY
FIEDOH AR — h [E#) (Auto) JICRESNTVET,
FR/AEE S : [T/31 R (Devices) |>[T/34/4 AEHE (Device
Management) >[4 2 —7J x4 X (Interfaces) |>[41 32—z A
ADHRE (Edit Interface) ]>[/\— Fro = 7#H (Hardware
Configuration) ] [(EE (Speed) ]
Cisco Secure Firewall  |7.1.0 7.1.0 Cisco Secure Firewall 3100 (X, A > A h—/L &3 T\ 5 SFP (235 <

3100 2315 5 SFP 12
FD < WERE D
A—k

A B =T 2 A ADHEERHZ Y R— N LET, SFP OBRHIZT 7
NP THBC RS> TWET, ZOFT v aid, B Thy FT—2%
Va N EBIDET T L, I & BT 58 )
-/C:\‘aAo

AT Il : [T/34 R (Devices) |>[T/31 REE (Device
Management) >[4 % —2 x4 X (Interfaces) |>[1 2 —T x4
ADHRE (Edit Interface) ]>[/\— Fro = 7#HK (Hardware
Configuration) ] [(EE (Speed) ]

B T —R0oBE
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1v9-7:4208E |

hERE Minimum | Minimum | 240
Firewall Firewall
Management | Threat
Center Defense
Firepower 1100 ¢ LLDP | 7.1.0 7.1.0 Firepower 1100 A > % — 7 = A AC Link Layer Discovery Protocol
PAR—h, (LLDP) ZHCT DI LN TEET,
BB/ X EE : [T/31 R (Devices) |>[T/31 REHE (Device
Management) |>[4 4% —7 x4 X (Interfaces) |>[/\— KDz 74
& (Hardware Configuration) ]>[LLDP]
FH/AT SN2~ F @ showlldp status, show lldp neighbors, show
Ildp statistics
AvH—=7xA4ADH|T10 7.1.0 AP =T 2 A ADHBF AV T— a U PNEELT 27 Ly 7 A
Fraym— g N DM L CRRESIND L D170 £ L7, 7=, Firewall Management
HWELT2 7Ly IR Center TA ' H—T7 xA AZ[FHT DL "—FU =T ODEENLDY
OIS L CRRE S NRBNCHIH S E T
T : - — . . — . .
S BT ST  [FA4 R (Devices) |>[7/34 REIE (Device
- - e Management) ]>[4 >2—7 x4 X (Interfaces) |>[/\— Kz 7
s E LT, Bk (Hardware Configuration) ]>[#&E (Speed) ]
PR—rENDBFT >~ N7 4 —24 : Firepower 1000, 2100, Cisco Secure
Firewall 3100
6.7.0 6.7.0 Ta—flE Vs ATF—F A xIo— g U EEGLT S LD

Firepower 1100/2100 -
V=X T 7 AN A
H—T A AT, HEf
XAV —T g O
LRI R—FEShDd
TRy EL,

IZ Firepower 1100/2100 &V — 2 7 7 A /N f L B —T = {4 AEFRIET
EHIOIERELL,

VAL, SNBDTNRA ATT 7 AN, X —T = A AHRE (1000 F
7213 10000 Mbps) Za%ETH L, 7u—ifl#le V7 A7 —x 2 *
Iy T—a UREEMICAEDICRY . X TR EHATLT,

[BE) R T =—3 3 (Auto-negotiation) | DTN ZfRER L, BHE L
1000 ICREREL T r—Hflflle Vo7 AF—H A RxIAvz2—va %
M CE S L 91270 £ L=, 10000Mbps TR I T—3 3 0 % M
LT D Z EIETEERHA,

HHRZE R S : [T /34 &2 (Devices) 1>[T /3 AEH (Device

Management) |>[A % —7 = A A (Interfaces) |>[/>— R = 7 ##
% (Hardware Configuration) ]> [Z (Speed) ]

A3 —T 1 —RADBPE .
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BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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