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Firewall Threat Defense

User roles
* Admin

» Access Admin
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* Network Admin

AAYFR— FDEKE

PR—FENTNWDLT Ty N7+ —LDGE, BEOT77AT Ur—N A Z—TxfALL
TEEF VA2V 2T AL v TFR— P LTHETTDLIIEA L F—T oA A%HE
RTEET, TOHETIE, A vTF T— ROFMLEEHL, VLAN A X —7 =4 ADIE
K, ZDA LV H—=T 2 ADAAL vF KR—r~DFEYH L AA T K— FREE LA
THODZATIZONTHALET, £z, YR—FSNTWDHA F—7 = A AT Power
on Ethernet (PoE) % W A X <A X5 FIEIZHOWTHEBH L E T,

About switch ports

This section describes the switch ports for models with Layer 2 switches.
Understanding switch ports and interfaces

Ports and interfaces

For each physical interface, you can set its operation as a firewall interface or as a switch port. See the
following information about physical interface and port types as well as logical VLAN interfaces to which
you assign switch ports:

* Physical firewall interface—In routed mode, these interfaces forward traffic between networks at
Layer 3, using the configured security policy to apply firewall and VPN services. In transparent mode,
these interfaces are bridge group members that forward traffic between the interfaces on the same
network at Layer 2, using the configured security policy to apply firewall services. In routed mode,
you can also use Integrated Routing and Bridging with some interfaces as bridge group members and
others as Layer 3 interfaces. By default, the Ethernet 1/1 interface is configured as a firewall interface.
You can also configure these interfaces to be IPS-only (inline sets and passive interfaces).

Physical switch port—Switch ports forward traffic at Layer 2, using the switching function in hardware.
Switch ports on the same VLAN can communicate with each other using hardware switching, and
traffic is not subject to the Firewall Threat Defense security policy. Access ports accept only untagged
traffic, and you can assign them to a single VLAN. Trunk ports accept untagged and tagged traffic,
and can belong to more than one VLAN. By default, Ethernet 1/2 and higher are configured as access
switch ports on VLAN 1. You cannot configure the Management interface as a switch port.

Logical VLAN interface—These interfaces operate the same as physical firewall interfaces, with the
exception being that you cannot create subinterfaces, IPS-only interfaces (inline sets and passive
interfaces), or EtherChannel interfaces. When a switch port needs to communicate with another
network, then the Firewall Threat Defense device applies the security policy to the VLAN interface
and routes to another logical VLAN interface or firewall interface. You can even use Integrated
Routing and Bridging with VLAN interfaces as bridge group members. Traffic between switch ports
on the same VLAN are not subject to the Firewall Threat Defense security policy, but traffic between
VLANS in a bridge group are subject to the security policy, so you may choose to layer bridge groups
and switch ports to enforce the security policy between certain segments.
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Auto-MDI/MDIX feature  [J]

Power Over Ethernet
PoE is available on the following ports:

* Firepower 1010—Ethernet 1/7 and 1/8 using IEEE 802.3af (PoE) and 802.3at (PoE+) up to 30 watts
per port, up to a combined 60 watts.

* Secure Firewall 1210CP—Ethernet 1/5, 1/6, 1/7, and 1/8 using IEEE 802.3af (PoE), 802.3at (PoE+),
and 802.3bt (PoE++ and Hi-PoE) up to 90 watts per port, up to a combined 120 watts.

N

CGF) PoE is not supported on the 1010E, 1210CE, and 1220CX.

PoE+ or higher uses Link Layer Discovery Protocol (LLDP) to negotiate the power level. Power is only
supplied when needed.

If you shut down the interface, then you disable power to the device.

Auto-MDI/MDIX feature

For all switch ports, the default auto-negotiation setting also includes the Auto-MDI/MDIX feature.
Auto-MDI/MDIX eliminates the need for crossover cabling by performing an internal crossover when a
straight cable is detected during the auto-negotiation phase. Either the speed or duplex must be set to
auto-negotiate to enable Auto-MDI/MDIX for the interface. If you explicitly set both the speed and duplex
to a fixed value, thus disabling auto-negotiation for both settings, then Auto-MDI/MDIX is also disabled.
When the speed and duplex are set to 1000 and full, then the interface always auto-negotiates; therefore
Auto-MDI/MDIX is always enabled and you cannot disable it.

Prerequisites for switch ports

Model support
* Firepower 1010

* Secure Firewall 1210/1220

Guidelines for switch ports

High availability and clustering
* No cluster support.

* You should not use the switch port functionality when using High availability. Because the switch
ports operate in hardware, they continue to pass traffic on both the active and the standby units. High
availability is designed to prevent traffic from passing through the standby unit, but this feature does
not extend to switch ports. In a normal High availability network setup, active switch ports on both
units will lead to network loops. We suggest that you use external switches for any switching capability.
Note that VLAN interfaces can be monitored by failover, while switch ports cannot. Theoretically,
you can put a single switch port on a VLAN and successfully use High availability, but a simpler
setup is to use physical firewall interfaces instead.
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* You can only use a firewall interface as the failover link.

Logical VLAN interfaces (SVIs)

* If you also use VLAN subinterfaces on a firewall interface, you cannot use the same VLAN ID as
for a logical VLAN interface. VLAN 1 is reserved for the logical VLAN interface.

« MAC Addresses:

*» Routed firewall mode—All VLAN interfaces share a MAC address. Ensure that any connected
switches can support this scenario. If the connected switches require unique MAC addresses,

you can manually assign MAC addresses. See MAC 7 R L ADFEE (78 ~—) .

* Transparent firewall mode—Each VLAN interface has a unique MAC address. You can override
the generated MAC addresses if desired by manually assigning MAC addresses. See MAC 7
RLADBE (18 ~—) .

Bridge groups

You cannot mix logical VLAN interfaces and physical firewall interfaces in the same bridge group.

VLAN interface and switch port unsupported features
VLAN interfaces and switch ports do not support:

* Dynamic routing

* Multicast routing

* Equal-Cost Multi-Path routing (ECMP)

* Inline sets or Passive interfaces

* EtherChannels—Switch ports cannot be part of an EtherChannel. PoE is also not supported on a port
in an EtherChannel.

* Failover and state link

* Security group tagging (SGT)

Other Guidelines and Limitations

* You can configure a maximum of 60 named interfaces.

* You cannot configure the Management interface as a switch port.

Default Settings

* Ethernet 1/1 is a firewall interface.

* On 1010, Ethernet 1/2 through Ethernet 1/8 are switch ports assigned to VLAN 1.
* On 1210, Ethernet 1/2 through Ethernet 1/8 are switch ports assigned to VLAN 1.
* On 1220, Ethernet 1/2 through Ethernet 1/10 are switch ports assigned to VLAN 1.
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Configure switch ports and Power Over Ethernet .

* Default Speed and Duplex—By default, the speed and duplex are set to auto-negotiate.

Configure switch ports and Power Over Ethernet

To configure switch ports and PoE, complete the following tasks.

ALYy F R— bk E— FOBMELERLITEMNEL

FA L HE—T 2 A AL, TF7AT V=N A Z—=T 2 A AFEIIAAL vF R—FrDOWNTH
MWD Xl ETCEES, T 74N ETIEE A=V Ry P UL T7 7 AT U 4—b
A B—T 2 A AT, BODA—YV Ry h A EZ—T A RAIAL v TF R—Fr & LTHES
nNET,

FIE

AT w71 [Devices>DeviceManagement] % %R L T, Firewall Threat Defense 7 /34 A% L C [Edit (£)]
Vw7 LET, [ X —7xAA (Interfaces) | ¥ 7 N7 7 4/ h THIREINFE T,

RATY T2 [AA v TFHR—1 (SwitchPort) [FIDATA X% ) v 7 LTAL vTFKR—hE— NERET
% &, Slider enabled (@)% 7= (X Slider disabled (W) & FRr SN ET,

FIF T, AL v F R—=MIVLANLI DT 7R T— RIZRESNTWET, b7
7 4wV &) —F (7 L., Firewall ThreatDefense ¥ % = U 5 ¢ R U > —IZH T 521X, #
FEVLANL A v H =T 24 A (F703 20D AL v F R— MMIRE LR @Vum)%
FHTEMTISLERHY £ (VLANA VX —T oA ZA&RTH (53—=) &28M) ,
BHA LA —T oA A AL v F AR — M E—RIIRETDHI LI TEEFAL, A vTFHR—
FT—REEETDHE, PR—FINTWRWNWTRCTORENHIBRSNET,

Please confirm

9 Enabling/Disabling of the
2 SwitchPort will remove all of the
interface configurations except PoE
and Hardware configurations. Do you want
to continue ?

Yes Mo

EBIT, AV HF—T 2 A ANTTITHEDNT R > T BEEIE, BN ES, (¥ —T =
A ABBEEAENC LI L 2R LTSN,

VIAN A/ V3 —D A R&=EHT D

2T, HEMTONTEAAL v FAR—= N THHT572DD VLAN A Z—7 = A ZADFXTE
FIEICOWTEHALET, 74/ FTlE, AA v FAR— KMIVLANLICEIV S THNET,
N7 4 vV &N—TFT 7 L., Firewall Threat Defense T% = U7 4 R Y > —IZ&M¥ 51T
1%, FEEVLANL A VU Z—T oA A (FTIXINHDAA v F AR — MIEEE LTfEE D VLAN)
ZFRECEMTA2LERDH £9,
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AT 71 [Devices>DeviceManagement] % 3R L T, Firewall Threat Defense 7 /3 ATk} L C [Edit (£)]

Vw7 LET, [MF—TxAA (Interfaces) | ¥ 7 NBT 7 4/ s TEIRENFE T,

AT9 T2 [AVB—T 4 AMDEM (Add Interfaces) | >[VLANA 42— 4 X (VLAN Interface) ]

27V 7 LET,

ATY T3 [ (General) ] T, D VLAN EHH DT A —H ZRELET,

Add VLAN Interface

General IPv4

Name:
inside

Enabled

Description:

Mode:

None

Security Zone:

inside_zone

MTU:
1500

Priority:
0

VLAN ID *:

IPv6

Advanced

[ 100]

Disable Forwarding
on Interface Vlan:

None

Associated Interface

Port Mode

| Cancel | II:EII
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24 v F K= o7 o2 K- ke Lot ]

BEfFO VLAN A » Z— 7 = A4 AZFREL TV LGS, [BEff T o Tnidi A 2 —7 x4 X
(Associated Interface) 17— 7 /LIZIE, ZD VLAN DAL v F R— FRFRINET,

a) [VLANID] % 1 — 4070 OFFHICHRTE LT, =72 L. AEEHOZDIcTRHIN TS
3968 — 4047 O#FHD ID 1R 77,
A HF—Tx A AERIELE, VLANIDAZEFT5Z L g TcaEdi, 22 TDOVLAN
ID X, FFHIND VLAN ¥ 7 LEBRENDOA 2 —7 = A A ID OliFTT,

b) (LR [ ¥—7 =A AVLANTOHEEDMEL, (Disable Forwarding on Interface VLAN) ]
@ VLAN ID Z3#R L. B VLAN ~DHiz3%E % H0 UE 7,

722 1 OO VLAN A v Z—% v D T2 RBZADHAEIZ, 9 1 DEZNEEI R A
Iy FU—=IWNIZ, FLT3DHZR—L Xy N IZFNEFNEDYTEI, HED
Zy NT—=Z 3V RA Ry NT—JIZT 7B AT AHRERRNOT, HED VLAN T
RN CEET, EVRRARY NY—ZIFHEDX Y NT—J T 78 ATEET
N, TORFITEERA,

ATFYTE A B =T oA AREETTTDHITNE, WOWTNLOFIEEZSR L T ZEW,
N—=T Y RE— RO U F—T = ADRE (47 <X—)

s TN T T N—T AU N—D—JF I A H—T 2 ART A —=HDERIE (54 3—)

ATy FTE [OK] %227V vZ7 LET,
ATv 76 [Save RTF) 1227 Vv 7 LET,

Z1 T, Deploy>Deploy (IZBEIL T, RY L —%2E D Y TETF AL R ZF FaA LET, £
EARITEAT I ECHEAShEEA,

AAYFR—bDTOER R—FELTDHER

1 DD VLANIZAA v F R— 2BV Y TAHIE, T7EBAR—FrELTHERELET, 77
TAR—=NI, TR LDNT T4 v I DR EZTANET, AL vFR— NTHIZSh,
VLANL ICEI W B THNTNWAL v EZ—T oA AFROLEEBYH T,

TNARETI ALYFR—bA283—T4R

Firepower 1010 A—H2xy 12 ~4—%F> k1/8
Cisco Secure Firewall 1210 A—Y Xy P12~ —HP % F 1/8
Cisco Secure Firewall 1220 A—H Ry M12 ~A—H% %> F 1/10
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. AL YFR—bDT IR R—F & LTOER

\)

FIRr

ATy T

ATvT2

ATv7T3
ATvT4

ATvTh
ATvT6

ATy T1

B TS RAL, *y NI NOL—THRBIERH SN A= 7Y ) —T v halieR—

FLTWEHA, L7=23- T, Firewall Threat Defense & O X TOEEEEIL, Fv hU—7 )L—
THNTHERDOLRNWEIICTLAIXNERDH Y 7,

[Devices> Device Management] % iR L C, Firewall Threat Defense 7 /XA A Zxf L T [Edit ()]
IV LET, (M ¥—7xAA (Interfaces) | ¥ 7 N7 74/ hTRIRSNET,

WHETHA v Z—T A AEdt(@) 227 ) v 7 LET,
1:9EA 8 —T M4 ADIRE

Edit Physical Interface

General Hardware Configuration

Interface ID:

Enabled
Description:

Port Mode:

Access s

VLAN ID:
1

Protected:

[£%) (Enabled) ] F =y Ry 7 ZA&2FNILT, A2 —T7 A ZAEHMELET,
(f&) [Description] 7 4 —/V RIZHAZBEIN L 7,

P 200 SCFUNTAN TE E4, ST AR TIC AT TAALET,
[R—RrE—F (PortMode) 1% [T 7 A (Access) JIZHELET,
[VLANID] 7 4 —/L R C, ZDAA vF H—h®D VLAN % | ~ 4070 OFiH CTHE L £,
774/ h® VLANID (X 1 TT,
(fEE) DAL v TF R— Rl RE L TRET DIZ1E, [Ri#F 2 (Protected) 1T =

TRy T A A AT LET, ZHUTLY, AL vF R— FMRFE L VLAN _EOMOLR#E X172
A2 v F R—bFLBETIOEBSZENTEET,

. BEDIF7ATI+—ILA2F3—T (R



| BE0I7747 94— A08—T24R

ATvT8

AFvT9
ATy 710

24 9F K- rO7 o2 K— e LT ]

2L v F R—= K EOF A ZREITHMO VLAN ST 7B 2SN A55E. VLAN NT 7 & %
EIFRIT A MER WS, BLOBESCEOMOEF 2 VT A REFIH A TT A AZHA
WZBET 25612, AL v T R—FPHAEICBELRWVWELEICLET, 72E 2iE. 320 Web
Y= N—% KA T DHDMZBHDEGE. KA vT R— T [HR#EFA (Protected) | =A%
2T 5 &, Webhr—N—ZMEICHBECEET, AERry NU—7 &My N =230 T
H 320D Web br—_"—FT XRTLBFETE, ZOHHA[EETT I, Web — X— [T AIZIE
fETxEHA,

({EE) [»>— Fv = T7HAk (Hardware Configuration) |27V v 7 LT, Ta7/ b vy ALK
EArRELET,
B 2:1\— R 7K
Edit Physical Interface

General Hardware Configuration

Speed

 —
Duplex:
full
Speed:
1gbps v

Auto-negotiation:

V]

[BEf T =—3 3 (Auto-negotiation) | T = 7Ry T A (FT7 4V 1) A LIZLT,
BELT 2T Ly AR AWRMLET, Z0F =y 7Ry 7 REFTILT L, HELT =
Ty A FEITHETEET,
([Fa7bys A Duplex) 1:[4 Full) 1 [ (Half) 1. £ [ (Auo) ] &R
L\ij—o

« [#E (Speed) ]: [10mbps]. [100mbps]. 7=i% [1gbps] &R L £,

GE)
5067 —7 N ENLTR— MIBHE L TV D ET AL v FRHBR T T —v a v EHR— K
L TWRWESIE, AA vF & Threat Defense f v ¥ —7 = A THHEI XTI —a %
MW LT &, =& 2 iE, N9K-C93400LD-HI 1% 50G 7 — 7 /L COHEIRr T =— 3
YEFR—=FLTWERA, LER-T, A= 2HETICE,. 7T b7 r—L LA Ay
FTCTF 74N NOHEI R T = — g U E NI T ANERH Y 7,

[OK]Z7 VU w27 LET,
[Save (RTF) 127V v/ LET,

Zh T, Deploy>Deploy (CBEILT, RY T —2E 0 Y TEFAL AT T af LES, £
HFNRIFEATLETHHSINER A,
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B < o7k—trorsssk—teLTomm

AAYFR=—bDrZ09 K=& LTOHER

FIE

&

ATy T2

ATv7T3
ATvT4

ZOFNETIE, 802.1Q # VfHF &M L THELD VLAN 2515325 7 27 AR— hOIERRTT
FEIZOWCTHLET, NIV I R—NMNI, ¥R LN T T4 w7 BTG &E N T T4 v 0 %
ZTANET, FAISNIEVLAND T 7 4w 7%, R0 7 R— b 2ZEEFI0dE L £
7T

N2, ZTRLNT T4 v BRETHE, FONT T 4 v X AT 47 VLANID
\Z & 717 LT, Firewall Threat Defense 7 /XA ANIE L WAL »FR— NI NT 7 4 v 7 %l
BELED, OT7 7 AT 04—V A F—Txf RAIN—T 4T L7 TEHLHICLE
¢, Firewall Threat Defense /34 A%, "7 7R =+ HFR AT 47 VLANID FT77 4 v
7 HRETHBRC VLAN # 7 Z2HIBRLES, #2772 L 877 4 v 7 WA L VLAN IZ X 75T
SINDEIE, MDAAL »FDONT 7 HR—MIRIURAT 4 7 VLANZFHE LT ZE0,

[Devices> Device Management] % 38R L C. Firewall Threat Defense 7 /XA A Zxf L T [Edit ()]
Vv LET, [AF—TxAA (Interfaces) | X T HBT 7 4/ s TiEREINE T,

WET DA 2 —T =4 AEdt() &2 V) v 7 LET,
B3: b5 oyk— b E— FDR

Edit Physical Interface

General Hardware Configuration
I

Interface ID:

Enabled
Description:

Port Mode:

Trunk v

Native VLAN ID:
1

Allowed VLAN IDs:
[ 100,200,300

Protected:

[G%h (Enabled) | F=v27 Ry 7 A4 NILT, AV F—T=A AL ET,
({EE) [Description] 7 4 —/V RIZFAAZEM L £ 7,

AL 200 SCFLINTAN TE 4, T2 AR TIC 1ITTADN L ET,
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ATvTh
ATvT6

ATy T17

ATv78

ATvT9

24 97 K= ko k525 g—re Lo 1

[R—FE—F (PortMode) 1% [ 77 (Trunk) JIZEXELET,

[*A 7 4 7VLANID (Native VLANID) | 7 A —/L KT, ZDAA v F R— DFXA T 17
VLAN % 1 ~ 4070 O&iPH CTHREL E7,

T 7 XV NDOFXAT 4 TVLANIZI T,

BR—=PFDFEAT 47 VLANZ 1 DDOHTTHR, T_XTHOR— MIFUFRAT 47 VLAN
7T HE 2 %45 7 VLAN Z{EH T £9,

[ZFFJVLAN ID (Allowed VLANIDs) ] 74—/ KT, 2D FF> 7 "— D VLAN % 1 ~
4070 OFPFHTASI L ET,

WONWTNNDIFIETRK 20 HO ID 2IFETE £,
« H—D&F 5 (n)
s fiFH (n-x)

s BFBLIOWHAIL, Vo~TRUDFET, L2, ROLHIZHEELET,
5,7-10,13,45-100

= DROY AR=AZ AN)TEET,

IDT4—IVRIZFAT 4 7 VLANEZGD DL &, BHINET, VT 7R —MI, AT«
TVLAN b7 7 4 v 7 2R — bR ETH L &I, FICVLANZ Z2HIBRLET, 51,
FAT AT VLAN ZIFED T 7 4 v 7I3ZESNER A,

(EE) DAL v F R— RN ZR L L TRET D121, [fri#FAH (Protected) | F = >
IRy A AT LET, ZHUICEY . AA v F R— F23FE L VLAN EOfoOfRi#E S 7
AL v F R—FLBETLOEZHSZLENTEET,

ZA v F R— K EDOFT A ZAREITHD VLAN 26T 7 2 S 584, VLAN N7 7 & %
EEFRT D MENRNGE . BLOERESZOMOtEX 2 U 7 4 REICMATT N AZHA
W BET DA, AA v F R— "B AISRIE LWL I LET, 72& 21E. 320D Web
Y= N—%HRA T DHDMZ B L5GE. HAA YT RN— KT [{R#EF A (Protected) ] & H %)
235 &, Web—_—ZHHAICHBEECE T, WXy NV —27 TRy hT—27130 T
H 320D Web br—_"—FT XTL@FETE, ZOHHAEETT 2, Web r— — I AITIH
FTEEHA,

EE) [»»— KU =74k (Hardware Configuration) |27V v 27 LT, Ta7/ b v/ ALK
EERELET,
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. Power over Ethernet D%

. Edit Physical Interface ? %

TS Hardware Configuration

| Duplex: auto 2

| Speed: auto b

i | Auto-negotiation:

QK Cancel

[HEhr Fv=—3 3> (Auto-negotiation) | F = v 7Ry 7 A (F 74/ 1K) AL T,
HWELT 27 Ly 7 AZABMBHLET, ZOF =2y IRy 7 24 7IC+5E, #HELT 2

Ty A FHTRETS £,
([FaF Ly s A (Duplex) ]:[4 (Ful) 1, [ (Half) ], £7213 [HE) (Auto) ] 23R
L/ij—o

« [)E (Speed) ]: [10mbps]., [100mbps]. F7=iX [1gbps] Z R L E,

5067 — 7NN ENLTAR—=MIEER L TWAET A, vy FRHBIR I T — g VAP R— b
L TWARWEEIE, AA vF & Threat Defense f v ¥ —7 = A THHEI XTI —a %
MW LT &V, =& 2 iE, N9K-C93400LD-HI 1% 50G 7 —7 /L COHEIRr T = — 3
YEFR—=FLTWERA, LER-T, A= 2EHETLHICE, 7Ty b7 r—L LA Ay
FCT 7 AN MOHBR T = —3 g VBN THLERDH Y £,

ZAFyF0 [OK] &2 Vv s LET,
ATvTN [Save RE) 127 Vv LET,

T, Deploy>Deploy IZBEIL T, AU —2EW YT AL AT Tl LET, £
BEARITEAT I ETHHA SN ETA,

=L

Power over Ethernet D% 7€

Power over Ethernet (PoE) AN— M, IPEFHECMHEME T 7 B AR A N EDT A RE ) %
¥ L £, PoEIXT 74 /L b TA X =74 TH, ZOTFIATIL, PoE Mk LA T
LDHEL. AT a TG A=FERET DA OWTIRHALE T,
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Power over Ethernet % .

FIE

AT w71 [Devices>DeviceManagement] % %R L T, Firewall Threat Defense 7 /34 A% L C [Edit (£)]
IV LET, [M¥—7xAA (Interfaces) | ¥ 7 N7 7 4/ hTRIRSNET,

AT w72 Firepower 1010 @ Ethernet 1/7 £ 7213 1/8, F7=1% Secure Firewall 1210CP @ Ethernet 1/5 ~ 1/8 @
EEDA A —T 2 ADEdIt (@) %227V v LET,

ATy T3 [PoEl 227 V27 LET,
Xl 4: PoE

Edit Physical Interface

General PoE Hardware Configuration
e ——
Enable PoE:
Auto Negotiate

Consumption Wattage:
(4000 - 30000)mW

Consumption Wattage:

ATY T4 [PoEZAENZTSH (Enable PoE) | F=v 7Ry 7 A% A A2 LET,
PoE (X7 7 4/ b TA X —T7 NLTT,

ATy 7S5 HErI vz —y a VERIEFEERYER L ET,

‘[HET Y FOBEERTIT—~ (AutoNegotiate Consumption Wattage) ] : #5827 /3

AADYT TAZHELTZT v MEEFER LT, MELT A ACHBWIZEN Z MG L E
T 77AT U4 —/VILLDP AL T, I5IC#UWRY v MizrIvz—hLE
To FFEST TADT NA AEHRT DL, LV E OB NEERTL20END H5E5121H
ZC, ZDITAORKEETCT oY a =M TbiEd, Lz, 12.95W 23
KT D7 TAATNRA REBIM LTS G. ZOT A ARBIEZOBNT X TEMBEH LT
W2 ThH, 3OWAFID B THNET, —HOT A R, BHEFEZHRI=—FT
ETET, TS RIRBERBENDEV L THERTWDENLY DN Enbio T
LA, KbV ICEB T v F#R (Consumption Wattage) | % FEICiRE L T, o
NA AN EBE N ZRITTE £,

*[(HE 7 v 3L (Consumption Wattage) | : (EE 7 v MO BEE RIS IT—+ (Auto
Negotiate Consumption Wattage) | F = v 7Ry 7 A& 472 LT, FEY v MIERE
L. Uy MItE (U7 v NEAL) T4000 ~ 30000 (1010) F 721X 90000 (1210CP) 12
FETHELET, Vy METFETREL, LLDP Rr AT —3 3 U2 ENIT D56
X, Zoa<wr REERLET, FEIED Y ToHE. showpowerinlinei /71227 7 A3
na L ZoREINET, ZHUL, 7 T ABEREBENOREIZHEH I Wi=HTT,

show power inline =~ > FZfEH LT, BIfED PoOE AT — X A &R RLET,

ATvT7T6 [OK]Z27 V7 LET,
ATvT1 [Save (R 127 Vv LET,
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Zh T, Deploy>Deploy IZBEIL T, R —%Z2E Y Y TEF AL AT T LT, &
HFHNRITEATLETHHSINERE A,

W—TNY G A3 —T x4 ADEE

ZITIEN—T Ry I A F—T 2 AERETDHECOWNTHAL X1,

W—TNY 9 A28 —TxA4R[ZDWT

A loopback interface is a software-only interface that emulates a physical interface. This interface is
reachable on IPv4 and IPv6 through multiple physical interfaces. The loopback interface helps to overcome
path failures; it is accessible from any physical interface, so if one goes down, you can access the loopback
interface from another.

Loopback interfaces can be used for:

s AAA

* BGP

* DNS

* HTTP

* ICMP

* [Psec flow offload—Secure Firewall 1200/3100/4200 only
* NetFlow

* SNMP

* SSH

» Static and dynamic VTI tunnels

* Syslog

The Firewall Threat Defense can distribute the loopback address using dynamic routing protocols, or you
can configure a static route on the peer device to reach the loopback IP address through one of the Firewall
Threat Defense's physical interfaces. You cannot configure a static route on the Firewall Threat Defense
that specifies the loopback interface.

BErEYY
N—T RNy f B =T oA ZADHA KT A LHEIFEEE (15 2—)
N—T RN B —T 2 ADHEE (153—)

. BEDIF7ATI+—ILA2F3—T (R



| BEDI74794— A28 —T1(4R

JL—TI\v

JL—TII\vw s

FIE
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ATy T2

ATvT3

ATv74

M—FRwy 4 28—2 242041 54 vespEE [

AB—DITARADHA K54 2 LFHIREIR

Firewall Mode

* Supported in routed mode only.

High availability and Clustering

* No clustering support.

Additional Guidelines and Limitations

» TCP sequence randomization is always disabled for traffic from the physical interface to the loopback
interface.

AR —T A RADETE

FRAZADN—T Ny LB —T oA AEBNMT A2, ROFIEEFEITLET,

[Devices> Device Management] % 38R L C. Firewall Threat Defense 7 /XA A Zxf L T [Edit ()]

Vw7 LET, [ X —7xAA (Interfaces) | X 7 N7 7 4/ h TEIRINFE T,

[f v H—7 A ZADEM (Add Interfaces) | Kr v 77X 72U A ML, IW—TNRvoA >

44— 1A X (Loopback Interface) | Zi®IR L £,

[—#% (General) | ¥ 7T, IRO/NTA—FERELET,

a) [4H1 (Name) |: V=T Ry J L X =T x4 ZD4HTEANTILET,

b) [A%) (Enabled) ]: V—T o7 f =T =2 AHNTT DL, ZOF =y 7Ry
I AEA AT LET,

c) [/v—73v 7 ID (LoopbackID) ]:1~ 1024 ®D/L—7 v 7 IDEAJLET,

d) [FiEA (Description) ]: V=7 RNy 7 f X —T = AOWMBAEANLET,

N—FTy RE—RAUE—T oA ADNTA—F5HELET, W—TFT v RE—FDA

B—=T 2 ADHKE 475—V) | ZBRLTIIEI0,
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B —58vr108—9z42 0571 v 0L— HHIR

W—TNY D A3 —DT A A~ND LT T 490D L— LR

1R BHHEIIZ

AT MIBRIZBR NS RNWE N, =T RNy A E—T A4 ZPT RLR|Tk
BENDIT 7407 DL —FEHIBTOIMLENSHY £9, o — P —ERRY o — (T
HIRL— L 2B TE £9,

FIE

ATFYT1 N—TNRNy I A B =T 2 A RAPT RLA~D NT 7 4 v 7 il T D987 78 AU A b

ZVERC L 77,

a) Objects> Object Management > Access List > Extended % 38&4R L 97,

b) [WEIET 722U X N®EBM (Add Extended AccessList) | &7 U w27 LT, #HLWACL %
ERR L E97,

) FTLVEEET 78 AU A A7 Y= I (New Extended Access List Object) | %A 7 a7
RNy 7 AT, ACL DAHTEZ AT L (AX—=ZTEHAT) | DB (Add) 1227 U v 2L
THLW=2 MY AERRC L £,

5:ACLO&®ZET Y M) DB

New Extended Access List Object

Name

| rate-iimiting |

Entries (0)

d) [ry FU—27 (Network) 1 #7 T, #Ex ({EE) BEIOSET L2 (=T y 7
IP7 RLR) ZRELET,
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6: 32 ETEREDRY FT—H

Add Extended Access List Entry ®

Action:

[ © Alow ~ ]

Logging:
[ Default v J

Log Level:

Informational

Log Interval:

Sec.

Network Port @ Application @ Users @ Security Group Tag

Available Networks ¢ + Source Networks (1) Destination Networks (1)

Q Search by name or value ] any o 10111 O

any
any-ipv4 Add to Destination

any-ipvé

Inside-Network
internal

IPv4-Benchmark-Tests

IPv4-Link-Local

IPva-Multicast o Enter an IP address ] [10.2.1.1 a ]
c?

(6=3))
TN O[T 7 v a (Action) WL [FFAT (—%)  (Allow (match)) 12 L, ZDftd
REFZEDOEFIZLET,

« [%fE7C (Source) ]: [BEAFAEZ2 R~ h U —7 (Available Networks) ] U A h7>5 any
ZBINL ., [EEICIZBM (Addto Source) | %7 U 27 LET, any OOV ITEF
JTEIP7 RLAZIELT, ZOT77HAV A MEKVIALZ T ET,

o[58 (Destination) ]: [46%C+ » RV —2 (Destination Networks) ] U A kDT Otk
Ry 7 27 RLAZADL, BB (Add) 1227V v 7 LET, =TT A
=T 2 A AT LICFIAEMREYIRLET,

e) [BM (Add) 127 Vw27 LT, = hU%ACLIZIBIMLET,
f) [BRTFE (Save) 127V v 7 LT, ACL ZRFLET,
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7:ACL DRETF

Edit Extended Access List Object

Name

rate-limiting
Entries (1)
Sequence Action Source Source Port Destinatit Destination Port icati Users SGT
1011
Al Any Any Any Any Any
1 © Allow  any Any e y A y A o0

() Allow Overrides

Cancel Save

ATwF2 Policies>Access Control heading> AccessControl Zi#iR L., T /34 R |ZE Y B THR TS T
s A arybo— RY—DEdit( &7 Y v LET,
AT T3 RNy b T7u—{TOREIZH D [FE (More) ] R v X w7 U KEHIDNS [FEIERE (Advanced
Settings) 1 %27V v 27 LET,
8: FEMERTE
= in-out &
L Packets - @ Prefilter Rules -+ O Decryption + & Security Intelligence -+ O Identity -+ @ Access Control ‘ © More
[ Q Type to search ] Total 1 rule
HTTP Responses
Source . .
D Name Action Inheritance Settings
Zones Networks .
Logging
(] v~ Mandatory 1rule (1-1)
AT w74 [Threat Defense¥— & A7 U 2»— (Threat Defense Service Policy) |17 /v —7 CEdit(#) %7 V v

7 LET,

9: Threat Defense —E X K1) > —

Threat Defense Service Policy

Threat Defense Service Rule(s) 0

ATvT5  [L—OEM (AddRule) 1Z227 YV 7 LT, HLWL— L EERLET,
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10:[)L—)L BN (Add Rule) |

Threat Defense Service Policy ®

@ By default, traffic undergoes deep packet inspection as part of AC policy evaluation. However, for Add Rule
the TCP State Bypass feature to be effective, it is recommended to avoid deep packet inspection

by configuring a pre-filter fastpath rule corresponding to TCP state bypass traffic

4 Interface Object Traffic Flow Connection Setting

Interfaces
No Rules
Global

No Rules

P—EZ R = = U4 P=FRHE, V= VORETmE ADFIANRERENET,

[f ¥ —T=AAFT =7 b (Interface Object) | A7 v~ 7T, [/ m— YL (Global) ] %

ATvT6
Vw7 LTTRTOA U F—T oA ATWHEIND 7 v —b— V2B L, [IR~ (Next) ]
Vw7 LET,
11:50—/LRY o—
Threat Defense Service Policy
o Interface Object 2
D Select Inteface Objects
ATvT1 [ 774 v77ra— (TafficFlow) | A7 v 7T, A7 v 71 (16 =) TIEKR LI-¥E5E
TIRAYVANFT V27 FEBIRL, R~ (Next) 227V v 7 LET,
12: 38R 7V 2R Y R FDER
Threat Defense Service Policy
IEI Interface Object ° Traffic Flow
Extended Access List:
[ rate-limiting ~ ]
RATv T8 [#EiaXE (Connection Setting) ] A7 v 7 T, [Hfkifil[R (Connections limit) ] %% E L7,
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13: R HIR DR E

Threat Defense Service Policy ®
‘; :. Interface Object "‘ iw Traffic Flow o Connection Setting
(] Enable TCP State Bypass Randomize TCP Sequence Number [ ] Enable Decrement TTL
Connections: Maximum TCP & UDP Maximum Embryonic

2 | [ ]
Connections Per Client: Maximum TCP & UDP Maximum Embryonic

o J o ]

[%ﬁﬂ?%i@mw(MMmmﬂP&Umﬁ]%ﬁﬁ%W%7NV?4V5%7:42@$
H SN D EEEICREE LU, [ KIS (Maximum Embryonic) ] DA Z ZiL L 0 HiK
WERIZERTE L E T, %Hﬁéhéz%‘@w%w\/& B =T Ay a IS LT,
7o & 20X, 52,0 10/5, F72I1E1024/512 IR ETE £,

IR & B E 95 & TCPAUTRIED AR Y £, ZOMITRAFIZE>T, TCPSYN
Ny NeRLTA v H =T oA RET T 9T 47T 5 DoS BENS VAT AEfri L
i‘j‘o

ATY 79 [#&T (Finish) 1227V v 7 LTERZRFLET,

ATy F10 [OK] %227V w7 LET,

ATy TN [FEMERE (Advanced Settings) 17 4 > RUT[HRIFE (Save) 1227V v 7 LET,

ATYT12 T, BBEZTLT A AELERATEET,

VLAN G A 28— x4 RAELV80210 S5 F 25

VLAN YV 7 A v Z—T 2 AZFHTHE, 1 OOYHA X —T =2 A, TRV H—T =
A A, F721X EtherChannel > % —7 = A A% $72 %5 VLANID T# J£51F SN 7B O
AL B—T oA ATHETEET, VLANY T A L F—T A AN 1 DU EHDHA 27—
7oA AL, BEIUIZ802.1Q T v 7 L LTHESNE T, VLAN Tk, FrEOWHEA v ¥ —
T2AALETI I 74 v 75208 LTEBLZENTEXLD, WALV X—T oA AETT
NARZRZBMLRLSTH, Xy NI—27 ECHHATE LAV F—T oA AOBEERT Z &N
TEET,
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VLAN AL B3 —D A ADHA K54 2 LFIREIE

ETILDOYR— b+

+1010/1210/1220 : AA »F AR— FNEZIT VLAN A »FX—T = A AD VLAN 7 A > 57—
Tz A AFHR—FSNTVER A,

EERA%EISREY VYT

T 2= VA= R—=V T FREY IR0y TAXENE) DY T A o F—T = A A%l
AT 22 LIETEERA, FIFMNISLTFA L AZ L ZAE— ROYEATT, FOHE., ZHhbD
Vo3 v —VEBY TA L —T oA AR TEET,

Z0MOAA K54

PR B =T 2 AR EOR TRy ORI T A B —T oA AEERT DY
B WEA LT A ATI I 74 v 7 BRI ER2NEIICTHILEL IS HE
T WMBA VX —T =2 A AT Z T D2y hEBERSEL I LR TELHDTT, Z
OFHEIX, TUREA VH—T 2 A AXT DT 7T 4 T72#iA % —7 = A A & EtherChannel
VoIS TUIFEVET, YITA L HF—T A ATrIT 7 4 w7 @B IEHI20IFD
W, JUEE. F£721% EtherChannel 4 > ¥ —7 = A RAEHMNITHUNBERH BT, 1
B —T7 = A R ZARTRFE LRWT & TR, TR, E72I/%EtherChannel f > % —7 = A
ANBIT 74y 7 BBBIERNVEOICLET, MBS X —T oA A, TLEA X —
7 xA A, F7-1ZEtherChannel f ' X —7 = A A TH T DRy M@l Iw 5546
X, BEEYARIEHRECEET,

+CLI CREINTEZHHODEHA VX —T7 24 ATYH, v 3X—V¥ T 7 AMMHIND
Fe B A —T 2 A ATYH, A LB —T oA R T F—T o AEHRIETH
ZlixTEEYA,

cFULBA L H—T 2 A ADTRTCOYV T A H—=T 2 A RL, TV oD T N—TF A R—
W—T v RAUHE =T oA ADNTINNTHLIMNERDHY T3, REBLO—HKLTE
FH A,

» Firewall Threat Defense 134 A I v 7 FZ7 %7 7a ka2 (DTP) #VA— kL7
W, BHESNTWAAAL v F R — FEBEFZ N T X VT2 L ICRET D03
N ET,

e BA LA —T 2 A AL CHAIAHLD MAC 7 KL A Z{FH 9 5 DT, Firewall Threat
Defense TEHE SNV TA LV F—T 2 AZ—BEDMACT FLAZE DY THZ LY
TEET, Rz, P—EX e M X —2LoTiL, MAC T FLRIZESNTT 2
Y AHIEHEITOHAENHY £9, F/-, IPv6 U 7 a—hL T KL AEMACT KL A
HEOSWTEREND D, P TA L H—T oA AZ—EDMACT KL AZEY B THZ
LT, —EBDOIPv6e U 7 a—h)L 7T RUANEREIZ 72V . Firewall Threat Defense THFIE
DAVAZLATDNT 7 47 OFWEERNTDZ ENTEET,
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. Maximum number of VLAN subinterfaces by device model

A

GE)  MAC 7 FLAZFEITEID Y THEAT. TPH LR WVEHESE
ZBETH-DIC, RUYWHA v Z—T oA 2 LOFTRTOYT
A B =T 2 AZMACT FLAZE DY THLILHIZLTLE
él/\o

Maximum number of VLAN subinterfaces by device model

The device model limits the maximum number of VLAN subinterfaces that you can configure. Note that
you can configure subinterfaces on data interfaces only, you cannot configure them on the management
interface.

The following table explains the limits for each device model.

Model Maximum VLAN Subinterfaces
Firepower 1010 60
Firepower 1120 512
Firepower 1140, 1150 1024
Secure Firewall 1200 1024
Secure Firewall 3100 1024
Secure Firewall 4200 1024
Firepower 4100 1024
Firepower 9300 1024
Firewall Threat Defense Virtual 50
ISA 3000 100

I3 —T x4 ADEN

122 EDOYVT A v B =T 2 A AW FA X —T 2 A A, RAVHF—T =4 A, F2IX
PortChannel f v % —7 = A AZIBM L £,

Firepower4100/9300 D55, a7+ A v 2 —T7 oA ATHEMAT 5720074 2 —T = A
A % FXOS THERE L £ 9, Adda VLAN Subinterface for Container Instances &= Z M L T 7230y,
INHDOY T A v —7 A AL FirewallManagement Center DA > % —7 = A A Y X NIFKR
SAVE T, Firewall Management Center (ZH 7 A & —T7 = ZAZBINT 52 &6 TEET A,
FXOSIZH 7 A v F =T = APERIINTWRWEA v F—7 = A 2 LIZIRY £,
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\)

CE) HoWHA L X —T 2 A ANZ TR LDy hRELET, 27 LOry MEESRN
BAIE. ExX 2V T4 RV —DHA v H—T 2 A ANEEN TN L 2R L £,

FIE

AT w71 [Devices>DeviceManagement] % #{R L T, Firewall Threat Defense 7 /34 ATk} L C [Edit (£)]
IV LET, [M¥—7xAA (Interfaces) | ¥ 7 N7 74/ hTRIRSINET,

ATYT2 WA L F—T7 =2 A ADFEMEIB L OA — ¥y NREDHMIZHES> T, BlA v F—T = AR
A LET,

ATY T3 [AVF—T 4 ADENM (AddInterfaces) |>[HTA4 32— A4 X (Sublinterface) | &7
Vw7 LET,

RATY T4 [2f% (General) | T, RDONTA—HERELET,
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. IV =T 4 ADEM

14: 474203 —J x4 ADEM

Add Sub Interface

General

IPv4 IPv6 Path Monitoring Advanced

Name:

[ inside-100 ]

Enabled

[:] Management Only
Description:

|

Security Zone:

[ inside_zone

MTU:

[ 1500 ]

(64 - 9000)

Priority:

(o

] PR

Propagate Security Group Tag: D

Interface *:

[ Ethernet1/1

a

Enabled

Sub-Interface ID *:

[ 100 ]

1

4294867295}

VLAN ID:

[”100 ]

)

1-4094)

a)

b)

¢)

Cancel m

[ 5 —7=xAA (Interface) |: V7 A U F—T A A&BMT LW, LR, 721X
A= Fxr XNV A F—T oA AERINLET,

[T A% —7 x4 AID (Sub-InterfaceID) |: ¥ 71 > % —7 = A AID % 1 ~ 4294967295
DOHIFADFEE TCATILET, FFAlEND YT A X —T 24 ADFE X, 7 v b7 +—
DZEoTHRRY EF, RERITIIDZLETEEEA,

[VLANID] : VLANID % 1 ~ 4094 O#PFHTASLET, ZhiE, 2o 742 —7 <
AALDRTy MTZ T AT DI S ivE T,

ZOVLANIDIZ—ETHHINENH Y 4, 1010/1210/1220 DiFAETE. VLANL ZEH T
EFH¥A, VLAN1 X, AA v FR— bOGHEMN2 VLAN A VX —7 = ZAFIZFHEN
TWET,
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ATy TS5 [OK] 227 Vv 7 LET,

ATv 76 [Save RTF) 127 Vv 7 LET,
Zh T, Deploy>Deploy IZBEIL T, WY —2E WY TEF AL AT T LET, &
FARITEATHIETHEHHASINEEA,

ATFYTl V=T v REFIF RN TV ART LU N E—R A Z—T oA ZADNRNT A —FEHRELET,
N—TFT v RE—=RDA X —T 2 ADEE @GT7X—=) 3TV v I N—T A X —
T2 ADFE (53 2—=Y) EBRLTLLEE,

VXLAN £ B8 —2J 24 ADNKTE

ZOETIL, RIETEE LAN (VXLAN) A v ¥ —7 =4 ZADHFREFIEZHOWTEH L ET,
VXLAN £ X —T A4 AlF, LA V2 3y VU= ZPRT DD, LA VIR -
U—7 EOLvAY 28 xy hU—27 L LTHEREL F 9,

VXLAN 1 32— 24 R[ZTDW\T

VXLAN (X, VLAN DA LRI LA =Ry P AY2 Xy NT—I7H— R &R LET
D, KV ENTIREME & Flk: 2 2 TV EF, VLAN &g LT, VXLAN [ZIZR OF] S0
HET,

T —H B HE—RIKTORAVTFTF v T Ay NOFIRARELE,
c LV ZELDLAY 2T AN (K 1600 17D VXLAN £ 7 A2 1) IZxHRT 5720
BERAr— )T 4,

Z ZTlE. VXLAN OFEIZOW T L9, VXLAN OFEHNZ OV TlE, RFC 7348 & 57
LT &V, Geneve DEEMIZ DUV TIiX, RFC 8926 &ML CTL 72 &y,

h7tILiE

Firewall Threat Defense (%, R ™ 2 fi¥id VXLAN » 7w b a3 — b L CWET,

* VXLAN (T XTDET/V) : VXLAN |, MAC Address-in-User Datagram Protocol
(MAC-in-UDP) O 7E/MEZMEMLET, TOLA T2 7 L—AIZ VXLAN ~ v 2 —
DB S, UDP-IP 237w MZENNET,

*» Geneve (Firewall Threat Defense Virtual ®#) : Geneve (21X, MAC 7 K L R |ZBRE S 7z
WK NER A~ X =233 D £9°, Geneve 1 7 E/L{kiX. Amazon Web Services (AWS)
F—=h"T 2 A —=RRXT P LT TFI7A4 T ABONTr v hOFBBHRNV—T 4T B
FONEBINTEROEFICLETT,
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VXLAN k> RJ)L T2 RRA > b

VXLAN kL= RARA b (VTEP) 7734 A&, VXLAN O 7/ ks L O 7 v
WRE A EITLET, % VIEP 12X 2 oDA v B —T =2 A A ZA T (EX2 VT4 R —
%3 9% VXLAN Network Identifier (VNI) A > % —7 = A A EMEIIND 1 DLL EORAEA
H—TxAf A&, VIEPIZ VNI Z ho ) 742 VIEP EETA v X —7 = A A LT
NLEHEDA L H—T =24 A) BNV FI, VIEP EEA v ¥ —7 = A A, VTEP [WiEE
DEIFUAR=RFIP Ry hU—TICHfEINET,

DKL, 2 DD Firewall Threat Defense &, LA ¥ 3 %y hU—27 %4 LT VIEP & L CTHERE
L. %A1 FEO VNI, 2. 3 Z¥EET BBV — 32 /R L£9, Firewall Threat Defense /3.
VXLAN X hU—27 LIEVXLAN Ry U —Z DT ) v O FEIIFA— M7 = A & L CHERE
LET,

Y TES) N

Network | o=
. » @

Firewall 1 |i: Firewall 2 Uil
& m PCs
15

Virtual Server 1 Virtual Server 2 Virtual Server 3

VTEP DO HME L 725 IP X R U —2 1%, VXLAN A — _"— L A ITEKEFELEH A, 77
SNTN Ty ME, BETLIP T RLUA L LTBARA VIEP 2 Ff D, 585G 1P 7 R LA & L TRl
VTEP 2> CEY ., HHIPT KL ANy X —|ZHESNTI—T 4 7 ENET, VXLAN D
TYEDGEE 5P T KL AL, VEt—k VIEP BZAHLEE, vV FF¥ A M L—
TN TAHZ ENTEET, Geneve Tlx. Firewall Threat Defense (XA X T (4 v 7 7 OIr%
A—FLET, 774/ FTlE, VXLAN O%5564— NI UDP A — k 4789 T7 (—H—N
XEFHE) o Geneve MBS — KX 6081 T,

VIEP :E#{ETTA VA —T M4 R

VTEP EETA v X2 —7 = A AT, TXTDOVNIA H—T = A AZEEST T B D@ DA
VA —T A A (WH, EtherChannel, ¥£7-1X VLAN) T, Firewall Threat Defense Virtual &
LIZ1I DD VTEPEE LA v A —T 2 A AZRETEET, RETED VIEP KE01 v ¥ —
T2 A AL 127 THLH-D, VXLAN A X —T =4 A& Geneve £ ' Z—7 = A ADH
FERUT AL ACHRETHZ LT TEEH A, AWS F 7213 Azure T Firewall Threat Defense
Virtual 7 7 A% U v 23BN 0" HY . 2 DD VTEP V—AAf VX —T = A ABERTLHZ &
NTEET, VXLANA VX —T = A AZ7 T AZHY 7 I &S, Geneve (AWS) =+
721X VXLAN (Azure) A 4 —7 =2 A AIT— R U oA 0 — KA Z U HEHTE E7,

VTIEPEETGA v ¥ —7 =1 AF, VXLANN T 7 4 v 7EBICT A Z EMTEEITN, DM
HIZHIEENET A, VEIZSUT, A v F—T A RAEZWEFEORNT T4 ZIEHL, D
NG T4 I DA H =T oA A X2 VT 4 R o—2@ATEET, 7272 L. VXLAN
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o749 7DBAEF. IXTOEX2) T 4RIV V—%2 VNIA VX —T A AZHWHT D
VERBHY 9, VTEP%/& Tx A RL, MEAR—FE L TOARERELET,

RSGo AT LU R T 7 AT T4+ —/LE— RTiE, VIEPEETA v Z—7 = A A%, BVID
—ETIXRNTD, TOIPT RLAEZRELERA, ZOA U F—T oA AT, BHA L Z—
T A ADPUE XN B TFEIETHET,

VNIAf>52—T (4R

VNI A > X —T x4 AXTVLAN £ > X —7 = A4 AP TWET, VNI A v X —7 = A AL
XLV TEFER LU CHEOHIEA L X —T 2 A ATOXy NT—F NF 7 4 v 7 OLSE % HEfr
FTHEBA o H—T 2 A ATT, ZEINIA VH—T oA RZEX2 VT 0 R o —% EHEE
HALET,

BIMTEBVIEP A v ¥ —7 oA AT 1 DFEF T, $X_XTOVNIA 2 F—T =4 AL, FAL
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AA B =T A ALENTHIENTEET, VXLAN A »Z—T = A AT 7 T X2
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VTEPE(EIEA v X —T =A AEHMAVTD 8T 7 4 v 7%, GenevelLH, R 7 EbE
T2IXFED TR koS L 720 £,
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51 7 ALMERS : Firewall Threat Defense XK DA 12 Geneve /37~ s D&% T 7 & WAVRER:
LET,

« TS, SRR — RS 6081 ICRRE SN UDP X7 v F TH LGS (ZOEIZ2—V—&
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» Geneve /N7 v MERAEREIZHEML L £ 9,

Firewall Threat Defense 73 t°7 VTEP D& %28 5T 34 A28y N &EET HE4E . Firewall
Threat Defense (21RO 2 DO EE /R E RN LTI,

e UE— K TN, ADSEFEMAC T KL A
e °7 VTEP O4%E4C 1P 7 KL A
Firewall Threat Defense (X VNI A > % —7 = A AD Y E— k VIEPIP 7 R L AIZ%T 5565 MAC
T RLAO< v B TR LUET,
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Firewall Threat Defense 78 Z DIEFHR AR T 521X 2 2O HEH Y £9°,
«H—@D 7 VITEPIP 7 R L X % Firewall Threat Defense |ZFHIZFRIE TE £77,

IPv4 D54 : Firewall Threat Defense 73 VXLAN 4 7 /L {t. ARP 7' 72— K%+ A k% VTEP
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e v NLF XY A NI INL—T1F, VNIA v Z—T =2 A AT 212 (F7-IZVIEPAEID) BET
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9, 2D ARP ERA~DIGEIZ LV . Firewall Threat Defense (V) £ — k VTEP D IP 7 K L
AL, VE—F VR J—=FROFEHEMACT RLADHF BT LN TEET,

IPv6 D54 : Firewall Threat Defense X, VTEP IXETA v ¥ —7 = A A%&RKZKB L T/ T
Xy A KU RF—HH (MLD) LAR— M A vE—T%35F L, Firewall Threat Defense 73
VTEPA VX —T 2 A ATIYNVFX Y ARNT LA NI T 47 % U v AL TWNELETZ E
o LET,

ZDOA T a L, Geneve TIEV AR — I TWERA,

Geneve E7

Firewall Threat Defense Virtual |Z, #IZER SN ET DAL EFAR— M LET, AWS 7 — |
7 = A 1 — R/3F . 4 T Firewall Threat Defense Virtual 7 D IP 7 NL A& EF T E7,
Firewall Threat Defense Virtual (X7 — F V= A B— KT U ~D 8T 7 ¢ v 7 B LW
®. Firewall Threat Defense Virtual T/ — h 7 = A 27— RRXZHDIP T RUAEZIEET H 4
ZXHY EHA, Geneve N T T 4 v I EZETLHE, ETIPT FLRAZFEHLES, v LT
F oy A N —"1X, Geneve TIEH AR — F I TWERA,

Z Z TlX. Firewall Threat Defense T VXLAN D ZEEH DO FHIZ-OWTHEEA L E 4,

VXLAN D) o SFERIFF— bz 14 OHE

Each Firewall Threat Defense VTEP acts as a bridge or gateway between end nodes such as VMs, servers,
and PCs and the VXLAN overlay network. For incoming frames received with VXLAN encapsulation
over the VTEP source interface, the Firewall Threat Defense strips out the VXLAN header and forwards
it to a physical interface connected to a non-VXLAN network based on the destination MAC address of
the inner Ethernet frame.

The Firewall Threat Defense always processes VXLAN packets; it does not just forward VXLAN packets
untouched between two other VTEPs.
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_________

Virtual Server 1

Firewall

Virtual Server 3

VXLAN

Virtual Server 2

VXLAN J'1) v &
When you use a bridge group (transparent firewall mode, or optionally routed mode), the Firewall Threat
Defense can serve as a VXLAN bridge between a (remote) VXLAN segment and a local segment where
both are in the same network. In this case, one member of the bridge group is a regular interface while the

other member is a VNI interface.

Firewall
Transparent 10.10.10.10/24

BICURPaNS Vil _

o € L ) outside inside
10.10.10.20/24, PCs
e !

Virtual Server

VXLAN 77— k24 Ob—TFTv FE—F)
The Firewall Threat Defense can serve as a router between VXLAN and non-VXLAN domains, connecting
devices on different networks.

Firewall

inside 10.20.20.20/24
PCs

10.10.10.10/24:

_4
!

Virtual Server

VXLAN kA A UEDIIL—4
With a VXLAN:-stretched Layer 2 domain, a VM can point to an Firewall Threat Defense as its gateway
while the Firewall Threat Defense is not on the same rack, or even when the Firewall Threat Defense is

far away over the Layer 3 network.
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See the following notes about this scenario:

1. For packets from VM3 to VM1, the destination MAC address is the Firewall Threat Defense MAC
address, because the Firewall Threat Defense is the default gateway.

2. The VTEP source interface on Virtual Server 2 receives packets from VM3, then encapsulates the
packets with VNI 3’s VXLAN tag and sends them to the Firewall Threat Defense.

3. When the Firewall Threat Defense receives the packets, it decapsulates the packets to get the inner
frames.

4. The Firewall Threat Defense uses the inner frames for route lookup, then finds that the destination is
on VNI 2. If it does not already have a mapping for VM1, the Firewall Threat Defense sends an
encapsulated ARP broadcast on the multicast group IP on VNI 2.
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(G¥)  The Firewall Threat Defense must use dynamic VTEP peer discovery because it has multiple VTEP peers
in this scenario.

5. The Firewall Threat Defense encapsulates the packets again with the VXLAN tag for VNI 2 and sends
the packets to Virtual Server 1. Before encapsulation, the Firewall Threat Defense changes the inner
frame destination MAC address to be the MAC of VM1 (multicast-encapsulated ARP might be needed
for the Firewall Threat Defense to learn the VM1 MAC address).

6. When Virtual Server 1 receives the VXLAN packets, it decapsulates the packets and delivers the
inner frames to VM1.

Geneve UL 7 —LTOX S OERSG

)

GE) This use case is the only currently supported use case for Geneve interfaces.

The AWS Gateway Load Balancer combines a transparent network gateway and a load balancer that
distributes traffic and scales virtual appliances on demand. The Firewall Threat Defense Virtual supports
the Gateway Load Balancer centralized control plane with a distributed data plane (Gateway Load Balancer
endpoint). The following figure shows traffic forwarded to the Gateway Load Balancer from the Gateway
Load Balancer endpoint. The Gateway Load Balancer balances traffic among multiple Firewall Threat
Defense Virtuals, which inspect the traffic before either dropping it or sending it back to the Gateway
Load Balancer (U-turn traffic). The Gateway Load Balancer then sends the traffic back to the Gateway
Load Balancer endpoint and to the destination.

15 : Geneve Single-Arm Proxy
Source

I_H

—> Internet Firewall

Firewall

Destination

~~ Layer3
-y Network )

|
T

Firewall

AWS — kx4 A—KNSUHELU Geneve T2 7IILT7—LTOFY
A\

GE) ZofERAFIL. 3R —FENTWD Geneve A ' Z—7 = A ZADUE— D FHI T,

Firewall Threat Defense Virtual |X, v 7N T —AE 13T 27 VT —LE— ROSGHT—% 7
L—y (F—bhozf 0= ARG oY U RRA RN BATES A0 — AT
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PP hr— LT L—r A AR—hLET, RORIL, GWLB 5L RN GWLB = FR
AVIINDRIT T 4w 7Ry T HRBBELETITHE (2 —y ) [CEHEREINDT U
FT v R F 7 4 w27 (Firewall Threat Defense Virtual (IZ X > THEINSE N T 7 4 v 7)) %
77 L CWET, Firewall Threat Defense Virtual 127 7 XU KT 7 4 v 7 ZiE L, NAT
EEITLTOS, P77 4 v 7% Ray 7480 NAT V¥ — Uz %20 LTA VH—F
MZEVELET, T2T7 A7 —L7ax0E, /T VPC ERICHEDOH S22 424t L
FT, 77 AT U —E, BEDOVPCIOOLDT I MR RENT 7 4w 72 BEL, T
T4 TIFHE—DRA LV DDA U F—Fy ML=, BRAMSDREOE A 7T AT
JF % V) a—rg T,

16:Geneve T A7 I T —LTOXY  B—VPCHhODHA LS T4 9D

AWS  Aws Cloud
—

a

Red: Egress Flow
Blue: East-West Flow

App1 Route Table

Interface NAT on ASAv or TDv

10.100.0.0/16 > GWLBE
0.00.0 > GWLBE

pr
10.100.4.45

C) 15C7

GWLBE
GWLBE Route Table
mmnnnne m al

1010215
|omao\39

1010213

ASAV3/TDV3

App2 Route Table

10.100.0.0/16 > local
0.00.0/0 > GWLBE.

Outside Route Table

10.100.0.0/16 > local 0.0.0.0/0 > NAT Gateway

17:Geneve T 17 IV TF7—LTOXYL  EHDO VPCHLDHEHA S T4 vy
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» Geneve B 72 ALIX, ROETNLTHHR—FEINET,
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e X7 T EFXE— KD VXLAN X, ROET /L THAR—FEINTWET,

e Azure @ Firewall Threat Defense Virtual

* Firepower 1010 5 & T Cisco Secure Firewall 1210/1220 : A1 v F R — F I LU VLAN 1 >
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a) TAXSORTYDTEHERLET,

b) REPAR— k% 1024 ~ 65535 IR EL £,

) RAEET AU KID % 1~ 16777215 OFPHTHRE L £,

d) HMERAR— k7% 1024 ~ 65535 ICREL £,

e) SNEREST AL RIDE 1 ~16777215 OHEPETRELET,
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ATy 710 GEF O VXLAN) [VNIES A2 KD (VNI Segment ID) 121% 1~ 16777215 OB DOfiEi A A F)
L/\:jz—a—o

Y7 AL FID X VXLAN # X o i &4,

ATYITN [vATFF¥ A NI N—TT KL A (Multicast Group IP Address) | Z AJJLE T,

VNIA V& —T 2 AZXLTCwNAT Xy A N T A—TEHE LRWIEEIE. VIEP EE7TA
VE—T A AREDT 7 AN N T NA—TRMERINET (ERHEEREES) . VIEPEE T
A B =T 2 A AK L TFETVIEPE T IPEZRE LT- A, VNIA VX —7 = A AITK L
TVNTF XX AN INV—TER{/ETHIEITTEXERA,

ATYT12 [VIEPA v ¥ —T7 x4 R~ v B 7 S TWAHNVE (NVE Mapped to VTEP Interface) | % 4
S LET,
TOF T g Nk, A B —T oA ANVTEPEE A v X — 7 = A RHEMT O E
7

ATFvT13 [OK] %227V v7 LET,

ATy 18 [AF (Save) 1227 Vv 7 LT, A Z—T oA AREEHRTFELET,

AFYT1 =Ty REHII TV AT LU AV E—T oA ADNRT A=A R ELET, [IL—
Ty RE—REFTUVART LU E—=FRDA X —T 2 ADRE 43 X—) | %5
FRLTL7ZEN,

Geneve f 3 —2J 14 ANETE

Firewall Threat Defense Virtual @ Geneve { > ¥ —7 = A AZFRET HITIL. IROTFINEEFEITL
EC

N

GE)  VXLAN F72i3Geneve @ ETE £, VXLANA > ¥ —7 = A ZADFAMI OV TIE,  TVXLAN
A B =T 2 ADKRE B75—) | #BRL TS,

1. VIEP EETLA L F—T oA ADRE (40 2—)
2. VNIDOFEE 41—) |

3 =10 — R KRTF YO~V AF =y 7 OHFR] (42 _—)
VIEP E{ETA V2 —T 41 ADETE

Firewall Threat Defense Virtual 7 /3 A 2 Z & 12 12D VTEP IEET0A v F— T = A AZRETE
*4, VIEPIX. Xy hU—Z Bk RaRA > b (NVE) & LTEZEINET,
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FIE

ATy T
ATvF2
ATvT3
ATv74
ATvT5
ATvT6
ATFvT1

ATvT8

AFvT9
ATy 710
ATy TN

VNI DB E

FIE

ATy T
ATvT2
ATvT3
ATv74

ATvTh
ATvT6

VNI DE&TE .

Devices > Device Management & 34R L £ 97,

Geneve xR ET DT A ADHIZH D EBdit (D) 27V v 7 LET,
[VIEP] %#7 V v 7 L&,

INVEDOA N (Enable NVE) ] &4 1 LE,
[VTEPDEM (Add VTEP) 1 %227V v 27 L%,

[# 7 'A% A 7 (Encapsulation Type) ] T. [Geneve] Zi®IR L £,

[ 7/ bR — I (Encapsulation port) ] IZH&E SN /-&iPHN TEZ A L ET,

[GeneverR— I (Geneve Port) ] Z#ZH 325 Z L3R L A, AWS IZIZA— b 6081 2305
-/C“—gqo

[VTEPE{E 7T A > % —7 =4 A (VTEP Source Interface) ] ZE{R L ¥ 7,

TNA A LS DERRERMEIA  H—T 2 A ZAD Y A MDPBLBIRCTEET, FIELA v
K —T x4 AD MTU H 1806 /SA K~ K DY54 . Firewall Management Center | H )12 MTU
% 1806 /A MTHER L ET,

[OK] &7 Vw7 LET,

[RTE (Save) |27V v 7 LET,

N—T v RAVHE =T 2 A ADNRTA—FEHELET, NW—FT v KE—FDA X —T =
AADRE] #BRLTIEEN,

VNI 28/ L., £® VNI % (VTEP) iXEi0A ¥ —7 = A AZBEMT T, FEARA V& —
T2 ARG A—HERELET,

Devices > Device Management & 341 L £ 97,
Geneve TR ET DT A ADHEIZH D EBdit () 27V w7 LET,
[f ¥ —7=xAA (Interfaces) | %7 V27 LET,

[ 5 —T A4 ZADEM (Add Interfaces) | %27 U v 2 L, [VNIAf > Z—7 = A A (VNI
Interface) | ZiBIN L F7,

[4#] (Name) ] 7 «—/v & [#i8H (Description) ] 7« —/V NI, BEFEHE AL LET,
[VNIID] 7 ¢ —/b RIZiE 1 ~ 10000 DfEE AT L ET,

GE)
ZDIDIINEA v X —T = A AP+ T,
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B 7 rozqo—rnRS yoALzFzvs 0BT

ATy T17
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[7'r¥* DAL (Enable Proxy] T = v 7 Ry 7 A& AT LET,

G¥)

FRALAD VNI A VB —T = A AT AWS X BNEENTR > TV AEEE. NAT OREIT
TS EH A,

ZOFTaNlEn, VI AT — AT = RERIET A TAT A T XY
RONEMNCR0ET, Yo IAT—h FaXxy T—RFTlE, bT7 74 v 73 Aoz & LA
CAVE—TxzAANBHD UF—2 T T 49 7) ZERTEETN, TaT7 AT —LF
0%y B— KT, RET AL AR, REINIZ NI 740 v 7 DNAT #FEIT L. TDHKIZT
UG URNI T 4T A A=y MIEHEEETE, 774 v 2% GWLBBLIW
GWLBx= Y RARA ¥ MIETHERH Y /A, B TA X —T oA AEmETIHAF, v
VIONT —hTaXy = RERFTa2TAT AT axy T— FEBEHICTEEHA, &
T BT, BEFOA 2 —T7 2 A4 ZZHIBRL T, HLWVNIZERT 20 ERH D F7,

ZDOF 7 3 1. Geneve VTEP TOLEHTE £,

[Faxs % A7 (Proxytype) | K v F X7 U RN, 2 H—T A AIHLTHR
WT57aF s ET—R2@BIRLET, AV E—T 24 AT X F— REFHEELZRWIES.
FIFNNTIEH U INT—h Faxs T— FREEEINET,

[VTEPA > ¥ —T = A AT~ v B 7 I TUVWHNVE (NVE Mapped to VTEP Interface) ] % i3
RLUFES,

COFTa Nk, A E—T 24 ANRVTEPEETA V¥ — 7 = A ATBEEMT O E
7,

[OK] %27 Uvy 27 LET,
[fR7F (Save) |27 U v 7 LET,

RDARY
N—TFT v RA LV E—T 2 A ADNRTA—FEHELET, NW—TFT v FE—FDA L F—T =
A ADEE] LT TZE,

T—bozA40—=FN\SUYDANILRF v OFFA

AWS F 7713 Azure GWLB TlE, 77 I9A T UV AR AF = v ZIZIEE L ISET A UBENH
DET, GWLBIE, IEFHERRENDT I IA T AZDIHRNT T 4 v 7 #i6FELET, SSH,
HTTP, £721X HTTPS O~V AT = v ZIZIET 5 KL 9 I Firewall Threat Defense Virtual % 3%
ETDHVLENRHD F97,

WONT D FIEEZHRTELET,
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FIE

ATy T

ATy T2

W—FTYRE—RELSVRARTLUFE-RDA VB =T 24 ADHRE .

SSHEZBRELET, [EXFaT7 o /lOBRE] 2R LTI EN,

GWLBIP 7 KL A5 ® SSH ##F A L ¥ 7, GWLB %, Firewall Threat Defense Virtual ~D %
FEDRESL #FRIT L. 1 7 A D Firewall Threat Defense Virtual 0 >° 12 > 7" ks A3 1E &P D FFL &
LTHfGENET, SSHRZ A L ORITIX I RIZZA LTV FLET, ZOXA LT U R
IR HI2IE, GWLB TE D RWAVAT = 7 HRZRET 2 0E B H D 7

R NEBIERE A A T AR T 4 v 7 A V2 —T = A ANAT Z{EH L7 HTTP(S) U # A L 7
~ DEBE

SNVAF = 7 B A BT —2 HATTPS) — =12V ¥ A L7 h§ % & 9 IZ Firewall Threat Defense
Virtual 3% E CT& £, HTTP (S) ~VAF = v 27 Opa, HTTP (S) H—/3—]% 200 — 399
DFPHO AT —H A 23— R TGWLBIZILET DN H Y £9°, Firewall Threat Defense Virtual
T RIS G OICHIBRN S D720, ~NAF v 7 ENEH Y — "=l 77— RF§T52
EHLTEET,

R— NEMAERELTZAZT 4 v 7 A B —T = ANAT Zfi 45 L, A—K (F—180
2E) ~OPERAENOIPT RLAIZY XA L7 b TEET, 7oL 2L, Firewall Threat Defense
Virtual /M5 A > % —7 = A AD%6%% 55 GWLB 225 O HTTP /347 v k%, HTTP H#—/3—
D565 % F5-> Firewall Threat Defense Virtual A& A o X —7 = A4 ANHD X HITEHB L T,

KIZ Firewall Threat Defense Virtual [3/3%7 » &~ v B 7 S8 7 R U AIZHERE L E T,
HTTP # —/3—{3 Firewall Threat Defense Virtual #M# A > % — 7 = A AT L, Firewall Threat
Defense Virtual | GWLB IZJS& 85k LE S, GWLB 2L HTTP —"—~D 77 4 v 7 %
TR 57 7B A L— LR TT,

a) GWLBR Y NU—IMEELNTINEA X —T7 = A AOHTTPS) N T 7 4 v 7 2T 7%
A=V THAILET, 7782 arto—iL b—L 28R LT EEN,

b) HTTP(S) D54, %fE76 GWLB @ IP 7 K L A % Firewall Threat Defense Virtual #M71
B —=TxAADIPT RLVAICEBLLET, RIT, IMFA L F—T 2 A ZADIPT RLAD
5i5c% HTTP(S) —/S—D IP 7 FL AT L £, [$ATE) NAT Ok 221
TN,

W—TYFE—FELSVARTLUME-FDAY
B—T 14 ADHRE

COETEH V=T R T77A4T7 05— NV E—FRBIRIN T VAT LU N T7 AT U —
JVE—RT, TRTOETIICHICT DIEREDA v H—T 2 A AREET T THIEDDX AT
WIZOWTEBA L ET,
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B0k AREFSURRFLUF E— R A 28— T T RIZDT

W—TYFE—FA2E—T A RELTVARTL N E—F A
B3 =T x4 RITDWT

T7AT VA —IVET—RDA L EZ—Tx2AATIE, N7 74270, 7a—0OHEFE, 1P LA
YEIOTCP LA YOl TO7a—REDBW, 1P fiE{k, TCP DES b ED7 747
U A —MEREDOX R LIV FT, AT a v T, BX a2 VT4 R =S TCIDRT T 4
JIZIPSHEREZ R ET HZ L L TEET,

RECEXD I 7AT VA= AL H =T ADZATX, V=T v FRE—FL FT AR
TVLVYRE—ROELLDT7 7 AT U —)LE— RBZEDT /A RAZEEIINTWNDENTL -
THEARY 9, IO OVWTE, FTF AT LU N 77 AT U4 — /L E— REZIINV—T v
R 7747 74— E—RFEZRLTITEE N,

N—TFT v RE—RA L HF =Tz A NW—TFT v RT77A4TUF—ILE—KRKDHK) :/)L—
TAVITEITIRA LV E—T =2 RFIB2DY Ty b EIZH Y 9,

TV IN—=T B =T 24 A NW—TFT v RBIRIN T VAT LY R 7747
VA= E—FR) HEOAN =T 2 A ARy N —=T ETIN—=TTHENT
& . Firepower Threat Defense 7 /3 A X7V » O FTHIFZMEH L TA & —7 = A A[H
DRI T4y 7 @BIELIENTEET, BTV v P NA—712F, Xy FU—2 1
TIP7 FLAREID Y ToNDT Y v PAEA 7 —T7 =4 X (BVD) BEENET,
Jb—7 R ®E— R TIX, Firepower Threat Defense 7 /34 A (X BVI L #HE O/L—T v K A
YH=T 2 A AMEN=T AT LET, PTUANT LU M E=RTIE, 7Y v P77
V=TSN TWT, HEBECTEERA,

Dual IP Stack (IPv4 and IPv6)

The Firewall Threat Defense device supports both IPv6 and IPv4 addresses on an interface. Make sure
you configure a default route for both IPv4 and IPv6.

31-Bit Subnet Mask

For routed interfaces, you can configure an IP address on a 31-bit subnet for point-to-point connections.
The 31-bit subnet includes only 2 addresses; normally, the first and last address in the subnet is reserved
for the network and broadcast, so a 2-address subnet is not usable. However, if you have a point-to-point
connection and do not need network or broadcast addresses, a 31-bit subnet is a useful way to preserve
addresses in IPv4. For example, the failover link between 2 Firewall Threat Defenses only requires 2
addresses; any packet that is transmitted by one end of the link is always received by the other, and
broadcasting is unnecessary. You can also have a directly-connected management station running SNMP
or Syslog.

31-Bit Subnet and Clustering

You can use a 31-bit subnet mask for cluster interfaces, excluding the management interface and the
Cluster Control Link.

31-Bit Subnet and Failover

For failover, when you use a 31-bit subnet for the Firewall Threat Defense interface IP address, you cannot
configure a standby IP address for the interface because there are not enough addresses. Normally, an
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interface for failover should have a standby IP address so the active unit can perform interface tests to
ensure standby interface health. Without a standby IP address, the Firewall Threat Defense cannot perform
any network tests; only the link state can be tracked.

For the failover and optional separate state link, which are point-to-point connections, you can also use a
31-bit subnet.

31-Bit Subnet and Management

If you have a directly-connected management station, you can use a point-to-point connection for SSH or
HTTP on the Firewall Threat Defense, or for SNMP or Syslog on the management station.

31-Bit Subnet Unsupported Features
The following features do not support the 31-Bit subnet:

* BVl interfaces for bridge groups—The bridge group requires at least 3 host addresses: the BVI, and
two hosts connected to two bridge group member interfaces. you must use a /29 subnet or smaller.

* Multicast Routing

Guidelines and Limitations for Routed and Transparent Mode Interfaces

High availability, Clustering, and Multi-Instance

* Do not configure failover links with the procedures in this chapter. See the High availability chapter
for more information.

* For cluster interfaces, see the clustering chapter for requirements.

* For multi-instance mode, shared interfaces are not supported for bridge group member interfaces (in
transparent mode or routed mode).

* When you use High availability, you must set the IP address and standby address for data interfaces
manually; DHCP and PPPoE are not supported. Set the standby IP addresses on the Devices> Device
Management > High Availability tab in the Monitored I nterfaces area. See the High availability
chapter for more information.

IPv6

* [Pv6 is supported on all interfaces.
* You can only configure IPv6 addresses manually in transparent mode.
* The Firewall Threat Defense device does not support [Pv6 anycast addresses.

* DHCPv6 and prefix delegation options are not supported with transparent mode, clustering, or High
availability.

Model Guidelines

* For the Firewall Threat Defense Virtual on VMware with bridged ixgbevf interfaces, bridge groups
are not supported.
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Transparent Mode and Bridge Group Guidelines

* You can create up to 250 bridge groups, with 64 interfaces per bridge group.
* Each directly-connected network must be on the same subnet.

* The Firewall Threat Defense device does not support traffic on secondary networks; only traffic on
the same network as the BVI IP address is supported.

* An IP address for the BVI is required for each bridge group for to-the-device and from-the-device
management traffic, as well as for data traffic to pass through the Firewall Threat Defense device.
For IPv4 traffic, specify an IPv4 address. For IPv6 traffic, specify an IPv6 address.

* You can only configure [IPv6 addresses manually.

» The BVI IP address must be on the same subnet as the connected network. You cannot set the subnet
to a host subnet (255.255.255.255).

* Management interfaces are not supported as bridge group members.

* For multi-instance mode, shared interfaces are not supported for bridge group member interfaces (in
transparent mode or routed mode).

* For the Firewall Threat Defense Virtual on VMware with bridged ixgbevf interfaces, transparent
mode is not supported, and bridge groups are not supported in routed mode.

* Forthe/ 1010/ 1210// 1220, you cannot mix logical VLAN interfaces and physical firewall interfaces
in the same bridge group.

* For the Firepower 4100/9300, data-sharing interfaces are not supported as bridge group members.

* In transparent mode, you must use at least 1 bridge group; data interfaces must belong to a bridge
group.

* In transparent mode, do not specify the BVI IP address as the default gateway for connected devices;
devices need to specify the router on the other side of the Firewall Threat Defense as the default
gateway.

* In transparent mode, the default route, which is required to provide a return path for management
traffic, is only applied to management traffic from one bridge group network. This is because the
default route specifies an interface in the bridge group as well as the router IP address on the bridge
group network, and you can only define one default route. If you have management traffic from more
than one bridge group network, you need to specify a regular static route that identifies the network
from which you expect management traffic.

* Transparent mode is not supported on threat defense virtual instances deployed on Amazon Web
Services, Microsoft Azure, Google Cloud Platform, and Oracle Cloud Infrastructure.

* In routed mode, to route between bridge groups and other routed interfaces, you must name the BVI.

* In routed mode, Firewall Threat Defense-defined EtherChannel interfaces are not supported as bridge
group members. EtherChannels on the Firepower 4100/9300 can be bridge group members.

* Bidirectional Forwarding Detection (BFD) echo packets are not allowed through the Firewall Threat
Defense when using bridge group members. If there are two neighbors on either side of the Firewall
Threat Defense running BFD, then the Firewall Threat Defense will drop BFD echo packets because
they have the same source and destination IP address and appear to be part of a LAND attack.
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Additional Guidelines and Requirements

* The Firewall Threat Defense supports only one 802.1Q header in a packet and does not support
multiple headers (known as Q-in-Q support) for firewall interfaces.Note: For inline sets and passive
interfaces, the FTD supports Q-in-Q up to two 802.1Q headers in a packet, with the exception of the
Firepower 4100/9300, which only supports one 802.1Q header.

* Interface problems, such as frequent up/down status changes, can prevent the floating connection
timer from applying correctly to the connections going through the interface. If you have problems
with an interface’s status, consider clearing all connections after the status becomes stable to clear
invalid connections.

W—T YK E—KDA B —T x4 ADNETE

ZOFIETIE., 4T, EX2V T4 V=2, BEXRIPvE 7 RLAZHRET D HECONTHR
B)q L‘i‘é‘o

\}

CE) A RTCOA L HF—T oA AZATTTRTCDT 4 — )L FNYR—=FENTWDEIDITTIEHY
A,

1RO BRI
* Firepower 4100/9300
1. Configure a Physical Interface

2. (BEE) FlgA v 2 =7 =A AR ELET,
* Add an EtherChannel (Port Channel)

« Add a VLAN Subinterface for Container Instances FXOS Tk % {7 L £,
N—T Ny A H =T 2 ADRE (15 =)
* Firewall Management Center COH 7 A L % —7 = A4 ZDiEHI (22 ~—)

e VXLAN A V' Z—T = A ZADFHE (37 ~2—)

« (fER) HOITRTOETIL:
« EtherChannel D% &
N—T Ny I A B =T 2 ZADORE (15 —)
T AU H =T 2 ZADBM (22 =)
¢ VXLAN A V' # —7 = A4 ADFEE (37 X—)

* AWS | ® Firewall Threat Defense Virtual : Geneve f & X — 7 = A ZADFKTE (40 ~_—
)
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* Firepower 1010 33 J U Cisco Secure Firewall 1210/1220 : VLAN A > % — 7 = A A Z Ak
T5 (53—)

[Devices> Device Management] % 32&4R L C. Firewall Threat Defense 7 /XA A Zxf L T [Edit ()]
Vw7 LET, [MH—TxAA (Interfaces) | ¥ 7 HBT 7 4/L N TEIRENFET,

WMET DALV H—T oA AEdt(@)E227 Vv 7 LET,
(487 (Name) ] 7 4 —/b RIZ, 48 XFLINTARIZAT LET,

ZDOLEIT%E Tcluster] EWIOFEAI TR D Z LT TEFER A, FTOLENINT THEAT L7220
PR S TWET,

[£%) (Enabled) | F =y 7 Ry A% F A LT, A F—T A ZAHMELET,

EE) ZoA v Z—7 oA A% EPHEH (ManagementOnly) [ IZEXELTCNT 7 4 v 7 %
BTHENT 7 4 v ZIZHIBB L £, through-the-box FT 7 4 v 7 X RIS N TWER A,

(%) [Description] 7 4 —/L RIZ#BHZEBML £9,
AL 200 SCFUNTAN TE £, BT ARNTIC 1T TAALET,

[E—F (Mode) | Fry X UAKT, [78L (None) ] ZEEIRL F7,

WEDOT 7 AT G A=A A 25 —T =g ADT— FIE[AL (None) NCBESRTHET,
foOFE— FIZIPS B A v X —T =A A XA T[T TF,

[BEXx=UTF 1 YV —r (SecurityZone) | K v 7 Z oy VA MNLEX2 T 4 V— 0 &k
WFT 20, FH New) 1227 Vw7 LT, HrLnex=2UT7 0 V—rZ2BMLET,
N—T RAVE—T 2 A RF V=T v REAT AL E—T =2 ATHH, V—T v KX
ATDS = VNIORBTHIENTEET,
MTU [ZDOWTIEMTU OFRE (77 2—) BB L T 7ZE0,
[BEJEEE (Priority) |17 4 —/V RIZ, 0~ 65535 O#HOEMEE AT LET,
ZOfEIX, RV —_"—=2ADNV—T 4 R TCHERSET, EREIL #Eom a1
=Tz AAMTINTI T4 v I BN—T 4 7T DHHEEZRET DOIEHINET, FHH
WZOWTiE, R v—R_R—=R =T 4 7 R —DORE] 2L TLEEN,
[IPv4]| Z 7% 27 V27 LET, IPT RLARAZFKETDHITIEL, [IPXA 7 (IPType) | Ko v 74
Ty YANMIBLIROT T g OWNTNNEEHL T,
AN, 79 AX VT BXOA—T NNy T X —T oA AL, #HIP T KL AR
DHZEHHR— K LE9, DHCP 5 L PPPoE [TV KR — FEnTHEHA,

s [FFOIP 232 (UseStaticIP) ]:IP7 RLABIOH 7 Xy h~A7 AT LET,

RA YV BV —RA v MEROGA, 31y bOF TRy h~RZ (255255255254 F7-1%
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T RUVAETHENEEA, ZOHE, AFX UL IPT RLAEZRETEETA, @A
RYEOSEEIL, B0 IP T R AD KA T& £9, Devices> Device Management ~X—
VTCAZUANALIPT RLAZREL, [BERMERA V2 —T 24X (Monitored Interfaces) ]
ik, [BEAM% (HA) (HighAvailability) |22V v 27 LEd, AX A IPT KL
AHEBELIRWGS, 77747 2=y MIRry b —27 TAMEHEHLTAZ A
AE—T 2 A RAEEF=HF—T&T, V7 AT —F e Tv 73562 LT d
oo

« [DHCP Offifl (Use DHCP) |: WKDA 7> a L DRT A—=HZ2RELET,

« [DHCP 2l L CTF 7 # /L b )b— L ZHif% (Obtain default route using DHCP) ] : DHCP
YP—=N—=InLTFT 74V~ V— FETFLET,

« [DHCP/L— K A N U w7 (DHCProutemetric) ]: 7 RX =AML —FT 47 T 4 AX
VABRFEBE UL — MIED Y TEST (1~255) . FELEL— DT 7 4L D
T RIZARNL—F 4T F 4 AZ AT 1 T,

« [PPPoE #f#i [} (Use PPPOE) ]: A > #—7 = A AN DSL, ¥ —7 /L EF L, £721TFD
OTFEET ISP ICHEE S TW T, ISP PPPOE 2L TCTIP 7 RLAZE Y ¥ THY
Bl RMORTA—FEBRELET,

* [VPDN 7 /L —=7%4, (VPDN Group Name) |: Z Otz KT T OICERINT 57 v —7

AHERELET,
* [PPPoE .—#'44 (PPPoE User Name) ] : ISPIZ X » CiRft&niza—V 4 2R E L £
‘g—o

¢ [PPPOE /XA U — R//XA T — RDffggd (PPPoE Password/Confirm Password) ] : ISP (Z
Ko TR SN AY— RERREL, MRELET,

o [PPP#JGE (PPP Authentication) ] : [PAP]. [CHAP]., £7-1%[MSCHAP] Z &R L £,

PAPIIFEAERFICZ VT TR A D —P4 XA T— REET 2D, X a7 TiEd
D FEHA, CHAP TiL, —DOF ¥ LU VIZH LT, 7747 > MRS LEns-

[T LV ERRAT—FR] BRI ITTHFAMDO—FL %K LET, CHAPIZ
PAP LV &Fx a7 TN, 7—F%ZH5{b LEH A, MSCHAP | CHAP IZI TV &
TN, =R CHAP DL HIZZ VT TF A RNRAT—RaHbt, Befbani
NRAT— RIZT 2R 1F, it 5720, CHAP LV %27 T3, %72, MSCHAP T
IXMPPE IZ L 57 —# Dl kD= DX —% Bk L E T,

* [PPPOE/L— k A kU w7 (PPPoEroutemetric) |: 7 KX =AML —FT 47 5 4 AH
VAZFE UT— MZEID Y TES, ARORMEIZ1~255TT, 774/ KT,
ZB N — FDT FI2A M L—TF 47 F 4 AZ AT 1 T,

o JL— FEREDH ML (Enable Route Settings) ] : T-E) CPPPoE D IP 7 KL A ZFRET
BIZE, ZOF 2w IRy 7 AEF LT, [IPT7 RLA (IP Address) 1 & AL
i—é‘o

BEDIF7ATIO+—ILA2F3—T (R .



BEDI7AT7 94— Av8—Tz4Z |
II L=TYRE—FDA =T 24 RADEE

[V— hREZ AN (Enable Route Settings) T = v 7R v 7 A%EA N2 LT, [IPT
KL 2 (IP Address) | & %Ml L7554 . ip addresspppoesetroute =~ > RA3KRD &
A SIET,

interface GigabitEthernet0/2

nameif inside2 pppoe

cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted

security-level 0

pppoe client vpdn group test

pppoe client route distance 10

ip address pppoe setroute

[7 T v valla—P—4 L /RAT— R&{R1F (Store Username and Password in Flash) ] :
7T va AEVNIZaA—P L ENRAT— RERFLET,

Firewall Threat Defense 7 /34 A%, NVRAM O E DB FIc—F —4Z L /AT — |
PRFELET,

ATvF12  (HF=E) IPv6 7 RLADERE (58 X—) B L T[IPv6] ¥ 7 TDIPv6 7 KL A &R E
LET,
ATvT13  (EE) MACT RLADEE (718 5—) 2ZBM L T [(EM%E (Advanced) | ¥ 7 T MAC
T RV AETFEBTHRELET,
ATy 718 (EE) [/\— Koz 7#k (HardwareConfiguration) ]>[#E (Speed) |27 U » 7 LT,
TaTl by ALHREEFRELET,
[Ty 27X (Duplex) ]:[4 (Ful) ]. [} (Half) ]. £721Z[AE) (Auto) ] Z3R
LET, SFPA L H—T A AF[2"H (Full) |OAEYR—FLET,

o [BHEE (Speed) ]: HEAZRINRLET (ET VLo TERAD £T) . SFPOLHAIL, [SFP
#HRH (Detect SFP) | #3INL T, A VA h— /L EN/ZSFPEY = — /LOME A L,
WU RHEAERALET, T2 Ly 7 ARXFICEET, HEIxrIvo—rarBLO
FEC IZHICHTT, TaT VA=K I —n_O5A (KW OEENEH S
94, ZOF T aiE,. BTy NT—FEV a—VEZROETIVICEE L, HELH
FICHEF T L EICER T, —HOAL v FBIR N7 v —NF, FICEEDOA
B —T A ADYE, HEiIrI v o—v a2 R—bFLTWERA, ZOHA. Firewall
Threat Defense DA > % —7 = A A% FEHEICHEL, BRI I— 3> LEIC
LT, VIR T7 vy RRBIZR D DI LET,
GE)
A (HA) 23277 RHEY 7 A v F—T = AOREIIER T EHA,

[BEr+3>T— 3> (Auto-negotiation) ]: V7 A7 —% A BT o —ifli#lz %
TIVT— T DBEICA VA —T 2 AERELET,

1100 #frE, BEir T =— a TEE L ITINCRE L ET, DAL v FIiL, FRZ
EEDA L H—T 2 A ADEE, BEIR I 2—2 g AP R—FLTWETA, 208
4. Firewall ThreatDefense D1 > ¥ —7 = A A% FEIHEICHRT L., BEAIIT— 3
VBN LT, VI RT vy REBIZR D LI LET,

. BEDIF7ATI+—ILA2F3—T (R
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ATvT15

cBIARYETIEE—F : 25Gbps LA EDA U H—T = 4 ADYA

=Ty FE—FDS2E—T 4 ADETE .

(Forward Error Correction (FEC)) &A%z L E 7,

[AT7R4Y FTIE (FEC)

EtherChannel X L /3—A U # —7 = 4 ZADA 1%, EtherChannel (2B NT 5 HiIZ FEC %%
ETHMENH D F£9°, EtherChannel’>SH A o F—7 = A A& YR+ 585615, HiE#h#k
WZA VB —T =2 A ADFEC Z X ETLH2MLENH Y £7,

—IDAA v FTIE., BlCKEBE A 2 —T oA ADH4A, FECOHABT— K& R—
FLTWERTA, AL v TDHR— ML LT, FECEZHEHIT D0, FEITHRELTL

720,

B 2T 256108 IRT 5

WEIL, T v—RDAA T A H—T A AN

EONED) Ry NI — 7 FEV a— Ak TERY 9,

R1:BEBREDT 7+ FEC

FSoo—NR2A4T

EER— DT T+l +FEC
(4 —HY%v ~19~1/16)

2y RT—HES1—ILDT
J 4Lk FEC

25G-SR %5 108 25 RS-FEC %5 108 5= RS-FEC
25G-LR %5 108 4k RS-FEC %3 108 45 RS-FEC
10/25G-CSR % 108 5k RS-FEC % 74 % FC-FEC
25G-AOCXM %5 74 25 FC-FEC %5 74 5 FC-FEC

25G-CU2.5/3M

HEj kg T— g

HEix o —3 9

25G-CU4/5M

HEirI o —3 9

HEhrd o — g v

25/50/100G

%5 91 < RS-FEC

%% 91 2% RS-FEC

(LE) [vx—Yx 7 27 tA (ManagerAccess) |"— DT —H A 4% —7 xA AT Firewall
Management Center F¥7 7 £ A= H{ @ LET,

Firewall Threat Defense # i fliZt > b7 v 755 L &I, T—H A X —T oA ANLVR—
XTI AEHMITE E T, Firewall Threat Defense % Firewall Management Center (ZiB /1 L
BRI R—=V % T 7 B A ANELITENCT 25615, RESRLTIEIN,

X=X T IR AOEN BT VAL A —T 2 A ADEEI ST —H ~DLEH

G

BHA LI =T 2 A ANDT—H A H—T 24 ADIF—T X A LV E—T = ADFK
ITERVNCEHIG L2 E, 3=V T 7 BRAZAENCTHI LIXTEERA, BITEH
LD, [ —Y %7 27 & A (Manager Access) | X—Y TR —T v T 7B AEHEL)

2L, REEZRFTEET,

TR =TX T I BRADEY v =T X TIBA AL AT o AT — AN LEH

CEES S

BEDIF7ATIO+—ILA2F3—T (R .
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BEDIFATI9+—NAv8—Tx4Z |
. L—TYy FE—FDIUE—T 11 ADHKE

YRV X T I RAA B =T 2 A R BT —F A E—T oA APDINOT —Z A X —
Tz ACEETDHHEE. TDT —F A F =T 2 Af AT X =V T VB RAZENT S
WENRH Y ETHN, A F =T =4 AAERITELEEDHC LN TZS N, BREZETTHIC
3. EOT—F A B =T = A REMATLIUERDHY ET, LW —Vx T EA A
YZ—=T72A ZATHELCIPT FLRAZMHTD5E1E, LD F—7 = A 2D IPHE & HIER
FLIEETEET, ZOEFTRAICKELEEA, Il X —T A AHOIPT
R LA ZEHT 5854 1%, Firewall Management Center (ZF R SDT XA ADIP T KL A%
8 L E£ 9, Firewall Management Center TOHR A M4 ET2IXIP 7 RLAOEFHE2HML TL
&, AZT 47—, DDNS, DNSBERLEDF LNA »F—T7 = A Z&MHT 25 &
INT, BIET DM EH L T ZE W,

Fe B A B =T 2 APEDTR—T% T 78 ZIZE, ROFIRENRH D £97,

I F =T XTI EAEAMNCTELDIR, 1 DO T — S A v H—T 2 ADIHT
T, 7 A v H—T = A AE /- EtherChannel Z{F 145 Z LI1xTEEHA, v —
TIORAA LB =T 2 A AT T =T = A&AET 2L b TEEFA, TRME
% HARJ L LT, Firewall Management Center DH—DE D H VA o Z—T =2 AT R—
DX TR AEADCTH LB TEET,

DA H—T oA AFEHERICTEERA,
=Ty RA B =T 2 AT HNL—F v RT 7 A T 74 —/LE— FOHLTT,

e PPPOE [ZV R — F &N TWEH A, ISP TPPPoE N LB AL, PPPoE 2 VAR — 95
JL— % % Firewall Threat Defense & WAN &7 ADORBICEHETALENH Y F4°,

A UH—T A AETETHLEND D DL 1 —3L VRF DB TY,

s SSHIET —4# A X —T x4 ATIET 74 /v N THZ /2> TR 28, 1% T Firewall
Management Center Z i fH L CSSHZ AN T D2 MENH Y £7, £/o, HFEA ¥ —T =
AR —=RNU A BT—H A2 —T A RAEB IS8, configure network
datic-routesa~ > K& H L CEHEA VX —7 = A AHOEIL— h &2 B LARWIRY |
UE—hFy NT—INEEHA X —T oA AZSSH EHiT D Z LT TEEHA,
Amazon Web Services @ Firewall Threat Defense Virtual D&, =2 > Y —/Li— MIFEH T
W, BHA VA —T 2 A A~DSSH T 7 ¥ AR T 20 ENH Y £, HE
%ﬁﬁ#éﬁ:\ﬁﬂﬁmﬁmw—k%ﬁmbi? E e SV S 28 [1))
T—=BA =T A AERETHANT, TX3TD CLIEAL (configure manager add =
~r REET) BT LTﬁ\%T%@u%’E@JLﬁLi*ﬂ

VA VS =T 2 A AL N MRS VS =T A AERI LIRS H 2 EIFTE EY
}\/o

VTR ZY T R—FESNETA, ZOHEG, FHA X =T oA AT HME
BV ET,

. BEDIF7ATI+—ILA2F3—T (R


management-center-device-config-77_chapter3.pdf#nameddest=unique_156

| BE0I7747 94— A08—T24R
Iy In—F4va—7z1208% |

19: 32— % THO 1R

Edit Physical Interface ®

General IPv4 IPv6 Path Monitoring Hardware Configuration Manager Access Advanced

Enable management access

Available Networks ' + Allowed Management Networks
l Q. Search ] any
any-ipv4

any-ipv6

Inside-Network
internal
IPv4-Benchmark-Tests

IPv4-Link-Local

Cancel n

* Firepower Management Center NEEHDOEHA 7 —T7 2 A AORDVIZZ DT —F A X —
T A AEEFEHIHERTHITIE, [0S F—T oA A EOERE X — V¥ IZx LT
HNZF 5 (Enable management on this interface for the manager) %4 2L E£7,

o (ATFvay) [FAENEE Ry b7 —72 (Allowed Management Networks) |78 v 77 A
T, ¥R —VX TV RAEHAT DXy N —7 &BMLET, 774/ FTlk, T
DFy NT—7 BRI SNET,

ZAF9TFI6 [OK] %2V LET,

ATV T [Save (RF) 1 %27V vy LET,

Zh T, Deploy>Deploy (CBEILT, RY T —Z2E Y TEFAL AT Faf LES, £
HENRITEAT S ETHASNEE A,

Ty HIN—T A3 —T 24 ADEKE

7 U v Zv—77%, Secure Firewall Threat Defense device 23V —7 «( > 7 Clid7e< 7V v %
HAVE—T 2 A ADITN—TTT, TV ITNAN—TFENT AT LU N T 7 AT 04—
WE—=R, V=T R 774 T Ur—/LET—ROWFTHR—rInTWES, 7V v
=T DFEAM OV TIL, About Bridge Groupsa 2R L TL 7280,

TV IN—=FEEEA B —T = ZRERET DI, ROFIEZETLET,

BEDIF7ATIO+—ILA2F3—T (R .
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BEDIFATI9+—NAv8—Tx4Z |

B ouovon—grvn—o—mutars—7z42 852 —20%E

TNV GI—T A N—D—BEIBAE—T T AR INTA—IDHKRTE

FIR

&M

ATvT2
ATvT3

ATvT4
ATy S5

ATvT6

ZOFET, TV T IN=T AN [ B =T 2 ADAR X2 VT 4 =B
ETDHHEZOWTHHLET, U7V v/ N—7T, SEIEREEOA LV H—T = A
A (A A —T = A A, VLANY 7 A > % —7 =4 A Firepower 1010 3 I 0" Cisco Secure
Firewall 1210/1220 VLAN A > % —7 = A A EtherChannel, JLEA V¥ —7 = A R) Z&HD 5
ZEMTEET, BEHA LU F—T oA AT FR—F SN TWERA, V—T v FE—RFTIE,
EtherChannel |34 — bk &4 E A, Firepower 4100/9300 TiZ, T —FHEFG XA T DA L Z—
T oA AT R— SN THERA,

4RO SRS
* Firepower 4100/9300
1. Configure a Physical Interface
2. (EE) FlipgA 2 =T =A ZAERELET,
* Add an EtherChannel (Port Channel)

» Add a VLAN Subinterface for Container Instances FXOS T % 17 L £9°,

« Firewall Management Center TOH 7 A » Z—7 = A ZADEH1 (22 X—)

s (LR thDITRTOETIL :
« EtherChannel D% E
T B —T A ZADIBM (22 X—)

* Firepower 1010 33 & U} Cisco Secure Firewall 1210/1220 : VLAN A o % — 7 = A A Zfhk
15 =)

[Devices> Device Management] % iR L C, Firewall Threat Defense 7 /XA A Zxf L T [Edit ()]
IV LET, [M¥—7xAA (Interfaces) | ¥ 7 NT 74/ hTRIRSNET,

WET DA 2 —T =4 AEdt () 22 ) v 7 LET,
[4H (Name) ] 7 4 —/L RIZ, 48 XFLINTARIZ AT LET,

Z D4 % Tcluster] EWIHEBERTHO D Z LITTEERA, TOLBNINETHEAT L=
PR S TOET,

[£%) (Enabled) | F=v 7 Ry 7 ZA&2F NI LT, A v F—T A AZHMELLET,

UEE) oA ¥ —7 oA A% EFPHA (ManagementOnly) [ IZEXELTChT 7 4 v/ %
BHE N7 4 v 7B L E T, through-the-box b T 7 4 v 7 IXFFRIENTWER A,

(f&) [Description] 7 4 —/V RIC&HAZBEIN L 7,

. BEDIF7ATI+—ILA2F3—T (R
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| BE0I7747 94— A08—T24R

ATy T17

ATvT8

AFvT9
ATy 710

TVYDTN—T AVR—D—RGA VB —T 14 RINFA—FDEKE .

DL 200 CFUNTAN TE £7, BT ARNTIZ 1T TAALET,

[(E—F (Mode) ] ey 7 & JXLT, [Z2L (None) | ZiEIRL 7,

WEDOZ 7 AT Ir—Ib f 2 —T 2 ADF— RNL[2 L (None) JIZHEESHTWET,
OE—RIZIPSHEHA VX —T2A A XA TWTTT, 2O HF—T A ATV v
TN—TIZEHOYTHE, [AA v TF R (Switched) | BE— NIZERINET,

[EX%=VF 4 V—2 (SecurityZone) | K v 77Xy VA INLEX2 VT 4 V— kiR
WI 200, B New) 1227V v 7 LT, FriLnkxa 7 V=0 aBMLET,

TNV ITN—T A RNR— [ B —T 2RI, AAVTF REAL T A EZ—T =2 A Th
D, A v F REALTDS = NIDBRBTHIENTEET, 2O F—T A AIHLT
IP7 RUAEREIIITOLRNWTLEZEEN, 7Y v VRBA Z—T =4 A (BVD) IZk L TDOH
IP7 RLAZRELET, BVIIIY —VIZBLTELY, BVIIQIET Z7® X 2> he—/L iR
UV —2MATERNWZ LICHEBR LTSN,

MTU [ZDOWTIEMTU OFFE (77 X—) 2B L T 7Z&E,

(fE&) [/N— Koz 7#/ (Hardware Configuration) ]>[3&FE (Speed) %7V v 27 L C,
Tad byl RAEREELRELET,

[Ty 7 A (Duplex) |:[4 (Ful) ], [ (Half) ]. 71X [HH) (Auto) ] &N
LEd, SFPA X —T =2 A X [E_E (Full) |OHEYR—FLET,

o (HE (Speed) ]: HMEZBINLFET (ET VK- THERRY E9) , SFPOLFEIL. [SFP
M (DetectSFP) | &##IR L T, A VA M— /L ENTZSFPEY 2 —/LOFEZ KR L,
WEREEZER LET, 727 by 7 AXFICEET, HxrIaro—ra VB
FEC IZHICHEZNTYT, TaT7 VA=K bT =084 KW FOMENMER S
¥4, ZOF T ait, BTRY NIV ED 2 — L EZROETFTIVICERL, BELH
I H T L EICER T, —HOAL v FBIR N7 o v—NF, FICEEDOA
B —T A ZADEE, HEixrI v o—y a2 R—bFLTWERA, ZOHAE. Firewall
Threat Defense DA > % —7 = A A& FEHEEICREL, BEAILI— 3> HEGIC
LT, VIR T7 v RREBIZR D IO LET,
GE)
AN (HA) FHRE327 77 FHEY v 7 A v F—T =2 AOEEIERE T EHA,

[BE T T— 3> (Auto-negotiation) ]: V2 A5 —% A BLO7 o —#ilila %
A= T BEIAVHF—T oA RAEHRELET,

1100 #frE, BB I =— a TEE LTINS E L ET, DAL v FiL, FRZ
EBIEDOA o E—T 2 A ADHE, BT —r gAYV AR—FLTWERA, ZDOH
4. Firewall ThreatDefense DA > ¥ — 7 = A A ZFEREFEIZHREL. BRI I—2 3
U LEHILT, VU IRT v IREBICRD LI LET,

BIABYETEE— F : 25Gbps A LD A % —7 = A4 204, [RiHFED FTIE (FEC)
(Forward Error Correction (FEC)) 2B L9,

EtherChannel A o /3 —A % —7 = 4 ADA (X, EtherChannel (ZiB1T 5 HIZ FEC 8%
ET HMENSH Y £7°, EtherChannel2»H A v ¥ —7 = A A%HIBRT 2551, FiEEh#
(ZA v H =T 2 ZAD FEC Z M ET DHENH Y 7,

BEDIF7ATIO+—ILA2F3—T (R .
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B ooomeros—5z02 B omE

ATy

AT T12

ATy 713
2ATv 14

—ERDAA v FTIL, BRI KEM A v 2 —T =4 ADYA. FECOBET— R R—
FLTWETA, AL v FDOYPR— ML LT, FECEELZTE0, FEITHRELTL
722N,

BEAZHHTAESIOBIRTAREIL. " T —R_OE ATl A F—T = A ZANHE
EONED) Ry NI — 7 FVa— ko TR 9,

R2:BHBREDT 74+ FEC

N2 v BER—EDTIAI RFEC| Ry hT—HEDa—ILDT
(A—Y2y :19~116) | T+ )Lk FEC

25G-SR 5 108 4= RS-FEC %5 108 4= RS-FEC

25G-LR %5 108 4% RS-FEC 5 108 5k RS-FEC

10/25G-CSR %5 108 4 RS-FEC % 74 5 FC-FEC

25G-AOCXM % 74 4= FC-FEC %5 74 4= FC-FEC

25G-CU2.5/3M HEl x> o—3 3 HiEhxads o —3 3

25G-CU4/5M Hfjx gy o— g0 HEixdvxo—y g

25/50/100G %5 91 45 RS-FEC %5 91 2k RS-FEC

(EE) IPv6 7 KL ADFKE (58 X—) #BMM L T[IPv6] ¥ 7 TD IPv6 7 KL A& FTE
LET,

() MACT FLADBRE (783—2) #BH LT [#A
T RV RAZFETRELET,

[OK1 &2 Uy 27 LET,

[Save (R’RTF) |27V v 7 LET,

ZA T, Deploy>Deploy (CBEIL T, RY v —&FD LTS AT TaAf LET, &
HFARITEATLIETHEHASNLEEA,

e

& (Advanced) ]1% 7 T MAC

Ty ORBA 22— 4R (BVI) OFRE

TV ITN—7T81Z, IPT FLRAZRET S BVI WM CTY, Firewall Threat Defense I
TV oY TN—T BRI D3y NOEFEILT RLRE LT, ZOIPT RUAZEH
LET, BVIIPT RURIL, #Eishizry NU—Z LRICY T Ry NNIZHAZMERH Y F
T IPVA N T 7 4w 7 DA, TXTO NI 7 4y 7 Z@iBIE 521X, BVIIP Y KL ARL
FCT, IPv6 b T 7 4 v 7 OEEIE, Vel b, NI Ty EBEBIELY I a—h)L
T RUVAZRET HHENDY £, VE— MR EOEHBEL GO 7 VEEREZ EBLT
LD, FTa—rSVERTY RUAZRETDHZE2HRELET,

. BEDIF7ATI+—ILA2F3—T (R
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FIE

ATy T

ATvT2

ATvT3

ATvT4

ATvTH

ATvT6

ATy T17

JyysmEsva—7z12 B 0Fz [

N—T v RE— ROEFE, BVIILAHIZIEET D &, BVIBL—T 4 WM LET, 4Hi
FEEELRTNIE. 7V TA—F1Z T AT LY N 77 A4 T U4 —L E— FOBE
CRICE DIt S - FiTh Y £,

1R BRI

X2 T 4 V= BVIZEBNMTAZLIITEERA, TD-H, BVIKTZ7ERX 3k
=AY —FHMATHILIETEERA, V= HESNWTT T vV T I—T DA/ —
A B =T 2 A AR —HBATLHLERNH Y £,

[Devices> Device Management] % 38R L C. Firewall Threat Defense 7 /XA A Zxf L T [Edit ()]
Vw7 LET, [ X —TxAA (Interfaces) | ¥ 7 N7 7 4/ h TEIREINF T,

[ 23— 4 RAMEM (Add Interfaces) |>[TV v FIL—F 422 —T 4 X (Bridge
Group Interface) |1 # 3R L £,

(b—7 v K E—F) [4A1] (Name) ] 7 4 —/V NIZ, 4Ri% 48 LFLUNTAHLET,

N7 400 %TY oY TA—T AU NRN—DHNE (=& 20E, N A v 2 —T = A 2R
TV oD TN—T DAL IN=) [IIV—T 4 T THLENDDLGEIE. BVIICAFTZ T D40
ERH Y FET, LENIKRLFE/NLFEREBIENERA,

[Z7VU >y Zv—71D (Bridge GroupID) | 7 4 —/L RIZ, 1 ~250 D OT Y v ¥ T —7
IDZ#ANLET,

(A7 a ) BB (Description) | 74—V RIZ, ZDO7 Y vy ZA—70OHEZ AT LE
7

[f > % —7 =4 R (Interfaces) | ¥ 7 TA L H—T =4 A% 7V 7 L, EM (Add) 1%~
Uo7 LT[R LA v F—7 x4 A (Selected Interfaces) | fEIKIZZDA  F—T = A%
BEILET, 7V I N—TDANRN=CTHTRXRTOAS U F—T =2 A ZTHLTHRDIRL
E N

(FZoAXT LU RN E—NR) [IPV4] ¥ 7% 27V 27 LET, [IPT FL A (IP Address) |
T4 —VRIZIPVA T RLABIOH 73y b v A7 2 A LET,

BVIIZIZA A b 7 R A (/32 72135 255.255.255.255) #EID BCTRNTL 723, £72. /30
BTy b L (255.255.255.252) . ARA KT RULAM3OR (T v 7 AN —L)—H,
HGUARN) =B =K KTV ARXT LY N T7AT U4 —MIENTN 1 DT D) Ot
OY 7%y FEFEHALARWTL 72 &V, Firewall Threat Defense 7 /3 A%, 7% v FDIEHHE
T RUVAEHRET RUATEZEINDTXTOARP Ny M Ruey X LET, L%
WX, BOY TRy bEFEHAL, ZOV TRy BT v 7T A MY —A V—F~DTHIEHT K
L A #&E|IY BT=44 . Firewall ThreatDefense 7 /3 RZHX T AR Y — A )L—ENHT v
ARV = —HZ~DARP ERkE Fua v 7 LET,

B A MO SE 11X, Devices> Device Management <X— D [EZ 24— A V3 —T 4 R
(Monitored Interfac&) 1=V 7o [ErAM% (High Availability) | # 7T, AZ A 1P 7T
RUAZRELET, AFX NPT RLAZRELRWGS, 777 47 2= MIx>
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ATvT8

ATvT9

ATy 710

ATy TN
ATvT12

BEDIFATI9+—NAv8—Tx4Z |

FO—2 TR LTAZ N, A =T =2 AE=H—T&F, V7 AT7—F
Ty ELNTEEREA,

=T v RE—F) IPV4]| X7 %27V v 7 LEd, IPT RLAZRETHIZIE, [IPH AT
(IPType) | Fuy 7 X7 VA NMIHLIROA T arOnTnurzEHLET,

BARAMRBLI NI A2 T A B —T oA AlE, BRIIP T RLAREDHZYHR—F L
F9, DHCP iZHV AR — SN TWEHA,

« [B#IIP 295 (UseStaticIP) 1:IP7 RLABLIOY 7%y h~AZ & AN LET,
m A AEOSS T, #AIIP T RLADK % TE £9, Devices> Device Management
TRZUNAIPT FLAZREL, [BRARA 2F2—T 24X (Monitored Interfaces) ]
=) 7T, [ETA% (HA) (High Availability) 1 %4 7% 27 V) v 27 LEd, AZ 31 1P
T RVAZRELBRWGSG, 77747 2=y MIXxy NUV—27 TA MR L TR%
VAL AT 2 A AEEES—TEP, YL I AT eI v T HIL LT
TEHA,

« [DHCP Offi [l (Use DHCP) |: RKDA 7> a DT A—=H 2R ELET,

o [DHCP Z{H L CTF 7 4 /L b — k& Hif5 (Obtain default route using DHCP) ] : DHCP
Y= N=BT 7 A N — b ERELET,

« [DHCP/L— kA U > 7 (DHCProute metric) ]: 7 RX=A ML —FT 47 T 4 A X

VABZEBE LI MTEID Y TES (1~255) ., ZELELV—FOT 74V bD
T RIZARNL—F 4T F 4 AZ AT 1 T,

UEE) IPV6 7 RL v TORTEIZOWTIX, IPv6 7 L ADOFRTE (58X—) Z#BML
TLIEE N,

(E=E) AZT v 27 ARP=> U DEN (79 2—2) BIXOEIHMAC T FL ZADEMNE
TV VT N—TF D MAC FEOEY (80 2—) (FFLAXRT LYk E— ROBEED
) ML TARP & MAC #®RELET,

[OK] #27 VU w7 LET,

[Save (RTF) 127V v/ LET,

Z1 T, Deploy>Deploy [IZBEIL T, RY L —%2E VY TEF AL R ZFFaA LET, £
FNFITEAT LI ECEAISNEE A,

IPv6 7 L ADEETE

About IPv6

IITEH AT Yy RE—FRBLIORINF AT LU N E—RTIPV6 T Ry v VP HHRE
T 5 HEICHOWNTHALET,

This section includes information about IPv6.
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IPv6 Addressing

IPv6 Addressing [}

You can configure two types of unicast addresses for IPv6:

* Global—The global address is a public address that you can use on the public network. For a bridge
group, this address needs to be configured for the BVI, and not per member interface. You can also
configure a global IPv6 address for the management interface in transparent mode.

* Link-local—The link-local address is a private address that you can only use on the directly-connected
network. Routers do not forward packets using link-local addresses; they are only for communication
on a particular physical network segment. They can be used for address configuration or for the
Neighbor Discovery functions such as address resolution. In a bridge group, only member interfaces
have link-local addresses; the BVI does not have a link-local address.

At a minimum, you need to configure a link-local address for IPv6 to operate. If you configure a global
address, a link-local address is automatically configured on the interface, so you do not also need to
specifically configure a link-local address. For bridge group member interfaces, when you configure the
global address on the BVI, the Firewall Threat Defense device automatically generates link-local addresses
for member interfaces. If you do not configure a global address, then you need to configure the link-local
address, either automatically or manually.

Modified EUI-64 Interface IDs

RFC 3513: Internet Protocol Version 6 (IPv6) Addressing Architecture requires that the interface identifier
portion of all unicast IPv6 addresses, except those that start with binary value 000, be 64 bits long and be
constructed in Modified EUI-64 format. The Firewall Threat Defense device can enforce this requirement
for hosts attached to the local link.

When this feature is enabled on an interface, the source addresses of IPv6 packets received on that interface
are verified against the source MAC addresses to ensure that the interface identifiers use the Modified
EUI-64 format. If the IPv6 packets do not use the Modified EUI-64 format for the interface identifier, the
packets are dropped and the following system log message is generated:

325003: EUI-64 source address check failed.

The address format verification is only performed when a flow is created. Packets from an existing flow
are not checked. Additionally, the address verification can only be performed for hosts on the local link.

Configure the IPv6 Prefix Delegation Client

The Firewall Threat Defense can act as a DHPCv6 Prefix Delegation client so that the client interface, for
example the outside interface connected to a cable modem, can receive one or more IPv6 prefixes that the
Firewall Threat Defense can then subnet and assign to its inside interfaces.

About IPv6 Prefix Delegation

The Firewall Threat Defense can act as a DHPCv6 Prefix Delegation client so that the client interface, for
example the outside interface connected to a cable modem, can receive one or more IPv6 prefixes that the
Firewall Threat Defense can then subnet and assign to its inside interfaces. Hosts connected to the inside
interfaces can then use StateLess Address Auto Configuration (SLAAC) to obtain global IPv6 addresses.
Note that the inside Firewall Threat Defense interfaces do not in turn act as Prefix Delegation servers; the
Firewall Threat Defense can only provide global IP addresses to SLAAC clients. For example, if a router
is connected to the Firewall Threat Defense, it can act as a SLAAC client to obtain its IP address. But if
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. IPv6 Prefix Delegation /64 Subnet Example

you want to use a subnet of the delegated prefix for the networks behind the router, you must manually
configure those addresses on the router's inside interfaces.

The Firewall Threat Defense includes a light DHCPv6 server so the Firewall Threat Defense can provide
information such as the DNS server and domain name to SLAAC clients when they send Information
Request (IR) packets to the Firewall Threat Defense. The Firewall Threat Defense only accepts IR packets,
and does not assign addresses to the clients. You will configure the client to generate its own IPv6 address
by enabling IPv6 autoconfiguration on the client. Enabling stateless autoconfiguration on a client configures
IPv6 addresses based on prefixes received in Router Advertisement messages; in other words, based on
the prefix that the Firewall Threat Defense received using Prefix Delegation.

IPv6 Prefix Delegation /64 Subnet Example

The following example shows the Firewall Threat Defense receiving an IP address on the outside interface
using the DHCPv6 address client. It also gets a delegated prefix using the DHCPv6 Prefix Delegation
client. The Firewall Threat Defense subnets the delegated prefix into /64 networks and assigns global IPv6
addresses to its inside interfaces dynamically using the delegated prefix plus a manually configured subnet
(::0, ::1, or ::2) and IPv6 address (0:0:0:1) per interface. SLAAC clients connected to those inside interfaces
obtain IPv6 addresses on each /64 subnet.

DHCPv6 Address and
Prefix Delegation Server

Internet

IPv6 address from DHCPv6 address server:
2001:DB8:0123:4567::ABCD/64

Prefix from DHCPv6 Prefix Delegation client:
2001:DB8:ABCD:1230::/60

IPv6 address from PD client:

/ <delegated_prefix>::2:0:0:0:1/64

IPv6 address from PD client:
€ <delegated_prefix>::1:0:0:0:1/64
I

IPv6 address from PD client:

<delegated_prefix>::0:0:0:0:1/64 \

SLAAC Clients

SLAAC IPv6 address:
2001:DB8:ABCD:1230:0:0:0:2/64 e

SLAAC IPv6 address:
2001:DB8:ABCD:1231:0:0:0:2/64

SLAAC IPv6 address:
2001:DB8:ABCD:1232:0:0:0:2/64

IPv6 Prefix Delegation /62 Subnet Example

The following example shows the Firewall Threat Defense subnetting the prefix into 4 /62 subnets:
2001:DB8:ABCD:1230::/62, 2001:DB8:ABCD:1234::/62, 2001:DB8:ABCD:1238::/62, and
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2001:DB8:ABCD:123C::/62. The Firewall Threat Defense uses one of 4 available /64 subnets on
2001:DB8:ABCD:1230::/62 for its inside network (::0). You can then manually use additional /62 subnets
for downstream routers. The router shown uses 3 of 4 available /64 subnets on 2001:DB8:ABCD:1234::/62
for its inside interfaces (::4, ::5, and ::6). In this case, the inside router interfaces cannot dynamically obtain
the delegated prefix, so you need to view the delegated prefix on the Firewall Threat Defense, and then
use that prefix for your router configuration. Usually, ISPs delegate the same prefix to a given client when
the lease expires, but if the Firewall Threat Defense receives a new prefix, you will have to modify the
router configuration to use the new prefix. The DHCP unique identifier (DUID) is persistent across reboots.

DHCPv6 Address and
Prefix Delegation Server

Internet

Cable Modem

IPv6 address from DHCPv6 address server:
2001:DB8:0123:4567::ABCD/64

Prefix from DHCPV6 Prefix Delegation client:
2001:DB8:ABCD:1230::/60

IPv6 address from PD client:
<delegated_prefix>::0:0:0:0:1/64

SLAAC IPv6 address: |
2001:DB8:ABCD:1230:0:0:0:2/64

Manual IPv6 address: Manual IPv6 address:
2001:DB8:ABCD:1234:0:0:0:1/64 2001:DB8:ABCD:1236:0:0:0:1/64

Firewall

Manual IPv6 address:
2001:DB8:ABCD:1235:0:0:0:1/64

]

IPv6 TL T4 v O RERI 47> bDOEHE

1O bEDA v H—T 24 ATDHCPV6 SV 7 4V AFALT FAT v oA X—T7MIZ L&
9, Firewall Threat Defense iZ. V"7 %>~ MELTHNESR Y U —2IZEIV ¥ THZ LN TED
12 EDIPV6 S LT 4 v 7 ZAZ G LET, BF, V74 v IV ATAEI TA T e f5)
WZLizA v B —T A ALDHCPV6 7 KL A7 FGA T v F2HLTIP T RLAZEIG L,
Z O Firewall Threat Defense - & X — 7 = A ATZFD, BILESINT=T VT 4 v 7 AN RS
XNABT FLAZEHLET,
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B rsoiLovorzE507 0 toEME

FIE

ATy T
&

ATvT3
RTv74

ATy T5

ZOMREIL, V=T v RE—FTORYR—FENET, ZOKREIT. 77 2%V 7 EkiT
NAT A ZEVT 4TI R—-FSnEHEA,

1R BRI

TVT 4y I ABEEMER T H581E, IPv6 N7 7 4 v 7 OHli & <7212, Firewall Threat
Defense IPv6 A /N—EREED/L— 2T R3% A XA Mg % DHCPv6 —/3—(Z K-> THIY
BToND T VT 4 v 7 AOHELEGIHIM LV I/ SVEICEET HDLERH D £
T 72L& ZE DHCPV6 = _—=TT' L7 o v 7 ZAZAEOHELEA IR 2 300 FHIZEE LT
5856 1%, Firewall Threat Defense RA OfifF% 150 IR ET A LENH Y T3, HEEH R
%2 ET 5121L, showipvegeneral-prefix =~ > RK%{#H L £7, Firewall Threat Defense RA
DORIRZFET HITIL,  TIPv6 FA N—ERBEORKE (68 ~—) | LTI, 7
7 4V ML 200 BT,

[Devices> Device Management] % 38R L C. Firewall Threat Defense 7 /XA A Zxf L T [Edit ()]
Vw7 LET, [ ¥ —TxAA (Interfaces) | ¥ 7 N7 7 4/ h TEIREINFE T,

WETHA L H—T =2 AEdt (@) %227V v 7 LET,
[IPv6] X—T %7 Vv 7 LTHh56, [DHCP] 227 U v 7 LET,

[ AT PDF VT 4 v 7 A% (ClientPD Prefix Name) | %27 Vv 7 L, ZOFVL7 4 v
7 ZAD4HIR AT LET,

B20: L7149 RERYSAT Y FDEHE

@ Client PD Prefix Name

| Outside-Prefix ]

Client PD Hint Prefixes

[ ] [Add]

2001:DB8:ABCD:1230::/60 oI

L ENTITE K 200 LT AR TE £,

UEE) [/ AT FPDE Y L7 ¢ v 7 A (Client PD Hint Prefixes) ] 7 4 —/L NI 7 L
T4 I RETVT 4y 7 ZAREAN L, ZETLIEEINZT VT 1 v 7 ZIZET % DHCP
=N~ "E 1 DL EEELTCHEM (Add) 1227V >y 7 LET,

BE, BEOT V7 47 AK (/6072 L) ZERLETH, LANCEED T VT 4 v I A%

FLTEBY, V—ROMBNYIND & XITENEHEICHIG LI-WIEAE, TV 7 4w
JADEEEE L FELTANTEEY, o b BAR27 V7 4 v 7 AFZEFT L
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JB—LIP6 7 RLRADHRE .

T4 v I ARE) BANTHE, EOB Y MIEI D), £HITFLZTLE Y MIEI DN E D
733 DHCP 9 — R ko THREESNE T,

AT97T6 [OK] &2V w7 LET,
ATy 7T [Save (RE) 127V vr7 LET,

AT, Deploy>Deploy IZBEIL T, RU T —%2H VY TT (AT TrALET, &
BEANRITEATHETHHSNLEE A,

8a—/N\N)LIP6 7 FLRADEKRTE

N—FT v RE—FROMEBEDA LA —T 2 A AL " T AT L b F— RELITIAV—T v K
ET— RO BVILIZK LT a— L IPv6 7 RLAZRET DT, ROFIEEZFEITLET,

\}

FIE

ATy T

ATvT2
ATvT3

G¥)

Ja— LT RLRAEZRETHE, Vorua—L T FLRAZHBRIZHRESNAT-D, Bllx
ICRETALEITIH Y EEA, TV ZTA—FI2on T, BVITZE— L 7 KL 25
ETARE, T _XTOALNR— (L EZ—T oA ADY 7 ua—H) T RLUANRHEPICEE S
nEJ,

Firewall Threat Defense CTEZ SN TWAY T A L X —T =2 f ZADEE. AL FZ—T = A AD
[d] U Burned-In MAC Address Z 45D T, MACT KL AL FEICRIETDHZ L2880 L
F9, IPv6 V7 u—h/L T RLAEMAC 7 RLRIZHEESWTEREIND 2D, 71
H—T 2 AZ—EDMACT RLAZE VY THZ LT, —BEDIPv6 V7 a—) T K
L AMFREIZZ2 Y | Firewall Threat Defense THED A L A X A TD N T 7 4 7 O 4 ik

FAH5ZLERTEET, MACT RLZADHRE (18 X—) B L T &,

1R BHEIIZ

TV T N—TDIPv6 A N—RETIX, WHMT 7 A1— L &EH LT, Firewall Threat
Defense 7V v ) —F A N— 4 LB —T 2 4 ATHRAN—EEFER (ICMPv6 ¥ A 7
135) BEOERANR—=T RARAZ AL XXk (ICMPv6 Z A 7 136) /34w b HHRWICEHFR 9 5
VBN H Y FF,

[Devices> DeviceManagement] % iR L C, Firewall Threat Defense 7 /XA A Zxf L T [Edit ()]
IV LET, [M¥—7xAA (Interfaces) | ¥ 7 N7 74/ hTRIRSNET,

WHETHA v Z—T A AEdit (@) 227 ) v 7 LET,
[IPv6] ~—T %7 U v 7 LET,

=T v RE— RTiE, [FEAR (Basic) "=V NT 74V FTERIRSNTWET, FT AR
T Ly hE—RTIE, [7 KA (Address) ] X—Y 07 7 4L h TRIRSTWET,
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B /o7 rLzons

ATvT4

ATvTh

(EE) [FEA (Basic) |~X—U T, [IPv6= AT 2 (Enable IPv6) [ &4 IZLET,

Vo 7u—hNLVT RVADREFRETDHHEF., 2047 va v A LET, Tnliots
AL IPv6e 7 RLRAZRIET S & IPv6 AR HEIICA IS0 £,

7=V IPv6 7 R LA ROWTNDFIETHRELET,

T 2= VF—R—=R7 FRF )T BLONL—T Ry A F—T A ZADBEHIL. IPT
RLZZFBTRETALERHVET I SZAZY L ITOEE. Vo rua—ALT RLADFE
R EDLY AR — I TWEREA,

s MW—TFT v RAVH—TxARA) AT — L AHBRTE : [HEERT (Autoconfiguration) ]
Frv IRy I A A AT LET,

AH—Tx2AALTAT— MV AHERREEZAINCT DL, ZFELIZV—F T K& A
AALV RN A= DF VT 4w 7 RAZESWTIPVG T RLAZRELET, 27—
VAR HERRENA D> TWAEGAE, AV F—T A ADV v 7a—N T RLXA
I%. Modified EUI-64 A > #Z—7 = A Z ID IZESWTHBIWICAER SN ET,

RFC 4862 Tld, A7 — ML AHBEREMNIREINIZRA MINV—F T FRZ A XA
M AvE—VEEELARAVWERESN TOETA, ZD41E. Firewall Threat Defense 5
A AP —F T RRFEAL XA N A=V EELET, [RE (Sdtings) 1 ¥ 7 %
U7 L, [IPV6] Z7 %27 Y v 7 LT, [RADE#E (EnableRA) | F=v 7 Ry ”
AuF7IZLT, AvbE—UEMELET,

s FEIRGE : 70— VL IPv6 7 R L A Z FHITRET HI121E, ROFNAEZFETLET,

1. [7 FLZ (Address) ]-—, [7 FL 20BN (Add Address) () DIEIZZ Y w7
LET,

[7 FLZDIEN (Add Address) ] %4 70 7Ry 7 ARFRENET,

2. [7 FLA (Address) | 74—V RIZ, £ v X —T = AID &R/ 70— )L
IPv6 7 KL A, F721ZIPv6 L7 4 v 7 AR L IPV6 T L7 (v 7 ZADWT A A
HLET, =Ty RE—NR) FVv7 497 AT 2 AN LTe8E1E. %7 [EUL-64
%z M (Enforce BUI64) | T = v 7Ry 7 A% A 2 LT, Modified EUI-64 £ % (%
MALTA 2 =T =2A ZAID ZAERTHEOICLTIEEN, &R
2001:0DB8::BA98:0:3210/48 (5242727 KL A) F721£2001:0DB8::/48 ('L 7 4 v 7
A [EUL64] 134 Y)

([EVI 64M3&EF (Enforce EUI 64) ] Z 5% 7E L 722> 72355 1%) Devices> Device
Management X— TRAZ U NA IPT FLAZREL, [EZ4—WGAI 08 —T 1
4 X (Monitored Interfaces) 1 =V 7 @ [&A At (HighAvailability) 1 22V v 27 L
FT, AXUNRALIPPT RLAZRELRVGS, 77747 2=y MNIxy hU—
I TANEBHEHALTAZ AR, A H =T 2 f AT TET, V7 AT—}h
NI vrTbHZELNTEERA,

e =T v R H—T7xAA) DHCPv6 A LTT KL A& E53 % : DHCPv6 % fE
A9 2100, ROFIEEZETLET,
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B 21:DHCPv6 Y S5 A 7 > F DAL

Edit Physical Interface

General IPvad IPv6 Path Monitoring Hardw:

Basic Address Prefixes Settings DHCP

Enable DHCP Client () Enable DI

Enable default route using DHCP D Enable DI

1. [DHCP] X—v %7 U w27 LET,

2. [DHCPZ 74 7> b DA%t (Enable DHCP Client) | F = v 7 Ry 7 A& 42 L%
ﬁqo

3. (AFvay) VBT KRREAL XA RGT 74V hb— R ERIGT 5121,
[DHCPZEA L CF 7 4 /L hb— b & H%#HZT % (Enable default route using DHCP) ]
Frv IRy I A% ) v 7 LET,

e NM—TFT v RAVE—TxAR) FEEINTZT VI 4T RBEHT D  BfEINZT L
T AT AR LTIPVG 7 FLAZEID Y THIZE, ROFEEZEITLET,

Z OFEREIL. Firewall Threat Defense (2B DA > #—7 = A A TCDHCPV6 'L 7 4 v 7 A%
BV 74TV AN SELIOICHLETT, IPV6 S VT 4 v I AFLEI TAT 2V FD
Bk (61 =—v) ZZILTIEEW,

1. [DHCP] X—Y %7 Vw7 LET,
2. (M#EZV Y LET,
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H2:ZEshfzTLI71 v I ROER

Edit Physical Interface ®
O DHCP Server pool @ Client PD Prefix Name
Client PD Hint Prefixes
[ | (aw]
+ Add
Prefix Name Prefix Length
Cancel m

3. DA HE =T 2 A ATT VI 4w I ABEI TAT LV MIEELEZTLI4 v IR
BHEANLET (NPV6 VT 4 v 7 AFET T4 T boaIME (61 =) |
EER)

M23: L4 vIREET FLADIEE

Prefixes ®

Prefix Name: [ Outside-Prefix

—

Prefix Length:[ 1:0:0:0:1/64

—

Cancel m

4. IPV6 7T RL AL TLIA4w O REEZANILET,

W, BEENTT V7 47 AL /60 L FTH L0, /64 Fy NU—71ZH T
T METEET, ERahd7 79472 PHICSLAAC 3R — T2 0B RH S
BElX, 64 DY AR— b Da 7Ry NETT, /607 %y NEHTET L7 RLA
(1:0:0:0:1 72 &) ZHETHHLERH Y 3, TV T 1 v 7 AW /60 Kl DOLGE T,
T RUVADREIZ : Z AN LET, mE2E, ZBEEINEZT VT 07 AN

2001:DB8:1234:5670::/60 TH DA, DA VX —T = AZED Y THND T a—
2VIP 7 R L Z1%2001:DB8:1234:5671::1/64 T4, V—X 7 RAZ A XA R TT K
NEAL ZEND T LT 4 27 A3 2001:DB8:1234:5671::/64 T+, ZOFITIEX, FL7 4
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ATvT6

ATy T17

JB—LIP6 7 RLRADHRE .

7 AN60 R THHEE., V74 v 7 A0V DOE » bME, BICEKESHS I
Lo TRENA LT, 012 FET, 72 21X, 7L 7 47 ZH2001:DB8:1234::/48
THDHEE. IPv6 7 KL A% 2001:DB8:1234::1:0:0:0:1/64 1272V £97,

5 [OK]%7 Vw7 LET,
K24:FLI74vYREET—TI

+ Add

Prefix Name Prefix Length

Outside-Prefix 21:0:0:0:1/64 o a

6. MEIIJSUT, ZDOA v Z—7 x2A ATDHCPV6 A7 — b L AV —R—ZHHT L F
¥ ( [DHCPV6 A7 — h L AP —_—DFRb] 25H) . ZOHEIE. [7 FL AL
S DOFE CTDHCPZ A 029 5 (Enable DHCP for non-address config) 147> a2 > &4
NCTBHZEEBEID LET,

N—Fy B VB =7 = A ADEEE, BEITE LT A (Basic) | <— U TROMEARIE
TEET,

e —)L U7 DIPv6 7 KL AIZ Modified EUI-64 TERD A o X — 7 = A ZFgBI+Dfd
ZHd 512, [EUI-64 2 (Enforce EUI-64) | F = v 7Ry 7 A A A2 LET,

eV —H)Nn T RUAZFETRET HIZIE, [V Z7a—hn 7 KA (Link-Local
address) | 7 4 —/V RIZT7 RV AZ AN LET,

Vo7 ma—H/V 7 KL AL, FE8, FE9, FEA, £7/2ILFEB THE > TV IHLENRH D F
4, ], £e80::20d:88ff:fece:6a82, 7 B — 3L T RLAZRETIMENRL, Vo ro—
AN T RVRETE#RETLHDMLEROHDLGEIT. Vo ru—L 7 RLAEZFECTER
T& %9, Modified EUI-64 JERUZ K-S Voo —hL 7 RL A2 HERNICEI Y 4 TH
TEEHERELET, 2L 2E. FOMOT A AT Modified EUI-64 T4 F A3 5] &
NAHEE, FETEV YT 70— T RLAIZEOW Ay ARy 7ER5 2
ERHY FET,

7522 UL, FEOY s a—AAT RL2AEYR—KFLTWERA,

N—T v RA B —T = ADLET, LEIZE LT [DHCP] X— Y TROELZRETE £

To

o [7 KU AFRED DHCP A%t (Enable DHCP for address config) 1T = v 7 R v 7 A% 4
T LT, IPV6 v—H T RNZ A XA |k 237w kD Managed Address Config 7 7 7 %
mELET,

IPV6 L—4 T RNZA XA NNOZ D7 Z 7%, BiFSN D AT — b L A BERED
7 RLALSDT L ADOEGHIZ DHCPV6 2T 2 BN H D Z L% IPv6 HENRRE
7747 v M@EmLET,
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B rexq—gromE

ATvT8

AFvT9
ATy 710

BEDIFATI9+—NAv8—Tx4Z |

«[7 R L ARRED DHCP %= 420t (Enable DHCP for address config) | F = v 7 R 7 A% 4
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FARITEATHETHHINERT A,

EEBA AR —T 14 ADHKE
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Tt L $£7,

BEDIF7ATIO+—ILA2F3—T (R .



BEDIFATI9+—NAv8—Tx4Z |

. About Advanced Interface Configuration

About Advanced Interface Configuration

This section describes advanced interface settings.

About MAC Addresses

You can manually assign MAC addresses to override the default. For container instances, the FXOS
chassis automatically generates unique MAC addresses for all interfaces.

)

G¥)

You might want to assign unique MAC addresses to subinterfaces defined on the Firewall Threat Defense,

because they use the same burned-in MAC address of the parent interface. For example, your service

provider might perform access control based on the MAC address. Also, because IPv6 link-local addresses
are generated based on the MAC address, assigning unique MAC addresses to subinterfaces allows for
unique IPv6 link-local addresses, which can avoid traffic disruption in certain instances on the Firewall

Threat Defense device.

G

Default MAC Addresses

For container instances, even if you are not sharing a subinterface, if you manually configure MAC

addresses, make sure you use unique MAC addresses for all subinterfaces on the same parent interface to

ensure proper classification.

For nativeinstances;

Default MAC address assignments depend on the type of interface.

* Physical interfaces—The physical interface uses the burned-in MAC address.

* VLAN interfaces (Firepower 1010 and Secure Firewall 1210/1220)—Routed firewall mode: All
VLAN interfaces share a MAC address. Ensure that any connected switches can support this scenario.
If the connected switches require unique MAC addresses, you can manually assign MAC addresses.
See MAC 7 KL ADFHE (78 X—) |

Transparent firewall mode: Each VLAN interface has a unique MAC address. You can override the
generated MAC addresses if desired by manually assigning MAC addresses. See MAC 7 RN L A D
WE (18 ~—2) .

EtherChannels (Firepower Models)—For an EtherChannel, all interfaces that are part of the channel
group share the same MAC address. This feature makes the EtherChannel transparent to network
applications and users, because they only see the one logical connection; they have no knowledge of
the individual links. The port-channel interface uses a unique MAC address from a pool; interface
membership does not affect the MAC address.

EtherChannels (ASA Models)—The port-channel interface uses the lowest-numbered channel group
interface MAC address as the port-channel MAC address. Alternatively you can configure a MAC
address for the port-channel interface. We recommend configuring a unique MAC address in case
the group channel interface membership changes. If you remove the interface that was providing the
port-channel MAC address, then the port-channel MAC address changes to the next lowest numbered
interface, thus causing traffic disruption.
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About the MTU

Path MTU Discovery

Default MTU

MTU and Fragmentation

About the MTU [

* Subinterfaces (Firewall Threat Defense-defined)—All subinterfaces of a physical interface use the
same burned-in MAC address. You might want to assign unique MAC addresses to subinterfaces.
For example, your service provider might perform access control based on the MAC address. Also,
because IPv6 link-local addresses are generated based on the MAC address, assigning unique MAC
addresses to subinterfaces allows for unique IPv6 link-local addresses, which can avoid traffic
disruption in certain instances on the Firewall Threat Defense.

For container instances:

* MAC addresses for all interfaces are taken from a MAC address pool. For subinterfaces, if you decide
to manually configure MAC addresses, make sure you use unique MAC addresses for all subinterfaces
on the same parent interface to ensure proper classification. See Automatic MAC Addresses for
Container Instance Interfaces.

The MTU specifies the maximum frame payl oad size that the Firewall Threat Defense device can transmit
on a given Ethernet interface. The MTU value is the frame size without Ethernet headers, VLAN tagging,
or other overhead. For example, when you set the MTU to 1500, the expected frame size is 1518 bytes
including the headers, or 1522 when using VLAN. Do not set the MTU value higher to accommodate
these headers.

For Geneve, the entire Ethernet datagram is being encapsulated, so the new IP packet is larger and requires
a larger MTU: you should set the Firewall Threat Defense device VTEP source interface MTU to be the
network MTU + 306 bytes.

The Firewall Threat Defense device supports Path MTU Discovery (as defined in RFC 1191), which lets
all devices in a network path between two hosts coordinate the MTU so they can standardize on the lowest
MTU in the path.

The default MTU on the Firewall Threat Defense device is 1500 bytes. This value does not include the
18-22 bytes for the Ethernet header, VLAN tagging, or other overhead.

For IPv4, if an outgoing IP packet is larger than the specified MTU, it is fragmented into 2 or more frames.
Fragments are reassembled at the destination (and sometimes at intermediate hops), and fragmentation
can cause performance degradation. For IPv6, packets are typically not allowed to be fragmented at all.
Therefore, your IP packets should fit within the MTU size to avoid fragmentation.

For TCP packets, the endpoints typically use their MTU to determine the TCP maximum segment size
(MTU - 40, for example). If additional TCP headers are added along the way, for example for site-to-site
VPN tunnels, then the TCP MSS might need to be adjusted down by the tunneling entity. See About the

TCPMSS (74 ~—2) .
For UDP or ICMP, the application should take the MTU into account to avoid fragmentation.
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MTU and Jumbo Frames

is room in memory.

The Firewall Threat Defense device can receive frames larger than the configured MTU as long as there

A larger MTU lets you send larger packets. Larger packets might be more efficient for your network. See
the following guidelines:

» Matching MTUs on the traffic path—We recommend that you set the MTU on all Firewall Threat
Defense interfaces and other device interfaces along the traffic path to be the same. Matching MTUs
prevents intermediate devices from fragmenting the packets.

» Accommodating jumbo frames—You can set the MTU 9000 bytes or higher when you enable jumbo
frames. The maximum depends on the model.

About the TCP MSS

Default TCP MSS

The TCP maximum segment size (MSS) is the size of the TCP payload before any TCP and IP headers
are added. UDP packets are not affected. The client and the server exchange TCP MSS values during the
three-way handshake when establishing the connection.

You can set the TCP MSS on the Firewall Threat Defense device for through traffic using the Sysopt Basic
object in FlexConfig; see FlexConfig 78 U 2 —; by default, the maximum TCP MSS is set to 1380 bytes.
This setting is useful when the Firewall Threat Defense device needs to add to the size of the packet for
IPsec VPN encapsulation. However, for non-IPsec endpoints, you should disable the maximum TCP MSS
on the Firewall Threat Defense device.

If you set a maximum TCP MSS, if either endpoint of a connection requests a TCP MSS that is larger
than the value set on the Firewall Threat Defense device, then the Firewall Threat Defense device overwrites
the TCP MSS in the request packet with the Firewall Threat Defense device maximum. If the host or server
does not request a TCP MSS, then the Firewall Threat Defense device assumes the RFC 793-default value
of 536 bytes (IPv4) or 1220 bytes (IPv6), but does not modify the packet. For example, you leave the
default MTU as 1500 bytes. A host requests an MSS of 1500 minus the TCP and IP header length, which
sets the MSS to 1460. If the Firewall Threat Defense device maximum TCP MSS is 1380 (the default),
then the Firewall Threat Defense device changes the MSS value in the TCP request packet to 1380. The
server then sends packets with 1380-byte payloads. The Firewall Threat Defense device can then add up
to 120 bytes of headers to the packet and still fit in the MTU size of 1500.

You can also configure the minimum TCP MSS; if a host or server requests a very small TCP MSS, the
Firewall Threat Defense device can adjust the value up. By default, the minimum TCP MSS is not enabled.

For to-the-box traffic, including for SSL VPN connections, this setting does not apply. The Firewall Threat
Defense device uses the MTU to derive the TCP MSS: MTU - 40 (IPv4) or MTU - 60 (IPv6).

By default, the maximum TCP MSS on the Firewall Threat Defense device is 1380 bytes. This default
accommodates IPv4 IPsec VPN connections where the headers can equal up to 120 bytes; this value fits
within the default MTU of 1500 bytes.
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Suggested Maximum TCP MSS Setting

The default TCP MSS assumes the Firewall Threat Defense device acts as an IPv4 [Psec VPN endpoint
and has an MTU of 1500. When the Firewall Threat Defense device acts as an [IPv4 IPsec VPN endpoint,
it needs to accommodate up to 120 bytes for TCP and IP headers.

If you change the MTU value, use IPv6, or do not use the Firewall Threat Defense device as an IPsec VPN
endpoint, then you should change the TCP MSS setting using the Sysopt Basic object in FlexConfig.

\)

(G¥)  Evenifyou explicitly set an MSS, if a component such as TLS/SSL decryption or server discovery needs
a particular MSS, it will set that MSS based on the interface MTU and ignore your MSS setting.

See the following guidelines:

* Normal traffic—Disable the TCP MSS limit and accept the value established between connection
endpoints. Because connection endpoints typically derive the TCP MSS from the MTU, non-IPsec
packets usually fit this TCP MSS.

* [Pv4 IPsec endpoint traffic—Set the maximum TCP MSS to the MTU - 120. For example, if you use
jumbo frames and set the MTU to 9000, then you need to set the TCP MSS to 8880 to take advantage
of the new MTU.

* [Pv6 IPsec endpoint traffic—Set the maximum TCP MSS to the MTU - 140.

ARP Inspection for Bridge Group Traffic

By default, all ARP packets are allowed between bridge group members. You can control the flow of ARP
packets by enabling ARP inspection.

ARP inspection prevents malicious users from impersonating other hosts or routers (known as ARP
spoofing). ARP spoofing can enable a “man-in-the-middle” attack. For example, a host sends an ARP request
to the gateway router; the gateway router responds with the gateway router MAC address. The attacker,
however, sends another ARP response to the host with the attacker MAC address instead of the router
MAC address. The attacker can now intercept all the host traffic before forwarding it on to the router.

ARP inspection ensures that an attacker cannot send an ARP response with the attacker MAC address, so
long as the correct MAC address and the associated IP address are in the static ARP table.

When you enable ARP inspection, the Firewall Threat Defense device compares the MAC address, IP
address, and source interface in all ARP packets to static entries in the ARP table, and takes the following
actions:

» If the IP address, MAC address, and source interface match an ARP entry, the packet is passed
through.

* If there is a mismatch between the MAC address, the IP address, or the interface, then the Firewall
Threat Defense device drops the packet.

* If the ARP packet does not match any entries in the static ARP table, then you can set the Firewall
Threat Defense device to either forward the packet out all interfaces (flood), or to drop the packet.
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A

(%)  The dedicated Management interface never floods packets even if this
parameter is set to flood.

MAC Address Table

When you use bridge groups, the Firewall Threat Defense learns and builds a MAC address table in a
similar way as a normal bridge or switch: when a device sends a packet through the bridge group, the
Firewall Threat Defense adds the MAC address to its table. The table associates the MAC address with
the source interface so that the Firewall Threat Defense knows to send any packets addressed to the device
out the correct interface. Because traffic between bridge group members is subject to the Firewall Threat
Defense security policy, if the destination MAC address of a packet is not in the table, the Firewall Threat
Defense does not flood the original packet on all interfaces as a normal bridge does. Instead, it generates
the following packets for directly-connected devices or for remote devices:

* Packets for directly-connected devices—The Firewall Threat Defense generates an ARP request for
the destination IP address, so that it can learn which interface receives the ARP response.

* Packets for remote devices—The Firewall Threat Defense generates a ping to the destination IP
address so that it can learn which interface receives the ping reply.

The original packet is dropped.

Default Settings

* If you enable ARP inspection, the default setting is to flood non-matching packets.
* The default timeout value for dynamic MAC address table entries is 5 minutes.

* By default, each interface automatically learns the MAC addresses of entering traffic, and the Firewall
Threat Defense device adds corresponding entries to the MAC address table.

N

GE) Secure Firewall Threat Defense device generates a reset packet to reset a
connection that is denied by a stateful inspection engine. Here, the
destination MAC address of the packet is not determined based on the
ARP table lookup but instead it is taken directly from the packets
(connections) that are being denied.

Guidelines for ARP Inspection and the MAC Address Table

» ARP inspection is only supported for bridge groups.

* MAC address table configuration is only supported for bridge groups.
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ATV T2 WEFTDHA X —T A AEdt (@) 227V v 7 LET,

ATy T3 [&f% (General) | ¥ 7 T[MTU] Za%ELET, /MEELHRKIEIZ, 77 v b7 +—Allko
THERRYET,

7 b MEIE 1500 /XA kT,

ATy T4 [OK] &7V w7 LET,
ATv7T5 [Save (R 127 Vv LET,

AT, Deploy>Deploy IZBEILTC, RV —%2H VY TlT (AT TrAfLET, &
FANRITEATHETHHSNLEE A,

BEDIF7ATIO+—ILA2F3—T (R .
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BEDIFATI9+—NAv8—Tx4Z |
B vacr rLzome

AT F6 ISA 3000, ¥ LU Firewall Threat Defense Virtual T MTU % 1,500 /34 MBI ET 2 %A 1L,
VAT L% ELE) LT jumbo-frame reservation # HNZ LET, T34 2D ¥ v hF T
FEAHED] Z2ZRLTIZEN,

MAC 7 FLADEKTE

MAC 7 FL A% FENTHIV Y THZ ERMELRLZGE1HY £9, BM (Add) | Fa v
THEy ) A NT[EAAYE (HA)  (High Availability) ] 33 L T, Devices> Device
Management 7 4 > KU T, 777 4 7EBIPAZ L Nf MACT RLRAZHETHZEHT
FEJ, MTOWEE TS X —T =2 ADMACT RLAZRELIZSEAIE, [1v83—T x4
A (Interfaces) 1> [5¥# (Advanced) | # 7 D7 RLANEBRLEINET,

\)

GE) avF5F ALAXLVATIE. MACT RLAZFEICRETHE. VI A X —T oA A%t
HLTWRWEETH, DEAEL{fTbd o2, FILEA VX —T =2 A DT TD
YT HE—T 2 A AT—EDMACT RLAZERH L E1,

FIRr

AT w71 [Devices>DeviceManagement] % R L T, Firewall Threat Defense 7 /34 ATk} L T [Edit (£)]
Vw7 LET, [AF—TxAA (Interfaces) | X 7 NBT 7 4/ s TEBIREINFE T,

AT T2 WETIA X =T 2 AEdiIt ()22 Y v 7 LET,

ATy T3 [FFM (Advanced) 1 Z 7 %227V v 7 LET,
[fE# (Information) ] % 7 2MER I TV ET,

ATvT4 (RS > H—T A RAE—RTDOIFZAZ Y TOERE) Kry 7 XU A R)b MAC
T RUVAT—VEBRRLET,

T RL R T—=ZhiE>TMAC 7 RLAT— L &IBINTE £9,

AT TE (DOE—FROEE) 77T 4 TBLRAZX L NNADMACT RLAZHRELET,
a) [T77477MAC7T KL X (Active MAC Address) ] 7 4 —/V FiZ, MAC 7 KL X%
HHHBEATRELEY, HiT 16 £y b 16 EHKTT,

72L& z21E. MAC 7 R L A7 00-0C-F1-42-4C-DE ®#;4 . 000C.F142.4CDE & A1 L £,
MACT7 RLAZ=ILFXF¥ AP EY by hEHOZLIZTEXERA, 2D, ED
2HFEHD 16 ERTE2HFHIZTH LT TEERA,

b) [AX L /SAMACT KL A (Standby MAC Address) |7 4 —/L RIZ, ™A T_ATEVT 4
THEHTAMACT RLAEZ A LET,
TIT 4 TEENT 2= VA ==L, AFZUNRNAEENT 7T 40 T h5E, LT
T 4 TIEEIIT VT 4 7R MAC T RLVADOHERAZBRBE LT, *y NU—27 OUIW & i
INBIZIZET, —FH, TWT 7T 4 TEBIZAZ L T RVAEFRALET,

. BEDIF7ATI+—ILA2F3—T (R
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| BE0I7747 94— A08—T24R
245 ¢vo AP ke ]

ATv 76 [OK] &2 U v 27 LET,
ATv 71 [Save RTF) 1227 Vv 7 LET,

T, Deploy>Deploy IZBEIL T, R —%E VY TEF AL 2T T LET, &
FARITEAT AT CHHAINEEA,

ARAT4v%2 ARP T 1) DEM

FIFNETIE, TV o T N—TDRA L N—DTTRTDARP T v FRFATENET,
ARP /X7y b7 a0 —% T 521X, ARP A VAT 2 a U EAMILET (ARP A A
Xy varvBiR) , ARPA VAT a3, ARPXTZ Yy hE2 ARPT—TNVDAET (v
ARP = RV Ll L E7,

N—=T RALVE—=T oA ADYH, AZT (v 27 ARP = M) Z AN TEETN, BFIX
FAFIv 7 2 M) THETT, =Ty KA ¥ —T = ZAOYE, EHEER SR
A NIy FEBRETAHTEOICARP T— 7 ANMER SN E T, BHEHIZIP T FL AT
Ty NOFELEEHILETN, A —V Ry NMIBTD2EBEO Ny NEEFIR, A —FF v B
MAC 7 RLAIIRTE L £, A—F E13R A M, BE#EERE SNy N —27 T4y
NEBUET D MEN D DG, IP 7 R LURICEEMIT Hive MAC 7 R LA Z23R$ % ARP
FRAZEE L. ARPIGEICHES T8y hEMACT RLAIZEME L E T, AA MEIEIL—
HIZIXARP 7 — 7 VIMRE SN D728, BENMEE /2 7 > M T LI ARP ER 2 (F T 54
FHIHY FHA, ARPT—T /I, ARPIGENR R Y NU—7 ETEEINDIT-IZHAF I v
JICHEFESNET, —EHEER ISR o R, A LT YR LET, = RUN
ELLRWES (22 21E, FIEDIPT RLADMACT RLUANEEIN-HERE) | 5
LWMER CEHEINDIANCZ DO NUMNRZA LT U MNTHMLERDHY FT,

KU ANRT L N B— RDOBPE., B NT 7 ¢ v 7 72 YD Firewall Threat Defense 7 /31 A
LMD ~T 7 4w 2712, Firewall Threat Defense I ARP 7 —7 /D& A+~ 27 ARP = b
VoHZrEFEHALET,

1R BHIIC
ZOMEIL, AR EA A =T 24 RATONWTORMERATE £,

FIE

AT w71 [Devices>DeviceManagement] % i8R L T, Firewall Threat Defense 7 /XA A (Z%f L T [Edit (£)]
Vw7 LET, [ X —7xAA (Interfaces) | ¥ 7 N7 7 4/ h TEIREINFET,

ATFw T2 WETHA X —T 24 AEdit (@) %22 ) v 7 LET,

ATw T3 [FEMl (Advanced) | # 7 %27V v Z7 LT, [ARPI# 7% 27 Vv 27 LET (FFUAXT LU b
F— FTlE, [ARP & MAC (ARP and MAC) ) .

AT v T4 [ARP #%E4EM (Add ARP Config) 1(M) &2 VU w2 LET,
[ARP i E % B/ (Add ARP Config) ] ¥ A 7 /Ry 7 ARFRINET,

BEDIF7ATIO+—ILA2F3—T (R .
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BEDIFATI9+—NAv8—Tx4Z |

B sovac7 FLzoBmE Ty Y U L—T0 MAC £ B OB

ATy TH
ATvT6

ATy 71

ATvT8

ATvT9

[IP 7 KL A (IP Address) ] 7 4 —/V RIZ, RAMDIPT RLAZ AN LET,

[MAC 7 FL A (MAC Address) 17 4 —/L RIZ, "ARDMACT FLAZ AN LET, =&
ZI1E. T00e0.lede.3d8b) DL HIZ AN LET,

ZOT7 RLATTBHXT ARP Z FEITT DI, [=A4 VT AZA2h027T 5 (Enable Alias) ]
Fryv IRy I AEF AT LET,

Firewall Threat Defense 7 /31 A%, FEEINZZIP T L AD ARP R A2%E+5 L, EEX
NIZMACT RLATIRELET,

[OK]ZZ7 Vw7 L, RIZH I —FE[OK]Z 27V v 7 LT, [EMEEE (Advancedsettings) ] % Ff
E\i—a—o
[Save (RTF) 127 U7 LET,

Z1 T, Deploy>Deploy [IZBEIL T, RY T —%2E DB TEF AL R ZFFaA LET, £
HARITEATLHECTHHINEE A,

BEIMACTY FLAMDEME T v IL—T0D MACZEDEML

FIE

ATy T

ATy T2
ATvT3

W\ . MACT RLAE, BEDOMACT RLANLD T T4 v I NA v Z—T = A AT A>
7oL XIZ, MACT RLA T—7WZEIMICBMENE T, MACT KL R TF—= 7 &%)
WCFTABZENTEET, 7L, MACT RLRBERZT ¢ v 727 —T /B L
. b 74 w7 %Firewall Threat Defense 7 /31 A @B TE £ A, AXT 4 v 7 MACT
RLRZ, MACT RLAT—T7/ZIBMTAZ L TEET, AXT v 7 = MY EIBM
THRED 1212, MACAT =T 4 TICRHTELZ R HVET, AFT v 7 = b
DERIEMACT RVAZRDIZ TA TV MR, ZEDOAZT 47 = FUIZ—H LW A
H—=T 2 A AT 74 v 7 %EELL D E LA, Firewall Threat Defense 7 /31 A% b7
T4l kay L, VATA Avb—UERAERLET, AXT 47 ARP = MY BB
MT2LXIZ (R¥T 427 ARP= R DB (79 X—2) 258) | AT 1 v 7
MAC7 RL A =2 hUIEMAC 7 RLA T—7 /WMZHBIIZEMES I ET,

IR B I
ZOEmEIE. FTUART L hE— ROL4THITE BVI TOREHATX 4,

[Devices> Device Management] % 38R L T, Firewall Threat Defense 7 /3 A%} L C [Edit (£)]
Vw7 LET, [MF—TxAA (Interfaces) | ¥ 7 NBT 7 4/ s TEIRENF T,

WHETHA v Z—T A AEdit (@) 227 ) v 7 LET,
[7:f (Advanced) 1% 7 %27 U 27 LT, [ARP &£ MAC (ARPand MAC) | ¥ 7 %7 U w7 L
e

. BEDIF7ATI+—ILA2F3—T (R
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ATvT4

ATy TH

ATvT6

ATy 17
ATvT8

w2y 708 5 s—a08E ||

(EE) [MAC 7 —=>7%%H%hZ3 % (Enable MAC Learning) | T = v 7Ry 7 A% 47|
LTMAC 7—=2 7 %W LET,

AHRT 47 MACT KL RAZBINT 5121, [MACRREZBH (AddMAC Config) 1% 7V v
7 LET,

[MAC & E% B (Add MAC Config) | ¥ A 7 a2l Ry 7 ANERINET,

[MACT FL A (MACAddress) ] 7 4 —/L RIZ, RAFDMACT RLRAZ AN LET, =&
ZI1E. T00e0.1e4e.3d8b) DXL HICANLET, [OK]ZZ Y v o7 LET,

[OK] &7 Vw7 LCHEMREEKTLET,
[Save (RTF) 127 Vv Z7 LET,

Zh T, Deploy >Deploy [IZBEIL T, RY T —&FV Y TLT A AT A LET, &
FARTHEATLIETEHHASLEEA,

TXa2) T4 DERENT A —FDEE

ZOHETIE, PR =T 4 VT OIERE, ZRT7 T 7 AN VT v TVOFAHE, B
YXO[TT v b7+ —2L8E (Platform Settings) ] TT/NA A L-YULTRESINDT 7 4V bk
DT TIT A FREDA—"—=F A RFIECHOWTHAL £,

FOFRT—D424

ZOHETIE, /X =Tz AAT2Z=F Y AN I NR=ZANRNR T TU—F 4T (=Fx R
FNRPF) #HhCLET, 2=F v A FRPF X, V=T 47 T—T M- T, TXTD
Ny RBRIELWIEEIA VA —T 2 A AL —BTDHEEFEILIP T RLAEZFF-TWNWH I &%
B LT, IPAT =T 47 (N7 y NRREREEFTLIP T RUAZBH L, EEOXEET
kT 22 L) PORELET,

W%, Firewall Threat Defense 7 /34 A (X, /X7 v hOBREEEZHET D & X507 RL AT
FEWMNET, 2=F % A MRPFIT, FELT FLALTRD LT A AR LET,
ZDTD, VN—RAINA T T—F 47 (Reverse Path Forwarding) & FEEILE T, Firewall
Threat Defense 7 /3 A AR EFF AT 5T XTONT 7 4 v Z7IZO0T, EEFEILT RLAIZ
RON—FET A ADN—T 4 7 T—=TMIEFHLMERH Y E£¥, FEHI OV T,
RFC 2267 ZZ M L T I2&0y,

7-& 2L, AN T 7 0 v 7 D34 Firewall Threat Defense 7234 A 1LT 7 4L k JLb— k Z2{#
AL T2=%+ A RPFIR#EDRMZT =T N TEET, N T 74 v I BHERA v H—
T2 A ZAMBAY  FETLT RLARAL—T 4 7T —T IR WEE. T3 RIT 7 /v
M—REFERLT, MBA v F—T 2 AEEFE LA F—T 2 AL LTIELLS#HBILE
7

N—T 4 T T=TNMoHDT RUVAPLINEA LV Z—T =2 A R NT T4 IHRAD, ZOD
T RUANRNEA & —7 = A AZBHEAHT 53T 5554, Firewall Threat Defense 7 /34 A
Ty e Ry 7 LET, FERIC, REOEEILT RLANLNEHA 2 —7 = A ATk
T 4w N ASTZGEE, 8T D0 —b (T 74N b—b) BONRA X —T oA A%
RLTWABED, T A7y vE RFey 7 LET,

BEDIF7ATIO+—ILA2F3—T (R .



BEDIFATI9+—NAv8—Tx4Z |
B cx2v7onE51—s0%E

=% % A MRPFIX, ROXSIZEEENET,
s ICMP X7 v MIliZE vy a B0y, flxDry MIToy 7 SnEHEA,

«UDP &L TCPIZITE v v a v BNEENTWAETZD, Iy MTZA— b DNy I T v
TRBETT, By g VHIZEIET %Dy M By va ro—HE UTRER
SNTWELBEFOREZEH L CF oy 7 SNET, BAMDOT > RUSNORT > R,
WADNT sy MERICA VE—T oA RAZEIE LT Z E 2 RGET D7D T = v 7 ShvE
7

Ny b HIZYDITSTAD R

77 # L h TlX. Firewall Threat Defense 7 /3A AL 1 DD IP /N7y MIDEHR K24 DT T 7
AV NEFAIL, RR200D7 772 DY T2 7T VRELEFFAI LE T, NFS over UDP
RE. TV = a Y BEENICARy VT T A METAEAIL, *y hT—2TT
T A MEEFATHDMERNH Y £, 72120, NI T4 I ETT TR MET AT
= a YINIRWEEAE. 7 T 7 A 23 Firewall Threat Defense 7 /3 A & @il CX 721 9
T2 eE2BEIOLET, 777 A MeEShio 3w M, DoSHEIC L FEbhvET,

IS RDYT LTI
Firewall Threat Defense & /XA A%, RIZRT 7 FZ 7 AL N U TRV TI FuvA&2ETLE
7,
CIPT7TTARNE, 7T AN By RAMERESNDET, EITXA LT U MERA
P95 CINESNET,
CTIT A Ny MMERERD b, £y MK L TEAMET = v 7 REFSRET, ©
NoDF =y 7ilid, B, 7V A—"—Tn— Fz—r F—_"—=T7n—Fni
bEENFFA,
* Firewall Threat Defense /X4 A CHETHIP 7T 7 A2 M, WY TR T
INET,
s [5ERT7 TV A N UT T (Full Fragment Reassembly) | 23 HEZML STV 554
(F7HxbN) . 77 A by ME, EHIAET L7202 b T v AR— NEITHRE
INFET,
s [52R2T7 T 7 Ak VT T/L (Full Fragment Reassembly) | 2332 L STV B84
T ANy NI, ROICHE—DIP Ay MIEASNET, ZOBE—~OIP/ry
MI, SHICRET L7 8T AR — MNEIZiRE S VET,

IR& HEIIZ
ZOWEIL, AHIMEA LA =T A ATORMERATEET,

. BEDIF7ATI+—ILA2F3—T (R
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FIE

ATy T

ATy T2
ATvT3

ATy T4

ATy TH

ATvT6

ATy FT17
ATvTS8

w2y 708 5 s—a08E ||

[Devices> Device Management] % iR L C, Firewall Threat Defense 7 /31 A Zxf L T [Edit ()]
IV LET, [M¥—7xAA (Interfaces) | ¥ 7 N7 7 4/ hTRIRSNET,
WETHA v Z—T A AEdt(@) 227 ) v 7 LET,
[:f (Advanced) 1# 7 %27 Vv 27 LT, [BXx =Y T 3%E (Security Configuration) | ¥ 7 %
7V w7 LET,
=X X ANV NR—RANRR T T—FT 4 VT EFNCT DI, [TV T AT—=T 4 T OH
#h1t. (Enable Anti Spoofing) | F = v 7Ry 7 A% A NI LET,
SERT T ITAL NI TRV T VEGMET DI, [BRT T A NI TR T NET]
(Allow Full Fragment Reassembly) | T = v 7 R v 7 A& A A LET,
Ny NDEICHET D777 A MEEERT DI, [T 74NV N T T T A "NREDA—
/N—F A R (Override Default Fragment Setting) | F = > 7 AR v 7 2% A4 A2 LT, RITRTIE
ERELET,
c A X (Size) : VT BUVTNEMETHIP VT LTI T —F_X— R AT REAR /S
Ty NOBRKEERELET, 774/ ME200TT, ZOEE VICRET DL, 777
AV MRS IET,

« Fx—2 (Chain) : 1 DDFEERIPNXT Y NMITT T AL METE DRy Mg
BELEY, T74ME24 7y T,

s XA LT UK (Timeout) : 777 A MEENT/ Ny NEIKNBIET D ETHRHET D
WKAREERELET, A4 ~—13, 7y NORYIOT T 7 A FORIFERICEB SN
FI, MELEREETIZEE LRy 777 A b RS L5, BIEFHD
TRTCONRTy N 777 A MPRBEEINET, 774/ MISHTT,

[OK]1Z7 VU v 7 L%,
[Save (RTF) 127V v/ LET,

AT, Deploy>Deploy IZBEILTC, R —%F VLTI M AT A LET, &
HFARITEATLHECTHASNLERTA,

BEDIF7ATIO+—ILA2F3—T (R .
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BEDIFATI9+—NAv8—Tx4Z |

BEDIFATIH—IA23—T 4 ADERE

T RE Minimum | Minimum | 2£48
Firewall Firewall
Management | Threat
Center Defense
Cisco Secure Firewall |7.7.0 7.7.0 IEEE 802.3bt DY A~ — MIEETARDOEEZ R L T IEE W,
1210CP IEEE 802.3bt @ . e S
Bl b (PoBt 5k ¢ PoE++ & Hi-PoE : R— F&H 720 i K 90 W,
U Hi-PoE) TNV TR F v BLOT 2T T RTF ¥ DZET A A
(PD) ,
NI =RV xy hBREFIETITOIET,
« show power inline (287 — XY= v b7 4 —)L KBIIENE L
77
/AT Sl - [T/81 X (Devices) > [T/34 REHE (Device
Management) ]>[4 4% —7 x4 X (Interfaces) |> [¥EBA 42—
7 x4 AD#wE (Edit Physical Interface) ]> [PoE]
FH/AE SN2~ F : show power inline
FAIAIIAA > F %5 | 7.6 7.6 MDA AL v FDIHDHETLTIL, VLAN1 ZEH L TH 7 A >
#HLI-ETLOLE H—T 2 A ZAENEHTE E¥ A, VLAN 11T, AA v FR— hOiRH
YTA L H—T A A 172 VLAN A v X —T7 =4 ZAFICFRENTWET,
gggﬁl\] LT 1010 % 7.6 BAEICT v F 7 L— K L. VLAN1 %% 74 > % —7 = 4
° ZZENY BT TCWBEEIE, VT A 2 —T = A ADVLANID Z#H L
WVLANIZE LT AN H Y £9°, VLAN 1 2 H U Tk E & B
THZLIITEEEA,
Cisco Secure Firewall (2 | 7.6 7.6 Cisco Secure Firewall (X, GWLB Zf#fH L7= AWS TDT 27 /LT — A
X% GWLB i L BEE—RFZYR—FLET, ZOF—FRTIE, 7747 7+—/L
72~ AWS TOF 27 /L E. R T7 497 A VAR v a BRI o Z—Fy MZRER9 b
7 —ARE— FOY T4 DA H =Ry N = T2 BN LTA ¥ —F v MIE
A—h BERIET D LRIBFIC, Xy hU—2 7 RLAZEH (NAT) HFETTx
e
Cisco Secure Firewall |7.6 7.6 Cisco Secure Firewall 1210/1220 TlE, A —HV Ry b A v Z—T = A

1210/1220 /N— K7 =
TAA v F DY HR— K

AT AA v FR—FFETZ T AT TN A EZ—T AL LT
BRETEET

. BEDIF7ATI+—ILA2F3—T (R
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BEOT7 479N 15— x4 20BE |

HERE Minimum | Minimum | 240
Firewall Firewall
Management | Threat
Center Defense
Cisco Secure Firewall |7.6 7.6 Cisco Secure Firewall 1210CP %, A —% % > ba— b 1/5~1/8 T Power
1210CP PoE+ %, A — over Ethernet+ (PoE+) %W 7AR— kL £,
YXw haR—k 1/5~
1/8 THAR— I FE
j—
VXLAN VTEP IPv6 @ |74 (EE=% VXLANVTEP A v Z—7 =4 AZIPv6 7 RLAZIETEH LI
PAR— b (Any) 720 F L7z, IPv6 |%. Threat Defense Virtual 7 7 2 Z il U > 7 F 7z
X Geneve 7 7B /AL TIZV AR —F SN TWERHA,
Hr LV S 72
« [T/31 R (Devices) 1>[T/31 REHE (Device Management) |>
[#"&E (Edit) 1>[VTEP]>[VTEPMDEN (AddVTEP) ]
[T/34 R (Devices) |>[T/\14 A EHE (DeviceManagement) |>
[#RE (Edit) >[4 42— 4 R (Interfaces) |>[4 v 4—7T
A4 ZM3EM (Add Interfaces) 1> [VNIA4 2 —T 4 X (VNI
Interface) ]
Firewall Threat Defense /N— 3 o 7.4 N LEE T4,
BGPLEH T 7 4 v |74 a3 N—T RNy A B—=T A AT, WOBHTHEATEET,
T DN—T N7 A (Any) e AAA

H—T oA A iR—
K

* BGP

* DNS

« HTTP

* [CMP

*IPsec 7 —0NDA7wa— K
* NetFlow

* SNMP

* SSH

* Syslog

Firewall Threat Defense /X—37 3 o 7.4 NLEE T,

BEDIF7ATIO+—ILA2F3—T (R .
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BEDIFATI9+—NAv8—Tx4Z |

hERE Minimum | Minimum | 240

Firewall Firewall

Management | Threat

Center Defense
VTIDON—T%y 7 A |73 =3 N—T Ry I B =Tz AZBMTELLITRDEL, —
VH =T A APR— (Any) TRy A B =T A AT, NAEEOTIRICESLLET, £

K

B =Tz ARANE T LIZGE V=T RNy 7 L H—T A AITH
DB TOHNTZIPT RLAEMEALTIRNTOAS U H—T = ATV
Y ATEET, VIIOEE, FETA VX —T=A AL L TUL—T Ry
JAVHE =T 2 AERETDHDOITMAT, EICHRESNIZIP T
RLADRDLVIZ, V=T Ny 7 A F—T A APLIPT KL A
AR T HYAR— MBI TWET,

B LUVAE ST

[T/314 R (Devices) |>[T/31/4 AEHE (Device Management) | >[4
vB8—T x4 R (Interfaces) 1>[4 B —T x4 ADEM (Add
Interfaces) |>[IL—TN\v o £ 22— x4 AMEM (AddLoopback
Interface) ]

. BEDIF7ATI+—ILA2F3—T (R
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BEOT7 479N 15— x4 20BE |

1315 Minimum | Minimum | 240
Firewall Firewall
Management | Threat
Center Defense
IPv6 DHCP 7.3 15 Firewall Threat Defense TIPv6 7 KL o 0 7 DIRDOEREN PR — F &
(Any) NHETR0ELE,

« DHCPv6 7 KL A2 A 7 . b : Firewall Threat Defense {Z DHCPv6
P R=NBIPV6 70— LT RV A LA T a DT 7 4+/0 b
— RS LET,

« DHCPv6 7'V 7 « v 7 AFAT:7 5 A 7 > b : Firewall Threat Defense
X DHCPV6 Y — = OEAET V7 ¢ v 7 ARG LET,
Firewall Threat Defense (. ZE7V 7 4 v 7 ZA&FH L THLD
Firewall Threat Defense f > % —7 = A ADT RLAZHREL., A
T—hL AT RLRAHBEE (SLAAC) 7 747 "R LRy
FU—2 ETIPV6 7 RLAZHERRETE D LI LET,

FTHET LT 4 T ADBGP L—F T RARE AL XA |k

e DHCPv6 A7 — s L A% —/3— : SLAAC 77 7 A 7 > ;7 Firewall
Threat Defense (Z1F#HZRK (IR) /N7 > M Z%{E3 5 & Firewall
Threat Defense I% K A A > 472 EOMOIE#HR%Z SLAAC 7 T4 T
Mzt L F 9, Firewall Threat Defense (%, IR /37 v k&5 11
DIETFT, 77AT 2 MIT FLAZEED Y TERA,

B LUVAEE ST

« [T/31 R (Devices) |>[T/31 REHE (DeviceManagement) ]>
[ 232 —T 4R (Interfaces) | >[4 2 —T =4 XRDEM/ER
% (Add/Edit Interfaces) ] > [IPv6] > [DHCP]

[ATT VU b+ (Objects) 1>[AT Py FEE (Object
Management) ]>[DHCP IPv67—/L (DHCP IPv6 Pool) ]

/AT S22~ K : show bgp ipv6 unicast, show ipv6 dhcp.
show ipv6 gener al-prefix

BEDIF7ATIO+—ILA2F3—T (R .
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BEDIFATI9+—NAv8—Tx4Z |

HERE Minimum | Minimum | 240
Firewall Firewall
Management | Threat
Center Defense
Azure 77— h 7 = A 7.3 TE Azure 7— bV = A 11— RXZ % (GWLB) TEMHT 572912, Azure
S AL VA 0D (Any) C Firewall Threat Defense Virtual D7 7 7 % & — K VXLAN 1
Firewall Threat Defense H—T A RAEFHETE £9, Firewall Threat Defense Virtual I, X7
Virtual D7 71 % 3 Uo7 ENE=7md O VXLAN B Z A F&FIH LT, H—0 NIC
VXLAN WO A =T 2 A RAERNHA L F—T 2 A AEEHRLET,
T LUVYATE SN
« [T/34 R (Devices) | >[T/\1 REHE (Device Management) ]
>[T/3M R (Device) | >[4 B2 —T 4 X (Interfaces) | >[4
UB—J 14 AMEM (AddInterfaces) ] >[VNIA 2 —T A
X (VNI Interface) ]
PR—FENTWAT Ty N7 +—2A : Azure @ Firewall Threat Defense
Virtual
VXLAN OH#R— K |72 Ny VXLAN B 7 AL DOH R— h B EShE L7z,
(Any)

B LVAEE ST

« [T/34 R (Devices) |>[T/31 REHE (DeviceManagement) ]>
[T/34 R (Device) ]>[VTEP]

« [T/ X (Devices) |>[T/\4 REH (Device Management) ]>
[T/814 R (Device) | >[4 32— x4 X (Interfaces) 1 >[4 >~
A—TJ x4 ADMEM (Add Interfaces) 1> [VNIA B —T A R

(VNI Interface) ]

« [T/ X (Devices) |>[T/\4 REHE (Device Management) ]>
[T/31 X (Device) | >[4 32 —T 4 R (Interfaces) | [#BEA
V=T A ADfLE (editphysical interface) 1>[2% (General) ]

PR=FENTWVDLT Ty F T+ —h 1 TXC,

BEDIF7ATI+—ILA2F3—T (R
sa
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hERE Minimum | Minimum | 240

Firewall Firewall

Management | Threat

Center Defense
Firewall Threat Defense |7.1 (E=N Amazon Web Services (AWS) 77— hU A @ — RKAXZ %D 7)1
Virtual ® Geneve 7 (Any) T b7 XY IR— N 572012, Geneve I ALY AR — R

A=k

Firewall Threat Defense Virtual (ZiIBSVE L7z, AWS 7 — h U = A
12— RARZ U, B ery NO—7 5 —bsvxd (BT 74>
7 OME—DHAR) &, FI T4 v WL, FT T4 v DOFRE
{24 T Firewall Threat Defense Virtual ZyLiE3 5 v — R F %
A bEET,

Z OBEREIZ I Snort 3 XML T,
BLVYAEE S 7B
«[T/34 X (Devices) |>[T/31 A&EHE (DeviceManagement) ]>

[T/84 R (Device) ]1>[VTEP]

« [T/314 R (Devices) |>[T/\1 A& (DeviceManagement) |>
[T/314 X (Device) | >[4 22— x4 X (Interfaces) >[4 >
B—TJ A AMEM (Add Interfaces) ] >[VNIA 2 —T 14 R

(VNI Interface) ]

« [T/N1 R (Devices) |>[T/\4 AEHE (Device Management) ]>
[T/314 X (Device) | >[4 % —7 A4 X (Interfaces) | [WFiA
V=T 2 A ADfEE (editphysical interface) 1>[2f% (General) ]

BR—-PFENTWAEATF v N 74— : AWS O Firewall Threat Defense
Virtual

BEDIF7ATIO+—ILA2F3—T (R .
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hERE Minimum | Minimum | 240

Firewall Firewall

Management | Threat

Center Defense
31y R 7%y k|70 & N—T >y RA v E—T7 x4 AL TIE, RAY MY —=RA o Mk
~ A7 (Any) MO Ey OB T Xy MIZIPT RLVAZERETEET, 318y

TRy MTIE2OoDT RLADLREENET, @, 7%y
N EBREDOT RLA TRy hU—7HE 7B — %y 2 FAHIC
TRENTEY, 27 RLAH T3y MIEHATEERA, 2751,
KAV WY —RA v MR DY, Ky FT—2 T RLARTr— ]
X v A N7 RUABRAREREEIT, IPVAENTT FLAZRFFTHD
2317 xy By bBENEBET, 728 201X, 25D FTID [Eo

T2 )V —N— ) TR T RV A2 25T, V7o
—HFORNEEEEIND Ny METRTH ) —FHOMTZIE S,
Tu—REY AT 4 UV IFNEHY A, E72. SNMP X Syslog &
FATTHEEAT —va VEEEERT AL TEET, ZoOMEE
X, TV VI NA—THOBVI, £idv AT IRy A MNL—T 4 T
T AR—FENTWEEA,

B LVVAEE S LT

[T/34 X (Devices) |>[T/314 REHE (DeviceManagement) >[4
vA—TJ x4 R (Interfaces) |

. BEDIF7ATI+—ILA2F3—T (R
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BEOT7 479N 15— x4 20BE |

Minimum
Firewall
Management
Center

Minimum
Firewall
Threat
Defense

E 0]

Firepower 4100/9300 @
Firewall Threat Defense

EEY 7 ke & P
U > 7 IREED R

6.7

(E=N
(Any)

Firepower 4100/9300 % — < C, Firewall Threat Defense EjfE U > 7 1k
ET—HALZ—T A AOWBY 7 IRELRIITX D L 012k
D E L7z, BIfE. FXOS HHUREEN T v 7T, MELY » ZAREENR T v
TTHDLHRY , A FZ =T A AFT v KRBT £F, Firewall
Threat Defense 7 7'V r—3a v A VX —7 = f ADOEMRIEIT B E
SN FH A, Firewall Threat Defense 7> 5 O RIHN 2 WIGAIE, 72& 2
|2, Firewall Threat Defense 7 7'V 7r—3 a3 VINSERIZA VT A Tk
DRNS, T—H A H—T oA APYEICT v TIRREIC 722720
Firewall Threat Defense D v v b &% 7 U BAMEEZ S LIX S < DI
Ty RO EFIZRLAEERHVEST, 1Tty FDY;
B, ZOREBOA—FIZE O ANTry MR RryFEIN5ZE0nH0 F
9, Z UL, Firewall Threat Defense 23 LB T 2 K 51272 2 HNIIINE
JL— % 73 Firewall Threat Defense ~ k7 7 ¢ v 7 OE(EZBET 5 Z
EMBHHT-HTT, ZORKERILT 7 4/ K TEHIZ/Z2>TE Y, FXOS
DT NA AT LA TEET,

GE)
ZOMEENX, 7 TORZ YT ar Tl A U AZ A F 2T Radware
vDP 7 21 L — % %{# 14~ % Firewall Threat Defense TiI V7R — h &4
TWEHA, ASA THYR—FSNTWEEA,

HTH/ZEH X7 [Firepower Chassis Manager] [Hf : [FREET /314 R
(Logical Devices) ] >[') >V KEEDEZIE (EnableLink State) ]

HHR/ZE T S 37z FXOS =< > R @ set link-state-sync enabled, show
interface expand detail

PR—hENTNWDT T v k7% —L4 : Firepower 4100/9300

Firepower 1010 /»— K
=T AA vF O
A—h

6.5

Firepower 1010 TiX, &A1 —V Xy b A v X —T = A% AL v F
A= ERETT77AT 94— N A X —T=2f AL LTHETEE
_é—o
B LVEE U7 B

« [F/N\1 R (Devices) 1>[T/34 REHE (Device Management) |>

[412>%2—T 4R (Interfaces) ]

« [T/N1 R (Devices) 1>[T/34 REHE (Device Management) |>
4282 —7 4R (Interfaces) |>[EA V2 —T 1 ADRE
(Edit Physical Interface) ]

« [T/34 R (Devices) |>[T/31 REE (DeviceManagement) ]>
[41 32 —T 4R (Interfaces) |>[VLANA 2 —T x4 RDiB
fn (Add VLAN Interface) ]

BEDIF7ATIO+—ILA2F3—T (R .
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BEDIFATI9+—NAv8—Tx4Z |

Minimum
Firewall
Management
Center

Minimum
Firewall
Threat
Defense

Ed 0]

A=y M1/7THBX
OA —F x> h 18T
@ Firepower 1010 PoE+
DO HR— K

6.5

FT

Firepower 1010 X, AA v F R—hrE L THESN TV DLEAE, 11—
P2y b 1/TBLOA =% > b 1/8 D Power on Ethernet+ (PoE+) %
PAR—hrLET,

B LVAEE S LT

[T/31 R (Devices) 1> [T/ 4 REHE (Device Management) | >[4
VA= x4 R (Interfaces) | > [¥EA 2 —T 4 ADwE (Edit
Physical Interface) ] > [PoE]

arrTr A AL A
TEH &5 VLAN
TA B —T A A

6.3.0

WD

FHR I ERA B — T = A ADMH % ATREIC T 5 72, FXOS TVLAN
YT E—T 2 ZABER L, BEDOA AKX ATV H—
TxA RAEHETEHZENTEET,

HHL/ZE T X472 Secure Firewall Management Center [H][f] :

[T/84 R (Devices) ] >[T/\1 RAEHE (DeviceManagement) |>[#
& (Edit) | 71/ >[4 22— x4 X (Interfaces) | ¥ 7

BT/ B X317 Secure Firewall Chassis Manager [/ :

[412%—T x4 X (Interfaces) | >[TRTDAEZ—T 4 X (Al
Interfaces) |>[FREBM (AddNew) | Ke v 7 XU A =a—0D Y
T4 48— x4 X (Subinterface) ]

HH/AE T S 7- FXOS =< 2 N : createsubinterface. set vlan, show
interface. show subinterface

FAR—brENDT T~ N7+ —2 : Firepower 4100/9300

ATl A AL A
DOF—HIHA A —
TxA A

6.3.0

(R %/l

FHRIBEA X —T = A ADFEH & FREICT D720, DA A
HUABTA v E—T =2 2T H N TEET,

BB/ B X317z Secure Firewall Chassis Manager [/ :

[412%—T x4 X (Interfaces) | >[TRTDAEZ—T 4 X (Al
Interfaces) | >[#4 7 (Type) ]

HIHH/ZE T S 7= FXOS =2~ > K : set port-type data-sharing. show
interface

PR—hENDHT T v b7 4 —2I : Firepower 4100/9300

. BEDIF7ATI+—ILA2F3—T (R



| BEDI74794— A28 —T1(4R

BEOT7 479N 15— x4 20BE |

HEEE Minimum | Minimum | 240
Firewall Firewall
Management | Threat
Center Defense
G5 BT 62,0 WD | REN—T 4 T BEOT Y vV ZICE T T vV I N—T L

[N S74

N—T v KA H =T 2 ADMTL—T 1 > 7T HHEEREN RS
F9, 7 U v 7 /—71%, Firewall Threat Defense /3 /V—7 4 7 C
1372 TV T AL B —T A AD T )L—7FTF, Firewall Threat
Defense (%, Firewall Threat Defense 237 7 A 7 U 4 —/b & L CHERE
T DRTARDT Y v TR0 ES, 2FEV, X —T=A
AMOT 72 ARENFEITIN, BEOT 7 AT U4 RES T
TIATENET, UANX, VAT LU N 77 AT U —LE—
RCOHRTY v T N—TORENERETE T2, 71V v T N—
T TON—T 4 I TEFERHATLE, ZOBREEEHT S &,
N—FT v RT77A4T U=V E—ROTY v TNL—TDREL,
TV I N—THBIOT ) v I N—T =T v R A H—
Tz AARABMDON—T 4 VT HFITTCEES, TV T N—T1F 7
Uy UREA v Z—7 x4 A (BVD) ZFEHLT, 7y 7 L—7
DF—hrU A ELTHET D Z I TA—T 4 7B ML E
9", Firewall Threat Defense |27V v ¥ J A —T7 %% ¥ THZDHDIE
At 2= A ANHLGE, REV—T A 7BLXOTY v
TIZE T, AMBOUVA Y2 AL v TFZEEHT 2O TIEHRWBIDHIE
NiEftEnET, v—7 v K E— FTiX, BVLIZARIMTE A o2 —
T A ALY T VA L—/LX DHCP H— N\ EO—H DGR
2. A N— A B =T oA AL FEHNCBINTEET,

KNZUAXRT LU N B—=RTHR—MSNDT7 T AKX > T ORRE
X, =7y RE—RTIEYAR—FSNFEFA, LT FHFx A K L—
TATEFAFTIv I N—T 4 T O/BRES ., BVITIEHAR— KX
NEHA,

B ST

« [T/N\1 X (Devices) 1>[T/314 REHE (Device Management) |>
[128—T x4 R (Interfaces) |>[¥EA V2 —T 14 ADHRE
(Edit Physical Interface) ]

« [T/31 R (Devices) 1>[T/31 REHE (Device Management) |>
[M123—T 4R (Interfaces) >[4 @ —T =4 XA%iEBM (Add
Interfaces) |>[TV vy FIL—TF 428 —T x4 X (Bridge
Group Interface) ]

PR—FEINTWETT v b7 —2Ah : FXC (Firepower 2100 &
Firewall Threat Defense Virtual Z & <)
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BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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