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About DHCP and DDNS Services

The following topics describe the DHCP server, DHCP relay agent, and DDNS update.

About the DHCPv4 Server

DHCP Options

DHCEP provides network configuration parameters, such as IP addresses, to DHCP clients. The Firewall
Threat Defense device can provide a DHCP server to DHCP clients attached to Firewall Threat Defense
device interfaces. The DHCP server provides network configuration parameters directly to DHCP clients.

An IPv4 DHCP client uses a broadcast rather than a multicast address to reach the server. The DHCP
client listens for messages on UDP port 68; the DHCP server listens for messages on UDP port 67.

DHCEP provides a framework for passing configuration information to hosts on a TCP/IP network. The
configuration parameters are carried in tagged items that are stored in the Options field of the DHCP
message and the data are also called options. Vendor information is also stored in Options, and all of the
vendor information extensions can be used as DHCP options.

For example, Cisco IP Phones download their configuration from a TFTP server. When a Cisco IP Phone
starts, if it does not have both the IP address and TFTP server IP address preconfigured, it sends a request
with option 150 or 66 to the DHCP server to obtain this information.
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. About the DHCPv6 Stateless Server

* DHCP option 150 provides the IP addresses of a list of TFTP servers.
* DHCP option 66 gives the IP address or the hostname of a single TFTP server.

* DHCP option 3 sets the default route.

A single request might include both options 150 and 66. In this case, the DHCP server provides values
for both options in the response if they are already configured on the Firewall Threat Defense.

You can use advanced DHCP options to provide DNS, WINS, and domain name parameters to DHCP
clients; DHCP option 15 is used for the DNS domain suffix. You can also use the DHCP automatic
configuration setting to obtain these values or define them manually. When you use more than one method
to define this information, it is passed to DHCP clients in the following sequence:

1. Manually configured settings.
2. Advanced DHCP options settings.

3. DHCP automatic configuration settings.

For example, you can manually define the domain name that you want the DHCP clients to receive and
then enable DHCP automatic configuration. Although DHCP automatic configuration discovers the domain
together with the DNS and WINS servers, the manually defined domain name is passed to DHCP clients
with the discovered DNS and WINS server names, because the domain name discovered by the DHCP
automatic configuration process is superseded by the manually defined domain name.

About the DHCPv6 Stateless Server

For clients that use StateLess Address Auto Configuration (SLAAC) in conjunction with the Prefix
Delegation feature (IPv6 'L 7 ot v 7 AZAT:7 T4 T > kDA %)E), you can configure the Firewall
Threat Defense to provide information such as the DNS server or domain name when they send Information
Request (IR) packets to the Firewall Threat Defense by defining a DHCP IPv6 Pool and assigning it to
the DHCPv6 server. The Firewall Threat Defense only accepts IR packets and does not assign addresses
to the clients. You will configure the client to generate its own IPv6 address by enabling IPv6
autoconfiguration on the client. Enabling stateless autoconfiguration on a client configures IPv6 addresses
based on prefixes received in Router Advertisement messages; in other words, based on the prefix that
the Firewall Threat Defense received using Prefix Delegation.

About the DHCP Relay Agent

You can configure a DHCP relay agent to forward DHCP requests received on an interface to one or more
DHCP servers. DHCP clients use UDP broadcasts to send their initial DHCPDISCOVER messages because
they do not have information about the network to which they are attached. If the client is on a network
segment that does not include a server, UDP broadcasts normally are not forwarded by the Firewall Threat
Defense device because it does not forward broadcast traffic. The DHCP relay agent lets you configure
the interface of the Firewall Threat Defense device that is receiving the broadcasts to forward DHCP
requests to a DHCP server on another device.
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Model support

Firewall Threat Defense

User roles
e Admin
» Access Admin

* Network Admin

Guidelines for DHCP and DDNS Services

This section includes guidelines and limitations that you should check before configuring DHCP and
DDNS services.
Firewall Mode

» DHCP Relay is not supported in transparent firewall mode or in routed mode on the BVI or bridge
group member interface.

* DHCP Server is supported in transparent firewall mode on a bridge group member interface. In routed
mode, the DHCP server is supported on the BVI interface, not the bridge group member interface.
The BVI must have a name for the DHCP server to operate.

* DDNS is not supported in transparent firewall mode or in routed mode on the BVI or bridge group
member interface.

» DHCPv6 stateless server is not supported in transparent firewall mode or in routed mode on the BVI
or bridge group member interface.

Clustering

* DHCPv6 stateless server is not supported with clustering.

IPv6
Supports IPv6 for DHCP stateless server and DHCP Relay.

DHCPv4 Server

* The maximum available DHCP pool is 256 addresses.

* You can configure a DHCP server on any interface with a name and IP address, such as a physical
interface, a subinterface, or a BVI in routed mode.

Do not select an interface that uses DHCP or PPPoE to obtain it’s address as a DHCP server interface.
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[l Guidelines for DHCP and DDNS Services

* You can configure only one DHCP server on each interface. Each interface can have its own pool of
addresses to use. However the other DHCP settings, such as DNS servers, domain name, options,
ping timeout, and WINS servers, are configured globally and used by the DHCP server on all interfaces.

* You cannot configure an interface as a DHCP client if that interface also has DHCP server enabled,
you must use a static IP address.

* You cannot configure both a DHCP server and DHCP relay on the same device, even if you want to
enable them on different interfaces; you can only configure one type of service.

* The Firewall Threat Defense does not support DHCP clients behind DHCP relay servers; the client
must be directly connected to the Firewall Threat Defense.

» The DHCP server does not support BOOTP requests.

DHCPv6 Server

The DHCPv6 Stateless server cannot be configured on an interface where the DHCPv6 address, Prefix
Delegation client, or DHCPvV6 relay is configured.

DHCP Relay

* You can configure a maximum of 10 DHCPv4 relay servers per virtual router, global (VRF) and
interface-specific servers combined, with a maximum of 4 servers per interface.

* You can configure a maximum of 10 DHCPv6 relay servers per virtual router. Interface-specific
servers for IPv6 are not supported.

* You cannot configure both a DHCP server and DHCP relay on the same device, even if you want to
enable them on different interfaces; you can only configure one type of service.

* Do not select an interface that uses DHCP or PPPoE to obtain it’s address as a DHCP relay interface.

» DHCP relay services are not available in transparent firewall mode or in routed mode on the BVI or
bridge group member interface. You can, however, allow DHCP traffic through using an access rule.
To allow DHCP requests and replies through the Firewall Threat Defense, you need to configure two
access rules, one that allows DCHP requests from the inside interface to the outside (UDP destination
port 67), and one that allows the replies from the server in the other direction (UDP destination port
68).

* For IPv4, clients must be directly-connected to the Firewall Threat Defense and cannot send requests
through another relay agent or a router. For IPv6, the Firewall Threat Defense supports packets from
another relay server.

» The DHCP clients must be on different interfaces from the DHCP servers to which the Firewall Threat
Defense relays requests.

* You cannot enable DHCP Relay on an interface in a traffic zone.

DDNS Service

The firewall's DDNS supports only DynDNS service. Hence, ensure that the DDNS is configured with
update URL in the following syntax:

https://username: password@provider-domain/path?hostname=<h>& myip=<a>.
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DHCPv4 — " —ZRET DI, ROFIEEZZHL TS0,

FIE

AT v 71 [Devices> Device Management] % 334K L. Firewall Threat Defense 7 /XA A ZfRE L 97,
AFw 72 [DHCP]>[DHCP #—/3— (DHCP Server) ] R L %7,
ATv T3 WRODHCP ——DA T a ZRELET,

s [Ping # A 57 7 b (Ping Timeout) ] : Firewall Threat Defense 7 /34 A3 DHCP ping #&1T
DEA LT T M afFoRE I VBB TAD LET, AMEOHFEIL 10 ~ 10000 X U
BT, 774 MEZ, 50 S UBTT,

T R L ADEZEERET 5721, Firewall Threat Defense 7 /3 A AL, 1 D7 F‘I/X z
ICMP ping /37~ b & 2 [RIEFE L TD, £DOT KL A% DHCP 7 74 7> MZEIY 4T

=7,

«[VU—AE (LeaseLength) ]: UV —RXDOHIMMNK T T 20, FIVYTIPT FLAEZT T
A7 v NHBMEHTE DR EALORRE], AR R2EOFFIL, 300 ~ 1048575 B CF, T 7+
b MEI 3600 B (1 F§fE) T,

s =T v KE—F) [HEFXE (Auto-configuration) ] : Firewall Threat Defense 7 /31 A

TDHCPHERXEEZ AT LE T, HEIRETIE, ELEA v X —T7 = ATEELT
W25 DHCP 7 747 > FInBEAE L7 DNS h—s3 FAA 4, B WINS — 30
fE2S, DHCP ¥ — 35 DHCP 7 74 7 Mt SN E4, HERTICLARWES
X, HEIRREEZESIC LT, FIH4 TEEZBNTSZ L TEET,

==

e =T v RE—FR) [f¥—T7=AA (Interface) |: BIRTIHEHAIND A ¥ —
T ARAEEELET, BIELV—T 4 VTR EMZ 72T A ADGE, ZOA U F—
TxA RITa— RN —H A B —T = A AT EE A,

AFvT4 ABBEE AT R DI, UFEEFLET,

cAE =T 2 A AD RAAL B E AT LET, T2b 2. 7734 A% Your_Company R A
ANZHDINEL LINLERT A,

s krYTHETL URAINL, A X —T 2 ATRESNIZDNS =N (74~ 1B
FOeH o &)) BBIRLET, DNS B — & HIBMNT 2 FIEICOWTIE, 1 b
U—7 A7V bOERESIRL T &N,

s Ry TFHT URARINS, A H—T oA ATEKE ST WINS — (FT74~<Y
BLOHZY) IR L ET, WINS V— =287~ 10BMNT 5 FIEICDOV T,
Fy NT—27 727 FOEREBRB LT Z &V,

ATYvF5  [P—s3— (Server) |ZERLCHEM (Add) 1227V Z L, ROATva v EZRELET,
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L72W T 7Z& Wy, DHCP == 8ET 5720121, BVIOKFT U v F)L—7 R
VN A B =T oA AT BRI ST ARMENH S Z EITEELTLEEN,

«[7 KL A 7=/ (Address Pool) ]: DHCP % — S—3MH 45 IP 7 KL AD K P b
& EALOM O TT, IP7 RUAOHEPIL, #RLIZA L F—T oA X LFE LT TRy
N EICHFHETDIHLERHY, A X =T oA AHFDOIPT KL AZEHDLZ LT TEE
NEW.UR

« [DHCP % — %4029 5 (Enable DHCP Server) ]: &R L7=A > ¥ —7 = A AP DHCP
PF—=NEHMMILET,

ATFwF6 [0K]%Z7 Y w27 LT, DHCP y— —DRELHRFELET,
ATv 71 (A7 a ) [ (Advanced) | ZER LT, B (Add) 1227 Y > Z L, DHCP 7 71
Ty MIRTA T arDIFEROZ A T EFRELET,

s [4#7 3+ a > a2—FK (OptionCode) ] : Firewall Threat Defense 7 /34 A (%, RFC 2132, RFC

2562, B XL UVRFC 5510 ([ZREH SN TWAHIEHRAZX(ET D DHCP A7 v a v &R —F L
TWET, A7 a1, 12, 50~54, 58~59, 61, 67, 82 &, 4T?» DHCP 4
Tar (1~255) BHHR—FENTWET, DHCP A7+ 3 > 23— ROFEMRIZ DN T
1Z. About the DHCPv4 Server (1 ~X—37) #ZH L TL &V,

GE)

Firewall Threat Defense 7 /31 A%, f8EE NI4T a DX A 7B LXOMEA., REC2132
WERINTWAA TV arya— NI LTSN TV XA B OMEE —ET 57
EOMIIER LETA, A7V ara—Fe, a— RIEEMT N A 7B X O
EOZEMIZOWTIEL, RFC2132 2B L TL 72 &0,

«[#A 7 (Type) | : DHCPOA 7> a DX A7, EHTE 547 a i, P, ASCIL
BIOHEXBEENE T, IPEEINT D54, [IPT FLA (IPAddress) ] 7 4 —/V RiZ
IP7 RLARAZBIMTH2LENH Y 9, ASCII 2RI 554, [ASCI] 7« —/L RiZ

[ASCI] fE# BT 2 LB N H Y £9°, HEX 1% 554, [HEX] 7 4 —/L FIZ [HEX]
EAEENTH2HLERH Y 7,

«[IP7 FL A1 (IPAddress 1) JBXOIP 7 KL 22 (IP Address2) |: ZDA 7 a >
a—RCTRLIPT FL A, IPT FLURZFIITEMNT 2 FIHRZONTE, Y hT—7
FTT 7 FOERESRL T EI N,

« [ASCII] : DHCP 77 7 A 7> NMIZK 5 ASCII i, XFINZAR—RAEEZDHZ LIXTEE
A,

« [HEX] : DHCP 7 7 A4 7 > MIZK 5 HEXfH, LFHNIAN—R7 LOBETRITIILRY
FHA, X TV T 4 v 7 AEMEHTLZMEITHD /A,

ATy T8 [OK]Z27Vv /LT, A7vary a—ROREEZREFELET,
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ATFvT9
ATy 710

DHePvs 27— kLR H——0@E [

DHCP _X— Y T [f&1F (Save) 127 Vv 7 LTELERIFLET,
DHCP A T 4 » T HRARTHITIE, ROa~w> REFEHLET,
show dhcpd binding

1 -

> show dhcpd binding

IP Address Client-id Lease Expiration Type
10.0.1.100 0100.a0c9.868e.43 84985 seconds automatic

DHCPv6 X +— F L X H—/\—DEXE

AT =ML AT RLUZAHBERE (SLAAC) 7L 7 1 v 7 AZTATHERE L JFE TR 52 7
AT NMIOWTIE, INHD7 47 bR EHRER (IR) 37 > b % Firewall Threat Defense
WZEET DERICHE#R (DNSH—"— RAA 472 E) 2847 5 X 9 T Firewall Threat Defense
EHRETETET,

DHCP IPv6 7 — L DYERK

FIE

ATy T

ATy T2
ATvT3

DHCPv6 ¥— X—Tfli 4% DHCP IPv6 7 —/VZ1ERK L %3, 2 74 7 b+ Firewall Threat
Defense [ZfFHRE R (IR) /X7 v & X(FT 5 &, DHCPv6 H—/3—|L, DNS h—1—£ K
AA & EDOIERAM L E9, DHCP IPv6 7 —/LiE, IR A v — THEETH/NT A—
2EREZRLET,

ZOHREIE, =T v FE=RTORYR—FShEd, ZOKEL, 772720 7 EiF
INATXAZEYT 4 T AR— INEHA,

Objects> Object Management > DHCP | Pv6 Pool % 584k L £,

aod D) 220 0o Lz

DNSH—/IN—L RAL VB ERTELET,
TFECHEAZERLTLHEM (Add) 1227V v 7350, [f>AR—F (Import) |27V 27 L
T, TVIU I AREIFTA T 8 A 2 H—7 = A AT Firewall Threat Defense 7 DHCPv6
P—=R=EBGE L7212 EORT A2 2R LET, FEITREINTZ T A=K LA
VIR— FENTNT A= EHAEDRETHEATEETS, RAUARTA—FEFETHREL.,
MO [A A=K (Import) | ZEHT L Z LIFTEEHEA,
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Add DHCP IPv6 Pool ®
Name &
[ pooll ]

DNS Server Domain Name

[ 2001:DB8:11 ] Add [ example.com ] Add

C] Import [:] Import

B 2:EDA vR— k

Add DHCP IPv6 Pool ®

Name

[poor ]

DNS Server Domain Name

Import I Import I

ATV T4 FOMDY—N—F T arvrEHELET,
WDOP—N—=DRKAAL L HEIPT RLAZERTEET,
*+ NIS
« NISP
* SIP
« SNTP

o Add BBz 0o LET
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B FOMDY—N—F Ty

Other Server Options

b) [A 7= (Option) | TH—N"—X A THBEIRL, FASRZ LT FLR%Z TETER
T50, [ AR—b (Import) ] AN LET,

$:H—N—DFAAVEET RLADER

Add Server Option ®

Option

[NIS v ]

Domain Name

eng.example.com O

D Import

Address

Import

[ A—b (Import) 1Z4EETDE, VI 4 I AT IAT Vb A v X —T = A
A C Firewall Threat Defense 7% DHCPv6 H—/S—nLHUEG L7z 1 DL ED /T A — 2 R3MEH
SNFET, FEITHRESNIL AT A= LA VR — NINT/NT A —F BB TE
HATEETN, FEARTA=FZFBHTREL, 22 [ A —F (Import) | ZEHT 2
ZEiITEEEA,

) [RTFE (Save) 1227V v 7 LET,

d) B N—F AT TZOFNEEZMEY KL ET,

2Ty TE (R (Save) |27V v LET,
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N—OFEHIE

Z DT —/VEIDHCPv6 — _"—THif LE9, [DHCPv6 A7 — kL A% — —DF (10
R=) | BB LTLEEN,

cLRY—N—DEDE

AT —=FLAT7 FLAABRRE (SLAAC) &7 L7 1 v 7 AZ(THERE L IFECTHER T 22 7
AT APV6 T VT 4 v 7 AFEALT A4 T > hOAME) ITHOWTIE, ZhoDr FA4 T v
M AMEHER (IR) 734 » k% Firewall Threat Defense |2 1515 9 2 BRI (DNS Y— 33—,
RAA 472 8) 2444 % X 9 |2 Firewall Threat Defense % % & C& £, Firewall Threat
Defense (IR /X7 v hDOBREZIF T, TRVAEZZ FTA T MIEIDV Y TERA, 7747
Y RAMBEDIPV6 7 LA ZERNT 2 X O ICRET DR, 7747 FTIPve HERREL
A LET, 24T P TAT— LV ARBEREZANCT DL, V—F T RRZA X
AU P A=V TRELIZF VT 4 v 7 A (Firewall ThreatDefense X 7 L 7 4 v 7 AR %
FHLTZELLET LT 47 R) IZHSNOTIPVG 7 RLARRESNET,

ZOMREIZ, V=T v FE—RTOHRYR—hInET, ZOEIE. 7722V 7Eit
NATRAZEVT 4 TEYR—FShEHA,

1R BHHIIZ

DHCP IPv6 7 —/L A7 =7 hZBINL %9, DHCPIPv6 7 —/LDIERL (7 2—) &M
LTLEEN, ZO0OF 7V =7 ME, RAVE—JIZEENIV—R—NRT AL EZEHELZE
ﬁ‘o

[Devices> Device M anagement] % 3% L T, Firewall Threat Defense 7 /N1 A (Zxt L T [Edit (£%)]
Vw7 LET, [ ¥—7xA A (Interfaces) | X 7 NT 74/ h TEIREINFET,

WMETDHIA LV H—T A RAEdt()E2 7Y v 7 LET,

[IPv6] X—T %7 Vv 7 LTHhbH, [DHCP]Z27 Uy 7 LET,

[DHCP#—/3—7"—/L (DHCPServerPool) 1% 7 U > 7 L, BNIMER LIcA T ¥ =7 R &R
LET,
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Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configuration Manager Access

Basic Address Prefixes Settings DHCP

(] Enable DHCP Client [] Enable DHCP for address config

(] Enable default route using DHCP Enable DHCP for non-address config
@ DHCP Server pool O Client PD Prefix Name

l pooll v ]

AT 75 DHCPV6 —/N—(Z DWW TSLAAC 7 74 7 > MZ@HT B2, [7 R L ALA O E CTDHCP
ZHNZ3 5 (Enable DHCP for non-address config) | & 4 /12 Li‘?‘o

Z D77 7%, DHCPv6 725 DNS ¥ — 13— 7 R L 272 EOBIE#R O Bf51Z DHCPv6 %1
THVENSHDZ L& IPV6 BERRTE Y 74 7~ Ma@mLE7,

AT9FT6 [OK] &2V vr LET,
ATy 7T [Save (RE) 127V vr LET,

Zh T, Deploy>Deploy IZBEIL T, R —%2E Y Y4 TTF A AT FaA LEd, &
BEARITEAT LI ECTHASETA,

DHCP UL — I —C 1Y FDERE

A B —T =2 A AT%E L7z DHCP K% | ©F 721384 DHCP % — \Z#sik3 5 X H 1

DHCPY L —T—Y = hEFHETEET, DHCP 7 7 A 7 b, 4D DHCPDISCOVER
Ayb—VERETHEDIZUDP Ve — RX vy XA haEHALET, Eshi-xy hU—7

WZOWTDOERN T 74T 2 MIIBRW=HTY, h—R"E2EGERh\Ery hU—27 &7 A b
W27 547 b3 B84 . Firewall ThreatDefense 7 /34 A X7 2 — RKE¥ ¥ A~ T 7 4 w7
ZHRE L7z, UDP 77— R% v X MIBEFIEEINLET A,

7u— K% ¥ & &5 L TV 5 Firewall Threat Defense 5 /XA Z DA > Z—7 = A ZH DHCP
BERAERDA L F—T 2 A ADODHCP P — "—|[ZHEET D L IICRET D L. 20N Z T
TEET,

N
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ATy T
ATvT2
ATvT3

ATv74

ATy TH

[Devices > Device Management] % i%4R L. Firewall Threat Defense 7 /XA A Z s L £3,
[DHCP] > [DHCP Y L— (DHCP Relay) ] #E&{R L £7,

[IPv4Y L—% A 57 7 & (IPv4 Relay Timeout) ] X N [IPv6Y L —% A A7 7 & (IPv6 Relay
Timeout) ] 7 4 —/v K i, Firewall Threat Defense 7 /34 A3 DHCP J L —T— = hDH
A LT T N ERFFORFMEZMBEMN TCAN LET, ARRMEOFMIL. 1~3600TT, 77 4/L
~MEIE 60 BT,

EALNT 7RI, 2—HLVDHCP YV L —x— 2 hENTT RL A Iy xo— a3 T
ﬁ—o

EE) [TXTCOFEREEET S (Trust All Information) ] 241N L T, $XTDHI AT
VhRAUE—T oA AEFEETEXDHA L H—T A AL LTRELET,

DHCP Option 82 #5595 7-0DI1C, A v X —T =2 A ABEHETELA X —T =2 f AL LTE
£ T %9, DHCP Option 82 /%, DHCP ZX—tE' > 7B I WNIP V—R H— FD7=HIT, X7
VAR —LDAAL v FBLION—ZIZL o THEHAEINET, . Firewall Threat Defense
DHCP J L— = — = R Option82 # 7§ TIZHE L7 DHCP /N7 v h & E L TH . giaddr
T 4= K (=2 N EEET BRI, Vl—o—V 2y M Lo THREINT
DHCP VL —=— = b7 RLRAEZRRETDHT7 4 —/V F) B OICHEINTWDIGAEIL,
Firewall Threat Defense (3% D37 » & FT 7 4V FTHIBRLE T, A v X —T7 = AZ{FHT
DA LH—T 2 AR LTHRETHIZ LT, Option 82 A MiFF LIcE ENT vy FEHLIETE
£,

[DHCPV L'—T— = > | (DHCPRelayAgent) ] T, [iB (Add) %27 V27 LT, ATD
FFarERELET,

e[ #—7x AR (Interface) |: DHCP 7 74 7 > NI SN TWDHAL L F—T = A
X0

« [IPv4Y L —% 4750295 (Enable IPv4 Relay) 1: Z DA > % —7 = A AT IPv4 DHCP VU
L—a RN LET,

e Jb— FEXE (SetRoute) ]: (IPv4 ) H— =50 DHCP A v tE—Y DT 7 4L b
JF—hUxA T R A%, JtODHCP K% U L—L7ZDHCP 7 7 A 7 » MTik biT\
Firewall Threat Defense 7 /3A ADA ' H—T =2 A4 ADT RVRAZEELET, ZOT 7
arEITH L. 7747/%1 E YDT 7 4V hb— M EFE LT, DHCP — 3 —
THELDNVL—EZDIEEINTWALEA T, Firewall Threat Defense 5 /3 A& RA b
é:&ﬁf%ifoN#ybWK?7jwk@w—&ﬁﬁvayﬁ@Hm@‘Hmmu
ThreatDefense 7 /XA AL, TDA L HZ—T 2 A ADT RLAZEGZILTWNLT 7 )Lk L—
2 EBMLET,

«[IPv6 V L —%FH%NZ3 2% (Enable IPv6 Relay) |: Z DA > % —7 = A AT IPv6 DHCP Y
L—Z B LET,
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ATYT6 [OK]Z27 V27 LT, DHCP Y L— =—V = FOEEEZRFEL E T,

AT w71 [DHCPY¥—/3— (DHCPServers) 1% 7 C, [iB/ (Add) 122V v27 LT, AFOAT v =
ERELET,

IPv4 —"—=7T RLABIOIPV6 — =7 FLUARFE LY — "=/ L TNTSH, fé#ls]D
TR YELTEMLET,

o [%—s3— (Server) ]: DHCPH—_—DIPT KL A, Ray 77Xy JASNLIPT K
VAZBINLET, FMA512E, REZRL TSN, Xy hTV—7 7V
7k DYER

o[ H—T x4 A (Interface) ]: FEE D DHCP »— =N SNDHA LV H—T = A A,
DHCP VL — x—T =z hE DHCP #—"—% RILA L F—T =2 AIHKETHI &
IXTEEY A,

ATv T8 [OK] %7V 27 LT, DHCP #— "—DEF#{REHFELET,
AT w79 DHCP _X— T [fF (Save) 1227 U v/ LTEREBEFLET,

X4+ =y DNS DEETE

A2 —=7xA ATDHCPIPT RL vy 7 aMHLTWAHYA, DHCP Y —ANREH I LD
ELEIDYSTONEIPT RLABNEESND ZERH Y £3, 5EREM AL 4 (FQDN)
EHEALTA 4 —7 = RCHETEX HLERHDHE, ZOIPT FLADEENFEKT
DNS #—_—p ) Y —2 L a—F (RR) B"E<RLAMEMENRHY £3, #1473 v 2 DNS

(DDNS) &, IP7 FLVAEIIFA MPEEINDHT-IIDNS DRR ZHH T 25 A =X
ATY, DDNSIZAL T 4 v 7 £12[X PPPOEIP 7 R L v v ZIC b I TE £,

DDNS CiEDNS +—/X3—D ARR & PTRRR ZHH L £, ARRIZIILFIMNDHIP T KL A~
D=y T NEE . PTRRR TF RL ARy B 7 ENET,
Firewall Threat Defense TiZ. X® DDNS #&F 5 AVHR— L TWET,

« FE#ED DDNS : %0 DDNS ¥ 5 X% RFC 2136 TEHRINTWVET,

Z ® ATl Firewall Threat Defense & DHCP ¥-—/3—"C DNS %k %2 H L C DNS @
RR Z#H L E 7, Firewall Threat Defense & 72X DHCP #—/3—|%, ©—7% /L DNS #—
N—IZR A PAIZET DA KD D DNS ERZEE L, ZOIREIZHE ST RR 27T
HTDHAA L DNS —"—ZFE LET, £D%, Firewall Threat Defense & 72 (% DHCP
P—=/N—InB5 A A 2 DNS Y — " —([CHFERDEZEESNET, R T IV A%
WITRLET,

« Firewall Threat Defense T ARR Z ##7 L. DHCP ¥—/3—TCPTRRR % ¥#T 5,

i#% . Firewall Threat Defense 7 ARR % [P | L, DHCP #—/N—73PTRRR % [
Bl THD, MGFOTT 07 ¢ CRBNCEFH 2 ERTHMERHY £3, IPT K
LVAETIIARARA MR EFE SN S L. Firewall Threat Defense 7> & DHCP Y—/3—|(Z
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B s r=vronsoze

DHCP Z:k (FQDN 47> 3 v & &Te) HiEfE 341, PTRRR O H & FR T 5 M5
DHDHZENEMINET,

« DHCP —/ "—T ARR & PTRRR Olj & EHT 5,

Z D3 F VU FiX. Firewall Threat Defense (Z A RR % B4 AMERE S 22 WA L
F9, IPT7 RVAEIIHFA MPEHE IS & Firewall Threat Defense 7> & DHCP
P —/3—|Z DHCP #k (FQDN #~7'v 3 > & &) k(g &4, ARR & PTRRR O
FHaERTHLERDD Z ERBEAMINET,

‘EﬂF:L)?40)*_75*?3%4‘/DNS‘H‘~/*‘—®%1¢ INUT, BRI AHEZRETE
9, =& 2iE. BE9T7 R LU ADEE . Firewall Threat Defense Tilj 7D L 21— KO F %
A LET,

Web : Web 5575 ClZ, DynDNS U E— k API {14k
(https://help.dyn.com/remote-access-api/) Z{FEH L E7,

COHFKTIE, IPT FLAFELIIRA MEPETE XI5 L. Firewall Threat Defense 725 7
J7 2 NERfo T D DNS 7' 31 X —(Z HTTP ERNEEE SN ET,

GE) Ao v % —7 = A AD>D zero-touch provisioning % Fl L TR SR S 72T /3 A AD4E . DDNS
I% TfmcOnly) FNZEFEH L CTHBEICADNCZR Y £3 (Web F L [FER) . 2oL
zero-touch provisioning 7 /3N A TOAEHTEET, ZOEmEZEZHEHL T, ZOHFXO—FHD
F7Fva i Lz, FRAEHIRL CHIOFREZHE LY T&EE T, zero-touchprovisioning

DFEHNZDONTUE, VY TAESEFEH LT A 20BN (B yFraeya=7)
EAREESRL TS,

[DDNS] ~—1%, DDNS (ZB# 3% DHCP — N\—FEDHKE LR — L TWET,
S

GE)  DDNSIIBVIELIZT Y v I N—T DA N—A L Z—T oA ATIIHR—FINEEA,

4R8O SRS

« Objects> Object Management > DNS Server Group ¢ DNS — — 7 /L —7 %4k L |
Devices> Platform Settings DA > % —7 = A AIZXF LTI /V—T7Z [T L, Threat Defense
R —FERRETITMmMEL T, [DNS| 227 U 7 LET, DNSESH LTI EE0,

e TINA ADKRA ML EEHTE LEJ, Firewall Threat Defense DIt~ 7 v 72 E(TT 5
& &, F7ziXconfigurenetwork hosthame =2~ > R&ZfFH LT, "A M EHRETET ET,
AV B =T 2 A AZLIZHRA MERTE LRWEAIE, T3 ADOKRA MMEA S E
‘j‘o
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[Devices > Device Management] % 134K L. Firewall Threat Defense 7 /XA A Z s L £3,
[DHCP] > [DDNS] %3241 L £7,

FEUED DDNS )72 : Firewall Threat Defense 7> 5 ¢ DNS sk #F 50124 % X 5 |2 DDNS #3517
REHRTELET,

T _TOEREZ DHCP ¥ — X —THEITT L5548 1L. DDNSEFHHFREZHRETHILE LIS 4
/Uo

a) [DDNSH¥#H 5z (DDNS Update Methods) ] C. [[BM (Add) 1 %7V >27 LET,

b) [AY > F4 (Method Name) | Z#%E L £7°,

c) [DDNS] %7 VU w7 LET,

d) (&) [Update Interval] T, DNS ZROFEHMREEHELET, T 7 + kTt TR
TOfEN 0 IZFRE S 4L, ET%VXiﬁiTX%%#WEéﬂéﬁ W HHTELR N ELE &
nET, EREZTEHWIZEET HI21E, [Days] (0~364) . [Hours], [Minutes], [Seconds]
THIMRZRELET,

e) Firewall Threat Defense A #7192 [H#7 L = — K (Update Records) | #FXE L £,

Z OB, Firewall Threat Defense 20 HEEEFEH 5 L a— FIZOAEEL 9, DHCP
P—R—THEHTHLa—FEBETAHIIE, A F—T oA AT FERITTa— L
DHCP 7 A7 v MREEITVWET, A7 v 75 (16 X—2) 2L TILEI,

« [KEF (NotDefined) ] : Firewall Threat Defense 7> 5 > DNS i & HZhZ L £,

* [AB X OPTROE L 2 — K (Both A and PTR Records) ] : Firewall Threat Defense C A
RR & PTRRR O &2 HH 425 L IICHRELET, A¥T 4 v 7 £72IXPPPoEIP 7
KLy Ziid, 2oF7varvzEALEd,

*[AL=—F (ARecords) ] : Firewall Threat Defense “C ARRDLZEHTH L HICHTE
L %9, DHCP#—/X—TPTRRRZ HH 7T 25 ZOFTvarEFEALET,

f) [OK]Z27 VU vZ LET,
g) ZOHKE ATy 75 (16°5—Y) TAUE—T A RZHEIDYTET,

Web J577X : Firewall Threat Defense 7> 5 > HTTP HHZ:k 2 A 20272 KL 5 12 DDNS H 5

EERELET,

a) [DDNSH #/7z (DDNS Update Methods) ] T, [[EM (Add) 1%#7 Vv LET,

b) [#AY v K4 (Method Name) | 2 E L £,

c) [Web]zZ7 VU7 LET,

d) [Web®#H ¥ A 7 (Web Update Type) ] %. IPv4, IPv6, F72iIxM DX A TDT KL A%
BHTHEIICERELET,

e) B%bUMJ%??fbi?’:%ﬁLRL%?iELiﬁ}L%EELRLKfNVTH\Dstm/ﬁ

WA DR T30,

ROWL AL ET,

DHCP 35 & Uf DDNS .
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https:.//user name: password@provider-domain/path?hostname=<h>& myip=<a>

i :
https:/jcrichton:pa$$wOrd17@domains.example.com/nic/update?hostname=<h>&myip=<a>

(f£#) [Update Interval] T, DNS ZE RO HEHRHIEAHEL T, 7 74/ FTIE, T
TOMEPNOICERESIL, IPT RUVAEITARA AN ERIND TN FFER D IEE &S
nET, BREZTHWIZEET HI21E, [Days] (0~364) . [Hours]., [Minutes]. [Seconds]
THlREHRELET,

[OK1 %227V vr LET,

ZOHRE AT TS5 (16°3—Y) TAUH—T=AAITEHY Y TET,

Web % A 7" )57 DDNS O34 1%, HTTPS ##5¢HH ¢ DDNS - — SGEIEDRRGED 72 912
DDNS H—/3®D/L— k CA LB 20 ERHV 3, A7 v 79 (18 X—) 5L
TLTEEW,

DDNS DA v H—T 2 A AHREL LT, DA F—T =2 ADOEH A, DHCP 7 74 T

a)

b)
<)

d)

RHE. RA MR EERELET,

N

[DDNSA ¥ —7 = A A% 7E (DDNS Interface Settings) ] T, B (Add) 1227V w7 L
£

Ke w720 Y A )b [Interface] 28R L E T,

[DDNSH #75. (DDNS Update Methods) 12— TERK L7=[ A ¥ > K4 (Method Name) ]
Vit N D= S I

(lE#> DDNS 53) T _RTOHEH %4 DHCP — "—THEITTHHE51L. TREE Y 4T
HLEITH Y £/ AL

DA B =T A AD [ARA M4 (Host Name) | #XE L E7,

RAMERE LRSI, T34 ZAOKRA MAMEH SN E4, FQDN Z#5E L
%A, DNS —NR—F N —TDFT 7V D RAL Y (RET (7 £721ZPPPoEIP 7
FL oy Z7OBE) . £721EDHCP —/S—0D R A A 4 (DHCPIPT RL vy 7D
A NEMmshET,

BEUED DDNS 7550 1 [DHCPY 7 A 7 > RIS BEHT 2R 2 DHCPH — 3 — (22K (DHCP Client
requests DHCP server to update requests) | C, DHCP — _—THHTHL a— REfHEEL
7.

Firewall Threat Defense 7> 5 DHCP $—/X—{Z DHCP 7 7 A 7 FERNEEINE T,
DHCP #—/3—%{ DDNS 20 AR — b T2 L VIR ETHMLENRHDH Z LIZERELTLEE
W, = N3 TA TV PEREZITANDLOICHRETEAIEN, 794 T b
F—R=TA R HZEbTEET (ZOBHA, V= —TETLTOLEHES TAT
VRTEITLEWEICITAT Y MISELET) &

ABT 47 FETIZPPPOEIP 7 KL v v VDA, ZNLOREIXEHSINET,
GE)

ZHBOfEIX, [DDNS] _R—Y T, TR_XRTOA ¥ —T oA AX LTI a—rVUITHE
TAHZELTEET, AV F—T A AT LEORTEIL, Vo —ULRTELY BERINE
7,
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o [AE4 (Not Selected) ] : DHCP ¥—/3—~D DDNS ER AWz LET, 7747
> R TDDNS H#Hi &2 FR L7 < Th, DHCP ¥ — N—nbEHEZHETH LD ITHRE
TEET,

«[®EH 72 L (NoUpdate) ] : DHCP — _—THHFEZFTLRWVWIHICERLET, =
DF%EIE. [Both A and PTR Records] & A #5(Z L 72 DDNS B8 520 & it L ThERE L %
ﬁqo

« [PTROZ (OnlyPTR) ] : DHCP #—/3—TCPTRRR D W H % F/T9 5 L HIZER L £
T, ZOFXEIX. [A Records] ZH %2 L7- DDNS BEH 7 & U CHEE L 97,

* [AB L OPTRDHj L 2— R (Both A and PTR Records) ] : DHCP #—/S—TC ARR &
PTRRR O GOFEH 2 FATT 5 L OICHER L EF, ZOETIL, DDNS HH 7
A B —T oA AZEET D METH D FH A,

f) [OK]ZZ2 Vv LET,

()

[#AF 3~ 7 DNSHEH (Dynamic DNS Update) ]#% €%, Firewall Threat Defense ¢ DHCP H—
N2 [T 5L EDDHCP H— = EICBEE L ET, G WTIE, A7 v 76 (17
N=) AL TSN,

Firewall Threat Defense ¢ DHCP —/3—%&Hh23 5 &, DDNS @ DHCP H—/N—3%7E % 1
KTEET,

DHCP % — _—%HMNZ T 5I21L, DHCPv4 — "—Di%E (53—) 2L TS
W\, DHCPZ T A 7 > hDMEHED DDNS i K& 2355 O — " —OEEE ik T X
FI, PN EHFHEIATTIHEEIC, 7 T7A T bO U —ARMRYIICR D (FEHSh
20N HAL —s3—F, DNS B — =3 HY LT\ /Z RR ZHIRT 2 K o128k L9,

a) V= N—FREIL, TR T L, A V=T A AT LITHERT S D
TEET, Z7e—"ULBEICOWTIEL, AA 2D [DDNS] X—Y 25 LT ZE0n, A
VH—=T 2 A AT L DEFEIZOWTIE, [DDNSA ¥ —7 = A AFE (DDNS Interface
Settings) | X—TEZML T I, /1 V¥ —T =2 A AREIF, 7o —ULREELD b
BhREhET,

b) [#A47F v Z7DNSEH (Dynamic DNS Update) ] G, DHCP ¥ —/ 3—HE #9425 DNS RR
R LT,

o [REER (NotSelected) 1: 7 74 7> "HBFER L72HATH,. DDNS EHIIMENIZ 72 -
TWET,

« [PTR®DZ (OnlyPTR) ]: DDNS 8 &G4 LE3, [DHCPY 74 7 MERDA—
/N—F 4 K (Override DHCP Client Requests) |fXEZ AT H &, P —/3—]T PTR
RROAZZEFH LET, TNLSNDOHE, b—"—137 T4 7 FRERTLRREZE
HLET, 7747 MBRFQDNA 7Y a o CHEFERZIXE LR WEE, — 33—
IXDHCP A7 3 > 12 TR SR A M &fH LT, ARR & PTRRR Dl 5D
B aZERLET,

DHCP 35 & Uf DDNS .
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* [AB X OPTROl L 22— K (Both Aand PTR Records) ] : DDNS ®E# & A4z L £ 9,
[DHCPZ 74 7 RNERDA—s3—7 A R (Override DHCP Client Requests) | i%iE %
BT B E, —"—ZARR & PTRRR DOl 5 ZHH L£3, TNUSNDEA.
PN Z7 TA TV "R ERTDHRREFEH LET, 7747 FXFQDN 4+~
Ta UTHIRESR ARG L WGA . —/3—ILDHCP A7+ 2 > 12 Tt Shic
BRAMEMHEHALT, ARR & PTRRR OO FH 2R L £,

¢) DHCPZ A7 v MIXoTEREINTEEHT /v ar it ——F 4 K9 5HIZ1X, [DHCP
7747 v NERODA—/N—F 14 K (Override DHCP Client Requests) ] 24 12 LE T,

B N—lF . BLRNRA—N—T A RENFZDT, F—A—TEFLTVEEHE S T T
VRTEATLAVWESIC ST v NORE LET,

(fEE) —MXAJ72 DHCP 7 74 7 v FixiEx ik LET, Zh 6O E X DDNS IZIFFE%R S

D ERAMN, DHCP 7 54 7 > FOBEICEMR L TWET,

a) [DDNS]"<— T, [DHCPZ 747> b7 u— K% ¥ X hZH4ZT % (Enable DHCP Client
Broadcast) ] &4 212 LC, DHCP —/N—2 DHCP jt-E%2 71— R¥ ¥ XA b5 L 91IZ
sk LEd (DHCP A7 ar1) ,

b) T 7 AN FONEERTHITIE/RL . A7 T a2 61 O DHCP ER X7 v FNICERAF &
7= MAC 7 KL A %5819 521X, [DDNS] >[DHCPY 5S4 7> MDA V32— x4 R
(DHCP Client ID Interface) 1T, [ TIRE/RA » % —7 =1 A (Available Interfaces) ]
VAP A U H—T =24 AR, B (Add) 27V v 27 LT, TNnE[BRLE
A H—7xA A (Selected Interfaces) ] U A MBI L £,

W OMDISPITA v H—T 2 A ADMAC T KL RIZF T 3 v 61 BDMLETT, MAC
7 RUARDHCP R A7y MIEFENTWARAWES. IP7 RLAFHEY S ToHREY
Ao ZODOFRTITDDNS L ITEFEGERH Y FHADN, — AR DHCP 7 S5 A 72 FOHRET
7,

[7/34 A (Device) ] X—Y C[RTE (Save) 127V v/ LCEFEERIFLET,

Web 7 DDNS O #5413, HTTPS #fi /i @ DDNS H— GEHEOKFED 72 %2 DDNS H—

NDN— |k CA bFAITHVLEN DY £,

KIZ, DDNS H— 3D CA % T A haRA v b & LTEMT 2602 7R L ET,

a) DDNS % —_—D CAGEHEZIGE L ET, ZOFIETIL, PEMEREMHEH LIcFH#1
AR—=FERLTWETR, PKCSR ZHEHTHZ L TEET,

b) Firewall Management Center C, [Devices> Certificates], [:BA0 (Add) | DIEIZEIN L 7,

¢) [F/ 1A (Device) 1 &38R L, Add (T %2 U v 7 LET,
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Add New Certificate ®

Add a new certificate to the device using cert enroliment object which is used
to generate CA and identify certificate.

Device*:

[ 5516X%-4| v]

Cert Enroliment*:

[ Select a certificate entroliment object v] -

[FERAE D 5% DIENM (Add Cert Enrollment) | ¥ A 7 7Ry 7 ANFRINET,
d) KDO7 44—/ RIZASL, [BR1F (Save) 1227V v 27 LET,

DHCP & & Uf DDNS .



DHCP £ A DDNS |

B 7 rzvrmsonx

Add Cert Enrollment ®
Name*

[ CiscoRootCA ]

Description

| |

CA Information Certificate Parameters Key Revocation

Enroliment Type: [ Manual h

CA Only
Check this option if you do not require an identity certificate to be created
from this CA

CA Certificate: -- Paste CA certificate in PEM
format here.You can leave it
empty to generate CSR without
the CA certificate --

Validation Usage: IPsec Client SSL Client (] SSL Server
[:] Skip Check for CA flag in basic constraints of the CA Certificate

D Allow Overrides

« ZRTE AT LET,

« [&8%% 14 7 (Enroliment Type) 1> [F8 (Manual) 2R L 7,
* [CADZ (CAOnly) 127U >y7 LET,

c AT w7 9a (18 X—Y) OCATHFARELYFFET,

e) [R%TE (Save) 15227V v 7 LET,
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Hae Minimum | Minimum | 2£48
Firewall Firewall
Management | Threat
Center Defense

Configure DHCP relay |7.2.6/7.4.1 |3 n> |Upgradeimpact. Redo any related FlexConfigs after upgrade.
trusted interfaces from
the Firewall Management
Center web interface.

You can now use the Firewall Management Center web interface to configure
interfaces as trusted interfaces to preserve DHCP Option 82. If you do this,
these settings override any existing FlexConfigs, although you should remove
them.

DHCP Option 82 is used by downstream switches and routers for DHCP
snooping and IP Source Guard. Normally, if the Firewall Threat Defense DHCP
relay agent receives a DHCP packet with Option 82 already set, but the giaddr
field (which specifies the DHCP relay agent address that is set by the relay
agent before it forwards the packet to the server) is set to 0, then Firewall Threat
Defense will drop that packet by default. You can preserve Option 82 and
forward the packet by identifying an interface as a trusted interface.

New/modified screens: Devices> Device Management > Add/Edit Device>
DHCP > DHCP Relay

DHCPv6 A7 — kL2 |7.3.0 7.3.0 Firewall Threat Defense (%, DHCPv6 'V 7 4 v 7 AHEET T4 T b
e PREAT S L &2, BEODHCPV6 AT — b L A — \—% P R— |k
TBHELHIZ7 F LT, SLAACZ 7 A 7 b Firewall Threat Defense
WIE#ER (IR) N7 v b &X(E9 5 &, Firewall Threat Defense (% N
AA 5T EOMOEHR%E SLAAC Y 74 7 > MRt L £ 7, Firewall
Threat Defense |Z IR /X7 v SOOI EZITFITF, T RVARE 7 74T
MZHEID B TEHEA,

R S VT

« [T/314 R (Devices) |>[T/ 1 REHE (DeviceManagement) ]>
[ 22— 4R (Interfaces) | >[4 2 —7T =4 XRDEBM/RE
% (Add/Edit Interfaces) ] > [IPv6] > [DHCP]

[TV b+ (Objects) 1>[ATP Y FEE (Object
Management) ] >[DHCP IPv6—JL (DHCP IPv6 Pool) ]

BT Sz~ K : showipvé dhep

DHCP 35 & Uf DDNS .
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TIFKRET A FDORFIAVNESBIZS,
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