[Realms]

ROBMEY 7T, VALETAT T 47 4 RY—IZOW T LET,
s LILADT AU AT (13—)
o LV ADOEMEEFHESME (1 _—)
* Microsoft Azure AD (SAML) LV A& ERT 5 (22—2)
* LDAP L /L A %7213 Active Directory (AD) LV ARBI VAL AT 0 L7 F U B{ERT 5
(32 =)
LIV A= U A AER T D (57T R—)
« 78 AR A A AZHEIZ K L C Firewall Management Center 2595 : FIE (58 <X—)
c LILVAEEHT S (67 R—)
c LIV AERET D (67 =)
sl hba—HY—nFyrun—F eI a— TS5 (68 —Y)
« LIVADIERE (77 ~—7)

LILLD A REH

Threat Defense License

(E=0

LILLDEH EFHRFEH

Model support
EE

Supported domains

Any

[Realms] .



[Realms] |
B Wicrosoft Azure AD (SAML) L 1L L £ 4ER S B

User roles
e Admin
» Access Admin

* Network Admin

Microsoft Azure AD (SAML) L )L L Z1ERKT 5

Microsoft Azure Active Directory (AD) (BIfE4: : EntralD) L /LA, /Ry U7 EBAEEIET
7T A4 TRRED W TN TE £,

EBEEBEFNILIZSGAIE. ZOFRIBETHEAHAIND T X TOEHEL AR T ILERNDH D F
T, FHLWF 7y &L, BEOF 7y bEREL T ZSW, STk, 28
BHET S OMERR] 2L TLKESY, BEEMEYR— TR —47 V=7 b

Ny L JEREE
Ny T ERERL, 22— —723 Cisco ISE TERAFES N D & X2 EL T,
=P =L T N—T DV RY M OERIIGCT, KOG T a URERATEET,

* CiscoISE Z2—H—D U RY Y & LTHEHAT 2121E, EntralD 2 LTy 7383
ZEITLET, T OWTE, FEZHLTIEIN,

s U Y—ZMA DAY — RNa 7 A NEREZFEHT D EntraID & Cisco ISE (22T
(4 =)

* TEAP/EAP-TLS Z{# 9% Entra ID & Cisco ISE (22T (5 _X—)

«EntralD B 7N —F &2 F v rn— KT 584,

Entra ID O EDFEMICOWTIZ. 23y 7285 O Microsoft Entra ID Z /4% (7
N—=) | EBRLTLLEIN,

777"{ jnn..\n

T T 4 TR, PR ERRRE W DB BRI G T A AR TRRAES LD & EFITHAEL
i?‘ TIT 4 TRREEFR Y T T A TR N ESMHINET, T T 4 TRERETIEE . Ny

TRREER L 2—Y—V R P Y 2 HLEF (Bl & LT, ISEASE-PIC, TS =— =
]\ . B X Passive Identity Agent [Z/3> 7 DHTT)

Microsoft EntraID # % ¥ 77 4 7 iR—X )L & U TEMAT 521X, == —3—3 Entra ID CTRRIES
NAHEZVERHY £, UTORMOEEBEREHSIT 272012V T4 TH— gy <w—
7T v 7 ERE (SAML) MEA SN D729, ZiUE SAML LV A LRI E T,

o — VB X7 1A Z— (Secure Firewall Threat Defense 7 /XA A F 72 (ZFFEE R O X(E 50T
INAA)

«ID 731 Z— (Microsoft Entra ID) .

. [Realms]


management-center-device-config-77_chapter5.pdf#nameddest=unique_203
management-center-device-config-77_chapter5.pdf#nameddest=unique_203
management-center-device-config-77_chapter5.pdf#nameddest=unique_198

| [Realms]

SAML 1%, OASIS fEH#E(VHIRIZ L » TS SN -4 — 7 v 7o BT,

1% 3 JEREEME I+ Microsoft Azure AD (SAML) 2 £k 3 % 5% .

[SAML O] #Z L T &V,

FEAMZ W T,

KT B HFE (16 3—) | #22RLTIEIN,

FEAMZ OV T,

Microsoft Azure AD (SAML) realm for active authentication (captive portal) % {

/N < JEBEE A 1+ Microsoft Azure AD (SAML)Z {Epk 9 5 Ak

Z® KE w7 TIL, SecureFirewall Management Center & {195 /X o 7 383 H Microsoft Azure
AD (SAML) L /LA (BifE4 : EntralD) 1ERIF D % A 7 1o TR L £ 9,

FIE

AV RFEEETIVa Y

E:)

&

Dynamic Attributes Connector % - &—7

Mz LT,

Dynamic Attributes Connector {3,
Microsoft Azure AD (SAML) L /L L % fifi
T 272DITETT, &PNATHIZ &
b, LILADIERRHCAECT 228 b
TEET, FMIZ OV TIL, dynamic
attributes connector O H N &2 S LT
<IEEWY,

ATvT2

Microsoft Entra ID Z#§% L £9°,

A X IANT DRy T w7 Microsoft
Graph API ~D7 7 & AFERDOT 7"V
r—ar~offE BEEr 7 OFME
728, W DMDFREH AT DBLET
7

2R 7 EREEA O Microsoft Entra ID %

2 (7T~—=2) 22RLTE
SIS

ATvT3

Cisco ISE Z#3% T L £,

ISE# R ET D HEIL, =—HF =BT X
T L TERAET D HIEIC L > TR £
T, FEMIZ DOV TIE, Microsoft Azure
AD (SAML) [f11} @ Cisco ISE % #1% 95
Tk (6_—V) L TLES
AR

ATv74

CiscoISETAF T 4T 4V —A%
Jﬁbiﬁ—o

TATYT 4T 4Y—AZED | ISE
¥, Secure Firewall Management Center &
DIBEDFTREIC R D £7,

ATy TH

Microsoft Azure AD (SAML) L /L A DF%
L ERETBSF L ET,

Z OEITIX. Microsoft Entra ID {2 - 7F
ENTNWDZTFA4T 2 MIDITF >k
ID, 77AT7 =2y h2ED
HHRPEENET,

[Realms] .


https://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0.html
management-center-device-config-77_chapter76.pdf#nameddest=unique_1367
management-center-device-config-77_chapter76.pdf#nameddest=unique_1367

B - xuE0/ 27— oy 1 LEREGERT 5 EntraID & Cisco ISE (DL T

[Realms] |

ARV RFERETIVa Y

B8

ATvT6

LILAZRTE L CHERLET,

TR Aaryita—)L R —TDL
NV ADOERZBGT B0, LV ADRR
EETAMLET,

Microsoft Azure AD (SAML) L /L A %1k

5 2—) OFBIIES T,
Microsoft Azure AD (SAML) L /L A%
1ERY L E9,

ATy IT17

Microsoft Azure AD (SAML) L /L A%
FALC, 77%R& a2y ba—iL iKY
V—BLON— L EER L ET,

& A4 FDL VL EITRELRY | IDR
UVy—%Ek L7, IDRY o—%7T
IR A @y ha—)LRY — 2B
TAVEITIHY EHA,

MR 72T 78R 3y ha—L R
—DERB LT 7R a2 ba—
IV =L DVERRE L OREE B/ L T
<TEEW,

RDEZRY

()Y —2EDONNAT— a7 A E#ZM 35 EntraID & Cisco ISE (Z2W T (4 ~—
V) ] BEBRLTLITEE N,

)Y —RMBD/NNRT—FOTA UiE#HREFERT S EntralD & Cisco ISE (2D T

LA F DX, Cisco ISE DAzure AD (HifE4 : EntralD)

Credentials (ROPC) ZF L O7-H DT,

. [Realms]

L JL 2 & Resource Owned Password


management-center-device-config-77_chapter42.pdf#nameddest=unique_1787
management-center-device-config-77_chapter42.pdf#nameddest=unique_1787
management-center-device-config-77_chapter43.pdf#nameddest=unique_952
management-center-device-config-77_chapter43.pdf#nameddest=unique_952

| [Realms]
TEAP/EAP-TLS % {#Fi9 % Entra ID & Cisco ISE [CDLNT .

User name/email,

\ |
I |
\ [ |
[ | -
,  password | |
| | Client ID, client secret, |
\ | user name, password, |
| |  scopes |
! [ |
: : |
\ : Tokens :
: | |
[
|
User Cisco ISE Microsoft Azure AD

ROPC #fEHT 5 &, IROBIENITOIET,

1. ==—H—|%. Cisco Secure Client 2 EFD VPN 7 G A T bR LT, o2—¥—4 (£~
ITEFA—ILT FLR) EXRTU—RKTrsArLET,

2. VAT RID, 2I9AT VR — by b, a—HF—4 RNRRAT—FBIRZAa—F
2. Entra ID IZ2EE &N E T,

3. h—Z7 %, EntralD 75 Cisco ISE IZEE S, £ nba—H—& v g ) Secure
Firewall Management Center (22518 AL E T,

Cisco ISE D% EDFEMIZOWTIE,  [Configure ISE 3.0 REST ID with Azure Active Directory ]
[JEEE) 2L T &0,

Z DA Y ) — A : Microsoft identity platform and OAuth 2.0 Resource Owner Password Credentials
(learn.microsoft.com)

TEAP/EAP-TLS Z{#F89 5 EntraID & Cisco ISE [ZDUNT

RFC7170 CTEF STV 5 Tunnel Extensible Authentication Protocol (TEAP) (%, ISE B X
Secure Firewall Management Center CIK D X D (I TX £9°,

[Realms]
I '-


https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/216182-configure-ise-3-0-rest-id-with-azure-act.html
https://learn.microsoft.com/en-us/azure/active-directory/develop/v2-oauth-ropc
https://www.rfc-editor.org/rfc/rfc7170

[Realms] |
B Microsoft Azure AD (SAML) 2113 0) Cisco ISE Z4#H T % #:%

Group membership

Certificate check,
authentication

o i ¢

User EAP-TLS/TEAP Cisco ISE Microsoft Azure AD

Subject common name

I I
I I
I I
I I
I I
| |
-l >l
I I
| |
I I
I I
I
I

PLFIE,  [Configure Cisco ISE 3.2 EAP-TLS with Microsoft Azure Active Directory) (233 Tu»
£7.

1. =—W—@IrAEL, N HFRE LT EAP-TLS F7-1% EAP-TLS #{#if§ L7~ TEAP Z#/r L
TISEIZEEESNET,

2. ISEiX, =—W—OFEAELZFHME L 3 (G20, G S 7=iEBsRE, ERERY
A RRE)

3. ISEiX, fEAEOY 7Y =7 M (CN) 5 L. Azure Graph API~D/L > 7 7 v 7% 52
FLT, 2= F DI L—F L ZOMDEMEE TG LT, i, Azure Tix=z—9—
T4 (UPN) EREERE S,

4. ISE OA&ARRY v—i%, Azure "H RSN D 22— —p@Micst L CGRMtis v E 9,

Microsoft Azure AD (SAML) [7] (7 Cisco ISE Z#& k9 2 A%

Microsoft Azure AD (SAML) (3f£4 : EntralD) L /L AT, ISEN2—HF—% v g (1
JA >, v T 7 K~) % Secure Firewall Management Center {Z 255 LEF, 2D M v 7 Tl
Azure AD LV ATHEMAT 2 72DIZ ISE 2% ET 2 HIEICOW T L ET,

)Y —RBBNRRT—FI LTI v )LFREE

VY —RAFEZE /AT — K7 LT %/ (ROPC) %Ml LT, Representational State Transfer
(REST) 7A T 7 47 4 (ID) ¥—ER%J L CEAZ 472 Microsoft Azure AD (SAML) C

ISE #f 9 5i2i%. [Configure ISE 3.0 REST ID with Azure Active Directory] [Jeif] &SR L

TN,

TEAP/EAP-TLS

FRE7 1 k@b LT EAP-TLS £ 721X TEAP ZfH LT, Azure AD 7 /L —F A /\— o
BIOZoOMO 22—V — @IS FRAEAR Y > —CISE 3 5121, [Configure Cisco
ISE 3.2 EAP-TLS with Microsoft Azure Active Directory] ZZM L T 72& W,

ROEZE
Microsoft Azure AD (SAML) LV AR E R FREZRGT S (9 —)

. [Realms]


https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/214975-configure-eap-tls-authentication-with-is.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/216182-configure-ise-3-0-rest-id-with-azure-act.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/218197-configure-ise-3-2-eap-tls-with-azure-act.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/218197-configure-ise-3-2-eap-tls-with-azure-act.html

| [Realms]
/Ny L JEREEA D Microsoft Entra ID /9 5 .

Ny S JEESEA® Microsoft Entra ID #1595
Z®D bhE > 7 TiL, Secure Firewall Management Center £/ T& %5 L /L A & L T Microsoft Entra
ID (IH®F : Microsoft Azure Active Directory (AD) ) ZERET A HIEOERFREZREEL 7,
ZZTCIEEntralD IZHEE L CWD Z LAl LET, Bl L TORWEAIL, BRLARTIC R
X2 AU NERIFVR—FY V=2 % THERLTEE W,
Microsoft Graph DR ZE=7 T 77— a VI 59 5

Microsoft # k@ [Authorization and the Microsoft Graph Security API| TSN T35 L9
\Z. Microsoft Graph (ZX%F 3 2R DHE[RZ Entra ID 77U r—3 a3 A5 LET,

* Reader = — /b

« User.Read.All #£[R

* Group.Read. All [}
ZOT 7' AFFAIZL Y Secure Firewall Management Center (X, ##JIZ Entra ID 75 22— —
ETN—=THF 7 n—= R TELHLIITRY ET,
Secure Firewall Management Center C Entra ID LV AZFRET B 72D Z O FIAD L LEE
E S

« BERLTZT 7 U D4R

T IV lr—3ay (9472 F) ID

cDIAT7R—=DO LY b

cT4LOF) (TFUH)ID

AR INTZEY b7V TT B

Microsoft 1 k@ [Quickstart: Create an event hub using Azure portal] Tl STV 5 XK 91T,
AR INT Ry N7 v LE T, Secure Firewall Management Center |%, A X2 h 7R
R A LT, EHNRT v T - hea—Y—L =TIty e —FLET,

#EM : [Features and terminology in Azure Event Hubs]

| &

EE [ (Standard) (LA EOMEH 2 BRT DM ENH D F97, [FEA (Basic) |2 IRL7-HE.
LIV AT TEEE A,

Secure Firewall Management Center C Entra ID L /L AZGRE T 5 7202 Z O FNED & LB 72
e

« L RTZE M DA i
cERXFS - EX—

. /l)/\\‘:/ ]‘/\7\‘%

[Realms]
I


https://learn.microsoft.com/en-us/graph/security-authorization
https://learn.microsoft.com/en-us/azure/event-hubs/event-hubs-create
https://learn.microsoft.com/en-us/azure/event-hubs/event-hubs-features

[Realms] |
B cvenozxmeemmny 2

ca i a—< T I—T4

BEEOJEBEMTS
Microsoft 1 k@ [Tutorial: Stream Azure Active Directory logs to an Azure event hub] T#iihH X
NTWD &I, BEEr 7 Z2AMMILET,

Entra ID @ Cisco ISE 2%/ 9 %

a—W—% v a % Secure Firewall Management Center (225159 5121, [Azure Active
Directory Zf#H L CISE3.0 RESTID # k95| TS TW5 X 512, EntralD IZ Cisco
ISE Z Rk L £ 77,

ROVEZE
Microsoft Azure AD (SAML) [f]1F @ Cisco ISE Z k9% 575 (6 =2—) | 2L TL
ZE,

Entra ID DEKREZREEFHERT 5

Microsoft Graph D#ERZ7 T r—> a3 V5T 5

Microsoft - k@ [Authorization & Microsoft Graph Security API| [ZFR#E ST\ D X H 1T,
EntralD 77V /77— 3 > (IHF : Azure AD) (Z Microsoft Graph (2% 92 IR OFEFR % {1+ 5- L &

j‘O
* Reader = —/L

» User.Read.All }£[R

« Group.Read.All #£[R

ZDOT 7' AFFANZ LV | Firewall Management Center |3, & #JIZ EntraID 2> 56 2 —H—& 7
N—TaF 7 u—RNTELHLITY ET,
Firewall Management Center C Entra ID L /L AZ G ET H 7202 Z O FNED O LB FH#

« BERLTZT 7 U D4R

cTIVr—23ay (UZ34F72R) ID

cDZATUR—=U LY b

cT4LOUKFY (TFUH)ID

AR INTZEY M T7YTTS

Microsoft 1 k@ [Quickstart: Create an event hub using Azure portal] Tl STV 5 XK 91T,
AR ITHREy N7 v LET, Firewall Management Center |%, X2 hTEfw 7%
HEHLT, EHNRT v 77— hea—V—L =7ty rmn—FLET,

. [Realms]


https://learn.microsoft.com/en-us/azure/active-directory/reports-monitoring/tutorial-azure-monitor-stream-logs-to-event-hub
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/216182-configure-ise-3-0-rest-id-with-azure-act.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/216182-configure-ise-3-0-rest-id-with-azure-act.html
https://learn.microsoft.com/en-us/graph/security-authorization
https://learn.microsoft.com/en-us/azure/event-hubs/event-hubs-create

| [Realms]
Microsoft Azure AD (SAML) L)L LIS B4 ERERET 5 .

#FHH : [Features and terminology in Azure Event Hubs] .

S

EE [fZEY% (Standard) (LA EOMSH 2 BIRT 20BN H D £, A (Basic) &I L7HE
VIV AIERTE £/ A,

Secure Firewall Management Center C Entra ID LV AZFRET B 72D Z O FNAN B L2 E
o

o £ BIZER D4 Ei
 EHXFY - EX—
« AR INTH

e a—v I I—T4

EEOJTEAMIZT S

Microsoft 1 k@ [Tutorial: Stream Azure Active Directory logs to an Azure event hub] T} X
NTWDHEHIT, BEEr 7 Z2HMMLET,

Microsoft Azure AD (SAML) L )L L [CHERIEHRZINET 5

Z DX A TIL, Secure Firewall Management Center ¢ Microsoft Azure AD (SAML) (BAfE4 :
EntralD) LV AZRET D7 OIZMEREROBGHFIEZHH LET, Ny U 7TREEHO
Mlcrosoft Entra ID Z#&R%T % (7 ~N—=) T STV % & 95 1T Microsoft Entra ID D% E
IR DOEHREZ T TIZESE L TWDEERH Y £7,

FIE

ATy T1 i ELELT YA F— (Product Designer) 17— L& ooz —H—L LT
https://portal.azure.com/ {28 7 A > L £ 7,

ATFw T2 =0 LT, [Microsoft EntralD] 7 V v 7 LE7,
ATw 73 EROFIT, [77UOEE (App Registrations) 1227 U v 27 LE7,

ATFv T4 MEZSEUT, BREINETIIVDOVRANE 74 AR LT, FHTAT V2R RLE
T,

AT IS TTUDOLETEZY v LET,

Display name : docs-test Client credentials : 0 certificate, 1 secret
Application (client) ID ;7 EEE §FET R o mEEEe Ll Redirect URIs : Add a Redirect URI
Object ID s = omn ™ S ™ H s 1b0 Application ID URI : Add an Application ID URI
Directory (tenant) ID el FAITEE W o TR 90 Managed application in |.. : docs-test

Supported account types @ My organization only

[Realms]
I .-


https://learn.microsoft.com/en-us/azure/event-hubs/event-hubs-features
https://learn.microsoft.com/en-us/azure/active-directory/reports-monitoring/tutorial-azure-monitor-stream-logs-to-event-hub
https://portal.azure.com/

[Realms] |

. Microsoft Azure AD (SAML) L)L AIZABZERERET 5

ATvT6

2FvT1
ATv78

ATvT9

ATv 710

ATvINn

AT T12

ATy 713
ATy 714

ZOR—VORDEDOKIZH B Copy (N 227V v L, ZNEDMEET XA N7 7 A MR
DT ET,

« [Application (Client) 1D]
*TA4LY Y (FFUH)ID

[ AT bor 7 A 4E# (Client Credentials) 127 U v 7 LET,

TIGAT =Ty M (VAT by —27 Ly FIDTIEH Y FHA) BT TIThio
TWAHAEERE KOLITH LI TAT v by —2 Ly MEAERT 2 0ERH Y 7,
a) LW I747 2 =21 v b (NewClient Secret) %27 VU »v 7 LET,

b) FRINZT 4 — NV RICREREREATLET,

) [Add]ZZ7 Vv 7 LET,

d) WORNTFET L2, [fE (Value) | DHEIZH D Copy () %227 U w7 LET,

T New client secret

Description Expires Value @ Copy to clipboard et ID

cisco-pubs 12/6/2023 [jWm f b e cmemim i p0c. [ 1Bmms ms e m oo i e0e T [H]

https:/portal.azure.com/ 235, [ (4 R kT D AR
R

FD~2A T, [AA 4 (Hostname) | DIEDREIZH % Copy () 227V v 7 LTHiZ”
Uy 7AR— RO T ET, Zhid, 41X bATHRA M TT,

(Event Hubs) 1> ®JiEIZZ YV v 7 LE

= azure-ad-events-udd < x

Event Hubs Namespace

| ¢ - EventHub [ Delete r;‘_:. Refresh Q? Feedback

|f"7 Search

= Overview # Essentials

Activity log Resource group (move)

-
L] - ‘

A Access control (IAM) Status

P Tags Active

) Location
/* Diagnose and solve problems East US
Events Subscription (move)

Microsoft Azure Enterprise

Settings Subscription 1D

R e T ]
Copy to dipboard

ke windowsnet [ o —

AR INTOLRTEEEBODLN, TXA R T 7AMZat—LET (=T LHIZHD
[Event Hubs# RiiZEfH] (Event Hubs Namespace) | &R L) .

MDA D [RRE (Settings) |1 C. [FEHT 7B AR U y— (Shared access policies) ] % 7
Vw27 LET,

R —D4HE 7 ) v 7 LET,

[#fee SC741- % —  (Connection string-primary key) ] D#EIZ& % Copy ()& 2 U v 7 LET,

Shared access policies
Host name

/' Scale _— - | °8

. [Realms]


https://portal.azure.com/

| [Realms]

Microsoft Azure AD (SAML) L L Al 2 E %@ 5555 [

SAS Policy: i p ma 1= «
di i riead bt i 4 | Shared access pol
Event Hubs Namespace [E] save < Discard [i] Delete () Regenerate Primary Keys '+
T —
Manage
E Overview A Search to filter items. o
[] send
@ Activity log Policy -
R Access control (IAM) RootManage SharedAccesskey B Leten
@ Tags Primary ke
testad ry key
# Diagnose and solve problems — [RFo= s = = e =m0 GimQ= o)
Events e al Secondary key

Shared access policies

e

€ Geo-Recovery
“3 Networking

A Encryption

ATy 715

ey L e RN 3]
Connection string-primary key

Endpoint=sb://azure-ad-" .l w I 17 il & 1 = hal o BT Rl [ e=.. D

[ Endpoint=sb://azure-ad-events w I = M ™ B =Nl o Y el 1 - D0 |

SAS Policy ARM 1D

‘ /subscriptionsfa < e o m EE N LW Y T EPRE REWE Ps/fmc-azure-ad.. D ‘

[#%ZE (Overview) 1>[T>T 4 T« (Entities) ]>[4 > ;b/NT (EventHubs) 1> (A R

AT DERED) >[T>T 4T« (Entities) ]>[a>>a—< 4% )IL—F (Consumer Groups) ]

Oz 7 Uy 27 LET,

WOEZEERDDL), 7V v T R—Kcav—LFEd, 2. 2y a—<IAV—74T

B

& g ji h (azure-ad-events 9<% r wa I1) | Consumer groups

Event Hubs Instance

‘}7 Search | «

D Overview

- Consumer group ’:_,‘ Refresh

|)—7 Fearch to filter items

;37{ Access control (IAM)
Name

[ ]

Z? Diagnose and solve prablems
Settings
Shared access policies
Il Properties
A Locks
Entities

£ Consumer groups

AT 716
ATvT1
- Essentials

Resource group (move) : n swm- sl

Location : East US

Subseriptian (move) : Microsoft Azure Enterprise

i i7" I =

Subscription ID

Partition count : 10

KA ORA T HEE (Overview) 1227V v 7 LET,
[4 A2 (Namespace) ] DREIZ

&% Copy (&2 Vw7 LET,

Status : Active Copy to clipboard

Namespace [ el R wele BB

Created : Thursday, October 6, 2022 at 21:35:16 CDT
Il Updated : Thursday, December 1, 2022 at 16:27:32 CST

Message retention : 3 days

ZHUE, AR AT Ry A TY,

[Realms] .



[Realms] |
. 7% ¥ JEBEEF M Microsoft Azure AD (SAML) L)L L ZE KT %

1Ny S JEREEA D Microsoft Azure AD (SAML) LILLZERT 5

WD Ry 7 T, 73y U7 FEEIZK LT Microsoft Azure AD (SAML) (3ifE4 : EntralD) L
VB EERRT HERICLEREHFIEO D 4 — REFTT 5 AR LET,

Microsoft Azure Active Directory (AD) L /LA L CiscoISE Z#fEHT 5 &, = —H — %Gk Lt
D, 22—V —Hfllodica—F—tva  EFRE LY TEXET, EntralD ) H 7 L—7
% . Cisco ISE 75\6137‘/1’/:“*‘5‘ tyvar T—2BELET,

WROFREDRH Y £,
c VY —RAFHED/NRAT— K7 LT ¥/l (ROPC) : 2—HF = a2—HF—4 L2
— R%&AfiH LT CiscoSecureClient 72 & D7 F A4 7 Mu 74 L TCELHEIICLET,
ISE |Z—4—% » ¥ 3 > % Secure Firewall Management Center |[Z25{5 L £9°, sEMIIZ D

TiE, VY —RAMEDONRAT— a7 A AF#H %7 % EntralD & Cisco ISE {22V T
4 _—=) EBRLTIEIN,

FEDMDY Y —A : Microsoft identity platform and OAuth 2.0 Resource Owner Password
Credentials (learn.microsoft.com)

kRN — ZDOYLIR A RERSRE Y 1 k=L (TEAP) 3 & Uf Transport Layer Security (TLS)
ZHHAT DILEFRERGE Y 2 k2L (EAP) F=—=27 W L CEAP/TEAP-TLS : TEAP
X, BRI N RNVEMESLL, ZORERIR N FVORFE T T EAP A Y v R&ELT
T5 R RNAR—=ADEAP A Y v RTY, ISElX, =2—H—27 LT ¥ /L EMRGEL.
2 —+4—% v I 3 % Secure Firewall Management Center |2 2553 5 72 DIZfH S E 7,
FEMIZ DUV TIL, TEAP/EAP-TLS % f# 9% EntraID & Cisco ISE (22T (5§ X—2)
ERILTLLEEN,

LIV AERET DT, ROMEFTTRTDOF AT BFEITLET,
1. EntralD OREAREZMERT D @ —) |

2. Microsoft Azure AD (SAML) L /L AZHBEREREZBET 5 (92—) | TS
TWS, WLV ATHERERZ G L ET,

3. Microsoft Azure AD (SAML) L /LA : SAML OFEf (12 <X—2)

Microsoft Azure AD (SAML) L /L L : SAML O Z¥##

Z D& A7 T, Microsoft Azure AD (SAML) LV A ZAER T 2 AT » 7DD 4 F— KD
BAIDAT » TIZOWTHH LET, LAIAAEZRETHIZIE, VAP —ROTRTORT v
EETTHOHENRHY 3, FEE, 7277 4 TBGEHD LIV A ZERT D0, X v 7 R8GE
HOVNVEEERT D20 E > TR 7,

1R BHHIIZ
VIV AEVERT ARG, IROZ AT 24T _TIITLET,

o (CiscoISEIZ X B/ VTFEDIH) 22—V —BI ORI N—FDVHRY VU & LT Cisco
ISE Z#ffiH L T\ o 558a1E, ISE Zi%E L £ 7,

. [Realms]


https://learn.microsoft.com/en-us/azure/active-directory/develop/v2-oauth-ropc
https://learn.microsoft.com/en-us/azure/active-directory/develop/v2-oauth-ropc

| [Realms]

Microsoft Azure AD (SAML) L /L L\ : SAML O £#A .

s U Y —XMB DA T— K 7 A R ZMHHT S EntralD & Cisco ISE (22T
(4 ~—)

« TEAP/EAP-TLS #{# 145 Entra ID & Cisco ISE I\ T (5 2—3)
eEntralD #2—Y—L 7 —7DUVRI FU L LTHEAT AR, Dy U TREEHAD
Microsoft Entra ID Z#k 925 (7 %—) | #RL T 7Z &V,

« [Microsoft Azure AD (SAML) L /L M E R fFERZTGET 5 (9 ~—) | THBIN
TS, LILAIRERIERZTISG L ET,

FIE

AT 71 Secure Firewall Management Center (212 7' > L £,

AT w72 Integration > Other Integrations > Realms > Realms %= 27 U » 7 L 7,
ATwv T3 [LILLZEEM (Add Realm) 1> [SAML - Azure AD] %#7 U v 27 L £,
ATy T4 ROWEHEANTILET,

15H BrLL]

£ #1 (Name) LIV BRI 5 — B D4R,
s EA (A7 ar) LLOi,
TATUT4T4 FTAN | %2 [Azure AD] BERSNET,
45—

REDIELE wKOWTFNNEZ ) w7 LET,

o Ry VT RGEDOLANE, [ISEIZ X 2%y T RGE (Passive
authentication with ISE) ],

e Ry VTEEEIT 7T 4 THAE (DOFEV, X TST 4T
R—2)) Oa—HP—ZX "7 & L TEntralD ZfHT57-9

D Azure AD #FRT B/ VIR FE (X ¥ TT 4 TiR—
2L

ATYTE [k~ (Next) 1227V w7 LET,

RDERY
ROWVT T,

o Ny 7 EREE © Microsoft Azure AD (SAML) L /L A : Azure AD OFERl (14 2—2) |

[Realms] .



B Wicrosoft Azure AD (SAML) L L L. - Azure AD D324

T U T 4 TG

[Realms] |

Microsoft Azure AD (SAML) L' /LA : SAML H—E 2 F a3 &' —

(SP) DA ZF—H (28 X—) |,

Microsoft Azure AD (SAML) L /L L. : Azure AD D ¥

FIE

ATy

ZDH A TIX, Microsoft Azure AD (SAML) L'V AZ{ERCT&E 2B~ DU 4 F— KD

1 =IO T LE L7,

¥ 4 P— FORTOFNED &

ATY T2 ROEHREASLET,

AT LET,

I5H

AR

281 (Name)

ZDOULIILAEHBAIT AT OO—ED4FT AT LET,

D5ATFTDU— Ly k (Client
Secret)

T+ hID

AR bNT IR A M (Event Hubs
Host Name)

A X hoNT4  (Event Hub Name)

AN AT (Event Hub
Connection String)

LIFTHHEN TV D, BISEAOFRE A LET,

o NNy UTEREE ¢ Xy T EEEM T Microsoft Azure
AD (SAML)ZAERd 5 1L 3 ~~—) |
T UT 4 TRz [Microsoft Azure AD (SAML) L

VA HEIERETUGT D (T 77 4 TRRFED
By (22 8—) |

EE) a—voL—7

Slider enabled (@D) IZAZ 4 FLT, KU T —IZEFH D
ITN—TELFTRY) =002 7 V—T%FEL
EJ AN

EE) BT 22— —rr—7
(Excluded User Groups)

ZDT 4=V RIZ1 DU LD T N—T 5% AN LTG5
X, ZRLS DT _RTOITNL—T L ZNED T —TFIT
GEND -V —RNF U a— RFEh, 22—k
2 —HF—HflIEcFIH T E T,

14T 1 DD T N—F &% AT L. ZDBICHITLE
T, TN TIERICF LN CFR RS ET,

. [Realms]



| [Realms]

ATy T3

ATv74

Microsoft Azure AD (SAML) LJLL - A—H— w3V 234 LTI+ .

IEH iR
(ATvar) GHia—F—=r |ZO7 4=V RICIDUEDITN—T2% N Li2E
JL—=" (Included User Groups) X, FNHDITN—TLZNED I N—TITEEND

a—Y =N F - rEh, a—¥—F—% %
Z— e — VIR AT T,

LATIZ 1 DD T N—T2 % AT L, TORIZEITLE
T, TN—TZHTIIRLFELE/NLFEREIENFET,

[ 2k (Test) 1%2 Y v 7 LT,
WROFNHELHTIC, T A MRS T 5 Z & 2R L E T,
[R~ (Next) 1227V v 27 LET,

Microsoft Azure AD (SAML) L'JL L : A—H— vy a3V 8L LTI+

FIE

ATy T
ATy T2

ATvT3

Z DX A TiL, Microsoft Azure AD (SAML) L)LV AEAER TE 2~V DT 4 F— KD
| R=VIIZOWTHBLE LT,

TOF T a TR, TV T4 Ty v a RV AT AL TRT ENAHETOREAE
HELET,

¥ 4 P — FORIOFINEN HHAT L ET
ROEHRE AT LET,

Y= B

ISE 21— — F 7 3V ML 14404 Q4B T,

FrYTT4 TAR—FIN2A—F—|F 75 MEIZ 14404 Q4WER) T,

ZDOZALT Y bEEED L, 2= =Dy va@RTLES, 2=V —2HEr A~
PRy T =217 78R LT TV D%5A, = — ¥ —IL Firewall Management Center | Z &
DARHE LGRS ET (R LzXy 7T 4 7R —% )L —H— (Failed Captive Portal
Users) ] #Fr<) o

[Save (RTF) 1227 Vv 7 LET,

[Realms] .



. Microsoft Azure AD (SAML) realm for active authentication (captive portal) {3 % /%

[Realms] |

Microsoft Azure AD (SAML) realm for active authentication (captive portal)

ERT BTk

Z® K¥ > 7 TlE, Secure Firewall Management Center "Cfifi {9~ % Microsoft Azure Active Directory
(AD) VLA (BlfE4 : EntralD) &R 2 A Lok X 271200 Tat L £,

1R BRI

EHREBR AN LTSHEIE. LV AEERT DR,
2, . FIVET, BROKRTLILERHY 7,

s ["X—AURL (Base URL) ]

ROZF T =7 FOF > b &BAL

e P—ERT m A F—FEHEO RS (PKCS12 )

TAT T 4T 4 T u F—iEHEDORE (FEER)
s LIVABEIKR (LVADIERMNETTHETT 7y hEERLTHD Y TTnD, ARLE

7)

ZEC OV T,

R =47 V=7 b ZBRLTIESN,

FIE

[REEEDTZDDFry bOA—T ] B EEEFREYR— 5

ARV RFEREETO3 Y

El:)

ATy T

DNS #— =& ] L TIeaEffid A
4 (FQDN) ZAFRX L. Firewall Threat
Defense DWERFEM # % Secure Firewall
Management Center |27 v 7’12 — R L#E
T, TNETIAT7Z ENRVGS
i, 20RO Y —REZRTEE
9, Secure Firewall Management Center
TEHINDLTNAAL ZD 1 DIH 5
N—T >y RA U Z =T = ADIPT R
VAZIRELET,

DNSH—_"—DEk 2z Z ML T2
Wy,

ATy T2

Dynamic Attributes Connector % A £ — ="
M LET,

Dynamic Attributes Connector {3,
Microsoft Azure AD L)V A& 5 7=
WITHETYT, BT &, v
VB DVERIFHICANCT 5 Z & b TE
F9, FEMIZ DOV T, dynamic
attributes connector DH L& S L T
<IEEW,

ATvT3

WEBRERHE 2N BT Sz x v k
T—0 3TVl MaefElRLET,

2y NT—2 F TV NOERES
LT &N,

. [Realms]


management-center-device-config-77_chapter5.pdf#nameddest=unique_204
management-center-device-config-77_chapter5.pdf#nameddest=unique_198
management-center-device-config-77_chapter5.pdf#nameddest=unique_198
https://www.hostinger.com/tutorials/fqdn
management-center-device-config-77_chapter76.pdf#nameddest=unique_1367
management-center-device-config-77_chapter76.pdf#nameddest=unique_1367
management-center-device-config-77_chapter34.pdf#nameddest=unique_833

| [Realms]

Microsoft Azure AD (SAML) realm for active authentication (captive portal) £ 3 % /5% .

ARV FFEREETIVa Yy

E:)

ATvT4

%ﬁ%&ﬁ%i%ﬁﬁbt% EntraID
FOREY 7 = A N DFEFE & 72 D Secure
Firewall Threat Defense (27 v 7 2 — K
LET,

AEAEE, (B CTE 27GER (CA) |
;of%%éh\pnﬂﬁ(mm%n
EHIEENE T, sslcom D Z DELE T
ZRLTLZa) CRftEn s 05
N0 ET,

HEIZOWTIE,  [Cisco Secure Firewall
Management Center Device Configuration
Guide] F 721 stackoverflow.com D23
F—ATTANT I FYIHTDE
7varEZRLTIEEN,

BAMEIEAEEZT v 70— KT 512
X, PKCS12 7 7 A V%4 H L7=3EHA
EOL LA M=V EBRBLTLEX

VY,

ATy Th

Microsoft Entra ID D JEARFR & 2 L
T,

ARy AT DRy BT w7, Microsoft
Graph API ~D 7T 7 & AMER DT 7V
=g ~Ofth BElEu S OFR)
b7 &, W ODOBREX AV INVE
<7,

Entra ID OIEARFR T 2K TS5 (8
N—=) EERL T I,

ATvT6

EntralD TV > Z VY%A 42 (SSO)
TV — g o EERR LT,

SSO 77U r—varafiHT5 &,
Ri#EINT=Fy NT—27 U YV —A~D
7 U A% HRT H2—H —7 Entra
ID TRFEETE 5 L 912720 £9, SSO
TV = a AZiE, LIV ADOER
AT DI TE L 7 =T
L—332 XML &, EntralD TOE
X2 U T 4 BRED T 1T Secure Firewall
Threat Defense XM E L5747
T AT 4 T aA L —FEEOM )T
GENTVET,

EntralD T > ZL¥A 4 (SSO)
TV = a CEBET S (20—
V) EZRLTIEIN,

ATy T17

Microsoft Azure AD (SAML) L /L A DF%
TEN LB R BT L ET

Z OFEFHRIZIEL. Microsoft Entra ID |2 {4
FENTNWDHT T4 T > MNIDITF > b
ID, 7747 b= Ly "R ED
RN EENET,

[Realms] .


https://datatracker.ietf.org/doc/html/rfc7292
https://www.ssl.com/how-to/export-certificates-private-key-from-pkcs12-file-with-openssl/
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/770/management-center-device-config-77/vpn-overview.html#id_36982
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/770/management-center-device-config-77/vpn-overview.html#id_36982
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/770/management-center-device-config-77/vpn-overview.html#id_36982
https://stackoverflow.com/questions/21141215/creating-a-p12-file
management-center-device-config-77_chapter35.pdf#nameddest=unique_1419
management-center-device-config-77_chapter35.pdf#nameddest=unique_1419

. Microsoft Azure AD (SAML) realm for active authentication (captive portal) {3 % /%

[Realms] |

. [Realms]

ARV FFEREETIVa Yy

S

Microsoft Azure AD (SAML) L /L AT 4k
Zifmais+2s O~=) &
ZRLTIZE,

ATv 78 |=2—F—3HTTPS 71 k 2L &Ml L | Microsoft Azure AD (SAML) L /L A1,
TWebR_X—VINWZT 7 BATELLIIC|HTTPS h 77 1 v 775§ l//l/.A ICIEE &
TH0, Azure FEREV —EADEF | NLDOHNTE T SNZHBEICDOHT—
-BEZNLV—NVEMH LT adecryption | V—%FRFETCX E 9, M1crosoft Azure
policy Z&XE L £7, AD (SAML) LV A HIRIZ, ¥ AT A

Ol Azure BV —ERT 7Y Fr—
vare LTHE#EEINnNET,
BE/HELT 7Y a a2 AL TES
=N EBET S 21 =)

ATVTY | T T 4 TN —NEELT AT > | Microsoft Azure AD (SAML) L /L A2 &
TAT AR —FERLET, DR, TAT YT AT 4RI v—

WEoT, LVAT 7 EBAY Y—AT
BRI —F =0/ £,
FHCoOWTIX, (TAT T 4T+
KU =R 2Z2RLTIZS

AN

RXT w710 |Microsoft Azure AD LV AEfEFI LT, (DX A 7D LV AL TR0 IDKR
TrEAaFR— VAR —BLIO| V=% ERLZY, IDRY > —%7
N— B L E IR ay ha—L R Y —|Z Bt

FHVEIIHY £ A,

ERW 2T 78R a3 ha—LRY
V—DERBLIOT 7R ha—
L= IV OERLE L OREEZ SR L T
STEEV,

ATYTN | TAT T 47 1 & decryption policies | Z DEBEDOFIAIC LY, AT Al
77 EAar bu—/LRY —|ZB | Microsoft Azure AD (SAML) L /L A % fifi
@'fiﬂfiﬂq (Xi:/703> o )EHLVC:L"—'H- ;&‘wuuﬂibij—

FEICOWTIE, 7 7 A~
DORY > —DFHE T 2SR LTLE
éb\o

RDERY

[Entra ID OEARFZREEZMHERT D (8X—) | 2L TLIIEEN,


management-center-device-config-77_chapter81.pdf#nameddest=unique_1685
management-center-device-config-77_chapter81.pdf#nameddest=unique_1685
management-center-device-config-77_chapter42.pdf#nameddest=unique_1787
management-center-device-config-77_chapter42.pdf#nameddest=unique_1787
management-center-device-config-77_chapter43.pdf#nameddest=unique_952
management-center-device-config-77_chapter43.pdf#nameddest=unique_952
management-center-device-config-77_chapter42.pdf#nameddest=unique_916
management-center-device-config-77_chapter42.pdf#nameddest=unique_916

| [Realms]
Entra D DEAZEEHET S |

Entra ID DEKREZREFHERT 5

Microsoft Graph D#ERZ7 T r—> 3 VT 5T S

Microsoft - k@ [Authorization & Microsoft Graph Security APT| (ZFRHiS LTV D L 51T,
EntralD 7 7'V 77— =3 > (IHFR : Azure AD) |2 Microsoft Graph (Zk} 3 2 R OMER % 15 L £
b@‘o

* Reader = — /I

» User.Read. All HE[R

« Group.Read. All H [
ZOT 7B AT LY, Firewall Management Center |3, #x#JiC Entra ID 725 22— — L 7
N—T %X rm— RTELLIITRY ET,
Firewall Management Center C Entra ID L /L AL ET 27202 Z OFNED B LB R FHH -

« BER L7277V DA

T IV lr—3ay (9Z4F72F) ID

cDSAT =LYk

cTaALOU MY (TFKR)ID

AR INTZEY M7V TT B

Microsoft - k@ [Quickstart: Create an event hub using Azure portal] Tl STV 5 X 91T,
ARy "NTHEtEy N7 v 7 LET, Firewall Management Center (%, X2 hTE A 7%
EHALT, EHNRT v 77— hea—V—L =ity rmn—FLET,

#EMM : TFeatures and terminology in Azure Event Hubs]

| &

BE [ffY% (Standard) ]PALOM#EH2EIRT H08N8H Y £, [FEA (Basic) [2@IRL25E.
LV LI TE /A,

Secure Firewall Management Center C Entra ID L /L A& §%ET 5 7202 Z O FNEN H LT/ E
e

o 2221 D4 il
cEEXFS - X —
o AR I NNT L

e v a—< I I)—T4

[Realms]
I .“


https://learn.microsoft.com/en-us/graph/security-authorization
https://learn.microsoft.com/en-us/azure/event-hubs/event-hubs-create
https://learn.microsoft.com/en-us/azure/event-hubs/event-hubs-features

[Realms] |
B evancooongqoty 550 FIU—va L ERET S

EEOJVEEMTS

Microsoft 4 k@ [Tutorial: Stream Azure Active Directory logs to an Azure event hub] T X
NTWDH R, EEr 7 Z2HMMLET,

EntralD T VO ILHA A (8S0) FTUHr—L 3 % ERT 5

ORI TIE, Xy NI—F a—V—M#ESINTZFy NT—2IZT7 78 ALEHI T2
B2, EntralD D> VYA Ay (SSO) ZAET 5T 7Y /r—3 3 v % Microsoft
Entra ID TYERKT 2 HIEIZOWTHBA L £9°,

TTUr—2 3 VOER

Microsoft EntralD iR — ¥ /L C, BR—LX—T D[ ¥ —F T A X7 7Y r—3 3 (Enterprise
Applications) ] %27 U v 7 L. learn.microsoft.com @ [Configure Microsoft Entra SSOJ ® FlHIZ
TEVVET,

ROKIZE, SSO T 7V r—a VEREDO—#%Z < L TWE T, Microsoft Azure AD (SAML) L

NWALEFRETDHHEIX. ZOXR—VT—HMOFRLIEET H2LEN DY £3, FEMIZONT

IZ. [Microsoft Azure AD (SAML) L /L AIZKLERERETSGTD (77T 4 TiRGED )
(22 X—=2) | ZZHRLTLIIZIN,

Set up Single Sign-On with SAML

Todals impioeas Sacudity, iabdity, and end e oo ared if addEr Lo
riphiirmnl Chasde SARML singli §hgn -on e poisbia bor anbling apphcatisns Sl & not use SpmiD Connect o Oduth. Ladm

Roaiel The Conilicroralion guide o5 Tor Pl leariling i) ith_diina_geml

“ Bagic SAML Configuratos

Edi
i G (Eritiny 109 Hpa i DEOE W OB sarldprieta dalafAsiine
Raphy URL (Aiedtion Corguimmar Sarvice AL}, hipsy! | pEmE B 0@ & C500E « frasmlfiplast
Gname” I RN EeE
Sign on URL Rllgs fisarm oo klazorswe etk alf
Ry St (Oplionad] &
Lasgrsuil Ll [0 ptiznal)
e Armbutes & Claims Edit
N T UL AT AT
SHE T I T T
ana el it el
Tl T U .n'"l"l'.l.lpll'.i""
Unizue Uiar dasniiar U et p i pa i artie
a SAML Certificates
Taken dignicg cerlilcata .
SLaL B
Tharrbprirt CEIEYS " . N EEEIAT

SRGC R 34 NE Okl

. [Realms]


https://learn.microsoft.com/en-us/azure/active-directory/reports-monitoring/tutorial-azure-monitor-stream-logs-to-event-hub
https://learn.microsoft.com/en-us/entra/identity/saas-apps/saml-toolkit-tutorial#configure-microsoft-entra-sso

| [Realms]

wemEsTy aveALTEAL—LEERT S [

(AT ay) y—EXRTANA T —DAZT—2OT7 vy TO—F

Microsoft Azure AD (SAML) LV A% TIZERE L TWAHHEAIL, X—Y D EHiIcH D [A 4
T—HT77ANDT v 71— (Upload metadata file) 1%~ V v 27 34X, SSO 77V »r—
Va rOREMEREIZATTEET,

WRDKIH %2~ L TWET,

aw 1 g Ih_azure_saml | SAML-based Sign-on
Enterprise Application

T Upload metadata file ' fChange single sign-on mode = Test this application | & Got feedback?

E overview

Deployment Plan Set up Single Sign-On with SAML

X Diagnose and solve problems . ‘ .
An S50 implementation based on federation protecals improves security, reliability, and end user experiences and is easier to

implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth. Learn

Manage here
1l properties o =
Read the configuration guide 7 for help integrating aparajith_azure_saml.
& Owners o
Basic SAML Configuration >
&, Roles and administrators & Edit
2 Users and groups Identifier (Entity ID) hitps://inside ntd-test cisco.com/saml/sp/metadata/Azure

Reply URL (Assertion Consumer Service URL)  https://inside ntd-test.cisco.com/ +CSCOE+/saml/sp/acs?t

SSO7FUr—varvAna—H—EJIL—T0EM

learn.microsoft.com @ ['Add a user account to an enterprise application] DOFIIIZHES T, —H—
EITN—=THT TV = a ZBMLET,

RDIEZE

[Microsoft Azure AD (SAML) LV AICHBEREREIET D (T 277 4 TRGAEORH) (22
NR=) | EBBLTLEEN,

BE/BERT7 IV aVEFERALTESL-LZERT S

FIE

ATy T
ATy T2

ATvT3
2ATFvT4
ATy TH

ATy T6
ATy T17

ZOFIETIE, FF7 4 v 7N SAML LV AIZEETBRIC, I 74 v 2 R EELTCHEE
49 % adecryptionpolicy Z {ERT 5 HIEIZOW T L ET, LA AE, bT 74 v 7N ES
éﬂf:?(ﬁ 0)%}‘774 /7%muuﬁf%iﬁ—

F 77 Secure Firewall Management Center (272 27 A > L CWeWEAIL, v/ A4 LET,

[PKI] OFBNIMES T, TLS/SSL b T 7 4 v 7 2E ST HOONHBILERA TP =7 b
fER L ET (EXEERL T RWES) |

Policies > Access Control heading > Decryption 22 U » 7 L£79,
[HLWARY > — (NewPolicy) 127 U v 27 LE7,

R —@ 4T (Name) | Z AL, [T 74/ hDT 7 3 (Default Action) ] & 3R L
FT, T7ANVIDOT 7 a Nl onTE, BERI =T 7V T 7 arESRLT
=YW

[fR1F (Save) 1272 Vw7 LET,
[L— DB (AddRule) 1% 27 VU v LET,

[Realms] .


https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/add-application-portal-assign-users#assign-a-user-account-to-an-enterprise-application
management-center-device-config-77_chapter34.pdf#nameddest=unique_1393
management-center-device-config-77_chapter71.pdf#nameddest=unique_2319

[Realms] |

B Microsoft Azure AD (SAML) LV LIZRBRIERERET 5 (79T« TREDH)

ATvT8
ATv79
ATv710
ATy 7N
ATvT12

ATy 713

ATv 714
ATvT15
ATv 716

Microsoft Azure AD
Fig

ATy T

ATvT2

. [Realms]

J—v® [45 (Name) 1 Z AT LET,

[7 27 22 (Action) | =6, [(E5-FFE4 (Decrypt - Resign) | Z1#IR L £7°,

[G®% (With) 1V A 0D, $—ERT A A —0iFHELS TV =7 F2@IR L £7°,
[7 7V r— a2 (Applications) | ¥ 7 _X—T %27 Vw7 LET,

[fERFIRE/2 7 7"V /7—3 3 > (Available Applications) | &7 3/ a > T, M7 4 —/L RIiZ Azure
Authentication Service & A/ L %7,

[Azurei®iE (Azure Authentication) | %7 U w2 L, [Jb—/VIZEN (AddtoRule) | %27 U > 2
LET,

ROKNIFI 2R L TWET,

Add Rule ]
Name Insert
[ Rule for Azure AD Decryption ] Enabled below rule v ] [ 4
Action
[ % Decrypt - Resign ~ J with [ IntCADecryption v ] (& Replace Key Only
Zones Networks VLANTags Users Client Threat Applications Ports Category Certificate DN  CertStatus  Cipher Suite  Version Logging
Application Filters C* Clear All Filters ®  Available Applications (1) C* Selected Applications and Filters (1)
Q Search by name ] l Q_ azure authentication ser ® I Applications
Azure Authentication Service o
~ Risks (Any Selected) All apps matching the filter
O VeryLow 802 o
O Low 708
O Medium 159
(O High 1752
O Very High 559
v Business Relevance (Any Selected)

Cancel m

(F T ay) Bl —L OB t-> T, thoF 7 a v 2RELET,
B (Add) ]2V vZ7 LT,
R=UD EFIZH D [PrfF (Save) 1227 U v 7 LET,

RDEZRY

(SAML) LILALICHELGEREWMST S (FU T4 TREAEDH)

Z DX A TlX, Firewall Management Center C Microsoft Azure AD (SAML) L /b4 (BfE4 :
Entra|D) OREIZLEREREZINET HHELHA L E7,

D & LT A F— (Product Designer) 7 —/L & ffoa—H—& LT
https://portal.azure.com/ (212 7 A > L E 7,

A=Y O EEHT, [Microsoft EntralD] #27 UV v 7 LET,


management-center-device-config-77_chapter72.pdf#nameddest=unique_942
https://portal.azure.com/

| [Realms]

ATvT3
ATvT4

ATy 75

ATvT6

ATy T1
ATvT8

ATvT9

ATy 710

Microsoft Azure AD (SAML) L JLAICRELERERETS (7o 74 IR0 [

EROF|T, [77 Y OFEk (App Registrations) (=27 Vv 7 LET,

VBN LT, BRENEZT VDOV A2 T7 4 NVZAB LT, HHITAHZT T 2FERLE
7,
TV EZ Y v LET,

Display name : docs-test Client credentials : 0 certificate, 1 secret
Application (client) ID (7 EEE BFE" R EERE Ll Redirect URIs : Add a Redirect URI

Object ID s = o ™ " ™ H s 1b0 Application ID URI : Add an Application ID URI
Directory (tenant) ID el FAITEE W o TR 90 Managed application in |.. : docs-test

Supported account types @ My organization only

ZOR—YDORDIEOREICH D Copy (D 227V v/ L, ZRHDHEETH A 7 7 A MHE
DA ET,

* [Application (Client) 1D]
cTALY KR (TFUH)ID

[Z7 AT houaZ A AF# (Client Credentials) 127 VU v 27 LE1,

IIAT =0 by ME (2 7A4A T Fy—2 Ly RIDTIEH Y £HA) BT TiZbio
TWDHBERE, ROXIZH LW TA T h—2 by FEERTD2HERH D 7,
a) TLWZ 747 =271 b (NewClient Secret) | %7 U > 27 LET,

b) FRINZT 4 —/b FICREREREATILET,

) [Add]| %7V v 7 LET,

d) KORIZFET L ST, [fE (Value) ] OHEICH D Copy (h 22 VU w27 LET,

T Mew client secret
Description Expires Value & Copy to clipboard et ID

cisco-pubs 12/6/2023 fjwa " m § Bn e s im imm pgc. [ 18¢m s mw e w2 ow i i 000 [ [6]

https://portal.azure.com/ 225, [ (A R b/NTDHARI)  (EventHubs) 1> DJEIZZ UV v 7 LE
R

FD~A T, [ A M4 (Host name) | DIEDOREIZH 5 Copy () 227V v 7 LTIEE Y
Uy FR—RIZREO AT £, 2, 40 bATERA LT,
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https://portal.azure.com/
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B MicrosoitAzure AD (SAML) LU LIS BAERERET S (75T 1 TRIEDH)

== azure-ad-events-J2q, < x

Event Hubs Namespace

|f"7 Search | &

5 Overview

E Activity log

9}7«_ Access control (JAM)

L 4 Tags

/2 Diagnose and solve problems

Events

Settings
Shared access policies

4 Scale

ATvIN

Event Hub i Delete r:_:' Refresh R'j Feedback

# Essentials

Resource group (move)
= om ol

Status

Active

Location

East Us

Subseription (move)
Microsoft Azure Enterprise

Subscription ID

' all Rn ey TR AL E i
Copy to dipboard

Host name
e m CE ol windowsnet [ o ——

AN INT DL EEEREDLN, THFARNTZ7ANMCabt—LET (R=YOEHICH D

[Event Hubs# fijZZ[#] (Event Hubs Namespace) ] &R/ L) .

2T 12

Uy 7 LET,
ATy 713
ATy 14

DA D [3%E (Settings) 1 T, [FHT 27 ARV v — (Shared access policies) | & 7

RV o—04HiE7 ) v 7 LET,
[#5#55 3C5°%1- % — (Connection string-primary key) ] DHEIZ & % Copy ()% 2 V v 27 LET,

SAS Policy: s p wa 1= X

i el teir ki 4, | Shared access poli

Event Hubs ace

EEr—— R

I Overview
& Activity log Policy
A2 Access control (IAM)
€ Tags testad
/? Diagnose and solve problems

Events

Shared access policies
g

Geo-Recovery

< .

Networking

o=

Encryption

ATv 715

P Search tofilter items. o

RootManage SharedAccessKey

TR

[ Delete (2 Regenerate Primary Keys '

save X Discard

2]

Manage

(] send

[] Listen

Primary key

[RF9" = = g =m0 aimQs o)

Secondary key

JT IR e BT el ™ W B WA ]

Connection string—primary key

Endpoint=sb://azure-ad-". Gl w 117 I " 188 =0l . W% (Rl I he=.. D

[ Endpoint=sb//azure-ad-events m 1= i o™ 1 =Rl o "% Railill 1. D |

SAS Policy ARM ID
‘ fsubscriptionsAe = M. L EEE e mPRE RIS PR/ fmc-azure-ad... D ‘

[#ZE (Overview) 1>[T YT« T« (Entities) >[4 N> b/\T (EventHubs) 1> (A N>

AT DLEHED >[T>T 4T« (Entities) ]>[a>>a—<%)IL—F (Consumer Groups) ]

DRIz 7 U 7 LET,

WOMEEZEEZEOLD, 7V vy FR—Fav—LET, ZhiE, ara—<IL—747T

j—o
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ATy 716
ATv I

2TFv 18
ATy 719
2ATFvT20
ATvIT2

ATv T2
2AFvT23

ATy T2

Microsoft Azure AD (SAML) L JLAICHELEREMET S (7474 I8E0H» ||

= == ji h (azure-ad-events 9<% r wa 1) | Consumer groups +# -

Event Hubs Instance

[ search | « - Consumer group () Refresh

G Qverview

|r'7 Eearch to filter items

Ao Access control (IAM)

. Name
£? Diagnose and solve problems

Settings
Shared access policies

Il Properties

& Locks
Entities

£- Consumer groups

ERORA T HEE (Overview) |27V v 7 LET,
[4:BiZ2f (Namespace) | DREIZEH 5 Copy (HZ& 27 U v 7 LET,

. Essentials

Resource group (move) r—— | Status - Active Copy to clipboard

Location : East US MNamespace e =

Subscription (move) : Microsoft Azure Enterprise Created : Thursday, October 6, 2022 at 21:35:16 CDT
Subscription 1D sl [ 1= ILf&a Updated : Thursday, December 1, 2022 at 16:27:32 CST
Partition eount 110 Message retention : 3 days

ZHUE, AR IAT RE Y Z4TT,

K= _X—=VIZRY | LEIZL T T 7 A > LET : https://portal.azure.com/#home,

[Microsoft EntraID] #2 U v 27 L £,

ERDORA T[22 B —TF 574 X7 7Y r—3 3 (Enterprise Applications) ] %727 U v 7 L
£

VEELT, 77V =2 aDIV R e T AnF )7 LTC 8 T27 7 r—vay
RO ET,

TUH—TTART TV r—varO4GTE 7Y v LET,

[ TN A A DFE (Setupsingle signon) | T [4aH 5 (GetStarted) 1527 VU 7 LE
D

SSO 77V r—a =T, [#Bl+ (=7 147 «1ID) (Identifier (Entity ID)) ] DfE%
7V T R—=FRiZar—LET,

WD 273 L TUVWET,

o Basic SAML Configuration 2 kit

Identifier (Entity D) https.//inside.ntd-test.cisco.com/saml/sp/metadata/Azure _

Reply URL (Assertion Consumer Service URL)  httpsy/inside.ntd-test.cisco.com/+CSCOE +/saml/sp/acs?t
gname=aparajith_azure_saml|

Sign en URL https//samitoolkit.azurewebsites.net/
Relay State (Optional) Optional
Logout Url (Optional) Optional
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https://portal.azure.com/#home

. Microsoft Azure AD (SAML) realm for active authentication (captive portal) D {ERX

ATv T2

ATy T 26

ATy T21

Microsoft Azure AD

. [Realms]

[Realms] |

SSOT7 N r—3 g _X—=U T, WOKNTRT LI, [7=FT b— g A¥T—ZXML
(Federation Metadata XML) | DASICH D [F T — }\ (Download) ] V> 27 %7 Vw7 LE
ﬁ—o

ROBIH 278 L TOET,

o SAML Certificates

Token signing certificate

s &’ Edit
Status Active
Thumbprint . L B v m, e mAT
Expiration 10/6/2026, 5:34:05 PM
Notification Email = s = w
App Federation Metadata Url https//log) = wm = = = § T T T
Certificate (Baseb4) Download
Certificate (Raw) Download
ﬁ Federation Metadata XML Download
Verification certificates (optional) i Edit
Required No
Active 0
Expired 0

SSOT7 7V r—2a T TICRELTWAERIE, TR TTEET, 72T Lb—va v
AKX T —H4 XML ZIZ, Secure Firewall Management Center T7 A 7 7T 4 7 4 T 02/3A X —%
WIET DI DICBERT R TOFERBEENTVET,
(TTR7=2TL—Yar XML EX 7 ra— RLTWDHAIIER) . ROME T OEORIC
bHoCopy((h &2V w7 L, THRANT 7 A MURIELET,

RO 2~ L TWETS,

(4] Set up "W P WP Pl

You'll need to configure the application te link with Microsoft Entra ID,
Legin URL

| https:/flogin.microseftenline.com/Sed5adef-098e-... D

Microsoft Entra |dentifier | https://sts.windows.net/5cd5adef-098e-486b-bel.. D |_

Legout URL | https;//login.microsoftonline.com/5cd5adef-088e-... [0

RDBARY

(M S/BELT 7 a v 2ER L TEAL—LVEERTS 21 %—) | 2BBLTLES
AN

(SAML) realm for active authentication (captive portal) D {E Bk

WD NY w7 T, T 7T 4 7 723G O Microsoft Azure AD (SAML) L /v A (BlIfE4 : Entra
ID) DRI LB REELTFINED 7 ¢ P — RZ2FETT 2 HIEC OV THRII L ET,

XX TT A TR=FIVEGBMEINDT 7T 4 7723 TlE. Microsoft Entra ID (2 —H%— X k
TTCY, 22— —RT 7 ALV TERINTOAEESINT) V=T 7EAL L
) ETREE, FO—Y —THEWPIZ Microsoft Entra ID TRAET 2 MLENDH Y £97,



| [Realms]
Microsoft Azure AD (SAML) L /L L\ : SAML O £#A .

VIV AEZRET DI, ROMEFTTRTOX 27 2FEITLET,
1. EntralD OEARELHERT D B8 —) ,
2. EntralD T 7P A Ay (SS0) 77V r—ya v a5 (20 2—) |
3. MicrosoftAzure AD (SAML) L /VACMBERIEREZBIGT D (777 4 TRIAEDAH) - (22
~e)
Microsoft Azure AD (SAML) L )L /s : SAML 0D 5¥#f

Z D& A7 Tl Microsoft Azure AD (SAML) LV A ZAER T 2 AT » 7D 4 F— KD
KADAT IOV THHLET, LLVLAERETDHIZE, V4 PF—FROTXTORT v
ESETTHORERSY 3, FlEIEZ, 7277 4 TRGEHD LV A ZERT D0, /Ny V7 38GE
DOV BEERT 2000 L > TR £97,

1R BHHIIZ

VIV AEERRT ARG, IROZ AT 23T _TIITLET,

+ (CiscoISEIZ X B/ VTFEDI) 22—V —BI ORI N—FDVHRY U & LT Cisco
ISE#BHL TWAEAIE, ISEXHELET,

s VY —ZMBADNAT— RNa Z A NEREFEHT D EntralD & Cisco ISE (22T
(4 ~=—2)

* TEAP/EAP-TLS Z{# /9% Entra ID & Cisco ISE (Z2W\WT (5 _X—)
«EntralD 22 —H—L 7N —TDUVRY M) & LTHERT DL, Ty U TREEEHO
Microsoft Entra ID #4925 (7 X—2) | B LT Z &V,

+ [Microsoft Azure AD (SAML) L /L MK REREZTET 2 (9—) | THBAIN
TWS, LV ARG RZ BT L ET,

FIE

AT w71 Secure Firewall Management Center (212 74 > L 77,

AT w72 Integration > Other Integrations > Realms> Realms 27 V v 7 L %7,
ATw T3 [LILLZEEM (AddRealm) 1> [SAML - Azure AD] %7 U v 27 L7,
ATV T4 ROEREANTILET,

IEH s BA
281 (Name) LIV K B —E D4 i,
EBA (A7Fay) LiLLoib,
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[Realms] |
. Microsoft Azure AD (SAML) L'JL L : SAMLY—EX 7O/8f 5— (SP) DA R T—4

1EH B

TATUTAT4 FAN | #IZ [Azure AD] BRERINFET,
A &—

REDIELE woONTNNEZ Y v 7 LET,

o Ry U TRFEDLEIE, [ISEIC L D /%y ¥ 7 38%GE (Passive
authentication with ISE) ],

e Ry VTREEEIIT VT 4 TREAE (DFED, X ST 4T
A—=E)N) Oa—YP—2 b7 & L TEntralD 2T 5728
D Azure AD ZFRT B/ L IR FE- (X v TF 4 TiR—
2L

ATY TS5 [k~ (Next) 1227 Vw7 LET,

RDARY
WDONTNINTT,
« Xy UTEREE ¢ TMicrosoft Azure AD (SAML) L /L A @ Azure AD OFERl (14 =X—2) |

« 777 4 7L . [Microsoft Azure AD (SAML) L'/L A : SAML h—E A7 /3 A X —
(SP) DAZT—H (28 X—V) |,

Microsoft Azure AD (SAML) L' JL L : SAMLY—E X FO/8f 5 — (SP) DA R T—A

ZDH A2 T, Microsoft Azure AD (SAML) L /b A ZAER T& 5~ —2 D7 4 P — KD
1 R_R=DIZOW TR LE L,

188 B
[Microsoft Azure AD (SAML) L /LA @ SAML OFEfll (12 X—2) | THHAINTWAHZ R
ZSETT D

FIE

=¥,

AT v 71 Microsoft Azure AD (SAML) L/l A : SAML OFEHE (12 2—) 22 bkidTLET,
ATYT2 ROEREANTILET,

. [Realms]
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Microsoft Azure AD (SAML) L'JL L : SAML7 A T T 4 74 FRINA S — (dP) A4 T—4 .

IHH Bl

[N—X URL (Base URL) ] UZ b, BICER L%y NV —2 4T 27 M
7V v LET, Ry NU—7a—F— 13 RS-
Fy FNT—=2 U V=T 7 ALLY ETHE, Z0
URL IZFFEENET,

Add(T) 22V v/ LT, 22 TAT V=2 FEERT
5T EHTEET,

Entity 1D SSO 7T FUr—ardxT 45 4 1D,

[Assertion Consumer Service (ASA) | EFEOENS HEIMIZEK S VE T,
MDURL (Assertion Consumer Services
(ACS) URL) ]

[—E AT m/ A X —FEHE U A k)5, Secure Firewall Threat Defense <~ >R D1E
(Service Provider Certificate) ] BT 25EHEFEL 7 ) v 7 LET,

Add (Y%7 Vw7 LT, 22 CAHT Y=/ MERT
5T LHLTEET,

[P—ERTaRS F—DRAET—| (AT ay) y—RTa S F— (DF) | FHX
X DH v ua— K (Download BT NAR) IZEEMTOENTWAEAX T —H LT

Service Provider Metadata) ] 12— K LT, Microsoft EntraID SSO 7 'Y /r—y 3 @
REXMF L LET,

ATY T3 [k~ (Next) |27 U7 LET,

RDERY
Microsoft Azure AD (SAML) L'V A : SAML 7 A 77 4 7 4 Fu/f X — (IdP) A X T —4
(29 =) |

Microsoft Azure AD (SAML) L )L Ly : SAML 7 A4 T T4 T4 FANAZ— (dP) A2 T—4
ZD# A2 TlX, Microsoft Azure AD (SAML) L /L A ZAERK TX AR —T D7 4 F— KD
1 R=VIZOWTIHLE L,
sheh B

Microsoft Azure AD (SAML) L'/L A : SAML Hh—E A7 /XA X — (SP) DA XT—4% (28
N—Y) | THHINTWBHEZ AT E5%ET LET,

[Realms]
I



[Realms] |
B Wicrosoft Azure AD (SAML) L L L. - Azure AD D324

FIE

AT 71 Microsoft Azure AD (SAML) L' /LA : SAML —E A7 113 A Z— (SP) DA XFT—H (28
=) DBFITLET,

ATY T2 EntralDSSO 7 7V r— a7 =7 Lb—3 g XML ZURNCA 7 a— RLTWAEA
X, XMLZ7v 7R—F (UploadXML) 127U v 27 LT, Tv7u—FKLET, LDk,
WOFNAZE A X v 7T TEET,

ATV T3 ROEREATILET,

I5H £ BA
Entity 1D TATUT AT 4 Taf L =D T 47 41D &A
HLET,

[ 7 n¥A 3 (SSO) URL |77 U — 2D SSOURL # AN LET,
(Single Sign on (SSO) URL) ]

[IdPFERZ: (1dP Certificate) | Y A K C., Microsoft Entra ID 3R\ H 9 2 REE % 7
Uy Z7 LET,

Add(T) %227V v LT, Z2TAHT V=2 Falid
5T ELTEET,

ATy T4 [k~ (Next) |27 U7 LET,

RDZBRY
Microsoft Azure AD (SAML) L /LA : SAML OFEfl (12 2—30)

Microsoft Azure AD (SAML) L JL L : Azure AD D E£#H
ZDH A TIX, Microsoft Azure AD (SAML) LV AZERCT&E 28— DU 4 F— KD

1 _R—JIZ oW TCEHBLE L,

FIE

ATV T U4 = FORIOFIEN BT LET,
RATYT2 ROWEHREANTILET,

IEH iR
£ 1 (Name) ZDOVILAEBRINT AT DO—BDLETIEAN LET,

. [Realms]
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Microsoft Azure AD (SAML) LJLL - A—H— w3V 234 LTI+ .

IHH anBA

D247 bDI—=9 Ly k (Client| L FCRBAS N TWD, BEEFEADOEHREATLET,
Secret) o
o Ry UTEREE ¢ %y T EEEA T Microsoft Azure

FF2kID AD (SAML)Z1ERT 5 HiE (3 =) |

ARy hNT IR A 4 (Event Hubs o 7 VT 4 7EGE © Microsoft Azure AD (SAML) L
Host Name) VDB IR ER ARG 5 (77T 4 TEGED
) (228—Y) )

A Xy hoNT 4 (Event Hub Name)

ARy "NT ST (Event Hub
Connection String)

E=E) 2a—4 I L—7 Slider enabled (@) 225 A FLT, RIU T —IZ&H5H
TN—TFENIRY) —NORAT DI N—T%IBEL
*9,

(TE) BT Ha—F—TN—T | Z2D7 4 —L RIZ1 DL EO T NV—T 2% AT LT-HE
(Excluded User Groups) X, FRLUADOTRTOI =T ENED T —TIT
GENLI—YP—NRNHX T a— NI, 22— =
a—Y—HlEcFHTE T,

LATIC 1 DD I N—T % E AT L, ZOBICYATL &
To TN—THTIERLFLNLFHRBISNET,

(AFvayv) Goira—W—7 | ZO7 41— RIZIDUEDIT V=T8N LT

JL—7" (Included User Groups) X, FNHDOIN—TLENLD T NV—T ’E,i;hé
a—P—FFRFy ra— RN, 2—F—75—FX

2 — PR — P —HilEIC R T E £,

LIFIZ 1 DD T N—TF X &AL, ZOBITHITLE
T, ITN—TZTIHERLT LN FERER SN ET,

ATV T3 [TAL (Test) 1227V 7 LET,
ROFNEZHETFNT, T A MERPRINT 52 L 2R LET,
ATy T4 [N (Next) 1227V v 7 LET,

Microsoft Azure AD (SAML) L)L L : A—H— v a3V B4 LTk

ZDH A2 T, Microsoft Azure AD (SAML) L /L A ZAER T X 5 A~—2 D7 4 F— FD
1 _R=VIZOWTHALE Lz,

TOF T arTiE ET T4 TRy g VAT AL o TR T ENAE TOREY
FHELET,
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B 08P UL L E 1o iE Active Directory (AD) LILLBEULILLT 1LY b EERT

FIE

ATy T

¥ 4 P— FORTOFIEN HHAT L E T,

ATY T2 ROEREASLET,

IHHE Bl

ISE 1 —H— F 74V MEIZ 14404 Q4R T

XX TT 4 TR—=F N A—H— |77 4L MEIZ 14405 Q4 FER) T,

IDXALT Y MNEWEDL L, =Dty a FIKTLET, 22— —NFEr A
IRy hT—=2I2T7 78 A LT T 556, = — 3 —[X Firewall Management Center (Z X
DARIE LTSN ET (KL% 7T 4 7R —%/Lx—— (Failed Captive Portal
Users) | #kr<) .

ATv T3 [Save RTF) 127 Vv 7 LET,

LDAP L JL L FE =& Active Directory (AD) LJLLEH LU L
IWLT 4 LY M) ZERRT S

L L A7 L C ISE/ISE-PIC % &% &3 %354 1%, Secure Firewall Management Center C ) = — H*—
DFEFFIEEET L2 — o al XA LT IRHL T EICERELTIEEN, 3
FMZOWTIE, [LbA (Realm) |7 4 —/V K (45 3—) 2R L TLIEEW,

WOTFNETIX, LV A (Firewall Management Center & Active Directory L /L A O#ERE) &7 4
L7 U (Firewall Management Center & LDAP #—/3—F 72% Active Directory K A A > =22
ko —Z o) ZERTE £,

(HE5%) Firewall Management Center 7> & Active Directory t— /3 —|Z 22283 H121%, £7

RDZAT ZFATLET,

* Active Directory (AD) H——D/L— FEHEFEL =7 AR — 5 (53 X—)
* Active Directory (AD) H— —DA4HTZBRFET D (53 X—)

Microsoft 11X, 2020 41T Active Directory #—/3—"C LDAP /31 7 ¢ 7 & LDAP B4 D
Mabtad 5L ELE LR, Microsoft RIS 2 BT D DI i T 74V RERET
Microsoft Windows % i 9~ % 45 *ﬁﬁﬁﬂ*ﬁ@ﬂfl% PEDNFAET D721, HPIRE BCBEE DR
&E*%wmmemw#~A— (CHRE T & 2 ATH &m%émgﬁﬁoﬁ%_owf
I%. Microsoft fEDH AR — %A T r2020 LDAP channel binding and LDAP signing requirement
for Windows| ZZML T 723V,

. [Realms]


https://support.microsoft.com/en-us/help/4520412/2020-ldap-channel-binding-and-ldap-signing-requirement-for-windows
https://support.microsoft.com/en-us/help/4520412/2020-ldap-channel-binding-and-ldap-signing-requirement-for-windows

| [Realms]

LDAP L JL L% 7= (% Active Directory (AD) LILABEULILLT« LY FuzkRTS [

LIVLABEOT 4 L7 MY ORET 4 —/V RIZET 25820 T, [Lb A (Realm) ]
TA—=N R @53=2) LLALAT AL R LEEBIZ 40— F (49—2) B3R T
<TIEEWY,

7 BARALAMEEEMEA LTV L ZBET DB FIROHNZONTIEL, 7B A KAV
fE#HIT % L T Firewall Management Center 432 : FlIH (58 X—) Z2ZMRML T EX

Wy,

ActiveDirectory 7 00— 3L h a7 — N—X LIV AT 4 LY R L LTHR—FITH
Fth, Fr—rLA a7 — = OOV TIL, learn.microsoft.com @ [Global Catalog |
EBRLTIZEN,

)

GE)

9T D Microsoft Active Directory (AD) LV AZEAD[ADT 7 A~ YU RAA > (AD Primary
Domain) | Zf8ET HLENH Y £7, #7225 Microsoft AD LV AIZ[EI U [ADT 74 <V R A
A > (ADPrimary Domain) JZf8ET 2 Z LIXTEETHN, AT ANETNHERE L 72< 72V
T, T, VAT AIZEVELALLAAOTRTOZ—F—L T L—T12 1 DOEA ID 2
FHOYBTHENDTEDTYT, TOD, VAT AMIFFEDL—V 72137 0 — 7 % BRI B3
HTENTEERHA, 22— — L7 N—TREUNE SN0z, FC[ADT 74~V K
AA > (AD Primary Domain) ] Z# i/ L THEDO LV LAEZRET H I &IXTEEHA, N
T, VAT LAR—EOID 2K LV LDT XTOL—F—L 7 —T2H ) BT DI
LET, TOD, VAT AIFEDOL—VF —F 37 N — T ZAfMIGRIITE £ A,

LV 572 L C ISE/ISE-PIC %# 3% ET %5413, Secure Firewall Management Center C D . — " —
DFERFIECHET 2P — kv a AL LT T MRHDHZEICEEL TSN, i
AZHOWTIE, [LbA (Realm) | 74—V R (45 X%—3) 2L T EE0,

48 HHEIIZ

¥ ¥ 7T 4 THR—Z ) Kerberos 3RGE A A L TV A EAIL. BB T DRIICRO® >3 v %
ZM L TL 72 &V Kerberos RREED AR (44 X—)

”Tﬁmfi%ﬁ?ﬁ LIS EE. VLB T DRI, ROJFAT V=7 FOF 7y bzl

. TREE. Ev YT, :J‘ootUﬁku ﬁéz\%#&wiﬁ“
* Microsoft AD £ 7213 LDAP IZZ 2T L TW DAL, — "— D5 S 7= ZFBA RS

e LLAHIK

FANZOWTIR., [RELEFDOTZODOFry hOA—72 ) BIO [BEHEEREZYR— 45
RV o= AT 027 b ZBRLTLTEEN,
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https://learn.microsoft.com/en-us/windows/win32/ad/global-catalog
management-center-device-config-77_chapter5.pdf#nameddest=unique_204
management-center-device-config-77_chapter5.pdf#nameddest=unique_198
management-center-device-config-77_chapter5.pdf#nameddest=unique_198
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B 10Ap Lo LE 7213 Active Directory (AD) LILABEULILLT 4 LY kU EERT S

|

FIE

&M
ATvT2
AFvT3

ATv74

ATvTh
ATvT6

ATy T17

ATvT8

EZRE  Secure Firewall Management Center & Active Directory N A A > =212 b o —F [H DOIRIE % HIF T 5
(Z1E, HiIERAYIZ Secure Firewall Management Center |~ T X 57217 IV LV AT 4 L7 B U (DF

D, RAS varyte—7) 2T 52 L 2Mm<BEIOLET,
7= & 21X, Secure Firewall Management Center 23 tKI2 5 2856 1%, RERIZIERICH 5 LV A

T4V P ERBELET, 2O LRNWE, 2—HF = —T DXy m— R

ZA LT U M50 EOREDEET HAREMENH Y £77,

Secure Firewall Management Center (212 27 A > L £,

Integration > Other Integrations > Realms > Realms #7 U v 7 L% 79,

LWLV LEERT DR, [V ADIEM (AddRealm) | a2y 7 X7 U 2 B8R
LET,

ZOMOE A7 (L ADOAEME, ERME, HIBRZR L) 2FETT 561, LLLAZERTS
(67 =) ZZMRLTIZIN,

[L/b s (Realm) | 74 —/LF (455—2) THBILEZE ST, VI AEREZEANLET,
[T 4 L2 bYH—"—3%5E (Directory Server Configuration) |27 2T, LILAT 1 L7
FULFEHIZ 4= R (49 X—2) OBBICHE->TT 4 L7 FUEANLET,
(FFary) ZOLLATHIO RAAL &2 ET HIZ1E, [Add another directory] %27 U v 7
LET,

[Configure Groups and Users] 7 U v 7 L £,
ROGEHREANTTLET,

[Information] SRR

AD Primary Domain | = —+*—Z8GEAN LT & 72 5 Active Directory —/3—0 K A A T,
FEMIZOWTIE, [Lb A (Realm) | 74—V K (45 X—V) &%
LT ZEVY,

RAA L ORFE2—F =TV g (UPN) 7 4 v 7 AT
<. FAAL DD RAA A HER L TLILLEERT D 0ENH
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Wiz, [WU[ADZ' 7 A4~ U KA A (AD Primary Domain) | ZffiH L THEEDO LV L%
BETHZEIETEETA, ZHIE, VAT AR -EOIDEKE LIV ADOTRTOL—H—
EIN—=TIZEND B THEDICRAELET, TOD, YAT AIFFEDZ—HF—F 72
TN—T % RGBT & £ 5 A,

AD Zia1—4—% (AD Join Username) . AD &/XX 77— K (AD Join Password)

. [Realms]

(L v A OFRERFIZ [Realm Configuration] % 7 _X— U T TE£9) |

Kerberos ¥ v 77 4 7 R—H )V T U T 4 7 #GE%E HRY & L7 Microsoft Active Directory L
JV T, Active Directory RAA U CRAAL L A Ba—F T NEAERT 5720
DY) 72 HEFR % £F Active Directory = —H —OFRBIH O 2 —H —4 L X2 T — K,

RORaEBRELTITEIVN,

* DNS (X, KA A 4% Active Directory KA A > 2> ha—FDIP 7 KL A ZHERT
XOMERHY T,

cFRET D —WIE, 2 B2 —HF % ActiveDirectory KA A NIHMEFDHZ LR TX
DMEEND D EF,

c PR TEREML THHLERDH Y T (7L 21E, administrator TlE7R
< administrator@mydomain.com ZfFfH L £7) |



| [Realms]

(Lt (Realm) 17—k |

Kerberos (F7-(XKerberos# 47> a v &3 5AICHTTP 2V I—) %2, 74T
VT AT 4D [RFEEZ 2 bk 2 (Authentication Protocol) ] & L CiEIRI 254, &
I 5 [Lv L (Realm) ]1E, Kerberos ¥ 77 4 7 R—H /N T 7T 4 7Gx FATT %
X 91z, [ADZI=—H —4 (AD Join Username) ] & [ADZII/XA U — K (AD Join
Password) | ZffiH L TRRET HHENH D £,

GE)

SHA-1 /N ¥ =2 7L 2 R ATl Active Directory —/3— |2 /8 AT — RPMEFEE N TE
ATIEZRWZO, A LRWNWTS 7ZE W, FEMIIZ- DV TIE, Open Web Application Security
Project ® Web 1 hiZ& 5 [Migrating your Certification Authority Hashing Algorithm from
SHA1 to SHA2 on Microsoft TechNet] <> [Password Storage Cheat Sheet] 7% & DE&E &k &
ZRLTLIIEEN,

Active Directory & OB{E121% SHA-256 # {525 2 L & fEE L £9,

[T« LD k) 2—H—% (Directory Username) 1 & [T« L& b1 /SR — K (Directory
Password) ]

\}

BT 2 2 —PFIERICEY 72T 7 E AMEEZ F > TV D 2 — P OBIH O 22— 4 & 32
J— R,
WORUTHERE LTI,

« OpenLDAP T, =—H%—D7 7 & ZAHERIL, OpenLDAP OftiEDE 7 58T

FHEIN TS <level> NTA—XIZLVIEINET, =2—HF—D<level> it
auth YL EICTD2HERH Y F97,

o —PHITEREMS THLIMENH Y £3 (72L& 21X, administrator Tid7e<
administrator@mydomain.com i/ L £7) .

GE)

SHA-1 7/~ =27 /b3 U X L Tld Active Directory h—/3N—|Z/X AT — RPRIF SN TH
ETERWZD, EHLARNTIZE W, FEMIZ- OV TIX, Open Web Application Security
Project @ Web 1 hZ& % [Migrating your Certification Authority Hashing Algorithm from
SHA1 to SHA2 on Microsoft TechNet] <> [Password Storage Cheat Sheet] 72 & DEEE k4
ZRLTSIES N,

Active Directory & DIE{E21% SHA-256 T 5 Z L 2L L £,

~RX—X DN (Base DN)

(4 7+ a ) Secure Firewall Management Center/)3 = —— 57— X O 3E & Bt 5 —
N=DT 4 L7 M)V —, XR=ZADNZIELRWEE, V= "—ICE TS 558,
VAT A B DN ZBS L ET,

HE, N—ZFB4 (DN) ITIFEE R AL A B IO Z R EAERNH Y £77,
7= & z21E. Example tEDO¥F = U 7 ¢ P D<X— X DN %,
ou=security,dc=example,dc=com & 72V £7,

[Realms] .


https://techcommunity.microsoft.com/t5/ask-the-directory-services-team/migrating-your-certification-authority-hashing-algorithm-from/ba-p/400300
https://techcommunity.microsoft.com/t5/ask-the-directory-services-team/migrating-your-certification-authority-hashing-algorithm-from/ba-p/400300
https://cheatsheetseries.owasp.org/cheatsheets/Password_Storage_Cheat_Sheet.html
https://www.openldap.org/doc/admin24/access-control.html
https://techcommunity.microsoft.com/t5/ask-the-directory-services-team/migrating-your-certification-authority-hashing-algorithm-from/ba-p/400300
https://techcommunity.microsoft.com/t5/ask-the-directory-services-team/migrating-your-certification-authority-hashing-algorithm-from/ba-p/400300
https://cheatsheetseries.owasp.org/cheatsheets/Password_Storage_Cheat_Sheet.html

B s Ream 17—k

[Realms] |

Group DN

N\

(47> a ) Secure Firewall Management Center’’ 7 /L — 7 @& Ffoa— Y — %2 R T
LY —=N"—=DF 4 L7 FY YU —, FHR—=FEINTWVE I NL—TEEO—EIZONTIL,
ﬁﬁ~%éﬂf“é%~ﬂ~ﬁ7/17%77%&@&%(%AEV)%3%LT<ﬁ
SV, ZA—7 DN ZE LRWGE, b= "—IlHER TE 256, ¥ AT A3 bL
DN Z s L £,

GE)

wiz, T4 L7 M) Yp—R—pa—%F—_ J)L—F DN TYVATLNYR— T 5UFE
DY ANERLET, RIORTXTFLNEFHTLE, VAT AR 2=V =L T —T %
Aorn— RTERLIBRDHAEERSH Y £7,

Sy $Ai— kSR TLBXF
% azAZ0-91#$%N&()_-{}' .~
— azAZ0-91#$%N&()_-{}' .~
~_—ZDN & Z/L—7 DN azZAZ091@8N &> () _-.~

=W TIE, EOBFTH CREZET) AX—RFTHR— SN TWEEA,

BEFEO VIV L ERET 25E. ROT7 44—V Rl TE£7,
[A—Y—tv>ar 24 LTk (UserSession Timeout) ]

. [Realms]

(L v A OFmERFIZ [Realm Configuration] % 7 X— Y CEHTE £9)

A=Wty g UNFA LT T NTHETORBEANLET, 774V NI, 2—F
DRTA Y AN RG 1440 77 Q4KFR]) BT, ZOXA LTV M E2@EDL &, 22—
YDty a3k TLET, 2= —0HEe /A &Ry hT—2ICT7 7 ER
LielS TV 5854, = — 3 —|% Secure Firewall Management Center (Z J V) AR & L Cilak &
NET (KM LI=F v 77 ¢ 7 AR—%/L2—%— (Failed Captive Portal Users) ] & Fr<) .

I 5T, VLA LUTISEASE-PIC ZRE L. #A L7 U MEBXTGAIEL, [RIBER DM
FCY, FEMIZOWTIE, Cisco TAC [IZBMWAbEL ZE W,

WDEZA LT 7 MEZERECTEET,

s [2—P—z—T x> bB I OISEISE-PIC~—+— (User Agent and ISE/ISE-PIC
Users) |: Ny U TBREA A 7 ThH2—W—x2—V = M FEIXISEISE-PICIZ L -
ThIZovFxrranda—H—0AL LT 7k,

FRELIEZAA LT U M, pxGridSXP v ay by BT 27 )7 ar (%6
FSCT~ w77 l) A shERA, bV IZ, ISENLORKED~ vV
TOHIBRETITERA v —URNRWRY By ay My vy B FI3RE
SNnET,

ISE/ISE-PIC DI DWTIE, ISEASE-PICT AT T 4T 4 VY —AEHBR LT
éb\o


https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html
management-center-device-config-77_chapter77.pdf#nameddest=unique_2419

| [Realms]
Lnssqry ryemmzq—nr |

[5»—\‘ FNAY—E AT —V = h—H— (Tterminal Services Agent Users) ]: /3w

THFEA A T THDHTS ==V =2 MZE-Th I v HF o7 ENb2—F—DH A
JAT'? ko FEIZOWTIX, #—IF AP —ER (TS) =— V= NOTATUT 4
T4 V=AEZRLTIIEIN,

[3¢% 7T 4 T HR—H/L—H (CaptivePortalUsers) |: 77T 4 Tidik# A 7 ThH D
XY T T AT R—EZNVEFEHLTCEFICa A Lia—FOX A LT 7 b, FEHIZ
ONWTE, XX T T AT R=INDTAT T 4T 4 Y —ZeBRLTIESN,

[RIRLT7=2% v 77 ¢ 7R —% )L—H (Failed Captive Portal Users) ]: ¥ 77 47
A=A NVEFHLTERIZrZ A L TR —FDX A L7 7 K, Secure Firewall
Management Center |Z & > T2 —HFNERGER=—V & L TRESNDLETO, [FK
v 7 A AT (Maxnnum loginattempts) |#XETEET, 778X ar br—
NWARY =L T, BEERR—FIZRy NV =T ~DT 7 v AL 535 2
LHLTEET, ZOHRIE. ZO2—FZZDXA L7 U MENEH S ET,

K LIex v 7T 47 R—=2 Va7 A OFFMICHONTIE, F¥ 77T 47 K=
T 4= REZRLTIESN,

[ A N%x 7T 4 7 HR—%/L=2—4 (GuestCaptive Portal Users) |: ¥+ 77 17 HR"—
AT AN =P L LTrIAL 2 LTWE2—FDHA LT T b, FHIZONT
. XY T T4 T R—BNDTAT T 4T 4 VA ZBRLTIESN,

LILLT 4L M) EREAD4—IL K

LIWLTa4LY ) 24—ILFK

INBOREZ, LIV LANOE % DY —s3— (ActiveDirectory KA A > hr—F72 ) |2
WHIET,

"R R4&/NP 7 FLA (Hostname/IP Address)
ActiveDirectory K A A > 2 hu—F < U DEEEHiR A N, sEeEM4 & HRT D
(21, Active Directory (AD) H— "—ODAHTEHFET D (53 2—Y) ML TES
AN

X ¥ 7T 4 TR F L DFRIEIC Kerberos Z ] L TV D 5E1X, RO Z & HEEL T 72
I,

Kerberos AL Z ] L TV 556, EERZRT NA ZADKRA MAIT 15 CFRIEIZTT D4

BWHRH Y 9 (Windows THRIE STV D NetBIOS DHil[R) . ZD L HIZLene, Fv
TT A TR FNGRAENRIE L £, BEHRT NA ADHEA ML, T34 2D v b
7y TREHCERE LET, FEHIZ OV, Microsoft O~ == 7 /L  [Naming conventions
in Active Directory for computers, domains, sites, and OUs] T, D X 5 RiFE2 ML T<

7ZEW0N,

DNS (IF A FAIZKH LT 64KB LA FDISEZIRTHENH Y £9, TN DOEE. AD
BEgr T A IR L E4, ZO#IfRIZW FmicEA S, RFC6891 &7 3 a2 6.2.5 Tl
BHENnTWET,

[Realms]
I .“


management-center-device-config-77_chapter80.pdf#nameddest=unique_2417
management-center-device-config-77_chapter80.pdf#nameddest=unique_2417
management-center-device-config-77_chapter78.pdf#nameddest=unique_2413
management-center-device-config-77_chapter78.pdf#nameddest=unique_2467
management-center-device-config-77_chapter78.pdf#nameddest=unique_2467
management-center-device-config-77_chapter78.pdf#nameddest=unique_2413
https://docs.microsoft.com/en-us/troubleshoot/windows-server/identity/naming-conventions-for-computer-domain-site-ou
https://docs.microsoft.com/en-us/troubleshoot/windows-server/identity/naming-conventions-for-computer-domain-site-ou
https://datatracker.ietf.org/doc/html/rfc6891#section-6.2.5

[Realms] |

LILLATa LY R ERBIT4—ILE

. [Realms]

R— bk

P—=N=DR— |,

E51t (Encryption)

(78 < HEHE) FEHT 2B
 STARTTLS : 575k LDAP #f¢
« LDAPS : I55{k LDAP ##¢

o 7 L : FERE5{L LDAP #ft (RESNTCWRWENT 7 4 v 7)

Active Directory ¥—/3N— & Z2|ZHE T 5121, Active Directory (AD) 721X LDAP (2
TRIZHHET 5 (52 =) #BRLTIEIN,

CA Certificate

Y N—~OFBFEIM 5 TLS/SSL REB -, TLS/SSL GEHHH 2 11§ 2 72012
STARTTLS % 7-/% LDAPS % [l =21t (Encryption) | ¥ A 7L L TEETE£7,

PREICRERE AT 256, AEREO Y — X —4 1%, % —/3—0D [Hostname/IP Address]
EETAMERBY FF, mExE IPT KL AL LT10.10.10250 ZEH LT 50
(2. FEBE T computerl.example.com i L CWAIGAEIX, BN L ET,

TALY P H—N—~DEHKICERINEZAVEF—T (4R

Secure Flrewall Threat Defense 7% Active Directory ¥—/N—(ZZZ2IZHEHETE H L 912, RA
VPNGBREIZDHMETY, LIZL, 2O v F =T = A AT, 2—HF— %iUﬁw—f@
Zyra— RIMEH S EEA,
N—=Ty RALZ =Tz X ITN—=TFE2@RTE LT, FMICOVTE, 27—
7 = A A (Interface) ZZML TIZEW,
KOWTN»as Y v 7 LET,
=N 7T ST K DR —T ¢ 7 & LT Active Directory $—/3—(Z
Pefoe L £,
s[> —7 x4 ZADEN (Choose an interface) ] : Active Directory P—/3—(ZHzft 9
DREOEHIGT NAA A L E—T 2 A A T N—TETRLET,

A—4H—FEEHT+—ILF
AD 754<%1) KEAA > (AD Primary Domain)

Microsoft Active Directory L' /L AR T3, = — W —GRAEN ML EE & 72 5 Active Directory H—
IN=D RAA T,


management-center-device-config-77_chapter34.pdf#nameddest=unique_932
management-center-device-config-77_chapter34.pdf#nameddest=unique_932

| [Realms]

\)

Lnssqry ryemmzq—nr |

6=

9T D Microsoft Active Directory (AD) L /L AIZEA D [ADT 7 A~V KA A (AD
Primary Domain) ] #$5E T 5 XLENH Y £5, #7225 Microsoft AD L /L AZ[H U [ADY
74 ~Y RAA > (ADPrimary Domain) | Z$EET 2 Z LIXTEETN, AT AN
ICHERE L 722< 20 3, ZhiE, Y AT ALKV FE LA LRNDOTRTO—H—L F)L—
I OOEA D RNEV LB THNLTEDTT, TOD, VAT LIFFEDL—Y E T2
XN —T AN T D ENTEERA, 22— =L T —T RN S
Wiz, WU[ADZ' 7 A4~ U RAA 2 (ADPrimary Domain) | Z#H L CTEHKO L L L%
RETHZLIITEERA, ZHIE, VAT AR —EDOIDEELLLADTRTOL—H—
ETN—=TIZEN Y THEDIHELET, TOD, VAT LMIFEDOL—F—F 21X
T N—T WIS T E £ A,

A—HY—ETL—TZBRRITHITVEAALTLEZEN

)

[Base DN] :
(47> 3 ) Firewall Management CenterS = — W' — 57— ¥ O ZE# LGS D5 —/—D
TALZ R YU —,

HE ., N—ZfR4 (DN) 1TI3EE R AL A B IO Z R T EAERNH Y £7°,
7= & 23X, Example OB X = U7 ¢ #HFHD<—Z DN |,
ou=security,dc=example,dc=com & 72V £7,

[Group DN] :

(472 = ) Firewall Management Center/’ 7 /L — 7 @Mt & Ff o —HF — 2 MB35V —
N=DT 4 L7 b VY —, PR—=PENTWLI7N—TREO—-TIZONTIE, FR—
FENTNDLI—"=FT V=7 b7 T ALREMES A3 _—2) Z2ZRLTIZSN,

GE)

TN —THETITHRENLIIL, TAZV T () fa3— (=) Xy T ATy
va () REORBEXFIEIEATEEYA, HALEEE, TNOOINNV—T Da—H—
A —REnd, IDARY —THEATE 20V TY,

[Load Groups]

a—P—FRARB L=V —HlEH 2= =L TN —T 2 X u— R TEx5 LT
B0 FET,

[ERATTEE%E ¥ )L— T (Available Groups) 1. [&€(2:80F % (Addto Include) 1. [BR4V 3 5
[ZIBINY 5 (Add to Exclude) ]

R —THEATEL 7V —T7 %2R L ET,

s [BEF AIREZR 71— (Available Groups) |7 « —/L RICER RSN TND 7 V—T 13,
TN—T% [ 5 T N—TF L a—%F— (Included Groups and Users) | F721% [FRHM9
57 N—>7t a—H%— (Excluded Groups and Users) ] 7 ¢ —/L RIZBEI LZ2WRY |
NY T —THHTEET,

[Realms] .



[Realms] |
B Active Directory (AD) #7-13 LDAP 2R 218

s TN—T % G D 7 N—TF L 2—H%— (Included Groups and Users) | 7 1 —/L K2
G EIE. ENODOIN—TLEZNOD T N—FITEEND 2 —F =TT R F
vra—R3p, 2—H—F—=FFa—P—F@Ho—F—HEicFHTE £,

o« IN—"T% BRI B I —TF L 22— — (Excluded Groups and Users) | 7 « —/L K
BB S HAIE, TSSO TRTOI V=T L ZNEDO T V—TICEEND
a—HF—nFrra— 3, 2—F @k —F—HflEcFIHTE E T,

cEENBRNITN—TD—YF—%EFD LI, [2—VF—DEE (User Inclusion) ] D
TO7 44— RiZZEOa2—F—ZE AL, B (Add) 127V v7 LET,

s RAL SNV V=T D — P —E AT DL, [— P — DRI (UserExclusion) ]
DFDT 4 —)V FIZEDO2—HF =&AL, BN (Add) 1227V vr LET,

A\

(GE)  Firewall Management Center |24 7 > 10— RIS 52— —%,
AXR=I-(E+e)+i ZfEH L THEINET,

sRIFFV O — R NLIE2—F—DU X T,

JEEENTHD I L—FTT,
cE RS STV D L —T7TF,
ce IS STV D 2 — =TT,
ilFEEN VWS =Y —TTF,

[Synchronize Now]
7V vy 7 LT, IN—Tla—W—%AD LRI LET,
B B[R 4 O B sR B ]
AD o a—W =L TN —T%F 1y n— N3 5 & R Z AT L £,

Active Directory (AD) F7/-[X LDAP [CZEIZ#EHET S

Active Directory ¥ 72 1% LDAP #—/3—135 X U Secure Firewall Management Center (78 < #£4%) [
TEF a7 REREMELT DT ROTXTOX AT ZFRITTDHLENRDHY 7,

s D= FEREE T AR — R LET

o b— MNEEZFHTEX 5 CAFEFE (Objects > Object Management > PKI > Trusted
CAs) & LT Secure Firewall Management Center (21 > 7R— s L E 7,

o = N—DEREMALERKELET,
s LILAT 4L MY BERRLET,

FEHICOWTIR, ROWTNIDZ 27 BB LT EE N,

. [Realms]



| [Realms]

Active Directory (AD) H—/\—DZFNERET S .

BErEY Y
Active Directory (AD) H—/N—D/L— MNEHELZ =7 AR —F25 (53 3—)
Active Directory (AD) H— "—DAHFIZHFETDH (53 _—)
LDAP L /LA E721F Active Directory (AD) LV AB LI RLILAT 4 L7 b BBk T S
(32 =)

Active Directory (AD) H—/\—DEZFTZHREFT S

FIE

ATy
ATv T2
ATv73
ATy T4
RATvTH
ATv 76
ATvT1

Firewall Management Center TL/V AT 4 L7 h U ZRET HITIX, RO FIATHIATS L5
2, B — "=zt L T LERDH D 7,

ZNBHDH AT X, Microsoft Active Directory (Z DAt & E 3, LDAP 2T 2 561%
FIRIZOWTHEY 2B EGR 2L TS0,

48O HREIIC

AL a— X DAFTERRTE DHERAEZFFO—H— & LT Active Directory Hr—/3N—|Z 1 7' A
VT HMERDY ET,

Active Directory r—/"—|Zm 7 A » LE T,

[BH%G (Start) 1227 U v 27 LET,

[ZDPC (ThisPC) 12427V >y 7 LET,

[Za X7 1 (Properties) |27 Vw7 LET,

[Advanced System Settings] #7 U v 7 LE 7,
[2Ea2—%4 (ComputerName) | ¥ 7 %27V v 7 LET,

[Z/var ¥ a—4F4 (Full computer name) | Dfiz A€ L £7,
Firewall Management Center T L /L A7 L7 N U ZMET D%, 2 OIEMRARTZ AT 5
WERH Y ET,

RDIRY
LDAP L /L A E721% Active Directory (AD) LV ABIRLILAT 4 L7 B BT 2D (32
~N—=)
BMELEYY
Active Directory (AD) #—/N—D/L— MNiEHELZ T 7 AR — 35 (53 X—)

Active Directory (AD) H—/\—®DJ)L— FIBAZEFIT Y AKR—+T 5

WD X AT TlE, ActiveDirectory % —/N—D/L— hEHEL =7 AR — 95 HIEIZOW T
BILES, Ziud, 2=V =747 7 17 1 1EH%& 57 5 7291 Firewall Management Center
\ZLRITEHET D l}@ CHLBIZR Y £,

[Realms] .



[Realms] |

B Active Directory (AD) ¥ —/S—D )L — MEEHBET Y XK—FT B

I B M H A 7L, Microsoft Active Directory |2 D Z il SUE ", LDAP 24 585411,
FHEIZOWTHEYI R ZEZE 2SR LTI E S,

1a s BRI

Active Directory % —/3— 0D /L — FEERAEDOLBIN 1> TWDLERH Y £9°, /L— MERAE
DAHRIN RAA L ERILTHLIEAE LR S>TWLEALHY £5, ROTFIAIL, AAi%E iR
TH=ODHEEZRLTVWET, 2L, foFELZEXLNET,

FIE

AT 91 LITFIL, ActiveDirectory % —/3—D /L — NEBHED AR 2R T 5 — 2O HETT, Mo
UWTIE, Microsoft #:D R =2 A N2 L TS Z &0,

a)

b)
c)

d)

2

h)

. [Realms]

Microsoft B BE = o V) — /L % FEAT T L HEBR & K-> —# — & L T Active Directory #—/3—I|Z

nJsA4rLET,

[BA#E (Start) 1227 V> 27 LT, mmcz ASILET,

[Z74L (File) 1>[RF v T4 oDEMEHIER (Add/RemoveSnap-in) 147 U v 7 L%

7

AN DARA 2B B [FEHFHE/R AT~ 74 > (Available Snap-ins) ] U A F 5, [REAE
(m—A1v)  (Certificates (local)) 1&7 U w27 LET,

GEM (Add) 1227V v 7 LET,

[REBAFEA T > 7' A (Certificates snap-in) | ¥ A T HI Ry 7 AT, [ALEa2—FT Y

> b (Computer Account) | %27 U2 L, [k~ (Next) %7 U v LET,

[ B a—%DEFR (Select Computer) | XA T HITRy 7 AT[R—H)LALEa—H
(Local Computer) ] %7 U > 27 L, [# 7T (Finish) 1%27 U > 27 LE7,

Windows Server 2012 D%, FiD FIAZER VIR LT, AHERF Y 74 v 28Mm L3,

[2>Y—JLIL— (Console Root) ]>[{ER8 & 7-AEBAMEES (Trusted Certification

Authorities) ]>[FEBAZE (Certificates) 1 %27 V v 7 L £,

P —R—DEHFHTE HIEHENLHBORA ZFRINE T, ROKIE Windows Server

2012 DBITHY | BRELZ L > TIERR > TV D AREMEDR H Y £7,



| [Realms]

Active Directory (AD) #—/\—0)L— FEBHEETH 2K— 175 [

b | Enterprise Trust

p [ Intermediate Certification Authorities

b || Trusted Publishers

b ] Untrusted Certificates

» R Third-Party Root Certification Authorities
p ] Trusted People

b ] Client Authentication |ssuers

5l Copyright () 1997 Microsoft C...
[ DigiCert Assured ID Root CA

5/ DigiCert Global Root CA

5| DigiCert Global Root G2 DigiCert Global Root G2

5| DigiCert High Assurance EV Ro... DigiCert High Assurance EV Root ..

=4 domain.example.com Sample Documentation Authority

Copyright (c) 1997 Microsoft Corp.
DigiCert Assured ID Root CA
DigiCert Global Root CA

b ] Remote Desktop Sl domain-DC-CA domain-DC-CA
p [ Certificate Enroliment Requests 5l domain-DC-CA domain-DC-CA
b 7] Smart Card Trusted Roots 5l domain-DC-CA domain-DC-CA ||
7 Trusted Devices @ domain-DC-CA domain-DC-CA
p [5] Web Hosting @domain-DC-O\ domain-DC-CA
P ﬁ Certification Authority (Local) [5ldomain-DC-CA domain-DC-CA
4 g domain-DC-CA [5IDST Root CA X3 DST Root CA X3
] Revoked Certificates (S5l Entrust Root Certification Auth... Entrust Root Certification Authority
(7] Issued Certificates [ GlobalSign GlobalSign
“_‘:I Pending Requests 5 GlobalSign GlobalSign
] Failed Requests 5] GlobalSign Roat CA GlobalSign Root CA
" Certificate Templates []Go Daddy Class 2 Certification .. Go Daddy Class 2 Certification Au...
.(:l. o = | 22 S R

E File Action View Favorites Window Help - |5 %
e 2@ &6 XE | B
| Console Root Issued To & Issued By || Actions
4 Ifﬁ‘ Certificates (Local Computer) Sl AAA Certificate Services AAA Certificate Services E I-E — I
4[] Personal [ AddTrust External CA Root AddTrust External CA Root = .
. (] Certificates [ Baltimore CyberTrust Root Baltimore CyberTrust Root st
<O T{usled_Root Certification Authorities (53] Class 3 Public Primary Certificat... Class 3 Public Primary Certificatio.. m
[ Certificates [5:/COMODO RSA Certification Au... COMODO RSA Certification Auth... s B

Trusted Root Certification Authorities store contains 39 certificates.

AT T2 certutil =2~ FaEEH L GEHELZ 7 AKR—FLET,

ZiE,

EHEEZ =7 AR — M5 —20FEICHE EE A, L, FEEZT 7 AR — |

T DRI ETT, RIS, Web 77 U & %17 L T Active Directory $—/3—7/5 Firewall
Management Center (ZH&#5¢ T & 2 56 (] T,

a)
b)

©)

[BH4G (Start) 1227 Vv Z7 LT, emd Z AN LET,

certutil -ca.cert certificate-name =~ > FEZ AN LET,

P N —DFEHENEEICE RIS NET,

----- BEGIN CERTIFICATE----- T#5£ ¥ -----END CERTIFICATE----- T#&b 2 (b D
LA EETe) REHEREKEZZ Y v FR—Riiar—L%7,

RDBRY

BEHTELCAAT V=7 MBI OFBIZHES T, Active Directory Yr—/3—DFEE 2 {F1H
TZ 5 CAGEHE & LT Firewall Management Center (24 >R — h LE T,
BENEY Y

Active Directory (AD) H— R—DXFIZMHHETDH (53 =)

[Realms] .
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[Realms] |

B =—rr—zrmya

A—H—¢ S5 IL—TERET S

==L T N—T DR LIE, TNA—T L T N—T AN —F T L TRIE LI L L E
7 4 L2 R UIZXF LT, Firewall Management Center 237 = VU 254795 Z L 2B L 7,
Firewall Management Center 23 L7299 X CHO2—H—% ID KV v —TEHTE L7,

RIREDS oMo 72355 1%, Firewall Management Center 73 2 — R CX 72\ 2 — W — L& )L —T7 %

BLULLVLZBINTO2LERSH Y £3, FMiT, LIABIMEBHTELS RAA L (38 3—
V) BRLTIZIN,

1R BHHIIZ

£ Active Directory K A A @ Secure Firewall Management Center L'/L A & &7 4 LA D
Active Director K A A > 21> h B—3 Z & O Firewall Management Center 7 4 L7 ~ U Z1Epk L
F£9, LDAP L /LA E721% Active Directory (AD) LV AB LI RLILAT 4 L7 b Y &/EkT
H (32 —Y) ZZWRLTIIZEN,

)

(GE)  Microsoft Azure AD LV ATIE, 2—H—L 7N —7 ORIV ESH Y FH A,

FIE

ATvT1

=P —HETHEAT o 2= — 2B L FAA N L TOHR VIV L ZAERT 20BN H Y F
EE

RED XA N T&ET, Secure Firewall Management Center | X4 5D 7 —7 &L 7 —7|Z
GEND—HY—%E XU u— RNLET, LDAP L /L A F 2L Active Directory (AD) L /LA
BERVALLAT V7 U EERT D (32-5—) 0@V, HEISTT, Fvra—
RT o7 N—TFba—PF—%HRTEET,

FAAL L ORB2—HF =TV 2% (UPN) B 7 4 v 7 ZTERLS, RAAL DD R A
AHBEER LTV LZERT D2HERHY £T, 29 LRWGAE, 2—F—& 7 1—71%
Fyra—RIRRL, 7470747 4R —dEShEEA, 72&21E TD RAA
V73 domain. example.com C, 1’&]%@ UPN Zu 73 domain2 .mydomain.com @%/Eu\!j:\
domain.example.com ZHHTH LIV IV LAERETHMLENHY £, (REOUPNY 7 ¢ v
T ADRTE DA DUV T, learn.microsoft.com @ [Configuring Alternate LoginID] 72 & U
V=2 uBRLTIIEEN,

Secure Firewall Management Center (212 7 A > L CWRWGEITr 714 U LET,

AT w72 Integration > Other Integrations > Realms> Realms 27 V v 7 L %7,
RAT9 T3 FHLILADORIZH D Download (b)) 227V v 7 LET,
ATy T8 fEREERTDHITIE, [SyncResults])| ¥ 7227 U v LET,

[Realms] 51T, Active Directory 7 4 L' A kI ND 2 —H— L 7 )L—7 ORI BI 3 5 RiE 0 A 1
WRINET, FLLVLOMIZHDLRDA P — 2 ZRLET,

. [Realms]


https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configuring-alternate-login-id

| [Realms]

Lvss—4o2utmiTs |

[Realms] BID A > 45— |Ek

>
(72 L) =Rl A ENEZT_RTO2—Y—L I V—T7, U RET
‘a—o
Yellow Triangle (,.;ﬁ) a—P = T —TORBPICRIENRAELFE Li-, 4 Active

Directory K A A > @D L)L &4 Active Directory KA A >y ko —
TOTFT4 V7 M) ZBMLIEZ L EEHELET,

P ONWTIE, 7 BARAS U EEHE T TV 2a— D (73
=) ZZRLTIESN,

LIVLS—r DR ERT %

FIE

ATy T
ATvT2
ATvT3
ATv74
ATvT5
ATvT6
ATy T1
ATvT8

WOFINAT, VLWL =TV AEERTEET, LILVAY—FT UV RX, VAT LABTAT
FUAT AR —F AT AL XTRETHLALLDIEF XY XA N TF, LAAZBEINTS
GELFESTLKFAUFET, 74T 0T 4T AN— MLV LAY —7 A %BMLUET, E
F. VAT LABTAT T AT 4R —%HHT 2L, LV AV—F U ATRES N
EFF CTT_RTOULILLAPBRREIND Z L TT,

IR B
Active Directory t—/N— & ORI ENENIET D, DR EH 2D LIV AEER L TH
T ALENRH Y ET, LDAP LILAD LAY —4 v RAIERTX EH A,

LDAP L /L A& 721% Active Directory (AD) LV AR IRV ALLT o L7 MY 2EkT 5 (32
N—=) OIS T, VIV LAEERLET,

Secure Firewall Management Center (27 274 & L TWRWSEEITr 7 A o LET,

Integration > Other Integrations > Realms > Realm Sequences =7 UV v 7 L %79,

[LV Ay —% A (Realm Sequences) | ¥ 7 %27V v 27 LET,

[>—/4 v A%BN (Add Sequence) | %7V v 7 LE7,

[Name] 7 4 —/L RIZ, LIV A =4 RAZiBT B -0 D4 T2 AT LET,
(A7 3 ) [Description] 7 4 —/L RIZ, LIL AT —4 L AOFHEZ AN LET,

[Realms] C. Add () %27 U v 7 LET,

= ATEMT AE LV LADLRETEZ ) v 7 LET,

MR AR IATeIZIX, [Filter] 7 4 —/L RICL VAL DT R CTERIT—EE AT LET,

[Realms] .



[Realms] |
. I AR KAA AS8EZxt L T Firewall Management Center %19 % : FIE

AFv7F9 [0K1%&Z Vw7 LET,

ATw 710 [AddRealm Sequence] %A 7 1 VR 7 AT, Y AT APRFTHIEFTLILLEZ RT v 7T
YRRuy7LET,
KON, 22D LIV ATHERIND LIV LAY —r  ZADHZ R LET,
domain-europe.example.com L /L A%, domain.example.com L /L A DHIZ 2 — W —{TxF L T
REINET,

Add Realm Sequence ®

Name *

( \
! Americas and Europe |
J

Description

Realms

domain-europe.example.com (AD)

domain.example.com (AD)

ATy TN [Save] 27V v 7 LT,

RDRARY
(TAF T 4T 4 RV —DOFER] 23R LT &N,

JOX K A4 {EFEIZ%t L T Firewall Management Center
Y 5 . FlB

ZITHEH WSO»D My 7 Z2BLET, 70X AL EEHERO2 OO LV LAEHEN LT
Firewall Management Center D% & {5 & fifan L £ 77,

Z DOBBER IR FIEOFNCIZ, 2 2D 7 4 L A | : forest.example.com & eastforest.example.com
NEENET, 74+ LA ME 74 LA PORFEDZ—F—B LI VA—T RO 7+ L
A NN Microsoft AD (2 K-> TRRAES LD X D TR E S IVE T,

. [Realms]
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| [Realms]
J BR KAA {E5EIZxt L T Firewall Management Center #5593 % : FIE .

\)

G¥) Z® ME Y 7%, Microsoft AD L /L AZDO A S E 9, Microsoft Azure AD L /L A2 1L
A EHA,

wIZ, ZOBITHEMAT2REMNZRLET,

forest.example.com eastforest.example.com

Two-way transitive forest trust

Active Directory server Active Directory server

A OB &4 L C. Firewall Management Center 2K D X 9 [ZRE L £,

s T Ay hur—LRY —THlfIT D —F —%F T forest.example.com N O E D
KAALvDLLVLET LT R

e TRy hu—)L R —THIfEIF %2 —%— %5 T eastforest.example.com N DAT:
BORALLDULILLET L7 MY

ZOFEIO LV AZIE, Firewall Management Center T7 4 L' b U & L TCRREINTND 1D
DAL arbue—=9R8Hb0ET, ZOFDOT 4 L7 FUIE, WROLIICHESINLTVE
D

« forest.example.com
o 2—P—D_— G54 (DN) : ou=UsersWest,dc=forest,dc=example,dc=com
o 7' L—7D~<X—Z DN : ou=EngineringWest,dc=forest,dc=example,dc=com
« eastforest.example.com
» 22—+ —D~—Z DN : ou=EastUsers,dc=eastforest,dc=example,dc=com
« 7 )L—7M~—Z DN : ou=EastEngineering,dc=eastforest,dc=example,dc=com
BErEY Y

J A RAA L hT A MAIFIZ Secure Firewall Management Center Z 492 FIE 1 : LL
LET 4 L7 M) KT S (60 ~—)

[Realms]
I .“
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[Realms] |
@ 1712 Secure Firewall Management Center Z#&f T 2FIE1: LILLET ALY M) EERET D

HS0ORXKAA > bZ X RMEITIZ Secure Firewall Management Center %
BT 5FIE1: LILLETALI M) ZTHERT S

FIE

ATvI1
ATvT2
ATvT3
ATv74

. [Realms]

TN, 7 a AR AL OEFHEEIFR TRE S 472 Active Directory Hh— N—Z 35925 L 9|
Firewall Management Center Z 5% &4 2 HiEZ T 2 BERNZRFIEDRAI D Z X7 T‘j—o Z
DEEIL, M TR 52b Y £9, ZOREFIOMEIZONTIL, 77 A FA
A MEFEIZKF LT Firewall Management Center Z #5795 : FIR (58 X—2) &ML T2
I,
RAAL U ZEIZI DDLUV LE AL vyary ba—F 28212507 4 L7 b 26 LT
E LTV AT AT, K 100,000 DAMHEEF 2T 4 7 v ioOL (2—HF—E 7 L—7)
ERIETEET, 0o DIBEX 2 VT4 7V U SARRID LAV ATH Y v a— RELTE
a— P —HFTHEHIE, TR aLr hr— L R —THHATEET,

1R BRI

Microsoft Active Directory h—/3—{X, 7 B A RA A VOEFHBR CTRET HLERH Y 7,
FEIZOWTIE, LV ABIMEEHTED ALY 38 X—Y) ML TSN,

LDAP F 7-iZ Microsoft Azure AD T —W —%3R3Fd B35 ZOFIEFMFEHTEEREA,

Secure Firewall Management Center (212 7 A > L CWRWEEITr 7 A4 U LET,
Integration > Other Integrations > Realms > Realms 2 7 U v 7 L$£ 79,
[LILLZEENM (Add Realm) ]> [Active Directory/LDAP] %#7 V v 7 L £,
forest.example.com Z X ET 572D, IROEHRZ AT L ET,


https://social.technet.microsoft.com/wiki/contents/articles/51367.active-directory-foreign-security-principals-and-special-identities.aspx

| [Realms]

4~ 0ORXKAA > kS5R MAIFIZ Secure Firewall Management Center Z4# T 2 FIE1: LILLET 4 LY U T 5 .

ATy Th
ATvT6

&

G¥)

Add New Realm

Mame*

Description

| eastforest.example.com

Type

AD Primary Domain

| AD

| | eastforest.example.com |

Directory Username*

Directory Password*

| limited.eastuser@eastforest.example.com

Base DN

Group DN

| ou=EngineeringUsers,dc=eastforest,dc=ex

| |ou:EastEngineering,dc:eaﬁtfcrest,dc:exa |

Directory Server Configuration

»~ eastforest.example.com:389

Hostname/IP Address*

Port*

| eastforest.example.com

| | 289

Encryption

CA Certificate

| MNone

| Select certificate v

(@) Resolve via route lookup

(0) Choose an interface

@ Test connection succeeded

Interface used to connect to Directory server )

Default: Management/Diagnostic Interface

Add another directory

Configure Groups and Users e

[Directory Username] (21, Active Directory K A A VINOEE O —HPF—ZfEETE ET, Fihl
IRHERRIILEH V) £H A,

T4 LI )Y =N ORI SN DA ¥ —7 = A A, Active Directory #—/3—|Z

B Tx A1

BEDOA L HE—T A ATT,

[Test) 27 U w7 L, TAMPEETHZ L 2R L THrLRHATLET,
[Configure Groups and Users] 27 U v 7 L£79,

[Realms] .



[Realms] |

. Y 0ORKAA 2 kSR LEITIZ Secure Firewall Management Center #1839 2FIE1: LILLET ALY I EERT S

ATy T17

ATvT8
ATv79
ATv 710
ATvIN

. [Realms]

RIEDENT DL DK D Ie"—VRFRINET,

forest.example.com

Group and User Sync Directory Realm Configuration
AD Primary Domain

forest.example.com

Enter query to look for users and groups
Enter the directory tree on the server where the Firepower Management Center should begin searching for user and group data.

Base DN Group DN

ou=UsersiWest,de=forest dc=exa ou=EngineeringWest de=forest,d

Load Groups

Available Groups
Limit the groups to use in policy by moving them 1o either the Included Groups or Excluded Groups list. Moving one group to the Included Groups list, for example, allows

that group only to be used in policy. Learn more [

Available Groups (All groups are included by default) Included Groups and Users Excluded Groups and Users

All except excluded None
CrossForestTest

AnotherCrosForestTest

®

roups;and users

are,downloaded =)

Engineers\West
RegularGroup

CrossForestGroup

(G¥)

IN—Tla—WF—NEya— RS TWiReWAEIL, [Base DN] 7 4 —/L K & [Groups DN]
74—V FOEA R L., [Load Groups] #7 U v 7 LE7,

ZONR—UTE, ZOMOA T a VEREEMFHTEET, FEICOWTIE, [LbA (Realm) ]
T4 K (45 —=2) BIOLALLAT L7 MY ERIHIZ 4= 8 (49 2—2) 2R
LTLIEENY,

TOR—VERFF TRV TEL TG AIL, [Savel 227 U v 7 LET,
Integration > Other Integrations > Realms > Realms =2 U v 7 L £ 7,
[LVAZEEN (AddRealm) 1227 VU v 27 LET,
eastforest.example.com Z % E 9 5722, RDOFHRE AT LET,



| [Realms]

4~ 0ORXKAA > kS5R MAIFIZ Secure Firewall Management Center Z4# T 2 FIE1: LILLET 4 LY U T 5 .

ATvT12
ATy 713
ATy 714

Add New Realm

Name*

Description

| eastforest.example.com

Type

AD Primary Domain

| AD

| | eastforest.example.com |

Directory Username™

Directory Password®

| limited.eastuser@eastforest.example.com

E.g. user@domain.com

Base DN

Group DN

| jUsers,dc=eastforest,dc=example,dc=com

| |eerl’ng__dczeasllcrest,dczexample__dczcom |

E.q. cu=group, d

Directory Server Configuration

~ eastforest.example.com:636

Hostname/IP Address*

Port*

| eastforest.example.com

| 636

Encryption

CA Certificate*

| LDAPS

| | EastForest

(@ Resolve via route lookup

(0} Choose an interface

Test @ Test connection succeeded

Interface used to connect to Directory server

Default: Management/Diagnostic Interface w

Add another directory

Configure Groups and Users

[Test] 27 U w27 L, 7ARNPRENTDHZ L 2R L TOLHATLET,
[Configure Groups and Users] 27 U v 7 L£79,
RENKNT HE, WOE I Ie_X—UMERINET,

[Realms] .



[Realms] |
. 2 OR KAA {E3EM@ 712 Secure Firewall Management Center %3 5 FIE2: 21— — ¢ I —T2RPT 3

eastforest.example.com Cancel

Enter description

Group and User Sync Directory Realm Configuration

AD Primary Domain

eastforest. example.com

Enter query to look for users and groups

Enter the directory tree on the server where the Firewall Management Center should begin searching for user and group data

Base DN Group DN
ou=EastUsers,dc=eastforest,dc= ou=EastEngineering,du=eastfore
Load Groups

Available Groups

Limit the groups to use in policy by moving them to either the Included Groups or Excluded Groups list. Moving one group to
the Included Groups list, for example, allows that group only to be used in policy. Learn more [4

Available Groups (All groups are included by default) Included Groups and Users Excluded Groups and Users

Search All except excluded None

No groups were found

BErEY Y
7 AR A A ZHEANT T Secure Firewall Management Center 2 #5% 92 FIE2 : == —H—
LT N—THFHT D (64 ~—2)

2 OR KAA {EEEMRITIZ Secure Firewall Management Center Z &,
$5FIE2: a—H—¢LTIWL—T%RHAT S

7 A RAAL L OEHEBREZ RS2 DLl EO Active Directory r—/"—Z R E LI H, 22— —
EIN—T X ra— RTHMNERHY 9, 2O 7 B AT, ActiveDirectory D% E T
RIENRAET D AREMENH D £9 (—J7D Active Directory N A A N7/ NV—T7 £ 13—
P=RF T rn—RFSRTHWT, ) —HZFFvrun— RS THWRWEERLY) |

JR 8O DRI

7 ARAA L NT A NEFIZ Secure Firewall Management Center 2§32 FIE 1 : LL AL
T4V MU ERKTD (60 2—) THHSINTWAIEELZIT LI 2R LET,

FIRr

AT w71 Secure Firewall Management Center (212 7 > L CWeWEAITe 71 v LET,
AT w72 Integration > Other Integrations > Realms > Realms # 7 U »~ 7 L 7,

. [Realms]



| [Realms]

2 O R K AA {E8EMA T Secure Firewall Management Center 13 2 FIE3 : RIBEEMEIRT 5 .

RATYT3 I rARAL EEOTEED LV AOITORET, Download Now()x 7 U v 27 L, [IFW
(Yes) 122 V7 LET,

AT 74 Check Mark (@) ([Notifications]) >[Tasks] %7 U v 7 L %7,
IN—TFla—HF—pFrura— RNIKRRLIZEAE, FfTL T ES N, HiORITNE
L7258, [bvA (Realm) [ 74—V R A53—2) BRLOLALLT 4 L7 MU LR
74—V F (49 X—) OFIUIEN, VIV AET 4 LT N OREEMHRLET,

AT 75 Integration > Other Integrations > Realms > Sync Results 27 U v 7 L %79,
EErEYY

7 A R A A AGFEIIT I Secure Firewall Management Center % %3~ 5 FIA 3 : [ % i
w5 (65 —)

AR KAA {EEER T1Z Secure Firewall Management Center % &Rk
95FIE3: BEIEEZRERT D

Firewall Management Center T7 2 A R A A VEHARET D REOFIHIL, 2—HF—& 71—
TR =L TH R —RENL L2 T52 LT, =2—F—L 7 —7RNEcy vy
rua— RENeW—fi7eBHIX, 22— —L& 7 —72NET 5 L /L LA Firewall Management
Center IZX 7B — RIS TWRNWZ & TT,

ORI TIE, RASvaryba—IBETI/V—T2HMBRTDLIICLILARERESH
TWRNWED, 1 O0 7 LA R TCEREINTWVWAE I IL—TF% X oa— RTExRWZ 52
Wrd 2 FHEICHOWTHBA LET,

1R BHEIIZ
=]

AT 71 Secure Firewall Management Center (212 7' > L CWVaWAdn 74 v LET,
AT 72 Integration > Other Integrations > Realms > Realms =27 U »~ 7 L 7,

[Realms] 51T, L /L AD4ETOREIC Yellow Triangle (Ah) 23 FR STV BBE . RIS 5 0%
EROLMENR DY £79, BRINTOHRWGA, ELKEREINTWADZD, KT TEE
kD

ATY T3 MEERFTH LV LN ==L I N—T2FEFm— FLET,
a) [Realms] ¥ 7% 7 U v/ LET,
b) * [(Download Now)] =27 U v 7 L, [Yes] 27 U 27 LET,

AT w74 [SyncResults] ¥ 7 X—T %27 U7 LET,

[Realms] .



[Realms] |
. I AR KAA AS3EM 712 Secure Firewall Management Center #8352 FIE3 : MREEAERT S

[Realms] 7 7 1 Yellow Triangle (A 73R SN T EHEE, MBOH 5 LV AOKICH
% Yellow Triangle (4h) %2 V v 7 L&,
AT w5 FROFIT, [Groups] £7-1% [Users] 7 VU v 7 L CiEHERZMB L 9,

25w F6 [Groups] E7=13 [Users] % 7~—T. Yellow Triangle (k) % 7 U v 7 L CEEMIE®R % 57 L
£,

FROINIE, FEOFRKZFETE D HaFlRinFnsnEd,

Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem
Realms Realm Sequences Sync Results
Realms Groups Users Users contained in the selected group

A forest.example.com A CrossForestinvalidGroup EastForest.example.com\East! A forest.example.com

E.g., Error message: this realm contains references to user or groups in another
domain that have not been synchronized (downloaded with the system.)
Learn more [4

eastforest.example.com CrossForestValidGroup
EngineersWest

A\ CrossForestinvalidGroup
E.g., Error message: this group contains references to user or groups in
another domain that have not been synchronized (downloaded with the
system.)Learn more [4
A EastForest.example.com\EastMarketingUsers

Check config for Realm and ensure you can sync user or group
'EastForest.example.com\EastMarketingUsers' from that Realm.

Viewing 1-2 of 2 Viewing 1-3 of 3 Viewing 1-1 of 1

AR OFI T, forest.example.com (2%, Firewall Management Center |Z X > TH 7 m— KX
TV D 7 )v—7 EastMarketingUsers # & ie7 2 A KA A > 7 )L—7F
CrossForestinvalidGroup 23 £ 4L TV £ 97, eastforest.example.com L /L A% FREE[RI L 7= 1% .
T T — MR L7720 A 1T, Active Directory K A A > 212 kv — 7 |Z EastMarketingUsers 73
BENLTORVAREER DY £,

ZOMEE RIS 51213, WEEITLET,

» CrossForestinvalidGroup 7> 5 EastMarketingUsers % HllFx L. forest.example.com L /L A%
HERSIL T, BEELET,

« eastforest.example.com L /L' 2 ® [Group DN] 7> 5 ou=EastEngineering fE & IR L £4, =
FUZ &V | Firewall Management Center |& Active Directory Mg D g AL L~ G 7 )v—7
ZHUfS L. eastforest.example.com % [FlH#] L C R L £ 7,

[Realms]
[ 6| I
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LszeEss )

LILLZEET 5

FIE

RATvT1
ATvT2
ATvT3
ATv74

ATy Th

ATvT6

ATy T17
ATv78

ZOIETIE, [LvA (Realms) |N—Y EDar ho— a2 LT, LALICHETSEESES
FRAVTF RS AT BFATT HHIEZOWTHALET,

L b= ARRBFRTRENTVEHE, RETFM F AL B LTRBY, REEETT S
FMEMRN B0 FH A, . RO DIT View (@) RSN 56, REFTME R AL B LTE
D, BREEZEETHHERENPH Y /A,

Secure Firewall Management Center (212 7 A > L CWRWEEITr 714 LET,

Integration > Other Integrations > Realms > Realms 2 2 U v 7 L$£ 79,

LV A IR 5120%, Delete () %2V v 7 LET,

LV A ERET ST, LA LOICH S Edit(P) %227 U v 27 L, LDAP LV A E 7213 Active
Directory (AD) LV ABIOLALT L7 MU EERT D 32 3—) OFPU ES TE
HAEITWET,

LV A ZERINCT 2121E, MREE (State) 2 AICATA FLET, LALEZEDCT 5T,
FEWZATA FLET,

a2—HP—BIlRa—WP—rN—T% ¥ n— NF 521X, Download(*) %27 Vv 7 LET,
LA LE A —F5120%, Copy () 227U v 7 LET,
LV A E T 20751V TIE, LIV AZIIET D (67 3—) 2B L TLIEEN,

LILLZLEERT B

FIE

AT T1
ATvT2
ATvT3
ATvT4
ATvT5

ZDH AT BFEITTHIZIE, Admin, Access Admin, Network Admin, F 7z Security Approver
ThLHIULENRDY £7,

Secure Firewall Management Center (212 7 A > L CWRWSEEITr 7 A4 LET,

Integration > Other Integrations > Realms > Realms #7 U v 7 L% 79,

[LV ADL#E (Compare Realms) 1 &7 U w27 LET,

[thfgextg: (Compare Against) ] U A b6 [LL AD K (Compare Realm) ] i8R L £,

[LVA A (RealmA) |BEIW[L/LAB (RealmB) | U A MWL EEET D LIV AEEIRL F
‘dAO

[Realms] .



[Realms] |

B oisea—v—oryoo—rErsIL a—1TB

AFyT6 [OK]| %2V v
ATy TT flx DEFEZFRTHITIE, XA MV =D LD [Fi~ (Previous) ] 721 [k~ (Next) ]%

ATy T8

ATvT9

70y LET,

(A7 ay) [l LA —F (ComparisonReport) ] %7 U w7 LT, LIVAKKLFR— &
ERLET,

(A7 ay) Lk (NewComparison) (%2727 U v 27 LT, HILWLILAKEKE 2 —%
R LET,

LILLEA—HF—DAY o O0—FK# ST a— T

2

. [Realms]

FILAY — S—BEEOBIIEIC G0 T2 b LAV ARIE, 7790 ARE, FI¥— A~
EOTE A LTSV, BEOMO LT 7 1sa—F 4 v 70T, REBHLT
QEE,

» Cisco ISE/ISE-PIC % 7= Cisco TrustSec DJED v T TNV a—TF 4 7
TS —V 2 N TAT T AT A V= ADNT TN 2a—T 47

XN T T AT R—=BNDTAT T AT 4 V—AD T TN a—T 47
cVE—KNTIVEAVPNTAT VT AT 4 V—ADKNT TNV a—T 47

ca—P—HEHONT TN a—=T 4T

FEK: LILLETL—TRLAR—FENFETH, FU00—-FEhFEA

Secure Firewall Management Center D~/ AE =X —|%, —WF—F 7 XLV AOR—EK A @
LET, INBIFROLIICERSNLTVET,

e 2—P—DR—FH : 2—W—F, ¥y a— KZibd I L7 < Secure Firewall Management
Center [Z#HE SN ET,

22— —DAR—FO— 72 B X, = —¥% —7 Secure Firewall Management Center <~ 4
Tra— RS ENTZIN—FI2E LTS Z & T3, Review the information discussed
in Cisco Secure Firewall Management Center Device Configuration Guide.

o LIV ADAR—F : —H%—73 Firewall Management Center (2585 S AL TR L L ATRS
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A CrossForestGroup
E.g., Error message: this group contains references to user or groups in
another domain that have not been synchronized (downloaded with the
system.)Learn more [

A EASTFORESTO\EastMarketing

Check config for Realm and ensure you can sync user or group
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Microsoft Azure Active |7.6.0 7.4.0 You can now use Microsoft Azure Active Directory (AD) realms for active
Directory (SAML) L and passive authentication:
Vb, * Active authentication using Azure AD: Use Azure AD as a captive portal.
* Passive authentication using Cisco ISE (introduced in Version 7.4.0): The
Firewall Management Center gets groups from Azure AD and logged-in
user session data from ISE.
We use SAML (Security Assertion Markup Language) to establish a trust
relationship between a service provider (the devices that handle authentication
requests) and an identity provider (Azure AD).
Upgrade impact. If you had a Microsoft Azure AD realm configured before
the upgrade, it is displayed as a SAML - Azure AD realm configured for passive
authentication. All previous user session data is preserved.
New/modified screens: Integration > Other Integrations > Realms > Add
Realm > SAML - Azure AD
New/modified CLI commands: none
Microsoft Azure Active |7.4.0 7.4.0 Microsoft Azure Active Directory (AD) L /LA & ISE 2T % &
Directory (AD) LV 2P EFIEL 72 2= PO dIca— Y —t v a VR
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T

FR/ATE SN W : [#A (Integration) 1> [ZDihD#ESE (Other
Integrations) ]1>[LJLL (Realms) ]>[FBRF* T —4 >R (Proxy
Sequence) ]
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