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Configure security groups and SXP publishing in ISE

FIE

ATy T

There is a lot of configuration that you must do in Cisco Identity Services Engine (ISE) to create the
TrustSec policy and security group tags (SGT). Please look at the ISE documentation for more complete
information on implementing TrustSec.

The following procedure picks out the highlights of the core settings you must configure in ISE for the
Firewall Threat Defense device to be able to download and apply static SGT-to-IP address mappings,
which can then be used for source and destination SGT matching in access control rules. See the ISE
documentation for detailed information.

A>T 42 SGT & SXP Oifi 5 HTALEIX. WOSIZEETALENRH Y £7°,

o AA v FMNA T A SGT Z#rikd 5 & . Secure Firewall Threat Defense 1X% D % 7|2
SNTT Vg EFETLET,

o« AA v TFNDH X TR IRV EA . Secure Firewall Threat Defense X SXP~ v B> 7' %
AL TREEZITOLERDD 7,

L, AL v FIET 7 AN MY X TPREIN TGS, SGTO 2B L F
T, TNEOREDW G & FREFZEEH T 5361, Secure Firewall Threat Defense @ SXP 73
SGT Z 7 %8BIt 5 2 LM TAEINE 7a—126 LT, FZ AR Ky TDOFRy hT—2
FRAAN07RED SGT # 7 Z B L TWRWZ & ZHERT HLENDH D £77,

R THSNIZEETEETE £H A,
The figures in this procedure are based on ISE 2.4. The exact paths to these features might change in

subsequent releases, but the concepts and requirements will be the same. Although ISE 2.4 or later is
recommended, and preferably 2.6 or later, the configuration should work starting with ISE 2.2 patch 1.

458 HREIIC

You must have the ISE Plus license to publish SGT-to-IP address static mappings and to get user
session-to-SGT mappings so that the Firewall Threat Defense device can receive them.

Choose Work Centers> TrustSec > Settings > SXP Settings, and select the Publish SXP Bindings on
PxGrid option.

This option makes ISE send the SGT mappings out using SXP. You must select this option for the Firewall
Threat Defense device to “hear” anything from listing to the SXP topic. This option must be selected for
the Firewall Threat Defense device to get static SGT-to-IP address mapping information. It is not necessary
if you simply want to use SGT tags defined in the packets, or SGTs that are assigned to a user session.
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. Configure security groups and SXP publishing in ISE

"l Identity Services Engine Home ¢+ ConlextVisibdity  +Operations  » Polky  » Administraion

¥ Mobwork Access  » GuestAccess  =TrustSec | » BYOD  » Profier  » Posture  » Device Administration  » PassivelD

» Overview  » Components ¢ TrusiSec Policy Policy Sets  » 5XF » Troubleshoot  Reporis = Saltings
—

-]
General TrusiSec Setiings SXP sm"‘m
TrustSec Matrix Settings
Wiork Process Seltings I & Publish SXP bindings on PﬂGncF Add radius mappings inlo SXP 1P SGT mapping table
EXF Sedl
= Global Password
AL Sattings
Global Password  ssssese
This ghobal passwand will be ovesriden by the device specific passwand
Timers

Minimum Acceplable Hold 120

Tim®  seconds (1-65534, 0 ta disab &)

Reconciiation Timer 120
Seconds (0-64000)
Mirirmum Hold Time 20

Seconds |3-B5534, 0 to disable]

Maximum Hold Time 180

Seconds (4-83534)

Retry Opsn Timer 120

Seconds (0-54000)

Sel Detault

X Fw 72 Choose Work Centers> TrustSec > SXP > SXP Devices, and add a device.

This does not have to be a real device, you can even use the management IP address of the Firewall Threat
Defense device. The table simply needs at least one device to induce ISE to publish the static SGT-to-IP
address mappings. This step is not necessary if you simply want to use SGT tags defined in the packets,

or SGTs that are assigned to a user session.

- - - :
ik Identity Services Engine Home b ConextVisiblity  » Operafions  # Poly b Administration  [EESRUSaes

b Metwork Access i Guest Astess - TrusiSec » BYOD ¥ Profiler b Posture b Device Adrmingiraion b PassvelD

b Owverview ¢ Components b TrusiSec Pobcy  Policy Sets = SXP » Troubleshoot Reports b Seitings
e

P SXP Devices
SEP Darviols
All SXP Mappings
T Refrasn e acd T Trasne Sdt1  Assign SXP Doman
Name IP Address  Stalus Peer Role  Pass MNegot.. SX.. ConnectedTo Duration [d SXP Domain

FOM 192188020 OFF BOTH NONE ] =3 24.01:15:08 delault

AT 73 Choose Work Centers> TrustSec> Components> Security Groupsand verify there are security group
tags defined. Create new ones as necessary.
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Identity Services Engine

Home ¥ Contest Visibility ¥ Operations ¥ Palicy ¢ Administration = Work Centers
b Metwork Access b Guest Access |+ TrusiSec ¢ BYOD b Profiler b Posture b Device Administration b Pazzivell
b Overview  ~Components b TrustSec Policy  Policy Sets b SEP b Troubleshoot  Reports b Settings
[ ——
o

Security Groups Security Groups

For Policy Export go to Administration > System > Backup & Restore = Paolic

P SGT Static Mapping
Security Group ACLs

Metwork Devices

e Acd X import 2 Export~ I Trash ~ @ Fush & verify Deploy

Trustsec AAA Servers

Icon Mame l& SGT (Dec / Hex)  Description
QIJ) Point_of Sale_Systems 100004, Point of Sale Security Group
@ Production_Servers 11,0008 Production Servers Security Group
QIJ) Production_Users THO00T Production User Security Group
{EE Quarantined_Systemns 2E5/00FF Quarantine Security Group

AT 74 Choose Work Centers> TrustSec > Components>|P SGT Static Mapping and map host and network
IP addresses to the security group tags.

This step is not necessary if you simply want to use SGT tags defined in the packets, or SGTs that are
assigned to a user session.

-l |dentity Services Engine

Home: ¢ Context Visibility ¢ Operations ¥ Paolicy ¥ Administration ~'Work Centers.

b Metwork Access b Guest Access | = TrustSec b BYCD ¥ Profiler b Pozture b Device Administrafion b PazzivelD

b Owerview  ~ Components P TrustSec Policy  Policy Sets b SXP b Troubleshoot  Reports b Settings
%

IP SGT static mapping

Security Groups

0 Selected
P SGT Static Mapping
Security Group ACLs = Refresh e Add 'm' Trash= Edit Move to mapping group = Manage groups Impaort
Metwork Devicas n . :
|IP address/Host SGT Mapping group  Deploy via Deploy to
Trustsec AAA Servers
182.168.1.0/24 AppServer {16/0010) default (Mo Devices)
182.188.1.101 AppServer {16/0010) default (Mo Devices]
182.168.2.102 DataCenter (17/0011) default (Mo Devices)
182.188.7.0/24 Production_Users (70007 default [Mo Dewvices]
182.168.8.0/24 Production_Servers (11/000B) default (Mo Devices)

SecureFirewallManagementCenter T 9™ 5 1= & D 5L EAE % ISE/ISE-PIC
H—N—MNoIT IV RAKR—FrF 5%
TITE RO EZ2AT O FEZHOWTHHA L E T,
« ISE/ISE-PIC —/3—/2 5 VAT LGE#EEZ =7 AR — ML ET,
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B x5samzEozsxk—

IS OFEAEIL, ISEASE-PIC % — \—|ZZ 2R T DT OICHETT, ISEv AT A
OFEITEC. O H 1 DEFIFREKRI OOMAESL T 7 AR — N TALERH D £
j—o

* pxGrid H—/3—FH DOFIEE
cE=H—U 2 (MNT) $——H O E
e pxGrid 7 74 7> (->F V| Firewall Management Center) fOFEHE (FE X —%
=AY
RYIO 2 SOFERAFE L ITRRY . T A LBAEHETT,
o Z1U5 DFEBE % Firewall Management Center (21 > 7" — F LE T,

e pxGrid 7 74 7 > MiEAE © F— 23 2 NEEERE  (Objects> Object
Management > PK| > Internal Certs)

o pxGrid %r—/N—GEE . [FFHTX 5 CA (Objects> Object Management > PK | > Trusted
CAs)

« MNT iFHHE : 12 T& % CA

EELEY Y
VAT LFEHEDO T 7 AR — |
ISE/ISE-PIC GiFEHED A i R— |~ (16 _*—)

VAT LERAED T Y AR—

FIE

ATvT1

ATy T2

ATvT3

VAT LFEAE L Z OFEHEBICEEMS T SN TV HARE X —&2 7 AR— FTE EJ, AEHE
LEOMEX—H% NNy Ty TR AR— T AEAIT. FRALEMLEICS U TH CTHA
VIR— N TEET,

1R HHIIC
MDA ZFATT HIE, A= "—EBHEELITV AT LEHETHLLENH Y £7,

CiscoISEGUI T, [A*=a— (Menu) | 7A 2y (=) 27V v 7L, REBRRLET, [EE
(Administration) ]1>[2 X7 L (System) ] > [ZEBAE (Certificates) | > [ R T LEEAE
(System Certificates) |,

T AR— FTHAEHEBORICH DT = v IRy 7 A A 2L, [£7 AR— K (Export) ]
Vv LET,

FAEAED R E T AR — N5 h, GEHE L GEEICEEMAT O TV A MEX—E2 =7 A
R—=FTH0EEIRL T,

(o
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X, FOMEF—DORF B L/ NAT— REZHRELET, ZO/ AT — RN, FEHEE IO Cisco
ISE / — RIiZA VA= T HEXIHEL T, MEX—2EFLTIHIVLENLY £7,

AFYTE EX—2T s ZAR— T 58T, SAT—FREAHLET, K2 U— %, 8 CFLL ki
TOHMENRD Y 9,

AT9 TS [£7 AKR—F (Export) |27 Vw7 LT, 7I9AT VN T ITUFEFATLTNDL T 7 AL
AT MIGEHEEZ R LET,

SEAEOAEZ T AR— T %A, AEHEIIPEM B CIRFESNE T, AR L MEF—
DG E T 7 AR— b9 28546, aEHEL PEM BRI E LS L ENT-ME X —T7 7 A
NeEte zip 7 7 A NVE LTI AR—bFENET,

BOZERMAZTEEALFET,

HOBAGEAEZER TS 2 & T BriLve— b LiEEEZBIN L 3, B OBAERET,
NEST A b EFHIl O =— XI5 L TORER D 2 & 2R L £9, FBRBBREIIC Cisco ISE
ZRMAT D 2 L AFE LTV DEEIE, FTHERIRY CA B4 SRENEZMHMN LT, EEH

Ty b= BERTEY 2T ANBTOID LI LET,

\}

GE) HOBAGERELHEHLTEBY, CiscolSE / — RDOKRA M EEE T H5E1E, Cisco ISE
J— ROEER—Z a7 4L, HOFRRA MMMEHIN TS B CEATEELHIFR L
Thb, FILVWHCEBAGEHFELZAEMRLET, £ LARVE | Cisco ISE T HVAR A M3l
HanrzAcB4iHELG EEEHLET,

1R & BRI
RDBZ AT e FATT HITNE, A—N"—EFHE LI AT LERAE TCHLLER DY 7,

FIRr

AT v F1 CiscolSEGUI T, [Menu] 7 A 2> (=) 27 Y v 7 L. [Administration] > [System] >
[Certificates] > [System Certificates] Z %R L £,

CHLHY ) — RhD HEOBLAGELERT 5I101E. [FE (Administration) ][> [V R T L
(System) ]>[H—/\—FIBAE (Server Certificate) | Zi&IR L £ 77,

AT9F2 ISEPICGUI C[A=z2— (Menuw) |74 2> (=) 27V v 7 L CREZEIRLET, [(IAE
(Certificates) ] > [ AT LGEBAE (System Certificates) ],
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B sensepiciEmED k-

ATvT3

RATv74

ATy T5

[BCBAGEAEDAERR (Generate Self Signed Certificate) ] %27 U v/ L, S d 7 4 R
TICFEMAE AT LET,

ZOFEAEAEHT 52— RSN T [EH )7L (Usage) 1FEIDTF = v 7Ry 7 2% A
VIZLET,

RERAEA AN T 212iE, [XE (Submit) 127 U v 7 LET,

CLIbE®H &Y ) — REefiE#E+5121L, ROIEFTKROa~vy FREATILET,

a) application stop ise

b) application start ise

ISE/ISE-PIC SEFAZ D 1 R— K

FIE

AT T1
ATvT2
ATvT3
ATv74
ATvT5
ATvT6
ATvT1
ATvT8

Z OFJEIFEE T, Cisco Identity Services Engine (Cisco ISE) 7 A 7 > 7 4 T 1 X — A DK
i (17 4—=) THHLTWD LI, ISE——lzu /1 AFmeiRit+s 2 L T,
AFAEEZ BB v R— T H 2L TEET,
LN OFIECTIEAEFEL A AR — M LET,
«pxGrid 7 7 A 7 > FFEAE © F—Z M 2 NEEESE  (Objects> Object Management >
PKI > Internal Certs)
o pxGrid #— " —GEAE ; [F#H T %5 CA (Objects> Object Management > PK1 > Trusted
CAs)

« MNT 2 : (ETX % CA

48 HHEIIZ

(AFvar) VAT LFGEHEOT 7 AR— K (14 =) OHBUIE-> T, ISE/ISE-PIC
Y= MO EFEAL 7 AR — F LE T, GEE & F—I%, Secure Firewall Management Center
OB T A LTEDR Y ANAFHEL TV DRENRDH Y £,

Secure Firewall Management Center {22 271 > L CWRWEHEFR 7 A LET,

Objects> Object Management > PK| > Internal Certs #7 U v 7 L %9,

[NIBFERZ BN (Add Internal Cert) [ %27 U v 27 LEJ,

B O RICES T, GEAE LB —2 A AR —FLET,

[fE#HT& ACA (TrustedCAs) %27V v 27 LET,

[{EMECTX HCADENM (Add Trusted CA) 1227V v 7 LE T,

B OFFRIZHES T, pxGrid 1 —N—FEHEEZ A O AR—FLET,

MENZE T, EFLOFIEZ D KL T MNT ¥ — A N—DFFHTE 5 CAZ AV KR—FLET,
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« RV —EH —F (PAN) OEREM N AL A EILIP T KL,
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SGT 75 IP ~D~ v BV 7B L NSXP 22V T, ROMICHERE LT EE,
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SGT # 7% ca£d, TNHDOX 7L, 5D —% L EE A,

Ry PBIVP2—H—LIPT7 FLA/SGT D~ v ¥ 7 TDH SGT Z#EHT HIC
1. CiscolSET AT T 4T 4V —ADSXP hE Y VIV T AT T4 T L7=Y, SXP
o ENRTY v aTHEICISEEZRELIZD LAWNWTLFEY, ZOlEHR
IEREE T & 55D D —E I T& £,

BErEYY
Cisco ISEZ A v 7 HER D RiHESM: (18 X—2)
74y 7R (19 X—2)
Cisco ISE D7 A 7 FERIZ DWW T (17 ~—27)
Cisco ISE DR EZRFE (23 ~—)

Cisco ISEZ 14 v 7 BB D RIR &
ISEZ A v 7 REERDIE DL, ISEFHE L L TCROMFTEFEITTHLERNSY 7,
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ROBIHF 2R L TWET,

API Settings
Overview API Service Settings AP| Gateway Settings

v API Service Settings for Administration Node

@ ERS (Read/Write)

@ Open API (Read/Write)

~ CSRF Check ( only for ERS Settings )

(O Enable CSRF Check for Enhanced Security (Not compatible with pre ISE 2.3 Clients)

© Disable CSRF For ERS Request (compatible with ERS clients older than ISE 2.3)

« [ERS (FiHHu v /#E&iAZ) (ERS (Read/Write)) ] % [A%h (Enabled) ]ICAF 4 KL ZE
‘3—0
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[BEFE] 2B L T2 &V,
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Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks

Certificate Management >

More
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Certificate Authority ~ using Command Line Interface (CLI).
Overview %} Disable Certificate Authority
Issued Certificates
Host Name ~ Personas Role(s)
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Internal CA Settings ise33 Administration, Monitoring, Peli... STANDAL...
Certificate Templates

External CA Settings
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| 7477454 V—R : ISENSE-PIC
Cisco Identity Services Engine (Cisco ISE) 77 o v ¥ # R D5 R .

FHHIZOWTIE, A4 Ty 7 BEOROBREEZSRL TIZS0,

3

HRELEEDOREOFHBIIE T, EHATEITAT T 4T 4 R —ET kA 2 b
n—L R —EENRT A RERBRLET,

+ [Cisco Secure Firewall Management Center Administration Guide] @ [Using Workflows] @i
o Ca—F =T 74T 4 5EF=F—LET,

BMELFEYY
Cisco ISE D7 A v ZHERKIZOWT (17 X—)
Cisco ISE D& ERFRTE (23 —)

Cisco Identity Services Engine (Cisco ISE) 7 1 v 7 #HD#HER

ERETELRVEERAE D [#HAFER (Initial information) ] X—

[74 > 7#% ()  (Quick Configuration (New)) |4 7 X— JIZMBE /2 E#ME AT &,
FEENEHE CX AERICL s TEA SN TVDENE I DR SNE T, £ 95 TRVWGE
T, WO XD 7=V BERREINET,

Integrating ISE ®

Il setting up ISE in Firewall Management Center.
Paused...

(@ Establishing Trust

Paused

w DigiCert Global 62 TLS RSA SHA256 2020 CA1

CA CERTIFICATE

Subject DN HA 020
Issuer DN

om,0=DigiCert Inc,C=US
Serial Number B85F34 BCC14FFS3EDAZ3EZA

> cloudflare-dns.com

A\ Certificate is not trusted
o

=)

prGrid Connection

Cancel

ROFRED DV £,

« AEHEZ(EH L, ISE CORGEL MG 2551, [>]1 D KGR (Accept) 127 U v 7 L%
‘j‘o
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TATYT 4T 4 Y—2A : ISENSE-PIC |
. Cisco Identity Services Engine (Cisco ISE) 77 1 v 7 #R DR

« ISE TRGEETITKR T T 55615, [HEG (Decline) 127V v 27 LET,

T, (74 v 7R (B#l)  (Quick Configuration (New)) | % 7 ~X— 3 T ISE % E % e
AL, BRITTEET,

EERISEHE

FB7E L 7215 ¥ C Secure Firewall Management Center 5 IE i, (ZFRFE T 7285618, RO X H 7pt—
UNRRFINET,

Integrating ISE [
Save this config ‘

Hide detail .
& Establishing Trust

Done

~ Ise30a.ntd-test.cisco.com
CA CERTIFICATE
Subject DN CN=ise® fn = o.com
Issuer DN CN=ise! § 1 =ocom
Serial Number 64377 T T TAI0E
Start Date Wed May 31 9:45:05 2023
End Date Fri May 30 9:45:05 2025

Sianature Alaorithm  SHA384-RSA
& Testing pxGrid Connection
» Primary Host Testing Result: | Success

> Secondary Host Testing Result: | Success

Close

[ZOEREERTT (SavethisConfig) 127 Vv 7 LTIREL, IETT AT T 47 4 V—R
EEATCEEICLET,

MBS UC, [pxGrid ki D7 A b (Testing pxGrid Connection) [IZH 25 U A b D 1 D% EHH
LT, TRHDY—=Anb Ay an— RENTAEHEEZRRLET,

LML= ISEfEE

{a] 5 2> EEFH T Secure Firewall Management Center 7% ISE COFBAEIZ R L= 8HE1X, kD LD
IRV NRRINET,

B 71727474 Y—X :ISE/SE-PIC



| 7455454 Y—Z : ISENSE-PIC
ciscoISE DL EE [

Integrating ISE ®

a5 Process stopped due to an error

@ Establishing Trust
Failed

~ DigiCert Global G2 TLS RSA SHA256 2020 CA1

CA CERTIFICATE

Subject DN

Issuer DN

Serial Number

"

> cloudflare-dns.com

[ Cancel ]

TT—RA vt —UNRADOTFA N TERENET,
WOZIRIER B 0 £,

o« LT —N—BFR LD (R y hU—Z OB ) THAGEIR, [HRIT
(Retry) 127V v 7 LET,

BIDISE v 7' A MNERTHEHRITT 285451, [Fvy 2L (Cancd) 127V v 7 LET,
EENEYD

CiscoISE D7 A v ZHERKIZDOWNT (17 R—)
Cisco ISE O EEERETE (23 X—)

Cisco ISE D 5 E LR TE

WOFNETIE, ISEASE-PICT AT T AT 4/ —AZRETHHIEZOWTHALET, =
DE AT B FEITTHITE. 70— L RAL VB LTWAMERS ) 4,

1R8O BRI

. MicrosoftActiveDirectory P R—F TR — FRRO LDAP Y — = b —HF—F v
varERET HIE. TLDAP LV A E 7213 Active Directory (AD) L /L AB XL L
LT 4 L7 R EAERRT D) OFBIZHE > T, pxGrid ~/V Y F % 487E L, Cisco ISE H—
N=D VNV LzE L THMCLET,

FATUT 4T 4 Y—X : ISE/ISE-PIC .
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B ciscoseomzEnm:

FIE

ATy T
ATy T2
ATvT3

ATy T4

ATy T5

TATYT 4T 4 Y—2A : ISENSE-PIC |

cSXPE N LTABENTESGTNHIPT RLA~D< v B 7% E¢r, CiscolSE TERES
NTNETRTOY BT ERET 51203, ROFIEZEITLES, BlofEs LT,
WDAT v arndHnEd,

e Xy FINOD SGTIEHRDO I ZFH L, CiscoISE b A n— REnfz~y s/
EHEALRNE T DR, [7278R a2 ha— )b—LOVERE X OFRE
WCHEH SN TWDFIREZAX v 7 LT &S, ZOEA, EETEREELTOR
SGT ¥ 7% TE 4, ZhbD¥ 7, st —HKLEHA,

Xy FBL N2 —H—L P T KL A/SGT D~ v B 7 TDH SGT AT 512

%, CiscolSET AT T 4T 4 Y —ADSXP hE v ZIZH T A7 T4 7 L7120, SXP

v/t/a%ﬂ7)//:¢éi9_mE% XELIZD LRNTLEE, ZOE#H
TEIE T L 5D ST O—H ST Tx 7,

o (FEMIRXEDIr, ) ISEASE-PIC = "= bRt EEZ =7 AR — L, A7 a2 T
['Secure Firewall Management Center Cf 9% 729 OFEM F % ISE/ISE-PIC Y —/3—/1 5
T AR—=FT5H (13_—=2) | OFBAIZHE-> TREFZE % Secure Firewall Management
Center |24 >R — N LET,

« Secure Firewall Management Center % ISE h—/X—D& ¥ =2V 7 4 7 v—7 %27 (SGT) T
HHTEDEIITSXP by 7 AT 5551F,  [ISEASE-PIC OE (10~—2) |
L TLTEEN,

Firewall Management Center (272 74 > L £ 7,
Integration > Other Integrations> |dentity Sources =27 U v 7 L ¥ 7,

[th—E R %A 7 (Service Type) | T [Identity Services Engine] &2~ U v 2 L. ISE 8t & B2
LET,

G¥)
Pefoe & BN DT, [ L (None) 1% 7 U v 27 LET,

(77 A4~YU ARARANP 7 KL A (Primary Host Name/IP Address) ]. 83X OF 7T a Tk
T3 Y ARA RA/NP 7 KL A (Secondary Host Name/IP Address) | # AJJ L £7,

[pxGrid#—/3—CA (pxGrid Server CA) |3 &L TN [MNTH#—,3—CA (MNT Server CA) ] U A k
MOHEYT LR %, [pxGridZ 7 A 7 > FiEAE] [FMCH— X —3EBHE (FMC Server
Certificate) | U A M BIEEIRIEHEEZNZNZ U v 7 LET, Fi-, Add(T) 22 Y v
L CREAELZEMT 522 &6 TE £,

(6=3))

[pxGridZ A 7> FFEBE (pxGrid Client Certificate) ] [FMCH—/3—ZEB#E (FMC Server
Certificate) ] (i, clientAuth JLiEF—EHENZENTWDOIMERH Y £, £ 95 TRV
A TEXF—HERMEIEE TR O TIERY FHEA,

B 71727474 Y—X :ISE/SE-PIC
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isense-Pic oEE 7 — L F [

ATwT6 (A7 ar) CIDRVRry 7 KiaHLTCISERy NV —2 7 ¢ /L% (ISENetwork Filter) ]
AN LET,

RART9 T [T A7 T4 7% (Subscribe To) |27 v a> T, ROZ LafERLET,

¢ ISEV—N—nDISEx—H— kv vaERhEzZETHZOD [y a T4 L7 B
U® hE > (Session Directory Topic) o
o ISE — "= BRI HERGEAIZ SGT B IP ~D~ vy B T ORB 2 ZET 57200

[SXPRE > (SXPTopic) . ZDOA T aid, 7/7kA ar ha— L— LTl
D SGT & 7 &AM 5 72 OB T,

ATV T8 P aT AT LA, [TAR (Test) 227V v 7 LET,

T A NBRKRIUTSE, SBREEICET 53>V TE, [Zofiou 7 (Additional Logs) ]
7 Uy LET,
GE)
wam%%A7///&% RETHHEIE. TAMUNET D) — REBUET 7T 4 772 ) —
NIZT HRERH Y £3, FEHIZOWTIE,  [CiscopxGrid / — ] S L TS0,

RDEZRY

cTATUT 4T 4R —OEROMBBIZIES T, flT 32— —B LMD 7T 3
VEL.TAT T AT A R —ESTHRELET,

o T U B ZAHIHA~DOMDORY o —DOEEET OIS T, TAT YT 4T 4 IL—ILET
IR arybra—) R —IZBEEMITET, ZORV—F, VT T4 T BT 4V
2L, AT arTRELET,

*CiscoISED X2 T 4 7 N—T7%7 (SGT) #7 7 kA arsba—L R —DFA
FIvrEE L THERALET,

FEIZONWTIE, ATy 7 BIEOREOREESZRL T EEW,

L EDRIOBRAI > T, BT 5T AF T 4 F 4 KU o b T % 2o |
o—L ﬂ‘\o U y%%%}i;ﬁ‘%?/{{ Z&:%Bﬁ L/jz—a«o

» [Cisco Secure Firewall Management Center Administration Guidel] @ TUsing Workflows] @Fi
o Ca—F =T 774 T 4 5EF=F—LET,

BMELEYY
Cisco ISE D7 A v ZHEKIZOWT (17 =)
Cisco ISE D& ERRE (23 _X—)

ISE/ISE-PIC DERTE 7 4 —IL
DT 4 —)v K& LT /ISE-PIC ~DOEki 2R ELET,
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FAFUF T4 Y—R : ISEASE-PIC |
B sesercomEr—uk

T34V BLEUVEAUSY) RA RR/NP 7 KLR (Primary and Secondary Host Name/I P
Address)

TIA47Y (BLOAT a2 TEAIZY) pxGridISEV—/SORA M EZIXIPT R
LA,

FBET HHRA M THH SN S AR— NI, ISE & Secure Firewall Management Center O fifj
FINHEGERRETHDLULENR DY £,

pxGrid #—/3— CA (pxGrid Server CA)
pxGrid 7 L — AU — 7 OEE S NVIFEEE, EBBIIC T 74~ U Lkl % U @ pxGrid
=R 55GE. GO — ROGEHENFR CRBIERIC L > TEA I TWARLENH
D ij‘o

MNT H—/3— CA (MNT Server CA)
—iEX U m— RETRFO ISEFEAEDOEFH S e, BICT I/~ Leh
ZYDMNT /— RR3d 5856, W0 — ROGERENF CRFERHIC L > TEHA ST
WOHMENRH Y £7,

pxGrid 2 54 7 > hEEBAE
NISE-PIC ~D#HGRE, F721E—54 7 v — RO IFEATIEIZ Secure Firewall Management Center
23 /ISE-PIC |Z#2 0L~ 2 M BEA B 2 NHRREITE 6 L O —,

\}

GE)  [pxGridZ 7 A 7 > bFiEHE (pxGrid Client Certificate) ][FMCH—/3—ZEB# (FMC Server
Certificate) 121, clientAuth JEIEF—FHHENEEN TWALERH Y 3, £ 95 Th
WA, TREF —HERMEIEE EN T TIERY /A,

ISEwy kT—% T 4)LAR (ISE Network Filter)

F 7 a D7 V& T, ISE 5 Secure Firewall Management Center (2 L AR — b 57 — X
ZHIRTH7OICRETEET, v NI~ T4V ZERET HHE, ISEIXZD7 ¢
NENDFR Y KT — I PoF =25 LR— N LET, ROFETT A VI EIEETE
R

«FE (Any) D7 A NEFERETHLEIT 74—V FEZEHDOEFICLET,
«CIDREFZLAFEH L TH—DIPVAT RL X Tuy 72 AN LET,

cCIDRZ=FAMFHLTIPVMT FL A 7av 27DV RA N2 ~wTRE>TADLE
—g‘o

N

CE) ZoR—=Ua DV ATFT AT, ISEDONR—2 g R, IPv6 7 RL AR LT
TANE ) T hEYR—FLERA,
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Cisco ISE/ISE-PIC FE 1= 1X Cisco TrustSec DRAED kS T a—F 4 Y .

Bk
[ty arT 4L 27 FU®DME Y (Session Directory Topic) |: Z DR v 7 A%t 02
LT, ISEt—R_—Da—W—tyaDFRaE 727747 LET, SGTE=2 R
A MDA T —=EPNEENET,
[SXPRE w7 (SXPTopic) |: ZDHR Yy 7 A%AFNZL T, ISE— =050 SXP ~ v
T YT AT T LET,

MELEYY
BECE 7GR A 7Y =7 b
WEREEA 7 V= 7 b
Cisco ISE D7 A » 7 HERIZHDOWNT (17 2—2)
Cisco ISE DR AR E (23 X—)

Cisco ISE/ISE-PIC /-1 Cisco TrustSec DREED 5 JJL
a—Tqa4 Y

Cisco TrustSec DEIED S TN a—TF 425

TNA AL B2 —T = A AT, ISE/ISE-PIC £7cldRry NT—27 LDV R aF (4 ApbE
X2 UT 4 I N—7%7 (SGT) %fniET H L HICHETEET (Cisco TrustSec & MEIFXALE
T) o T AEHR— (T34 A (Devices) |>[7 /31 A& # (Device Management) )
TlE, A H =T 2 A AD[F 2T 4 VV—TF %7 DIsiE (Propagate Security Group Tag) ]
Fr2y IRy I ANT 74V N CTHZIZRDET, > ¥ —7 A AT TrustSec 7 — ¥ &in
BSEDITE, ZORYy 7 AEF T LET,

ISE /ISE-PIC DFED S TN a—TFT4 Y
BEDOMO T TNy a—T 4 72O TE, bbb a—HF—DF o a—RKa 771
Va— ARV —{HO N T TN a—T 4 T ESR LTI,
ISE % 7213 ISE-PIC #46 l CIBEM L Z » 723581, RO Z L 2R L T2 a0,
«ISE & VAT A EIEFEICHAET DI, ISEND pxGrid 74 T > 7 4 7 4 ~ v B v 7 HERE
EHNDNCTDHILERH D 7,
e T I b= NR=NRM LG, BV 2T T4~ VICFH CTHE ST LM
NHVET, HBITZ7 2= T —NR"—FT5Z LT A,
« ISE #—/3— & Firewall Management Center [{f] D5 2 23 5 121L, ISEDZ FA4 7 > b

EFETHRRBTOSLERDHY T, (@F, BT A ML ISEx—Y = o250
IIATERHYET)

Identity Services Engine administrator guides?®® [Managing users and external identity sources |

DETHME LTS LSz, ISETEFLWT #% Y k% BEIICER (Automatically
approve new accounts) | Z AT HZ L HTEET,

FATYT474 V—2Z : ISENSE-PIC [}
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TATYT 4T 4 Y—2A : ISENSE-PIC |
. Cisco ISE/ISE-PIC F 7= Cisco TrustSec DRIEDN kS T a—TF 125

* [pxGridZ 74 7 > FFEBHE  (pxGrid Client Certificate) J[FMCH—/S—GEHE (FMC Server
Certificate) ] 21, clientAuth JLiEF—HENZENTWDIMERH Y £, £H TR
B LR —EAETE EN T TR EEA,

ISE #— SDW§%1X, Secure Firewall Management Center D FFZ4] & [FH] L T D LERH D
T, T7TI7AT UARRH ST RWE | TISORIRET2—F D2 A L7 7 3%
ITSNDAREMERH D 7,
JERHIZ 7747)ktﬁ/&)@m&m/%F#aiﬂfwéﬁA

WD — ROFEHFEN, FCRFERICL > TELSNDLERH Y 7,

¢ RA MG THH SNLAH AR — R, ISE #—/3— & Secure Firewall Management Center @
WGP OEEARTHLIMNENR DY £7,

BT 74~V D ZUDMNT /— K056, MFD ./ — ROGERZENRE T
RERIZ Lo TEA SN TWALENRH D F5,

== IP~ BLXOEX2VT 470 —T%7 (SGT) M6 IP ~D~ v B 7% ISE
MHZETHEXT, 7 xy M ERINT HI21E configureidentity-subnet-filter  {add |
remove} :l“\?/Ma”:ﬁﬁHLif BHEIL, Snort 7 A T 7T 4T 4 IEFHEE=F—DAE) =
=% <Tedlc, ATV DODRVEIHRT ANA A LTINEITORLERSH Y £7,

ISE £721X ISE-PIC IC L » THE SN2 —Y F— X ICRIEN S 25813, ROERICIEE L
\iﬁqo

s VAT AE, T H R RLT A BBRVISE A= OT I T 4 BT 4 AR D L
PN SF O —PF T HHERERG L ET, ISEX—FNO R 5T 7T 4T 4
X, VAT LARZ—YFDOL T a— RTHEROBIFHIRNTL2ETT 7R  fr—L
JL— )V TR I NS, Web £ vV Z—T7 = A AR REINFET A,

« LDAP. RADIUS., 721X RSA RKAA v o bu—F CTRIEENTZ ISE 2 —HFITHd 5
a—PHIETEITTE EE A,

« Secure Firewall Management Center/, ISE 7 A h h—E 2 2—F D2 —H F—HZ [3%Z/5 L
FHEA,

cISEMTS =—V = FERILa—Y—%F=F—7F 255, Secure Firewall Management
Center ETS ==V = bOT—FEERLET, TS=—TV = FEISERRUTCIP 7 K
CEDEA—DOT 7T 4 T 4 WG LIEGEIE, TST=—Y 2 FOT —Z DHR
Secure Firewall Management Center {2 FE&k S AU E TO

cfEHTAISEDNR—2 g v EFHEIL. VAT ATOISE O FIEICEELY 5 2 £4, 3
FZDOWTIE, ISEASE-PIC 7T AT v T 4T 4 Y —A (1=V) 2L TLITEEN,

« Secure Firewall Management Center O & Al HPERNERE SN TWD &7 T4 ~ U BERT 55
A&, ISEASE-PIC DA A FT A > LHIIRFIH (4 ~—2) DISE &a&nl AMEICET %
L TLTEEN,

« ISE-PIC IZ ISE BT — X 242t U £ A,

B 71727474 Y—X :ISE/SE-PIC
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isense-pic oEE [

« I[SE-PIC 1% ISE ANC D& #FET T2 £ A,

* Active FTP sessions are displayed as the Unknown user in events. Z AU EH 72 C9, 77

74 7FTPTIE, (77472 FTERY) = =082t L, FTP ¥ — 3—(Zi%
BREAT T 5N TN D 2 —HF =R RWITENSLTT, 7277 47 FTP OFFMIZONT
[T, REC959 ML TS 7Z &V,

PR— F EINTWAEREICEIEN D 28815, ISENSE-PICT AT T 47 4 Y —A (1 X—
/) Tuﬁ'ﬁﬂ%ﬂﬁg LVC/\““‘:/H /@Eﬁ& %%6@!1& LT< fiél/\o

ISE/ISE-PIC 1—H'—2 A L7 b

L L 7 U C ISE/ISE-PIC %% &3 %35 A 1%, Secure Firewall Management Center C () = — H*—
DRRFEEST L2 — o al FA LTV MPRHLZ LICEELTEE N,
M HOWTIE, [LbA (Realm) | 74—V RESRL T EE N,

ISE/ISE-PIC D &

HERE Minimum | Minimum | 248
Firewall Firewall
Management | Threat
Center Defense
7 A > 7 RERK 7.6 7.6.0 F 7 a T, AR RESTful H—E % (ERS) A XL —X& 7 L—7D

=P =D —P—F L RAV— DL ZEHA L CISEZRTTEF
T (ZDOREBEIX ISE TOAEHT& F9, ISE-PIC CidffH c&x F1
) o

TyTIL—FDELE, 7 v 77 b— FENCAER L7z ISE & 7213 ISE-
PICTAT VT 47 4 Y =A%, [FMERE (IH) (Advanced
Configuration (Old)) | # 7 _X—Y CH|& & EHTEES, 71> 7
WX, 7y 77 L— RRIERSNTH LWISET A T 7 47 4
V= 2N DI F T,

FOR/AEE SN EE : (A (Integration) > [ZDhD#KE S (Other

Integrations) 1> [7A4 T>T 4 T« Y—X (ldentity Sources) ]> [7

AToTA4T4H—EXRIT P2 (ldentity ServicesEngine) ],

A w7 #E% (#)  (Quick Configuration (New)) | & [FERMERE ([H)
(Advanced Configuration (Old)) ] D2 DD X T RXR—T R0 F97,

TH/AEINFCLLav > R 2L
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B sesercorE

TATUT4T4 J—2X : ISE/ISE-PIC I

=S IP~, B&
NeFxFa VT4 70—
7% 7 (SGT) M5 1P
~D~ v 7% ISE
MOZETHEEIT,
TRy MERERANLE
I, WL, Snort 7
AT T 4T 4 EEME
FoH—DAFE) T

T—xRi<ledlz, A
T DD EBL SR
FRAL A LTI
EATOMENH VY F

R

hERE Minimum | Minimum | 240
Firewall Firewall
Management | Threat
Center Defense
pxGrid 2.0 (X, HH— |6.7.0 6.7.0 WO RIZEBE LT EEWN,
béﬂfmév‘v o BAR— N Z41D ISEASE-PIC /X—T 3V : 2.6 78 F 6 LRk, 2.7
ISE/ISE-PIC /X— =2 S 2 DI
YDT T 4V hTT N
LR Y b T — 7 il (ANC) R U > —i%. EndpointProtection
Service (EPS; =Y RARA o MY —ER) OEJEIZE- TR
Y %9, Firewall Management Center C EPS /R U & — R E ST
WHEEIE, TNHEBITLTANCEHERHTL2MERH D 77,
VIS LT, 22— [6.7.0 6.7.0 L= K configureidentity-subnet-filter {add | remove}

B 71727474 Y—X :ISE/SE-PIC



| 747v74574 v—2:

ISE/ISE-PIC

isense-pic oEE [

Minimum
Firewall
Management
Center

Minimum
Firewall
Threat
Defense

E 0]

stV 7
N—TF" %7 (SGT) D
iR

6.5.0

6.5.0

BAINTHEE, T8 3y ha—L Lb—LNOEETE L 0%
HeDW T DO —FHEYEIZ ISESGT # 7 &l cx 5 koI LEd,

SGT # 7L, ISEIC X o THEESNI=X TINBHRA MKy T —7 -~
D~y B TTT,
IR/ S -

« 569 SGT MAZRETHI-DDH L WA T a

[V AT L (System) |>[#E& (Integration) 1>[7A4 TV T4 T4
v —2Z (Identity Sources) ] > [ISE/ISE-PIC]

s[BEvyvarT 47 RUDRE Y7 (Session Directory
Topic) ]:ISE 22— — kv g DIEREY T AT T (47
L%,

*[SXP &2 (SXP Topic) ]:ISE #—/ 3T SGT ¥ 7/ D H
HEST AT ITATLET,

« [2#F (Analysis) ]>[## (Connections) >[4 X2 k (Events) ]
DFT LW KOS RTNE R S 725

c HHIDER : [BX =2V T 4 V' Vv—"7% 7 (Security Groups
Tags) |7 [2%41576SGT (Source SGT) JICAMAEH SNLEL
7z

« FBl : [58%ESGT (Destination SGT) ]

ISE-PIC & O#tE

6.2.1

6.2.1

ISE-PIC DT — X AT 591270 £ LT,

o —YHIE A O SGT
X7,

6.2.1

6.2.0

ISEtX=VUT 4 F—7 %27 (SGT) T —ZIZH SN T —HHIH
FRITT DD, VIVAERIITAT T 4T 4 R —% B+
DHVENI D E LT,

ISE & OFE.

6.0

6.0

B ST HERE, T A 2@ Platform Exchange Grid (PxGrid) (Z88%7
% Z & T, Firepower Management Center CiBIO 22— — F—% 7
NARABAT T—=H TN Aar—vary T—4 BIOtExa
UV7g4 ZN—=7%227 (SGT: *xy hU—27 T 7R arbu—/%x
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