TN RERTE

TNA ZAEBMLTZS, [T3 A (Device) | X—Y TT A ABEOBRELRETEET,
1. Devices> Device Management % &R L £,

2 BEFBT AL AORICH S Edit (B &2 Y v 7 LET
3. [Device]l #7 V27 LET,

« BXEREDORE (1 —)

« TA B AREDORE (16 <—)
« VAT AMMEROFR (16 X—)
BBV DOFRR (18 =)
« EFPEREOMmE (18 ~—)

« BEEBREOmE (29 ~—)

« AN RUFEIORTR (77 =)
WA EINTRY —DfRE (78 X—Y)
« FEHIER E OfRE (80 ~—2)

o JBREAREDOmRmE (85 ~—)

« VT ABRDNVAET =X —HEDOHE (89 X—)
o TNA AFEDIEIE (95 X—2)

SRR TEDWRE

[T/34 A (Device) ¥ 7 D[k (General) &7 v a3 i lid, L FORICEHE I NIZZEN
FRINET,

Fn1zEE I



B snescoms

X 1:—#%

General

Name:

Transfer Packets:
Troubleshoot:

Mode:

Compliance Mode:
Performance Profile:

TLS Crypto Acceleration:

Device Configuration:

OnBoarding Method:

Associated Device Template:

TIN RERTE I

& &

10.10.0.12

Yes

Logs cL Download
Routed
None
Default
Disabled
Import Export Download
Registration Key

None

= 1:[£8% (General) €5 a>T—TILDT1—ILK

J4—ILFK Bz
A Firewall Management Center CD7 /N1 A DFKIR4,

s34 hEEE  (Transfer
Packets)

BIXGT NA ANA Xy NeETery b 7 —# % Firewall
Management Center [ZiE[FT 27089 MERRLET,

A Al S/
(Troubleshoot)

NIV a—T 4 T 77 AN EARBIOY Y a— K CT&E
9, £/o, CLI2~vY FHANDBRRTEES, N7V a—T 4
YT T ANDER (4 X—) BLOCLI HhoFERr (62—
V) EZRL T I,

E— F (Mode)

TNAADEEA L F—T 2 A ZADFE— K (Jb—7 > K (routed) ]
FRF[FNT AT L b (transparent) ) ZFKRLET,

AT IAT UAE—N
(Compliance Mode)

TNRAADEF 2 )7 4 BEELN T RINET, A7 MHIT,
CC. UCAPL £ X" None T,

NI Fp—< ATy
A ) (Performance
Profile)

TT7y R T LRERNY) TR EI NI, T ZADaTHEIY
WMTRT F—w AT T 7 A ABRERINET,

TLSK =7 787 L—
vz : (TLS Crypto
Acceleration:)

TLS B BALT 725 L—3 3 UISEDES ) E R LET,

B 7\ xEE



I TINA RERTE

FIE

AT T1
ATvT2
ATv73
ATvT4

ATy T5

ATvT6

ATy 17

spzzors ]

J4—I)LFK SR BA

TR, AFE (Device |#piz ot —, =7 AR—b, £F3A Vv R—=FrT&xE9, JloTF
Configuration) WA ZASNDIELD A — (9 =) BIOT A AREDT Y
AR—=FEAR—=F (11 3=2) ZZRL TSN,

FUR—=T 4 T | T ARBEET A LTRSS , VU T VRS
(OnBoarding Method) (zero-touch provisioning) ZfEH L THERINTERLET,

TNLOBEO L. OB a v DRETEET,

Devices > Device Management % &R L £,

ERTDHTNAAORIZH D Edit ()22 ) v LET,

[Device] #27 UV v 27 LET,

[Generall] £~ 2 > C, Edit () %227 V27 LET,

a) [Name] |2, BFHEXIRT A ZAD4RTEZ AT LET,

b) v "N TF—X %A k& —fFIZ Firewall Management Center |ZfRFTE 5 K 95129512
WX, [737 > FD#RE (Transfer Packets) | T =7 Ry 7 A& A A2 LET,

¢) [ForceDeploy]Z 27 V > 7 L, T34 RZBHEDR Y v— & F /31 AR E DR % 38l L £
7

G¥)

SR BRI, Firewall Threat Defense [ZJEPH SN DR Y o —/— L DSERR AR E & 6729
7o, W ORER LY BIRERIN0 £,

[N 7N 2—F 47 (Troubleshooting) ] 727 2 a N2 2OWTCik, NI Ty a—TF 4V
777 ANDER (4°—) BLOCLIHAOFR (6 X—) #BMLTIZS W,

[T 731 A4 (Device Configuration) 17 7 ¥ a T DWTIL, BIDT /A A~OIERKRD 2 B —
(9=2) BEOTFAAL AREDOTZ 7 ZAR—F AR (11—2) 2BRLTLE
éb\o

[Deploy]l 227 U v 7 LET,

RDBERY
WREELEZRALETRELEORMEZML TIZEW,

7riqzge Il


management-center-device-config-77_chapter6.pdf#nameddest=unique_135

B 5275095710040

SO a—Ta2T 274 ILDER

TIN RERTE I

BT NRAARALTRCDITAR )= RO RN T TN a—T 47 T 7 A NVEERBLIOL T
H—RTEES, ZIRAZDEE, T_XTOT 7 ANEHR—DEH T 7ANLELTH T m—
RCEXET, VI9AL ) —FDITAEDI TAZa T 2EGH5H L TEET,

F7iX, [T/AM4 R (Devices) |>[T/31 AEHE (DeviceManagement) |>More()>[ F 7 7L
v a—F 47 774/ (Troubleshoot Files) | A == —bH 7 7 A VAR ZE N T—T& %

B

FIE

AT w71 Devices> Device Management % 3R L £,

ATV T2 BRTDHTRARAEZ I TAXORRIZHDH Edit (P) %227 ) v 7 LET,

VAT AL THIDERAZDH L DI

2T RAAL VBT, V—7 RAAL W WEE,

RKobNET,

ATV T3 [T/84 A (Device) | £721E[Z7 7 AH (Cluster) 1227V v 7 LT,
ATV T FRARAEITITRTCDI T AL ) — Ko 7 B8k L £,
a) [&M% (General) |>[hT7 7/ =— bk (Troubleshoot) ]2 2T, [#Z (Logs) |%

7V w7 LET,
®2:0%5

General

Name:

Transfer Packets:
Troubleshoot:
Mode:

Compliance Mode:
Performance Profile:

TLS Crypto Acceleration:
Device Configuration:

OnBoarding Method:

Associated Device Template:

B 7\ xEE

10.10.012

Yes

Routed
None
Default

Disabled

Import Export Download
Registration Key

None



| 51028

bS5Inva—F127 774 00Es [

b) LRI EEIRTHEIIICKROONET, 7 TAZDEAE, [7/314 A (Device) ] T,
[TXTDOT/3A 2 (All Devices) | E72idfllx D/ — RZEBIRTEET, 7 7 AXITIL,
HRARER Y SR 20T bH 0 £7,

R3: b TNoa—TFa42T T74ILDER

Generate Troubleshoot Files -
10.10.0.12

@ This operation may take several minutes to
complete, the status can be tracked in Message
Center Tasks.

Please select the data to include:

All Data

Snort Performance and Configuration
Hardware Performance and Logs
System Configuration, Policy, and Logs
Detection Configuration, Policy, and Logs

Interface and Network Related Data

Upgrade Data and Logs
All Database Data
All Log Data

Network Map Information

Discovery, Awareness, VDB Data, and Logs

Deployment Logs

c) [ARK (Generate) 127V v 7 LET,

ATwTS Afshicn sz ra— K512, [ (General) 1>[ M7 7Ly 2—Fh
(Troubleshoot) |27 v 2T, [#7 > r—1FK (Download) ] %7V v/ LET,

7134 REE
|



FqzgE |
B cuinozs

K4:42>r0—F

General P i ALY
Name: 10.10.012
Transfer Packets: Yes

Troubleshoot:

Mode: Routed
Compliance Mode: None
Performance Profile: Default
TLS Crypto Acceleration: Disabled
Device Configuration: mport  Export  Download

OnBoarding Method: Registration Key
Associated Device Template: None

Oy Nara—ZIlAyra—REInET,

CLI H DR
TNARAEINIY TAZD N T TNy 2—T 4 TN OO EFRF A CLIH 1% FRT
ETET, AEED show =2~ FE AN LT, xR+ o2 &b TEET,
TNA AL, LFOa~y RRFETINET,
* show version
« show asp drop
* show counters
» show int ip brief
» show blocks
* show cpu detailed
I IARABEINTI TAE ) — ROGHE
« show running-config cluster
» show cluster info

« show cluster info health

B 7\ xEE
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cugnozz [

« show cluster info transport cp
* show version

« show asp drop

« show counters

* show arp

e show int ip brief

» show blocks

« show cpu detailed

« show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2

FIE

AT w71 Devices> Device Management % 2R L %9,

ATV T2 FFRTHTF AL ZEZI FRAZOMICHD Edit (P %227V v 7 LET,
VNF RALVEBTIE, V=7 FAAL UZOWRWESE, VAT AL THIDEZ S X 1T
KOLINET,

ATV T3 [FT/84 A (Device) | £721E[Z7 7 A% (Cluster) 1227V w7 LT,

ATy T4 [2f (General) 1>[F 77 /v 22—k (Troubleshoot) ]2 =T, [CLII%#2 U v Z LZE
D

| FrqzzE R
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X 5:CLI

General & & &
Name: 10.10.0.12
Transfer Packets: Yes
Troubleshoot: Logs Download

Mode: Routed
Compliance Mode: None
Performance Profile: Default
TLS Crypto Acceleration: Disabled
Device Configuration: Import  Export  Download

OnBoarding Method: Registration Key
Associated Device Template: None

[CLI®D k7 7/ 2— | (CLITroubleshoot) 1% A 7 1 74y 7 ARFRSi, FEIER SN
72 CLLAFEITENET,
6:CLIO ST a—Fb

CLI Troubleshoot

>_Command:[ ]:Execute @ Refresh | [ Copy Device: | 10.10.012

> show version

[ firepower ]
: Cisco Secure Firewall Threat Defense for VMware (75) Version 7.7.© (Build 1424)
: @ffeb830-74@d-11ef-80f2-ac29ef612121
LSP version : 1lsp-rel-20240903-1724
VDB version

Cisco Adaptive Security Appliance Software Version 99.23(0)184
SSP Operating System Version 82.17(0.204i)

Compiled on Wed 11-Sep-24 13:04 GMT by builders
System image file is "boot:/asa99230-184-smp-k8.bin"
Config file at boot was "startup-config"

firepower up 24 days 3 hours
Start-up time 8 secs

Hardware: NGFWv, 8192 MB RAM, CPU Xeon E5 series 2360 MHz, 1 CPU (4 cores)
Internal ATA Compact Flash, 58176MB
Slot 1: ATA Compact Flash, 58176MB
BIOS Flash Firmware Hub @ ©x1, ©KB

: Internal-Data@/e : address
: GigabitEthernete/e : address
: GigabitEthernet@/1 : address
: GigabitEthernet@/2 : address
: GigabitEthernet@/3 : address
: GigabitEthernet@/4 : address
: GigabitEthernete/5 : address

ATY TS5 [CLI® k7 7Ly =2— b (CLITroubleshoot) ] #Z A 71 7Ry 7 ATIL, DX AT &FEITT
TET,

e[z~ K (Command) ] 7 4 —/V KiZshow 2~ K& AN LT, [FT (Execute) | &7
Uy 27 LET, HiLnwa~sy RIEARY 0 RUIZBmEnEd,

B 7\ xEE
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« [EHr (Refresh) 1227V v 27 LT, ERKEHD CLI ZHFETLET,

s[2E— (Copy) 127 VUvZs L, 7V ZAR—KicHhEae—LET,

« 7T AZDEENTL. [T/ A (Device) | Ky 7FZ 7 U X RnBBIO 7 — RZ2EIRL
£,

ATv 76 [[ACS (Close) 127 Vw7 LET,

AMDTINA ANDEEDIE—

LT ARA A Fy NI =7 BT 2HE., FiL0WT A A2 FEITHEET 21800
12, FEIRESNTVAT AL ADORELRY V—2HHICa—FT 232 RN TEET,

1R BHEIIC

WDIRH ZMER L ET,
e I —JL L a B —HDT AL ANFELET L THY, MU= a 0DV 7 2T 2 %E
TTLTWD,

c AE—TENAZ L RT u Y TN ZAE TR A ENT TH S,
c AE—KDTNAABRAL L RT 0y TN A THD,
c AV —ILL AE—SEDT A RZFE CEROYEA U F—T =2 A 2D D,

c AT L A —RDT AL ARRLET 7 A T U d—/LE—K (b—T v RERLITFT
AT L R) 1275 TWn 5,

e I —TL e a bt — DTN ANFLEXF 2 Y T AREI LT TA T U AE— RiZoT
W5,

e OB —tt a =D TFT NS ANREL KA A N2H D,
e A —FLELITAEIET AL ZADONT N THREEDEBANPETH TIEA,

FIRr

AT v 71 Devices> Device Management % 24 L £,

ATYT2 BETLTNAAOMIZH 2 Edit (D) &7V v 7 LET,
ATY T3 [T/3%4 A (Device) |27V v7 LET,

ATY T4 [ (General) | &7 2 a T, IROWTNOOEMEEZFITL £,

7134 RBE
|
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. BDTINA AADERD D E—

ATy TH

&l

7:TNNARKRENDIAE—F T Ty

General ASH N

Name: 1010-2

+ Get Device Configuration (L) %27 U v 7 LT, BIOT/SA ADT NA AFREEH LINT AN
ARZa—LET, [T AREDIT (Get Device Configuration) | <X— @ [7 /31
ADER (Select Device) ] Kr w7 H 7 U A KT, BEXT A AZRIRLET,

8: T/ A ZDFER

Get Device Configuration ®

Select a device to copy its configuration on 1010-3
Select Device:

[ 12101 v ]

Include shared policies configuration

Cancel a

« Push Device Configuration () #27 U v 7 LC, BEDT NA ADT /NA AFEZEH LU
TNARZa—=LET, [T AFREDT v = (Push Device Configuration) | ~X—3
D[# =5y b T /3, A (Target Device) | RKry 77X J A RT, RELX2E—T 5%
e BINLET,

(A7vay) HAERY —0OREZED S (Include shared policies configuration) ] F = v 7
RNy 7 A%kF AL T, R vr—%av—LET,

ACKRY v—  NAT, 77 v b7+ —L%iE, BLOFlexConfig RV v —72 EOLARY o —
X, EEOT A AMTAETEET,
[OK] %227 U v 7 LET,

THRARAREDAL—H AT DAT—F AL, Ayvit—I8Z—D[# A7 (Tasks) ] TE
=H—TXFET,

TNAARED AL — Z AP END L, =7 v b T, ZOREVHIFRS L, &E
T A ADBRENLHDT A AZar—shET,

A

E2E TAAMAREOAEL— XA DFETHRIZ, ¥—F v b THAA A EOFKEICRT Z LIXTE

FHEA

| BRZALES |
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FrqzgEnzs 2k—reqok—t+ |

TINARAREDLIY AR—b&A iR—F
)

G « 47" I A Firewall Management Center & Cloud-Delivered Firewall Management Center
DTN ZRERD T 7 AR—F LA A= I, ARY =B LOT A ZARY v—
TP R—-—FShTHEEA,

CRBRL Fuy TORY —THEBEERDIETANEESN TS 5E, Cloud-Delivered
Firewall Management Center D=7 AR— k& A UAR— MIFr v FNR—T 9 VClE¥hR—
FEHNEHE A,

¢« FNRARAREDT T AR— ML AR —= NI, T34 AD UUID, £FT /L, X—T 3 N
W UGS aIc OBy R— hZvET,

[7/34 A (Device) |"X— Y CTREAHETR, IRD L I RTNA ABHOREE T XTI AKR—
FTEET,

A UE—T AR
I R
=T 4T

* DHCP

* VTEP

PHA T = b

WOMRFIT, RAUT N ARFEINTZREEA VAR —FTEET,

« Bl Firewall Management Center ~D7 /N ZADFEE) : i HIZILD Firewall Management
Center 7> 57 /3NA A& EfEER LT 5, #H L Firewall Management Center (27 /XA A
ZBEMLET, TRNTRESNTZREL A VAR—FTEET,

s RAAL UHITOTNA ZADOBE) . FAA CETT AL ZE2BET 5856, YR— M54
TV (BFX a2 VT 4= DA =T 2 A AT N—T 72 E) BH LW RAAL L
FAEL W2, — DT A AEAOREPRFFSNEE L, AL OBEIRITRE
A UR—=NTHE, EDORAAL ANKERAT V=7 SBMERRES AL, T3 AR TENE
TLINET,

« TWREDEIC 1 7T/ AOENWEICERELY 52 2T 2R L7561, B ohfER
EDONRNy 7Ty TFar—%&kAR—FL T, HIOEB/RIREZE TTE LT,

o TINA ADFEGE T /3A A% Firewall Management Center 7> 5 8§ fRER L 721 B0 L E
THEIE, RFELEREEZA VAR—FTEET,

ROTA FT7A4 2B LTS,

| ACEL T |



FqzgE |
B = x@zoTorE—beaodk—t

REFFE CTNA RZDHA A= P TEET (UUID B BT L28ERHY £F) , [
CET A TH->TH, REZHDTNA AL R— T2 LITTEERA,

T AR—=FEA A= FDORIT, TAAATEITENTNDENRN=V g VEERLRNT
KIEEW, R=Va NI—HTIHILENRHY £,

T AR— MR EEEETLHE (Ry NIV 2 —LOBIIHIR, 7L—27
U hAR— FOBERHE AR E) . T /3 A ) Firewall Management Center & — % L 72 <
B0 ET, ZOHEIETT A A-ERER SN, BHAZRIT T2, A —T M 2%
A L ( [Firewall Management Center & DA % —7 = A ADOEH DR &) |
Firewall Management Center O AP D 72 MRS 2 iEZET 5 L 9 1ZkD B E T, Firewall
Management Center T—B DA H & BT O A #: 0 KT HLERH Y £7,

AR RTRUVEREETI AR— T 256, BAAESXTIZA VA= 52 L3 TE
FHA, TOWHEETT,

.72 % Firewall Management Center (27 /34 A Z B89 554, #—7 > KO Firewall
Management Center /13— 5 X, Y —ANRN—=V g U ERILTHILENH Y £,

FTT 2l RPIELBRWG RIS NE T, A7 V=7 FPIHET 2 0MENR R 585
BlI. UFEZRLTIZEN,

R2:ATSzy bDAVR— 7Oy

Py AVR—rT7oay

FCAHTLEDOAT |BEFEOAT V=2 FaBFlHLET,
V= FBEET
%,

FUARITTCENER |2y NV BIXOR—F T2V b ZOT A ADOF TV =
DAT 2T NINFE |7 A= —=F A4 F&E{ERLET, 47V 7 b4 —1R—F
£T 5, 4 F] BB LTLEEN,

AB—=T 2 A AFTVx27 b i H LA TV =7 FEMERLE
T, 2R A7 (BxX2 VT4 =0 FEREFA A —T =
AARAITN—T) &AL B—T oA AZAT (b—T v RELITA
Ay F RpL) OMLGR—HLRNEE, LA 7P =7 b
ER S E 7,

OFTXTOFT7Y =7 b fERERS>THTH, BIFOA TV x
7 M EHFAHLET,

FT 2 "BEE [ FTFLWE T2 NEAERRLE T,
L720,

B 7\ xEE
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FIE

AT w71 Devices> Device Management % 741 L £ 7,
RATYT2 WETDLT AL AORICHD Edit () 227 Y v 7 LET,
ATY T3 [T1 A (Device) 27 Vw7 LET,
ATy T8 FEEZIAR—FLET BEDOTZ AR—]) |
a) [General (&%) 1=V 7 C[=Z AFR—b (Bxport) 1 %27 Vv 7 LET,
B9: TNAREENDTY RR— bk

General & & &
Name: 10.10.012
Transfer Packets: Yes
Troubleshoot: Logs CL Download

Mode: Routed
Compliance Mode: None
Performance Profile: Default
TLS Crypto Acceleration: Disabled

DeviceConﬁguration: Import Download

OnBoarding Method: Registration Key

Associated Device Template: None

T AR—NEHERTLHIEORDONET, OK]Z7 Vv 7 LET,
K 10: T RR— ~DHER

Device Configuration Export

Device configuration export task initiated.
The Tasks tab displays the progress.

o
[# A2 (Tasks) | _X—YTxZ AR— ORI EF R TEET,

b) [i#% (Notifications) ], [# A7 (Tasks) | Z# 7 DNAIZEIR L ET, =7 AKR—FBETL
TemEIDEHRLEL, [/ AFR— Ny r—UOX 7 m— R (Download Export
Package) 1% 27V v 7 LET, F£721E, [ (General) | =V 7D [F TV r—FR

(Download) | ARZ %27 Vw352 b TEET,

FrqzzE R
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N

B = x@zoTorE—beaodk—t

M:229DLTH RKR— b+

Deployments  Upgrades  Health  Tasks K2 ‘ (@ |
m 0 waiting 0 running O retrying 20+ success
0 failures

@ Device Configuration Export — Global
10.10.0.12: Export file created successfully
Download Export Package

Nylr—=2%FZ7oa—RT589ICRObNES, (22527 Vv 7 L TRy T—V%F
7> 1 — R (Click here to download the package) | %7 UV v 7 L TR —H/NTT 74 V&R
FL, [OK]Z27 Vw7 LTHEATa TRy A% T LET,

12:\9yr—SnAHoa—Fk

Device Configuration Download

Backup taken on 11-Oct-2024 05:16 PM is available.

Click here to download the package

ATYTE REEZAVHR—FLET,
a) [General (&%) 1=V 7 C[A>A—F (mport) |27 U7 LET,
B 13: T/ REEDA VR— b

General ¢ & &
Name: 10.10.012
Transfer Packets: Yes
Troubleshoot: Logs  CLI Download

Mode: Routed
Compliance Mode: None
Performance Profile: Default
TLS Crypto Acceleration: Disabled

Device Configuration: Export  Download

OnBoarding Method: Registration Key

Associated Device Template: None

B 7\ xEE
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b)

FrqzgEnzs 2k—reqok—t+ |

BEOHRNEEZ B ZOND Z 2R T 22RO FET, 1T (Yes) 1227V v
7 L. RNy r—ICBEN L ET EREE sfo MW TWVWET, o7 A IRy
T T ANRE LT 7 ANEITELRZZ LICEELTLEZEY) |

14:1895—20DA vik— b+

Device Configuration Import

This will replace current device configuration with new
configuration from imported file. Do you want to continue?

15: /30 r— 12888

30KE

08-10-2024 20:58

@ 01-10-2024 15:49

A VR —=bEHEBT DL OROONES, [0K] 27V v 7 LET,
16: 1 2iR— h DRER

Device Configuration Import ‘

Device configuration import task
initiated. View the progress of task
from Tasks view.

[# A2 (Tasks) | X—CTA R — FOETRNEFR R TEET,

AVHR—=FVUR— R ERRLT, MBS AR — hENTZ0EMERT DI, @
(Notifications) ], [# A2 (Tasks) ¥ 7 DIEIZEIRL FT, [ FA— h LA —FDOFER
(View Import Report) 1 %727 U > 7 LE9,

17:4 viR— k LiR— FDFRR

Deployments Upgrades Health Tasks & ‘ O

20+ total 0 waiting 0 running Oretrying 20+ success

0 failures

@ Device Configuration Import

10.10.0.12: Device configurations imported successfully

View Import Report

[T /34 AREDA >R — k LiR— bk (Device Configuration Import Reports) ] ~<— 1214,
FIHAEER LR — b ~D VU 7 RFERENET,

FrqzzE R
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Device

Device Shared Policies Configurations

Device
0ffeb830-740d-11ef-80f2-ac280f612121 Report does not exist configurations
import report

) REALFLZREMALEIIHRELEDORMELZRL TIZEN,

— ~ =JL == —

T4t RREDHRE
[T/34 & (Device) |"X—YD[F7 A A (License) |7 2 a »TlL, TOT /A AZHKL
THNI > TWNDETA B ANFRENET,

Firewall Management Center T FIEER T A B AN B LGE. T A ATED T A B A%
FAINCT D ENTEET,

FIRr

AT w71 Devices> Device Management % %41 L £,

ATY T2 FARVAEHNELIIEHCT HT7 A AORIZH HEdiIt ()22 ) v 7 LET,

ATY T3 [T/8%4 A (Device) |27V v7 LET,

ATy T4 [TA4 A (License) | &7 v a T, Edit()&227 V27 LET,

ATY TS FHHMRT N ALK L TAELRENCT L2748 AOMICH LT =y I/ Ry 7 A% F
CERIIATICLET,

ATvT6 [fRTF (Save) 1227V v LET,

RDEZRY
cREAEZ R L ETRELEDOREMZZM LTI IZE,

VAT LIBHRDIR TR

[7 /734 A (Device) | X—Y D[ AT A (System) [&Z ¥ a3 ilid, RORITTRT LI
VAT DEROFEHI EHT — T ANFRRINET,

TNRA A%y y N CETITHEESHTLZ L TEET,

W 71 REE
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I TINA RERTE
Frez1vrv gz |

18: AT Ls

System oG
Model: Cisco Firepower 1010 Threat Defense
Serial: JAD253802SG
Time: 2024-12-03 18:08:13
Time Zone: UTC (UTC+0:00)
Version: 7.7.0
Time Zone setting for Time based Rules: UTC (UTC+0:00)
Inventory: View

RI:[ATL (System) ]93>y FT—TILDT4—I)LE

TJ4—ILF SR BA

Shut Down Device (D) [T/ A&V vy hE T LET, TS 2DV Yy ME YU F
TIEHREE)) 2RI TESN,

Restart Device (C») THRAAZHEIHLET, [TA ROV vy MU EIER
g 2R LTITEEN,

ET IV EHRT A ADTT IV LEFS,

> U7 (Serial) BHMBT NA ADY ¥ —v DV Y T NNER,

Time TNA ADBUED ¥ AT LR,

HA D= AL = EBRRLET,

Version BEXIRT ANA AZBUEA VA M=V ENTVWEY 7 hU =T D
N—T g,

A= A=A DEA | FIA ADT T v b7 4= ARETIRESNI S A LY =T,
LY —RGE (Time TN ZADBUED > AT LR§H,

Zone setting for time-based
rules)

PV AL _ N OFMAERRLET, T AA X N OFERE
SR L TLIEEN,

FINAR AR MY DET

[VRTL (System) | B2 v a4 R k) (Inventory) | OREICH D[RR (View) ]
Vw7 LT, TRAAL XU NIDOT—T 0 (77> (Fans) |, [AEY (Memory) ].
[CPU]. [&EJR (Storage) ]. [* > hU—27F Y 2—/L (Network Modules) ]) ZFrL E7,

| Fn1zEE I
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FqzgE |
B 2z v 0%x

A Xy MY OFET — 7 iz, SRR (PID) 23%1 0 24T 5TV B Threat Defense 7
WA RN VA= ENTNDTRTOY A G A ERAFRENET, PIDIL,
ST TE A TT,

B19:4>~> b DEFM (Inventory Details)

Inventory Details ®

Fans Memory CPU Power Supply Storage Network Module

This device operates fanless.

BREIOVDOERT

[T/834 R (Device) | —T® [fAE=— 2 (Inspection Engine) £ v = ik, OEH
SEMEHLTHDONNRERINET, Snort3 X, N—T a2 7.70OT A ATHEHTE 5
G E A G

IEH 4 E DiRSE

[T/34 A (Device) | X—Y® [[EFEM: (Health) 1 &7 ¥ 3 ilid, L FORICE#H I N-FE

WNFTREINET,

B 20: fe it
Health
Status: °
Policy: Initial_Health_Policy 2024-10-29 09:01:57
Excluded: None
Out of Band Status : Check Latest Status

R A4:[NUVR (Health) €923y F—TILDT4—ILK

J4—I)LFK SR BA

AT —H A FRA ADBHED NV A AT =B ARSI A Ay, TALarkzy
Vo r45E, TTIATVADNLVA BT ENFEREINET,

B 7\ xEE



I TINA RERTE
7o rtIny rgeort ]

J4—I)LFK SR BA

RY — BUET SA ATRASN TS, AR M= 3 Y OIEFTE
RY =D Y 7,

Rk [EEE 4R (Health Exclude) | X—Y~D U 7, ZON—TT
. IEFMERRANE Y 2 — B A L OME b TE £,

T NETN RAT— | TR ZADCLITAT 72T U AT AN FRIEDEF2FRTED
B A (72 b4 TR FEREDEHM (Out-of-Band configuration details) ]
BAT TRy 7 A~DY 7, FEROBENZHER L, IRORERE
CIZ Firewall Management Center |Z{RFF 9 522 H 4 FHEIC - IH 5
MERBHY F4, (77 AT A REREOHE (19 =) |
EHRLTIESN,

TR TNY FEREDET

F A ANDEPEG DN RO SHE1E. T35 ACLIT®RINREXEHEEH L., UTA21T9

TENTEET,
IR T I RBRALT —E A E—T oA ZAEFEH LTV DAL, SR AZE T L
E3R

HRNEIL SN D ETHOZ LN TERWVEBREREDEE ZITVET

A\

AR VAN FRRRARICSNER O REMo TS Z RIS E T, ZoMELZFHL
THRELFELZERLA2VWTEI N, MERawy RBRDLILLARWESR, 2~ FOEN
DN BRWEATE, Cisco TAC IZWA LY THREXZIT A Z L #LE L £,

EHPHENE T S LD & Firewall Management Center 737 /3 A A EOFREEE ZMH L F9,
Firewall Management Center Tl 7 /A A EIXH BT H SN EH A, RIEDEW % e
L, A AREDRLD L 2R LTHOL, BT %ailC Firewall Management Center C[F]
CAE % FEICTITHOLERDLY £,

A\

IR MERBARICEBHT % & Firewall Management Center 5% iE (\ZAFAE LR WVEREIX, 7 /3 A LT LEE
TINET,

¢l

TOMAITNYFEREDHA K54 Y

JAN)EEE— RTHR—bShilT Y7
2l CLI TlX, U W ANUBEEE— FTROMEET Y T 2R ETEET,
A H =T AR

| 7riqzge Il



FqzgE |
B 7yrro o rgrosqrsay

c AT 4T J— |

e XA F I I N—TF 47 : BGP B X OSPF
« LT 4 VA

« %1 MHE VPN

DM CLI =~ > R EFERIC, %2~ FOFEMICOWTIZASADa<w > R 77 LA
EZHLTESN,

HiR— kIO EEE
cWNTA VAL AT RTIEHR— SN TWERA,
+ EtherChannel Z 1B E 7= I1ZHIFR T FH A,

« 7Ty N7 A=A FT DDA X —T = A4 Aa< 2 K (speed. duplex, fec’s &)
T AR—F I TOERA,

EERAEYISREY YT
VANV REE— R, 7277 4 7/l — FTORERTE

c UANRNVFEEE— ROy a VEKRTTORIICT 2= VA —N"—F X TAZ AL v
FA— =34 L= 8581%, Firewall Management Center THr L7 7 7 ¢ 7/l /) — K
TOEEMRHISWEE v, UHIOT X TOEEOKMZ M T—3 572012, FrLny
7T 4 7/ — RTY ANV REET— FEHRERGBL, NSREFEZMZ 52 L 2H#
["LET, INEITHARV L Firewall Management Center D% 5 % TH#) CHRA L7
B W BRI EEE S ET,

T I T 4TI ) — RTT U AT FREICERZMATH, REDRMAENT, &
WM 7 T AR (T 2= A=) T AZHEY 7 EEO DI ) — R)
TIT 47N %) ATV M7 LA ) B—RIZRY . @At/ s 7 22N IE
HIRREBIZREY . WD — RBT 77 4 TN I 72 L &0, REDER TR DI E
7

T I T A4 TRV INVBREET— ROy a rBNbdGEE, By va BN TTDHET,
LW — RIEm a7 7 AL ZSMETIEHBMTE £/ A,

ZOMDHA FS 4 >

BEFEON—NVERIINV— N EEETHIZE, BEFOa~r e, 20a~<2 RO no
ZHEALTHIBRL TS, BRE LAV EZHEEBNTILENRHD 9, ZOHEICEK
D, BRI —%REECcCEET, RIHEZRLET,

RY

firepower# show running-config route
route outside 10.0.0.0 255.0.0.0 20.1.1.1 1
firepower# configure recovery-config

B 7\ xEE
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CAUTION: The config CLI is for emergency use only. Use the config CLI if the
management center is
unreachable, and use it only under exceptional circumstances, such as loss of
connectivity or
to restore manager access. Do not change management center's auto-generated
configurations.

After your management center is reachable, manually make the same configuration
changes in the

management center. The management center cannot implement them automatically. When
you deploy

from the management center, out-of-band configuration changes will be overwritten.
Also, node join

will be blocked till config CLI session is active, so make sure to exit from the
config CLI after

changes are made.

Would you like to proceed ? [Y]les/[N]o: y

firepower (recovery-config)# route outside 10.0.0.0 255.0.0.0 30.1.1.1

firepower (recovery-config)# exit

Unsaved changes are not kept if you reboot.Save changes to memory ? [Y]es/[N]o: y
Cryptochecksum: ccfclla8 4e46d55e 0c99bbae 3bl8a8fl

3939 bytes copied in 0.70 secs

firepower# show running-config route

route outside 10.0.0.0 255.0.0.0 20.1.1.1 1
route outside 10.0.0.0 255.0.0.0 30.1.1.1 1
firepower#

ZOWE, RO — INRBEIHZHNHMRDDIC, 2FDODONL— REBEMENET,
IEELLY:

firepower# show running-config route
route outside 10.0.0.0 255.0.0.0 20.1.1.1 1
firepower# configure recovery-config

CAUTION: The config CLI is for emergency use only. Use the config CLI if the
management center is
unreachable, and use it only under exceptional circumstances, such as loss of
connectivity or

to restore manager access. Do not change management center's auto-generated
configurations.

After your management center is reachable, manually make the same configuration
changes in the

management center. The management center cannot implement them automatically. When
you deploy

from the management center, out-of-band configuration changes will be overwritten.
Also, node join

will be blocked till config CLI session is active, so make sure to exit from the
config CLI after

changes are made.

Would you like to proceed ? [Y]es/[N]o: y

firepower (recovery-config) # no route outside 10.0.0.0 255.0.0.0 20.1.1.1
firepower (recovery-config) # route outside 10.0.0.0 255.0.0.0 30.1.1.1

firepower (recovery-config) # exit

Unsaved changes are not kept if you reboot.Save changes to memory ? [Y]es/[N]o: y
Cryptochecksum: 8lbccbld 43771bbd 15b6dde6 afeb3442

3945 bytes copied in 0.70 secs
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firepower# show running-config route
route outside 10.0.0.0 255.0.0.0 30.1.1.1 1
firepower#

c HE)m — LNy Z AN > THEY (REEREOHRE 85 ~—) 22M) | ERO
T DIE BN DN G/, T M TR REREZHB L2V TL a0, b
VIZ, LARTOREB~D B#Ein —/L Ny 7 33844 2 % T 20 43 fHiFF-27>, CLI T configure
policyrollback @~ R&fif L CFE#Tr—A 37 LET (Firewall Management Center
DN KON H OO FE r —A Ny 7 (70 X—) ZZM)  EEERNE
AT LTWDEE, BEin—A Ny 728D, TU MFTANY RREOEEN L#HE
SnET,

« LT 4 NHN—NVDGE . FERICH LVIL— L EBINT 5 Z I3 HER L EHA

(access-control advanced =~ > K) . L7 4 VA )L—LEFRFARY U —BLOa X
7 EMET HITIE, = ID AR L TLOAR Y > — L #A 7 5 Firewall Management
Center 23 BT,

s UBINIHEET—FOTRTOE Yy v aid, =—%—4 lenable 15| T syslog|ZrikS

nET,

ZHCL T AN)EBREE—FKADT IR

W CLIO Y A NYBEE— R+ 2 & HFHERNI VL T0DHEXIIT Y hATA
v RREEZAEETEET, &, Firewall Management Center ClA] CAE A2 TL 72 &0,
0 — 71 L C O X H 2 Firewall Management Center JEBHIC L » T EEX I E T,

BRI AR IO ZAXZ Y TOEARIF. T2 T4 7 — RTCEEEZ Mz E T, Z0F—
Kix, ~VFA L REZ U AEF—RTEHYPAR— RSN TWHER A,

FIE

ATy Tl ary— R — hEIESSH M L TF /31 A CLIIC#HR L £,
(FRAADav L RIAL A —=T A A (CLI) ~DOrZA | ZZRLTIEEN,
ATvT2 BWCLIICT 7 ®BALET,
system support diagnostic-cli
enable (/SATU—=ROANZRDOBLINTZDH, NAT— K& AJJETIZ Enter ¥—Z L £7)
i

> system support diagnostic-cli
firepower> enable
Password:

ATY 73 ZRIMNCHBIEOFI TR AR R LET,

show running-config

B 7 zuE
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]

X JE

ATvT4

ATy TH

pclcoUn A UEEE—F~A072t2 [

Gx)
recovery-config ‘€— K TiL, show 2~ REZ AN TXEHA,

recovery-config £— R ZBi#A L £,

configure recovery-config

&1

firepower# configure recovery-config

CAUTION: The config CLI is for emergency use only. Use the config CLI if the management
center is

unreachable, and use it only under exceptional circumstances, such as loss of connectivity
or

to restore manager access. Do not change management center's auto-generated configurations.

After your management center is reachable, manually make the same configuration changes
in the

management center. The management center cannot implement them automatically. When you
deploy

from the management center, out-of-band configuration changes will be overwritten. Also,
node join

will be blocked till config CLI session is active, so make sure to exit from the config
CLI after

changes are made.

Would you like to proceed ? [Y]es/[N]o: y
firepower (recovery-confiqg) #

—HOREA~Y FEANNTE LT LT,
EARE e a~ > F2FoRT 123, 22 A LET,

FH— P ENTOBHIET Y TIZOV T, 70 hAT S FREDAHA FTA > (19 ~<—
V) EBBLTES,

a<y ROFEMIZOWNWTIZ, ASADRENA REFIFZa~vr R 77 LU 2ZBRBL TS
AN

ek

ERLIETRTOa~vy FEREEk L TEBWTL 72XV, Firewall Management Center (2 X U 724y
N CTERENETN, BHERAZETT AT-OICNERNRETZITHI>HE LT, a~v v
ROEFZFFL TR ZLaBEdLET,

&1

firepower (recovery-confiqg) # ?

access-list Configure an access control element

as-path BGP autonomous system path filter

bfd BFD configuration commands

bfd-template BFD template configuration

cluster Cluster configuration

community-list Add a community list entry

crypto Configure IPSec, ISAKMP, Certification authority, key
end Exit from configure mode

exit Exit from config mode

FrqzzE R
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extcommunity-list
group-policy
interface

ip

ipsec

ipvé6

ipvé6

isakmp

jumbo-frame
mac-address
management-interface
mtu

no

policy-list
prefix-list
route
route-map
router

sla

sysopt
time-range
tunnel-group

vpdn
vrf
zone

TN RE&

Add a extended community list entry

Configure or remove a group policy

Select an interface to configure

Configure IP address pools

Configure transform-set, IPSec SA lifetime and PMTU
Aging reset timer

Configure IPv6 address pools

Global IPv6 configuration commands
Configure ISAKMP options

Configure jumbo-frame support

MAC address options

Management interface

Specify MTU (Maximum Transmission Unit) for an interface
Negate a command or set its defaults

Define IP Policy list

Build a prefix list

Configure a static route for an interface

Create route-map or enter route-map configuration mode
Enable a routing process

IP Service Level Agreement

Set system functional options

Define time range entries

Create and manage the database of connection specific
records for IPSec connections

Configure VPDN feature

Configure a VRF

Create or show a Zone

firepower (recovery-config) #

ATYT6 UINVREET—FERTTDE, EEELRATLEIIKROONET, AHHE—FNIRLE

T, Xt Z AL TCHEITE—REKTLET,

BEEIAZ— T v F a7 4 Xalb—2 a3 NURGET D0, RELRWTEf T 7 4 X
L—3a VICOBRERERFEFT DD ERINTE ET, FfT7ar7 4 Fab—2a VOEHIT,
FEBERZIIRFF SN ER A, B TENOEEEZNZ, FEZRETLHAIL. EfT=a07 4
Fab—a VEEMREEIND 2D, DREIOEEL TR TRESINET,

UANRNBEEE—FOE Yy a UNEWVWTWARIE, BENT oy SET,
&1

firepower (recovery-confiqg)# interface Ethernet0/1
firepower (config-if)# ip address 10.0.0.2 255.0.0.0
firepower (config-if) # exit

firepower (recovery-confiqg) # exit

Unsaved changes are not kept if you reboot.

Save changes to memory ? [Y]es/[N]o: y

Cryptochecksum: 81a9073e £9535916 9c333d7e 9a3ebe’6

3756 bytes copied in 0.70 secs
firepower#

Unsaved changes are not kept if you reboot. Save changes to memory ? [Y]es/[N]o:

Cryptochecksum: 81a9073e £9535916 9c333d7e 9a3ebe’6

3756 bytes copied in 0.70 secs
firepower#

W 71 REE
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AT ST Ctrl+ A F—%MLTH S D F—%H L T Firewall Threat Defense CLI IZFE Y ¥4, exit & AJJ
LCHEE—FRERTTHZELTEET,

GE)
BONZ) AN RET—REKTETICCrl +A X—%H L THH D F—%# L T Firewall
ThreatDefense CLIWC R A &, VAN REET— ROy arRNEW-FFHickhy, BENT
7y 7 INET,

51

firepower# exit
Logoff

User enable 1 logged in to firepower

Logins over the last 1 days: 4. Last login: 20:42:51 UTC Dec 4 2024 from console
Failed logins since the last login: O.

Type help or '?' for a list of available commands.

firepower> exit

Console connection detached.

>

T A TN FEREDHR

Firewall Management Center 737 /XA ZAD7T 7 b A 7N NREER LB LI-HE. BHE L
7 L. fREFT 2 Firewall Management Center NOFRE & G T 20BN H D £, BHEAZEZT
HET, BEIZT oy SnET,

FIE

ATV TN [T A TN FHREDFHHM (Out-of-Band configuration details) | #4712 7R v 7 A%
TET,

78 RBE
|
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B21: 79 bA TN REREDHEM

Out-of-band configuration details (1210-1)

Last-deployed configuration

FTINA RERTE I

The configuration on the device is different from the management center. Review the differential and acknowledge. Manually make changes in the management
center before deploying.

Legend: Added Removed | A v

Configuration on device (1210-1)

1 hostname 1210-1 1 hostname 1210-1

2 enable password sk pbkdf2 2 enable password skkkkk pbkdf2

3 service-module @ keepalive-timeout 4 3 service-module @ keepalive-timeout 4
4 service-module @ keepalive-counter 6 4 service-module @ keepalive-counter 6
5 names 5 names

6 no mac-address auto 6 no mac-address auto

7 interface Ethernetl/1 7 interface Ethernetl/1

8 no switchport 8 no switchport

9 shutdown 9 shutdown

10 no nameif 10 no nameif
11 no security-level 11 no security-level
12/ no ip address 12/ ip address 10.89.5.30 255.255.255.192

13 interface Ethernetl/2 13 interface Ethernetl/2
14 switchport 14 switchport

15 shutdown 15 shutdown

16 no security-level 16 no security-level

17 interface Ethernetl/3 17 interface Ethernetl/3
18 switchport 18 switchport

19 shutdown 19 shutdown

20 no security-level 20 no security-level

21 interface Ethernetl/4 21 interface Ethernetl/4
22 switchport 22 switchport

23 shutdown 23 shutdown

24 no security-level 24 no security-level

25 interface Ethernetl/5 25 interface Ethernetl/5

[ Download PDF Report ] [ Close ] Acknowledge

GE)

—H DA~y X, T4V FEREICHEINTWDHHAE, a~vy FHAQICERRESEREA,
2L, T F TRV A s RiE, WO TR GBI E72i3R (HIER) TR
SINET, =& ZIE. recovery-config®— R TA ¥ —7 = A AlZnoshutdown Z BT 5 & |
shutdown =~ > RIZAMO [REZICEMAESNIZFE (Last-deployed configuration) ] ~~1 T
TR TERRINETA, noshutdown (XA D [T/34 ADERTE (Configuration on device) ]
N NEFERENE AL, ZOHE A VX =T oA ADT 7 4V FERET shutdown T
M. sS—H—|T noshutdown X7 7 /L FE B2 LT, #FRLEEA,

AT arRy 7 A%, BEOBFNOH ZEnTEET, 2 xE [T/AM R (Devices) [>

[T/34 REHE (DeviceManagement) ] X—I2id, T8 AOEERFRENET, [z
#7r (View Details) 12727 U v 27 LET,

B 7\ xEE
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22: TINA ABEDEL

A 1210-1 Snort 3
10.89.5.40 - Routed

A 12101 X
Cisco Secure Firewall 1210CE Threat Defense

(Version 7.7.0)

Out of band configuration is changed on
device.Edit device, review, acknowledge and
deploy the changes.

View Details

o O O 0O U

Device Information

Context Explorer

Health Dashboard

Health Modules

M Normal 27
M Disabled 45
Warning 1

F72lE. [T/AM R (Devices) |>[T/31 REHE (DeviceManagement) ] >[T /34 X (Device) ]
>[IEEEM (Heath) 1 Z A A6 [FHDFRR (ViewDetails) 147 U v 7 TEET,

H23:EEEDT I bATNY K RT—45 XFER

Health

Status: A

Policy: Initial_Health_Policy 2024-10-29 09:01:57

Excluded: None

Out of Band Status : View Details
G

T AT N Ri@EIN F 72 Firewall Management Center|ZEIZE L TV WEAIT, [T b
TNy FXT—42 X (Outof Band Status) ]>[wR#FTAT—H ADHEFR (Check Latest Status) |
Vo7 il L TER AR TEET,

ATw 72 [PDF LIR— kDA O0—FK (DownloadPDFReport) 1227 U w7 45&, A4 707 Ry
I A& UTRIAT O RERS HREOEFE 2SR TE LT,

703, WOTHEEA TR IRy 7 ARFR LT, EHAHBRTEET,

ATv 73 [EEDER (Acknowledgeanomalies) | #7 U v 7 L, [IELN (Yes) 227 Vv 7 LET,

| 7riq2zE Il
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ATvT4

ATy T5

24 HER

Acknowledge out-of-band configuration
differential

Manually make changes in the management center before deploying. The
management center configuration will overwrite the configuration on the
device. To acknowledge, click Yes.

No Yes

BOEEH AT 1 OB R AP I LA, T CIEET 5ib01c, BoT
[FEE2 (Acknowledge) %7 U v 7352 ENTEET,

[BACL% (Close) 127 Vw27 LT, [T bATNY RREDFHM (Out-of-Band configuration
details) | ¥4 7 v Ry 7 2A&ZALTET,

BT 2 E TR, BEXA TR Ry 7 AT 7 BALT, WERERLZHRTEET, [T
NA A (Device) | N—YDAT—=ZAPREDY TU NI FREVKRSI NI LR
RENET,

X 25: KEBAT—2 X

l A outof band configuration change is detected and acknowledged View details...

CLI TITHo R EL R 2 E L ET,

/% CLI % Firewall Management Center B[ |Z —E S E 5 MLHE N H Y £9°, CLIOEENGH
HA~DEEY 7150 £H A,

EEERFFLRWIGAIT, HIZEH L T A AREL LEXTEET, BEERAHERT S
DT T RCOERL | RFFT2ZOMOEREZITHOMLENH Y £9, 7=& xE, CLI
TOIPT RVAZERELELGAE, [4 83— 4R (Interfaces) | X—TIBEI L TA v
2= A A%fmEL, WOEIIC—HTLHIPT FLRAZRET HLLENH Y £7,

B 7\ xEE
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sezzors ]

R26:IP7 FLRAEEDRE

Edit Physical Interface

General IPv4 IPv6 Path Monitoring
IP Type:

[ Use Static IP i ]

IP Address:

[ 10.89.5.30/27 ]

eg. 192.0.2.1/255.255.255.128 or 192.0.2.1/25

FUERZITSTZ EE2WRBTHAN=ALTHY A, BEISTT, BRH51PT N
AGBETEET,

ATYT6 RELEZREHLETRELEDRMEZSR LTI,

JEBA#%. System (&) > Monitoring > Audit ~2— T, REDHES (BEEOHEZ)» 1D 5T
HERRCEET, [T/NM R (Device) 1> [T/31 AEHE (DeviceManagement) |>[7 7 b7
TN FZEE (Out of band changes) | TH 7V AT AR LET,

EEEREDmE

I OF%GEIL, Firewall Management Center & 7 /3 A A & O B GE DL F1EZ I L F
—g—O

MEYAR—OY T CRARAT 3423 —T A ADETE

X=X T I RRCT —E A B —T oA ZAEFERT IS, 94~ I A EZ—T A A
WE T LTe b ZIEPRREZ S Sk LD, BH X VA F—T o REHRTE ET,
THHEVAE =T 2 A RZNDOE TR TEET, 735 AKX, SLAE=FV 75 fFEH
LT, A¥T 4 v 7 /b— hOFETAREMEE . MDA 2 —T 2 A A% ETECMP Y — % iB
BRL, BRI 74 w7 THMHDA B —T =2 ADMERATE D LI LET,

JR 8O DRI

N HVA B =T A RF, TTAIVA L EZ—T AR LFRIOEX2) T 4V —
VIZHDMERDHY T,

cTIARNA L H =T 2 RATHEHAEINDIDERI LT X TOELERED L Z ) A X —
T A AZHEAENET, EFEOD O Firewall Threat Defense 7 — % A L Z—7 = A A D
EFAIZOWT 2L TL7EE 0,

| 7riq2zE Il
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FqzgE |
B as<x—vr70exB7—4108—T 1 20%E

FIE

AT v 71 Devices>Device Management ~X— T, T34 ZAD Edit (X)) %227V v 7 LE T,
RTFYT2 B BVA LA =T 2 ADS X=X T VB AEHHLET,
DREL, A F—T = ADHME, HHIORE, EX2 VT 4 —VDORE, AXT A v
7 IPv4 7 RLADRERE, BEHEDA 7 —T = A ZAREITMATITI DO TT,
a) [12B%—Tx4 X (Interfaces) | > [¥EA 42 —T 4 ADHwE (Edit Physical
Interface) | >[¥Rr—T v 72X (Manager Access) | L 77,
b) [ZDA L F—T 24 A LOFEHRER—TXIZ¥ L THZIZT S (Enable management on
this interface for the Manager) | 4 12 L £7,
¢) [OK]Z7 Vw27 LET,
ELoDA 0 F—T oA AL, A F—T =2 AV AN (v%—V ¥ 7T Z7¥EA) ((Manager
Access)) | ERRINET,
K27: 4 23— A RJR L

Interface Logical Name Type Security Zones
@ Diagnostic1/1 diagnostic Physical

@ Ethernet1/1 outside Physical outside
Ethernet1/2 Physical

Ethernet1/3 Physical

Ethernet1/4 Physical

Ethernet1/5 Physical

Ethernet1/6 Physical

Ethernet1/7 Physical

© Ethernet1/8 redundant Physical mgmt

AT T3 [FH (Management) |FXEICEH L H VT RLRAZBMLET,
a) [Device] #7 U > 7 L. [Management] flk% #~x L E T,
by [1Z27YvyZ7 L%ET, Edit(?)

B 7 zuE
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<)

d)

REYA—Sv 70w AT—44v8—7 11 208%E [

28:EET FLADRSE

Management ()

Remote Host Address: 10.89.5.29

Secondary Address:

Status: (]
Manager Access Interface: Data Interface
Manager Access Details: Configuration

[ (Management) | ¥ A 7 a2/ HRy 7 AT, [EHZUT KL A (Secondary Address) ]
74—V ROARTETIXIP 7 RLAEZEETLET,

K29:EEIP7 FLX

Management ®

Remote Host Address: [ 10.89.5.29 ]

Secondary Address: [ 10.99.11.6|

—/

[fRTF (Save) 1227 U w7 LET,

ATV TE WHDOA L H—T A ATECMP V' — ZER LET,

a)
b)

<)
d)
e)

v—7 47 (Routing) | %7 Vv LET,

BB —% Fay THE T ns, T4 VA B —T oA ALEDHVAA L H—T =
A ADBFET DB —F 2RI E T,

[ECMP] Z#27 VU w27 L, EM (Add) 122Uy 7 LET,

[4 01 (Name) ]2 ECMP V' —r D42 AT LET,

[ TEE72 A > % —7 = A A (Available Interfaces) ] R v 7 ATT 74~V BIOEL
VAL —=T A R%FRL, B (Add) 1227V vy 7 LET,

FrqzzE R
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B os~<rx—or70exAF— 510871 R0%E

30: ECMP *J — > M3E N

Add ECMP ®
Name
[ redundant-mgmt ]
Available Interfaces Selected Interfaces
outside [m]
redundant o

f) [OK]ZZ YUy Z L., [fR1F (Save) |27 U 27 LET,
RATFYTS MDA H =T 2 RAZEAANDT T3V N AXT 47 b— &EBIL, W5 TSLA
FT xR T EAENMCLUET,

N—HNE, F— b z2A ZBRWTCHR—THY, WHFDA M) v BRI THLIVLENDY £7,
TIAS VAU H—T = A AL, WEFRE/RT 7 # /L bb— M TIZIFE L TV D LEEN
HET,

B 7\ xEE



| 51028

d)

e)

g)

REXHF—Uv 7o AT—8108—71120%E |

31: Add/Edit Static Route

Add Static Route Configuration ®
Type: @ pva () IPve

Interface*

[outside v ]

(Interface starting with this icon (= signifies it is available for route leak)

Available Network =+ Selected Network

Ch

[ Q, Search ] any-ipv4

IPv4-Benchmark-Tests

IPv4-Link-Local

IPv4-Multicast

IPv4-Private-10.0.0.0-8

Gateway™*

[10.89.5.1 v ] +

Metric:

K ]

(1- 254)

Tunneled: C] (Used only for default Route)

Route Tracking:

[ -]+

Cancel m

[Static Route] 22 U v 7 LET,
[b— hZ3E (AddRoute) 1% 7 U v 7 LTH LV ILb— M EIBIMT 50, BEFO/L— K
DAL Edit (&7 ) v 7 LET,
[ —T7xA4 R (Interface) | a7 X7 URRNNG, A7 —T A ZA%RINL
Er RN
mde gy NU—27 L LT, (EHATREZ2 R >~ U —2 (Available Networks) ] 7N > 77 A7)
O [any-ipv4] Z 3R L, B (Add) 1227 Vv 27 LET,
TI7HNV D [F— U4 (Gateway) | # AN LET,
b—h k7 %22 (RouteTracking) | D4, Add(T)% 2 U v 2 LTH LU SLA %
=R —F TVl FEBMLET,
Wa G MERNT A= NI LET,

» Firewall Management Center IP 7 KL A & LTCD [E=4—7 R LA (Monitor

Address) .

FrqzzE R
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B isvr—svroermT—s108—T 4 R08E

« [l FHTTREZ Y — 2 (Available Zones) D7 T A~ £/mid b o X VEH A L Z—
Tx2AADT —v, T2 20%, TI9A~V AV EZ—T oA AT T V=7 MUIHNES
S—UEFERL, BH AV A E—T oA AFT V=7 MTEHE Y — 28R
Li—a—o

SEHIZ O T, SLAE=A 2SR L T F X,

B 7 zuE
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TIN RERTE I

B <+ r7rex108—0z128%0%E

ATvT6

h)y [fRfF (Save) 127Uy 27 L, Pb—hF 7 vF 7 (Route Tracking) | Ko v &
UART, fERLIZSLAA T V=7 FERIRLET,

i) [OK] %7 U w27 L, [#&1F (Save) %27 U v/ LET,

j) B HOEHA L X —T 2 ADT 7 /L hL— MIOWTZOFIEEZBY KL £,

RELEZRER L ETRELFOREMEZSZML TIIZEW,

Z OFREDEBAIZ IV T, Firewall Management Center (XEH ~ 7 7 0 v VOB D XV A v
B =T A RAEHNILET, L, BN 74 v 7 PEORT =2 A 7 —T A X
WCERETATODOBEEBAERINEZRY —R—=2ADNV—TF 4 TR G £ E T, Firewall
Management Center (£, configure network management-data-interface =~ > RO 2FH DA >
AL ABEBLUET, CLITEN VA v H—T 2 A A%mETIHE, F'— b1 %
RELTED, 774NV I—FEaEE LV THILIEITEEFA, 2O E—T A RAD
AHZT 4 v 7 Jb— KX Firewall Management Center C L 2 E TX £H A,

IHr—oN TIOECRAVEA—DT A RABRENDER

7 73A A& 7214 Firewall Management Center D~ % —3 % A X —T = AREEETT 5 L
EHEHGE N FHW S NDAREMER DV T, A V¥ —T oA ARELEE U ORI & FiET
THITIE RO T VA LB TIZIN,

TINARAIP7RLADZER

TXA AIP T KL A%Z W L, Firewall Management Center 07 R L A& HH L E 5,

FINAAIP7 FLADEKTE

KONTNPOFEEHFHALT, ~ %=V TR X —T 2 ADIPT KL A%
LET,

R
it

Firewall Threat Defense E¥EA o Z—7 = A A D CLI TOEHE

CLIZHH LT, AR T A ZADEHA L XA —T =2 A ADRELXEF LET, TNHDOK
EDZLIL, ey N7y TIRICRESNZ O TT, ZOFIHICHKES) Z LT, b0k
EEERTE, SHICHEXZBMTEET B : ETLTHR—=FEINDIHEHITA XU AV
H—T A AEHIMET D, AXT v V— b EBINTS) .

)

G¥)

B (43 ~—=) 2ZRLTIESN,

IOREyZIE, BHEHA VX —ToA RZEHASINET, bz, FHEHAOT—% A1
B—=T A RERETHIELEHTEET, ZOA L H—T oA ADF Yy NT— I RELELEET
561X, CLI Tid72 < Firewall Management Center N TAT 2 LR H Y 97, LI S 7= 21
P T TN a—T 4 T HMENGH Y | Firewall Threat Defense CELHEZS 4~ 5 MBI N
HAHGEEIL. BRI &5 Firewall Threat Defense 7 —# A % —7 = A A® CLI THOZE
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| TINA RERTE
Firewall Threat Defense B V2 —7 x4 XD CLI TOEE .

Firewall Threat Defense CLI DEHMIZ SV T, Cisco Secure Firewall Threat Defense Command
Reference #2 L TL 72 &0y,

GE)  SSHZMHEHAT AT, EEICEHA VA —T o2 AEEEZNMZ T EEIW, kD7 —TCH
%ﬁ?%&<&ék\7%4%@://~wf~bm®77ﬁxmz£_&Di#o

GE) TS REHIPT NLRAEZEET 541X, configuremanager add =~ K (FrLw
Management Center ~ODXkik &2 ) &M L T7 /31 2 OYIYRERFIC Firewall Management
Center & H5E L 7= J51EIZ)& U C, Firewall Management Center #f5¢1Z B2k D % 2 7 5 L
TLIEEW,

IP7RLR—7U 23 i, BEFEMRERIP T N A% L T Firewall Management
Center ;’i’fﬁﬂi Lictr, BEEER I %I BB SV E T, 1E RO R 2 HERE
T 572912, Firewall Management Center [ZE R SALDHT /NA AP T RLABEHTT5H 2
& ZHERE L E 9, Firewall Management Center CORA ML E/ITIP 7 RLUADOTEH (49
N—=) BB LTLKEZN, ZOT 7 v aid, RO % @iElbd 2 OIC&LH
F 9, E : BEAHEZR Firewall Management Center IP 7 KLV A ZIE L725HE1X, AT D
NAT ID O FHZZH LTI IZE 0,

* NAT IDD# : 1t & FENTHHMEIL, NATID O %] L T Firewall Management Center
il LTc St HERIXBEMICEE LS NLEY A, DA, Firewall Management Center
TORARNEILIP T RLUAOFF (49 ~<—°) 2> T Firewall Management Center
DT INA ZEHIP T RV AZEHLET,

GE) %ﬂ%ﬁ%&fﬁ\%ﬁént?ﬂ4z@%ﬁm7va%?ﬂ41@cuitﬁﬁmmn
Management Center 2> 58 L7856, @Al HATER#% ©. A ¥ 31 Firewall Management
Center AN S LEE A, A X 731 Firewall Management Center & fEFZIZFHHT S5

?L HITIHMEEL £,

1R BHEIIZ

« configureuser add =~ > RZfEH L C CLIIC 1 7' A » A[RE/R 22— — 7T 7 b B AERL
TEFET, WESBMLTLE SV : CLI TOWH 2 —H —DBMINTRRREZHE > T AAA
a—P—ERETHILHTEET,

FIE

AFyT1 ary— LR R—Fnb, £ESSH 2 LT, 531 A CLLICHH: LE7,

FrqzzE R
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TIN RERTE I

B rirewall Threat Defense &4 > 54— 7 = 4 20> CL TOZE

ATvT2
ATvT3

ATv74

[FANAL ADa~vy RIA4 v A2 —TxA A (CLI) ~DuarA>2] 22RB LTI,

BREOI—YP L L 2T —RTr s A LET,

(Firepower 4100/9300/Secure Firewall 4200 D7) & X VERA 2 —T = f A% A X b
HHAA L Z—T A AL LTAHEMMILET,
configure networ k management-inter face enable management1

configure networ k management-inter face disable-management-channel management1

BN 74 7 HOEHEA U H—T oA APNFIZLETT, T A2 FBOEFHEA
B =T A ANPHDLGEIE. AXVNEA NI 7 4 v 7KL TCEDAS U2 —T = AEH%)
IZTBHZENTEET,

VB2 T, configure networ k management-inter face disable-events-channel =~ > K % {i /]
LTAS VERA B =T 2 ADA XY FEHEPITEET, WTHLOHEL, 731
X, AR PDIHEDA =T 2 A ALETARVMERBELEIELET, T F—T =
AABRE T LTWEGAIR, A N Fx FADBER > TWTEH, FEA VX —T = A
ALTAR FEEEFELET,

AVHE =T A ALETARY N F v XV EFEBRT v R VO G E BT 52 LiIxTEEE
Mo

BIOA R b A VB —T 2 A ZA&HHT HI21E, Firewall Management Center TA X2 kA
B —T A AHMMIT DML H Y 9, CiscoSecureFirewall Management Center Administration
GuidexZ L T 7230y,

51

> configure network management-interface enable managementl
Configuration updated successfully

> configure network management-interface disable-management-channel managementl
Configuration updated successfully

>

BFHA =T 2 A RAEFTAR M U F =T 2 A ADIP T FLAZRELET,
management_interface 513 & 5 E L 72V A, T 74V ROEHA VX —T = ADF v K
U—REEELLET, ARV A X—T A ZAEFET DR, £7 management_interface
FIBEREL TS EZE N, A XU M U H—T oA AL, BHA L H—T oA ZADOMEBIOF v
U= EEFCAXY NY—ZIZEETEET, HAOTHRET DA ¥ —7 = A ATHHE
THE, UMishvET, HLWIPT FLRICHER T ET,
a) IPv47 RLAZRELET,
s FEIRE
configure network ipv4 manual ip_address netmask gateway_ip [management_interface]
Zoawy RO gateway ipld., T /35 ADT 7 4 /b b b— h BAERLT D 72O
SNDHZELITHERELTLEZEIW, /XY MNEHA UV F—T oA ZAZRET H5E X,
avy RO—fE LTCgateway ipx AT 20E R HY 4, 727ZL, 2oz Y
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management-center-device-config-77_chapter1.pdf#nameddest=unique_18
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

I TINA RERTE

Firewall Threat Defense B V2 —7 x4 XD CLI TOEE .

X RE LEICT 7 4 0 ML= hERET DT T, ANV M =T 2 A AD
ERIDAZT v 7 — MIMERLERFA, BEA X —T A ZALFOR Y NU—
JTARY MERA V=T 2 A2 LTV DEEE, FBA v —T = R L
HIZHHT % X 51T gateway_ip #5%7E L. configure network static-routes =~ > K%
EHLTANY PEHA =T = AN A Z T 4 v 7 — RN EAERT 5 2
LML ET,

1 -

> configure network ipv4 manual 10.10.10.45 255.255.255.0 10.10.10.1 managementl
Setting IPv4 network configuration.
Network settings changed.

>

DHCP (F7 4V FNEBA X —T 24 ZADHTHR—1) .

configure network ipv4 dhcp

b) IPv6 7 FL AZHELET,

AT — ML A BERRE
configure network ipv6 router [management_interface]

1 :

> configure network ipv6é router managementO
Setting IPv6 network configuration.
Network settings changed.

>

FERE
configure network ipv6 manual ip6_addressip6_prefix_length [ip6_gateway ip]
[management_interface]

Zoawr RNOIipve_gateway iplx. 7 /3 ZADT 7 4V hb— M EERT 572901
HFHEINDZLICEBEL T EEN, ARV NERHA VU H —T =2 AERET DHE
X, I~y RO—E L Tipve_gateway ipx AT 2MERHY 7, 7272 L, 2D
T RUIE, BELEIZT 740 bb— MEBRET DT T, A X M —
T2 A ZAOWEBIDAZT 4 7 — MIER L ER A, BHA =T = ZLF]D
Xy RT—=ITARY FEAA LV E—T = ZAEFA LT DAL, BEA V4 —
7 A ALIHHT D X H T ipve_gateway ip ZF%E L. configurenetwork static-routes
g REFERALTARY bERAA 2 —T7 oA ZAFIMEHINCA X T 4 v 7 V— b %
ERR T2 Z & aH#ER L £,

1 :

> configure network ipv6é manual 2001:0DB8:BA98::3210 64 managementl
Setting IPv6 network configuration.
Network settings changed.

7riqzge Il



TIN RERTE I

B rirewall Threat Defense &4 > 54— 7 = 4 20> CL TOZE

ATy Th

ATvT6

ATy T1

« DHCPV6 (F7 4 /L NEBIA L X —T 2 A ZADHBTHR— 1) |

configure network ipv6 dhcp

IPv6 DA, ICMPV6 = 2 — |G LS B BIERREA v — Ve G E-ITmgicLES, 7
THILETIZ, TNEHDRA v —IITHEMNI > TWET,

configure network ipv6 destination-unreachable {enable | disable}

configure network ipv6 echo-reply {enable| disable}

INHDONTy NN T HZ LT, B AEERHEOAREENORELET, =a—ik
BTy NI THE, T ADERA X —T = A AT A K HIYT IPv6 ping % fifi
HATErlny x£7,

51

> configure network ipv6 destination-unreachable disable
> configure network ipv6 echo-reply disable

T 7 NEBA X —T = A AD DHCP —_—MN, I TWAEHRANMIIPT RL A
PRS2 EFREICLE T,

configure network ipv4 dhcp-server-enable start_ip_addressend_ip_address

51

> configure network ipv4 dhcp-server-enable 10.10.10.200 10.10.10.254
DHCP Server Enabled

>

EHA =T 24 ADIPT RV AZFEITRET D & DA, DHCP Y —"—ZHET
xF3, ZDa~r NiL, Firewall Management Center Virtual CiE¥ 74— h L EH A, DHCP
P —N—D AT —HZ A% KT HIZIE, show network-dhcp-server = AJj L £,

> show network-dhcp-server
DHCP Server Enabled
10.10.10.200-10.10.10.254

Firewall Management Center 73V E— ~ x> U —727 RIZHHHGEIT, A XV MEHA 2 —
T2AADALT 4 v 7 = 2BIMLET, BMLARVE, T_XTO T T 4 v 7 PEHA
V=T 2 A ABBLTCT 74V R — R E—EHLET,

configurenetwork static-routes {ipv4|ipv6}add management_interfacedestination_ip netmask_or_prefix
gateway _ip

W 71 REE



I TINA RERTE

ATvT8

ATvT9

ATy 710

Firewall Threat Defense B V2 —7 x4 XD CLI TOEE .

TN b= FOHET. ZOavr PR LARnTESvy, T740 b b— b F—
N7 =ADIPT KLADER X, configurenetwork ipv4 =~ > KE 7= ipve =~ > K&
LGB ORARETT ( [RT7 v 74 38X—) | #5H) |

1

> configure network static-routes ipv4 add managementl 192.168.6.0 255.255.255.0 10.10.10.1
Configuration updated successfully

> configure network static-routes ipv6é add managementl 2001:0DB8:AA89::5110 64
2001:0DB8:BA98: :3211

Configuration updated successfully

>

ABT 47 — NERFT AL, show network-static-routes # A LET (F7 4+ |
Jb— MIEREINERA)

> show network-static-routes
——————————————— [ IPv4 Static Routes ]J---------------

Interface : managementl
Destination : 192.168.6.0
Gateway : 10.10.10.1
Netmask : 255.255.255.0

[..]

R DBRGE
configure network hosthame name

51

> configure network hostname farscapel.cisco.com

Syslog A v tE—U0%, HEEBITL2ETHLOAA M EZKBRLEEA,
BRBRAAL CEFELET,
configure networ k dns searchdomains domain_list

1 -

> configure network dns searchdomains example.com,cisco.com

< TR ST N, ADR FAA U EFRELET, ZNLHD RAAL %, 2~ K (ping
system 72 &) IZFEAEMI R A A VAEFRE LR WGEICARA MBS ET, RAA Y
i, BEA LA —T oA AFHIFEEA VX —T oA AREHATHa~r RTOR, HHSN
w8

J1~TRY)5723 20 DNS r—_"—%RELET,

configure network dns serversdns ip_list

1 -

7riqzge Il



TIN RERTE I

B rirewall Threat Defense &4 > 54— 7 = 4 20> CL TOZE

ATvIN

ATvT12

ATy 713

> configure network dns servers 10.10.6.5,10.20.89.2,10.80.54.3

Firewall Management Center Cil{g D U & — FNEHR— 2R EL 7,
configure networ k management-inter face tcpport number

51

> configure network management-interface tcpport 8555

Firewall Management Center 35 X OVEHLGI 57 /31 AL, W56 D TLS-1.3 B 5{Lil{E T ¥ 1 /v
(F 740 FTIEHAR— 18305 ZHEHLTEELET, vAVFA LV AF U AEF—RFEHEHLT
WHGAIT, BEA—FEEELR2NTL SN, A— bk 8305 OABHR—hEInET,

GE)
AT, VE-MEEA— 2T 74V PREOEFIZLTES Z L 2B HRLTWETY
0B, EBHAR—=RBARy PV =2 LOMOEE LHET 55 EE. MOR— FERIRTE £,
BFEHAR— N2EET L2550, SANOHAIZHET OLERNDLLITRTODT A ADOEH
R— 2B HETLILENRDHY E7,

(Firewall Threat Defense D) BEHA L B2 —T = ZAFTFA X " VX —T = A ZADMTU
FRELET, T 74 D MTUIL 1500 231 hTI,

configure networ k mtu [bytes] [interface id]

« bytes: MTU # /3 MM CRELET, BHEHA VX —T7 A AT, IPV4AEHFCLT
PA1E 641500, IPv6 AN L7-83513 1280—1500 DI AR ETX £4, A X2 b A
V=T oA ATl IPv4 ZHNC LT-E 11X 64—9000, 1Pv6 2B 202 LIz8G1E 1280
—9000 T3, IPv4 & IPv6 Dili 7 &2 AN LT-86. H/IMEIE 1280 TF, bytesa AJj L
WG EDO AT ZRD HIVET,

«interface id : MTU Z & ETHA v X —7 =2A AID ERELET, 77 v b7+ —LITn
CCHEMAIEE/ZR A > % —7 =4 A ID (management0, managementl, brl, eth072 &) %%
KT DHITIE, shownetwork =2~ > REERHLET, 4 ¥ —7 = A A%ZHE LRWEE
X, BHEA X —T oA ABEHINET,

1 -

> configure network mtu 8192 managementl

MTU set successfully to 1500 from 8192 for managementl
Refreshing Network Config...
NetworkSettings::refreshNetworkConfig MTU value at start 8192

Interface managementl speed is set to '10000baseT/Full'
NetworkSettings::refreshNetworkConfig MTU value at end 8192
>

HTTP 7 % 2% E L £, 7 /3 AL, "— k TCP/443 (HTTPS) # L UTCP/80 (HTTP)
TA ¥ —Fy MIE#EERR T2 L) ICREINTWET, HTTP ¥4 ¥ = A MEH CTREGET
XA 77X —NEFEHTXET, a~vr FEITRIC, HITP 72X 207 KLU R LR—
N TRXVORIARLENLE D Ea—F—IRRONET, FEBLERLGEIT T Xy

B 7 zuE



I TINA RERTE

ATv 714

IR & 1B Firewall Threat Defense ¥— % 1 >4 — 7 x4 20 CL THZE [

Da—W—&, 7aXTORRAT—F BT eXFTONRRAT— ROMREATITH L3
REET,

GE)

Firewall Threat Defense D 7 2 %3 /AU — R|Zi%, A~Z. a~z2 & 0~9 D FOLEHEHA T
9,

configure network http-proxy

51

> configure network http-proxy

Manual proxy configuration

Enter HTTP Proxy address: 10.100.10.10
Enter HTTP Proxy Port: 80

Use Proxy Authentication? (y/n) [n]: Y
Enter Proxy Username: proxyuser

Enter Proxy Password: proxypassword
Confirm Proxy Password: proxypassword

FNA AEHIP 7 L AZ BT+ 58A1%. configuremanager add =~ > K (GHrL\»
Management Center ~D %4k 2 ZM) Z M H L TT /31 A DR EREIZ Firewall Management
Center Z RFE L 72 /715125 UC, Firewall Management Center $##5¢ (2R3 2R D X A 7 ML
TLTEENY,

IP7RLR—T7U2arviEl, BEFREZ IP 7 R A% L T Firewall Management
Center Z FfiE L7c e, B PREEHIE R IC B BV FREL SV E T, 1RO R & #EHr
9572912, Firewall Management Center [ZE/RSNVDHT NA AP T RLABEHTH
L A HEEE L E 9, Firewall Management Center COR A ML E/ZITIP 7T RLADOHEH (49
&wy)%5%L1<ﬁéwo:@77yaym\%ﬁ@ﬁﬁj%ﬁLm¢é®:&j%
F9, iE : BIEAHER Firewall Management Center IP 7 K L 2 257 € L7234 1%, Firewall
Management Center TOHRA MG ETZIXIP 7 RV ADOTEH (49 ~—) %fﬁfﬁ L C T
TR & LT DN H Y 9,

*NAT IDDH : & EZFETEMEIL, NATID O4 % L T Firewall Management Center
Akl Uizt BRI BEMICHMSL S LE YA, D4, Firewall Management Center
TORANELIXIP T RUADOEH (49 ~—) 29> T Firewall Management Center
DT NA AEHIPT RLAZEFELET,

BHEIAEH S D Firewall Threat Defense 5 —% A X2 —7 = A AD CLI TOZEHE

Firewall Threat Defense & Firewall Management Center O[] D& Bl s Il S 4, oA > 7 —
T A AGBEEMR O LNWT —Z A U F—T oA ZA&IEET D561, Firewall Threat Defense
CLIZBEH L TH LA v X —T oA AR ELET,

EHE N T 7 T 4 7754 1X. Firewall Management Center 2 L CTEEFDOT — & A > & —
T2 A ABRBRTHLENHY 3 (GUI T[EE (Management) |2 H 3 5 Firewall Threat
Defense 7 — X A VX —T = A AXEIET S (463—2) BHW) , T—FEHA X —T =
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TIN RERTE I

B ==c#mah 2 Firewall Threat Defense ¥— % 1 © 4 —7 = 4 XD CL TOEE

S 2

DOIIMEREICHOWTIL,.  TCLI Z{# ] L 7= Firewall Threat Defense #JHIE% E D FEIT DT |

@ configure network management-data-interface =~ > K2 &M L T 72 &0,

INA

TR_RAFGEUF 4 _XTOEEIF. MHFD2=y N TT_TO CLI FEXFEITLET,

Firewall Management Center N ClX, 7277 4 7 2= N TOAFIEZFATLE T, HEDELH
MEHENDE, AZ 2=y NIT VT 47 2=y FPOREBLPZDOMD AT — |k
Tz L £,

\}

GE)

IOy 7T, HHAOERA VX —T 2 ATIERL, HEAICGRE LT —4 A 4 —
T ATHEAENET, BHA L E—T oA ADXy NI — IV RELZEHT L4513, Firewall

FIRr

ATy T

ATvT2

ATvT3
ATvT4

Threat Defense A Z—7 = A A0 CLI TOLEHE (36 ~—) #BHBL T F I,

Firewall Threat Defense CLI MO FEHIIZ-2U T, Cisco Secure Firewall Threat Defense Command
Reference #2H L TL 72 &0,

F—HEEA A —T 2 A AT LA F—T 2 A ZNIEETIHZHESIL. BEDA v F —
T2 A AT —TNEF LAV F—T = A ZZBE L £,

FNA AD CLLICHERE L £,

nboavy REFERTLIHEAE. ar =R — b E2EHTIXLERS Y £, WIHERE
OFATHIZ, BEA U H—T = A ANSUIM SN D FREMERH Y 5, RS T Sz
TOICHREEREL TR, HABHA VX —7 = AZSSH T 7 B A TEHA1E. £D
SSH ##c & H T £,

[FNRA ADa~ L RTIA v A H—T A A (CL) ~Dur A ] 2B LTLIEEN,
admin D —HF—£Z L X2y —RFCcas L LET,
AVH—=T A AP T, REZHHBLTEDLEIICLET,
configure networ k management-data-interface disable

GE)

FICLA v H—T 2 A ATHLWIPVE T FLRAZRIETDHEN T, TOMOEFIIITHORN
AlX. ZOFEE ATy I TExET, FOMDOEFETIL, BINA v F—T = A ZAZEHITT
HVERH Y £,

51

> configure network management-data-interface disable

Configuration updated successfully..!!

Configuration disable was successful, please update the default route to point to a
gateway on management interface using the command 'configure network'
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I TINA RERTE

ATvTh

ATvT6

ATy T1

ATvT8

IR & 1B Firewall Threat Defense ¥— % 1 >4 — 7 x4 20 CL THZE [

YRV TV EAHOF LWT —F A =T 2 A AERELET,
configure networ k management-data-inter face

FOHh, T—EA L HF—T A ADFKEAN Xy hT—7
NERINET,

T—HEHA LB =T 2 A AEF Ry NT—7 EOF LA X —T 2 AIELT D56
X, A2 =T ARXIDERE, FIOA L F—T oA RALFELRELFHLET, I HIT,
Do you wish to clear all the device configuration before applying ? (y/n) [n]: 7" 3 il y &
WLEFT, ZORRICLY, FWT—FEFHA X —T oA AORENZ VT EdizH, 1P
T RVAREA U Z—=T oA AZEH LA L F—T =4 ATIEFICHAMATE X7,

ExEITO X ok sr7e 7k

e

> configure network management-data-interface

Data interface to use for management: ethernetl/4

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]: y

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

(EE) FEDF v NV —7 EO Firewall Management Center ~D7 — % A4 U X —T = A AT
7 Az R L ET,

configure networ k management-data-interface client ip_address netmask
TN RTIE, TRTORy NI =7 BFFASET,

Firewall Management Center TORA M ET/2ILIP 7 FLADEH (49 ~—)
Bt i3 A BIC TR SAUE 703, Firewall Management Center CHEE A HNIC L T D FEAR

T DL, HREOFMNL RS EITTEES, £d, Vo7 SREFIEEFTL T, Firewall
Management Center T7 /NA ADIPT RLAZEHTIHILENH D £97,

BN EM SN L EHR L ET,
sftunnel-status-brief

Ty TREOHEFRO A2 RIRLET, 7 F v pén— b= ME@RBEREh T
£7,

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202"'

FrqzzE R



TIN RERTE I

. GUI T[EIH (Management) ]IZ{#FJ 3 Firewall Threat Defense T—42 4 4 —J 14 RZBET S

ATvT9

ATv 710

ATvIN

ATvT12

via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

Firewall Management Center C, Devices> Device Management, Edit (&) OJEIZRINL ET, [T
NA A (Device) |fHIEKD [&H (Management) | 7 4 —/V KT, [¥Rx—Dx 7 X -EBHD
M8 (Manager Access- Configuration Details) | O#i2& 5 [H#7 (Refresh) |27 U v 27 LE
R

Firewall Management Center (31 > ¥ —7 = A A LT 7 5 /L hb— hOBRELFEEZHRH L, T
AANDREMREZT Yy 7 LET, XA ADT =2 A B —T o4 ARELE L — TV TELT
541X, Firewall Management Center TZ AL 5 DA W %2 FEICHEET 20BN H Y £7°, [
fi% (Configuration) ]% 7 C, Firewall ManagementCenter & 7 /34 A DR —H &R TE £,

[f % —7xA A (Interfaces) ] ZiTIRL T, WOELZITWVET,

a) HWT—HEHA L H =T oA APDLIPT RLALLFIZHIBRL, ZOA v F—T = A A
D= T 7 AEEHTLUET,

b) HLWERE (CLITHALIZA v —T = R) DNEHASNEZHLWT —ZEHA 2 —
T A AR L, FRICKH LT, v 32—V ¥ T 78X AT LET,

[V—F 4> 2 (Routing) ]. [AX¥T 4 v 7 /L— b (Static Route) ] DIEITER L, H\VEHLA
YE=T 2 A ADT T F ) M= b EF LI — MIAEFELET,

[v3—T % T 7t A - (Manager Access - Configuration Details) ][FMCT 7 & A - #%
FEAl (FMC Access - Configuration Details] 21 7 12 7R v 7 ZIZRE Y | [#E7E (Acknowledge) ]
7V w7 LTRERHZay 7 ZHIBRLET,

Firewall Management Center % & (X, K [F]EBHIRFIZ Firewall Threat Defense D% D OBtA 3 D E
Z FEEXLET, FREBOHIIC Firewall Management Center D% € % TE) TEET 2 LE R H Y
\i ﬁqo

[Config was cleared] 354 TF [Manager Access changed and acknowledged] & W HAEFE I D A v
E—UNERINET,

GUI < [E¥ (Management) ]J\Z{# 4% Firewall Threat Defense 5 — % A % —7 = A ZAZEET S

EHERABRE L TV DI 0bh b, v 3=y 77 BRI 27— 4 A 4 —T =
AADIPT FUAZERT L5613, ROFIEEZFATLET, 72L& 2L, zero-touch provisioning
AL TT AN 2B LT E, A HMEEZ AT 200, IPT RV AZH#HNT FLX
WCEETLMNENRSY £7,

FIFICLITA Y H —T7 2 A AREEEETLHZ L TEETA, Uk, BEBHEAEILEL
TWAEARICORMEATH Z L 2RI L £9, CLITITo 722 H X, WTFhoa s GUI T
I DZVERH Y T,
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TINA RERTE

GUI T[=IH (Management) ]IZ{#fJ 5 Firewall Threat Defense T—42 4 2 —J 14 R&EET D .

FIE

AT w71 Devices> Device Management Z3&R L, 7341 ZDOREICH 5 Edit (P 227 U v 7 LET,
ATYT2 [AB—T 4R (Interface) | 2N L £,
ATFYT3 v %=X T VR RHATHA v X —T =2 ARERTIHEA1T. WOFIEEZETLET,
a) HWT—FEHA L H =T oA AMDHIPT RLAEAFIZHIBRL, ZOA v H—T A A
DIRX—=V X T 7B AN LET,
b) FLWRENEH SN LT —XEHA X —T oA AZHE L, ZHICKLT,
X=X T IR AEENCLET,

Edit Physical Interface ®

General IPv4 IPv6 Path Monitoring Hardware Configuration Manager Access Advanced

44 Enable management access

Available Networks -+ Allowed Management Networks

[ Q. Search ] any

any-ipv4
any-ipvé

gateway

IPv4-Benchmark-Tests

IPv4-Link-Local

IPv4-Multicast

Cancel m

c) WHIPT RLAZFEATIHEIX. T 74V M— b aEHTX 0510 ~A U X RFoR
SNFET, [Yes] 7 U2 LET,

Please Confirm

The Firewall Management Center access interface is Static IP type,
ensure there is a default or specific route created to allow the
connectivity to Firewall Management Center through this interface

Do you want to continue ?

d [OK]Z2Z Vw7 LT, A Z—T =A% TLET,

FrqzzE R



TIN RERTE I

. GUI T[EIH (Management) ]IZ{#FJ 3 Firewall Threat Defense T—42 4 4 —J 14 RZBET S

ATy T4

ATy TH

ATvT6

ATy 17
ATvT8

e) [f>#—7=AA (Interfaces) ] — T [R7F (Save) 1527 U v LET,

IP7 RLADHREELT HEAEIL. WROFIREFEITLET,
a) IP7 RLAZEELET,

b) #HIIPT RLREFEHTLIEHLAIL. T 74V M— FaEHT2 L9112 ~ A X NFR
ENFET, [Yes] 27 Vw7 LET,

Please Confirm

The Firewall Management Center access interface is Static IP type,
ensure there is a default or specific route created to allow the
connectivity to Firewall Management Center through this interface

Do you want to continue ?

¢) [OK]Z#27 Vw7 LT, £ ¥ —TxA A& TLET,

d) [ % —7=AA (Interfaces) | X— T [f&7F (Save) 27V 7 LET,

[V—7 4> 7 (Routing) | #7 %27 Vw7 LT, [AXT v 27 /L— ] (Static Route) | % 7
Uo7 L, 3=V X% TIBAAL U E—=T 2 A ADT T4 )V NETIIAZT 4 v 7 — &
BMELIIERELET,

RELLZRALETRELLORERMEZZHL TIIZEN,

Firewall Management Center 23 BUFE DHEEAR I CHERLODZEH A B L E3, BEHO%, 7 —4 A4
YHE—=T 2 A ZTH LWV IP T FUAREID B THNDL 720, B ML 5048
N ET,

Firewall Management Center CORA N ETILIP T RLUADEH (49 ~—)
EEE N L SN2 L 2R LET,

[7 /314 A (Device) ]I T, [FE (Management) |7 4 —/L FIZX LT, [¥Rx—P¥v T+
AEEHR - #H (Manager Access Details: Configuration) 1. [#&fkcikfe (Connectlon Status) ] D
JNEL IR L £

RDAT =B AE, T—HA S —T = ZAOERBKH L= Z & &R L, WO (tap_nlp)
B =Tz AERLTWVET,

B 7\ xEE
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Firewall Management Center TD KRR & EILIP 7 FLADEH .

B33 #ERRAT—2 R

Manager access - Configuration Details ®

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]

> sftunnel-status-brief

PEER:16.10.0.11
SFTunnel Status:-
Channel A: Connected
Channel B: Connected
Peer channel Channel-A is valid type (CONTROL), using 'ethe', connected to '10.10.0.11' via '10.10.8.12'

Peer channel Channel-B is valid type (EVENT), using 'ethe@', connected to '16.16.0.11' via '16.10.0.12"
Registration: Completed.

IPv4 Connection to peer '10.10.6.11' Start Time: Fri Oct 11 ©6:51:20 2024 UTC

Heartbeat Send Time: Fri Oct 11 ©6:53:58 2024 UTC

Heartbeat Received Time: Fri Oct 11 ©6:54:86 2024 UTC

Last disconnect time : Fri Oct 11 ©6:22:84 2024 UTC

Last disconnect reason : Both control and event channel connections with peer went down

Close

BERE DO FRESAZ 10 53V B DA%, 8D N T TNy a—T 4 VT EZITHOMLENH Y £
T, T—HA L H—T 2 ATOEREGED N T TN a—F 47 (122—) MR L
TLTIEEW,

Firewall Management Center TDRRX B FE/(XIP 7 FLADEFH

(TNAADCLI #EHT 57 L L) 7734 A% Firewall Management Center |Zi8/J[ L 721%
WZEDTNA ADKRA NGETNLIP 7 NV RAZMRET H5E1E, RO FNEZMEH L CF B
@ Firewall Management Center D78 A 4 721X IP 7 RV A Z FE CHEHTLHLERH D 7,

FONA ADT A AEHIPT R AZEH 4 5|21%, Firewall Threat Defense & A % — 7 =«
A AZAD CLI TOZEE (36 °—) Z2BRLTLEEW,

TN ADBGKIRFIZ NAT ID DA AR L7256 IPIZZ O_X—UIC [NO-IP] & L TR RS
A, IP 7 RLUR/IRA N EZEHTH0LETHY £H A,

zero-touch provisioning Z i f L THMNHBA & —7 = A4 A TT A A2 LTEHE. AR M
(T— % DDNS &RE & & bICHBMIZAERSNLET, 2056, SX MITRETES EH
Ao

FIE
AT 71 Devices> Device Management % 4R L £,

ATV T2 ERAT v a b BEETHT N AOMICHS Edit () 27 ) v 7 LET,
AT w73 [Device] #7 VU >~ 7 L. [Management] ik % £~ L £7,

| 7riq2zE Il



B Firewall Management Center Tk R & FE (L IP 7 FLROEH

INA RERTE I

N

ATV T4 2548 %27 v 7 UTERL N5 2 & T, Sider disabled (OB) % 45K L £

ATy TH

j—o
X 34: EHEENTD

Management

Remote Host Address:
Secondary Address:

Status:

Manager Access Interface:

Manager Access Details:

BEROEIML 2 KT T2 L OIS RDOENET,

Disable Management

Managing this device will not be
possible if it's Management IP is
disabled. Do you want to proceed?
You can enable it later.

slad]

10.10.0.12

Data Interface

Configuration

Yes) 227 U w7 LET,

EEL A {3 % & | Firewall Management Center & 7 /NA A OHEEN 7 1 v 7 SIUETH,
Firewall Management Center 7> 57 /31 A IR ERARINER AL

[VE—FKRXF7 FLR (RemoteHost Address) | D IP 7 FLABXOA TV a o[kl

X7 R A (Secondary Address) | ULRT —# A 2 —7 = A AT 25E) 2

Edit()Z 27 ) v 7 LTHRA M ERELET,
K 35: 587 FLADRE

Management ()
Remote Host Address: 10.89.5.29
Secondary Address:

Status: (]

Manager Access Interface:

Manager Access Details:

B 7\ xEE
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I TINA RERTE

Firewall Management Center IP 7 K L X DER .

ATv 76 [ (Management) | XA 70/ Ry 7 AD[V)E—FKRRXF7 FLRX (RemoteHost Address) |
T4 =NV RFBIXOA T aro[thZ Y T FLUA (Secondary Address) | 7 « —/L K T4 HI
FAXIP T RV RAEER L, [fR1F (Save) 1227 Vv 7 LET,
T H) R =T T I BRAT—H A X —T =2 ADFEHIZOWTL, TE~YX—V Y
TIRART =LA H =T oA ADHKE (29 —) 2L TN,
R36:EEIPT KLR

Management ®
Remote Host Address: [ 10.89.5.29 ]
Secondary Address: [ 10.99.11.6| ]

AFYT1 AT X %IV v L CEEE A% Sider enabled (@) 12 L £,
37 EEEFEOEMIE

Management ZA® )

Remote Host Address: 10.10.0.12
Secondary Address:

Status: (]

Manager Access Interface: Management Interface

Firewall Management Center IP 7 KL XD ZEE

Firewall Management Center @ IP 7 R U AL/ FZAR A M AEE T H551E, XEN KT D
EOETNA ACLITHALEE T 2RERH Y £, 1L AEOHE, EEREITIT A AD
Firewall Management Center [P 77 K L A £ 72 137R A M Z#ZHETICHMNL SN E T, D7l
& 17 /3A A % Firewall Management Center |ZiBJ L C NAT ID O A& F57E L7256 13, Bn
HHSLSND L OIZT D0IC, ZOXA7 ZFRATTLREND Y 9, MOYLETEH, Firewall
Management Center IP 7 K L A £ 72 13R X M 2 ORBEBICHERF L T, v FU—27 DT
NEembdl L2 L ET,

| 7riq2zE Il



TINA RERTE I

. Firewall Management Center IP 7 KL X DZEE

FIE

ATy T

ATy T2

ATvT3

Firewall Management Center O IP 7 KL A &ZEH LT 72X\,

FE

Firewall Management Center f & % —7 = A AZZER T L2551+ THEELSES VN, RET
7 — DT OICHERE CE WA X, Firewall Management Center =2 > Y — /LR — MNMZT 7 & A
LT, Linux =/ TRy MY —VREZHRETLDLENDH D £3, ZOEIETIE, Cisco
TAC |[ZHEAE T DM H Y £,

a) System (&) > Configuration > Management Interfacesz &R L £ 7,

b) [ ¥ —7=xAR (Interfaces) | =V T T, WETHA L H—T7 A ADKEIZH 5 [tk
(Edit) 127U > 27 L%,

) IPT7T RVAZAERL, [R1F (Save) 127U v 7 LET,

Firewall Threat Defense CLI C, Firewall Management Center #5372 &~ L £ 7,

show managers

i -

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

Firewall Threat Defense CLI C, Firewall Management Center [P 7 K L A £ 72 13AHR A M & s L
£7,

configure manager edit identifier {hostname {ip_address | hosthame} | displayname display_name}

Firewall Management Center 25 DONTRESOLVE & NAT ID (2 & » THEMIZEN S i-%HG. =
Davy REMHL TEERA MELIZIP 7 RLRAZERETEET, IPT FLAERIER
A N4 %Z DONTRESOLVE IZAH 4% Z LT TE £ A,

BEPHEINA T LTI, B SN E T, sftunnd-status =< > RZ2FEA LT, HEoikhe
R —TEET,

&1

> configure manager edit f7ffad78-bfl6-1llec-a737-baa2f76ef602 hostname 10.10.5.1
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Firewall Management Center & Threat Defense DFEADIP 7 KL ADER .

Firewall Management Center & Threat Defense D ADIP 7 FLANDZER

Firewall Management Center & Firewall Threat Defense ® IP 7 KL 2 Z#H L\ %> N U —27 1l
S o5ald, MH2EETL2LaB@oLET,

FIRr

ATy I

(ESLIES Tk 2 [ Nl D=
E A AT £72137 T AXOFARE, T _XTO2=y PTCINOHDOCLIFIEEZEITLET,

a)
b)
<)
d)

Devices > Device Management % 3341 L £ 7,

FRA ZADREIZH D Edit (@) 227 ) v 7 LET,

[Device] #7 Y 7 L., [Management] 7Bk % Fr L E 7,

ATGAZH 7Y v UCTEHZ —RNICENCT 52 LT, () 2Bk LET,
X 38: EBEEMIT D

Management o @

Remote Host Address: 10.10.0.12

Secondary Address:

Status: (]
Manager Access Interface: Data Interface
Manager Access Details: Configuration

BEOBIMEZHATT 2L OITRODOENET, [Yes] 227 U v 27 LET,

Disable Management

Managing this device will not be
possible if it's Management IP is
disabled. Do you want to proceed?
You can enable it later.

AT w 72 Firewall Management Center NDT /SA ADIP 7 KL AZFH LNWT/NA ADIP T KL AIZER
LET,

TNRAADIP T RURIIHRTERLET,
AT AMERT £720137 ZAZOAIL, $XTO2=y FTCINLDOCLIFIEZFETLE T,

FrqzzE R



Fq4zEE |
. Firewall Management Center & Threat Defense D 5D IP 7 KL ADEE

a) [WE—FHKRR M7 FLR (RemoteHost Address) | D IP 7 RLAB XA T ar o[k
J1% YT R A (Secondary Address) | ULET —4 A ¥ —7 oA AZMEHT2555)
FLIFEdit (&2 7Y v 7 LTHA M ERELET,

39:EE7 FLADIRSE

Management ()

Remote Host Address: 10.89.5.29

Secondary Address:

Status: (]
Manager Access Interface: Data Interface
Manager Access Details: Configuration

b) [H (Management) | ¥ A7 /ARy 7 AD[)E—FKA L7 FLA (RemoteHost
Address) | 74—V FBEXOF T a D [EhZ Y7 KL A (Secondary Address) ]
74—V NTAREIIXIP 7 FLVAZER L, [R1F (Save) 127U v 27 LET,

40:EEIP7FLXR

Management ®
Remote Host Address: [ 10.89.5.29 ]
Secondary Address: [ 10.99.11.6| ]

AT w73 Firewall Management Center O IP 7 KL A& H L TL 72 &0,
FE
Firewall Management Center f > % —7 = A A& ER T HHHIT DI THEELZS VN, RET
7 — D= OIZHERE T X WAL, Firewall Management Center =1 > Y — /LR — NI T 7 & A
LT, Linux Y=V TRy NY—VREZHRET DHLENHY £3, ZOEIETIL. Cisco
TAC ([ZEAET 2 MERH Y £,

a) System (&) > Configuration > Management Interfacesz &R L £7°,

b) [ ¥ —7xA R (Interfaces) | =V 7 T, RETHA ¥ —7 =1 ADKIZH D [ftk
(Edit) 1227V vZ7 LET,

o) P7 RLAEEHEL, [{R1F (Save) 1227 U v 7 LET,

ATV T FARALAZADYF =% IPT RLAEZEFLET,

B 7\ xEE
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Firewall Management Center & Threat Defense DFEADIP 7 KL ADER .

B AMST 72037 TAXZOEEIT. TRTO2=y bTCINOHDOCLIFEEZETLET,

a)

b)

Firewall Threat Defense CLI C, Firewall Management Center 353l 7% &~ L £ 7,

show manager s

i

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

Firewall Management Center IP 7 R L A E /213K A M ERE L E7,

configuremanager edit identifier {hostname {ip_address| hostname} | displaynamedisplay _name}

Firewall Management Center 25 DONTRESOLVE & NAT ID (2 & » THRANZ#HL] S -
By Z0awy REH L THEEZFRA M EZIZIP 7 FLRICERTE XY, IPT FL
AFETNEIHR A M4 % DONTRESOLVE ICEE T 5 Z LT T EH A,

&1

> configure manager edit f7ffad78-bfl6-1llec-a737-baa2f76ef602 hostname 10.10.5.1

ATFYTE ALV —LR—FTCIRX—T % TIRBAAL L E—T=2AA ADIPT RLAZEELET,
FA ST 72137 7 AZOBAIE, T3 TO2=y FTINOHDOCLIFNEEZFEITL ET,
HAEHEA V¥ —T oA AEFEH L TWD5GE

configure network ipv4

ATvT6

configure network ipv6
HHERA V=T oA AEHEH LTV D5E

configure networ k management-data-interface disable

configure networ k management-data-interface

A48 %) v LCEMEZHELAD) (@) IZLET,
BAAESRT 770137 T RAZOEHEIT. T _XTOa2=y hCINOHDCLIFEEZETLET,

7riqzge Il



FqzgE |
. Firewall Management Center & Threat Defense DA D IP 7 KL RADEE

N EEEHFOFNL

Management e )
Remote Host Address: 10.10.0.12
Secondary Address:

Status: ]

Manager Access Interface: Management Interface

ATV Tl (F—V¥T I RACT—HA v F—T = A A%HEH LTV DHY4E) Firewall Management

Center CT— XA VX —T oA AREEZLH LET,

B A AT OBAE, W O2=y hTCZOFIEEETLET,

a) [T/3 R (Devices) | >[T/31 RAEHE (Device Management) ]>[7T/34 X (Device) | >
[BE¥ (Management) |>[¥Hx—I v 7V X - (Manager Access- Configuration
Details) ] 3R L, [H# (Refresh) %7 U v 7 LET,

b) [T/31 R (Devices) |>[T/31 REHE (DeviceManagement) | >[4 32— x4 R

(Interfaces) | #BINL, HLWT RLAL—HTHLHIZIPT RLAZRELET,

¢) [¥A—V¥T 7 BA-HEAGEM (Manager Access - Configuration Details) ] [FMC7T 2 & A -

HERGEEA  (FMC Access - Configuration Details] # A 7 02 77K w7 AR D | [#ERR
(Acknowledge) 1 %7 VU v 7 LTEMZ v 7 ZHIBRL 7,

AT T8 EHERNPEMEL SN L AR LET,

Firewall Management Center C, [Devices] > [Device Management] > [Device] > [Management] >
[Manager Access - Configuration Details] > [Connection Status] ~<— ¥ TE PG AT — X A %
R L £,

BTG D AT —H A& FKor T A2, Firewall Threat Defense CLI T, sftunnel-status-brief =
v REANLET,

RDAT =B AL, T—EA L Z—=T = A ADERBRN LT Z &L, WEO Ttap_nlp)
A LB =T 2 A AZERLTNET,

W 71 REE
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Manager access - Configuration Details ®

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]

> sftunnel-status-brief

PEER:16.10.0.11
SFTunnel Status:-
Channel A: Connected
Channel B: Connected
Peer channel Channel-A is valid type (CONTROL), using 'ethe', connected to '10.10.0.11' via '10.10.8.12'

Peer channel Channel-B is valid type (EVENT), using 'ethe@', connected to '16.16.0.11' via '16.10.0.12"
Registration: Completed.

IPv4 Connection to peer '10.10.6.11' Start Time: Fri Oct 11 ©6:51:20 2024 UTC

Heartbeat Send Time: Fri Oct 11 ©6:53:58 2024 UTC

Heartbeat Received Time: Fri Oct 11 ©6:54:86 2024 UTC

Last disconnect time : Fri Oct 11 ©6:22:84 2024 UTC

Last disconnect reason : Both control and event channel connections with peer went down

Close
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Manager Access Interface @

@ This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

[ Data Interface v ]

Switching the manager access interface from Management to Data interface
causes the deployment to be blocked. To unblock the deploy, pick a data interface
and enable it for manager access. See the online help for detailed steps.
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Manager Access
Interface

Manager access interface is changed.
Ensure to deploy the changes to the
device so the Manager access can
happen through this interface.
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Please Confirm

The Firewall Management Center access interface is Static IP type,
ensure there is a default or specific route created to allow the
connectivity to Firewall Management Center through this interface

Do you want to continue ?
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Advanced Deploy

I Validation Warnings

Validation messages on device 1010-2

This is the first deployment after you changed
Firewall Management Center access from the
Management interface to a data interface. There
might be a connectivity interruption after you deploy.
If the Firewall Management Center cannot reach the
device, see the troubleshooting guide for steps.
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Manager access - Configuration Details ®

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]

> sftunnel-status-brief

PEER:16.10.0.11
SFTunnel Status:-
Channel A: Connected
Channel B: Connected
Peer channel Channel-A is valid type (CONTROL), using 'eth®', connected to '10.10.6.11"' via '10.10.8.12

Peer channel Channel-B is valid type (EVENT), using 'ethe@', connected to '16.16.0.11' via '16.10.0.12"
Registration: Completed.

IPv4 Connection to peer '10.10.6.11' Start Time: Fri Oct 11 ©6:51:20 2024 UTC

Heartbeat Send Time: Fri Oct 11 ©6:53:58 2024 UTC

Heartbeat Received Time: Fri Oct 11 ©6:54:86 2024 UTC

Last disconnect time : Fri Oct 11 ©6:22:84 2024 UTC

Last disconnect reason : Both control and event channel connections with peer went down

Close
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@ Thisis an advanced setting and need to be configured only if needed.

See the online help for detailed steps.

Manage device by
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Manager Access
Interface

Manager access interface is changed.
Ensure to deploy the changes to the
device so the Manager access can
happen through this interface.
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Manager access - Configuration Details ®

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.
Configuration CLI Output Connection Status
Show command output of Manager Access associated configuration from Firewall Threat Defense

> show running-config dns
DNS server-group DefaultDNS

> show sftunnel interfaces
Physical Interface Name of the Interface

> show running-config interface

> show versi
----[ firepower ]
: Cisco Secure Firewall Threat Defense for VMware (75) Version 7.7.© (Build 1424)
: offeb830-740d-1lef-80f2-ac290612121
LSP version : 1sp-rel-20240903-1724
VDB version

Cisco Adaptive Security Appliance Software Version 99.23(e)184

Close

BHRAT—42 R

BHPERA T — X AOFRROBIL, EHEEHE ol & X E8 Tmanagement0] A > ¥ —7 = —
APEHINTNWDZEERLTVET,

W HERAT—2 R

Manager access - Configuration Details G

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]

> sftunnel-status-brief

PEER:10.10.0.11
SFTunnel Status:-
Channel A: Connected
Channel B: Connected
Peer channel Channel-A is valid type (CONTROL), using ‘ethe@', connected to '18.10.0.11' via '10.10.8.12"
Peer channel Channel-B is valid type (EVENT), using 'eth@', connected to '10.10.0.11' via '10.10.0.12
Registration: Completed.
IPv4 Connection to peer '10.10.0.11"' Start Time: Fri Oct 11 ©6:51:20 2024 UTC
Heartbeat Send Time: Fri Oct 11 ©9:21:46 2024 UTC
Heartbeat Received Time: Fri Oct 11 89:21:58 2024 UTC

WDAT—HAX, T—HALH—T A ADEFERNRH LT=Z L ER L, WERO [tap nlp)
A B —T oA AERLTWVET,

75 ARE
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Manager access - Configuration Details e

Manager access configuration on device Is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]

> sftunnel-status-brief

PEER:10.10.0.11
SFTunnel Status:-
Channel A: Connected
Channel B: Connected
Peer channel Channel-A is valid type (CONTROL), using 'ethe@', connected to '10.10.0.11' via 'l1©.10.6.12"

Peer channel Channel-B is valid type (EVENT), using 'eth@', connected to '10.10.0.11' via '10.10.8.12"
Registration: Completed.

IPv4 Connection to peer '10.10.0.11' Start Time: Fri Oct 11 ©6:51:20 2024 UTC

Heartbeat Send Time: Fri Oct 11 ©9:21:46 2824 UTC

Heartbeat Received Time: Fri Oct 11 ©9:21:58 2624 UTC

Last disconnect time : Fri Oct 11 @6:22:04 2024 UTC

Last disconnect reason : Both control and event channel connections with peer went down

Close

Z 0 AREOEROH B 2RI LET, BT F ¥ 20 Tkl FHen—he— M
WArFITRSNTOER A,

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

Ty TREOEH O OB ZRITRLET, BT F v en—hE— MERAFRIA TN
ij‘o

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

EBERO NS IV a—T42Y

Firewall Management Center DA kO N -GS DERDFEFO—IL/INY Y

Firewall Threat Defense T~ X —V % 7 7 B AMIZT — X A X —T = A AEFEHL, v b
U — 7 ¥R #2895 Firewall Management Center 7> 5 OR§% L T & BB~ 554, Firewall

B 7\ xEE
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Firewall Management Center D&M KON IZIZEDEBOFE D —IL/NY Y .

Threat Defense DAY & I L-tkicn — Ly 7 LT, BHERAZHE T T 7,
ZD%, F v U — 7 BEGEMNHERF S 1D X 9 1T Firewall Management Center CHERR AR & % %
L. FREREATEET, m— Ay 7T, iKbb TWRWEETHERNTE, 2ok
TINY a—T 4 T ORRLSTHHEHTE £,

FiE, BRRICERALDNTESEIE, O BEIn— ANy 72/ T L2 LB TEE
T, BIEREORE 85—) ZBBLTIEEN,

ROTA FT7A4 2B LTSN,

« Hi[E] D 2B O 7 Firewall Threat Defense T — BV CT& 4, X SIZLLETORERIC
a—/LNy 7T AHI EIFXTEERA,

e B =Ny 7 F, EAAETIEY R —FSNTHETN, 7722 Y T OREATIEY
R—hFENTWEEA,

e @ —/L N 7%, Firewall Management Center CaX & CE DU DO ALFEL T, 7L %
1. @—/L "y 7L, Firewall Threat Defense CLI TOAGXKE T HEHEHEH A v ¥ —T7 =
A AZBET D a— I AR TR L £ A, configure network
management-data-interface =~ > N &fli H L 72 # 1% @ Firewall Management Center & Bfi#%
T =X A B =T 2 A AREZEHL L, rollback 2~ REEHT DL, 2D DRE
FRFF SNV EITERE LTS E3 VY, k% IZEB S 7172 Firewall Management Center %
e —L Ny 7 SPET,

s UCAPL/CC E— NiZu — NNy 7 TXEHA,

« LIRTORATICHEFT SN T U b AT /N RSCEPEAET —Zidn— Ny 7 TE k4
/\Jo

e m— Ly JHNZ BUEDRENZ VT SNDHTe, #ih Fuy 7S ET,

AT w1 Firewall Threat Defense CLI . LIHTOAER~a—/1 Ny 7 LE9,

configure policy rollback

7 —/ L3 7 1% Firewall Threat Defense L2 — /L N 7 NIEFIZ5E T L1 Z & % Firewall
Management Center (238 %1 L %9, Firewall Management Center ClE, 3 n—/1/Ny 7 X
el &R AT =P REABICE RS NET,

GE)
v —/ LN 7 BREE L, Firewall Management Center & 3B 2 S 7256, — A ER ORM
RHIZ DU Thttps://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw-virtual/
215258-troubleshooting-firepower-threat-defense.htmlZ 2 L T 723\, HEIZ K - TiL, Firewall
Management Center & ELT 7 B ZADEITLHZICH — ARy I NRRTH2 ERHY £9, 208
% . Firewall Management Center 1% [f/8 % fi#7% L C. Firewall Management Center 7)> & -/ 5f
TEET,
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ATvT2

1 :
VX=X T I RBRLT —H A HF—T = A A&fF 9 5 Firewall Threat Defense DA :

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

BRSNS ST 2 E R L E T,

Firewall Management Center DEEFEIRAE N — U C, EEHEHOWRE L MR L £ 9, Devices>Device
Management (BB L, [T /31 A (Device) | ¥ 7 ® [&# (Management) | fEIKIZHEE) L &
T, [RR— % 7O R -#EDFM (Manager Access- Configuration Details) ] [iffii C, [#
#tIRHE (Connection Status) ] %27 UV v 7 L¥9,

B DO AT — 2 A% FKond HIZIL, Firewall Threat Defense CLI T, sftunnel-status-brief =
< REANLET,

RO FMESNLIZ 10 DL ED DD 55813, Bl N T TNy a—T 4 VT EBTHOLERH Y £
T, F—BA LB —T 2 A ATOEREGHEDO N T TN a—T 4 7 (T2 —) 28R
TLFEE,

FT—RA R —DTITARATOEBESEO CS I a—F14 09

HHAOEHA VB —T 24 ZAZFHTHRDVIC, v 32—V T 7 RRALT = A 4 —T =
A A& HT 54 1L, Firewall Management Center C Firewall Threat Defense DA > % — 7 = A
ALy NT—7 ORELRERT HER, iz Tl LXK 51Z1EE LEJ, Firewall Threat
Defense % Firewall Management Center (ZiBJ1 L72RICEBA L H —T = A AXA T HERT D
Bt (T2 oEEA~ EFLREEENLT —F ) A F—T A AL Fy NT—T D
ENE LRI TWRnE, FEERN Kb D /iR H D £,

IOy 7, BEHERNKONEGED N T TN a—T 4 U TITERNL L E T,
EHEEHRAT—FADERTR

Firewall Management Center ¢ Devices> Device Management ~— 3 C, FHBHEOIRIES
B LET,

PR D AT — & A 3ot HIZIE, Firewall Threat Defense CLI . sftunnel-status-brief
o<y REANLET, stunne-status ZfEH LT, LY RBEREREFRTHLEHLT
=FE7,

B 7 zuE
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B A RRE D BRSO ARICT LET. BT F v 30 TERE] e — b e
FEBAER ST EEA,

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10
Last disconnect time
Last disconnect reason
down

7y RO O NIB 2RI LET, ET7F ¥ rrén— b E— MERBER SN

TWVET,

.10.17.202" Attempted at Mon Jun 15 09:21:57 2020 UTC

Mon Jun 15 09:19:09 2020 UTC

Both control and event channel connections with peer went

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A
'10.10.17.202"' via '10
Peer channel Channel-B
'10.10.17.202" via '10

is valid type (CONTROL), using 'ethO', connected to

.10.17.222"

is valid type (EVENT), using 'ethO', connected to

.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC
Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

Firewall Threat Defense %~ v

Firewall Threat Defense CLI T, BHBI N~ —V % T/ BRA T —H A LV H—T = A A

D=V BERORT

DFy NI =V REEFKRLET,

show networ k

> show network

===============[ System Information ]===============

Hostname

Domains

DNS Servers

DNS from router
Management port
IPv4 Default route

FTD-4
cisco.com
72.163.47.11
enabled

8305

Gateway data-interfaces
[ managementO ]

Admin State : enabled
Admin Speed lgbps
Operation Speed lgbps
Link up
Channels Management & Events
Mode Non-Autonegotiation
MDI/MDIX Auto/MDIX
MTU 1500
MAC Address : 68:87:C6:A6:54:80
—————————————————————— [ IPV4 J-—————————————————————
Configuration Manual
Address 10.89.5.4
Netmask 255.255.255.192
Gateway 0 169.254.1.1
—————————————————————— [ IPV6G J-—————————————————————
Configuration : Disabled

FrqzzE R
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=========—======[ Proxy Information ]

State : Disabled
Authentication : Disabled
======[ System Information - Data Interfaces ]======
DNS Servers : 72.163.47.11
Interfaces : Ethernetl/1
[ Ethernetl/1 ]
State : Enabled
Link : Up
Name : outside
MTU : 1500
MAC Address : 68:87:C6:A6:54:A4
—————————————————————— [ IPV4 J-——mm—mmm e
Configuration : Manual
Address : 10.89.5.6
Netmask : 255.255.255.192
Gateway : 10.89.5.1
—————————————————————— [ IPV6 J-—————————————————————
Configuration : Disabled

Firewall Management Center ~® Firewall Threat Defense )& §x DR

Firewall Threat Defense CLI C, Firewall Management Center B&k/3 56 T L72 2 & i L &
T Zoawy NI, BEEEROBUEDO AT — X A FmT 2O TIIRVWI LICHEREL
TLEE,

show managers

> show managers

Type : Manager

Host : 16a3893c-caa77-11ee-8436-0925c06e7608DONTRESOLVE
Display name : manager-1707852946.80444

Version : 7.6.0 (Build 1385)

Identifier : a%904b8b2-ca%a-1lee-ab583-5e804cl6b2fd
Registration : Completed

Management type : Configuration and analytics

Firewall M anagement Center [Z ping 3%

Firewall Threat Defense CLI T, kD a~ > REFHEHA LT, T—F A X —T = ANb
Firewall Management Center (Z ping L £,

ping fmc_ip

Firewall Threat Defense CLI C, IR 2~ R&EMH LT, BEA 4 —7 = A A7) Firewall
Management Center |Z ping L 9, Ziut, Ny 7L —r N LT —H A ¥ —T =
A RIN—T 4 T INET,

ping system fmc_ip
Firewall Threat Defense REf A 2 —T A ATH/Nry bDX XY TF v

Firewall Threat Defense CLI T, NNy 7 7L —2 4 ' H—7 = A A (nlp int tap) T/
Ty Xy 7T LT, BEAT Yy MREEINTOVDEINE ) DEMHELET,

capture nameinterface nlp_int_tap trace detail match ip any any

W 71 REE
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F—84 28— T4 ATOEREGDO LS5 TLva—T17 ||

show capturename tr ace detail

REBA VB —TITARADAT—R R, #fet. BELU/NTry FRORER
Firewall Threat Defense CLI C, NN 7 L —r 4 X —7 A A (nlp_int tap) (2B

TOHMRESZR LTI ZEN,

show interface detail

> show interface detail
[...]

Interface Internal-DataO/1 "nlp int tap", is up, line protocol is up

Hardware is en vtun rev00, BW Unknown Speed-Capability,

(Full-duplex), (1000 Mbps)
Input flow control is unsupported,
MAC address 0000.0100.0001,
IP address 169.254.1.1,
37 packets input, 2822 bytes,
Received 0 broadcasts, 0 runts,

MTU 1500

DLY 1000 usec

output flow control is unsupported

subnet mask 255.255.255.248
0 no buffer
0 giants

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 pause input, 0 resume input

0 L2 decode drops

5 packets output, 370 bytes, 0 underruns

0 pause output, 0 resume output

0 output errors, 0 collisions, 0 interface resets

0 late collisions, 0 deferred

0 input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (0/0)

output queue (blocks free curr/low): hardware (0/0)

Traffic Statistics for "nlp int tap":

37 packets input,
5 packets output,
37 packets dropped
1 minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 14
Interface config status is active
Interface state is active

2304 bytes
300 bytes

(G2 RN i

JIL—T 1 >0 & NAT OREER

0 bytes/sec
0 bytes/sec

0 bytes/sec
0 bytes/sec

Firewall Threat Defense CLI T, 7 7 #/L b/L— |k (S*) BBMEINTWEZ &, BIOE
HA L H—7 A A (nlp_int tap) (S NAT L— L DMFET H 2 AR L ET,

show route

> show route
Codes: L - local,
D - EIGRP, EX - EIGRP external,
N1 - OSPF NSSA external type 1,
El1 - OSPF external type 1,

i - IS-IS, su - IS-IS summary,

ia - IS-IS inter area, * - candidate default,
o - ODR, P - periodic downloaded static route,

SI - Static InterVRF

C - connected, S - static,

E2 - OSPF external type 2,

R - RIP, M - mobile, B - BGP

O - OSPF, IA - OSPF inter area

N2 - OSPF NSSA external type 2

V - VPN

L1 - IS-IS level-1, L2 - IS-IS level-2

U - per-user static route
+ - replicated route

FrqzzE R
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Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp_int tap) to (outside) source static nlp server 0 sftunnel intf3 interface
service tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp _int tap) to (outside) source static nlp server O sftunnel ipvé intf3 interface
ipvée service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client 0 ipvé6 intf3 interface ipvé
translate hits 0, untranslate hits = 0

>
R EDTER
WDa<y FeEB LT, thOT_XTCORENFETHIEEZHERLET, Zhbna~

> FdD%< 1, Firewall Management Center ¢ Devices> Device Management ~<— (2 4 #
IRSIVET,

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>
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(Z2a P2

[T /34 A (Device) | =YD [ X2 U DOFEM (Inventory Details) ] &2 = i,
Ty =V OREMIEHR (CPURAEY L) BERRENET,

1oy ryagors I

DDNSDE#HAEI L - EShZiERT S

Firewall Threat Defense CLI ¢, DDNS O HEH BRI L= E ) 2B LE 3,
debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfully updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0

DDNS: IDB SB total = 0

AR L2 5A1E, debughttp =~ K& debugsd =~ > R&EH L4, fEAE
DORFEN KL LIS 813, V— PREPIERT S AT Y X b= STV 5 2 L 2R
[_/ij‘o

show crypto ca certificates trustpoint_name

DDNS O#EIEZ MR T 5121 -

show ddns update interface fmc_access_ifc_name

> show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD DDNS not available

Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org

IP addresses : 209.165.200.225

Firewall Management Center 04 7 7 A JLDHEER

https://cisco.com/go/fmc-reg-error & S L T 72 &0,

FHMHEDRT

Fn1zEE I
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FqzgE |
B zrcnrtys—oms

51: 4 R ) DEEH (Inventory Details)

Inventory Details C
CPU Type: CPU Ryzen Zen 2 2900 MHz
CPU Cores: 1 CPU (24 cores)
Memory: 16222 MB RAM
Storage: N/A
Chassis URL: N/A
Chassis Serial Number: FJC273921SC
Chassis Module Number: N/A
Chassis Module Serial Number: N/A

a2 FHr1 512, Refresh (Y227 U v 7 LET,

BRINER) O—DRSE

[7/314 A (Device) 1 *—Y @ [#H S 7= Y > — (Applied Policies) &7 > a »iZix, 77
AT T —MIBEAESNTHWBRORY —nNFERENET,

X 52:[ERA S Ni=7R1) >— (Applied Policies) ]

Applied Policies &

Access Control Policy: Initial AC Policy @

Prefilter Policy: Default Prefilter
Palicy

SSL Palicy:

DNS Policy: Default DNS Policy

Identity Policy:

NAT Policy: NA
Platform Settings Policy:

QoS Policy:

Zero Trust Application Policy:

FlexConfig Policy:

Voo DR —0%a, Vor7&a 7 )y 7 LTRY —&2RRTEET,

TR A aryha—/LRY T —IZONTIL, Exclamation (@) 7 A 2% 7Y v 7 LT[+
TN a—T 4T DHDOT 72 ARY o —E#H (Access Policy Information for
Troubleshooting) | ¥ A T RV Ry 7 A%RRLET, TOXATRITHRy 7 AZE, 77ER
=BT A arha—)L =) (ACE) I[ZEB SN D HENERENET,

B 7\ xEE
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53: [ TNa—TF 42 5D=HDT7 o RK) —it&E$R (Access Policy Information for Troubleshooting) ]

Access Policy Information for Troubleshooting

Cisco Secure Firewall Management Center for VMware - v7.7.0 - (build 15e6)
Access Control Rule Expansion Computer

Device:

UUID: €224266c-94f6-11ef-a2d9-d9735bc65ded
Name: 10.10.0.12

Access Control Pol
UUID: ©0505689-4499-0ed3-0000-004294970427
Name: Intial AC Policy

Description:

Intrusion Policies:

Date: 2024-Oct-28 at 13:13:22 UTC

NOTE: Computation is done on per rule basis. Count from shadow rules will not be applicable on device.
Run "Rule Conflict Detection” tool on AC Policy for specified device to detect and optimise such rules.

UNT

Close

[T /34 2% H (DeviceManagement) |<— N5, flx DT A AR —%2F VY THZ
EnTEET,

FIE
AT 71 Devices> Device Management % &R L £,
ATvT2 RV —%FVYTHT A AORIZH D Edit (D) %227 ) v 7 LET,

ATY T3 [T/3%4 A (Device) |27V v7 LET,
ATy T4 [EHASNZHRY > — (Applied Policies) |27 v 2> C, Edit () %227V v 7 LET,
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Policy Assignments ®
Access Control Policy: [ Intial AC Policy v J
NAT Policy: [ — . ]
Platform Settings Policy: [ None v ]
Qos Policy: [ Hona " ]
Zero Trust Application Policy: [ None v J
FlexConfig Policy: [ None v ]

Cancel

ATV TS RV —HA4TFZLIC, Ruy7ZEZ o Ama—nbR) o—2RIRLET, BFEORY) v —
DHP—EFRRINET,
ATwT6 [f1FE (Save) 1227V v LET,

RDBERY
cHELEZ R L ETRELLOREMZZR LTI IZEN,

Sy gmEn o N 4

FHHEY TE DS
[T /734 A (Device) | X— O [FEfliz%E (Advanced Settings) 1 &7 & a > iZix, LATF Tt
TROFMEEDT — T ANRREINET, ZNOOREIFTNTNHRETEET,

= 5:[FERE (Advanced) |0 a>DT—TILDT4—IL K

Ta—IL K B

TV =2 al NARANTNRAZATOABT 7 ) r—=a v A~ 2D REE,
(Application Bypass)

INANALEVE (Bypass | HEN 7 U 7 —2ar XA NZDOLEVME (R UR)
Threshold)

B 7 zuE
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J4—ILF

aiBA

FT T NTN—T DR

&
K

FRAATOF TV =7 b T IV—THREBEOREE, BET. FID
THRA AL, TI7RAV=AVTHEA SN Ry NUV—I FT V=
I RNEFRIFAVH—T oA A FT V=27 FORNFIZFEINT,
T U ARIEIN— NV EEEOT 7 AU A hox s R UIZE
BLET, A7V NV TRBEANCTDHZ LT, TV
T AN — NV ORRBRICHLEIR AT ZMAH T ENTEET,
F TV NITN—TRBEEIN LT GA, VAT AILEST
PRy NI F T2 VERFA VA —T 2 AT T V)
MIEEESNEEAN, A7V 27 NI NA—TDEFEIIESNT
—HT DT I BEANV—IPRBINET, AT V=T NI A—T
BBIX, T7BALV—ANEDLITERS D, 2
Firepower Management Center (2 & D X 5 ([ZFRR S5 )T E
LEHA, 77 AL —EBEREZRAET D EEIC, TA
AT 7 7 AHIEL— IV E R LTS 5 FIEO AL £
7

GE)
7 7 /v bk Cit. Management Center C#JJ$ C Threat Defense %
ENTLE, [A7Y=2 F7A—T7FF (ObjectGroup Search) ]
DA 9,

AE=T A AT TV x

7 O

TNRAATDA LU H =T oA AFTT =7 sOF#ELOIREE,
JEEAREC, 77 B AHIHE T LT 4V HRY —TRHEASND A
VE—T A AT N—T X2 VT =%, EIE TN
AV H—T oA AT LB ONN— AV EERLET, A
B =Tz ARXAFTTVxr ORELEANZTDHE, VAT A
X7 7 AEIH/ TV T 4V Z— L T LT 1 DD — )L m R
LET, ZHICED ., TS AREDOHFELI L OO

T~ VAR ERTIREIZ RV £, ZOF TV g EERT D
e, (7Y =2 N7 —7FE (Object Group Search) |4
TalrbiBBRLT, TS ADAEVHEHEEZRS LET,

WD FE Y7 TiE, T3, ADFERIRE Z T 2 AT OV THBALET,

\}

GE)

[/~ b D#E%  (Transfer Packets) |7

LTL7ZENY,

ZoNTIE, BEEOmE (1~—) 2K

R
i

BEI7 )5 —2a N INADERTE

HE) 77U o —3 a3 (/32 (AAB) ZFEHT5H &, Snort 3% 72 LTWAEER, EK
FUIF S, AT, 237w SO0 T E RG22y "B E A RATE
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B surovr—vavnqzonE

F9, AABIZ LY. Snort (ZFEENS 10 0 AMNICHEREZEN F 3, F7=. Snort FEED RN % 4
TAHEFEOIIH TCEDA N T INYa—T 4T T—EZRNEREINET,

A

FE OAABODOT 7T 4 TR, WL oDy hDA AR g vk — R BT 5 Snort

FIE

ATy I
ATy T2
ATvT3

ATy T4
ATy TH

ATvT6

tl

O RAEESEINCEHEE LET, ZOFRBHPICN T 7o v B Rey T ENSh, Tl kA
VAR va rMTOhNTICZITESNDNE, BB TONTET NA AN NT 7 4 v 7 &AL
5 5B U TR Y £9, 2EMIESnort OFRENC LD T 7 4 v 7 OEIWEEZ SR LT
<&V,

ROEZHER L TITZSUN,

Firewall Threat Defense DEME : Snort 34 72 L TWAEE. fHESN-Z 14 ~—HE %I
AABN RN H—ENFT, Snortt ’BEEI L TWAEE. Ny MUBEENREINTZZX A ~—%
HZThH, AABIZ N T—ENFEHA,

WEEBTINA ADENME - AABIE, AV F—T =2 A A2 N LTy FZ AT 5 701238 A]
SNDOFEMZHIRLET, 7y MUWOPREEX, Ry NUV—7 THETEL Ty M bAT
VNG AR THELET,

ZOBBEIMTEEORM CHEATEETN, A T4 VERTIZE VDI MERH D 7,
—MRIT, PERE L X VMEA B X 2T, EE AN Ny MICR L TRAR Y =0 [Jb—VIESE
L &V M (Rule Latency Thresholding) ] ZfEMH L £, [/L—/LIEHEL Z\VME (Rule Latency
Thresholding) JIZ XV, =T U Ny vy MU UINTY, NFTNYa—T 40T T—H
WAERSND Z EEd Y 8 A,
RIBANANREND E, THRAABRSNVRAF=HY) T T 77— M EERLET,

AABIZT 7 4V F TENZ /2> TWET, AAB ZARNCT 121X, ROFIEEZFETLET,

Devices > Device Management % 4R L £ 9,

PR EERET DT N ADORICH D Edit (@) 227 Y v 7 LET,

[7 /314 A (Devices) 1% 27 VU > 7 L, [FEMIEXE (Advanced Settings) ]2 = > ? Edit (£)
7V w7 LET,

[BEVT 7V r—3 a3 > /31 /A (Automatic Application Bypass) ] &4 12 LE T,

[/3A /XA L&VME (Bypass Threshold) ]1Z 250 ~ 60,000 X VA AN LET, T 74/ ik
E1E 3000 2 VR (ms) T,

[fR7F (Save) |27 U w7 LET,

RDBRY
REAFE LR L ETHRELEDORMEZMRL T ZEN,

| BRZALES
|
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+ovz9 roin—Tazom |

IO FTL—THREDERK

#fET . Firewall Threat Defense /31 A%, 77 v AL— L THEHAINEZ Ry NTU—0 4T

Vxl NERIFA U E =T 2 A A AT V27 NONFIZHESNT, T 7RI — LV E K
DT 7 EAHEY A O NVIZEBLET, A7V =7 NAV—TRBEAINCTH L
T, 77 BAGIHNL—VORBIIVLEIR AT 2D ENTEET, A7 V=7 M A—
TRBEFINC LGS, VAT AL TRy NI—I ATV 27 "VERIEIA A —T = A
AZAF TVl MIFEEENETANR, 7 V27 NA—TOERICESWT—RT LT /&
A= VBB INET, ATV NITN—TRBIL, TI7BAL—ANEDLHITER

LTV DR, Firewall Management Center |2 & D X D ICR RS NADITITHELEY A, 77
ARG — LV ARG T D L X, T AT 7 R — VAR LT S
FEDORIHEL£1,

ATV NINV—TRBERNCTDE, Xy NT—I ATV NERIFA L F—T = A
AF T2l beglteT7 7 Aar bao—LR Y v—D AT ) BHREEINET, 72720,
AT NTN—TRBTIE, V=V I T T DOINT =< ARNKTF LT, CPUMEH
RN RTHAREMERH D Z L ICEBE LT &V, CPUICKHTHHEBL, FFEDT 7 A
ar b= LR Il D AT BHEOBRE DT U AE L DLERDD £T, FEA
EDGH. A7V NTNV—TRRBEAENNZTDHE, 3y MEADIEINET,

7 7 4V KN ClE, Firewall Management Center C4JJ$ CiEB/I S #17- Threat Defense 7 /31 A Tl
FT 2 NITN—=TREPED > TWET, Ty T L— RINET A ADHRE, T
WAARATHT V=7 DT N—TRBBEDN R E SN TODHEIE. FRTHENICT 2050
HYVET, —HITIODT A ZATHDITEET, Fr—VLICAIITHZ LIETEEYE
ho FYy NI—IF T2l bETIA LV H—T 2 A AFTT V=7 VAT ET 7 BAL—
NERBT DT XTOT A ZTHENIT DL E2HRLET,

\)

=)

FTV20 FITN—TDOBBEANNILTND, T80 AR E L, LT ORERIEL Y

By BPD ZOMREZ TN T DL EE LI RWRRICR D WREMDR H D Z LIERL TS

FPEW, A7V NIV —TORBREBENCT S L BEDT 7 & R — LN T R 2
DIATa L T4 Falb—ra UV TIRESNET, T3 ATHEAARERAETY LV HE DA
U BILBRICHELRIGA . T8 ARRESGIRREIZ /2D . N7 4 —< 2 RS 5 REEN
BV ET, T AREFICHEL TCWDLEEIEL, —EAIC LA TV =7 N A—T R
DT LRV TL 7E &Y,

1R BRI

* Model support : Firewall Threat Defense

BT NAATET Y7 varaly PYAMNCTDHZ EEHELET, 731 ACLI»
5 asp rule-engine transactional-commit access-group =~ > KZ A LE T,

s ZOREELEFEST DL, T/AA XN ACL AL NA VL TWDHH, ¥ AT LOEENR
SN D AREMERDH Y £4, ZOREITA LT T U ABMFICOREFT D 2 L 2l
L%,
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FIE

ATy T
ATy T2
ATvT3

RTv74
ATvT5

ATvT6

« FlexConfig % i ffl L C object-group-searchthreshold =~ > R&#&E L, LEVWMEZAHDIC
LTI =V ADRTEPIET 22N TEET, LEVEEMHET L-8ETIE, #
BT EIGEE I ESEDOM ST DIPT RVARRy NU—7 A7 V=7 hERESINET,
FEILT RVAIL BT D477 FOKMN, 5687 RLRALE T 28D 1 ifsx
25 RN S E T, BB RICRS ZEESTEDIIV— IV ERE L E
R

[T/31 X (Devices) 1> [T/\1 RAEE (Device Management) | DJEIZEIR L £,

J— V%R ET % Firewall Threat Defense 7 /N1 A DRI HEAit (&7 Vv 7 LET,
[7/314 A (Devices) | # 7% 27 Vv 7 L, [FEMlEXE (Advanced Settings) ] &7 ¥ = > DEdit
eV v LET,

(A7 V=2 NI N—T D% (Object Group Search) ] &4 2L £,

X NT—=0 4TVl NCMATA L E =T 2 A AFT V=27 N THT V=7 NI A—TD
RBEFERES DL, (M v F—T A A4 T V=7 bOFE{t (Interface Object Optimization) ]
AT LET,

[f v Z—T =2 AL T V=7 FDOEE{ (Interface Object Optimization) | % iR L 72 W56
I, VAT LT, =L THEHIN TS EF 2 VT Y=o v F =T oA AT V=T
EHSNTIC, FEWA o F—T oA ZOXT ZEIEBIOL—ARRSNET, i,
A E =T 2 A AT N—TREAT V=7 VI N =T ORPUIEATE RN L 2BRLE
D

[fR7F (Save) 1227 U w7 LET,

AR3—TIARFT2xY FORBEILDETE

BRI, 77 BRI E S LT A NER) O —TEHENDAA VX —T 2 AT N—T L E
X2 T4V =03, BEIEA F—T o AT T EIER O — VB AR L E T,
A B =T 2 A AFT V=2 FOREILEANNIT DL, VAT LIT 7 v AHE/ T V7 4
NE = T L1 ODON— A EEALET, Ik, 731 ZAREDMFEbI L OVRE
DINT F—< A ERARICRVEST, ZOF Ty a v 2RRTL5880F, [F7Y=22 F
T —T7Ki5% (ObjectGroupSearch) |47 a LR LT, T34 ADAEVMHEZHD
LET,

AV E—T A AF TV NORKEIGIZT 7 4V FTHEGIZRS>TWEST, —EIZ1o0F
NAZATHINCTEET, Fa— ULICEICT 58I TEEEA,
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Emzzore [
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GE) A ¥ —TaAARAFTT V7 NOEMLEEGZT AL BRFEOT 7 & XL — 131

FIE

ATy T
ATvT2
ATvT3

ATy T4
ATy S5

=T 2 A AT T V=7 NERAETICREIND =D, @% IR DG E N H 0 F
T, Flr, ATV NIA—TREREINC > TWAEE, ZOFEIZAN X —T oA A
F7 V=l MATEH ST, T3 ZAD3HE ﬁﬁ@&ﬁ@?&ﬁxﬁ@w~wﬁ#%éﬂé_
ERBYET, TAAATHEHARER AT L0 DO AE Y BIERICHLERGS . T34
AINREEAIRFEIZ 72 ) . RT3 —< L AT DA RN H Y 97,

48 HHEIIZ

Model support : Firewall Threat Defense

[T/31 R (Devices) ]1>[T/\1 REH (Device Management) | DIEIZEIR L £,

= VERRET D FTD 734 ZADRITH HEdit (&2 Y v 7 LET,

[7/34 A (Devices) 1 #7#27 Vv 2 L, [f#lExE (Advanced Settings) ] &2 2 = > DEdit
N&er7 )y LET,

(B =T ARAFTT V=7 bOf#E{ (Interface Object Optimization) | Z A 2 LE T,
[PRFF (Save) 1Z227 YU v 7 LET,

B E DiRS

[Device] ~— 3 ® [Deployment Settings] =27 > a > 1Zid, LA TFORICEHEH S NIEFERSP R RS
ET,

55: R E

Deployment Settings &
Auto Rollback Deployment if Connectivity fails Disabled
Connectivity Monitor Interval (in Minutes) @ 20 Mins.
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® 6:RHRE

J4—ILFK Bz

Auto Rollback Deployment if [Enabled] & [Disabled] 738 ¥ £,

Connectivity Fails

EEORESR & UCTEBEEE RN R L2581, BEir—1Ny
THEAMNCTHZENTEET, Fic, HHELZ—~DT
JRACT—HEFH L, T4 A F—T A A%FEST
RERR L7y Tl E v £,

Connectivity Monitor Interval (in | #5k % 7 —/ L% 7 B RN DM 2R L £,
Minutes)

[7 /34 ZE 8 (Device Management) |~X— U6 REAREZHETCE ET, BEEREICIT, B
PHORER & U TR KRIA LB a ORMO BB 0 — Ny 7 OFAMEREENE T, FF
2, B =~ DT 7R AT = F 2L, T—H A =T = Aaiho T LT
BATYT, L LT, configurepolicy rollback =~ > RZE/H LT, #kzFihcr—1
Ny 732572 L TEZET (Firewall Management Center D FEE 0N KAV T2 356 ORERK O T8

a— LNy 7 (70 X—) BHR) .
WDHTA RTA4 BB LTLIEEN,

* i[5l D B BA @ 7 Firewall Threat Defense T — B /VIZEH T £9, X HIZLIRTORERRIC
=Ny 7T HIEETEEEA,

s — LNy 7 X, EATHETIEI RSN TWETR, 772X Y T OREBTIEY
R—hSNTWEHEA,

« 7 —)L 3w 7%, Firewall Management Center CiX /& C& HDAERICOAEE L £3, 72L& 2
X, v—/L3y 7%, Firewall Threat Defense CLI COAGRE CX 2 HAETHA v ¥ —7 =

A AP D v — I AR IT B L £ A, configure network
management-data-interface =~ > N & ffi [l L 72 % @ Firewall Management Center /& Bf %

=u e

T —=H A F =T oA AREZEF L, rollback 7~ FEMHAT DL, ZNEDORGE
FRFFS NN EITER LTSSV, K% IR S U7z Firewall Management Center 3%
I —Ny 7 SET,

« UCAPL/CC E— RiZr— /Ny 7 TEEHA,

« URTORBAPICHERT ST v AT N RSCEPRENET — X Tm— ANy 7 TE EH
hos

s — NNy 7z BUEOREN Y VT END, #n e vy 7 EShET,

AT w71 Devices> Device Management % 3R L £,
RT9T2 RV v—%FODYTEHT A AOEICH D Edit (P %22 Vw7 LET,
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ATY T3 [T/3% A (Device) |27V v7 LET,
AT T4 [JEBIFRTE (Deployment Settings) | &7 > 5T, Edit(@) %227V v 7 LET,

56 : BRFIRE
Deployment Settings ®

Auto Rollback Deployment if D
Connectivity Fails:

Connectivity Monitor Interval (in
Minutes):

ATy TS5 A — ANy 7 BT DI, [BERA KRR LZGA0 B8 e —L 3y 7 BB (Auto
Rollback Deployment if Connectivity Fails) | #4112 L £ 9,
ATv 76 [HEt=4RkE (/) (Connectivity Monitor Interval (in Minutes)) ] Z#%&E L C, #kz 1 —
NSy 7T LRI T DR 2R E L E T, 7 740 ML 20 55 TT,
ATY T a—=nA Ry P REELZSEEIE, ROTFIRICOWTUTEZRLTIEIN,
c AR — Ny I RS L7e G aiE, ZVEREZITO KO IR T oA v — Uk
RINET,
« 2B (Deploy) ]. [EEE72)EBR (Advanced Deploy) ] ONEIZFEE) L, Preview (£) 7 A

arEI VI T5HE ARy I INERED—HELRTLHILHLTEET (RE
EHRORERZZR) , [m— Ny 7 OEE#KR (Show Rollback Changes) | %27 U v 7
LTEHEEZRRL, [R—ANy 7 OEEZFELRR (Hide Rollback Changes) 1 %2 U v 7

LTEEZIERRICLET,

| 7riq2zE Il


management-center-device-config-77_chapter6.pdf#nameddest=unique_135
management-center-device-config-77_chapter6.pdf#nameddest=unique_135

B ==

REDwE

FTINA RERTE I

57:0—JLINY Y DER
Change Log: 10.10.35.97

A\ This device requires a full deployment as auto rollback operation is performed in the device.see more
Hide Reollback Changes

Preview Changes Rollback Changes
—
Legend: | Added | Edited I Removed
Changed Paolicies Deployed Version Version on FMC Madified By
Routing Routing:
- Virtual Router {Global) Virtual Router: Virtual Router (Global)
Static Route IPvd Static Route [Pvd:
Static Route IPvB IPv4 Route: admin
Static Route Interface(Unchanged): outside outside
Static Route Network{Unchanged): any-ipvd any-ipvd
Gateway: literal:10.10.35.63 literal:10.10.35.64
Static Route IPwG:
IPvE Route: admin

IPv6 Static Route Interface(Unchanged): inside  inside
IPv6 Static Route Network{Unchanged): any=-ir  any=-ipvé

IPv Static Route gateway: literal: 20::20 literal:20::23

| Download as PDF “

« [EBBERE D7 L ¥ = — (Deployment History Preview) ] T, B— /L Ny 7 DEE %K/ T
TET, BABEORR] 2Z2RL TN,

AT T8 EHERNPEMEL SN L AR LET,

Firewall Management Center Dt ik AE~— T, EHBHGEOIRIEZ MEZR L £ 9, Devices>Device
Management (ZBE) L, [7 /314 A (Devices) | # 7 @ [&# (Management) | 5HI T, [k
f& (Connection Status) %7 U v 7 L C[#6elkRE (Connection Status) [-X—T %K R L ET,

PG D AT — X A& Fox T AIZ1L, Firewall Threat Defense CLI C. sftunnel-status-brief =
< REANLET,

BB OEMESLZ 10 0L EDDGEE, 8D N T TNy a—T 4 VT EITOLENRH D F
T, F—HFA L BZ—T oA ATOEBRPHGD NT TN a—T 400 (123—) BHL
TLEEN,

TN RERE
88
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[7 7 A% (Cluster) "= D[F T AX~NVAET=H—DFRTE (Cluster Health Monitor Settings) ]
Y7 a i, ROEXTHHSN T DOIRENFERENET,
58: 9 S AADANILRAEZZ—DERE

Cluster Health Monitor Settings ® ¢

Health Check

Timeouts
Hold Time

Interface Debounce Time

Monitored Interfaces
Service Application

Unmonitored Interfaces

Auto-Rejoin Settings

Enabled

3s

9000 ms

Enabled

None

Attempts Interval Between Attempts Interval Variati...

Cluster Interface -1
Data Interface 3
System 3

5 1
5 2
5 2

RINVFRAEINILVREZZ—DERTE (Cluster Health Monitor Settings) ]t 3> T—TILDT4—ILF

TJ4—ILF

BLL]

ZA LT T b

(Timeouts)

REERER] (Hold Time)

BECE2%MIZ03~45TF, 774V MI3HTT, /—F
DIRMEEHERBT D72, 7T AKX ) —Rix7 7 AXHGI#) > 7 Tl
D) — KRN —hrE—=F A vbE—UEEEFELET, /— FILRERE
MNIZET ) — F)b = hE— R A o=V %ZELR2NEGE,
ZFOET ) — FIIEEREEITT v RIRIEEE B shE 1,

A B =T 2 ADT N
7 v AW (Interface
Debounce Time)

FEETE AHPHIL 300 ~ 9000 2 UM TY, T 74/ ME500ms T
T AE—T 2 ADTNT ARG, A v F—T = A AT
ERFEAELTWDERRII., 7 TAENL ) — KBHIBREND E
TOREM T,

FrqzzE R
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J4—ILF

Bl

Monitored Interfaces (&
ZRYDTHREA A —
TJxAR)

ABE =T 2 A AD~NVAF w73V v IEEPE=F—LF
T, BEORIA VX —T 2 A4 ADTXTOYFR— MR, FFED
J— R ETIEEENEAE LN, o/, — K EOFE Cinof v &% —
T2 AARATT I T4 TR—EBHDIHEE, O — NI 7 T AE0
SHIRENET, /— RN RAN—% 7 F2AZNLEIRTAETO
BERX, A v X —T =2 ADXA T L ZD ) — RIPMESLE* ) —
RTHDMN, FRITZ TAXIIBMLEI L LTWENICE TR
0 FET,

P—eRXT S r—m
> (Service Application)

Snort 7' 1 & A3 LW disk-full 7' B2 ANEH I TNENE )
ZRLET,

EFE=H Y U TRGINDA
VHE—T AR
(Unmonitored
Interfaces)

T B U THBINDA B —T = R B Fom LET,

H B s & DR E
(Auto-Rejoin Settings)

JIGABAL B —T = A
2 (Cluster Interface)

77 A ZHHY 7 \ZEENIEAE LRI H B S ORE &2 FoR
]\/\i‘a—O

#17 (Attempts)

FEETE DHMIL -1 ~ 65535 CTF, T 74/ ME-1 (IEHIR) <
T, R ORITREREZRE LT,

AT ORI (Interval
Between Attempts)

FBECTEHHFAIZ2~60TT, T 74/ MISHTT, HEAGR
ITOREE THRATERELET,

DO N = — g v
(Interval Variation)

BETZA%MAIX1~3TY, 774/ MIFED 1 % TT,
TLICHIRAEL TAMNE I EERLET,

AT

TR A B =T A A
(Data Interfaces)

T A H =T = A AEEPRE LIZRICHEER G OREL
FRLET,

1T (Attempts)

FEETE AHMIL -1 ~ 65535 T, T 74V MEL3 T, HiEAS
ORITEEERE L ET,

AATOMIME (Interval
Between Attempts)

FRETE2HMHIX2~60 T, 774/ MISHTT, BEER
ITOMEE BN TERLET,

gD N =— 3 >
(Interval Variation)

FEETE2HMIT 1 ~3TY, 7740 MIFEO 25T
TEICHBEERLS TN E I MEERLET,

BT

AT I (System)

P 7 — B3R LI RIS A B G OREZ RN LE T, i
T, TV v a vRAMOS A LT Y b, —EEORNT
T —a VAT R ERH Y ET,
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s528n~L2E=s—BE0HEE [

J4—I)LFK SR BA

1T (Attempts) FRETE 2HPHIZ -1 ~ 65535 T9, 7 74/ NI 3 TY, BiES
OFATIER AR E L ET,

AATOMME (Interval fRECTE 262 ~60 T, 774/ MISHTY, FHlE
Between Attempts) ITOREE BN TERELET,

RO =— gy |[HETZXAHIILI1I~3TF, T 74/ MIBREO 2 T4, 37
(Interval Variation) TLICHIRERELSTOAIMNE I ETERLET,

\)

FIE

ATy T
ATvT2
ATvT3
ATvT4

ATvTh

GE)

BlIZHEA SN2 W7 o — L RidRrRENnERA,

VAT EDNNVAF = T BN TDHE, VAT ADNVAF v 7 BNEGLEINTWD

INEDOREIL. 207y arhbEERETEET,

FEEOR—FF ¥/ ID, H—OWYRH A > ¥ —7 x4 XD, Snort 70 A, IO disk-full
T ABERTEET, ~NAE=HY UTIEIVLANY T A X —T =4 A F721% VNI
RBVIZR EDRABA V F—T = ATIHFETEINEFA, 7 7AZHM) 7 0E=4Y) T
ERETEERA, 2OV U ZIEFICE=XINTHET,

Devices> Device Management % S8R L £ 7,
EESLH7TALZOMICHDL Bt () &7 Vv 7 LET,
[ 7 A% (Cluster) 1227V v 7 LET,

[7 T AZD~NVAE=Z—0D5%E (Cluster Health Monitor Settings) 1 &2 2 = > C, Edit (£)
=227V v 7 LET,

[~VAF x> 7 (HealthCheck) | AT A X% 7V v 7 LT, YATLADNVATF = v %
T LET,
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Edit Cluster Health Monitor Settings ®

Health Check @D @
~ Timeouts

Hold Time Range: 0.3 to 45 seconds

Interface Debounce Time 9000 Range: 300 to 9000 milliseconds

» Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

B MR UEER (2L 21X =2 A v F—T = A ZADBIHEIEE., /— RKRPAAL v FD
A B =T 2 A4 ZADHEMUEFE, VSS R0 vPC (F£721% VNet) Z2TERLT D A A v FDIBIN)
EITH L XITIE, VAT LADSVATF oy SRR E L, Wb LicA v H—T = A4 AD
F= XY T BN TSN, FMREYOLEERET LT, REOLEENTTD /) —
RiZRHI SN, VAT LONNAT =y JIEEEZBRERNI T, v X —T =2 ARTE=H
Vo cEET,

ATFYvT6 B FREE A v E—T oA ZADFT Y AR R ELET,

o [A—/v REERHE] (Hold Time) ]: / — RO /~x—hE—F A7 —% 2 A vt —Y ORI
ERELET, IBECEXLHHIZI~45B T, T 74/ MNI3IBTT,

s [A U H—T 2 ADT Ny AW (Interface Debounce Time) ] : 7 /N7 > AFERIE 300

~ 9000 ms OFIFH THERELET, 7 74/ ME500ms TT, fEE/NISL<TDHE, A
VE—=T oA ADEHEEZ LV IR TEE T, TV CRARMAELS 5 L B
DOAREMENRE S RD Z EITERLTLEI N, AV F—T oA ADAT —Z AHHHIIHA
THE, A H—T oA AREL L C—I TS NDET, /—NIEESNZI VR
BEHLET, £0%, /— N7 FAXDLHIBREVE T, EtherChannel 23 % 7 Lk RE
ST v IRRBIZEBITT D56 (A vTFB Y a— KEiz, AA v F TEtherChannel 2}
BAhZIe o272 E) | TAD RN LI EL 2D | F— DO RUZEBWTHID 7
FAR ) — ROFNERIRT-D, VT AK ) —RTA B —T 2 ADBENFREIND
ZEERBITFAZ NS T,

ATYTT VA Fxy 7 REDOABERG 7 7 A REEN AL~ A ALET,

B 7\ xEE
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~ Auto-Rejoin Settings

Cluster Interface

Attempts Range: 0-65535 (-1 for unlimited number of attempts)

Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

Data Interface

Attempts Range: 0-65535 (-1 for unlimited number of attempts)

Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

System
Attempts Range: 0-65535 (-1 for unfimited number of attempts)
Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation
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Firewall Firewall
Management | Threat
Center Defense
Firewall Management |7.7.0 7.7.0 FORS A~OEHEEN DN AT, T3 A CLI CERRES
Center CORRA T EHEEL, UFEIT) 2 EBTEET,
WA AREBLOT U N . .
el TR U XTI RACT A A VA —T g R LT B
R AT R RERERR S s o
ﬁﬁ@yﬁ/ﬁuﬁﬁz%% El% ~ B 'ff‘JL /ij
K BT I N D ETHOZ LN TERVEBIRK Y v —0EEL
fTWES
EHPHEME T I D &, Firewall Management Center 737 /34 A LD
REEF # M L E 9, Firewall Management Center Cld, 7 /31 A&
ETHERICHE SN EEAL, REDEWZMER L, 7 /31 AREN
B2 LEMERL TG, BB 2HIC Firewall Management Center
THRUCAEAZFHTITIOLER DY 7,
BB/ S L7727 CLI (system support diagnostic-cli) ==~ K :
configure recovery-config
BB/ X2 EiE : [T/31 R (Devices) |>[T/31 REHE (Device
Management) ]>[7/31 X (Device) | >[IE#EM (Heath) ]>[7™
kAT KAF—4 X (Out of Band Status) ]
TR~ —Y% 771|170 7.7.0 AT HMEE R 2R~ R =YY TV A T—H A B —T (R
AT—=H A H— EEATELXSICR E LK,
T2 A ATYHAR—FE&
A% e Al
View CLI output fora |7.4.1 =Y You can view a set of pre-defined CLI outputs that can help you troubleshoot
device or device cluster. the device or cluster. You can also enter any show command and see the output.
New/modified screens: Devices> Device M anagement > Cluster > General
Troubleshooting file 7.4.1 7.4.1 You can generate and download troubleshooting files for each device on the

generation and download
available from Device
and Cluster pages.

Device page and also for all cluster nodes on the Cluster page. For a cluster,
you can download all files as a single compressed file. You can also include
cluster logs for the cluster for cluster nodes. You can alternatively trigger file
generation from the Devices> Device Management > More > Troubleshoot
Files menu.

New/modified screens:

« Devices > Device Management > Device > Gener al

* Devices > Device Management > Cluster > General
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