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Zero-Touch Provisioning 1%, 7.4 LI AAEHT 2 ROET L THR— M SN ET,
* Firepower 1010

* Firepower 1100

¢ Cisco Secure Firewall 1200

* Firepower 2100 (V7R — F STV H /13— 3 THEHD)
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* Cisco Secure Firewall 3100

TFTINAADAIREKESA2 423 —Tx/4 X (CU) ~
oog4 >

Firewall Threat Defense 7 /XA AD A~ R T U A VX —T = A4 AZEHER T A TEET,
MbTrrA o+ 585450%, 7740 hOadmin 2 —F =& H L CHIHRE T nE AZ5%E T
L%, CLI Zf# /] L7z Firewall Threat Defense #J#IFX EDFEITOET (22 X—) #ZHL
TLEEN,
zero-touch provisioning M54, Firewall Threat Defense CLI (27 7 EA LT, By v 7 v A7
V7 REFAT LI EZICROT v T M Ay E—=URERRINTGAEIEL, 0] ZFIRLET,

r Do you want to configure IPv4? (y/n) [y]:] ?SJ:U\ |—Do you want to configure IPv6?
(y/n) [yl:) o 72, T 740 OO — AN~ =T ¥ HZRKRBTHLENHY FF ¢ Manage
the device locally? (yes/no) [yes]:] o ZALHDFREIT L Y zero-touch provisioningfHE 23 &

FFahEd,

)

GE)  SSHZMNL7=CLI~Dr 7o affThs 3 [mhdifge L CRRT 2 &, SSH #i3k T LET,

1R BRI

- configureuser add =~ > R&MH LT, CLIIZR /A CXHBMO2—W— T h o
NEERL L E T,

e ALY —/LR— MIEHE LI L EI, ARV IFRERRINDGEIL. A — D&
ExfR LTSN, BENELWGEIE, FUREEZERLCHIOT A 2ATED
=7 NERLET, F—7MIBERRVGEIX, 2 Y AR — b ON— Ry =T %
T HDNENH D AREMERH Y F3, BOU—27 25— 3 v TOPERARLDL 2 L
REFLTL7ES,

FIE

ATy 1 ary—)LR— ~E/IESSH i L T, Firewall Threat Defense CLI (28t L &7,
Firewall Threat Defense 7 /31 A DEFHLA > ¥ —7 = A AT SSH THEfi C& £9°, SSH ikt
DA LVE—T oA AEHNTNWAES, T—H AL X —T x4 A LOT RLAIZHEHETXF
T F—H A B —T A A~DSSH T VB RIF 7 4V N TEDZ > TWET, HED
T—H A B =T A A~D SSH 2 FFAIT 5 HFIEICOWTIL, ISSH 7 7 & A DRk ]
EHRLTLZEN,

Frn1z2eE I


management-center-device-config-77_chapter21.pdf#nameddest=unique_20

Fiq 2R |
B 7 zxoa=vrs1v1058—9202 € ~OBRTAY

WELT SA ADHE, T4 ADa Y =R — MIEHEER CEET, 20— r—7 L
DFEFBZONWTIE, TAA ADN— R =T A RESR LTSN, ROV Y TEER
EFHLET,

* 9600 R —

87 —X B b

e RUT 472 L

1Ay 7 EY D
2/ —)LAR— F® CLI 1L FXOS T9 (7% @ Firewall Threat Defense CLI T& % ISA 3000 %
BR<) o EARE, T=F V7 BLXOBEHDOVAT LAD N T TNy a—T 4 712

Firewall Threat Defense CLI Zfff L £9°, FXOS 22~ ROFEMIZOWTIX, FXOS D~==
TNESRLTITEZ N,

CNTA VAR AT ROV —DiGE, 22/ —/LAR— h®OFX0S IZEERHT 5. SSH
BIOSSHT 7t AU A NORE > TEHA VX —7 = A AD FX0S (%9 % SSH #FH
T D ENTEET, SSHIZ, 774/ b TIEESI S TWET,

ATw 72 admin Do —HF—4L L RX2AT—RTr /AL LET,
51

firepower login: admin
Password:
Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#
ATFv T3 a2V —)LiR— NEFEP LA 1E. Firewall Threat Defense CLIWC7 7 A L £ 7,
connect ftd
TLFAVREVRAE—R
connect ftd name
A VAR A FRT DI, AT TICasyr REATITLET,
GE)
ZOFEF, ISA 3000 ([ZiFwEH S NEE A,

1 -

firepower# connect ftd
>

AFy T4 CLIZ7ar7h () T, avwr RIA VT I7EA LYV THAI SN TWAEEODa~v R
FEHLET,

a2 —)LiR— k@ FXOS IZRE DI, exitéE A LFET,

ATFv TS5 (EE) SSH Z#H L7=#41%. FXOS [T T& £,
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ATvT6

F5)%4$% T Firewall Threat Defense #EAZEDT T .

connect fxos

Firewall Threat Defense CLI IZR A 1Z1%., exit E AL E T,

(A7 ay) ZBBCLLICT 7B LET,

system support diagnostic-cli

COCLIZEHLT, BERNI TN a—T 4 V7 H2ITWET, 2O CLLIZIZIBM® show
BlOFEofoza~r RRHY 97,
ZOCLIZIFY7E—RELT, 22— —ZTE— R, FHEEXECE— K, BLOY Y&
EE—FRHY £9, FHEEXECE— RTiX, a—V—FfTE—FLv pElDa<vr F&F|
HAT& £4, BHHEEXECE— F&BHIET A2, enablea~2 FEAHL, a7 Mk L
T/NAYU— K& AS189Z Enter Z#9F L £,

1

> system support diagnostic-cli
firepower> enable

Password:

firepower#

VAN BREE— FEFEHAT 120X, ZBICLITO Y AN EREE— R~DT 7 A5 L
TLTIEEWY,

WO CLIWCR AL, Crl+a, d Z AL ET,

F 5% % T Firewall Threat Defense F)BiZREDNDTE T

Firepower 4100/9300 % & < 9~ _XTOET /LIZ-DO T, CLI & 721X Firewall Device Manager % {# ]
L T Firewall Threat Defense D FJHF% & & F21T T & £ 77, Firepower 4100/9300 D54, FaT
A A% BT DB E &2 FEIT L E 3, Firepowerd100/9300 DFGEET /S 2 &ML TL
7230,

zero-touch provisioning (U 7 /VE S ER) DA, T3 A~Or 7 A Ll REIZITH
MNTLSIZENY, /JTwéﬁ%ﬁ%Lt7A4X®@m(ﬁm&/%7mt/a#/y)~
EAREEZZR L TIZEN,

Firewall Device Manager % {5/ L 7= Firewall Threat Defense D #)Hiz% i€

D5ET

W >~ k7 > 71T Firewall Device Manager # i 32 &, HHA L X4 —T 2 A AL vX—T %
T 7R ADEEICMZ T, IROA o F—T = A ANHEARRESIVET,

e A —H v h1/1: 4] . DHCP 226D IP 7 KL A, IPv6 HEIERE
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Fiq 2R |
. Firewall Device Manager % {# F L 1= Firewall Threat Defense D #IHZEDE T

» Ethernet 1/2 (Firepower 1010 33 & UY Secure Firewall 1210/1220 D54 1X VLANL A > ¥ —7 =
A A) o TNEL . 192.168.95.1/24

«F 7 F /L hL— b AN A B —T = A AT DHCP 4 L CHS

o E (WERO DHCP —— 77 Rx arta— L R — X2 U7V —72
&) FRESNRVWI EITEREL TS,

Firewall Management Center |Z%§% 9" % Hij(Z Firewall Device Manager N CiBIND A % —7 = A
AEFAORELFITTH L, ZOREFTRFINET,

CLIZfiHT 2 &, BHHA LI —T 2 ALY R =V ¥ T 7V EAREDHBRFFESNET (2
T T AN FOWEA v F =T = A AR SN EEA)

« Cisco Secure Firewall 4200 (X, Firewall Device Manager % %748 — k L T\ E+H A, CLI FlE
T HMEENH Y F4 (CLI Z1# ] L 7= Firewall Threat Defense #JH15% E D EITD5E T
(22 =) #ZH) |

ZOFNEIZ, A7 L I AD Firewall Management Center % 73 HT D A Z# H 7~ % Security
Cloud Control & #Exf 47 /S A A 213 H S 4vE A, Firewall Device Manager DAk
TIAT VI R—=T ¥ BT D720 b DO TT, GHTHICT A A &3 2 HiE0
HMZ DU TIX, CLI Z1{# [ L 7= Firewall Threat Defense ##i5% E D EITD5E T (223—)
EBRILTLEEN,

Z OFNEIX, Firepower 4100/9300 & ISA 3000 Zfr < DT X TOT A R H I E
7, Firewall Device Manager % i/l L CZ 415 D7 /34 A % Firewall Management Center (Z
FUR=T 4 T TEETH, MOTT v b7+ —LEIET 7 4V bBRIEPRRDTD,
COFEOHEMIZANASDT Ty b7+ —LITEH SR WEERH Y £,

FIE

AT w71 Firewall Device Manager (21 7 A > L £,
a) 77 UKD URL # A1 LET,

« N5 : https://192.168.95.1,

« HHL  https://management_ip, EFEEA ¥ —7 = A AXIDHCP 7 747 hTh DTz

W, IP7 RLUAEDHCPH—_—{Z K> TR 7, ZOFIEO—EEL LT, HFH
IP7 RUREZFT FLRIZRET DMENR D LT, HERSUIE 2 X 51
WA =T A AEENT L 2BEIDLET,

b) =—%—% admin, T 74/ bk RATU— K Adminl23 #f#EHL e/ LET,
) TURaZ—W— T4 ABHELFATHEL, BHEENSRAY—-RELEESTLH LI
KOBILET,
ATvFT2  WMEREZE T T 5121, &I Firewall Device Manager (20 7' AV L7zt &l y T v
DAY —FREEHLET, RBEIISCT, X=YDFHIZHD [TA ZADREEAF v T
(Skip device setup) | &7 UV w7 LTy N7 v 74— KERAF v S TEET,

. TINA REE
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Firewall Device Manager % {3/ L 7= Firewall Threat Defense D #)#iZEED5E T .

By Ny U= REETTDHE, WA F—T A ADT 7 5/ FREITIMZ T,
Firewall Management Center D4 BLZY) Y B 2 5 & X |THERF S D HMEE (Bthernetl/1) A % —
Tz A AbRETEET,

a) INHA U F =T 2 A ABLOEEA U F—T =2 A AK L TROF T > 3 VEREL, [K
~ (Next) 127 Uv 7 LET,

1 A 2 —T7 A4 AT FL A (Outside Interface Address) | —Z DA ' F—T7 = A A
TEHEA =Ry N T = U2 THY, v X =V ¥ T I/ EBEAA U E—T AR
ELTHEHINDSGAERHY £, 75 ZAOHMERERFZHIOINEA 4 —T = A
AEBIRT D LI TEERA, BADT—F A Z =T oA ANT 7 4V kDI
A B =Tz A ATT,

=V T 7 RHER (FTENE) SdR AR =T o REEAT D
BlE, By b7 T4 = ROETRICTFE TRET HDLENH Y £,

[IPv4DFEE (ConfigureIPv4) |: HMERA > #—7 = A A DIPv4 T KL AT, DHCP
EHEAT L. FEITHWIPT RLA, ¥ 7Ry h~RA7 BLOW/F—huxoA %A
NTEET, [4F7 (Off) [ZBIRL T, IPv4T7 FLAZRELZRNVE W I BRI L H
DNET, By b T v 74— FEMEHALTPPPOEEZEET H I EIXTEERA, 1
VA —T 2 A ANDSLET L, F—TNET L, FET2IL ISP ~DMOHEG TR S
THY ., ISPAPPPOE #fiH L TIP 7 L A& L TWAEE1E. PPPoE AAMEIT
RAHGENBHY ET, V4P — ROETHIZPPPOE #RETEET,

[IPv6 DR E (ConfigureIPv6) |: SMifA > 2 —7 = A AHDIPv6 7 KL A9, DHCP
RS20, FETHOYIPT LA, L7 4 v 7 A A7 BIOS—hU=A
EANNTEET, (A7 (Off) 1ZERL T, IPv6 7 RLAZERTE LRV E W) BN
HLH Y ET,

2. [BEA 2—7T x4 X (Management Interface) ]
CLI CHIMIERE & FAT LI A, BEA V¥ — 7 oA ADOREITE RSN ET A,

FT—=H A A =T 2 ATIRZ =Y T IV B RAEZHENI LIZGETYH, BHA V¥ —
T oA ADFEENMEASINET, HEE, T—FA X —T=2A RAEN LTV
TL—VRBRHTNN—T 4 VT ENDIERNT T4 v X, T—H A H—T = A
DNS #r—_—T37 <, FHA ¥ —7 = A XA DNS $—"—%fEH L T FQDN % fi#
wLET,

[DNS #—/3 (DNS Servers) ]: ¥ AT LADEHT KL AD DNS ¥ —/3, 4RI
T2 DNS —D7 RL A% 1 DL EANILET, 774 /L X, OpenDNS /X
7V w7 DNS #—"—TF, 74—/ R&EMRE LI, 774/ MCETHAIE,

[OpenDNS % f#i[] (Use OpenDNS) 1% 27 UV v 7§25 L3S THIPT RLART 4 —
NMRIZYr—RIRET,

[Z77A4 7 U4 —/VKRA 4 (FirewallHostname) ]: v A7 ADOFEHT KLU ADKA k
%T‘g—o

b) [FFAIE%E (NTP) (Time Setting (NTP)) | Z&E L. [IR~ (Next) 1227 U 27 LET,
1. [#A LYV —> (TimeZone) |: VAT LDHA LY — U ZRINL 97,

TINA REE .
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. Firewall Device Manager % {# F L 1= Firewall Threat Defense D #IHZEDE T

ATvT3

ATv74

ATy TH

ATvT6

2. [NTP # A A #—,% (NTP Time Server) ]: 7 7 4/ N D NTP —_ZfHF 250, F
HTNTIPH— DT RV AZANTL0ERIRNLET, Ny 77 v THICERO Y —
NEBINTEET,

c) [BEAETIZ 90 HH ORI A BALE (Start 90 day evaluation period without registration) ]
IR E7,

Firewall Threat Defense % Smart Software Manager |28 & L 72T 7E &V, TXTD T A
-+ o A (X Firewall Management Center CTE1T S 1 E 7,

d) [#%7T (Finish) 1227V v 27 LE7T,

e) [7 77 R&EEL (CloudManagement) JE72IL[A ¥ > K7 2> (Standalone) ]| %R T % K
H RO BN FE T, Firewall Management Center DEFHIZOWTIE, [AX > KT r >
(Standalone) | Zi®IN L T226H, [Gotlt (TH#) | AL £,

(Might be required) Configure the Management interface.

You may need to change the Management interface configuration, even if you intend to use a data interface
for manager access. You will have to reconnect to the Firewall Device Manager if you were using the
Management interface for the Firewall Device Manager connection.

* Data interface for manager access—The Management interface must have the gateway set to data
interfaces. By default, the Management interface receives an IP address and gateway from DHCP.
If you do not receive a gateway from DHCP (for example, you did not connect this interface to a
network), then the gateway will default to data interfaces, and you do not need to configure anything.
If you did receive a gateway from DHCP, then you need to instead configure this interface with a
static IP address and set the gateway to data interfaces.

» Management interface for manager access—If you want to configure a static IP address, be sure to
also set the default gateway to be a unique gateway instead of the data interfaces. If you use DHCP,
then you do not need to configure anything assuming you successfully get the gateway from DHCP.

YRV T 7R AT DIMBEIINELSN DA v F =T 2 A 2B FTBINDOA 2 —
T2 A AEFRET DG, [T3 A (Device) |Z&IRL, [ > ¥ —7 A A (Interface) ]
DY~V =DV 7227 v7 LET,

Firewall Management Center (27 /N A A Z %58k 3 % & | Firewall Device Manager Dt DAL IR
FFSnEHA,

Choose Device > System Settings > Central Management, and click Proceed to set up the Firewall
Management Center management.

Configure the Management Center/SCC Details.

. TINA REE
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7: Management Center/SCC Details

Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes O No

Threat Defense Management Center/SCC
10.89.5.4 10.89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10.89.5.35

Management Center/SCC Registration Key

[ ©®

NAT ID
Required when the management center/SCC hostname or IP address is not provided. We recommend always setting

the NAT ID even when you specify the management center/SCC hostname or IP address.

11204

Connectivity Configuration
Threat Defense Hostname

1120-4

DNS Server Group

CustomDNSServerGroup £

Management Center/SCC Access Interface

outside (Ethernet1/1) v

Type: Static IP Address: 10.89.5.6 / 255.255.255.192 Edit

o Before you connect to the management center or SCC, perform additional configuration:

management center can reach the threat defense at its Fully-Qualified Domain Name (FQDN) if the threat
defense's IP address changes.

CANCEL CONNECT

a) For Do you know the Management Center/SCC hostname or | P address?, click Yesif you can
reach the Firewall Management Center using an IP address or hostname, or No if the Firewall
Management CenterSecurity Cloud Control is behind NAT or does not have a public IP address or
hostname.
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. Firewall Device Manager % {# F L 1= Firewall Threat Defense D #IHZEDE T

b)
<)

a)

At least one of the devices, either the Firewall Management Center or the Firewall Threat Defense
device, must have a reachable IP address to establish the two-way, TLS-1.3-encrypted communication
channel between the two devices.

If you chose Yes, then enter the Management Center/SCC Hosthame or |P Address.
Specify the Management Center/SCC Registration Key.

This key is a one-time registration key of your choice that you will also specify on the Firewall
Management Center when you register the Firewall Threat Defense device. The registration key must
be between 2 and 36 characters. Valid characters include alphanumerical characters (A-Z, a—z, 0-9)
and the hyphen (-). This ID can be used for multiple devices registering to the Firewall Management
Center.

Specify a NAT ID.

This ID is a unique, one-time string of your choice that you will also specify on the Firewall
Management Center. The NAT ID must be between 2 and 36 characters. Valid characters include
alphanumerical characters (A—Z, a—z, 0-9) and the hyphen (-). This ID cannot be used for any other
devices registering to the Firewall Management Center. The NAT ID is used in combination with the
IP address to verify that the connection is coming from the correct device; only after authentication
of the IP address/NAT ID will the registration key be checked. We recommended that you always
use the NAT ID even when it is optional, but it is required if:

* You set the Firewall Management Center IP address to DONTRESOLVE.

* When adding the device on the Firewall Management Center, you do not specify a reachable
device IP address or hostname.

* You use the data interface for management, even if you specify IP addresses on both sides.

* The Firewall Management Center uses multiple management interfaces.

A7 w1  Configure the Connectivity Configuration.

a)

b)

Specify the FTD Hostname.

If you use a data interface for the Management Center/SCC Access I nterface access, then this
FQDN will be used for this interface.

Specify the DNS Server Group.

Choose an existing group, or create a new one. The default DNS group is called
CiscoUmbrellaDNSServer Group, which includes the OpenDNS servers.

If you intend to choose a data interface for the Management Center/SCC Access | nterface, then
this setting sets the data interface DNS server. The Management DNS server that you set with the
setup wizard is used for management traffic. The data DNS server is used for DDNS (if configured)
or for security policies applied to this interface. You are likely to choose the same DNS server group
that you used for Management, because both management and data traffic reach the DNS server
through the outside interface.

On the Firewall Management Center, the data interface DNS servers are configured in the Platform
Settings policy that you assign to this Firewall Threat Defense device. When you add the Firewall
Threat Defense device to the Firewall Management Center, the local setting is maintained, and the
DNS servers are not added to a Platform Settings policy. However, if you later assign a Platform
Settings policy to the Firewall Threat Defense device that includes a DNS configuration, then that
configuration will overwrite the local setting. We suggest that you actively configure the DNS Platform

. TINA REE
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Firewall Device Manager % {3/ L 7= Firewall Threat Defense D #)#iZEED5E T .

Settings to match this setting to bring the Firewall Management Center and the Firewall Threat Defense
device into sync.

Also, local DNS servers are only retained by the Firewall Management Center if the DNS servers
were discovered at initial registration.

If you intend to choose the Management interface for the M anagement Center/SCC Access
InterfaceFM C Access | nterface, then this setting configures the Management DNS server.

¢) For the Management Center/SCC Access I nterface, choose any configured interface.

You can change the manager interface after you register the Firewall Threat Defense device to the
Firewall Management Center, to either the Management interface or another data interface.

({L&) If you chose a data interface, and it was not the outside interface, then add a default route.

You will see a message telling you to check that you have a default route through the interface. If you
chose outside, you already configured this route as part of the setup wizard. If you chose a different
interface, then you need to manually configure a default route before you connect to the Firewall
Management Center.

If you chose the Management interface, then you need to configure the gateway to be a unique gateway
before you can proceed on this screen.

({I:E) If you chose a data interface, click Add a Dynamic DNS (DDNS) method.

DDNS ensures the Firewall Management Center can reach the Firewall Threat Defense device at its
Fully-Qualified Domain Name (FQDN) if the IP address changes. See Device> System Settings> DDNS
Serviceto configure DDNS.

If you configure DDNS before you add the Firewall Threat Defense device to the Firewall Management
Center, the Firewall Threat Defense device automatically adds certificates for all of the major CAs from
the Cisco Trusted Root CA bundle so that the Firewall Threat Defense device can validate the DDNS
server certificate for the HTTPS connection. Firewall Threat Defense supports any DDNS server that uses
the DynDNS Remote API specification (https://help.dyn.com/remote-access-api/).

DDNS is not supported when using the Management interface for manager access.

Click Connect. The Registration Status dialog box shows the current status of the switch to the Firewall
Management Center. After the Saving M anagement Center/SCC Registration Settings step, go to the
Firewall Management Center, and add the firewall.

If you want to cancel the switch to the Firewall Management Center, click Cancel Registration. Otherwise,
do not close the Firewall Device Manager browser window until after the Saving M anagement Center/SCC
Registration Settingsstep. If you do, the process will be paused, and will only resume when you reconnect
to the Firewall Device Manager.

If you remain connected to the Firewall Device Manager after the Saving M anagement Center/SCC
Registration Settings step, you will eventually see the Successful Connection with M anagement
Center/SCC dialog box, after which you will be disconnected from the Firewall Device Manager.

TINA REE .
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8: Successful Connection

Registration Status

Chrracefiul CAann
Successful Conn

Managemen

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

CLI Z{&E A L 1= Firewall Threat Defense #)EA:R ENEITDT T

FIE

ATy 1

Firewall Threat Defense CLI (Z#2f8 L CHIMIER EX FEITLET, Zhidid, By v 7 v 7o
P—=REHEHLIERIP T FLRA, F— U xA | BIOZEOMOIERR Yy U — 7 FRED
BERENEGENET, FHOEHA L X —T7 oA AT, MEDOXR Y U — 7 REEZFORI
BALE—T oA ZATT, 2=V T I BATERA L2 —T oA A% LAWgEaIE,
ROVICCLIZHEALTT—F A 2 —T =2 A%FHETEZET, F72. Firewall Management
Center 1H{5 DFXE A 1TV E T, Firewall Device Manager Z i L CHIit v 7 v 7% 5473
L&, BHA =T AABIOYR—V Y T2 EA A U F—T = ADOFREICMZ T,
BHELD 7= 2 Firewall Management Center (28] D 35 % 7= & %12, Firewall Device Manager T3¢ |
LIz _RTOA o F—T = PR SNE T, 778X a3 bu—n R Y =R ED
DT 7 v FEEFRFFSNR2NZ LIZEE LT EE N,

Z OFNAIL, Firepower 4100/9300 % &< 3™ TOET /VIZHHH S4LvEF, Firepower 4100/9300
THBLT NA 2% B L, ¥R A 52 T3 511X, [Firepower 4100/9300 DF@EET /S A A |
EHELTIESN,

T — LR — "G FRITERA X —T = A A~ SSH Zf#H L T. Firewall Threat
Defense CLI (2856t L9, 7 7 4/ N CDHCP — "= 5 P 7 KLU AREE S ET,
Fv M= BREEEFTTHHAT, UIrshi2nEoicaryy—niR—haHT5Z 8%
HELEL 9,
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ATy T2

ATvT3

RTv74

CLI % %73 L 7= Firewall Threat Defense 713 £ 0E7 0% 7 [

2 =)L — ML FXOS CLI IZ#%#¢ L £ 9, SSH & » 2 3 /1% Firewall Threat Defense CLI (Z
B LEI, BIsML. 2o — L) Firewall Threat Defense CLINZ #22#5¢ 95 ISA 3000 [1]
T,

a—HF—4 admin B LS Z2 T — K Admin123 Tu 7 A > LE,

a2V —/LiR— h T, FXOSCLIIZEHE LE T, IO TFX0OSIZu /A v Lizb &L, /"ATU—
REEFTHLIRDLNET, ZDO/XATU— K, SSH @ Firewall Threat Defense &2 7' A
BRI ET,

G¥)
PRAT— RNTTIIEEESNTNT, RAT—= R RO RWEAIT. T 22 HA A—
L TCRATY—=KEZT 74V M)ty NTAMLERHY 7,

Firepower ¥ X U Secure Firewall /~— R 7 = 7 O#-4 1%,  [Firewall Threat Defense A5 Cisco
FXOS N7 7Ny a—T 4 7774 R [JEEE] @ THA A—VLFIE) 22 L TIEEN,

ISA 3000 DI3FA1E.  [Cisco Secure Firewall ASA 35 J2 Of Threat Defense F1 A — oAb A K] [#
REl LT EE N,

1 -

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: **k*xkxkkx

Confirm new password: **xkkxkk*
Your password was updated successfully.

[...]

firepower#

a2 Y —)LAR— K TFXO0S I28i L T\ 55418, Firewall Threat Defense CLI (Z85#%t L £ 97,
connect ftd

i

firepower# connect ftd
>

Firewall Threat Defense (Z@]$O TR /A 35 &, =2 Ra—HF—F 4t 288 (EULA) I
FIE L. SSHEHZHEH L TWaHEIL, BHEENSATV—RELETLL0IRONET,
ZD%, CLI'ty N7 v 7 A7 U7 MRFREINET,

GE)
REZRZ VT (T 2IE, A A—VEFERTHZLICLY) LALhED CLIty N7 v
T4 = REMY BT ZLIITEETA, 2L, ZRHORETTUL, %26 CLIT

TINA REE .
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configurenetwork =~ > RZfEH L TEHE CTE £, threatdefense D=2~ KU 77 L2 2%
ZRLTLIIEZEN,

T 7 AV MEETZIFZLAENC AT LTZER T v aNICE RSN ET, DEICA LIExF 0 F
FHEAI 25A1E, Enter L9,

GE)

T—HAHE =T 2 A ATIRI =X T VBRI LEHAETH, BEHA VX —T oA A
OFEMERENET, 221, T—HFA L H—T 24 AN L TRy 7 T L—r AT
N—TFT 4 T ISNDEBRNT T 4 w71, T—HA X —T A ADNS Hh—"—TlF7<
BHA ¥ —7 A ADNS P — "—%f ] LT FQDN Zfi#k L £,

ROTA RTA L EZRLTIZIN,

o [IPv4% & E LETH? (Do you want to configure IPv4?) ], [IPv6%F%E L £ 9 22? (Do you
want to configure IPv6?) 1: ZHHDZ A TDOT KL ADL2 EH 122y H AN LE
—a_o

[BHA X —T A ADIPVAT 7 4V 87— F 7 = A % A7) (Enter the IPv4 default gateway
for the management interface) |, [EEA ¥ —7 = A ADIPv6”7 — N7 = A % A7) (Enter
the IPv6 gateway for the management interface) | : A > ¥ —7 = A4 A TIF LT —F A
B —T 2 A A< F— %7 7B AMEAT 25451, [FE) (manual) | 23R L E9,
BEA LA =T oA AEEAT L TEPNRVEAETH, 774 RX— T KL AR EDIP
T RVRAZRET DMLENDY £, V=T 4 7ORBEE T2l oA 42—
T2 AN E—T Y TIBAAL L E—T oA AL FBR22V T3y VEZHDZ L%
R LTLIEE W, HHA V¥ —7 =4 ANRDHCPIZRE SN TV DA, HHHOT —
BAVHE—T 2 ARET DI EIXTEERA, T, datainterfaces T 2 LEH
HHT 74N bb— RBSDHCP h—N—=nbH%ZA(F L7c/b— FTLEE SND ARMEND D
=TT,

[EHA L H—T oA ADIPVAT 7 F )V 4 — h 7 =1 & A7 (Enter the IPv4 default gateway
for the management interface) ], [DHCP, /L—Z#%i, F 721X FETIPvO A3 E L £ 902
(Configure IPv6 via DHCP, router, or manually?) ]: B A > ¥ —7 = A A TX7e 7 —%
AP =T a2 Av 32—V % T 78X MEMT2551L. 77— MU = A % [data-interfaces]
CRELET, ZOREIT. v —V¥ TIERAT—F A ¥ —T7 =4 Z%i@ L ChH%
TELEC, Ny T L= B2 LTEB NI 74 v 7 2R LET, v~ 3=V % T 7
T REHA =T = A ZAEEAT D5 EE, BRI Ay NU—=2 T/ — U =A 1P
T RUVRAEZRETDHUHERDH Y ET,

e 2y FT—VEBRIER IN-ISEXBERISVE : SSHTHH L TWH oz, Mty
N7y TCEDIPT RLAZERTLH &, BEstifrsinEzd, HrLWIP 7 RLR &N
AT — RTHEERE LT TEE W, av Y — 85I 22 T £8 A,

[TNA A — DN TEHELET ) (Manage the device locally?) ] : Firewall Management
Center ZfEH 2121 Thol Z AT LET, yesE AJ1T5 L. 1oV IZ Secure Firewall
Device Manager Zffi 142 Z L1272 0 £,

[ TTAT VA —NET— REHELET D (Configure firewallmode?) | : FIHIFXE T 7 A
T UG —VE—RERETHIEEBEMO LET, WIHIRERIZZ 74 T U+ — L E—F

. TINA REE
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EEFETAHE, FEfTar 74 X2 b—a ryBNHESNET, T A A —T oA X
YR —=V Y T RRI, V=T v R I AT 5=/ ET— R TCORYR—FEINDHI L
WCHEBE L TL &N,

51 -

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.89.5.1
Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none'
[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: 10.89.5.1 on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

TINA REE .
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However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

Z @ Firewall Threat Defense % 4 B9~ % Firewall Management Center % #57& L £ 77,

configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key[nat_id]
[display_name]

GE)
B PHIZ Security Cloud Control Z{H/H L TWAEIL, 2D AT » 7T Security Cloud Control 73
4% L 7= configuremanager add =~ > R&fEH L E7,

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE}—Specifies either the FQDN or IP
address of the Firewall Management Center.Firewall Management Center % [E.#7 K L A$5E T
TR E i, DONTRESOLVE M L £4, £, natid bIEEL £, WD
TLS-1.3 B 5GBS F v 1 v & 2 BOT A AMISHESLT H12iE, A< Th 1 AU ED
7 /34 A (Firewall Management Center ¥ 7= |Z Firewall Threat Defense) (ZZIEE F[HE7R IP 7

RUZARKETT, ZOav L FTDONTRESOLVE #45ET 2I21E, EEWGE/R IP 7
R LR & 721 A R4 )3 Firewall Threat Defense (Z 4% T,

« reg_key : Firewall Threat Defense # %3 % & X (T Firewall Management Center T & $57E 7
DEEDT 2 A LBERF—2RELE T, BT —I132~36 LFTHOLLENDH Y %
T, AR SUTICIE, BT (A~Z, a~z, 0~9) | BRUOANA Ty () BBV F
j_o

« nat_id : Firewall Threat Defense % %k 9 % & X |Z Firewall Management Center CHfEET 5
EET—EO 1RRY OXXTINZ2HEELET, NATID (32 ~36 LT THLMENRDHY £
o AT, EHT (A~Z, a~z, 0~9)  BLONA Ty () b h £
J, ZO®IDIXL, Firewall Management Center [Z %8k T DD T A AIFEHTE A,
NATID (I, IELWTANA AL DOHRE ThHH 2 & 2R T 272D IP T LA LMARE
bETHEASET, IPT FLA/NATID OFEGERICOHR, BigkF—NF = v 7 ShE
T, AT arTHLIHAETHEICNATID 2 M7 2 2 L 2 HEE L 928, koOLGEIE
WZATY,

« Firewall Management Center [P 7 R L 2 4% DONTRESOLVE (Z5%ET 5.

» Firewall Management Center C7 /N4 A ZBINT % & (2, BEARERT /SA 2D IP
T RUAEIIARAR MEFRE L TWRu,

cMAITIPY RLAZIRET DHETH, BT —4 A 0 F—T = A 2T 5,
« Firewall Management Center 2NMEEDEFA X — 7 = A A &HHT 5,
« display_name : show managers =2~ > R CZ D~ R — V¥ 2 FRT D72 DFRL ZHRE

LET, TOF 7T a 0%, Security Cloud Control 2 77 A < U~ 32— v B X OV
DA 71 2 X Firewall Management Center & L Cilll T 25 E IR BHE T, T D515

B 7 zEE
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CLI % %73 L 7= Firewall Threat Defense 713 £ 0E7 0% 7 [

ERELRVEE, 77 AT U= /VZLTOWTN OO iEE MM L TErd 2 BEE
L ET,

« hostname | IP_address (DONTRESOLVE ¥ —7 — K& L7V 55)

* manager -timestamp

1

> configure manager add MC.example.com 123456
Manager successfully configured.

51

Firewall Management Center 7% NAT 7 /N A DEHZIZH H5E1T, ROBNIRT LI, — B
DNATID & & HITRERF—2 AL, A& MO Y IZ DONTRESOLVE Zf57E L £,

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

1 -

Firewall Threat Defense 23 NAT 7 /31 ZADOEHIZH H5E1E. WROFNRT LI, —EHD
NAT ID & & (2 Firewall Management Center IP 7 R L A F /213K A M &2 AN LET,

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

774~ ~3—Y ¥ & LT Security Cloud Control Z{#H L T\ T, 4> 7 L I A Firewall
Management Center % 3 Hr DI H T 23561, 427 L I X Firewall Management Center %
FeELET,

configuremanager add {hostname| IPv4_address| IPv6_address| DONTRESOLVE} reg_key [nat_id]
[display_name]
i

ROBFITIE, Security Cloud Control TH L L 72#7~44 T Security Cloud Control FIZ ARk L7z =
~ v REFEMALT, 9WrEEH 047 L I X Firewall Management Center % #7144
lanalytics-FMC] Zf#H] L THEL TWE,

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

Manager successfully configured.

> configure manager add 10.70.45.5 regk3y78 natid56 analytics-FMC

Manager successfully configured.

ER) v F*—VxT 7B AHOT =4 A v B2 —T A AERELET,
configure networ k management-data-interface

LD’ T—HFA L E =T =2 ADERNI2 Ry NI =T BREZATO Lok o7m 7k
MEREINET,
GE)

TINA REE .
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Zoawy REFEATAESIE. 2 VY — AR — "NEEHTAVLERDLY £, A ¥ —
TxA AZSSH 2T 5 &, Emrvrsil, 2> Y — bR — MNIFER T AHLENAET
HEEDRHY £9, SSH O FIEZ OV TIL, REZBL T I,

Zoawy ROFEHIZOWTE, ROFEMESRL T, EEO7- DO Firewall Threat
Defense 77— % A X —7 = A ZADHEHIZONWT (53—=2) R L TLIEEN,

T =LA E =T oA ZAEEHIMENT H5G, STOERA ¥ —7 = A A{IDHCP %l
AcxEti, iy 7 v 7P T RURAEZFEICHRE Lo 2845 1E, configure
network {ipv4|ipv6} manual =~ > N ZfiH L TRETE DL LRV ELT, V+—T+«
VI DOREE ST, ZOA =T 2 A ANTF =V TIRA AV H—T = A
ALFRRHY TRy P EICHDHZEEHERL LI, BEA VX —T A A — |
7 = A % data-interfaces |IZ5XE LR » 25 A1E, 22 TCZ0avwr RTHRELET,

Firewall Threat Defense % Firewall Management Center (218195 & | Firewall Management
Center |34 VX —T7 2 A ARE A v X —T A A% EIPT RLA, F—FT A ~D
) /L— b DNS#—/3—_ DDNSH—/\—72 &) & L CHERF L £, DNSH— 31—
BE DFERIZ DWW TIE, WEZSHL T 72 &V, Firewall Management Center Cl, % T~
RX—=TX TIRAA U Z—T = A AR AL L TE EF7, Firewall Threat Defense % 72
I Firewall Management Center 73 & BRBERE D FEREN. A 15T D K D B F 2 Mz 20X oL
TS, BEEEH A W 72354, Firewall Threat Defense (21X EART O R 2180
% configurepolicy rollback =~ > R &EENFE T,

DDNS (%, IP 7 K L ARETE I 7284512 Firewall Management Center 737 (& K A A
>4 (FQDN) T Firewall Threat Defense [ZE|#ET& 5 L 912 L E 9, DDNS H— —HF
@ URL % E 7 % &, Firewall Threat Defense & Cisco Trusted Root CA /N2 KL i5 3
TOEE CA OFEHAELZ HEINIZIBIMT 5728, Firewall Threat Defense /& HTTPS #f5¢ D
DDNS #—/N—FE#E A fREEC X £ 7, Firewall Threat Defense (%, DynDNS VU E— k API
A% (https://help.dyn.com/remote-access-api/) % fifi 9% 3 ~<T? DDNS #—/3—% 7K —
FLET,

Zoavwry RiE, [F=%] A =T A ADNS P —R_—ZFELET, By T
A2 )7 T (F721% configure network dnsservers 2~ > RZ2EH L T) REL-E
FIDNS Hr— =%, FH N7 7 4 v 7 IS Ed, 7 —% DNS #—,3—|%, DDNS
FEEESNTWDLEHR) FRIEFZOA =T =2 ATHEHAENDIEF 2V T 4R ¥ —
WEHASNET,

Firewall Management Center C|%, Z @ Firewall Threat Defense (Z#|0 4 CT5 77 v b7+ —
LEERY V=TT —H A 4 —7 x4 ADNS F—"—NHEESNET, Firewall
Management Center |Z Firewall Threat Defense Z B9 5 &, & — /LR ENHERF &4, DNS
P—=N=T7 Ty N7+ —LRERNY —IZBIMSNET A, 72720, DNSRELZETe
Firewall Threat Defense (Z#% T 7 v b 7+ — LARERY —2HI VY TH L, ZOREIT
Ko Tr—INEREN EEX ILE T, Firewall Management Center & Firewall Threat Defense
ZFRISEDICE, ZOREC—HTLHLICDNS 7Ty b7 4 —LREET VT 47
WCRETDHZ 2 BEIOLET,

F72. m—H/VDNSH— 3—(L, DNSH—/ =3I R TR S 7255512 D 7 Firewall
Management Center CIRFFSILET, 7=& 21X, BEA ¥ —T oA AZFEHLTT A

B 7 zEE
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CLI % %73 L 7= Firewall Threat Defense 713 £ 0E7 0% 7 [

A %Xk L. & T configure network management-data-interface =~ > K& H L TF—
BA B =T 2 A A E LIcha, FIDRE L —BT 5L 512, DNSH——258Z
N6 OFRET T % Firewall Management Center CTEI THRET HLENH VY 77,

o LA ¥ —T = A AL, Firewall Threat Defense % Firewall Management Center (Z 8¢k L 7=
%o, HEA X =T 2 A ZETNIOT —F A L F =T 2 ADWTINIEL TE F

R
ey NT T 4P =R TERELZFQDN N Z DA v X —T7 = A AR SN ET,

AV FO—HE LTT A ARERKEZ 7 VT TEET, ZOF T a i) v

FTUATHEATEETH, M8ty b7y 7Rl E OBREICIIEN LT Zan,

o T EH AT HITIE, configure network management-data-interface disable =~
Y RaEANLET,

1 -

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://dwinchester:pa$$w0rdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network,
if you wish to change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

B -

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network,
if you wish to change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

TINA REE .
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EE) BEDFY NI —J LDV R— % ~DTF—F A B =T =2 AT 7 A&HIBRL
\iﬁqo

configure networ k management-data-interface client ip_address netmask

T 74 N TlE, T_XTCORy hT—T R SNET,

RDARY
7 /3A A % Firewall Management Center [Z&%% L £ 7,

ARNVPAUEZ—T 24 ADEKTE

FIE

ATy T

BRI 74y 7V HOEA 2 —T = A ANFIIUETT, T/ A2 HFEAOEHA
4 —7 x A A (Firepower 4100/9300 <> Secure Firewall 4200 72 &) 23& 55515, A X MEH
FI 7407/ LTEDA I =T = A HANIT DI ENTEET,

1R BHHIIZ

BDOA Ry hA B —T =2 A 2% T HI21E, Firewall Management Center T X2 kA
H—T oA AEHMNTHHELH Y £9, CiscoSecureFirewall Management Center Administration
GuideZZM L TS 72 &0,

QEHOEHRA LV H—T 2 A ABAXNERHA U H =T oA AL LTHEDILET,
configure networ k management-inter face enable management1

configur e networ k management-inter face disable-management-channel management1

MEZ)S UC, configure networ k management-inter face disable-events-channel =~ > N % fifi i
LTAAS VEHA L Z =T 2 A ADA XY MEEHIZTEET, WTHhOHEEL, 751 &
. AR NDHDA B =T 2 A A ETARN MR ELESELES, 2O 2 —T =
AAWZ T LTWEGEIE, A X B Fry R EDIZ > TNWTE, FEA U —T = A
A ETAR P EFEELET,

A B —T 2 A ALETARY N TF ¥ RNV EEEBRT v U RXVOBFEEDNCTHZ EIXTEER
Moo

51

> configure network management-interface enable managementl
Configuration updated successfully

> configure network management-interface disable-management-channel managementl
Configuration updated successfully

. TINA REE
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RTFYT2 ARV H =T 2 ADIPT RLAEZRELET,
AR NA VB =T oA AT, BEA VT =T oA ZAOEBOF v hT—2  £FFRCF v
FU—=Z7ICRETE £7,
a) IPv47 RLAZRELET,
configure network ipv4 manual ip_address netmask gateway ip managementl

Zpawy RNO gateway ipld, 7 /3 ADT 7 4V hb— hEERT 272 DICEH S
HZEICTEFEELTLSEEY, 2F D, management) 1 > % — 7 = A ATT TITEKE LTHE
EANTHNERDHYET, A XM F—T A ZHO[BNDOA ST 4 v 7 — &
R SNEEA, BEA X —T oA ALITRRDLI Y NT =7 TARU FEHA V2 —
TxAAERFERLTODL5EEE, ANV NGRS VX =T oA ZARCHIDORAZT 4 > 7
N— N EAERT D Z L A HER LT,

1 :

> configure network ipv4 manual 10.10.10.45 255.255.255.0 10.10.10.1 managementl
Setting IPv4 network configuration.
Network settings changed.

>

b) IPv6 7 FLAZHELET,
« A7 — b L A HBRGE
configure network ipv6 router managementl
fi
> configure network ipv6é router managementl
Setting IPv6 network configuration.

Network settings changed.

>

- FEIRE
configure network ipv6 manual ip6_addressip6_prefix_Iength management1

1 :

> configure network ipv6é manual 2001:0DB8:BA98::3210 64 managementl
Setting IPv6 network configuration.
Network settings changed.

>

Frn1z2eE I
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AT w73 Firewall Management Center 78 J E— k * v hU—7 EIZHDLGET, A X FERAA 7 —
T2 A ADALT 4 v 7 = FaBIMLET, BMLRNE, $XTDO T T4 v 7 3EHA
VHA—=T 2 A AEBLUCT 7 AN — R E—ELET,

configure network static-routes {ipv4 | ipv6}add management1 destination_ip netmask_or_prefix
gateway _ip

T 74N ML= FDBEIT, 0T FEHHLRVWTSZEN, T74/L b b— |k F—
M7 zADIPT RLUADZEHE L, configurenetwork ipvd =2~ > RE 7213 ipve 2~ K&
L2 EaDHARETY ([T v 772 B1_—=Y) | #Z2H])

51 -

> configure network static-routes ipv4 add managementl 192.168.6.0 255.255.255.0 10.10.10.1
Configuration updated successfully

> configure network static-routes ipv6é add managementl 2001:0DB8:AA89::5110 64
2001:0DB8:BA98: :3211

Configuration updated successfully

>

ABET 4 w7 — N EBFERT HIZIL, show network-static-routes # A LET (5741
J— RMIFERINFEFHEAL) o

> show network-static-routes
——————————————— [ IPv4 Static Routes ]---------—------

Interface : managementl
Destination :192.168.6.0
Gateway : 10.10.10.1
Netmask : 255.255.255.0

[..]

TINA ADEE

[F/84 X (Device) |>[T/3f AEHE (DeviceManagement) | —21%, S I ERERE
FTarynbnET,

. TINA REE
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9:[F7 /34 REIE (Device Management) ] X—

Firewall Management Center Q_ search pepy Q@ ® @ ‘ Sumany .

s / Device Management

Migrate | Deployment History

~
Home View By: [ Group ¥ ] [ Q. Search Device ]
n Al @ Error ® Warning Offline @ Normal Deployment @ Upgrade @®Snort 3
s [€:)] (0) (0) 0) (8) Pending (8) (0) (8)
Collapse All Download Device List Report
Wl
Analysis
Access
o D Name Model Ver... Chassis Licenses Control Auto RollBack
Palicy
Policies
C] ~ Ungrouped (8)
=
Devices @ 1010-2 Snort 3 Firepower 770 N/A Essentials, IPS .
D 10.89.5.18 - Routed 1010 Threat... o Vi (2 more...) 0 wixauto.. o
° X )
@ 1010-3 Snort 3 Firepower 770 NJA Essentials, IPS e .
Objects &) 10.89.517 - Routed 1010 Threat... i (2 more...) WECALIC: o
@ 1120-3 Snort 3 Firepower 770 N/A Essentials, IPS .
& O 1089.516 - Routed 120 Threat.. 70 N 2 more..) ® wiauto.. o
Integration
@ 1210-1 Snort 3 Firewall 760  N/A Essentials, IPS e .
O 10.89.5.40 - Routed 1210CE... - . (3 more...) WhCautos .
192.168.0.202 Snort 3 Firewall Essentials, IPS .
)] © " 770 N/A ® whauto... o
192.168.0.202 - Routed Threat... (3 more..)
192168.0.203 Snort 3 Firewall Essentials, IPS .
o e 770 NIA ® wiauto... o
192.168.0.203 - Routed Threat... (3 more...)
- Firewall 3110 Essentials, IPS R
D @ 3110-1 Snort 3 770 Manage 0 it o
10.89.5.41 - Routed Threat... (3 more...)
- Firewall 3110 E tials, IPS
D @ 3110-2 Snort 3 irew 770 Manage ssentials, O i o
10.89.5.42 - Routed Threat... (3 more...)

o [RTRELL (ViewBy) 1: Z—7, I8V A, BT, XN—=Var, FEET7EA
ay har—L RY SN TTF N, ARFERINET,

o [T/N1 RHKRE (DeviceState) 1: 731 A& RAE (53—, BERL) ITESWTERL
F9, RET A 20227V v 7 LT, ZOREICBT LT A AEFKRTEET, RIEIC
BT 2T A ZADHNE, FEIMNIC R S ET,

s [T/INA RDO®FE (SearchDevice) |: 735 A4, ARA M ELIZIPT RVAEEH LT,
TN AERBELET,

BN (Add) ]: THA ABLOEDOMOERATRE/Z 2 2 AR —3R > MEBEMMLET,

TINA REE
I
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TINA ADEHE

10: A= 1—M3EM

R

Device

Device (Wizard)
Cluster
Chassis

— High Availability

Group

SFNORMLEZ Vv 73 5LF|TLICY—FTEET,
« [&FT (Name) ]
s ETIL
eN—T3ay

«[¥— (Chassis) |: YAR—FENTWEETILOHE, [BEE (Manage) | &7
Vo235 EMAEYYy—Y v 32—V ¥ WFEREINET, Firepower 4100/9300D 355
Y 7 1% Firewall Chassis Manager % i ALE8) L £ 7,

cTAEUR

(7R a2 bkBA—)L R I— (AccessControl Policy) ]: 7 /31 AR S 41T
WHRY —ZFoRTHI2E, [77E8Z 3 ba— KU ¥ — (Access Control
Policy) 151DV > 2 %227V v 7 LET,

s [BEIO—)L/\v ¥ (Auto-Rollback) ] : BEBHIZ & - TEHERN X ¥ v LIEHAEIT,
WO BB e — ANy 7 RER) (@) D) (0) hERLET, [REHREOR
£ #RLTIEIN,

c[#mE&E (Edit) |: 734 ZAZLIT, Edit (&) T A a2 LTF NS ZRELTEL
ﬁqo

BIZTNA AL ELFIPT RLRAZ IV v 7 T5Z2 b TEET,

«[## (More) |: T34 AT L2, More() 7T A 2> &7y 7 LT, MOT 7y avk
FEATLET,

. TINA REE
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11: [More] * — 21—

Unregister

Packet Tracer

Packet Capture

Revert Upgrade

Health Monitor

Convert to Multi-instance

Troubleshoot Files

Generate Template from Device

o [EERMRER  (Unregister) ][HIBR (Unregister) ]: 7 /3A ADBGRA MR L £9,

c[/3y b FL—Y (Packet Tracer) |: £/ 37y hAE VAT AICHIAT S Z LT
L0, THRAAORY V—REETRDTZOD/ry N L—H_R—=VIZBE L E
D

/Xy b v TF ¥ (Packet Capture) |: X7 v h ¥ 7 F v X—VICBEILE
T, ZONX—U T, Ty RO AT AINEITTDHHEE T 7 v a %R
IRTEET,

[7v 79 L—KERIZEY (Revert Upgrade) | : D7 v 77 L— R&IiThh
727 oL — REWROEFZ IR LET, ZOBEICLD, T4 ANT v
T L — RRiONN—Y g BT EINET,

[NLREZAZ— (HealthMonitor) 1 : 7854 ADANVA BE=H Y 27 X—U LB H)
LET,

[RILFAVRBE RADZEH (Convert to Multi-ingtance) | : ¥ R— F STV 5E
THLOEEIX, V=T EVILVTFA L AF AT RIIEBRLET,

[FSTIoa—TF 425 Z74)L (TroubleshootingFiles) |: LAR— MI&EHDHT—
HDEATHRINTEZD NI TN a—T 4T 77 A NEERLET,

[THRARDETUTL— 24T S (Generate Template from Device) | : B&kiF
BDT IR AMBFHLNT AL AT FL— AR LET, fiLT o FL—hoD
REIL, ERILOTNAALFELTT, AZ L RT a0 TN ZLEHAT S A0 D
LT AR, AT T L— b eAERTEET, 272 L, HAT A ANLT VT L—
AR LSS, FILWT U7 L — MAE 72— —R—RENEGENEE A,

FINA R T IL— T DB

Firewall Management Center C7 /31 A% 7 )L—7{b 925 & HEDOT A A~DKRY —0DJE
BT v 7T — b DA VA M=V EBIATAE T, JAV—TIBT D57 /5 AD Y A M,
JEBA F 7 THE N R R TEE T,

TINA REE .



FqzgE |
. Management Center ~ D & §%

BAHAMESTHNOTTA )TN, R TN —TI0BINT5 L, WHFOT /S, ZANT —T12
BMENEST, AT EZSMLTH., ZHODT AL RIWMGFE b I —FICBLI-E
FiIZR0 F9,

FIE

AT 71 Devices> Device Management & 4R L £ 9,
ATv 72 BN (Add) | Fay T Xy A=ma—nb, [Z—7 08BN (AddGroup) ]ZRIRL 7,

B TN —T ZfRET 2121, wET L7 NV—TOEdt ()& 2V v 7 LET,

AT9T3 LHiE AT LET,

AT w78 (RT3 A (Available Devices) |720D, 7 /34 2 A —TIBINT 57 /34 2% 1
SLLEEIR L E3, BEOT A ZA2BINT 2581, Cul £721% Shift ¥ —2 M L7267
Vo7 LET,

ATy 75 BN (Add) 127V v 7 LT, BIRLET NS RAEZT A AT A—TIZBMLET,

ATV 6 MBS T, 7L AT N—TNET N, Z&HIBRT 512X, HIFRT 527 31 AORIZH D
Delete ()& 2 U v 7 LET,

ATy T [OK]Z 27Uy 7 LT, T34 A T V—T%BMLET,

Management Center ~ 0 & £%

Firewall Management Center Tl 7 /3A A &8k 272D OEH DO HFIER RS T E T,

BRIk DA

Firewall Management Center & 7 /XA A D YIHIRERR O8] )7 THE LT 8k — 2 H L TF 34
RZBEMUET,

BERF—FFEALET/ A XDEM : ERFE

B — L HEARER E & F L C Firewall Management Center (27 /3A A Z B3 5 121X, ROTF
BEZSATLES, T3 AT U— FEFERTHI2E, B —%2H L7 1 ZADE
TR AT T = @I<=2) 2ZRLTLESV, MMTXATEV T 4D
WZTNA 2%V 735556 TH, ZOFIRZEHTLILERHY £, " TXA T
T4 RXTOBEMESRBL TSN, Z7T7AZ Y TI2O0TE, BEVWOETLDT T A
2 Y TICEATAEESZRL T EE N,

ZOFNEEM A LT, Cloud-Delivered Firewall Management Center (2 X > CEI I N D T /31 A
ZBMT5ZEHTEET, 427 L I AD FirewallManagement Center |31 X2 bR F 2 7
EOHTOHBIORIER L ET,

. TINA REE
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FIRr

BRr—eEALET A« 2oem: 255z

Firewall Management Center /> 7 ~A 7 U 7 ¢ M HT 2%561L, 727 7 4 7 Firewall
Management Center |ZDFH7 /SA AZBILET, 72 7 4 7 7% Firewall Management Center (Z
BERINTNDT NS, R TAX AL CHBIICRER SN E T,
1RO SRS
« 7 /34 A% Firewall Management Center DEHxfG L L CiRELE7, &M .
o« FHE)EEL T Firewall Threat Defense #IHiF% E D58 T (15 ~<X—)
MEHETNVNDOALZ— T v T IHA R
» Firewall Management Center /% Smart Software Manager (Z 88k SV TV DHMLENH D £,

AR T A 2 ATH TR, AMMRAIND & IERICERT2ETHLVT
WA RZBINTE LR ET

« IPv4 ZfE ] L TBER L T2 T A 2% IPv6 ICEHT 5813, 735 220 o2 AHIBRL
TOLERETDLERDY £,

AT w71 Devices> Device Management % %41 L £,
ATv72 B (Add) | Kry T XD A=a—hb, [T/34 A (Device) [T /3 A (7 4 ¥ —R)

(Device (Wizard)) | Z R L £,

AT T3 [ — (RegistrationKey) %27 U7 L, [k~ (Next) 227V v 7 LET,

TINA REE .
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12: TN RDBERFHE

Add Device (Wizard) ®

o Device registration method

Registration Key Serial Number
Register device using registration key

Cancel

ATFY T = VF RAL VRETIEH, Fry XU R RS [RAA Y (Domain) | 23R L, K~
(Next) 127 Vw7 LET,

K13: FAA Y

Add Device(s) ®

@ Device registration method

‘ Device registration method Registration Key
e Domain

Domain *

[GIoba[/Pubs ® v ]

Pre‘Iious m

Cancel




| 71 zem
BRx—s@EALELT (208 gx%E [

ATw TS BEOEHROLEIX[T 7 A~ ~v%*— % (Primarymanager) ]% 2 U » 2 L., Cloud-Delivered
Firewall Management Center CEHHE XN TN DT A ZADLAIL [T~ —V %
(Analytics-onlymanager) 1% 7 U v 27 LEd, o HHE— NI~ /AVF FAAL VBREEA R —
FLTWaWed, ZOFIHTFRRSLEE A,

[ 14 : Management Center ® 0 — )L

Add Device (Wizard) ®

@ Device registration method
Device registration method Registration Key

e Management Center Role

@ Primary manager O Analytics-only manager (with Security Cloud Control)

You are using this management center for all policy configuration, logging, analytics, and upgrading.

Erevicus m

Cancel

AT T6 [T/34 AOWWIFLE (Initial Device Configuration) ] T, [JEA (Basic) ] &#7 VU v 7 LE7,

TINA REE
I
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B = sEmALET \( RoEm  EA%E

15: TIN4 DT

Add Device (Wizard) ®

@ Device registration method

‘ Device registration method Registration Key
@ Management Center Role

‘ Management Primary manager

o Initial device configuration
Choose initial device configuration method
@ Basic O Device template

Apply basic configuration, including the access control policy.
Access Control Policy *

wfx_automatio... ® v +
Smart licensing

Performance tier (threat defense virtual only)

[FTDVSO -10 Gbps v ]

Carrier

Malware Defense

IPS
URL Filtering

Ensure that your smart licensing account has the required licenses.

Transfer packet data as well as event data to the management center for inspection.

frevious m

Cancel

IHTEHE— ROLGA, b Of%EIE Security Cloud Control (Z L » TEEL I NS 72, [TN
A ZOFWEEE  (Initial Device Configuration) ] I1EFR R SAVEH A,

a) BRERERICT A RIEBRT ARO[ T 7B A2 hr—LR Y 2— (Access Control Policy) ]
EERT D0, LAY —E1EkR L £,
b) TA RZHEHT D [A~¥— KT A A (Smart Licensing) | 71 B AZTRLET,

[ RTL (Sygem) 1>[F14 2R (Licenses) |>[AY— 542X (SmartLicenses) ]
R=TNG, TNAAL REBNMLEBIZTA B 2 2@HATHZ L TEE T (SecureClient
VE— T 7®AVPN AL AEET) o

Firewall Threat Defense Virtual DA DA, [/37 4 —~ » AREJE  (Performance Tier) | %
BIRTOMERDVET, AT IV MIHLTA B AL —HT HMEEZEIRT 5
ENEETT, BEERIRTHE T, T/5 ATIET 7 4/ h CFTDVSO A% E S E T,

¢) [k~ (Next) 127 U7 L%,

. TINA REE
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BRr—eEALET A« 2oem: 255z

ATV TT1 [T34 ZADOFH (Device details) | ZHE L £7°,

16: 7 /54 ADEEH (Device Details)

Add Device (Wizard) ®

@ Device registration method

‘ Device registration method Registration Key
@ Management Center Role

‘ Management Primary manager
@ Initial device configuration

’ Access control policy wfx_automationPolicy123

o Device details
Host Display name *
[ 10.89.5.41 ] [ 3110-1 ]
Registration key * Device group
[ csee ] [Se\ect... 24 ]
Unique NAT ID

[ 31101 ]

Note: Either Host or NAT ID is required.

Previous

Cancel Add Device

a)

b)

[ARA K~ (Host) 11ZiX, BT NAADIPT RVAEIFARANEALLET, T34
ZDIP T FLANTRHLREE (NAT OERICHIHEER L) 3. 207 41—V F&E%EH
DEFIZLET,

ZDT 4=V FEZEADEEICT D2HEE. T3 ZADOWMHE T, Bl FHE/R Firewall
Management Center @ I[P7 R L AE2IIHR A R E NATID BHEESNNTWDHALENRH D £
To FEMIICOWTIE, NATEREE 8@ <—2) Z2ZMRL T EEN,

[#274 (Displayname) ]~ « —/V RIZ, Firewall Management Center T T /3 A A DK%,
EANLET, ZOLFENIEETE LA,

[B#%x— (Registrationkey) 1121, #IHIERE & R UBEF—2 AN LET, BEF—13,
1 EIRR Y I ATRE e e o — 27 Ly b CF, F—13388T (A~Z, a~z, 0~9) | BLV
AT () BERLT, 3T XFUNTRHRELE T, BEF—I1I7 A AT LIZ—ET
HHMEITH Y EFH A,

EE) T3 A% [T/3 A7 /V—7 (Device group) [ IZIBML 7,

[ B DONATID (Unique NATID) ]iZi%, #IHERELRUID 2 AL E9,

[~EDONATID (Unique NATID) iZiL, fEEDO—BEDOU ¥ A4 ALFHNERELET,
ZOXFHNL, PIIRRERFHCT ANA A THIELET, 2OV 2 A LLFHNE, —FHD

TINA REE .
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B =z 2EALET (20BN GEXOEE : £XERE

RITENERTRERIPT FLARKRZ MABEESN TV RWERICBREITRY £, Lz
(Z. [AA R (Host) ] 74—V FEZEADEEICLIHERLETT, HIFMIZITA T v =
YTEN FEORULTREIZR D720, WOIPT RLARDR> TWDHHEETH, W
{ZNATID Z48E 2 Z & 2 #AE L9, IDIFHEET (A~Z, a~z, 0~9) . BLOANA
7y (1) ZEHLT, 37 XFURNTHELE T, Z@ID L, Firewall Management Center
WZBERT DO T NA RIIEHTEERA,

f) [N v bO#RE (Transfer Packets) | F = v 7Ry 7 AEA A2 LT, BAAL N2 MR%
BT DI, T ADBRAED =9I/ v b % Firewall Management Center [ZH5257 5
ol LE T,

RBAAXR NTEIE, AL AL, ANV MEREAXUNE NI =Ly MR
H D72 IZ Firewall Management Center |25 LET, ZOA 7T a3 28I LICSE
I, A X2 MEHTZ VT 2 Firewall Management Center (2258 &L, X7 v MIEE S EHE
Ao

AT w78 [AddDevice] #7 V v 7 LET,

Firewall Management Center 237 /XA AD/— kB — N Z il L CGlE 2§ 5 £ TIlZ, &K
2RIINDBERH Y EF, BREPKDTDHE T ZNY X MBMMEnET, KL
BEE, =T —A v E—URRRENET, T AOFFITRE LIZGEIT, ROHEHE 2
ABLTLIZEN,

eping : T3 AD CLLIZT Z7®A L, RO~ R&EfiH L T Firewall Management Center
DIP T R A~D ping 34T L E7,

ping system ip_address

ping 3% IH U722 WA 1T, shownetwork 2~ > FEEA L TRy U — 7 RELZHER L £
To TXAADIPT RURAZERT HHENH S5 1L, configure network {ipv4 | ipv6}
manual =~ > R&2HHALET,

« BEk¥—. NATID, ¥ L\ Firewall Management Center [P 7 KL A = [l 5D T 73 A A CId]
CRGF—Z2EH LT D Z &2 L, HHLTHWDEAIEINATID 2L Tns 2
& &R L ES, configuremanager add =~ > K& LT, 734 2 THRF— & NAT
IDZRETDHIENTEET,

N TN a—TF 0 7 OFFERIZ- DUV TIL, https://cisco.com/go/fme-reg-error & B L TL 72 &
AN

BERX—FFERALET/NA R0DEM (EDEM®E) : EXERE
gk — % i F§ L C Firewall Management Center |2 1 DD T /34 R &8I 5 I12iE, ROFJEZ
FITLET, MAMT AT VT A DFEDICT NN, A% 7T HBETH, ZOFNEEZFEH
FTHOLERDHY ET, N T_ATEY T 4 ATOBMEBBLTESN, 7 TAZY v
TZONTIE, BEWOETLOZ T ALY o FIZETEEESRL T EEN,

. TINA REE
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FIE

&
ATFw T2

BRF—EEALET A 20Em Gekomm - 2xzE |

ZOFNEEMH LT, Cloud-Delivered Firewall Management Center (Z L > CTHEEEI LD T /31 A
BTS2 b T&xEd, 47 L I ADFirewall Management Center [X 1 X b D ¥ 7
LT D BRIDIMTAER L £,
TNA Z&BINT 272010, ZOMEROBEHEZERTL22L 6, [T R (T4 HF—F)
(Device (Wizard)) |ZfEHT 52 b TEET, [T R (V4 —1F)  (Device(Wizard)) |
Wi, YU T AEBICE DT S, ADIEM (zero-touch provisioning) X°, 7 7 L— k& {# ]
L7212 EDTF A A0 EDBMA T v a i) £, [V U TAESEHH L
FRALAOBEN (BugyFraeva=r7) @ BARE] 2R L TIEIN,

T VL= A LTT A ZAZBMNT D HECOWTEL, BEX—2HH LT /3 2D
B TARAL AT T —F (4TR—=) ZBRLTLLEEN,

Firewall Management Center /~A 7 A 7 U 7 ¢ ZHEHT 28H1L, 72 7 4 7 Firewall
Management Center |ZD#7 /SA AZBILET, 72 7 4 7 7¢ Firewall Management Center (Z
BEKSILTVDT A, RTAZ A ICHBIRICR SRS L E T,

1a s BRI
« 7 /34 A% Firewall Management Center DEHxfG L L CRRELE7, &K .
o FE)EEL T Firewall Threat Defense #JHIFX E D52 T (15 ~X—)
MEHETNDORZ— T v THA R
« Firewall Management Center 7% Smart Software Manager [Z 88k SN TWAHMLERH Y £,

AR T A & A THA TR, ARHIRAUIND & ERIORET DETHLLT
NARZBNTERL720 EF,

« IPv4 ZfE L CTRER L T2 T 3 A% IPV6 ICEMT D815, 7 35 A% o 7o ARG
BrL CoDEBERT 2MENH Y 3,

Devices > Device Management % 4R L £ 9,
GBI (Add) 1 Re v 7 XU A=ma—hh, [T/3 A (Device) ] &®INL £,

TINA REE .
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B = zEALET (20BN GEEOEE : £ARE

ATv73

Bl 17: B X —EFERALI=T/31 RDEM

-

Add Device ®

C] Cloud-delivered FMC Managed Device

Host:t

[ 10.89.5.41 ]
Display Name:

[ 3110-1 ]

Registration Key:*

Group:
[ None v ]

Access Control Policy:*

[ wfx_automationPolicy123 v ]

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

LSeIect arecommended Tier v

Carrier

Malware Defense

IPS
URL

Advanced
Unique NAT ID:+

[ 31101 ]

Transfer Packets

IONTEERIC 7 T 7 REBL ST /3 A% 47 L 2 XD Firewall Management Center (2 1B /19~ 5
BAE. [259 FIRIBEFMCOEE XL T/31 X (Cloud-delivered FMC Managed Device) ]
AT LET,

TA v ALy MEEDOFE L Security Cloud Control (IH CDO) (X > TEH I DT
W, VAT ATEHERENEFL, TNHDOAT v FEAF T TEET,




| #razEm

ATv74

ATy Th

ATvT6

ATy T17
ATvT8

BRF—EEALET A 20Em Gekomm - 2xzE |

18 : Security Cloud Control AT /N4 A MDiBHN

Add Device ®

Cloud-delivered FMC Managed Device

Host:t

[ 10.89.5.41 ]

Display Name:
[ 3110-1 ]

Registration Key:*

= ]

Group:
[ None v ]

Advanced
Unique NAT ID:+

[31101 J

Transfer Packets is configured in CDO

[ARA K (Host) 11ZIE, BT NA ZADIPT RLVAETZIEIEA MEATLET, T/ AD
IP 7 FLARARRARGE (NAT OEFRICHLGERE) X, 2074 —/V FEZEADEEIC
LET,

D7 4=V FEZEADEFICT2HEIE. 75 AOMBIERE T, EE rHE/: Firewall
Management Center D IP7 K L A E7213HR A 844 & NATID BMHEE STV DHLERH Y £77,
FEHIZOWTIE, NAT BiEE (8 ~—2) ZZML T ZEuy,

[#1°:4 (Display name) ] 7 4 —/L RIiZ, Firewall Management Center CD 7 /3A A DK %
ANLET, ZOAFNTEE T EEA,

&8k — (Registration key) 1IZI%, #IHERETHE LD LRI UK —2 AT LET,

IS T IERY EHAREREA Y —2 Ly b TF, F—i33y (A~Z, a~z, 0~9) |
BLONA 7y () ZERALT, 37XFUNTHELET, BRF—EIT M RATLI—E
THDOIULEITH Y FH A,

UEE) TARET A AT NL—TITBMLET,

Berte 3 <IZ, T RTEHT RO [T 7 8A 2> ha—/L 7R U 2 — (Access Control
Policy) ] Z#&IRTHH, HLWARY —Z{ER L ET,

TNA ARRIR LAY =Tl Ly a, BRRIITERLET, Zor#Eaicid,. 5o
BRNEZONET, e, T4 BVADOR—F, TFTVOHIR, v TeA T4
ORI, ZOMOER I AR ETT, ZOEEDORKEZMR LI2%., 7351 ACFEETRE
EATWET,

TINA REE .
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B =z 2EALET (20BN GEXOEE : £XERE

ATvT9

ATy 710

ATvIN

ATvT12

TNARZHEATHTA B AT L ET,

FNA A&BIMLTZ 5, [System (@) > Licenses> Smart Licenses] ~<— T A & A % C
TET,

Firewall Threat Defense Virtual D513, [/37 #—~ 2 AMEJE (Performance Tier) ] HiEIRNT 5
VENRHOET, FHT I MIHDLTA B AL —HTLMEERIRT 5 ENEET
T, BEEEZRIRT5E T, 75 ATIET 7 4 /L h TFTDvVS0 3 #4R &3 E 7, Firewall Threat
Defense Virtual T A[REZR /N7 4 —~ L APEIE Y 7 b U = TR ERR OFEMIZ ST, Cisco
Secure Firewall Management Center Administration Guide?> [FTDv Licenses] # &R L TL 2 &
AN

GE)
Firewall Threat Defense Virtual #/N—3 2 > 7.0 LA BT v 77 L— R 535613, [FTDv -£%#%
(FTDv - Variable) | Z3&IR L CHAED T A VL AL T T4 T v A cx 4,

MR ERFIZ NAT ID Z4587E L 7235613, [AM (Advanced) &2 23 »® [~ EDNAT ID
(Unique NAT ID) ]IZ[@ U NATID # A L%,

[~EDONATID (Unique NATID) ]iZiE, EEDO—BED U XA AXTHERELET, 2D
LFHNE, VIR ERICT AL ATHIRELE T, 20U XA LAXFHNE, —J7 O CHE
AHEZR IPT R L AR A MAAPHEE SN TV WSESICHEIC /2D 9, & 2X, [RA b
(Host) 1 74— /V REZEHOE EIZLIZGERE T, HINWIZIZA 7> a TR, FE
ORWMTRENZ /2 D720, WRIOIP T RLARDL> TWDHHATEH, HICNATID Z5ET
HZ LR ET, IDIESEKT (A~Z, a~z, 0~9) . BXUONA 7 () 2FEHALT,
37 XFUNTHRELE T, Z@ID (X, Firewall Management Center (28 §%7 DD T /A A
FEATEEEA,

[T v b Olirik (Transfer Packets) | F = v 7Ry 7 A& A NI LT, BAAL XY bR3FEAT
HIZNT, T ABRAED T2 HIZ/3 | % Firewall Management Center |ZH225 795 X 9 12 L
£,

ZOFTaAF, TTHNVITHDTY, RAANY FITEIZ, T80 T A~ MEH
AR N MU A= LTy R ERAD T HIZ Firewall Management Center [Z 3515 L £ 77,
ZOFT v a UEESHNCLTEGAR. A X2 MERTE T 2 Firewall Management Center (2155 &
e Ty MIEEIRERTA,

[&&k (Register) 1227V v 7 LET,

Firewall Management Center 737 /34 AD/— kB — [ &8 L ClE LT 5 £ TlT, &K
2RMINLEERD Y ET, BEPKDTDHE, TAALZANY X MBS ET, KL
Balt, =7 — A v —UNRRRINET, T AOBEITRKIM LI 5E1X, IROEE % hif
ALTLIZEN,

eping : 7/ AD CLIIZT 7 AL, RO =~ R&fEH] L T Firewall Management Center
DIP T KL ZA~D ping & FIT L ET,

ping system ip_address

. TINA REE
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| Fiqzem

sRx—£EALET A1 208m: Fi1270TL—+ [}

ping 3P L2V 51X, shownetwork =2~ > REH L TRy b — 7 REL MR L E
To TAADIP T RUVRAEEERT HULEND 5561, configurenetwork {ipv4 | ipve}
manual =~ > RZfEHALET,

« BEkF—. NATID, ¥ L\ Firewall Management Center [P 7 KL A = [lj 5 DT 73 A A Cld]
CBEF—Z2 AL TWD Z Lz L, AL TWLIEEGIENATID ZEH L TWns 2
& &R L £7, configuremanager add ==~ > R&MH LT, 7 /31 A THEHF — & NAT
IDARETDHILENTEET,

N TN a—TF 0 7 OFERIZ- DUV TIL, https://cisco.com/go/fme-reg-error & B L TL 72 &
AN

ERFX—FERALETNAIRDEM : TNARATFUTL—F

TUT =R EFHALTT A AZBML TG, ZDT /3A A% Firewall Management Center
WZBFRL, FIEDOT L — MREZHEHA L TEOT A 2 /B TEET,

B8 HHIIZ

FNRA AT T — e LT A ADBERHE S TT A AT 7 L— b Bk L%
T, MERBHESR Y N —0 4T V=) hOF—N—F 4 REET AL RREL, ¥—
Ty NDTNRARETNVICKTHET Ay BV IMITINTND Z L E2ERT H20ENH
U i—a—o

THRA AT T — b E2EAT LRI, 77 L= FAOTRXTORENEL AN INT
WD Z L EMERTDHIEDDF =y 7 VAT D L 2BEDLET,

Fxv 7 VA MOHEZLLTIRLET,
N—=TVar, BTN, BEE—-FEERLET,
LA —NR—=T L RO R N EHERLET,
s B LA —R—=T A ROFENELWZ & w8 LET,
« MWBRET NV BT BPIFET 2N E D EHER LE T,
« TN AT LT L MBERSIAT LTI Ch D0 L ) E TR LE T,

N

GE)

Y,

TR A B =T 2 A AL TEBEIND T NA ZAEBINT 25681, T35 A0/
A= L HWENH LT T — R ERELTL I, YW TIL, [F—% A 2 —
T oA AL EB XD Threat Defense 7 /34 ADT 7 L— FDORE] @R LTLEE

Frn1z2eE I
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Fq2EE |
B =os—zemLr-7 1 208m: FRIRFUTL—F

FIE

AT w71 Devices> Device Management % 7341 L £ 7,

RTv T2 B (Add) | FayFE o 2=ma—nb, [TNAR (94H¥—F) (Device(Wizard)) ]
BERLET,

AT w73 e — (RegistrationKey) %7 U 27 L, [k~ (Next) 1227 Vv 27 LET,
19: T/Nf ADEEFHE

Add Device (Wizard) ®

° Device registration method

Registration Key Serial Numbe
Register device using registration key

Cancel

ATV T4 v VF RALVRETIE, Ry X7 U ARNNL[RAAY (Domain) | Z&R L, [IK~
(Next) 127V v27 LET,

. TINA REE



| #1288
sRx—£EALET A1 208m: Fi1270TL—+ [}

Ba0: FAq Y

Add Device(s) ®

@ Device registration method

‘ Device registration method Registration Key

e Domain

Domain *

[Global/Pubs ® v ]

Previous m

Cancel

ATY TS [T AOWWIFLE (Initial device configuration) ] T, RDREEITVE T,

TINA REE
I



FqzrgE |

B =os—zemLr-7 1 208m: FRIRFUTL—F

21: T3 ADOAHAKTE

Add Device (Wizard)

@ Device registration method

‘ Device registration method Registration Key
@ Management Center Role

‘ Management Primary manager
e Initial device configuration

Choose initial device configuration method

(O Basic @ Device template

Preconfigure settings using a template. A template is applied on a device after registration only if the device model and version support template
application. If not, the template is not applied, and the initial deployment is skipped. For more information, see the Online Help.

Device template *

[1010—temp\ate ® v ] @ Device models supported for the selected template

© Firepower 1010 Threat Defense
Access control policy : wfx_automationPolicy123

e This template requires devices to be managed using the Management interface. Ensure that the device’s connection to Management Center
is from the Management interface.

Transfer packet data as well as event data to the management center for inspection.

Previous m

Cancel

b)

©)

d)

[T/3 A7 7L —k (Device template) 1 %2727 VU v 7 LE7,
[T /34 A7 7 L— b (Devicetemplate) | K2 v 7 X7 U A NNOEEOT 7 L— b
EIRL £,

UEE) [Ny b7 —X Olinik (Transferpacketdata) (%27 V v 7925 &, FAAL RS |
DFET HIZNT, T ARRAEDT=DIZ 3 > k% Firewall Management Center (& 5%
LET,

BAAR P EIZ, TS AF, AR MEREARVME NI =Ly K
H D72 IZ Firewall Management Center |25 LE T, ZOA 7T a3 28I LICSE
I, A X2 MEHRTZ VT A Firewall Management Center (2258 &L, 37 v MIEE S EHE
Aue

[k~ (Next) ]&227 VU 7 LET,

ATYT6 [T/3 ADFEM (Device details) ] ZF5E L E 7,

. TINA REE
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sRE—&@EALET A 20EN: #1270 TL—+ [}

22: TN ADEEM (Device Details)

Add Device(s) ®

@ Device registration method

‘ Device registration method Registration Key
@ Domain

‘ Domain Global/Pubs
@ Initial device configuration

‘ Device template inside-outside-dmz

o Device details

Host Display name *

[ 10.89.5.6 ] [ 1120-1 ]
Registration key * Device group

[ coee l [Se\ec(.. v ]
Unique NAT ID

[ 11201 ]

Note: Either Host or NAT ID is required.

Variables @
Variables Value
$outside_ip [ 209165.200.228/27 ] (IPv4 Network; Example: 209.165.200.224/27)

Previous

Cancel Add Device

b)

d)

[ARA K~ (Host) 11ZiX, BT NAADIPT RLVAEIFARANEALLET, T34
ADIP T RUARARYZ2GE (NAT OBFRICHDHGERE) X, 207 4 — /I FE%EH
DEFIZLET,

ZDT7 4 =)V REZEADEEICT H25EIE. T3 AOWHIERE T, ZFEATREZR Firewall
Management Center ® I[P7 KL AE2IIHF A R ENATID BHEESNNTWDOLENRH Y F
T FEMICOWTIE, NATBEE 8 =—¥) 2R LTI L&,

[#27~4 (Displayname) ]~ « —/V RIZ, Firewall Management Center T T /XA A D KR4,
EANLET, ZOLFNIEETE L A,

B8k — (Registration key) 1121, FIHIRE THE L2 b D LR CBREkF—2 AN L E
T, BERS—IE, 1R A ARERIE Y —2 Ly b T, 13T (A~Z, a~
z, 0~9) . BEXUONA 7 () ZEHLT, 37 XCFUNTRHREL 7, BEF—1L7
ARZTEIZ—ETHLHINETH Y A,

(&) T3 A% [T/3 A7 )—7 (Device group) | IZBML E9,

TINA REE .



FrqzgE |
B . v7rEscesrz (¥nsuF FoEvazuy)

e) IR ERFIZ NATID Z & L7285A1EL, [~ HEONATID (Unique NATID) |7 4 —/L K
IZR U NATID # A LET,

[HEDONATID (Unique NATID) ]iZiE, fEEO—EDOU X A A LTFHERELET,
ZOLTFINT, PIIRERFICT ANA ATHHELET, TOUV A Z A LLFHNE, —HD
ITCREERERIPY R L ALK A MABRE SNV TWRWEAIZHEIZRY ET, Lk
£ [RA DS (Host) ] 74—V REZEHOF FICLIZGERETT, HiMCIZ4 7y a
YTTR, FFEOR TREIZ R D720, WAIOIPT RLARDNA>TNDLIGAETEH, &
ICNATID 2$8ET 25 2 L 22 L £, IDITFEHT (A~Z, a~z, 0~9) . BILUOUA
7 () EEMALT, 37 XCFUANTHELET, ZOID X, Firewall Management Center
BT DMOT A RIIEHTE EH A,

f) [2X7 > hOHRE (Transfer Packets) | T = v 7Ry 7 A% 4 N2 LT, RAA R RDF
BT DTN, T ABREDT=DIZ/37 > k% Firewall Management Center [Z#5159 5
LOITLET,

RBAANR NTEIL, T AL, ANV MEREAXRUNE NI T—LTT Yy MR
D72 I|Z Firewall Management Center |[Z3%(E LE T, ZOA 7T g A BT LGS
1L, A X2 MEHTZ T 2 Firewall Management Center (22515 S 41, 237 v MIEE S EE
Ao

g) [£%k (Variables) | BL W[y NIV—IFT V=V hDOA—3—F A K (Network object
overrides) | IZfEZ AT LET,

RAT9TT [T ADENM (AddDevice) 1527 Vw73 25E, T34 ADOBENHEENET, T 7
L— FERIEIL. T 73A A Firewall Management Center {Z 1E 57 (B &k S - ICEH S hvE 7,

DYTINEBICESAE (EREyF JOED3aZ=VY)
Zero-Touch Provisioning Z i3 25 & 74 A THHIHRELZFETTHZ Ll YU TLE
5 TT /3 A% Firewall Management Center |28 &k TX F97,
DYTLBESEFERLETNAARADEN (EO2yF7OES3=VY)  EXRE

Zero-Touch Provisioning #fifl35 & . T34 ATHIHRELZFITTHZ L, U T E
75 C7 73A R % Firewall Management Center |Z%¢#% C % £ 7", Firewall Management Center /£,
DHERED 7= 81T Cisco Security Cloud 35 & TF Security Cloud Control & i SAVE T,

WO FNAZEMEH LT, HEAFREZ M L T Firewall Management Center (2 1 DD 7 /31 A & B/
LET, 77— LTI DU EOT S, 22BN 2121%, U7 AEs (o
ZyFTuvrya=rr) HEHLET AL ZAOEN : T 27 07— haZRLTE
S

TIHIERE

zero-touch provisioning Z 325 & LLFTOA U ¥ —T = f APNFEFGLESINET, HOKE
(WEBD DHCP — 38—, 7oA av ha—A RY v— X7/ —r L) K
ESNRNZ LICER LTSN,

e/ —Y xRy F1/1: 4] . DHCP 226D IP 7 KL A, IPv6 HEIRIE

B 7 zEE



| #razEm

SYTFLESERALET A ROEM (YAasyFTaeva=yy) gxuE ]

o 4 —H% % bk 1/2 (Firepower 1010 33 J U Secure Firewall 1210/1220 O34 1% VLAN1 A >
2 —TxARX) : [NER | 192.168.95.1/24

«F 7 F /L hL— b AN A v H—T = A AT DHCP 4 L CHS

B2

JFGARY T FEIENT A AKX AE— R TIE Zero-Touch Provisioning 1344~ — bk &i
FHA,

zero-touch provisioning /X DHCP ZfEH L £ 3728, 57— A ¥ —7 = A A & & A H{%ETlZ DHCP
BNHAR— hENTWRWD, EAAMEITERAS V7 —7 = A AR ERAT 255 I0OH) R—
FENET,

Zero-Touch Provisioning [Z, 7.2 8 X O 74 LELEHT2ROET L TOHRYR—FILET,
724 XV HTO/N— 3 » OH4 | Firewall Management Center (/37 Y v 7 ([ZEZER[EETH H 4
RV £,

* Firepower 1010

* Firepower 1100

* Cisco Secure Firewall 1200
« Firepower 2100 (¥R — F STV D=2 g5 )

* Cisco Secure Firewall 3100

1R BHHIIZ

o TONA ANRKREETNTHHA VA M= LTh DI & %2R LET, Zero-TouchProvisioning
TH LT A RO AR L LTOET, FHRGETIE, 7/ AOBREIE LT
zero-touch provisioning Z #EL)ZF 5 Z LN TE 7,

HERA AT 2 AFETNTEEA VX —T 2 R TNV L T, S F—F > b
WZHERECTE 5L 912 LET, zero-touch provisioning {ZAMA A > # — 7 = A4 A AT 58
BlE, BHA I =T 2 AT =T AR L RN TLIZE N, FEA U F =T = f AN
DHCP /»5 IP 7 L AZRGT D &, SMlA v F—T = A ADN—T 4 T HRIEL AT
LR £7,

« TNARAINRT Y w7 IPT RLAET2ITFQDN BN WEGE, £ EHA v ¥ —T = A
A &I 54 1L, Firewall Management Center /37 U 2 1P 7 K L A/FQDN % 3% &
L (7z& ZE. NAT OBRICHL5E) . T ARG EARGTEL2 LIl E
T, [YATL (System) ]>[ERE (Configuration) | >[YR—C¥DYE—FT7I LR
(Manager Remote Access) | #Z ML TS 72 &0,

« Firewall Management Center 7% Smart Software Manager [Z 88 SN TWAHRLERH Y £,
AT T A £ ATH TN, AOHIRPAEIND & EFIORET2ETHLVLT
NAZAZBINTE 22 £,

< IPv4 ZAEH L ORER LT T A A% IPv6 ICERT D581, 73 A& o T2 ARG E
FRL COLHRERT 2MERH Y £,

TINA REE .



FrqzgE |

B 7 rgsssmLET 1208 (08 yFTRESI=VY)  BARE

FIE

RT9T1 VI TNNEGFEHENLTT A A9 CGEMT 53418, Firewall Management Center & Cisco
Security Cloud Z# L £77

GE)
Firewall Management Center /~A 7 XA 7 & U 7 ¢ X7 DAL, & Y Firewall Management
Center % Cisco Security Cloud & AT A EHH Y 5,

a)

Integration > Cisco Security Cloud % &R L £,

b) [Cisco Security Cloud?® £ %5{t. (Enable Cisco Security Cloud) 1% 2 V v 27 L CHIOT Z 74

c)

% 7% &, Cisco Security Cloud 7 7 7 > MZu 7 A4 L, rdhica— NEfERLE
hd‘o

ZOR=UNRy T T o7 T7ay—IlioTT7ry 7 INT0WRWnWI 2R LT
Z, Cisco Security Cloud 35 & Uf Security Cloud Control 7 7 & k& £7125FH T\
B, ZOFEOBEFTEMTE £,

ZOFEADOFEMI oW I, T [Cisco Secure Firewall Management Center Administration
Guidel] @ [System Configuration| DFEZZH L T 720,

Firewall Management Center & Cisco Security Cloud Z % L 72 . Security Cloud Control (&
747 L X A D Firewall Management Center 4> 7R —7 1 > 7 L £, Security Cloud
Control |Z, zero-touch provisioning & B S/ % 722 A X | U (T Firewall Management
Center Z# M3 & L ¥ 9, 7272 L. Security Cloud Control % [ 3 2 L EIXH D FH A,
Security Cloud Control % 35534, % @ Firewall Management Center O 7R— ~E, 7
A ADE AU, BHRIST A ADFKIR, Firewall Management Center (2 B#{} 1) 54
ATV =7 hOFIR, X Firewall Management Center O F ALELENZFRE STV E
R

[Er&yFTrarya="70Ofa%t (Enable Zero-Touch Provisioning) ] 7234 272> T
WD Z L EMERLET,

d) [fR1F (Save) 1227 U7 LET,

AT 72 Devices> Device Management % 4R L £ 7,

RF v T3 [EM (Add) | Ko v 7 ¥ B A =a—nb, [FA4R (94 —F) (Device(Wizard)) ]
TERLET,

ATy T8 [V TNESEMA (UseSerialNumber) 1227 U 27 L, [k~ (Next) 1227 U v 7 LET,

. TINA REE
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| #razEm

SYTLBESEEALET A Z0BM (o2 yFFoesa=yy) ExiE |

23: TN RDBEFHE

o Device registration method

Registration Key Serial Number

Register device using registration key Register one or more devices using the serial number (zero-touch provisioning)

RFYTE wAF RALVEETIE, Fow7#0U Z hb [FAA Y (Domain) ] 2380 L. [H~
(Next) ] %7 U 77 L/jz—gﬂo

Ba24: ALY

Add Device(s) ®

@ Device registration method

‘ Device registration method ~Serial Number

e Domain

Domain *

[GlobaI/Pubs ® v ]

Previous m

Cancel

ATYT6 [T ADOWMIFRE (Initial device configuration) | T, [JEA (Basic) | A7 v a v R¥ %7
Uy Z7 LET,




FqzrgE |

B 7 rgsssmLET 1208 (08 yFTRESI=VY)  BARE

b)

¢)

25: TN RADNHARE S &

Add Device (Wizard) ®

@ Device registration method

‘ Device registration method Serial Number
@ Management Center Role

‘ Management Primary manager

o Initial device configuration
Choose initial device configuration method
@ Basic O Device template

Apply basic configuration, including the access control policy.
Access Control Policy *

wfx_automatio... ® + +
Smart licensing

Performance tier (threat defense virtual only)

[FTDVSO -10 Gbps v ]

Carrier

Malware Defense

IPS
URL Filtering

Ensure that your smart licensing account has the required licenses.

Transfer packet data as well as event data to the management center for inspection.

Brevious m

Cancel

Bexte 3 <, T3 RCEBT 2 RYO [T 78 A 2> hr—/L R U — (Access Control
Policy) | Z&IRT 50, FHLWAY O —Z{ERk L £7,

TNRAARFRLUTZARY —IZ#lE LaeWigs, BEIXARLET, ZoR#EEIE, &
BOBEBRNEZ ONET, 2L 21T, T4V ZADAR—F, EFLOHIR, Ny T EA
YIAOME, ZOMOMER Al LT, ZOREORIRNEMFR LIk, T /51 A
FEETREEITVET,

TNA AT H [A~v— 7A€ A (Smart licensing) ] 74 > A &R L E7,

TNA A& BIMLT%, [P RTL (System) 1>[F4 22X (Licenses) |>[RAY— b5 A
X (Smart Licenses) | X—U b7 AU AEMHATHZ L TEET,

[R~ (Next) 1227V 7 LET,

ATV TT [T ADFEHM (Device details) ] Zf%E L E T,

. TINA REE



| #razEm
SUFLESERALET A ROEM (YasvFTaevaz=yy) axsE [

B 26: 7 /34 RDEHHA

Add Device o

(1) Device registration method

Device registration method Serial Number

:2“ Initial device configuration

Access control policy wfx_automationPolicy123

° Device details

Configure the public IP address or FQDN for the Management Center, except in scenarios where the Threat Defense device is publicly reachable, running a
version earlier than 7.4, and is connected to the data interface. To configure the public IP address or FQDN, go to Configuration > Manager Remote Access.

Serial number Display name

JAD25440DW1 FTD1

Device group

Select... v

Set the device password
Enter a new password if you have not previously changed the device’s default password.

New password Confirm password

Skip this field if you already changed the password on the device. If you provide a new password in this case, registration will fail.

Previous

Cancel Add Device

a) [ U7 V%E5 (Serial number) [1ZT U T AFRSEATILET,

b) [F =4 (Display name) ]1Z. Firewall Management Center (ZF&K /R D4 RTEZ AT LE T,

) (EE) [T/A AZ)V—7 (Device Group) ] Z IR L £,

d) TNARNRRIT—FH#HRELFET,
ZDOT A ABPKREEDTE . FITHHRA A S =V DBEE HTLORAT — RE
ETHMLERHY ET, TTICal A4 L TRAT— REEBR L THWALEIEL, 207 4 —
NREZEADEFIZLET, €95 LT, BEPERLET,

AT v 78 [Add Device] #7 U v 7 LET,

Flrewall Management Center 237 /34 AD/~— kB — M &R L ClE 2T 5 £ TIZ, &K
DNINDLEERH Y EF, BEPHRNTDHE. TALANY X MIBEMSNET,

INERA > B — 7 = A AT zero-touch provisioning % {# 192 434, Security Cloud Control |3 DDNS
TN X—L LTHREL, LTFZFATLET,

« [FMCO % (FMC Only) | F A H L THMBTDDNS # AN LET, ZDHFAL
zero-touch provisioning 7 /XA A TO ALY R — F S ET,

SN IP 7 KL A & 7R A M4 serial-number.local IZ2<» B 7 LET,

TINA REE .



FRq2gE |
B /7185 @nsuFTnesazoy) #EALETF A ROEM : FHAARTFYTL—

¢IP 7 RLA/IRA NG~ v B2 7 % Firewall Management Center (Z32f{t L, R A & ZIEL
WIP 7 RLAITRRTE D X DI LET,

* DHCP U —ANFFH INT=HE7R E, IPT FUANET I 7354 12 Firewall Management
Center ([ZHHI L E T,

BHLA ¥ —7 = A AT zero-touch provisioning % 3 %434, DDNS (ZH A — F &t
Ao T NA ADNEIER A BRI T 5 X 512, Firewall Management Center [3/37 U » 7 |ZE32
RETHLINEND Y £,

Security Cloud Control Z 5| & #t& DDNS 7w A ¥ — L L THEHT 25 Z & b, # T Firewall
Management Center ® DDNS REZ IO FRICEE T 52 &b TEET, FFMlcH>VWTIE, &
A7 v 7 DNS ORELZML TS,

TNRA ADKGRIZRR LT GE1F. (VU T RS (BueXyFraeya=7) BFEoM
O (69 ~—) | LTI EEIV,

DYTIILES (EO02yFIOoEDa=r)) #FEALETNAARADEM : TNNA AT TL—F

Zero-Touch Provisioning #ffi 425 & | T34 A THIMIREL ETTHZ &<, YU TAE
BTT A R 78 Firewall Management Center {25 §% T & £ ¥, Firewall Management Center [ X, =
DEERED 7= 81T Cisco Security Cloud 33 & OY Security Cloud Control & & SvE T,

TUT L= NEFEHALTT AL AEZBML TG, £OT /3A A% Firewall Management Center
ZRERL, FEDT L — FREEZHH L TEDT A XL EHTE £,

ROFIREFEHL T, YV TAEFETNA AT 7 L— F i L T Firewall Management
Center (7 /A Z&BMLET, 77— b aEHEFITT A A28 5 HEICONT
E. YU TAESEFEHLET AL, ZA0EN (BngyFraeva=rr) @ KAREES
L T<EEn,

B2

I TAZY T EINTZNT A AL 2 AF— R Tl Zero-Touch Provisioning 1L AR — k S #1
EH A

zero-touch provisioning |XDHCP Z i L £ 923, T—H A > ¥ —7 = A A L & 0] fi1 ClZ DHCP
D R—FIN TS, @rTHMEITERAS V¥ —T oA A MHT 25 H8IC OBV R —

FEET,
7 7V — k& L 7= Zero-Touch Provisioningl%, 7.4 LA Z 2K OET /L THAHR— b
SNET,

* Firepower 1010

* Firepower 1100

* Cisco Secure Firewall 1200

» Firepower 2100 (Y-7R— h STV D= 3 THEH)

* Cisco Secure Firewall 3100

. TINA REE
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| Fiqzem

SUFLES (¥08vFIOEVI=UY) EEALEFACROEM: T4 27 TL—+ ]

1R BHHIIZ

o TONA ANRKREETNTHIHA VA b= 1LThDZ & &M LET, Zero-TouchProvisioning
I LNT A, ADBRERGE LT ET, FARRE TIE, 7231 AOREITIH LT
zero-touch provisioning Z LT F 5 Z LN TE £ T,

A =T 2 A AFETNIE A U H =T 2 A AT —T N LT, AV H—F v b
Wt C& H X 912 LE 9, zero-touch provisioning |2 A > % —7 = A A& HT 55
BlE. BEA H =T = A R =T MR LN TLIE S, BEA H—T = A A3
DHCP 5 IP 7 RLAZEIGT D &, SMA v =T = A ZADN—T 4 7 BIEL AT
PR 7R ET,

« TNARAZNRT Y w7 IPT RLAE72E FQDN BN WEGE, FRFEHEA v X —T = A
A &fE AT 584 1%, Firewall Management Center /X7 Y » 7 IP 7 K L A/FQDN % % &
L (72L& 23 NAT OBRIZHDHE) « T30 ADNEHER 2R TE 5L 01CLE
T, [YATL (System) ]>[ERE (Configuration) | >[YRXR—C¥DYE—FT7I LR
(Manager Remote Access) | #Z ML TS 72 &0,

» Firewall Management Center /% Smart Software Manager (Z 88k SV CWDOMLENRH D £,
AN T A £ AT TER, AREIRNIND & EFICRETDETHLLT
NAZAZBINTE 22 £,

< IPv4 ZfE L TR LIZT A A% IPV6 ICERBT D5 013. 73 220 o 7o VB AR
PRLU T BRI DLERDHY £7,

e TFNRARAT T L— el LT 3 ADBGIHE-> TT A AT 7 L— M B L
F, BEREREXY NIV —I 3T V27 FOA—R"—=F A RELKT 3 ZTHE L.
=27 NOTNA AT VKT HET Ay BV ITNRFETEINTND I L 2HRT S
VENH Y FT,

FTNRA AT — M EEHAT AR, T 7L —FRNOTRTORENPEL ANE
NTNWBZEE2MERTDZODTF =7 VA MEERTHZLERBEID LT,

Fxv 27 VA POFIZLLTITRLET,
NRN=Var BTV, BifEE—-FEMRRLET
BB EF—N=TFT A ROV A NEHERLET,
EBEA—N=TA FOEBPELWT L 2B LET,
CMERET Ny BT PET D0 E D D EHER L E T,
e THNARAT T L— MEERIAT L THEITTR CTH LN E D N EfER L ET,

Frn1z2eE I
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FrqzgE |

B /7185 @nsuFTnesazoy) #EALETF A ROEM : FHAARTFYTL—

FIE

A

GE) T EZ =Tz AL TEHEINDT A ZAZBINTH
LEE, T AOEERNNT A= EEBMERH DT 7 L— b
ERELTIEIN, FEcOVWTE, [F—2 A ¥ —T x4
AN L0 EH XD Threat Defense 7 /34 ADT 7 L— kD&
E] A#ZRLTIEZE,

ATV T VU TAEFEZEERLTT A 22D CGEINT %538546 1%, Firewall Management Center & Cisco

Security Cloud Z##t& L £ 97,

GE)
Firewall Management Center /~A 7 XA 7 & U 7 ¢ X7 DAL, & & Y Firewall Management
Center % Cisco Security Cloud & AT A0 EHH Y £,

a) Integration > Cisco Security Cloud % &R L £,

b) [Cisco Security Cloud®#H #h{t. (Enable Cisco Security Cloud) 1% 27 U > 27 LCHO T Z 7
% 7 % &, Cisco Security Cloud 7 7 7 > MZu 7 A4 L, rEShizca— N&afER L E
D
ZONR=VRRy T T v T TRy A=l TT Ry 7 SNTHWRNWI EAER LT
Z\, Cisco Security Cloud 33 & O Security Cloud Control 7 % 7 > b % £ 12 BRH TRV
AL, ZOFIEOFEFTEMNTE X7,

DA DFEMIZOWTIL, ) [Cisco Secure Firewall Management Center Administration
Guide] @ [System Configuration] DFE &S L T X0,

Firewall Management Center & Cisco Security Cloud ##:% L 72, Security Cloud Control |
747 L I A D Firewall Management Center % 4 > 7R —7 « > 7 LE£7, Security Cloud
Control | %, zero-touch provisioning & B{E S/ 25 722 A X | U (T Firewall Management
Center Z X3 & LEJ, 7272 L. Security Cloud Control Z B H 4 2 MEIXH W TH A,
Security Cloud Control Z #9534, % @ Firewall Management Center O 7R— ~E, 7
A ADE AU, BHRGT A ADFKIR, Firewall Management Center (2 B# A} 1) 54
7-A7 V=7 hOFER, B L Firewall Management Center OAH AEZENZFRE STV E
D

) [Br&vyFrrbya="7DOf%t (Enable Zero-Touch Provisioning) ] 234 12725 T
WD Z L MR LET,
d) [fR7F (Save) 1&22 YU v 27 LET,

AT 72 Devices> Device Management & 4R L £ 9,
ATv 73 B (Add) | ReyF XU A=a—hb, [TINAR (94 —F) (Device(Wizard)) ]

ZIEIR L7,

ATy T8 [V )T NESEMA (UseSerialNumber) 1227 U 27 L, [k~ (Next) 1227 U v 7 LET,

. TINA REE
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SUFLES (¥08vFIOEVI=UY) EEALEFACROEM: T4 27 TL—+ ]

27: TN RDBEFHE

o Device registration method

Registration Key Serial Number

Register device using registration key Register one or more devices using the serial number (zero-touch provisioning)

RFYTE wAF RALVEETIE, Fow7#0U Z hb [FAA Y (Domain) ] 2380 L. [H~
(Next) ] %7 U 77 L/jz—gﬂo

RK28: FAAL Y

Add Device(s) ®

@ Device registration method

‘ Device registration method ~Serial Number

e Domain

Domain *

[GlobaI/Pubs ® v ]

Previous m

Cancel

ATV 6 [T ADOWMIFRE (Initial device configuration) ] T, [T /34 A7 7 L — | (Device
template) | A7 arARE U ET Y v T LET,




74 z2EE |
B /7185 @nsuFTnesazoy) #EALETF A ROEM : FHAARTFYTL—
B 29: 7/34 RDYHARE
Add Device (Wizard) ®

@ Device registration method
Device registration method Serial Number
e Initial device configuration

Choose initial device configuration method
O Basic @ Device template

Preconfigure settings using a template. A template is applied on a device after registration only if the device model and version support template
application. If not, the template is not applied, and the initial deployment is skipped. For more information, see the Online Help.

Device template *

[1010—temp|ate ® v ] @ Device models supported for the selected template

© Firepower 1010 Threat Defense
Access control policy : wfx_automationPolicy123

o This template requires devices to be managed using the Management interface. Ensure that the device’s connection to Management Center
is from the Management interface.

ALETD m

Cancel

ATy Tl Fuy7ZH o)A RN [T/ A7 7 L— | (Devicetemplate) ] 238 L, [~ (Next) ]
U Vy 7 LET,

RATY T8 [T/ ADFEM (Device details) ] T, 7> 7 L— MIBERT NA ZOFEMERZE T CSV
TrANET v Ta—RKLET,

. TINA REE



SUFLES (¥08vFIOEVI=UY) EEALEFACROEM: T4 27 TL—+ ]

30: 7/\4 RO

Add Device (Wizard) ®

@ Device registration method

‘ Device registration method Serial Number
@ Initial device configuration

‘ Device template 1010-template

o Device details

o Configure the public IP address or FQDN for the Management Center, except in scenarios where the Threat Defense device is publicly
reachable, running a version earlier than 7.4, and is connected to the data interface. To configure the public IP address or FQDN, go to
Configuration > Manager Remote Access.

CSV sample template file: ¥, SampleTemplate.csv

You can onboard multiple Threat Defense devices by uploading a properly formatted .csv file containing the following information for each of
these devices:

@ Display Name (Type: String; Example: BranchO1Firewall)

@ Serial Number (Type: String; Example: JADX345670EG)

@ Device Group (Type: String; Example: testgroup)

® Admin Password (Type: String; Example: E28@20iUrhx)

Variables
Variables are defined in the template and mentioned in sample.csv in the format $<varName>.
® S$WANLInKIP  (Type: IPv4 Network; Example: 209.165.200.224/27)

Network Object Overrides

In the template, network objects are defined to be overridden on the target devices and are mentioned in sample.csv in the format
<objType>:<objName> .

@ Host:gateway (Type: Host; Example: IPv4-209.165.200.225, IPv6-2001:DB8::1)

Filename:

[ SampleTemplate.csv ] [ Browse ]

l @ Al entries are validated successfully.

DisplayName SerialNumber AdminPassword $WANLiInkIP Host:gateway
Branch A FTD JADX345410AB ERAAHAAAK 10.20.30.1/24 10.2.3.1
Branch B FTD JADX345670CE Forokdokrok ok 10.20.30.5/24 10.2.3.1

Cancel Add Device

a) SampleTemplatecsy #4 U m—RKLET, ZOT7 7 A NVIEL, T AT EIZERT D
VN HIEIZLEERT X TONy X —RNEENTWET, CSVT 7L —hr 77 A4 1D
74—V ROFEMMZHOWTIX, [CSVT o7 L—rT77 A1) BB LTLITEEN,

b) CSVTF LT L—br 77 AV % RS9 FT7U ROy T+50, [BR (Browse) 127V v
JLTC, 7v7u—RT5CVT T L— T 7 A NVERIRLET, 77 a— RERIC
7 7 AWK L TR IR AN ET SN E T,

CSVT 7L —h I 7ANNDERICT vy 7u—REnsbE, CSVT 7L — 7 741D
WENEEXNTERINET,




FrqzgE |
B 7250 T U P LES BT OOV F L TL— R T 7ML

ATV T [T/34 ZADENM (Add Device) 1% 27V v 7 LTT A ZAEXERLET,

SN A B — T = A A T zero-touch provisioning % {9~ % 355 Security Cloud Control /& DDNS
TanfF—L LTHREL, UTFE2FEITLET,

« [fmcOnly] FRXAZMH L CTHETDDNS Z#HF 2 LET, ZDFRIL, zero-touch
provisioning 7 /3 A TCOHYKR— F EhET,

e MNERIP 7 KL A% 7R A M serial-number.local ([~ » ¥ 7 LE T,

«IP 7 RLA/ARA Ny~ v ¥ 7 % Firewall Management Center |22t L, " A M EZIEL
WIP 7 RLRIZARIRCE D L HICLET,

« DHCP V —ANHEH INI=LAH/2 L, IPT R U ANEE I L7855 12 Firewall Management
Center (2185 L £77,

BHLA > ¥ —7 = A AT zero-touch provisioning % 3 %5434, DDNS (ZH A — F & EH
Mo TINA ANNEHERHG &2 BIMG T 5 K 91T, Firewall Management Center [X/37 U 7 |28
AR THLMENH Y £7,

Security Cloud Control Z 5| Xt =X DDNS 7'm/ A ¥ —L L CTHEHATHZ L b, 1% T Firewall
Management Center ® DDNS & EZHIDOFRICEE T 5 &b TEET, FFMICOVWTIE, &
AT 27 DNS DFEEZZRLTIIZEN,

TNA ADBENZRRLIZSGAFE, [V T RS (BexyFraeya=r7) o
ORI (69 ~—) | ZZRLTIIZEV,

TNARAT T L — MV TAFEERGETDH-ODCSVT T — 77 AL

CSVT UL — 77 ANVDYA XT2MBARE THOILERH Y T, 774 V4AIE, RO
FEELTE - T HERNH Y 9,

« 64 LFLINTHRETE £,

cHHTE, Xvva (), BEUFR (), TyH—2aT () REORKRITOREMN
ATExET,

C AR—REEGDDHZ LITTEEEA,
2ODTNA ADFKELEFLIROY TNV CSV T T L— 77 ANV ESBLTIIEIN,

DisplayName, SerialNumber, AdminPassword, SWANLinkIP, Host:gateway
Branch A FTD,JADX345410AB,C15c05n0rt#,10.20.30.1/24,10.2.3.1
Branch B FTD,JADX345670CE,Adminl123!,10.20.30.5/24,10.2.3.1

WHNZ 7 #—~ v NEITZCSV 7 7 A MIZiE, ROT 40—V FKR3dH Y £97,

Mandatory Fields
- DisplayName : 7 /31 AD 4R, # A 7 XFHIBI : testl

. TINA REE
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vrv—snim ||

» SerialNumber : /34 2DV Y TFE R, XA 7 XFH|, il : JADX345670EG

« AdminPassword : LT 7 ¥ AHDAAT— R, XA 7 FHI, i : E28@20iUrhx

73 rI4—ILFK
« DeviceGroup : 7/3NA AT NV—T DL, ZA 7 SUTFH], i testgroup

$varName DI Z M L E9,

BEHEDY 7 - $LAN-Devices-IPv4Address (LAN 784 ZADIPvd 7 KL A) . A7+ X
EHIFE : 10.2.3.4/24,

FYRI—=0FTOH FDA—IN—F4 K
obj Type:objName DX A& H L £,

Fy NI —I F T x 7 hDOF—3—F 4 ROH] . Network:LAN-Devices-Network (LAN 53
AADRX Yy NT—=ZDIPT RLVR) . A7 CFFH 2 10.2.3.024

FODN

DU T NS ORERTIL, DDNS 28 HEWISAHNZ 2D £3, [FMCOZA (FMC Only) ] %A
7O DDNS OF 7 AV N LR DEERET DAL, T L — R CRELHRETEE
T, ZOEE, RA MO CSVIEEIEET S L xI12it., %7 serialnumber.ocal & L THEL
TLTIEEW,

Ty — L MENM
Firepower 4100/9300 v — % Firewall Management Center |ZiB/IC& £7, BB ¥ —&
V¥ =V, Y¥ =Y MGMT A v ¥ —7 = A A& L TE~ OE R L6 LET,
Firewall Management Center [, > ¥ — 3 L-ULOEFET 7 — b &ML £, REITONT
I%. Bl &%¢X Secure Firewall Chassis Manager % 721X FXOS CLI Z#fEH T 2 L ERH VY £,

N

(GE)  Cisco Secure Firewall 3100/4200 D¥&1E, ~/VFA LV AZ LV AE— RA~DEHO—E L LT
¥ % — )3 Firewall Management Center [ZI BN SN E T, T4 AD LT A VAKX AE— R
~OEHEZRLU T ES W, 72720, CLIZEH L T3 AFA v A% o 28— RIZZEH (CLI
DNTFA L AL A= FOAE) LIHEIE, ZOFIEOAT v 73 (66 <—) 12
H#EZ, % — % Management Center (ZiB L &9,

FIRr

ATy Tl ary—nR—hE7ESSH Z2#H LT, ¥+ —3 FXOS CLI IZ856 L £,

TINA REE .
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B .r—oen

FrqzgE |

AT w 72 Firewall Management Center% i% & L £ 97,

ATvT3

create device-manager manager_name [hostname {hostname | ipv4_address | ipv6_address} ] [nat-id
nat_id]

BikFx—D ANz ROLNET,

Zoawry NI, FORa—TMBETHUANTEET, 2oz~ Nk, commit-buffer %4
ATl <iczir AnnonEd,

« hostname {hostname | ipv4_address | ipv6_address} : Firewall Management Center ¢ FQDN %
TXIP 7 L AZIRE LET, MHM O TLS-1.3WSALIBET v XL %2 2B DT /N1 AfH
WZHEST T D12i%, D7 TH 1B EDT /SA A (Firewall Management Center & 72 X3 ¥ —
) ICEIEATREZR IP 7 R L ARMEETY, hostname ZF57E LW G&1E, & v — I E
FEWEERIP 7 RUAEIIIARA MAKEL Y | natid 246 ET HLERH Y £7°,

e nat-id nat_id : — 5 OBITEERGE/R IP 7 F L A E 72 1THR A MABEE SN T RWEES
X, ¥ ¥ — T &XET D & X | Firewall Management Center CHIFET DR DO —EDOT
A LLFHNERELET, 2L hostname Z F57E L7 WGAICHAEE 72D £ 0, &
ARMGERIZIP 7 FLAZRET HHETH, WICNATID 2R ET5HZ L AH#HELEL &
T NATID (337 XFUTICT 24 ERH Y 3, AMRCFITIE, 2T (A~Z, a~
z, 0~9) | BEONA 7 (1) RERHY EF, ZDIDIL, Firewall Management Center
BT DM T A ZIIEHTE EE A,

* Registration Key: reg_key : & v —3 &% §k+ % & (T Firewall Management Center C & 5 7E
FTOEEDOT 2 A DRI —2FRT DT 0T IRRRFINET, BEF—1337 X
FUTICTO2LERH Y £, ARTFTIE, B85 (A~Z, a~z, 0~9) . BRLUAN
A7y () BREBRDHY T,

1 -

firepower# create device-manager boulder fmc hostname 10.89.5.35 nat-id 93002
(Valid registration key characters: [a-z], [A-Z],[0-9],[-]. Length: [2-36]
Registration Key: Impala67

Firewall Management Center C, ¥ —V&EEIP 7 FUAELIIHRA M EFEHAL Ty —v

ZIEILE T,

a) [T/NM1 R (Devices) |>[T/31 REHE (Device Management) [DJEIZER L Tov5, B
fn (Add) ]>[¥+v—< (Chassis) |DNEIZEIR L £77,

®31:>v—MEM

vi
@®U| Device
Device (Wizard)
Cluster

[

AV High Availability

ol

Group

. TINA REE
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b)

<)

d)

vv—voiem ]

32: v —TMBEM
Add Chassis ®

o This operation is only supported on 3100, 4100,
4200 & 9300 chassis

Hostname/IP Addresst

[ 10.89.5.9 ]

Chassis name

& )

Registration key *

[ e ]

Domain *

[G\Obal.’ChiId v ]

Device Group

[Select... v ]
Unique NAT IDt

[ winchester ]

1 Either host or NAT ID is required. Cancel m

[ARA R4/MP7 KL A (Hostname/IP Address) ] 7 4 —/L RIZ, BT 5% —>DIPT K
VAEIEIARA M EATILET,

RARGETNIIPT RLUARDONLRWEEIL, 207 40—V REZEAOEFICLT, —
BEONATID 2 E T £,

[ ¥ —4 (Chassis Name) ] 7 4 —/V FiZ. Firewall Management Center TP/ % — /D
BrLEANNDLET,

[k — (Registration Key) ] 7 4 —/L KiZ, Firewall Management Center D4 FELI 5 & L
TV —VHERELEEXIERA LD LRI URESF—2 A LET,

Bhkx—ix, 1EIRY FERAFTRERIEF Y —27 Ly b T, F—2iE, FTE 172 (9
EEHbLZENTEET,

<IF RAA VBRBTIE, BUED RA AL VCERARL, v —3 2 —7 FAA ZENY
UTET,

BUED RAAL NI =T RAL U THLHR, ¥y —VIZHBMICHRED A A 13BN
ENET, BED RAAL UBY =T RAL U TRWVES, Bk, v — Y E2RET DR
VI, V=T FAL VICHIDEZ DRERHY EF, ¥ =T 12D AL VIZORE
THZENRTEET,

(EE) vy —vETNARTL—TITBEMLET,

TINA REE .



FrqzgE |
. # L L) Management Center ~ ) & $%

g) VY —VORERIINATID M L7256, [~EDNATID (Unique NATID) |7 1 —
JURIZAIC NATID 2 A LE9,

NATID IZ1%, BT A 7y () EHHENTXET,
h)y [EIE (Submit) |27V v 7 LET,

Ty —UN[TINA R (Device) 1> [T/31 RAEHE (Device Management) [-X— JIZBINE
ET,

#1 L L) Management Center ~ () % £%

ZOFNATIX, #r L\ Firewall Management Center (2887 5 F{E&Z R LET, # LV Firewall
Management Center 73 '\ Firewall Management Center ® IP 7 R L A ZfEH L TWAHATYH,
WOFINAZEETTHMLENRH Y 77,

FIE

AT 71 @\ Firewall Management Center |25 BERf R 7 /S ANTFEET LA 2N E BE MR L £ 7,
Firewall Management Center 7> 5 D7 /S A A DREMERR (71 X—) 2B LTI TEE 0,

Firewall Management Center & (D7 2 7 ¢ 7 728585i 73 & % %531 Firewall Management Center IP
T RVAZEFETE £ A,

ATY T2 SSHApLZMEH LT, 77351 A0 CLLICHHE L £7,
AT w73 #H L\ Firewall Management Center % g% & L 7,

configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} regkey [nat_id)]
[display _name]

« {hostname | IPv4_address | IPv6_address} : Firewall Management Center DR A 4, 1Pv4 7
FLAL E723IPve 7 FLAZRELET,

« DONTRESOLVE : Firewall Management Center % [H1%7 K L A4FE TX 2 WAL, HA
NG FEZIZIP 7 L ADH Y (2 DONTRESOLVE %/ L £3, DONTRESOLVE %
T 2561, nat_id 30ECTF, Z DT /34 A% Firewall Management Center (3519
HEHANE. TAAADIP T RUA L nat_id O 520 HE L T IEEW, #550 F il
TIP7 RLAZFEL, MAITHRU—EDONATID #fET 2 LERH D £,

* regkey : BEEREIZ Firewall Management Center & 7 /3 A CHA T 2 B ek — 2 /ERL L &
T ZOF—ITEL 1~ 37 LFOMLEOT ¥ A LT 28I TX £3, Firewall Threat
Defense % 1B/~ % & & |Z. Firewall Management Center |Z[f] U —% A ) L £,

snat_id: — 5B IP 7 KLU AZEE LRWEEIZ, Firewall Management Center & 7 /31 A [H]
DGR T B AR DOIINAMET D 1~ 37 LFORPTF TN AR L E T, D NATID
X, BEFCORMEA SN T U H A L/SAT—RTT, NATID S —ETH Y, Bz

. TINA REE



| Fiqzem

SYFLES (¥RgvFIneva=>y) apomEokz [

FAEL TV AMMDOT NA AL > THERA SN TWARWNWT & 28 L £ 9, Firewall Threat
Defense % 1B/ % & & |2, Firewall Management Center C[R] U NAT ID #f§E€ L £,

« display_name : show managers 2~ > R CZ D~ 31— v 2 F/RT D12 DFRRA B RIE
LET, T4 7> a0, Security Cloud Control 277 A < U ~ 3 — T v B X OO
DA 7 L I A Firewall Management Center & L Calihl| 3~ 25 AL HET, T D54
ERELRVGS. 7747 U — I TOWT O G iEE /MM L THRrd z BBk
RLET,

« hostname | IP_address (DONTRESOLVE & — VU — R&{EH L2 WEE)

* manager -timestamp

B -

> configure manager add DONTRESOLVE abcl23 efgd456
Manager successfully configured.
Please make note of reg key as this will be required while adding Device in FMC.

>

AT v T8 T34 A% Firewall Management Center (2B L £ 7,

DYTILES (ERFyFIAED3IZ=VY) BEOREDOER

VU TNESEHH LT S ADOBGIR L5801, T35 A0R7 T v RICE 2Bk
SHTWRWAEEMERH D £7°, 7 7 7 NEEi & et *a“é I, BFLRA T — X A LED M%’é
R LTS Z 2R LET, AR L TWRWEA, ZOREFIROBETRAEL
TWHA[BEEMENH D 7,

* CLI %7214 Firewall Device Manager THIMIEREAFEITL, n—F v Fmbva=7%
HEH LTz

e VU T AERERT IO —V X I 2L o CERINL TS
U T NANBEBREEOFDOMOBELIZOWTIL, (U TAERSEHET LT S 2080 (¥
nXyFrarva=ry) HERRE] ESRLTITEEN,
BEEDORKZ BT AI21L, IROWT DD X AT #FEITLFT,

TNNAZAD) v b
ROETNLTHR— NI TNET,
* Firepower 1010
* Firepower 1100
* Cisco Secure Firewall 1200

* Cisco Secure Firewall 3100

Frn1z2eE I



FRq2gE |
B 27185 wnsusrToevazuy) sgomEORR

CLIIZT 7 BEATE RN E X, T34 ARG IE T zero-touch provisioning D HEfi 73 T X T
5L L EBHER T AHAIE. NERBOIARD Y vy hARZ U EZSHLEML T, T 2%
T 74V EOREIZV Y LET, FEHICOVWTIE, N— RV = TERENA REZRLTL
7ZEW,

FHEHLEBH T —DER

n—HyFIueya = INRBLIEES, Bk E T T T 5RGMERTIEL, B —T7
Azfif+2Z&TT,

1. FEIEEL T Firewall Threat Defense FIHFR E D55 T (15 ~2—) F7=IZFirewall Device
Manager % {# H] L 7= Firewall Threat Defense DFJHIFXED5E T (15 X—2) 2HMHRLTL
2S00,

2. PHIREHX AT BDERINRWEEIL. T 231 AHHO Firewall Management Center (& 1F 5
WCBERSNTWDATREMEDR H Y £, £, FHEERZHRL TG, ELDR—Vy
BT DUBEND Y £,

1 BN, BEPTET LTWDOEINE I EfEd LET,

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

Management type : Configuration

2. [B%k (Registration) JIZ[58 T (Completed) 1 &EFREINTWNEHAIT, v~ F—V v &
HIBR T 2 BN H Y 7,

configure manager delete

3. &M, CLI T configuremanager add Z{HfH L CTF /3 A &5 TE £,

CLUTOR—4yFJAE a5 DEHEIEE

PANCe =% vy F7a ey a = 7R L TT A ABRBEEE N TWGE, BRI
L. Security Cloud Control IZ [ U 7 /AFEHIT T TIZER STV E T (Serial Number Already
Claimed) | EWIHTT—RA v E—IUNERRINET,

YT NEGORGE AR L, REERFOERE i 7 VT LT, T nk X 2ikinbRl
EdZENTEET,

1. SSH £7/-ldar Y — /AR —r&2#EH LT, FXOSCLIIZER L7,

SSH Z# il L 7-354& 1. Firewall Threat Defense CLI |24t L £ 9, Z DAL, connect
fxosE AN LET, ar Y —LR— bEaFEHLZSEAIE, FXOS ICHEEER L ET,

> connect fxos
firepower#

. TINA REE
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Firewall Management Center 5 > D7/ \ 1 R D& EXfRRR .

n— R VERZBRMG L ET,
connect local-mgmt

firepower# connect local-mgmt
firepower (local-mgmt) #

Cisco Cloud 7> 57 /34 A X GfiEbR L E 9,
cloud deregister
firepower (local-mgmt) # cloud deregister

Release Image Detected RESULT=success MESSAGE=SUCCESS 10, X-Flow-Id:
2b3c9e8b-76c3-4764-91e4-cfd9828e73f9

REZHELTZ 77 FEREETLET,

erase configuration

firepower (local-mgmt) # erase configuration

All configurations will be erased and system will reboot. Are you sure? (yes/no):yes
Removing all the configuration. Please wait....

Configurations are cleaned up. Rebooting....

VITNEFEERA LT A ZA0BIN (TuXyFraveya=rr) @ HERERTE

e

Firewall Device Manager A L -0—42 vy FTOE 3 U OHEE

Firewall Device Manager (CR 7 A U § 5 & fRoTr—F vy F7ubya =72zl
LESAREERH Y £3, 2D L9 2YAI21E, Firewall Device Manager W Cr—4 v F 7'
EYa = hEBATEET,

\)

GE)

3.
4.

VU TAEENT TICERIN TWAEAIE. bV ICCLITORrR—4% v F T e ya=vy
OFES) (70 X—) ZRBLTLIE IV,

Firewall Device Manager T, [7 /31 A (Device) | &#7 U v 7 LThb, [VATLEE
(System Settings) 1>[¥ 5™ KH—E X (Cloud Services) | 27 V v 7 LE7,

[Security Cloud Control & 7= (% Cisco Secure Firewall Management Center® H )% #% (Auto-enroll
with Cisco Defense Orchestrator or Secure Firewall Management Center) | &4 I L E T,

[&&k (Register) 1227V v 7 LET,

VIUTNEEEFH LT AL ZA0BN (Eu¥yFruaeva=rr) @ FBARERE

R

Firewall Management Center /5 > D7 /314 X D& %R R

FTONA AL BT 5 MBI 72 7e > 72854 . Firewall Management Center 7> 5 7 /XA A D&k &
bR CE £,

TINA REE .



Fiq 2R |
. Firewall Management Center 1\ > ) 7/ R ()& $X Rk

IR 7TARE ) — R, ETIRE AT OBEE R 2123, A6 ORMOESL
ZML TS,

TSNS ADBGRIRG
« Firewall Management Center & % D7 /XA A & D] O T X TOBE N U S E T,
o [T 31 ZE B (Device Management) | ~S— U067 NA ARHIBREIVET,

s TNRAADT T v N7 4 —ALHER Y 2 —"T, NTP % £ L C Firewall Management Center
MO EZZET D LI ICRESN TV DLGEIE, 7T/ A e — I VRHERICR S
\i—a—(}

REIZFOEFIL DD, TRAREI N T 7 4 v 7 OB EFITLET,
NAT ° VPN 72 E DR Y 2 —, ACL, BE VA v ¥ —7 = A ARRITHER SN 4,

[Al U & 721350 Firewall Management Center (27 /34 A Z FEET 5 &, RENHIBRESNLD T2
O, TNARIZFOREE T 7 4 v 7 O EEELET,

T NA AT G MRERT DR, FBREERFIZT AN ALV ORE ([ F—T = A A, Jb—
TAUTRE) EFHEHATELLIIC, REOTZI AR—F, £7E7 7 b— FOfERkE
fTo TSN, BRIFENTZHEEZITT T L— FBRRWIEARIL. T35 ARE % AR
HMEENH D T,

TAA AEFEBNL, RELIZREEA VA= T2 77— bE2EHT L0, £
IRELFMELIZE, P T 74 v 7 OZTELZHERT LIS, REZRFAT2L4END Y

e
18 H HHEIIC
Firewall Management Center (2 EEEN L 72555012, 735 A LUV ORRGE % fRii H 3 5121,
RONTNPEIATLET,
T NAAREET I AR—FLET, T/ M AREDT I AR— & A VR— b ESRL
TLIEEY,

e TFNRAZADT T L— b ERERLET,

FIE

AT v 71 Devices> Device Management & &R L £,

RAT9 T2 BEEMRT 2T 5 AORIZH D More() &7 U > 7 L, [BERER (Unregister) (%27 U >
7 LET,

B 7 zEE
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| 71 zegm
FR120v vy ke vErEaED [

33 BRI

Unregister

&
Packet Tracer
Packet Capture
Revert Upgrade
Health Monitor

Troubleshoot Files

Generate Template from Device

RATYT3 TR ADKEREMRT 52 L 2R L ET,
ATYTE ~F =Ty 2EETEHE TR ELIL,
«ZD Firewall Management Center |27 /3 A & GRS 25 @ k¥ — & NATID 73557025 T
WaHEGE PRERF—IC L 2T Be~—y) | 2ZHRLTES, Zhbaltky
M‘Zw&%ﬁn‘l@éiﬂ/\ I X=X EH LV LDOTHLIDOL)ICHRETETET,
L V) Management Center ~D &k (68 ~—) ZZML TV,

« 71 L\ Firewall Management Center |Z%$%9" % : $1 L\ Management Center ~D %k (68
=)

» Firewall Device Manager (22 ¥ % /Il 2. % : Firewall Management Center 7> & Firewall Device
Manager ~DY] Yz (84 X—7) |

cHLNT RV X EREE TR =V X ZHIRT S L3 —Yx 2iBEIC
(2= %72 LOF— ) . Firewall Threat Defense C%& B 2 U4 51213, Firewall
Threat Defense @ CLI 7% configure manager delete ==~ > RZ&HH L 9,

TINNAADI vy FEOUFE-ITIBREE

VAT L EWYNC Yy v N DT ENEETYT, HMICERT T S 2Rk EBIRA
AFEMLIZVT DL, BERR T AN AT LIAORELRFIERITZENHY T, Ny

TTITTy RTIEEIZEEO 7o ANFETINTNWT, ERT 7 72k 20, EIREZ DI
L7-0T5E, 74T U= LB L—AT )L ¥y NET L TERND &%azf%w(
<TEEY,

VAT DEWEYNC Y vy MU CEEHEHT 513, UTOX A7 22T EEN,
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CE) FTARAARZHEITIE., BHERAEENY. CTERPo72 VNI T —RNERENDILEEN D
DET, BAICEY, TAAL ROEHA L H—T = A AOUEFNEE ) Al RIT SN E
I, HERHTEBEMICERIT S, 15 UNICHENYL S E T,

FIRr

AT w71 Devices> Device Management % %41 L £9,
ATv T2 HEEBTIT7 A ZAOICHD Edit ()27 Vv 7 LET,
ATY T3 [T31 A (Device) 27 Vw7 LET,
ATV T4 TR AZFEIHTHIIE, ROFIEEZFETLET,
a) Restart Device(() 227V w27 LE,
by TarT ERERINTED, TS AEFRETL L AR LET,
RTYTE TARA AT Yy MU T DT, WOFIEEZFITLET,
a) [ AT A4 (System) &2 ¥ =3 T Shut Down Device((D) 227 U v 7 LET,
b) TRUTEINRERENTESL, TARADY Yy MU U EHERBLET,
) AVI—AMLT AT U=V L TWAEEIL, 77A T UA—BT ¥ v b
VT HEZILVAT AT R T R —LET, ROT BT INRFERINET,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

a2 =B EEHE L TRV, F3 0> T AT AR Yy MU LD
LEMRLET,

ISA 3000 DIFE. Yy NEDTUNRETTDHE, VAT ALED WM LET, BREZY)
HENZ, D EH 10> T FEN,

EENETNAAD)RA DAY AO—F

TRTCOERIBT AL ZADLR— "X ra— RTEET,

1R B
WDH AT ZFATT DT, EHEL—V—CTHILENDHY 7,
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FIE

ATy
ATvT2

ATvT3

Firewall Threat Defense 7/ X DFEAT .

[T/34 R (Devices) |>[T/31 REH (Device Management) | OJIEIZEIR L F 77,

[TNA AV A NVAR—FDX 7 v— R (Download Device ListReport) [V 27 %27 U 7 L

ij_o

FTNA AV A RMICSVIEXRELIEPDF A TH U e— R T&ET, [CSVOX T a— R
(Download CSV) ] £ 72IL[PDFD X 7 > 11— K (Download PDF) ]Z# R L CLR— h& X ¥
»rm—RLET,

Firewall Threat Defense 7/\ 1 X DFZ1T

Cisco Firewall Threat Defense Firewall Threat Defense D€ VT Y 4 ' — N&FEHT 5 L. &
U Firewall Threat Defense 7 /LB LWET VISR EZ BT CE £T, BiTR, YV —X
Firewall Threat Defense 7 /XA ANE DT X TCON—T 4 VI RBI A, VH—T =4 AREIX
% —/ | Firewall Threat Defense T i T& £,

ZOUAYP =R, V=AT A REL =Gy bT AL AL LTEEDOET V2R —-hLT
WET, FEICOVWTIE, BT TR - bShET M2 (15—2) Z2ZRLTIZEN,

BITTYHR—+ENETNAR
BITROZA4t2X

BITORIRSEH

e A —FNTFGABLUATHTY MIZ, ¥—F v FFRLAD Y 7 b= T HBEKER L
2TY,

A=K TA VAT I MIT A, ABETIVNERSY T, BITTDE. V—
ATFNRAADTA VU ANT =y hTFAL A Za—ShET,

- —RREVRTIR

o V=R TFTNA AL B =4 N T34 A% Firewall Management Center |88k 92 #4052
VAY: 2% S

e A=y FTANA AN, MERESITORNET LB ESNTET A A THDLHZ &
ZES LET

e )= A TFTNAALEZ—L "y~ TNAL ZTLUTORELE— RBE U THEILEND
Dij‘o

« RAAL Y

e T AT I F—NET— R =Ty REFITFT VAT L b

Frn1z2eE I



TR 2EE |
B v r—rorsshage

e FI 47 AE— R (CC F£7-1Z UCAPL)

o TNA RIHT HDEFHEREZFF-TWNWDZ 2R LET,

o V= AT NRA ADHKRTIFAN T, TT—NRWVMLENHY F£9,

c BATHIZ, WITNDOT AL RATHLER, Ao AR—b, FHRE I AR— X R T BHE
ITLRNTLEEN, Y—RAT S, AT, REFTORRZHRETE E7,

« HA T/31 X DREHREH

74— FTRITSNDETE
BATY A F— FIZE D, KOBERY —RF AL APBE—Fy b7 Rlcab—SE
T,

e TR

e AU H—T A A&
R I N
=T U TRIE

« DHCP # £ 0 DDNS ## 5k

e RY T—

CEET A4 TV N AT V=S DA —N—F A K
« ITy N7 A — LRE

« VE— 7T T RO

BATO AP —RICED, ROKRY —RENR Y —ATNRA ANLH =y b T8, AZa b’ —
EhET,

« EFMEARY v—

*NAT RV 2 —

*QoS A Y v—
cUE—h T EAVPNRY > —
* FlexConfig R U > —

T A ayha—)L iKY —
c FLT 4 E R —
«IPSAKY v —

«DNS AR Y >—

| AR
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«SSLARY 2—

NI 2T BLRT ALK —

«IDRY —
BATV AP —RIZED, RONV—T 4 LV TREN Y —AT N APHE =Gy NT A |22
vE—xnET,

« ECMP

* BFD

* OSPFv2/v3
* EIGRP

* RIP

* BGP

AR = R—ZJ—F 4
CASAT 4w I — ]

s NT XY A M—T 4T
o A —H

BT AV —RIZED, OA LB =T 2 A ARV —ATFT A AL H—F y NF /3 A2
vP—xhE9,

WA LA —T A A
T B =T AR

* EtherChannel 1 &% —7 = A A
TV D ITN—T f BT xR
CVTI AV H—T A A

VNI A > H—T A A

N—T RNy B =Tz AR
BATUAY—=FE, =0y 8 T ZADT N, A TN—T2R7FLET,

HIRER
e VAP —=RIILUTOLDOEBITLERA ¢
e A MH VPN AR Y o —

« CEIZETTEORATIZL D2 T,
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. Cisco Secure Firewall Threat Defense D #%1T

e UE—R T Z7EAVPN FT & FRA > FEEAEIIBITHR., BEEINEEA.
«HA 5314 ZDEA -

A,

Cisco Secure Firewall Threat Defense D17

FIE

ATy
ATvT2
ATvT3
ATvT4

ATy Th
ATvT6

ATy T17
ATvT8

&

1R BHEIIZ
BATICEET D RTHRSM: L IR FIE 2 Ml L T 72 &0,

Devices > Device Management % 4R L £ 9,

R—=UOf EIZH D [T Migrate) 1227V v 7 LET,

[£9Z% (Welcome) | T [BH4f (Start) 1227V v 27 LET,

[V —AT /A A (Source Device) | K v X7 R MNPOLT/NA REZIRLET,

FRAANHARXT D—ETHI%E. HAXT DAy T L DOHrNREREINET,
[Next] 22 U v 7 LET,

[#—7%"> T /34 A (Target Device) | KRy X T A SNGLTNA ZAZERLET,
FORAANHART D—EFTHIEE. HAXT DAy T A DOHENERINET,

Next] #7 U > 27 LET,

[f > —T x4 ZADFKE (ConfigureInterfaces) | AT v 7T, VY —AT A ZAOYHEA X —
TxAA%GB =0y T NA ZAOYEA B —T = A ATy BT LET,

TRCDA L H =T 2 A AD< vy B 7 1E, WEATEDHY A, TRTOLAFITEA 22—
TxARE MDA E =T 2 A AD—RTHIA LV H—T oA A~y B T T HLERD
DET, HA 72— VA —N—RO—HBTHIAN v F—T oA AF~v vy BT TEERA,
ENHDA L H—T A AL, V4P — FTCELINTWET, Vo —FTIEL, =—H—
PIRET DAV F—T oA A2y B TS T, A v F— T oA APMERRSINET,

“[T7 AN bO~yErS (MapDefault) 127U v 27 LT, T740 bOA L H—T xA
ARy T ERELET,

=& z21E, Y —ATFT /A AD Ethernetl/1 iL, ¥ —74 > b5 /3A AD Ethernetl/1 {2~ v £
VT ENET,

I RNTO~Y BT 27 VT35, [TXTE227 U7 (ClearAl) 127V v 7 LET,

Next] 27 U v 27 LET,

| AR
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Threat Defense 7/3f RABITDORRX TS5 T4 R .

ATV TN [vy BT DOFR (ViewMappings) |27 Vv 7 LT, A V¥ —T A Av v BT ZMHER
LET,

ATy 7N [AHE (Submit) 1227 Uy 7 LCBATERMGLET,

ATw 712 [[#@% (Notifications) ]>[# A7 (Tasks) | X—VIZBITAT — X ANFRINET,

RDBERY
BATHRII LD, T/ AR CTE £

EEIIMETIZZRL, MRERIEL., LEIZGSC TR TEE3, /=72, EBARIIZ, Threat
Defense 7 /3NA ABATDORA KNS T 7T 4 A (793—=) IZRIWMEINTWDT 7 v a & ELT
LTLEEVY,

Threat Defense T/ 1 ABITOARRX TS H T4 R

BATHRRII L6, BRAENCROT 72 a v E2FATT 52 L 2BEIO L ET,

AU H =T 2 A ADIPT RVARY —AT A ANLH =y b T, A|IZab—3
9, VAT NAS ABRBBIOHEEIL. ¥—FT v TN AL E—T 2 ADIPT
KL AEERLET

e P, EHLIZIPT RLATNAT RY =% HH L TLZEW,

c BATRICA v H— T oA ADBHENT 7 4/ MEIZERE SND5E1E. T b OB 252
Eb\iﬁqo

« B0y FTRAL AT A AGEHER S LA, HERELE T,

s (ATvary) TARARADT Ty M7 4 —LFRE LM LT Firepower 1100 35 X T8 2100
® SNMP %% E LET,

- (BEE) VE— M7 T UoTFREORELZREL T,

VAT NAAELNZE =Ty T RA AT —E A v Z—T =2 A AN LT~y r—T
T I RAMER D STGE . BITRIC A=V 7T 7 B AR RKDIVET, #—F v T
AADY X=X T 7 EAREEZLH LET, dHMIC OV TIL,  [Cisco Secure Firewall
Management Center 7 /34 AKEHN A R 72134 TA v~V T D TEBET 72 AL
H—=T oA ADEINOT = ~DER] 2B LTI ZEN,

s MBS U TY A FEI VPN ZRELET, ZNOHDREIL. V—AT A ANLBITE
IWEE A,

« JEBHANICEPH 7 L B2 —2 KR LE T, [EBR (Deploy) | Fuy 77Xy A =a—inh,
[SEER (Advanced Deploy) 1% 27 U > 7 L, T/3 AD Preview (&) 7 A 2% 7
Uy LET,

o IEFMHEHTT AN ZADOEFWEEZEHALET (N7 7V a2—T 47 (Troubleshooting) |
> [EHYE (Health) ]>[E5#7 (Monitor) | 23R L £9) . System (&) > Health > Monitor
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BATRIE, VAT S ADEEERY =R =5y 8T ADEFEMERY v—I2 7
DEF, A ZTHLWIEFERY — 2R ETLHI b TEET,

BATHIZ. 734 2D UUID BBATHIR TR DD, TARAE=HXY T Xy va
A= R RISTIR AN E DT BERENDGERH Y £, ZOILRMEEIBITRIC
DHFIRSNET, BTN 1RHES L, F v afRl—FTA M) v 7 TEIZITTE
REND &I £,

DYYEZ

MBS LT3 =V 20 XD N TEET,

Firewall Device Manager /" 5 Firewall Management Center ~D Y] U & %

FIE

ATy T
ATy T2

Firewall Device Manager 7> & Firewall Management Center ~JJ W B x5 & HHA V F—T = A
ALRF =T X TV VAREIIMAZ T, T_XTOA X —T oA AERNPRFFEESNET, 77
TAarbo—L R =t xa VT Y — R EOMOBEFRIFS RN D LITER
LTL7EENY,

Firewall Management Center (2] Y #5 X % & | Firewall Device Manager % {# /] L C Firewall Threat
Defense 7 /3 A Z B TE <720 77,

4r & SRS

If the firewall is configured for high availability, you must first break the high availability configuration
using the Firewall Device Manager (if possible) or the configure high-availability disable command.
Ideally, break high availability from the active unit.

Firewall Device Manager C, Cisco Smart Software Manager 7> 5 7 /34 A Z X §RfiRbR L £ 97,
(Might be required) Configure the Management interface.

You may need to change the Management interface configuration, even if you intend to use a data interface
for manager access. You will have to reconnect to the Firewall Device Manager if you were using the
Management interface for the Firewall Device Manager connection.

* Data interface for manager access—The Management interface must have the gateway set to data
interfaces. By default, the Management interface receives an IP address and gateway from DHCP.
If you do not receive a gateway from DHCP (for example, you did not connect this interface to a
network), then the gateway will default to data interfaces, and you do not need to configure anything.
If you did receive a gateway from DHCP, then you need to instead configure this interface with a
static IP address and set the gateway to data interfaces.

* Management interface for manager access—If you want to configure a static IP address, be sure to
also set the default gateway to be a unique gateway instead of the data interfaces. If you use DHCP,
then you do not need to configure anything assuming you successfully get the gateway from DHCP.

. TINA REE
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AT w73 Choose Device> System Settings> Central Management, and click Proceed to set up the Firewall
Management Center management.

AT w74 Configure the Management Center/SCC Details.

34 : Management Center/SCC Details

Management Center/SCC Details

Do you know the Management Center/SCC hostname or IP address?

@ Yes O No

Threat Defense Management Center/SCC
e e
10.89.5.4 10.89.5.35

fe80::6a87:c6ff:fea6:5480/64

Management Center/SCC Hostname or IP Address

10.89.5.35

Management Center/SCC Registration Key

aeen ©®

NAT ID
Required when the management center/SCC hostname or IP address is not provided. We recommend always setting
the NAT ID even when you specify the management center/SCC hostname or IP address.

11204

Connectivity Configuration
Threat Defense Hostname

1120-4.

DNS Server Group

CustomDNSServerGroup N

Management Center/SCC Access Interface

outside (Ethernet1/1) v

Type: Static IP Address: 10.89.5.6 / 255.255.255.192 Edit

o Before you connect to the management center or SCC, perform additional configuration:

management center can reach the threat defense at its Fully-Qualified Domain Name (FQDN) if the threat
defense's IP address changes.

CANCEL CONNECT
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. Firewall Device Manager /5 Firewall Management Center ~Dt] Y & %

a)

b)
<)

a)

For Do you know the M anagement Center/SCC hostname or | P address?, click Yesif you can
reach the Firewall Management Center using an IP address or hostname, or No if the Firewall
Management CenterSecurity Cloud Control is behind NAT or does not have a public IP address or
hostname.

At least one of the devices, either the Firewall Management Center or the Firewall Threat Defense
device, must have a reachable IP address to establish the two-way, TLS-1.3-encrypted communication
channel between the two devices.

If you chose Yes, then enter the Management Center/SCC Hosthame or |P Address.
Specify the Management Center/SCC Registration Key.

This key is a one-time registration key of your choice that you will also specify on the Firewall
Management Center when you register the Firewall Threat Defense device. The registration key must
be between 2 and 36 characters. Valid characters include alphanumerical characters (A-Z, a—z, 0-9)
and the hyphen (-). This ID can be used for multiple devices registering to the Firewall Management
Center.

Specify a NAT ID.

This ID is a unique, one-time string of your choice that you will also specify on the Firewall
Management Center. The NAT ID must be between 2 and 36 characters. Valid characters include
alphanumerical characters (A—Z, a—z, 0-9) and the hyphen (-). This ID cannot be used for any other
devices registering to the Firewall Management Center. The NAT ID is used in combination with the
IP address to verify that the connection is coming from the correct device; only after authentication
of the IP address/NAT ID will the registration key be checked. We recommended that you always
use the NAT ID even when it is optional, but it is required if:

* You set the Firewall Management Center IP address to DONTRESOLVE.

* When adding the device on the Firewall Management Center, you do not specify a reachable
device IP address or hostname.

* You use the data interface for management, even if you specify IP addresses on both sides.

* The Firewall Management Center uses multiple management interfaces.

AT 75 Configure the Connectivity Configuration.

a)

b)

Specify the FTD Hosthame.

If you use a data interface for the Management Center/SCC Access I nterface access, then this
FQDN will be used for this interface.

Specify the DNS Server Group.

Choose an existing group, or create a new one. The default DNS group is called
CiscoUmbrellaDNSServer Group, which includes the OpenDNS servers.

If you intend to choose a data interface for the Management Center/SCC Access I nterface, then
this setting sets the data interface DNS server. The Management DNS server that you set with the
setup wizard is used for management traffic. The data DNS server is used for DDNS (if configured)
or for security policies applied to this interface. You are likely to choose the same DNS server group
that you used for Management, because both management and data traffic reach the DNS server
through the outside interface.

On the Firewall Management Center, the data interface DNS servers are configured in the Platform
Settings policy that you assign to this Firewall Threat Defense device. When you add the Firewall

. TINA REE
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Firewall Device Manager A 5> Firewall Management Center ~Dt] Y & % .

Threat Defense device to the Firewall Management Center, the local setting is maintained, and the
DNS servers are not added to a Platform Settings policy. However, if you later assign a Platform
Settings policy to the Firewall Threat Defense device that includes a DNS configuration, then that
configuration will overwrite the local setting. We suggest that you actively configure the DNS Platform
Settings to match this setting to bring the Firewall Management Center and the Firewall Threat Defense
device into sync.

Also, local DNS servers are only retained by the Firewall Management Center if the DNS servers
were discovered at initial registration.

If you intend to choose the Management interface for the M anagement Center/SCC Access
InterfaceFM C Access | nterface, then this setting configures the Management DNS server.

¢) For the Management Center/SCC Access I nterface, choose any configured interface.

You can change the manager interface after you register the Firewall Threat Defense device to the
Firewall Management Center, to either the Management interface or another data interface.

(fE&) Ifyou chose a data interface, and it was not the outside interface, then add a default route.

You will see a message telling you to check that you have a default route through the interface. If you
chose outside, you already configured this route as part of the setup wizard. If you chose a different
interface, then you need to manually configure a default route before you connect to the Firewall
Management Center.

If you chose the Management interface, then you need to configure the gateway to be a unique gateway
before you can proceed on this screen.

({E&) Ifyou chose a data interface, click Add a Dynamic DNS (DDNS) method.

DDNS ensures the Firewall Management Center can reach the Firewall Threat Defense device at its
Fully-Qualified Domain Name (FQDN) if the IP address changes. See Device> System Settings> DDNS
Serviceto configure DDNS.

If you configure DDNS before you add the Firewall Threat Defense device to the Firewall Management
Center, the Firewall Threat Defense device automatically adds certificates for all of the major CAs from
the Cisco Trusted Root CA bundle so that the Firewall Threat Defense device can validate the DDNS
server certificate for the HTTPS connection. Firewall Threat Defense supports any DDNS server that uses
the DynDNS Remote API specification (https://help.dyn.com/remote-access-api/).

DDNS is not supported when using the Management interface for manager access.

Click Connect. The Registration Status dialog box shows the current status of the switch to the Firewall
Management Center. After the Saving M anagement Center/SCC Registration Settings step, go to the
Firewall Management Center, and add the firewall.

If you want to cancel the switch to the Firewall Management Center, click Cancel Registration. Otherwise,
do not close the Firewall Device Manager browser window until after the Saving M anagement Center/SCC
Registration Settingsstep. If you do, the process will be paused, and will only resume when you reconnect
to the Firewall Device Manager.

If you remain connected to the Firewall Device Manager after the Saving M anagement Center/SCC
Registration Settings step, you will eventually see the Successful Connection with M anagement
Center/SCC dialog box, after which you will be disconnected from the Firewall Device Manager.

TINA REE .
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35 : Successful Connection

Registration Status (7

viahagerner \

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2

t center configuration gu 3, 0r

de
CDO configuration guide [ to configure your device.

Firewall Management Center /" 5 Firewall Device Manager ~MD Y] Y & %

You can configure the Firewall Threat Defense device currently being managed by the on-premises or
cloud-delivered Firewall Management Center to use the Firewall Device Manager instead.

You can switch from the Firewall Management Center to the Firewall Device Manager without reinstalling
the software. Before switching from the Firewall Management Center to the Firewall Device Manager,
verify that the Firewall Device Manager meets all of your configuration requirements. If you want to
switch from the Firewall Device Manager to the Firewall Management Center, see Firewall Device Manager
75 Firewall Management Center ~MDY] V) F5 %,

A

;¥Z  Switching to the Firewall Device Manager erases the device configuration and returns the system to the
default configuration. However, the Management IP address and hostname are preserved.

FIE

AT w71 Inthe Firewall Management Center, unregister the firewall from the Devices > Device M anagement
page.

AT w72 Connect to the Firewall Threat Defense CLI using SSH or the console port. For SSH, open a connection

to the management | P address, and log into the Firewall Threat Defense CLI with the admin username
(or any other user with admin privileges).

The console port defaults to the FXOS CLI. Connect to the Firewall Threat Defense CLI using the connect
ftd command. The SSH session connects directly to the Firewall Threat Defense CLI.

TINA REE
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If you cannot connect to the management IP address, do one of the following:
* Ensure that the Management physical port is wired to a functioning network.

* Ensure that the management IP address and gateway are configured for the management network.
Use the configure network ipv4/ipvé manual command.

Verify you are currently in remote management mode.

show manager s

1 -

> show managers

Type : Manager

Host : 10.89.5.35

Display name : 10.89.5.35

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

Delete the remote manager and go into no manager mode.
configure manager delete uuid

You cannot go directly from remote management to local management. If you have more than one manager
defined, you need to specify the identifier (also known as the UUID; see the show manager s command).
Delete each manager entry separately.

1 -

> configure manager delete
Deleting task list
Manager successfully deleted.

>
> show managers
No managers configured.

Configure the local manager.
configure manager local

You can now use a web browser to open the local manager at https://management-1P-address.

1 :

> configure manager local
Deleting task list

> show managers
Managed locally.

TINA REE .
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. Cisco Secure Firewall 3100/4200 T SSD D7y F Ry

Cisco Secure Firewall 3100/4200 TH SSD DKy kX w T

SSD 232 Db A, EEIRFIZRAID K SNET, 774 7 U4+ — LOERBA->TND
JR B8 C Firewall Threat Defense CLI CIRD X A 7 ' FEIT T £,

*SSDD12%Ky hAY 755 : SSDICEENH HLHEIL. K TEET, SSDR1D
LIRS, 77 AT U4+ —LOBIRNA N> TWAHE SSD ITE Y 4 E 8 A,

*SSD D 1 2ZHWV 4T :SSDN 2 oH2HEAIE. 1 2FWVATZnTcxEd,

«2OH®SSD #BMT 2 : SSD A3 1 DDFAIE. 2 2H D SSD ZiB/ L T RAID 2T
=FE7,

A

FIE O ZOFEAMH LT, SSD & RAID 2 HHIRT BRI SSD ZH 0 4 & 2N TL7Z& N, T —
ERRONWAREEERH Y 97,

FIE

ATFYF1 SSDD 1 2FEV AL ET,
a) SSD % RAID S ED 4L E T,

configureraid remove-securelocal-disk {1| 2}

remove-secure ¥ — U — R{Z SSD % RAID 7>HHIE L., B ELT 1 X 7 HRe 2 iz
L. SSD #7422 ELEd, SSD % RAID MO HIRT 27200 TF — % 22 O F FHEFF
TAHEGEIL. remove ¥ — U — R&HEHCTx£9,

51

> configure raid remove-secure local-disk 2

b) SSDNA Ry M VIZFKREN2L 72D FE T, RAID AT — X AZEMR L 7,
show raid

SSD 78 RAID 7> L HIBREND &, BIEEL FSA TORENSIEE LTERENET, 2
SHDRITA TN, A R_R—=FT 4 A7 L LTEREINZLBRYET,

51

> show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: operable
Presence: equipped
Lifecycle: available

. TINA REE
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c)

Drive State:
Type:

Level:

Max Disks:
Meta Version:
Array State:
Sync Action:

Sync Completed:

Degraded:
Sync Speed:

RAID member Disk:

Device Name:
Disk State:
Disk Slot:

Read Errors:

Recovery Start:

Bad Blocks:

Unacknowledged Bad Blocks:

Device Name:
Disk State:
Disk Slot:
Read Errors:

Recovery Start:

Bad Blocks:

Unacknowledged Bad Blocks:

> show raid
Virtual Drive
ID:

Size (MB):
Operability:
Presence:
Lifecycle:
Drive State:
Type:

Level:

Max Disks:
Meta Version:
Array State:
Sync Action:

Sync Completed:

Degraded:
Sync Speed:

RAID member Disk:

Device Name:
Disk State:
Disk Slot:

Read Errors:

Recovery Start:

Bad Blocks:

Unacknowledged Bad Blocks:

SSD % ¥ ¥ — U LWHANCE D A L E T,

ATFw T2 SSD#EMLET,
a) SSD ZZED A1 v NMIWERMIZBIML £,
b) SSD % RAID (ZiEM L £,

Cisco Secure Firewall 3100/4200 T? SSD D7y F Ry .

optimal
raid
raidl

2

1.0
active
idle
unknown
0

none

nvmeOnl
in-sync
1
0

none

nvmelnl
in-sync
2
0

none

1

858306
degraded
equipped
available
degraded
raid
raidl

2

1.0
active
idle
unknown
1

none

nvmeOnl
in-sync

none

configureraid add local-disk {12}
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HLUNSSD & RAID OFIMINE T T 5 F TICHEERI 5 2 E0n3b 0 £408, FOR,
T7AT U A —VITRERCEELET, FERL TE, BRFARICEINIIFETINE
T, AT — X RAEF T AHIZIE, showraid =~ REFEHELET,

PIRNZHIO Y AT A THAINTEY ., £722 v 7 SR TWASSD Z Y 117 535813,
WDa<r RE AT LET,

configureraid add local-disk {1] 2} psid

psid X SSD DEHEIZAE H N2 T ~UCHIM S TWET, F2id, VAT AZFEE L,
SSD #H 7 +—~ v F LT RAID [ZIBMT&E £,

USB "— F DERNE

By default, the type-A USB port is enabled. You might want to disable USB port access for security
purposes. Disabling USB is supported on the following models:

* Firepower 1000 Series
* Secure Firewall 3100
* Secure Firewall 4200

Guidelines
* Enabling or disabling the USB port requires a reboot.

* If the USB port is disabled and you downgrade to a version that does not support this feature, the
port will remain disabled, and you cannot re-enable it without erasing the NVRAM (the FXOS
local-mgmt erase secure all command).

* If you perform a ROMMON factory-reset or FXOS local-mgmt erase secure, the USB port will be
re-enabled.

* For high availability or clustering, you must disable or re-enable the port individually on each unit.

\)

(G¥)  This feature does not affect the USB console port, if present.

TN ATO USB R— ~DEZNE

T3 AT USB iR— b ##EZ{KIZ T 5 12i%. Firewall Threat Defense CLIZ{# A L £ 7,

FIE

ATv 1 USBAR— M2 HEHLL T,
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ATy T2

TLFA 228 RE— RO USB K— rommit [

system support usb configure disable
reboot

USB R"— b & FHEANIT HI2I%, system support usb configureenable & A7) L £,
11 -

>system support usb configure disable
USB Port Admin State set to 'disabled’.
Please reboot the system to apply any control state changes.

>reboot
This command will reboot the system. Continue?
Please enter 'YES' or 'NO': YES

R—MNAT—HRAEFRLET,
system support usb show

[EHAT —X A (Admin State) 121X, USB A — hOBRENFRINET, [BIfERAT —F A
(OperState) J1Zi%, BEOTMENERINET, 72& 21X, USBA— FE YL CTY r—
RLTWARWEA, [EEAT—X A (Admin State) 2138 £oR SN, [BERAT—Z A
(Oper State) 1 IXAZNC/RY £7,

51

>system support usb show
USB Port Info

Admin State: disabled
Oper State: disabled

TILFA AR AE— FTOHOUSB R— ~DESE

FIE

ATy T

VNFA AL A E— R TUSB A— hZHHLIZT H121E, FXOSCLI #fFH L 7,

USB R— 28I L CHEE L, ZELFMTLET,
a) USBA— M&Mahb L £,

scope fabric-interconnect

disable usb-port

commit buffer
by ¥¥—vEUT7—FLET,

connect local-mgmt

reboot
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1 -

firepower-4245 /fabric-interconnect # disable usb-port

Note: USB enablement or disablement changes are effected only after FXOS reboot.
Confirm change? (yes/no) [yes]:

device /fabric-interconnect* # commit buffer

Note: USB enablement or disablement changes are effected only after FXOS reboot.
Confirm change? (yes/no) [yes]:yes

firepower-4245 /fabric-interconnect # connect local-mgmt
firepower-4245(local-mgmt) # reboot

Before rebooting, please take a configuration backup.

Do you still want to reboot? (yes/no):yes

Broadcast message from admin@firepower-4245 (Wed Feb 21 05:59:55 2024):

All shells being terminated due to system /sbin/reboot

USBAR— Fa&AZC LCHEB L, ZEELAZICLET,
a) USBA—haABHIZLET,

scope fabric-interconnect

enable usb-port

commit buffer

b) Y¥—vEIVT—FLET,
connect local-mgmt
reboot

51 :

firepower-4245 /fabric-interconnect # enable usb-port

Note: USB enablement or disablement changes are effected only after FXOS reboot.
Confirm change? (yes/no) [yes]:

device /fabric-interconnect* # commit buffer

Note: USB enablement or disablement changes are effected only after FXOS reboot.
Confirm change? (yes/no) [yes]:yes

firepower-4245 /fabric-interconnect # connect local-mgmt
firepower-4245(local-mgmt) # reboot

Before rebooting, please take a configuration backup.

Do you still want to reboot? (yes/no):yes

Broadcast message from admin@firepower-4245 (Wed Feb 21 05:59:55 2024):

All shells being terminated due to system /sbin/reboot

USBR— hDAT—H AZFRLET,

scope fabric-interconnect

show usb-port

[FFL AT —H# A (Admin State) ]121%, USBR— FORENFREINET, [IMEAT—H R
(Oper State) 121X, BUEOEMER R RSNE T, 7& 2IE, USBA— M2 EYLL T v—

RLTWeWEA, [FEAT—H X (AdminState) 1213 [#E%) (Disabled) ] & Fx S, [H#)
fEX T —5 A (Oper State) ] 1% [F%) (Enabled) 112729 £7,

1 -

firepower-4245# scope fabric-interconnect
firepower-4245 /fabric-interconnect # show usb-port
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Usb Port:
Equipment Admin State Oper State
A Disabled Disabled
— faran Z
TNARABEDERE
HaE Minimum | Minimum | S48
Firewall Firewall
Management | Threat
Center Defense
[T/ A (74— |7.7.0 W [T A (U4 =) (Device (Wizard)) ] OEAGIIZE TIE
F)  (Device Bk —Z AL TCT A AZBMTEL L0V ELE, & 0)1%%
izar [haBiE} AEI >[T/\ evice e T~
(Wizard)) JIZiBINES . B (Add) 1>[T/ N1 R (D ) JEEIC G S S TR S
T2 AR AE 21 hiﬁ“o
7&\" L) — N . — ~ B
/L(/;C%Eéi%j‘ TTA BHVAER Sl : [T/8N4 X (Devices) 1>[T/31 REE (Device
B S Management) 1> &M (Add) ]>[T/ N1 R (D 4H¥—F) (Device
(Wizard)) ]
Serial-number 7.6.0 Management | You can now register a device using its serial number from an on-prem Firewall
registration (zero-touch Center 73 | Management Center. With templates (requires Firewall Threat Defense 7.4.1+
provisioning) supported %71 « |onthe device), you can register multiple devices at once. This feature was
from an on-prem Firewall I HE previously known as low-touch provisioning.
Management Center. T& 54 | Requires Cisco Security Cloud. For upgraded Firewall Management Centers,
0N your existing Security Cloud Control integration continues to work until you
7 720 enable Cisco Security Cloud.
" New/modified screens: Devices> Device Management > Add > Device
IR S izard)
T il R
TH - Supported platforms: Firepower 1000/2100, Secure Firewall 1200/3100. Note
72.4/7.4.0 |that Firepower 2100 support is for Firewall Threat Defense 7.4.1-7.4.x only;
those devices cannot run Version 7.6.0.
[HIFE (Delete) ] A 7.6.0 1= The Delete menu choice was renamed to Unregister to better indicate that the
=2 —IAH DOL4HIN device, high-availability pair, or cluster is being unregistered from the Firewall
DB GRARI Management Center and not deleted from the high availability pair or cluster
. - or having its configuration erased. The device, high-availability pair, or cluster
(Unregister) ] IZA®H
S L7 continues to pass traffic until it is re-registered.
B New/modified screens: Devices > Device Management > More

TINA REE .
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hERE Minimum | Minimum | 240
Firewall Firewall
Management | Threat
Center Defense

T L— e L|7.6.0 74 [T/314 X (Devices) |>[T/3\1 R EHE (Device Management) | > [iB

7= F A ZADEN m (Add) 1>[T/8A R (D4 H—F) (Device(Wizard)) ] HiiiC
X, 77— hEERHLTT A ZAZBINTEET,

/AR Sl  [T/8 R (Devices) [>[T/31 REIE (Device
Management) 1>[Ef (Add) 1>[FT/N\A R (D4 H—F) (Device
(Wizard)) ]

Disable the front panel |7.6.0 7.6.0 You can now disable the front panel USB-A port on the Firepower 1000 and

USB-A port on the Secure Firewall 3100/4200. By default, the port is enabled.

Flrepowe?r 1000 and New/modified Firewall Threat Defense CLI commands: System support usb

Secure Firewall .

3100/4200 show, system support usb port disable, system support usb port enable
New/modified FXOS CLI commands for the Secure Firewall 3100/4200 in
multi-instance mode: show usb-port, disable USB port, enable usb-port
See: Cisco Secure Firewall Threat Defense Command Reference and Cisco
Firepower 4100/9300 FXOS Command Reference

Chassis-level health 7.4.1 7.4.1 You can now view chassis-level health alerts for Firepower 4100/9300 by

alerts for the Firepower registering the chassis to the Firewall Management Center as a read-only device.

4100/9300. You must also enable the Firewall Threat Defense Platform Faults health module
and apply the health policy. The alerts appear in the Message Center, the health
monitor (in the left pane, under Devices, select the chassis), and in the health
events view.

You can also add a chassis (and view health alerts for) the Secure Firewall
3100 in multi-instance mode. For those devices, you use the Firewall
Management Center to manage the chassis. But for the Firepower 4100/9300
chassis, you still must use the chassis manager or the FXOS CLI.
New/modified screens: Devices > Device Management > Add > Chassis

Zero-Touch Provisioning | 7.4.0 Management | Zero-Touch Provisioning (also called low-touch provisioning) lets you register

to register the Firepower Center 73 | Firepower 1000/2100 and Secure Firewall 3100 devices to the Firewall

1000/2100 and Secure %71 » |Management Center by serial number without having to perform any initial

Firewall 3100 to the 7 F setup on the device. The Firewall Management Center integrates with SecureX

Firewall Management e and Security Cloud Control for this functionality.

Center using a serial FTHE - . . .

7.2.0 New/modified screens: Devices > Device Management > Add > Device >

number. .

Serial Number
Management
Center 73
N7y
7\ HE
TER
AN
7.2.4/7.4.0

. TINA REE


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
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Minimum
Firewall
Management
Center

Minimum
Firewall
Threat
Defense

E 0]

Merged management and
diagnostic interfaces.

7.4.0

7.4.0

Upgrade impact. Mergeinterfaces after upgrade.

For new devices using 7.4 and later, you cannot use the legacy diagnostic
interface. Only the merged management interface is available.

If you upgraded to 7.4 or later and:

* You did not have any configuration for the diagnostic interface, then the
interfaces will merge automatically.

* You have configuration for the diagnostic interface, then you have the
choice to merge the interfaces manually, or you can continue to use the
separate diagnostic interface. Note that support for the diagnostic interface
will be removed in a later release, so you should plan to merge the
interfaces as soon as possible.

Merged mode also changes the behavior of AAA traffic to use the data routing
table by default. The management-only routing table can now only be used if
you specify the management-only interface (including Management) in the
configuration.

For platform settings, this means:
* You can no longer enable HTTP, ICMP, or SMTP for diagnostic.
* For SNMP, you can allow hosts on management instead of diagnostic.

* For Syslog servers, you can reach them on management instead of
diagnostic.

« If Platform Settings for syslog servers or SNMP hosts specify the
diagnostic interface by name, then you must use separate Platform Settings
policies for merged and non-merged devices.

* DNS lookups no longer fall back to the management-only routing table
if you do not specify interfaces.

New/modified screens: Devices > Device Management > I nterfaces

New/modified commands: show management-inter face conver gence

Migrate Firepower
1000/2100 to Secure
Firewall 3100.

7.4.0

&
(Any)

You can now easily migrate configurations from the Firepower 1000/2100 to
the Secure Firewall 3100.

New/modified screens: Devices > Device Management > Migrate

Platform restrictions: Migration not supported from the Firepower 1010 or
1010E.
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hERE Minimum | Minimum | 240
Firewall Firewall
Management | Threat
Center Defense
TNTORERFEHT 3| 740 (E53 TRCOBEFEHT S ADLVR— b Ly rr—RTEH L5100k
AADVR— FEH T (Any) WE L, [T/AM R (Devices) |>[T/314 REHE (Device
va—RLET, Management) JIZBEIL., X—TOH EIZHDLH LW [T/34 AV &
MUAR— DX 7 v— R (Download Device List Report) ]V > 7 %
7V w7 LET,
Manage Firewall Threat | 7.4.0 7.4.0 Firewall Threat Defense high availability now supports using a regular data
Defense high availability interface for communication with the Firewall Management Center. Previously,
pairs using a data only standalone devices supported this feature.
interface. See: Device Management
ISA3000 & A7 A LED|7.0.5/7.3.0 17.0.5/7.3.0 |ISA3000 % ¥~ h¥ T F 5L VAT L LED BMHATLET, &
&y vy hFD 2O HANT, D &b 10 o T IEENY,
DOV R—F,
ISA300012 K% > v » |7.02/72.0 17.02/7.2.0 \ISA3000 % v v N ¥ U TEH LTV E L, LaNE, 734
MDY HR— b, AxBHEBTLHZE LNTEERFATLE,
YNFv =T OY 720 7.2.0 770 FEWHOEH Y 2 =28 ALE L, 207 T 7 FEHA

A—h,

DOEHE % —IX, Security Cloud Control (Security Cloud Control) ~
Ty M7xr—bzffHLT, OV AaDtx2T 4 VI a—
VarORBERGLEY, v XYY OEFITONTII T A AT
WET,

NR=T gV 12UBEFITL TWDEN— R =7 I3
X =TI, 777 REBRIOT A A% THRFEER CExE3n, A
BIAR boaX 7 EgICBoNET, ZON—RKy =7 F7
ITRBE R v =ik, TS AR V—FETE £ A,

FHR/ET I N7-22<= 2 K : configuremanager add. configuremanager
delete, configure manager edit, show managers

BT ST

« 7T REHIRIT NA R — Ry =27 FI3REEHRE 7 —
(BN 5 85A0E. #r L\ [Security Cloud Control& Bkt 55 /3 A
A (CDO Managed Device) | T =7 Ry 7 A4 2L T, £
NRDHHEATHLZ EE2HELET,

« [T/N1 R (Devices) |>[T/\14 X EHE (DeviceManagement) |%
BRI D L, DHTEAOT A ANERINET,

FEHIZ OV TIE, Security Cloud Control D R = A > &S L TL 72
S,
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hERE Minimum | Minimum | 240
Firewall Firewall
Management | Threat
Center Defense
Cisco Secure Firewall |7.1.0 7.1.0 SSD IZB G E{k KZ 4 7 (SED) T9, SSDR22oH55HE. V7
3100 T SSD ¢ RAID k% =7 RAID 2T¥5k L £
R—h, N
v l\ FR/AET S22~ K @ configureraid, show raid, show ssd
EHBHE O TLS 1.3 |7.1.0 7.1.0 FMC 73 ZAEHERE CTLS 1.3 AMEH SN D L 51t £ Lz, LL
DHFR— |k, A%, TLS 1.2 3 ¥R — kI TWE Lz,
FDM % i L T, 7.1.0 7.1.0 FDM Zff L TR E2 ETT 5 &, BHEBION~3x—Yx 77k
FMC (2 L 5 EH I ARREWCMZ T, FHEHOZOICFMCIZYI Y B2 7= & %12, FDM T5%
FTD Z& & L £, TLETRTOA o F =T oA ARENRFFESNET, 778X a3
FE— VR =X a2 VT =R EDMDT 7 4V FREIE
REFESNR2NZ LICHEE L TLZEV, FMCCLIZ T % &, &H
BELEX VXTIV BAREDHANERREINET (e xiE, 7
T ANV NDOWNEA v H—T = A ARERIIRFFSNLEREA) o
FMC IZYIW 2 % &, FDM ZffH] L TFTID 2 & T& <20 £
7
PO/ SHL7- FDM B : [ R TLRE (System Settings) 1> [&B
B+t >4 — (Management Center) |
77T L—RKAT—|6.7.0 6.7.0 [7 /34 ZAEE (Device Management) |X—Z, T /8N ANRT v 7T
BATT A AT 4 L= RENTNWENEI D (BEIORZEDOT v 77 L— RRR) X0
BT D, BOT T T — KB LI RI L Te e E D BB ST A
R T DT v T 7 L= RIFRBFR TR END LT E LT,
B/ S  [T/84 R (Devices) |>[T/34 RAEHE (Device
M anagement) |
Firepower Chassis 6.4.0 6.4.0 Firepower4100/9300 2 J — X 734 ZAOBEE, [T /31 ZEEE (Device
Manager ~DU 7 Management) ]-<—3{Z, Firepower Chassis Manager Web f > % —7 =
Voo 7 7kA, A RANDY T PRRINET,
BB/ ST : [T/3N1 X (Devices) |>[7T/31 REHE (Device
Management) ]
EFMEE DO AT— 623 6.2.3 [T /34 2 (Device Management) | ~— UIZEHRIRT XA AD
BATTINA A% T 4 N g UERNFEREND L1270, EFRHEBIOERO AT —
NETDH, N—=Ta v BATTINA R 7 4 VF T DM BMShE L,
faE£RT~T D,

/AR Sl  [T/85 X (Devices) [>[T/31 REIE (Device
Management) ]
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