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User roles
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* Security Approver

NRTELTEZERTAEOORR TSI HTAR

WIZ, BREEFRORBICETATA RIAERLET,

EEEOENEEER

Firewall Management Center & 7 /3 A DM OE BB T, CILH S &7 /31 ZADR DL 472
TLS-1.3 B 5{biE(E F ¥ 1~V TT,

YXx 2 U7 4 EOFIENS, A FE VPN EOBIMORE S M RAUBRATZIO N T 7 4 v
I HRFETTAHMNEITIHY A, 72E 21X, VPNRF U5 L, EHBEGENLDONAT-D,
UTNWIREFR A EBEID LET,

A

AR TS ZAOEHEREGT. T AR TRIET D VPN PRV ERAESERW L2 BEY
LET, VPNRX T U THEKNE 25 EAT L ERT 5 & BEBENUE S, 731 &
CEEESEHG LW EREERIETE 20 7,

B NS 7 4w ZN VPN 2 — T oA ZAMHHAEASIE. 4T, VPN M RAnbiE
BET 74007 %BBRILTSIEZ N,

Rl REA DR K

[l U< a 7 C Firewall Management Center (27 7] 4L 5 KT /A ZAED 25% ZHEZ DT 734
ZIZEB L2 W TL &V, 728 21E, FMCV300 DA, iKY a 79 A XL 75 57 /34 A
(300 ®25%) TH, ZHEDZNT A RCFERFICEMT 2 &, "7 4 —~< 2 ZAOMBERF
AT HAREMERH D £T,

B #EoEm |



| gxomEms

5% TE D B

zzorn [

#EHR) O—DERA

BRBONRT p—< o AEERTHIE. RURY —2FHT L7 B LET, &
Vo—%2BHT BT AT N—TZ LI 1R OREY a 7 Z/ER L T &,

ERAZE TORME AT OFIR
JEBE £ TOFTERHIL, ROBHOER (ZNALICRESHEEA) ITL-TEDY £,

TR RTKETORE, 22X, Tnyr 308XV T7 4 (0T VY2 ATy
U OB E RIBIZHERLT & BB DEMNRS R LBHY £,

e TNRARAETNNERAEY, AFYNDRNT AL ZOEEA, EBRFENEL 2D £9°,

TNA ZADBREEBZ VI IICEBELTLEIY, —F v TS ATHR—-FEND
N—IVETIIRY O — DR RBEEZBZ D L. VAT APNELEZFRLET, RTINS o0
DERIZES>TEDLY ET, TA ADRAEY &7 B2 v OKIET Tided, KU r—=
N—VOEHES BB LET, RY —L—LOREEbIcONWTIL, 778X a3 ha—L
= IVDRANTZ 7T 4 ABB LTI,

AVUTFURD4 VRODFERIZEBS FT T4 v R DOEEDERR

AT F AT 4 R ETIIFW O AN/ R D EFRICER T Z L2 BEid L
F9,

BT DERCY V=R ZBERT DL, WS ODDNTy ERA AR a7 LT Rry T
SINLZEBRHYVES, £, —HOar T4 X2 lb—rarEREHATLIE T T 407D
AVANRT gy EFWT S Snort Ve B ANHEFALET, ZOFEFIZNT T4y 7B Rey
TENDD, FNLUEA AR g UM TORTICZITEINSINE, ¥ —F7 v TN R
MDRNT 7 4y 7 0BT 5 HEITS U TEZRY £, Snort OFFEENC LS N T 7 1 v 7 OF)
fE (1 ~=v) BIORBAEIIZT 7T 4 7 LS NIZBRIC Snort 7' 0 & 2 & FKEN Y 5 3%0E
(13 2—=2) ZZLTIEEN,

Firewall Threat Defense 7 /31 ZA D4 [ (Deploy) 1 %A 7 1 7 @ [EAEDH I (Inspect

Interruption) [FZ, BT E N7 74w I 7o —F 7 3MEDNFHETAREEERH D Z &

WZOWTEERRRINET, BELAHIT. TvotL, FREETEET, FHMicoONT
I, T ZAO[EHOELE R X—) ML TIEZIN,

BEENEYD
Snort FREEIO LT U A4 (8 _X—)

MAZBRELEE, BLXOZFOBRELLET L L X3, BBEZITHT L RATEOEFE2E
ANTHVERNHY £, BAORT—H T, Avk—Y B ¥ —THERTEET,

BAEITO &L UTOaryR—xr bBREHINET,

e TNAAREA U H—T 2 ADHKE

o= I


management-center-device-config-77_chapter43.pdf#nameddest=unique_227
management-center-device-config-77_chapter43.pdf#nameddest=unique_227

mEoEmE |

B =ez=0mm
o TNA ARHHIAR Y — : NAT, VPN, QoS. 77 v b7 4 — L% E
TR Ay hr—LBIUOHET LRI — DNS, 77 AN TATUT 4T 4, %
AL Fy U= 08, T L7 4 H SSL
X NU—Z7BRHARY >—
s RAN— VDR
s INHDHEFZEDOWNTNNICEHEMTONTVWAIREE ATV =V b
VAT AIRY =2 HEICHEAIE DL, BAX AT ATV 2a— VT 50, HDHWIE
BAN—NVOEFFZ2A AR — T LHRICEATDHEIICT AT LERELET, R, RAR
Uy —DEHCE > TRABLOR Yy T =7 GHICET VAT AEZOEARRY v —% %
BTELHLIICLTCWDHEEIE. R —DEAZHE LT 5 EELBET, RAL—/LVER
LT, 778A 3y bu— LR V—ORILBB L OVT 4 —<  ADFEMEEA 7 T =
YOT T AN MENERINDHZ EbHY ET,
=10
=% TE X B D R

REEEHELI-BIC, BBEZTHT 3 RZBBALET, AT T A0, 7203
NoT7 4y 77—t AR a Al T 5 PR OFE N B/ANBIZ 2 A GR35 2
LERBEIO LET,

A\

AR OBETLOBICY Y —REFERTDHE, W OOy MRS VAR gL TRr Yy S
ENDHZERHVET, Fo, —HOar T4 X2l —varERETLIE FTT 40 ID
A VAR arERET S Snort VB ANER LET, ZOHEHRIC T T v IR Ray
TENDD, TN EA AR v a UPMTONTICZITESND L, X—F v TN A
WDRTT7 47 BB 5 HEIECTERARY 9, Snort OFEENCLD T 7 1 v 7 OF)
B (11 _—=2) BIXOREBMELILT 77 4 7L ST BRIZ Snort 71 & R & PRl B4 2 5% 0E
(13 =) ZZML TN,

¢l

IR BRI
¢ TRTOEHBET AL ANRE A=V arDeXa VT4 V—0 F 77 F&HH
LTWDLZEEERLTLSEZ Y, ¥X2 VT4 V=0 47 V=7 FERELTWDY
B FAHEEDLZTRTDOTNAA AT, U E—T 2 AD —VRELWETHETIE. 7
NA RCREERZRH L2 TLIZZ, T XTOFRNRT A R ZFRFHCERT 2
VENHY F77,

JEBOERZ T L Ea—3 521X, RESTAPI T 78 A% HhZLET, RESTAPIT 7 &
A EHINZT HI2iE, Cisco Secure Firewall Management Center Administration Guide?
[Enabling REST API Access| @ FEIZHEVE T,

B #EoEm |


http://www.cisco.com/go/firepower-config

| #x0Em
wrzzoEs [

\)

GE)  EBARFZT SA ACLITT A ARENFHAMONTWDEE, ZORMT vt A XKML E
9, JEBH AT show running-config 72 E D a2~ > REFLT LRV TL 72 &0,

FIE

AT 71 Firewall Management Center £ = =— /3—"T, [EB] (Deploy) %7V v/ L%,
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NS OEGET, BIMORBA T Y a U ERET D720, [EE72 R (Advanced Deploy) ]
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ZOFNEDFE Y OERIE. [EERER (Advanced Deploy) | i (i fH S £,

1: 3R 7GRH

Q, search Deploy O S @ | V]
[ Q, search Device ] Advanced Deploy | Deploy All /
1120-4 | completed
D HA1 | Ready for Deployment
plj
® 1pending | ® 1succeeded B 9 I

X 2: = ELER

I Q. Search using device name, user name, type, group or status

. ca Inspect . .

D Device Modified by Interruption Type Group Last Deploy Time Preview
> D 1120-4 srmunna FTD Jan 9, 2025 1:49 ... @ | Ready for Deployment
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[ Q search using device name, user name, type, group or status

Inspect

Device Modified by E; Type Groul Last Deploy Time Preview
D , Interruption s ¥ i
> (J 1202 srmunna FTD Jan 9, 2025 1:49 ... | Ready for Deployment
> (J Hat srmunna FTD Jan 8, 2025 6:06... B | Ready for Deployment
G
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5:LEE®E 21—
Change Log: 1120-4 @

Comparison View Advanced View

Legend: IAdded IEdited IRemuved

Changed Policies

Platform Settings Deployed Version Version on Firewall Management Center Modified By

Access Control Policy (! ) )
Network Analysis Policy:

Access Control Policy
Network Analysis Policy: Balanced Security admin

~ Intrusion Policy
Network Analysis Policy: Balanced Securi

Mo Rulesractive inspectorData: {"smtp":{"enabled":true {"http_inspect":{"enabled":true,"instan:

~ Network Analysis Polic BDAT CHUNKING DATA DEBUG EHLO ~  {"iis_double_decode":true,"maximum_c M

Balanced Security an

Filter(V 232 L, 2—F— L ABLOHE ) o — LRV THEY —% 7 4 L Z BT X
%7,
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Change Log: HA1
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no shutdown

exit
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RDBERY

(A7 ay) BEAT—¥A%E=% %7, Cisco Secure Firewall Management Center
Administration Guide® [Viewing Deployment Messages] % 2 L T 72 &0,

| o= I
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gxoEmE |
B =r0e=

BB L= AITE. RRELAEZRBHTIT2DORANTIT 7T 42 (16 ~X—
V) 1 EBRLTLLEEN,

EErREYSY
Snort FEEEIO LT U A4 (8 _X—3)

REOEE

BEARAT—2 ADKRT

[J£B] (Deployment) ] X— D [AT—H A (Status) |FNTIL, KT A ADEHAT —H A
MFERINET, BHPEITHTOEET. BROETRNO 7 A T AT =2 ANFKRINE
T, £ TRWGEAIL, RDODAT =X ADOWTNNERINET,

o [fREEH (Pending) |: BT AT A RAEERHDZ LR LET,
o 2% (Warnings) | £7201X [=7— (Brror) |: BEHATOTF = v 7 TREICET 2SS 7

eI —BHESN I AR L TR BRICITEATHWERA, BERHLLEITR
FZHITCEETN, =7 —Db55LAITTE EEA,

A

G¥)  [AT7—H A (Status) ]¥NZi%, [JEBE (Deployment) ] ~<—d 1
ODa—P v a I L TOR, BELLEFTT—DAT—
HANERENET, X=UNOBEILIED, X—UZEH L
VT 5L, AT =2 AL [REF (Pending) 1 ITZEDY £,

« (R (Failed) ]: DARTORBADRITHNRILIZZ L 2R LET, AT —42%27 ) v/ L
TRz RR LE T,

o [¥=—WN (Inqueue) ]: BEANBMBINTZLOD VAT ANEE T A %2 F7BA LT
WRWZ EEIRLET,

«[58 T (Completed) ]: BEHNIEFICET L2 E2RLET,

REBEDRR

BB CIX, BE 10 BRI LZER, FESEORKRLUEZERNR., BRI s EoRr—
Ny JRBAN Sy 7 TF v INFET,

B #EoEm



REDER

FIE

emEEox= |}

AT 71 Firewall Management Center A = =—/N—"C, [JEBf (Deploy) 1% 7 VU v 7 L. Deployment

History () =227 U v 7 LET,
10: [BEAFEFE (Deployment History) 17 4 3>

Q. search peploy Q@) & ®

[QSearchDevice ] AdvancedDeP|Dv| Deploy All ¢

1120-4 | completed

(] HA1 | Rready for Deployment

@ 1pending | @ 1succeeded ﬁ I

URIOT R TORMAB L —A RNy 7 a7 DY AR, HrLWIEICRRSNET,

11:[EEIFERE (Deployment History) ] R—

Deployment Setting :UIELTS

[ Q Search using job name, device name, user name, status, deployment notes or ‘Bookmarked keyword

]

Job Name Deployed by Start Time End Time Status Deployment Notes
> Deploy_Job_37 admin Jan 9, 2025 3:22 AM Jan 9, 2025 3:23 AM Completed
> Deploy_Job_36 admin Jan 9, 2025 1:50 AM Jan 9, 2025 1:50 AM Completed
> Deploy_Job_35 admin Jan 9, 2025 1:41 AM Jan 9, 2025 1:41 AM Completed
> Deploy_Job_34 System Jan 9, 2025 1:36 AM Jan 9, 2025 1:38 AM Completed Deployment after re...

ATy T2 LERERY a 7OMIZH S ExpandArrow() 227 ) v 7 LT, Ya TICEENDLT A A &

ZORMAT —Z 2 2FRLET,
B 12 #i3R

Deployment Setting [ASIEEES

r ‘Bookmarked" keyword

2r name, status, deployment notes ol

]

Job Name Deployed by Start Time End Time
B Deploy_Job_10 admin Oct 25, 2023 12:59 PM Oct 25, 2023 1:01 PM

Device Transcript  Preview Status

HA1 2} B Failed

1120-4 = B Completed

Status

Failed

Deployment Notes

o [RBHICBE9 5 7E (Deployment Notes) ] 4| CiEEFHEAMRLET,

SRR
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B =oEEo=<

ERRICET 21T, 2=V = RHO—# L LTEMTE LV AZ LOETY, ZAbD

FiXA T3 T,

ATv T3 (A7 ay) Transcript Details ()& 27 U v 7 LT, T30 RAZEFESza~vr REZlE

LIS E R R LET,

K 13:[c52R9 1) T OFM (Transcript Details) ]7 4 2>

Deployment Setting [EWILETTS

[ Q Search using job name, device name, user name, status, deployment notes or ‘Bookmarked’ keyword

]

Status

Deployment Notes

Completed

Job Name Deployed by
v Deploy_Job_30 guest3
Device Transcript Preview
HA1 @
1120-4 @ @

14: +3 VR )T L DEEM

Transcript Details

FMC >> clear configuration session
FMC >> strong-encryption-disable
FMC >> no dp-tcp-proxy

FMC >> policy-map global_policy
FMC >> class inspection_default
FMC >> class class-default

FMC >> exit

FMC >> vpn-addr-assign local

FMC >> access-group CSM_FW_ACL_ global

FMC >> clear configuration session

FZo 2707 MIE, kOB a v BNEENTWET,

Close

* [Snort%i# ] (Snort Apply) ] : Snort BN Y o —DEEEIIISENEAETDHE, Ay
E—URZ0RIa iR SNET, B, Z0oks e 3RETT,

« [CLIZ®H (CLIApply) 1: 2Dk 7> aid, TAALACHEENT-a~r RE[HFL

TRIE SN OMREZ M RIZLTWVET,

G

B #EoEm




| gxomEms
emEEox= |}

0=y ZEMED R T 227 ) 7 R Tk, CLIa~ > FOFRITERES N EEA, v —
NNy 7 avwy RERRTHITIE, BEHve—nA Ny 870277 NOERR 37—
V) EBRLTLIEEN,

[ATTANT T v A vE— (Infrastructure Messages) |: ZD& 7 v a3 12l &F
SERBAEY 2= VDAT—FARKRENET,

[CLIZ# A (CLIApply) B2 T a Tk, B FZ 227 )7 MIEX, T34 ATHEES
Travwy R, BIOT A ADLIBEINTIGEREENE T, ZNHOINEIT, @A vtE—
VRTT A vE—VOHRERHY ET, RULEEBHTIE, a~vr R2E8x= 7 %277
A v— /%}#ﬁbi'ﬁ“o Insoxg— %Eﬁ&é’ L 1X. FlexConfig R Y > —ZfEHL TH A

A ASNTHREZHE L TWD Y WCHRIZZR2 D56 0bY £T, ZhbDxTT—

I, 2~ F\%Eﬁﬁiﬂbi 2ELTVD FlexConﬁgﬂ“7 VxZ MDA YT NEAETET H DI
FENH Y ET,

G¥)

BEHXSERRICRE SN D a3~ NE, FlexConfig iV r—0bAERINDa~<wr KEDREOD
FZ7 AT U7 MTEWESH D 8 A,

7o & 21X, RO —r 2 A, #ER4 )8 outside @ GigabitEthernet0/0 25X €4 5 a2~ R&
Firewall Management Center 23 35{5 L7 Z L Z/R L CWET, 754 AL, HEIWIZEX =2V
TALNLEOICRE L L &IGE LE LTz, Firewall Threat Defense 28 % = U 7 ¢ L~
EEATLZEIEHD EFEAL

FMC >> interface GigabitEthernet0/0
FMC >> nameif outside
FTDv 192.168.0.152 >> [info] : INFO: Security level for "outside" set to 0 by default.

ATvT4 (FA7vay) Preview (@) 227U w7 LT, TS RZBEBBSNEZR) — 47027 b
OEEZFR L, ENCE SN A=V g i L ET,

15:[FJ L E 31— (Preview) ]743>

Deployment Setting [EWILETTS

[ Q Search using job name, device name, user name, status, deployment notes or ‘Bookmarked’ keyword ]

Job Name Deployed by Start Time End Time Status Deployment Notes

v Deploy_Job_30 Qguest3 Jan 8, 2025 12:07 AM Jan 8, 2025 12:09 AM Completed

Device Transcript Preview Status

HA1 @ @ Completed

1120-4 @ Completed

L 200R—=Varali L TERe /2K rT512d, Fey XU Ry 7 ATHER
NeUa U RRINL, [F5 Show) [RZ L2270 w7 LET, Fry 72 uofy s 2
WZiE, BT a 7041 L BEOK TSR RINE T,

| o= I
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16:/\—2 3 VDL

Change Log: 1120-4

Compare
E Jan 9, 2025 8:01 AM v Jan 8, 2025 8:06 AM v Legend: I Added Edited Removed
Versions

Changed Policies

G¥)
Nay 72T Ry 7 2203, RMLTCRALRRENET,

2. [£F#H (Modifiedby) 152X, R —F3 A7 V=7 b A2EAR LEZa2—F—D—&
MERINET,

1. ARY—LYLTIL, Firewall Management Center (378 U > — % H L7- X TH2—
P—DAFTI TR LET,

2. =L LUL T, Firewall Management Center [3/L— /LA BT LIk D2 —HF —%
KRLET,

3. [VAR—=FDX 7 m— K (DownloadReport) |#7 U > 27 LT, ERur/Dav—x2417
YE—RT5HZEHTEET,

GE)
JRBAEIED 7 L B 2 —id, SERFEORE, HA #E, BX ORI LB TIIYAR— S
NTWEEA,

 TOHRA ADRBEFEEINTWDLHATH, fElRan-Ya 7L a— Ko7 L e a—3V
AR—FINTWERA,

ATvTE (HEE) FEEYa 7ICH LT, More() TA 2 %227V v 7 LT, o727 a w3470
ES

«[7v 7 ~—2 (Bookmark) |: EBfiva &7 v/ ~—27 LET,

« [EBICEIT 2 EE OMSE (EditDeploymentNotes) ] : ERIY a 72BN L7z, EERIZEET
HAAL LOEF EwmELET,

o [LAR— FDARK (GenerateReport) |: BEEICHEHTE ARV A— 24K LET, 20
LAR—=MZIE, Fba—¢ o227 ) F MEREE SV a 77X u 5 s nEENTEH
D, LR—HKIPDF 77 AN TH D — RTEFET,

1. [LUAR— D4R (Generate Report) 127 U v 27 LT, BALVA— MR LET,

B #EoEm |
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BREN—T 3D

gri—varzonz [

17: LR— b OYER

Generate Report

Job Name Deploy_Job_11

Number of device(s) 1

Email
Relay Host NoRelay Host ¢
Recipient List [ Provide email id separated by comma

Cancel

[LAR— hDARK (GenerateReport) R 77 v 7' 4> RUT, [ETA—/L (Email) ]
Frv IRy I AEF T LUET,

A=Y L—=RAIBRRESNLTODHEIE, VAR—FEEFA—LTEETLIL
HTEET, A=V L—FKRRAMPREREINTWRWEAIX, Edit (@) 71 2 &1ff
FALTA—NLY L—FAMEREEIIEELET, FHMIC OV TIE,  [CiscoSecure
Firewall Management Center Administration Guide] @ [Configuring a Mail Relay Host and
Notification Address| ZZM L T 7ZE W,

[%f5# U A I (Recipient List) ] Tid, HEOETA—NT FLAZEI a1 TR
Yo TANT 22 EMTEET,

[ZER% (Generate) 1227 U v 7 LTUR—FZAERLES, ZOLR— MIETFA—
NTRAEEITHEINET,

[#7%1 (Notifications) | # A2 Z 7 C, IR Z B T £3, LAR— FOERNTE
T L7656, [[@% (Notifications) | ¥ AV X7 DV %27 V27 LTPDF LAR— %
Zyrua—RLET,

R IE

Firewall Management Center |X, 7 /A ARERIET 7 A W ERENN—Ta L ELTT 4 AV
RELET, T ATRIFT 23074 X2 —2a "=V a VOREFRETEET, =
DREICEY, TA AT EOT A ZARET 7 A MDY A X TR L, FRHEHENIRSZ &
MTEET, REN—VarOREWOT L, Ny 77 v 7P A XP/NE< 72D | Firewall
Management Center = F] FHVERIHIHEE 2 M) B L E 9,

o= I
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BEOEN |
B =000—1ius

Firewall Management Center O /5 Fl fITEEB CTlX, 2> 7 4 X2 b—Ta v "=V a VORER
7 77 4 772 Firewall Management Center CO & fifi i TX £97,

IR BRI
ZOMREIX, N—Ta 740 TIEYR—FENTWERE A,

FIE

AT 71 Firewall Management Center D A = = —/3—"C, [BB] (Deploy) ]Deployment History () % 3#R
LE7,
AT w72 [JEFHRE (Deployment Setting) 1 %7V v LE7,

ATY T3 [BREFTH/3—2 3 % (Number of Versions to Retain) | K2 7 Z 7 U A KD T34 A
WX CERFFT DR EN—T a VOB ERINL £,

GE)

N=Da VOBEWDT & BRIV a o R —8T 2 L0 1Tk b i VikE N —
CarPHIRENET, BIRLIENN—Va i — RNy P ERF L E 2 —FT5Z LT
EH A,

s IRKFFET 4 A7 %A X (Maximum Permitted Disk Size) ] : &XE/N— 3 U ERET D
KH A RX1L20GB T9, Firewall Management Center (X, #%/E/3— 3 > DA X% EHRY
IZRHE L. BREN—V a OV A AN 20GB #2725 AICIERIEY 7— FE2XE L&
T IEEWMET 7 — P ERRT 21T1F, RENA—T a L OY A XN20GBAmMIZR D K DI
[fREFT 25 /3— 3 % (Number of Versions to Retain) ] Z38K L 97,

o [BAEDRRE/N— 3 > DA X (Current Configuration Version Size) | : LARTO BEBRIZIS 1T
% Firewall Management Center DFXE 7 7 A /L DY A X,

s [TRISNDRENN— 3 DA X (Estimated Configuration Version Size) ] : Firewall
Management Center DFXE 7 7 A VOBE YA X, Zhid, REFT5Z L ABIRLIZRE
NV g VHIZESWCEHR S E T,

ATy T4 [IR7F (Save) 1227 U v 27 LET,

BREOO—IL/\vY

TNA Z & PURNCR LIZBREICn — ANy 7 TEET, AU —0RARKRIC, 75 A4
WIS 774y 7 BERLRWGIETRELZTESGAE. v—A "y 71280 EBRIZK
W DRTORIBIZT S A Ky AT v a vsigkashET,

BNy 7 AR S BE T, BIFO T RTOER L L — A Fry 7S, M7 1y
7 BT Ed,

B #EoEm



| gxomEms

groo—1ivs |

FETE S REDETE

RN Y FL W, BRILARWHETNT 7 4 v 7 OFENREE LIZEA. TOREDOJR

Lo TWVWAERMOETEZFFEL, BENPKIITHILIICEETSZZ E2HERELET,

RIEZ T 5121, UTFTOFEEZSHL T ZE0,

a—)L/\v 28Il

1. [FER (Deploy) |>[EBIEE (DeploymentHistory) ] &R L., &EICEESNE (M
T4 OFWEERI L) YaTvEREBELT, Preview() 227V v LET,

T Ea—_=VIZIRALZLET 247 a ind v LEIOREE L Lz, B
FeE DR 2GR T 2 12 DI 37,

2. MEDIFRL > TWOIERERFELILDL, REXZMBIEL, 7314 ATHREALET,

O—JL\wH g

L v— ARy 78ERRLI L5, BB (Deploy) 1>[EBE (Deployment) | #ER L, ©—
WXy ENTZT N, ADKICH D [T L Ea— (Preview) | 7A 2% 27U v LET,

2. BNy SNERE L, BEEARE STV % Firewall Management Center 0 #4028
BEOMOERENEKRINET,

3. MEDIFRL RS> TWOIERLRFELILDL, REXZMBEL, 7/ ATHELET,

A=\ O DHA K4 2 EFIHNEIE

CHIEREINTWAER=2g VI VETO 10HOR—=2 g v ondFnuniie —u Ry 7 ¢
xFzT., TNEVFEIONR—Tar~our—nA Ry Z 3 R— ISR THWERA, FFR—F
ENTWRNNAR—U g OB, a— ANy 7T A avidd L —FERIZR Y £9,

cFHET—A Ny 7T LRI, BAEZFETTOLENRDHY 7,

s — NNy T EFATTHE, B— Ny T IT=T /31 A Firewall Management Center C
RGN E LT~v—7 &NFE 7, REICMATZERIX, ROBHODIRE I TnE
T, REFPOLEEEZFRT 521, [EBR (Deploy) 1>[EE (Deployment) ] 28R L,
O—/LNy 7 SNTTNA ZADORIZH S [T Ea— (Preview) | 7TA 2% 7 Vw7 L
7,

(AT V=l NI N—T DR (Object Group Search) | FXEMNIENZ /2> TV DS, K
ERT I BAY A NEFFOT A AT, 2=y JHIEDOSE TITHIA 05 Z &0
HVET, [FTPH b TIL—TD#KRFE (Object Group Search) 5% € & eadd 5 121%,
Devices> Device Management #i8{R L, 7 /34 A &8I L T [BEMREDOHSE (Edit
Advanced Settings) 1227 U v 27 LET,

» Firepower 4100/9300 D413, BIFED Firewall Chassis Manager 1 % — 7 = A AGKEN E
D=y I NR=a  THRILTHDL Z LR L TIEEN, £ 5 TRVWEA.
=Ry I A F =T 2 f ADBEPREEDA LV F—T =2 AL —FH LW ATREEN &
DES,

o= I



BEORH |
B =r00—1iys

TRV X TIBAAL L E—T 2 A (R =X EET—F A F—T = A A) H
=)Ly JRN—=T g VEBEDONR—T g U CTRRBEESE, va— ANy 73 R— &N
FHA,

« N7 L7ZFEREORGES . [JEBERE (Deployment History) ]-X—ICRBIY a 7 & LTH#
RENET, 7277L. TRHDNR—V g iue— ARy 73T 52 L3 TxEHA, GEHE
DBGEI AR SNTZRBB A= 3 Ui b ou—oNy 7 Tk, fEHEOBIEA T § ItIc
RO ET, m— Ny ZHOROERTIE, BEHZEITT 2801, FEE A2 F8) CRER
JET

* Firewall Management Center # 7 v 7' 7' L — R4 5 & TNRA R%ET v 77 L—RL7&RNro
FEATH, UFIOY 7 2T U U —AMSE0T_RTOa—/L Ny 73— g UNTF A
A ATHMTE <2 £,

s TNARET v 7T —FRTH5E1E, BEOY 7 b =T V) —ADNN— g NIZDH
a— Ny 7 TEET,

o RPAAEAE DS [118] (Once) ]IZF%IE S 417z FlexConfig A7 2 =7 bi3dH DT /34 ADREBAN
H—L Ny 7 ENTFIEE, Tl a——JItH Ve FRREEINTWTH, FOF TV
NEFRHTLZEETE R ET, vy I kiT, ROBEBHOFIIZ, FlexConfig
FT7 Tl NeFETHO YL THERLTOD, T ACHED Y TTLHMLERDH D F
7

e 0 — LNy LN TFTOHEB M F U AT AR — IR T ETA,
e =Ny T FTEHER=Y g ANEHA AT = MR N T v TRENEENTVDEIEE,
DFEN, AL RTRUTNA AOE A AR RN LTz & & DR T,

CHIERAZ LV RT aLE— ROFNA AR, URIORAA— 3 o CEAT ST o—
72~ =356

« VTABY L TIZONWTIL, LFDOHA RIA4 2B RLTIIZEN,

CBUERZ V RT7 R E— ROT A AN, UHIORHAN—Y 3 T T 28 O
Folza, v— Ny 73 R—FEnEHA,

« (Secure Firewall 3100/4200 3 S OV 7 A X— k7 Z 7 K® Firewall Threat Defense
Virtual) 7 5 AZ Y T T — AT o TREXZERE LD, /— F&BINEITH]
BRL7-0T5E, FROHOEEILVFION—Vg L Cua— A R_y 7352 L3 TEE
B A,

O—I)IL/\Y JRIZTRIZRESNELERTE

o — Ry 7 E, W ONERNT, TA 2 EOT_RTORELXZTTICE LET, Mo N
T, MORESHLTIES0,

Y

B #EoEm
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A=\ ) OET .

O—J)LN\Y Y RIZTIZCEEINBERTE O—J)LN\Y Y RIZTIZCEEINGEWLEEE

e TRTORY V—RE * Snort /XA F
s « Geo DB
s A UH—T 2 AR Geo

* SRU

o
it

* VDB

e
i

« LSP

R
i

« VPN %

i

« FXOS iR E

A—IL/N\y Y DELT

FTNA A DANCER LZREICe =Ny 7 TEE9, RN —DRE%ZIC., T35 A%\
WD 77 4 v NERLRWHIETEELZ T -5E51F, va—A "y 72k, BEICK
T DRTOIRREIZT N, A RTA TV a Untefit s E 4,

by 703 BER LI T ANA 2 EORER T 2RI’ LET,

FIE

AT 971 [JE (Deploy) ] > Deployment History (9) ZE4R L £,
DHIOTXTOREMY a2 70U 2 M, HLWIEIZERRIINET,

ATw 72 [m— v 7 (Rollback) 127V w27 LET,

AT T3 [VaT (Job) 1227V v 7 LTHEBIRLIZY a7 (SelectedJob) | Ky 77X U A R

TVa T waBIRT L0, [T AU AL (DeviceList) |27 U > 7 LT, BRINDHT /A A
DYABMZT 4 VAL £,

ATy T4 (EE) [T 2A0fFE (Search Device) [M#EAR v 7 AT S, A4 AN LT, T34 A
VANET 4 VZRB L £T,

ATYTE 0= Ry I FTETNRA, ADRIZH DR Y 7 Ak A AL, [B—Xy 73—V 9 2 (Rollback
Version) | KRy X7 U R RNNLETNA ADN—T 3 U ERINLET,

o= I
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B o—rvsoxs

18:8RLF-DaTURE

Rollback

A Rollback is the last resort for disaster recovery. Use rollback only if a deployment has caused a data traffic
Defense devices.

Choose devicesfrom (@ Job () Device List

Selected Job [ Deploy_Job_37 v
User:sasaitha; Deployed on:Jan 9, 2025 3:23 AM
[ Q Search Device ]
D Device Rollback Version Preview
1120-4 &
ftdcluster [Jan 8,2025 205PM v ] B

19: Device List

Rollback

A Rollback is the last resort for disaster recovery. Use rollback only if a deployment has caused a data tri
Defense devices.

Choose devicesfrom () Job  (®) Device List

[ Q_ search Device ]
C] Device Rollback Version Preview
1120-4 [Jan 9, 2025 8:01 AM v ]
ftdcluster [Jan 9,20253:23AM v ]
10.10.0.99 A

FEOR =Ny 7= a OV a 74 L EETDRAICET2ELY X P& THET,

ATvT7T6 (EE) Preview () 227V v 7 LT, BIRLIEA—Va U CREBASNAIEFZFRLET,
ATwT1 [m—Ny 7 (Rollback) %7 U w7 LET,

RDBERY

0—L/Ny J DAT —Z AZfERT 5121, [BR (Deploy) ]>[RERE (Deployment) ] & i3iR
LET, T/ MRAADHICH DL — NNy I AT — X AR TEET,

B #EoEm



| BxoRM
BHo—Lnvs rsvzsuTross [l

BRO—ILANYY SR T EOERTR

0NNy KT AT VT NI, TARAANHIRISNDISEEL EHIT, T3 RTEEF S
LHawy ROLENA—T 3 T, m— A"y ZEENRKLIZEE, [T784 (Deploy) ].
Deployment History () DNEICEINT 5 &, KIROBm AR R TEET, 2L, fHLica—
Ry JEECEITENTZCLIa~ Y REMDIIE, a—n Ry ZEIED5E T ICLL FOFIE
WL TLZE, ZOFRIZ, REIOERETLIFHTERNZ LIZEELTIEEN,

GE)  CLIz~> RE#RIZ, = ARy 7 ORTHRICHHTE, kKEIOREME TCORFIHTEET,
02— LNy 7 EER ORAIORBRTIE, v— Ry 7 EEO TR TOFERNBHEESINET,

GE)  v— Ny 7RI, BRI 51 (Deployment Notes) ] 230 —/L Ny 7297 L LT
HEICHE S ET, EEERE (DeploymentHistory) ]~—3C, —H— X [#%E (Search) ]
A TvarEERHL TR — ARy s Va TR A VA TE ET,

FIE

AT 71 Secure Firewall Management Center A = = —/3—"C, [System (@) > Health >Monitor] Z 3R L %
bdAO

RTFVT2 XA odnba— Ny 7 LT AL ZAERIRLET,

RTVT3 [VATLENTTNY a—T 4 T OFEMAE R (View System & Troubleshooting Details) ] YV
Y7V LET,

ATy T4 [ N7 7Ny 2—TF (7 (Advanced Troubleshooting) ] %7 V v 7 LE7,

ATy F5 [#E A CLI (Threat Defense CLI) %27 U v 7 L%,

ATY 76 [~ F (Command) | Ru v 7 H Ry 7 A5 [show] 3R L £,

ATYFT [T A—% (Parameter) | 7 4 —/V F|{Z running & AL £7,

ATv T8 [FEIT (Execute) 127V v LT,

BHDTNAADKR) O—FEBELR—FDFYO0—F

BH4 D Firewall Threat Defense 7 /31 A D HHEOBEHLMEIITONTZRY) o—& 47V =7 b
DEZIIETLHLVAR—rE2Fyran—RLET, UTFTOLVER— b aETezip 7 7 A VOBAT
VR—hEF U — RTEET,

IR U DB, FTH. FRFHIER, HAWVIET S RCER SN ATV 2 RS
LE2—F 38T ZADOHEETOEFELR— b, FElT. XTELEFEOREM (183—2)
BLO TEBEOT L E2—] 2L TSN,

| o= I
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B «—oun

s LIR— R AT —H R ZHADNWTET NS R BT HHELHR— b,
FIE

ATy 71 [ER (Deploy) |>[EELERM (Advanced Deploy) | Z#i®&R L £,

ATYT2 REHORY —EH LR — FEERT DTN ZAORICH DT = v IRy 7 Akt T L,
[REHDETE LA — b (Pending Changes Reports) [ &7 U v 7 LET,

ATy T3 [REPOEFLAR— 1 (PendingChangesReports) 127V v 7 LET, LKR— NI I T
vy RCHEMRESNET,

AT 74 Firewall Management Center A = = —/3—"C, [#%1 (Notification) ]>[# A~ (Tasks) ] & iR
LT, VR—MERZ A7 ZFRLET, >

LVIR—FERF AP TTHE, FAZBBANICF U a— R I BRFERENET,
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