FlexConfig /R ') & —

WD K ¥ 7 TlE, FlexConfig R Y 2 —%F&HE L TEAT D HIEICHOWTEBHLET,

s FlexConfig RV > — DM (1 _—)

* FlexConfig 78 U 3 — DB L HifRSEME (26 X—2)

* FlexConfig O{FEFIH & filf0FHHE (26 ~—)

* FlexConfig IR U v —IZ X DT NA ARED AL~ A X (27 ~—)
* FlexConfig D] (44 ~—)

* FlexConfig 78 U & — D AT (52 X—)

* FlexConfig D JEE (54 ~—27)

FlexConfig /R!) > — D&

FlexConfig 78 U 2 —|Z FlexConfig A 7'V = 7 hOFB(E VA Da T T, £47 V=
7 NME, EFT H—HOD Apache Velocity DA 27 V7 FNFiEa~2 K, ASA Y7 MU =7 D%
Ea~vy N BIOEKICRELE 52 £3, &FlexConfig4 7 ¥ =27 hONEIX, FEARIC,

T B TONTET A AZEHT 5 —#OD ASA 2~ REARTH7r 7 F 45TT, ZD=
<~ K =4 Ak, Z0%. Firewall Threat Defense 7 /31 A CRIEMREZ R E L £,

Firewall Threat Defense Tid, ASAFXEI~ 2 RZEH LT, TXCTORETIZ/ < —EDOHRE
%323 L F 9, Firewall ThreatDefense ;X T2~ RO—EDE v MIbH VY A, KDV IT,
FlexConfig ® 7" > M Z, Firewall Management Center 78 V) > —B L OEREE I L CHEBEE 2
R—=FSNTORWERELZRETE L2 L TT,

FlexConfig 7R') & — .



FlexConfig K1) > — |

. FlexConfig /K1) > —D#ER S h B EHE
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L THE SN TV WO T, showrunning-config D IZ T X TORY —RNEREIND DT
TIEHY EEA,

Y

GE) W12, ASA & Firewall Threat Defense & DOB]OEMIL 1 %1 THH DT TITRWI LIEEL
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HEIDT R, A Fmt 572018, [AT—HX A (Status) | 7—7AD[H 7~ (Count) 17
TLCHLHSPALDDORMZ Y v 7T HMENRDLGERH Y £7,

RTYTI [VATLENT TNy a—T 4 7 Ol % 3R (View System and Troubleshoot Details) ] %
7V w7 LET,

ATy T4 G2 N7 7N a—TF 47 (Advanced Troubleshooting) 1472 U v 7 LET,

AT w5 BB CLI (Threat Defense CLI) 1% 27 VU v 27 LE7,

ATYT6 [T/ A (Device) |ZFIRL, wiZa~vr FELTshowZEIR L, /8T A—% L L Cverson
AT EL, hoa<wr R 122 AN LET,

ATYTT [F1T (Execute) &7V v LET,
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BEOWNERBELET,
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. FlexConfig 7R') & —



| FlexConfig &1 & —

girsnt-cuavsr

ZhrEht=CLUa<U kR
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Access-list

EEACL, JEIEACL, BEXOMEH¥EACLA 7 v v 7 SVET,
Ethertype ACL [ Z7F Al SV E 9,

TUTL—=FFNDOF TVl bR =V TEEINTND
B L OWEIEACLA 7 V= 7 FEEHE L THEAT A L
MTEET,

ARP Inspection

WENT By 7 SNNET,

As-path Object

WREN Ty INET,

Banner REN Ty 7 INET,
BGP RENT o v 7 INFET,
Clock WENT w7 INFET,

Community-list Object

RENT 7y s SNET,

=2 — (Copy) BEN Ty 7 ENET,
HIE% (Delete) WREN Ty INET,
DHCP BENT w7 ENET,

IRAT— REHMTTH

(Enable Password)

WENT By 7 ShET,

HIB%: (Erase)

WENT By 7 SNET,

Fragment Setting

fragment reassembly Zfr& 7m0 v 7 S ET,

Fsck RENTa v 7 SNFET,
HTTP RENTa v 7 ENET,
ICMP WENT w7 INET,

A B2 —7 A A (Interface)

nameif, mode, shutdown, ipaddress, ¥ J Ufmac-address =
< ROHENTr v ENET,

Multicast Routing

RIENT B Y7 ShET,

NAT

BENT Y7 ShET,

Network Object/Object-group

FlexConfig 47 ¥ = 7 h T® Network 472 = 7 ks DAERLH
Ty ENFETRN, TUFL—FFADOF TV kv R—
CYTERINTNWDERY NI —7 ATV N T A—T
EERLE LTHERAT 2R TEET,
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NTP

WRENT By 7 SNET,

OSPF/OSPFv3

WENT By 7 SINET,

Ry oL

WRENT By 7 SNNET,

ASAT— KO

WREN T w7 ENET,

Policy-list Object

RENT v 7 INFET,

Prefix-list Object

WENT By 7 SINET,

Y — R (Reload)

Joa—RKZAFrVa—LVTEFERHAL, VAT AL, VAT A
A EEET S 7-0Zrdoad=2 < > K& HAE9 . rebootz~ 2
REMFHLET,

RIP

RERT By SHET,

Route-Map Object

FlexConfig 47 ¥ =7 F CT® Route-map 47 ¥ =7 + DIERK
nWr7ay 7 ESNETH, T L= OFT V2T b v

F—T X TERSNTVWEL— b~y T FT P27 kK
ELTHERTZENTEET,

Service Object/Object-group

FlexConfig 47~ =7 hT® Service 77 ¥ =7 FDIERN T
0y ENETN, TUoTL— M NOF TV 2T b v x—
VY TERINTWAR— N ATV NEEELTHER
THZLENTEET,

SNMP RENT By 7 SNET,
SSH WRENT By 7 SNNET,
Static Route RENT Ty 7 SIET,
Syslog RIENT By 7 SIET,

Time Synchronization

RERT By SHET,

Timeout

WRENT By 7 SNNET,

VPN

BERT By s SNET.
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FlexConfig Z£ 44 .

BTty b TT, Velocity 727 L—h =2V UE, A—" iflelse AT — AL b, BIO
B AV R— 2 JavaX—ZAD A7 )7 ~NFFETT,

227U 7 NEBOMERFTIEICOWTOFEMIL,.  [Velocity Developer Guide]
(http://velocity.apache.org/engine/devel/developer-guide.html) ZZH L T 7Z X1,

¥

g~y REZIZREFIEO—EN AL T 4 v 7 IERTIT 2L T U H A DMERIKGTT 256
I%. FlexConfig 47 ¥ = 7 MIEHEMHHTEET, BT, ZEITERD X A TI2HKS0
TT A ADZDMOFREN S EF ST CFHNTE & iz %hiﬂ”o

RN —F TV =y NEEIL. FirewallManagement Center CEFR SN TWAHAT V=7 b
PDOEG SN CFANCEES B Z HNET,

o« VAT LEEIE, TAA ABRT AN RIHESINTEAR Y = LS L2 ERICE X
iz bnET,

e T AEHIL, A7 VTN avy ROLBRHZ, R — ATV NERIIVAT
LAEFOARE LI —FENET, X, V—7 T, RV v—FTV=7 bER
XV AT LEPO1ODEEZ 7 e B AEKIIKE L TCr—RNL, e 2AEHEHEHL
T, a~y RXFEINERKT D0, TOMOT 7o ar2FT L ET, b 7atx
ZH0%. FlexConfig 47 ¥ =7 MO [ (Variables) ]V A MIFRRINEHA, F
72, FlexConfig A7 Y =7 b =57 4 # D [N (nsert) | A==—%FHLTCINDLEB
MLUEHA,

o FAE % — 228U X. FlexConfig 7 ¥ =7 NNOERIZER SNIZH—OXFHNIE X2
LbIET,

L, $ XFTHED T, @ CHEIREXT—ZREET, 72L& 2L, Sifname [TRD
aAav U RORY —FT7 V=7 NEBT, @keyname IR F— T,

interface $ifname
key @keyname

\}

GE) AV —AT7 V=7 VERITVAT LEREYD THAT 5561%, FlexConfig4 7 =7 K
=74 2O [FREA (Insert) | A==2—ZH L THATLILERDHY £T, 20T 7 a0l
Lo T, FlexConfig4 7 V=2 b =7 4 XD FEIZH 5[5 (Variables) | U A MIZEEHE
MESnES, 2L, VAT LEREEEHT 256 TH, FBofiH CIREECT514 A+
HVENRHY ET, A7V xr FERITV AT LAEHOE Y Y TR a e R A BN
LA, A (Insert) | A==a—2FHLARAWTL &N, MEXF—ZBNT 25480,
ZMHEA (nsert) | A==a—ZfEHLE T, WHFT—DOZEEL £ (Variables) | U A MTHE

RENEE A,

ﬁﬁﬁi DOILFH|, LFHDOY A N, FRIHEOTFT—T AOWTRE U TR S5 0T
BEIZEN DL TAHERY S —F T2l NEFIIT AT IAEEDOZ A TICL>THRED 9 Bk
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BH—T, W, BHooXFsE LURRSNET) , B EUIOHET 51203, kS
ND BT DMENDH Y £7,

KDL Ny 7 Tk, BEOISEIERZA 7L FONIFTIECZONTHBELET,

FTUEA LT, BEITE—OXFH, BCEA TOXLFINOY A S, Big b Z A4 TDLFHND
UA N, HEIWVIILARIMEEORE LTHRT IR TEET, £2, EEROEICHESN
HZEHOESIT—E, REOELHIZTHIEHTEET, BEALE L UHT 5720121,
AR END N EBRET HMERH D £7,

WS HMEIZIE, EICROFWREENH Y £,

RN — DS FINRI S DA FlexConfig 227 U 7 2 EFEIC, TOEK%E
ZTOFEEMHTEET,

7o & 2IE EFRFEHDOT X A FEE tepMssBytes |1 I H—DE (BB TRITNITRY FHA)
(iR &9, Sysopt_basic FlexConfig I if/then/else fi& 2 H L T, BIOH 7T F & k
2248 tepMssMinimum (ZFES& 2 7 A ORI A XEFHELET,

#if (StcpMssMinimum == "true")

sysopt connection tcpmss minimum $tcpMssBytes
felse

sysopt connection tcpmss $tcpMssBytes
#end

Z OBITIX, FlexConfig 47 Y =7 b =7 4 # T [#A (Insert) | A == —%fH L THRID
$tcpMssBytes D 2B L £ 725, #else ITICIXERE Z OEHE AT LET,

GO ELUT, B2 Z A T OR AL T, WERTIE, 2HE2®R0 R UENT 256

THEICHEA (Insert) |A==—%2FH L TEKEZBNLET, 2 oD0EHIX, FlexConfig
F 7V =7 PO [Z% (Variables) ] U A MZERENEH A,

)

GE)

Xy NT—=7 F TV bORI—F TV FEHKL, IPT FLADHE—DIEE (K%
N7 RVA, Xy hT—=27 7 RLA, 7 RLAHEHFOWT D) 22V ET, EL 08
By ASA a2 RITIEDT RVA XA TRRETH L=, HFEEINDT RLAD XA
TEHEREL TCWALERH D 7, &2, I RIZHEA N T RUVABRKERIEE, X v
NI —2 7 RVAREZELA T V27 VT Xy NT—2 37027 NEBEHEMATD L.
AR T —NRAELET,

RL% 1 TDBRBDEEFOEH

RV —FT V27 FBIXORVRT AEBHOLRNIE., FUEA TOEBOEICHERESNS S
ORHYVEST, ImezE. XY NUV—T AT N I NA—T% 477 N ERIL.
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ZDOTN—THNDOIPT RLADY A MIRFRSINET, [FERIC, VAT L
$SYS FW_INTERFACE NAME LIST (%, £/ > % —7 = A A4 DY A MRS NET,

R CXA TOEBOMEIZHIGT DT XA N AT V=7 bEERTBHIELTEET, 722
X, BEREFHADT XA NLT =7 b enablelnspectProtocolList IZITEE D7 v b a4 559D
HTENTEET,

FLHATDHEADY A MIFRSNOBEEOMEZFFOEEIT, RESVPAETHD Z Lid &<
bV FET, T2l xE, 22— FIEHERA ¥ —T A REFREETILREMRERTEHDT, TN
AALICHDHRNTEA L F =T 2 A4 ZAOBZRTH > THID Z LITTE A,

FDID, R U A T OO A FFOER &AL 5121%, @ IIV—T 2R LES, &
& zIE, EFEE A D FlexConfig Default_Inspection_Protocol _Enable T, #foreach /L — 7 %
J L T enablelnspectProtocolList 47 ¥ = 7 DEEZLEL L F 7,

policy-map global policy
class inspection default
#foreach ( $protocol in $enableInspectProtocolList)
inspect S$protocol
#end

ZOFEITIE, A2 VT NBBEEIAIC $protocol BEUTIRA L, EDOFERE ASA @ inspect =

~URTHEHLT, 2070 ba il LTA VAT va ryr U BN LET, Z0
Yt ¥4 & U THMIZ $protocol E AN LET, A7 V=7 FROVAT MEZZEHITAA
TDHOFTIERNDOT, [#FA (Insert) |A=a—2HL TEKEZEBNTLIZ EIZLERA,

7272 L. SenablelnspectProtocolList Z1EMT %G1, [FHA (nsert) | A == —ZEHT 24
ERH Y ET,

¥ A7 AlX SenablelnspectProtocolList N D272 < 72 5 £ T, #foreach & #end DFIZH H = —
RZ&2NL—TIME L E T,

B4 THERDEHDEEFEOER

ENENDENELR D BN Z RS, BHOEZFOTIA N AT V=7 FEEKRTEXET,
7= & 2R, ERFA D netflow_Destination 7% A N A7V x=7 MIZ, AV F—T = A A4,
SESCIP 7 KL A, UDPR—hESZLEWVI 3ODENZDIETRESN TS E LET,

CDOEITERT DA T V=7 M, BEOEDMEEF -2 TR0 FHA, £ TN
LT AZONRELL AR £,

IDXIRAT Vel NEAHTHITIE, get A Yy REFEHALET, #7022 MOKRE
gt EAN L, NEZDAT P27 bOA T v 7 ATEEHMZET, TFA ML TV
7 MIEZ I PBVANLETH, ATy 7 RX0006 07 FLET,

7o & 2%, Netflow_Add Destination 47 ¥ = 7 MIROITZMEH L T, netflow_Destination {275
FhD 3 ODfE%E ASA O flow-export =~ > RIZEML £,

flow-export destination $netflow Destination.get(0) $netflow Destination.get(1)
$netflow _Destination.get(2)
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B tor—onicmrsns, aomeE-TH

ZDOHITIL, FlexConfig A7 ¥ =2 h =7 4 Z® [N (Insert) | A==a—%fH LT
$netflow Destination D HIDOEHZBML T 6, .get(0) ZEMLET, 72751,
$netflow_Destination.get(1) 3 & O $netflow_Destination.get(2) DZEBIZEE AT L CHRET 54
ERbH Y ET,

EOT—TNICHRENS. BRDEEZFHDOEH

VAT DEBORNNUL, EOT =T NV ERTEORH D FF, £OX D BRERITHYETHD
%, 72 & 21X $SYS_FTD ROUTED INTF MAP LIST D X 912, MAP A ANCE £ HE5 T
To V=T R AL E =T 2 A XA~y L LTFTOLI T —#Z2BELET (bhhRd<
T AHDITEATHEMI N TWET) |

[{intf hardwarare id=GigabitEthernet0/0, intf ipvé6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=255.255.255.0,

intf ip addr v4=10.100.10.1, intf ipvé link local address=,

intf logical name=outside},

{intf hardwarare id=GigabitEthernet0/1, intf ipv6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=255.255.255.0,
intf ip addr v4=10.100.11.1, intf ipvé link local address=,

intf logical name=inside},

{intf hardwarare id=GigabitEthernet0/2, intf ipv6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=, intf ip addr vi=,
intf ipvé link local address=, intf logical name=},

{intf hardwarare id=Management0/0, intf ipv6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=, intf ip addr vi=,
intf ipvé link local address=, intf logical name=management} ]

FROFITIE, 4 5DA U F—T 2 ATEATHHERDESNTVWET, A1 F—T = AT
L2, AR EEOT =T ARG ERTWET, 72& 2, intf_hardwarare_id|3A > ¥ —7 =
AAN—=RU =T DA4RTT 037 4 TH Y. GigabitEthernet0/0 72 & DL TFH & L GRENF
ﬁ—o

ZOXIBREHRT, BEIIRIDAETH LD, HELHT 5T — 7 2 2 0%
ERHY T, £lo, BUSHEROEZRT 2O, BERAICT 03T 4 4 HBINT 2 0ERH
nET,

7ol 2R, ISASHERLTIE, A v F—T =2 A a7 4 Xal—ar E— T, w4 rkr
DA F =T 2 A AT ASA Disis A~ R BT 5 46ENHY £4, 72720, ZOE—-F
ZRRET DB, A v F =T 2 A ADN— Ry =T/ EHEHLET, L7 > T, s Ff
DA UHE =T 2 A AEHBHLTHE, TNOLDA U H—T oA AT EEZNETNONN— R =
THEFEH LU CRETH2MENH Y 77, ISIS Interface Configuration D iE %% 4 FlexConfig
X, ZODIC, V—TWNICRA b &nTzifthen &2 EH LET, UTFTOa— xR ED
DX DI, #foreach A7 V7 s a<x RTCHEA L F—T oA A <y 7% Sintf BEUZFEAIA
NI, #if AT — h A R T v 7 (Sintfintf logical name) 75 intf logical name D % B
L. ZOMED isisIntfList EFEF AT F A PERTERSINTVD U X MZEEALTWDHE
%, intf hardwarare id ™ff (Sintf.intf hardwarare id) ZfH L CA v ¥ —T7 =2 A a~v L R&
AN LET, ISIISERET DA 2 —7 = A AOAFITZBIMNT 25613, isisIntfList 225 % i
LT OMERDHY £7,
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TN T RIZEL TR NEERTT 5%% [

#foreach ($intf in $SYS FTD ROUTED INTF MAP LIST)
#if (SisIsIntfList.contains ($intf.intf logical name))
interface $intf.intf hardwarare_id
isis
#if ($isIsAddressFamily.contains ("ipv6"))
ipvé router isis
#end
#end
#end

ENTNARICEBLTRIABREZRTT A%

Bl % 3§ % GEA S 2 i HL e . BROERMN & U 2 N R LE 5 720 O H72
FlexConfig 47 ¥ = 7 N ET 25 Z & TF, WIZ, E L7477 Y =2 b % FlexConfig A Y
BV YT, R —%TF AL ZCED Y TET, R —2REELTNDL, ZOF A
ADBEDT Ve a—% 7L Ea—LET, RESNZER T L Ea—IcfREShEd, L
Ea—DO7FANEERL, Cul ¥—ZMLIZRETCHF—2M L, HhxorHIcT* A |
T AMIHEO T 5 ERTEET,

)

GE) 7272 L. FlexConfig lZIXER R E A~ RN—EIE £ TV 2=, FlexConfig 7 /31
AR LW TL 23V, BT BT —2ELCET, T Ea2—DHfG#%, FlexConfig
ARV —i 5 FlexConfig 7 v =7 FEHIBRL, RY U—%2RFLET,

7=& 21X, D FlexConfig 77 V=7 NE{ERTHI LN TEXET,

Following is a network object group variable for the
IPv4-Private-Al11-RFC1918 object:

$IPv4 Private addresses

Following is the system variable SYS FW MANAGEMENT IP:
$SYS_FW_MANAGEMENT IP

Following is the system variable SYS FW ENABLED INSPECT PROTOCOL LIST:
$SYS_FW_ENABLED INSPECT PROTOCOL_LIST

Following is the system variable SYS FTD ROUTED INTF MAP LIST:
$SYS_FTD ROUTED INTF MAP LIST

Following is the system variable SYS FW INTERFACE NAME LIST:

$SYS FW INTERFACE NAME LIST

ZOFT V=l FOTLE2—ZUTOXIICFKRENET BT D7D BATABM S
NTWET) .

###Flex-config Prepended CLI ###

###CLI generated from managed features ###
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###Flex—config Appended CLI #i##
Following is an network object group variable for the
IPv4-Private-Al1-RFC1918 object:

[10.0.0.0, 172.16.0.0, 192.168.0.0]

Following is the system variable SYS FW_MANAGEMENT IP:

192.168.0.171

Following is the system variable SYS FW_ENABLED INSPECT PROTOCOL_LIST:

[dns, ftp, h323 h225, h323 ras, rsh, rtsp, sglnet, skinny, sunrpc,
xdmcp, sip, netbios, tftp, icmp, icmp error, ip-options]

Following is the system variable SYS FTD ROUTED INTF MAP LIST:

[{intf hardwarare id=GigabitEthernet0/0, intf ipvé6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=255.255.255.0,

intf ip addr v4=10.100.10.1, intf ipv6é link local address=,

intf logical name=outside},

{intf hardwarare id=GigabitEthernet0/1, intf ipv6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=255.255.255.0,
intf ip addr v4=10.100.11.1, intf ipvé6é link local address=,

intf logical name=inside},

{intf hardwarare id=GigabitEthernet0/2, intf ipv6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=, intf ip addr vi=,
intf ipvé link local address=, intf logical name=},

{intf hardwarare id=Management0/0, intf ipv6 eui64 addresses=[],
intf ipvé prefix addresses=[], intf subnet mask v4=, intf ip addr vi=,
intf ipvé_link local address=, intf logical name=management} ]

Following is the system variable SYS FW _INTERFACE NAME LIST:

[outside, inside, management]

FlexConfig /R') — A TP FEH

RV —FT V27 MEHIT, A7V b ==V ¥ TREENTWDEEDRY o — 4
TV =7 MIBEEMT 5 ET, FlexConfigd 7 =7 MIRY v —FT7 V=7 NEFEFA
T 556 BRICARIEAMT, ZHICEEMT O TWE ATV =7 FE2EBIRLE T,

BEfHT G TWAH AT V=7 N EERIZE CARTZZEITAHT TH, 285BI, BEEfT
SN AT7 V=7 FERIUTIEH Y 8 A, FlexConfig THIHTAZ U7 MIEKEZEML,
FT7V = N & OB AL T DI, FlexConfig A7 Y= b =7 4 Z D [#&A
(Insert) 1>[RUYS—A4TTxH FDIEA (Insert Policy Object) | >[A TPz b 24T
(Object Type) | A =2 —Z T MERH Y £, BICSEHFITHITTAHT V=2 M%
ANLTH, RV — ATV NEBIIMER S NEE A,

UTDIATDAT V=7 Mt TEREFRTEET, BEBRICHED RF A TOFT
FEAERT A LI L TLIEEN, A7 V7 FefERT5121E, [ 7P 9 bk (Objects) |>
(A7 xY FEE (Object Management) 1 IZBEIL £,
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¢« TFXFAMAT Vs b (TextObjects) : 7 F A MXFHNOHE, Ziulid, IPT KL &,
B, AV F—T A A V= AREODHBBHBEROT XA IREGEENES, 20T
Y T —T7 5 [FlexConfig] > [TF¥FA M ATV xH b (Text Object) | Zi&IRL, [T F
AN ATV =27 FOBM (Add Text Object) | &7 U v 27 LET, H—DOfEEITELD
EEELEICINODOF TV MERETEET, ZNODOF TV =7 MIFEMERN
m <. FlexConfig A7 ¥ =7 NNTHEHT D LI FHNICHEEINTWET, FEMIZONT
I%. FlexConfig 7% A h A7 V=7 FORE (34X—V) 2L TIZEN,

« Xv hU—2 (Network) :IP7 RVADLE, *v NI—0 A7V =27 NERIZTNL—

TEREATEET, TV T—TNADNL Ry FTU—7 (Network) | ZEIRL, [FY
FJ—4% %3EBM (Add Network) >[4 TS x4 FDEH (Add Object) | £721% [/ /L—
ZDEM (Add Group) | ZER L ET, /V—F F7 V=7 baEHAT L. Bk
D ITN—THNOKIP T RUAEEDO Y A MBRIRSNET, T RLAX, A7 V=7 v
WHEIZIGL T, SA M, Xy NU—27 37 RV RAEHICTE £, Xy FU—2 %
SR TLIZEN,

et X2 UF 4 V—r (Security Zones) : X2 VUT 4 V—rFRFAH—T A AT
N—TNDA B —T A ADYH, AT T—TNnb [ 2 —T xR

(Interface) ] ZEER L, [EBIN (Add) |>[EFa )T 1 Y—2 (Security Zones) | £7=
XA v H—T =A A 7 )L—"7 (Interface Group) | ZERLET, EX=2VT7 4 V—2&
BT, REFOTNAADY = EZIN—TNOA B —T = ADY XA FRIRE
nNEd, A1 ¥ —7xAA (Interface) ML T ZE0,

« EHEACL A7 =2 I (Standard ACL Object) : T 7R a3 hr—/ U X LD
Ho HMHEACLAH CIX, IEMEACLA 7 V=7 NOARINKRENET, 20T Y T—7
NG [THOER YRR (AccessList) 1> [12# (Standard) | Z3@&R L, [IEHET 7R
YA RNFT V=7 hOiBM (Add Standard Access List Object) (%27 U v 7 LEd, 77+
AV A FEZRLTIIZEN,

« JEIR ACL A7 ¥ =7 I (Extended ACL Object) : $LIET 7 A 2 hr—/L U R MDY
Ao PIRACLAEH TIE, JEIEACLA 7 V=7 FOARINRINET, 20T Y T—7
AN [TOEA YA M (AccessList) 1> [#hik (Extended) ] IR L, [HKiRT 7 & X
YA KNAT7Vx7 bOEN (Add Extended Access List Object) ] %27 U w27 LEd, 77
EAVZAFEZRLTITEEN,

e /L—hk <> (RouteMap) :/L—h~v 7 FTVxs bORH, V—k vy TEHKT
X, = b~y ATVl FOARINIEREINET, T T AN [b— b
~ > 7 (Route Map) ] Z#EIRL, [/b—F v~ > 7 DiEN (AddRouteMap) 1 %27V v/ L
£, —hF~v7] Z2RLTITZIN,

FlexConfig > X T L #

VAT DERUT, T ABERT A ATRESNIZARY = DB LT ERICE S A
bNET,

FlexConfig 7= 7 b =7 4 Z @O [#EA (nsert) | > [V ATLEHDIEA (Insert System
Variable) ]>[ZE#B] A ==2—%H L T, &HDZEE % FlexConfig D A2 U 7" MIIEML,
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VAT LERLEDOT Y =y a UL LET, BIZSREICHRIT T AT AEHAL E AT
LT%, FlexConfig 47 =7 hDaALTHAKNTOV AT AEIIIER SN EF A,

WORIZ, BHTEER Y AT DEBOHMAZ R LET, BREEHT D0,
WAIRIRSND D EME LET, BENT A AT L TRTITNAZR AT DTG4

V) ZRLTIZEN,

. TOEK
(11 =—

ARl

L]

SYS_FW_0OS_MODE

FNA ADF RV —F 7 AT AET— K, fHIZROUTED 7=
IZ TRANSPARENT T,

SYS FW_0OS MULTIPLICITY

TNRAANRY TN A THANE—RERIITAVT a0 T7F R
FE— ROWTNTEWEST 57 fEIL, SINGLE, MULTI, *7zi%
NOT _APPLICABLE T,

SYS_FW_MANAGEMENT IP

FTNAZADEHIP 7 KL A,

SYS FW_HOST NAME

FNA ADRA N,

SYS_FTD_INTF_POLICY MAP

=N H =T 2 AL T, AR =~ T DT, ZD
BT, TRARZA LV H =T 2 AR—=ADP—E A R 2—
MEZRSNTWRWEA, EE2IKLEEA,

SYS FW_ENABLED INSPECT PROTOCOL LIST

A UART g URERHICIR o TWA T ha ol Ak,

SYS_FTD ROUTED INTF MAP LIST

FNRAADN—TFT v RA LV E—T oA A~ TDY AL, K~
AN V=T v R A v Z—T = A AERICEEES 2 —HEOL |
FMEEREENET,

SYS_FTD_SWITCHED INTF_MAP_LIST

FTNRAZADAA VF R ALV HE—T 2 AT DY A, K~
TN, AA v TF R A ¥ —7 = A AERICEET 2 —HEO4 Al
FEEPEENET,

SYS_FTD_INLINE_INTF_MAP_LIST

FRAZADA L FGA v AV B —T oA AT TDY AN, K~
TE, AT By b AU H—T oA AERRIC BT 5
DLBIFEEREENET,

SYS_FTD PASSIVE INTF_MAP LIST

FRAZADNR YT AV B—=T 2 A AT DI AL, K~
Wi, Ry v T A v B —T = A AERRICEES 25— EHOL i &
EREENET,

SYS_FTD_INTF_BVI MAP_LIST

FTNRAAZADT NV o IRBA LV H—T 2 A A TDI A, K~
21, BVIERICENE T 2 —#HOLA R S EN G TN £,

SYS FW_INTERFACE HARDWARE ID LIST

GigabitEthernet0/0 72 &', T /XA ADA U H—T =2 A AD/N— R =
THDY AR,

SYS_FW_INTERFACE NAME_LIST

W2 Y. TARAADA U H—T 2 A ADFHBL DY A K,
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SYS FW_INLINE INTERFACE NAME LIST

Ny T FEIILERSPAN RNy 7L LTRESNI AV H—T =
A ZADFHHL DY A b,

SYS FW_NON_INLINE INTERFACE NAME LIST |4 _RChO/L—F w K f v X —T oA A2 E. A2 TA Y &y hD

—ERTIEARNA v H—T = ADFEHL DY A K,

TEERFHD FlexConfig & T x5 +

TEFEVT 7D FlexConfig A7 ¥ = 7 M, BIWEREIZMRGEG 7 OFRE 2 f2flk L £ 77, Firewall
Management Center Zfi[f] L TERE CTEX RWERBZRIET DL EN O LLGGIL. ZbDAT
V7 befERLET,

WORIT, HHARERA T V= NERLET, BE#ETLT7FA AT V=7 FEAELTL
ZEV, EFRIFEHSDFlexConfigd 7 ¥ =7 NOBWEEZ I AL~ A XTDHIIE, ZhHDTFA
NATV2l NERETOIVNERHVET, TXANAT V=V MKV, Xy b T—I 8
KT NA ATRERIPT RLALZOMOBMEEZFEH LT, REZVAZ A XA TEET,

EFREHADFlexConfig 4 7 V=7 NaeBHTHMLENHLGEX, A7 V=27 heabe—L T
ZFNEEBFL, FLWARTCRTELET, ERIFADFlexConfig 47 ¥ = 7 M EHHFRET D
ZLIFTEERA,

FlexConfig ZfiH L T, filhdd ASA X—ZADBEREZ R E CTE ET0, T 6 DOHREDRE TR
RESNTWER A, ASA BEEEN Firewall Management Center 7R U 3 — TR E C & HHEE & BHE
L CWaEETE, FlexConfig ZfH L TEELRWNTLIZI 0,

72 & 21X, Snort RAEIZIZHTTP 7’2 haARNEENDHT-D, ASA A X A /)LD HTTP &L/
M LRNTLEE Y, (FEBRIT, enablelnspectProtocolList 47 ¥ = 7 M http ZE15 5 Z
LITTEERA, ZOGE. TA A& TRET D EMNEINET) . RV, &
BIIS U T, 77V r—va VEZURL 74 NV Z ) U T FATTHT7 78R av br—)b

o

= 1: EHREHD FlexConfigh T ¥ +

L. HTTP M B A2 54 L 77,

FlexConfig A 7> x4 k4

B

BETEHETFRAMFT TV b

Default Inspection Protocol Disable

global policy 77 4/ F AR ¥— <
FO7 8 A BB LET,

disablelnspectProtocolList

Default Inspection Protocol Enable

global policy 7 7 4 /L h ARV v — <
IO7a halvEENCLET,

enablelnspectProtocolList

Inspect IPv6_Configure

global policy RV v — ~ v 7 CIPv6
HEREL, IPVo~y X — a7
WCHASNWTF T 7 4 v 7 Rtk LU
Fa vy 7 LET,

IPv6RoutingHeaderDropLogList,
IPv6RoutingHeaderLogList,
IPv6RoutingHeaderDropList,
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B

BETATXR AT b

Inspect IPv6 _UnConfigure

IPv6 A 7 UV 7B L OERIC L £
ﬁ—o

ISIS Configure

IS-IS/V—T 4 T D7 a—s3)L R
A—RERELET,

isIsNet, isIsAddressFamily, isISType

ISIS Interface Configuration

A B —T A A LYLD IS-IS 3%
'_./:E_‘O

isIlsAddressFamily, IsIsIntfList

T, VAT AEEK
SYS_FTD ROUTED_INTF_MAP LIST
ZERHLET

ISIS Unconfigure

FRAADISIS V—RHEER I VT

Lij—o

ISIS Unconfigure All

TR APG SIS V—FHEZ T Y
TLET GRA ALV HF—T A A
DIS-IS —HEY ¥l L)

NGFW_TCP_NORMALIZATION

T 7 4V N TCP EHULREEZ AT LF
_é‘o

Policy Based Routing

ZOREBIZFEMT HI1TiE, =8 —L

4/& T A AL EEEL,
r-map-object 7 ¥ A hA T V=V b
EALTAT V2 b ==Y+ T
N—h =T ATy FERFEL
ESc RN

Policy Based Routing Clear

FTINA AMBIRY —=_"— R JL—F ¢
TEREHEIT VT LET,

Sysopt AAA radius

RADIUS T H U T 4 v TIENDR
FEXF— AR L FE9,

Sysopt AAA radius negate

Sysopt AAA radius % E & i LET,

Sysopt_basic

sysopt FH#IRER], TCP /37 > b DK
CITA AR FHEMET T 4y
MetEHRERELET,

tcpMssMinimum, tcpMssBytes

Sysopt_basic_negate

sysopt_basic FEffll N7 7 ¢ v 7 HEHE
W, R, TCPIRKEZ AV R
A X% VT LET,

Sysopt_clear_all

SO A XE R

V7 LET,

T T D sysopt 7%
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B

BETATXRAMLFTSH b

Sysopt_noproxyarp

noproxy arp CLI Z 7% /& L £7°,

VAT LB
SYS FW NON INLINE INTF NAME LIST
ZAERLET

Sysopt_noproxyarp negate

Sysopt_noproxyarp iXEx 7 U7 LE
7

AT N
SYS FW NON_INLINE INTF NAME LIST
ZEMALET

Sysopt_Preserve_ Vpn_Flow

syopt (R7E VPN 7 0 — &% E L £7,

Sysopt_Preserve Vpn_Flow negate

Sysopt Preserve Vpn Flow % /&% 7 U
TLET,

Sysopt_Reclassify Vpn sysopt FF-50%H vpn ZFXE L £7, —
Sysopt Reclassify Vpn_Negate sysopt FF57%8 vpn 245 L E 97, -

Threat Detection Clear

BB TCPIATZEREE 7 VT L
iﬁdo

Threat Detection_Configure

TCPIRATZBIC L > TIITZE SN D
BEEDFBHFRE B2 BOE L&
R

threat_detection_statistics

Wececep_Configure

ZOT T L — MIWCCPERTET S
Bl a2 L E9,

isServiceldentifier, serviceldentifier,
wceepPassword

Wecep_ Configure Clear

WCCPREZ7 VT LET,

EIE S 1= FlexConfig 7>z k

’DFE|

I, GUITRA T 4 ZTIZERETEH LD

\Z72 > T-HEBE

RETDHAT V=V MR LE

T, TELRETRELLINGDOAT V=7 FOMHEZHIEL TIZI N,
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7.3 DHCPv6 Prefix Delegation Configure

IPv6 7'V 7 4 v 7 AFFED 1D
DOINEA B —T =4 A (T
TA I AFALT FAT 2 R)

E1OONEA L H—T AR
(FEENEZT VT 4 w7 AD
ZIEHE) ERELET, 20T
Y= MRS LIZE. T
7L —hEabv—LTEHE
ERELET,

BT 27 %A LT V=7 b
pdoutside, pdinside

F7-. VAT AL

SYS FTD ROUTED INTF MAP LIST
EHEALET

Xa
i

A H =T x4 A IPV6 DF

73 DHCPv6 Prefix Delegation UnConfigure

DHCPv6 'L 7 o v 7 AFAT&
ExHIBRLET,

A H—=T A A IPv6 D

e
i

6.3 Default DNS Configure

F 7 %)k DNS )L — 7% RE
L%¥d, 774/ KDNS Z)L—
I, T—EA B —T A
ADGFERNER N A A 40 % R
T HBEAEH TE D DNS P —
N—ZmEHRLET,

BHETAHATHRAMEF T b
defaultDNSNameServerList,
defaultDNSParameters

7T N7 F— LDRIE,

6.3 DNS Configure

7 7 4 )V LIS DNS H—/3—
' )V—"7" D DNS Y — R —E 3R E
LET, FIV—T D4R LR
TAHINE, ATV Moy —
L9,

FTTV 7 h~3%— % D DNS
H—nN—4G)—"7,

6.3 DNS_UnConfigure

Default DNS Configure &
DNS_Configure TH#1T 1% DNS
Y= =D AEHIBR L 7,
DNS_Configure #2558 L 7235512
DNS H— — F)—T 4 T
THIZE, AT V=T hrar—
LET,

FT 2l v — % D DNS
== IL—7,
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REDHREGFT

7.2

Eigrp Configure

EIGRP V' —7 4 ' 7 DA T A K
Ry 7 HEMEERN, L—4 1D,
eigrp A X 7 HHELET,

BT A7 XA NAET V27 b
eigrpAS, eigrpNetworks,
eigrpDisableAutoSummary,
eigrpRouterld,
eigrpStubReceiveOnly,
eigrpStubRedistributed,
eigrpStubConnected, eigrpStubStatic,
eigrpStubSummary

TRTCHOEIGRP A7V =7 MiT
DUWTCIE, EIGRPEZSIRL TL 72
U,

VAT AT, Ty ST L—FK
BT TE £33, EIGRP ##%
BELYET LI ICEEIIE
T, ZOTukAEXETH
Oz, a~vr RIA4 VBTV —
ABRHAEINTHET,

7.2

Eigrp Interface Configure

EIGRP A > % —7 = A ZA3®i

E— ., #aE¥—. Hello 1~
B—r3 L R—b R, 27
Uy ARTA R ERELE
R

BT 57 %A A7V b
eigrpIntfList, eigrpAS,
eigrpAuthKey, eigrpAuthKeyld,
eigrpHelloInterval, eigrpHoldTime,
eigrpDisableSplitHorizon

F7. VAT AEK
SYS FTD ROUTED INTF MAP LIST
AL ET

7.2

Eigrp Unconfigure

THRAAPO ARV AT LD
EIGRP REZ 27 VT LET,

7.2

Eigrp_Unconfigure all

T_TCHOEIGRPREZZ VT L
7,

7.4

Netflow Add Destination

NetFlow = 7 AR — kD654 1E
L, BELET,
BT 5T FA ATV b

Netflow_Destinations,
netflow_Event Types

s
Fi

7T N7 F—LDF

7.4

Netflow Clear Parameters

NetFlow =27 AR — D7 o —
VT TN NREEE T LE
—g—O

TT N7 F— LDRIE,
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7.4 Netflow Delete Destination NetFlow =7 AR — FOSESexll | 7o v 7+ — L DOHRTE,
|3/{E IJ i ﬁ‘o
BT 57 %A A7V b
Netflow_Destinations,
netflow_Event Types
7.4 Netflow Set Parameters NetFlow =27 AR— D7 a—X|7FF v N7+ —LDHKE,
JWRTA—BERELET,
Bh# T 57 %A A7 V=7 b
netflow Parameters
63 TCP_Embryonic_Conn_Limit | {2 3 iE LT SYN 7 | #— B 2K Y 2—,
7 v K 3= 2% (DoS) %
BrOiRELET,
BhET 57 %A A7 V=7 b
tcp_conn_misc, tcp_conn_limit
6.3 TCP_Embryonic_Conn_Timeout | gJHifii X A L7 7 FEHRTEL |P—E AR o —,
TSYN 77 v =t 2fFE
(DoS) WENLIRFEL T,
BT 57 %A AT V=2 b
tcp_conn_misc, tcp conn_timeout
7.2 VXLAN Clear Nve FONA AND FTRTOVXLAN A7 V=7 k
VXLAN_Configure_Port And Nve | [z >\ Ti%, VXLAN A % —
PEMESNDE G, NVELRE | 72 f ZOREEBMLTLE
S s
LLRIf D 73— 2 T FlexConfig
ZEA L TCVXLANA V% —7 =
A AEHRELICGA. FbiT
JlEfeEfe L3, EBE.
D356 13 FlexConfig 23MEE S
¥4, WebAf v ¥ —T = A AT
VXLAN & E 200 B 5513,
FlexConfig % & & HIFR L £,
7.2 VXLAN_Clear Nve Only RRRRCA v 2 —T = AT

EINZNVEREZZ VT LE
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7.2

VXLAN_Configure Port And Nve

VLAN 7R— b & NVE 1 &%
£

BT 57 %A A7V b
vxlan_Port And Nve

EL

7.2

VXLAN Make Nve Only

NVE DHDA » Z—T x4 A%
RELET,

BT 527 XA ATV b

vxlan Nve Only

£, VAT ALK

SYS FTD ROUTED MAP LIST

&

SYS FID SWITCHED INTF MAP LIST
AR LET

7.2

VXLAN Make Vni

VNI A % —7 = A AZAERK L
¥4, ZhERERE L%, VNI
A A —T A Z%FE L
T BITE. T3 ADREERE iR
BRLTC, BREETHLERHY
3

BT L7 A NI T V=2 b

vxlan_Vni

BEADTXANATY

BEDE

=7 bk

BELDODTXANATT V=7 MRHVET, TNHDOFT V=2 M,
FlexConfig 47 ¥ = 7 b CEH & 2 25U BEEAfH T 5 TVET, ik/v}:@
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. BEEEAE

\J b7z FlexConfig 4 7 ¥ = 7 NI HICIIIN6DOF TV s f\’i’ﬂ'ﬁ%bffﬁ%ﬁj}ﬂﬁ_
LMENRHYET, £ LRWEE, BAPIC=I—NERRINET, ZhH6DOF TV =7 b
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X7 7 4V MEDR G ENTWET D,
THXANAT V27 FOREDFHEM OV TIE, FlexConfig7TF A 47 V=7 FDi
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FoMIzE L 2o TWET,
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default DNSNameServerList
GEHELE X v R)

7 4Lk DNS /L —7FTCHETH
DNS H— 1D IP 7 R L &,

N— g 6.3 LABETIE, Threat
Defense 77 v b 7 4 —LRER Y 2—
TT—HA ¥ —TxAADDNS %
BELET,

Default DNS Configure

defaultDNSParameters
GEHELERX v v~ R)

7 7 %V k DNS $r—s3— 7 )L —TF D
DNSENMEAFEIT DT A =%, F7
Y7 MIX, BT, 2 LT Y

M, AR Y XA ~— K—
NHEA~— NAAL DO Dx
NUMIEFICE ENLTWET,

N— 3 2 6.3 LIBE T, Threat
Defense 77 v b 7 4 —LRER Y 2—
TT—H A ¥ —7xAADDNS %
BELET,

Default DNS Configure

disablelnspectProtocolList

TN R =T
(global policy) ®7'm | =)L % %)
ZLET,

Disable Default Inspection Protocol

dnsNameServerList a—HPF—EFED DNS 7 /L—7F e | DNS_Configure
FT25DNSH#— =D IP T FL A,
dnsParameters 7 )L s LSO DNS #—,3— 7 | DNS_Configure

JL—"7" DO DNSEMEZHIEHT H /3T A —
A, ATV xr Mk, HERT. HA
LT TR, RAL %, RAAL U4,
=P =R (B —T =2 AD
BBl N Y BIERICE ENTVE
R

enableInspectProtocolList

T7xNVE R =y

(global_policy) 7' k2 /L&HE)
WL ET, BAED Snort 1 & S
H7v hankiBINT 52 LILTEE
A,

Enable_Default_Inspection_Protocol

IPv6RoutingHeaderDropList

=P —RERT L IPveL—T 4 7
Ny B—= BZATDY A, ZTRHD
~y B =%y M IPve A T
FayZEa ik Fic ke vy 7
SnET,

Inspect IPv6_Configure
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Bl

B

B89 5 FlexConfig & 7> ¥ +

IPv6RoutingHeaderDropLogList

a—P—NEL L, v 7ICRERT D
IPV6 V—T 4 T <y B — B ATD
VAN, TNHDNy X —%ETN
7y MIIPVORAET ke v 7 &, K
7 FIZRET 5 syslog A v — T3k
FainETd,

Inspect IPv6_Configure

IPv6RoutingHeaderLogList

Ao, v ZICEERT D IPve L —
TAT <Ny L —BATDY AR,

IO~y X —%E Ty M

IPV6 IR CTRFAI S IUE T, ~v H—
DIFTEIZEAT % syslog A vt — U3k
FanE7d,

Inspect IPv6_Configure

isIsAddressFamily IPv4 F£7-13IPv6 7 KL 2 757 I U _ |ISIS_Configure
ISIS Interface Configuration
IsIsIntfList SREA A —T oA RAELDY X K, ISIS Interface Configuration
isIsISType IS # A 7 (level-1. level-2-only, % 7= |ISIS_Configure
¥ level-1-2)
isIsNet Xy NI—T =2 F 4T 4, ISIS_Configure
isServiceldentifier false DA 1T, % web-cache — b | Weep_Configure

A2 L E,

netflow Destination

1 -D® NetFlow =7 AR— hsaiED A
VHE—T A A, Bk, L TUDP
AR—IEEEERELET,

Netflow Add Destination

netflow_Event Types

T AR— FEINDIIDA X D
& A 7% all, flow-create,
flow-defined, flow-teardown,
flow-update DW\F DY T R b
LTEZLET,

Netflow Add Destination

netflow_Parameters

NetFlow T 27 AR — kD J7 1 —/3 Lg%
EERELET, 7277 4 7 1R
(7 —8HA X MNEOSE) |
SE (7 v —{ERGEE (DHAD) o 7
TNV D0 TiEa~y REFEREN
FHA) . BLOTF T —FE A A
7ok L—b (GHN)

Netflow_Set Parameters
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Bl

B

B89 5 FlexConfig & 7> ¥ +

PrefixDelegationInside

DHCPv6 'L 7 v 7 ATALONERA
VH—T A AERELET, AT

Tl ML, AV H—T = A R4,

IPV6 V7 4 T ARET VT 4T A

E.BIOF LT 4 v I A T—N4D
DT N BIEFICEENLTOE
7

2L, Z7EL
DHCPv6 Prefix_Delegation Configure
A —C LI TEET,

PrefixDelegationOutside

S DHCPYG 7L 7 o4 v 7 ARV T
AT NERELET, A7 V=7 b
WZiE, A Z—T A AL L IPV6 T L
74 v AROEHEOT N BIEE
CEENTWVET,

2L, Z7EL
DHCPv6 Prefix_Delegation Configure
abr—C eI TEET,

serviceldentifier

A F I v WCCPH—EZXID&E
%O

Wceep_Configure

tcp_conn_limit

CGEERE A Y v F)

TCP W& eHI IR & B E 3 % 72 O fif
MEho1 T A—=4,

N—=Tar 63 URTIE, bk
HE % Threat Defense ' —E A R Y o —
TRELFET, ZORY —ix, TN
AZED G THENTWSET 78R =2
v ha—L R —0 [FEH
(Advanced) ] % 7 CHERRT&E £,

TCP_Embryonic_Conn_Limit

tcp_conn_misc

CGHERA Y v F)

TCP Y E R ET DOl
HAEINH/NT A—4,

N—=a 63 UBETIE, bk
HE% Threat Defense +—E AR Y o —
THRELET, ZORY —F, T
ARZHDETHENTWEHET 7R 2
Y ha—L R —0 [FEH

(Advanced) ] % 7 CHERRT&E £,

TCP_Embryonic_Conn_Limit,
TCP_Embryonic_Conn_Timeout

tcp_conn_timeout

CGHERA Y v F)

K?W%%ﬁ&%AT&%% RET D
DIFEHSNDRT A—H,

N—=T 363 LIETIER, Zhb ok
BB % Threat Defense 4 —E AR Y v —
TRELET, ZORY —F, T/
A AZEIDETCHNTNWABT 7R
v ha— L RY —D [FEAM
(Advanced) | ¥ 7 CHERTZ £7,

TCP_Embryonic_Conn_Timeout
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E:1] Bl B83¥ 9 5 FlexConfig & 7> x4 +
tcpMssBytes HRETA N A X (ON4 FHE Sysopt_basic

i) .
tcpMssMinimum DT T T true DA DOIHERTE X | Sysopt_basic

NAHEREZ A A4 X (MSS) %
RETDINEIDEF 27 LET,

threat detection_statistics

TCP RATEAR D& Bt ARG B8
Mo\ T A—=4,

Threat_Detection_Configure

vxlan Nve Only

A #—7 = A AT NVE-only Z#% &
FHIDDAT RS

e AV E—T A ADHEL

cIPVA T FLA (b—F v R A v
H—=T A ATIA T a)

eIPVvd %y h~RA7 (OL—F v KA
VHA—T 2 A ATIIA T a )

VXLAN Make Nve Only

vxlan_Port And Nve

VXLAN O7FR— b B L ONVE 2R ET
DD IND/NT A—%

e vxlan R — b

cEETA =T A X Gt
4)

o X A7 (7 F£7-1% mcast)

BT ERDLIPT RLAEIT
default-mcast-group

VXLAN_Configure Port And Nve
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. FlexConfig /R ') > —DEH L FTIRE M

E:1] Bl B83¥ 9 5 FlexConfig & 7> x4 +
vxlan Vni VNI ZVEERT B 7= D12l & 5,35 | VXLAN_Make Vni
A—H
AU =T x4 AFT (1~
10000)

» segment-id (1 ~ 16777215)

e nameif (€4 v F—7 = A4 ADimHE
4£)

AT N—T v REZIFTINT
AT LY R)

eIP7T FL A (Jb—F v RE—FD
TNA ADGEIEN) 72137
)//7”%7%F(F?VZN
Ty hE—ROT A ZDOBEE
WZfEH)

e X k<RI (FTI/NA AN)L—
T v RE— ROLA) Ei3RME
H

wceepPassword WCCP /X2 7 — R, Wececep_Configure

FlexConfig 7R ') & — D EH L AiIREH

Model support

Firewall Threat Defense

Supported domains

Any

User roles

Admin

FlexConfig M;¥ = FE1H & HIF9E1E

* FlexConfig IR U > —IZREV R dH D &, AT LXK LT FlexConfig % & To /R O
GENDTRCOELEEEZR— LNy 7 LET, %%@%%#EITDHWA/7ﬂﬁ D
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FlexConfig 1) —1 & 5731 28E0H 24274 X |

JVTHREENDTD, Iy NT— 7\ ZHEREL KT ARERDH Y £3, = ERHAD
FlexConfig DEH Z&te, BEOX A I 7 %MatLET, F£7-. FlexConfig DZHL 71T
NEEND LD ICERZOEEL., ZOMORY > —DFHFMToRNE I LET,

« VXLAN_Make VNI 47 V=7 N T 55815, 7 7 AZ Ei2idng 7147
T4 ST ZBE T HE0C, [F U FlexConfig # 7 5 A X £7213/A 7T_AFE YT 4 2T
DFTRTCOL=y MIERTALERSHY £7, BHELZ¥—TiL, 7 7 AX /3 A
TRAZEVT 4 XTERKTDHHENT, TRXRTOT/NA ATVXLANA VX —T = Af A%
WETOILERDHY 7,

e SIPA VAT v a Ui FOBGICHEA SNV —EAEZRET HHET. 731 ADCLI
WCEIL, dearconn 2~ > FE AN LTERZZ VT LET, ERPFHEEIND &,
HLWRENE Yy Vg B ESNET,

FlexConfig 7/R') > —IZ &K BT /N\A RAREDHRZTA X

FIRr

ATy T

ATv T2

FlexConfig /R U 3 —%f#i ] L C. Firewall Threat Defense 7 /A ADFHEL WA X~ A AL ET,

FlexConfig % fi 9" 2 AifiZ, Firewall Management Center O Dt OFREZ I L C, S8/
RTCORY 2 —EFELZRE L THET, FlexConfig I%, Firewall Threat Defense & O A {73
5, D J7E T Firewall Management Center Tk i T X 720 ASA N— X DREREZ X ET
L7 DEAEFBETY,

RIZ, FlexConfig RV v —%KEL, AT HHOOTZY KV —x2 2 FOFEEZ R LET,

RETAHCLIa~vy R—r U A5 ELET,

ASA T3 AHERET DR EMN H DAL, show running-config 2 L T4 B a~ 2 K
D= AT LET, REISU TS =T oA 24, IPT FL AR EOHEA 27
LET,

HLWEEEDG AL, THRDRETASA T, AZFEEL T, avr N r—F7 AN@EY<T
HHI L EMERTHEEBEIOLET,

PRI, RO ME Y 7 EZRL T2,

* FlexConfig 78 U & —OHERER I A HTE 2 ~—)

* FlexConfig &7 ¥ =27 h® CLI 2~ F (3X—Y)
[#72 x4 b (Objects) >[4 7Py FEE (Object Management) | ZiER L, =27
YT —7 L6 [FlexConfig] > [FlexConfig4 7 = 4 b (FlexConfigObject) | Z#&#IN L £3°,

FEAIERE A FlexConfig 4 7V =7 MR LT, SHERa~<wy REERTEDNE S %Y
BrLEd, View(@Q) 22U v/ LT, A7 V=7 hONEERERLET, BEOFT V=V
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FlexConfig K1) > — |

B Frexconfig KU L — 2 £ BF AL RBEDOHREIAX

ATvT3

ATvT4

ATy Th

ATvT6
ATy T17

MAMBER AT V27 MOIWEGEEIE, &VICA 7 Y7 hear— LT, FOabv—%HmE
LEd, EEFHLD FlexConfig 7= b (152—=2) 2L T &,

T, ATV FOMERIZ L o T, FlexConfig 47 ¥ =7 FOf#EE, 2~ XX, BILOW
FREND—r oy SRR TE £,

GX)

HRT24 727 b RHOTEEAIE. A7 Y27 O T 24 (Variables) ]V A k& EH
PEFEII a2 — L CHEGR L E T, SYSTUHE DL TR TRIFOELKAL (VAT LK) %<
TRTCOERLETIRLET, TNUOLDOEEIT, FRZT 74V MEOH T L THT V=7 MT
ERRNZ ERREINTWAEAIL, MEFITA— =T 1 NOEZVPMLEIT /25 A[REMEN
HOLTHRANAFT VT N TT,

A D FlexConfig 47 ¥ = 7 N EAEKT 2 MR H D56 1E, LERERERE L, Bt~
V7 FEAERLET,

AT HMENSH D CLICIE, R OB E & HICHETOIVERSHLIPT RLA, 2 F—
T oA AL, A= &R, BIRZOMDONRTZA—ZRNEENTHIHEERH T, Zhb
I, RERENEENTNWDIA TV VR T AT 222880 LET, £,
REDO—HTH L0, W ORE & & HITET D ATRENMEN B 2 SCTFHN O BB U EEIRGE )
%@i—é—o
E5, R —%EID Y TEHET NS AR DERMLENE I D ERFELET, &1
X, 320DT A ZADBEREEZREL, TNHDOT AL AZNENICHEES N2~ N TR
HAUE =T A ABETIXIP T RLADIEENLBIZRDGENS Y T, &7 54 AD
ATV =) VAL A XTDREND HHEE, ATV FEERT S & &ITA— N —
FAREADILT, TXARTEDA—N—F 4 NMEEZEHRLFET,
EHEOISESERIA TBLIOMEIE UBEA 7 V= 7 FOBREFEIZONTL, KO b
Vw7 ESRLTLIEIN,

« FlexConfig Z%t (7 ~—2)

« FlexConfig N U o — 47 V=7 MEH (12 2—)

« FlexConfig > 27 L2540 (13 <—2)

s FlexConfig 7% A N A7 V=7 FOEE (34 3—)

FRIEFR A FlexConfig 77 ¥ =7 M EEHT2561F, BHE L THEHEND T XA N F
TV MemELET,

FlexConfig 7% A b A7V =7 FORE (B4~—) Z2ZRLTIESN,
(LB 3EA) FlexConfig 47 Y = 7 hOi&E (29 X—) |
FRIERFAAT V=7 PR LBRWGERICOR, 7027 NEERTH2LERH D F
D
FlexConfig ARV v —DRE (36 2—) ,
FlexConfig R Y v —D &% —7 > b T /3 ZADF%E (38 X—)
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ATvT8

ATvT9
ATy 710

ATvINn
ATvT12

FlexConfig = 7 x4 FDHRTE .

RY T —ZERRT D EXIT, TRARAIRY L —ZEYVYTHZ LB TEEST, RV —&27
LVE2—=F212id, ZORY =21 DU EDOT AL ZAREIN ETHRATNLLERH Y
ﬂ—o

FlexConfig R U v — DL B a— (39 X—) |

R —% L a—FT AN EELRFETIHLERH Y F9,

ERENTza<y RREHHOLDOTHDLZ L, BLUOTRTOELNPE LRI TND D
LEMEER L ET,

A ==2——"7T, [BB (Deploy) |>[EBBE (Deployment) ] Z#ZEIR L F 7,

WY —IZEID Y THNIZT A AZ@EIR LT [JER (Deploy) 127U v 7 LET,
BNGET T2 E TRIEL £,

JEBH SN TR OMERR. (40 ~X—2)

(M2 354) FlexConfig 2 F L 725% B AHEREDHIFR (42 =X—) |

DX A TORY — LT8R A2 | BIZT /31 AD5 FlexConfig 2 %] 0 X4 THEER L T & B
TEITHIBR SV E R A, FlexConfig TARM S NTERE X HIFRT 511X, FaR SN FIRICHE O &
ERH 0 £7,

BRI L > TH#EF R — F SN TV D OITHIEZ HIBR T 5 85A 1%, FlexConfig 7> & & Bl
KIGHERE~ DL (43 X—) LML T I,

FlexConfig ¥ 7> =49 FDEKE

FlexConfig &7 V=7 &AL T, T34 AZBBET HHELEFR L T, 4 FlexConfig RN
U —Iid, FlexConfigA 7Y =2 DU A NTHMINDT2O, 7Y =7 MIFEARIZ Apache
Velocity A7 U7k a<w> K ASAY 7 h o7 a7 4F¥alb—raravry R BLW
PETHREND A—F EY2—/LTT,

B C& 2 EATERE A D FlexConfig 47 ¥V =7 bW Db £4, 2 b 2wET
LDMBEROHLGEIL, a8—F252MTEET, £o, MBOA T V=7 FZIZLOHNBIE
%2 &b TEET, FlexConfig 47 =7 NONKFOHAIX, H—Dfififi/lra~ L NLF
FIne, EHBEIORZ VT b avr R LTT AN, ZEITREAZ LICHNERRR S 2
<~ R RET A8 MA CLL 2~ FREEICB L OET,

F 72, FlexConfig NV v —%E#KT 5 & ZIT, FlexConfig RV o — A7 V=2 ME{ERTE £
ﬂ—o

1R BRI
WOREZERBLTLIEEN,

* FlexConfig 77 ¥ = 7 MIT A R IND a~vy RIZE#RENE T, Zhboaw
VRIF, e ar 7 4 Fal—a = RTCTTIEEITENTWET, Lo
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B rexcontig 705 romE

FIE

ATv I
ATvT2

ATvT3

ATvT4
ATy TH

T enable =< > K & configureterminal =~ > K% FlexConfig 47 V=7 FDO—H & LT
EORNTLEEN,

VERBEBORA TERFEL, RBERR) Y —F 7V =7 Fa{ER L %9, FlexConfig 4
Tz NOWRERICEROA T V=7 FEERTDHZ LIFITEEEA,

A2 RRTFRALZADO VPN £/21ET7 78R ar ha— L@ EEE o< BEE LT
T EERLET,

A E=T A ADavy Ry MPIERO LA, KEOa~ Ny METHE
FASHET, LIeBoT, flfa~r RERTavr FEHLTA 2 —T oA XA &K
ELBRNWZEaWRBELET, A7 —T oA AZRET 26 & LT, FATERE S
FlexConfig 47 ¥ = 7 k@ ISIS Interface Configuration 22 L T< 72 &0y,

Objects> Object Management %R L 9,

ATVl N HATDU A RS [FlexConfig] >[FlexConfig4 7 4 bk (FlexConfigObject) ]
IR L ET,

RONT NN EFEITLET,
» [FlexConfig 47 2= 7 ™M (Add FlexConfig Object) | %27V v 7 LT, HrL\AT
Vs FaERLET,
cEdit() &7 V) v 27 LT, BEIFOA 7V =7 FERELET,
View () 227 1 v 7 LT, FRIERFEAAT V=2 hOREEFRRLET,

cENIERBLA T V2 NERET HI2E. Clone) 227 U v 7 LT, RUHEDH L
WAT V=7 NEERLET,

ZHEASN L, 7 a LTIV FOHHAEASLET,
ATV NARIREERIC, NERREEZERT DD av s Remar AN LET,
FT 7 FONEIZ, BNRASA Y 7 N =T Oavwy R o—F U AEERTH—HED A
7YV T havryRRBIRary7 4 ¥al— gy a2~ RTY, Firewall Threat Defense 7 /3
AATIE, ASAY 7 ho=7 a<vr RERA LT oMELZRELET, A7 U7k a<
VRBIOary 74X al— gy avwy ROFEMICONWTIE, REBRELTLIES N,

e T UL — KA (63—)

* FlexConfig 7 7Y =7 h®O CLI a2~ K (3~—)

EREFER LT, Z2 24 DZOBBEMINDIERST NA AT LR D RERETEE
T, TR ALKICATILETR, A (nsert) |A==—%2FHLT, RV —FT7 TV
FNELIFT AT AEBICEEMT N TND 0, BEX—ChOIEREENTIMNERNH Y F
T, BEOFEAMZ OV TIE, FlexConfig % (7 X—) &ML TLEEW,
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FlexConfig = 7 x4 FDHRTE .

« VAT LEBEFEAT HIIE, A (nsert) 1> [V ARATLEHDIFEA (Insert System
Variable) | > [Z#4] Z& R L 3, 2O OEEOFEMIZ OV TIL, FlexConfig v A7
LEH (13 X—=2) 2L TSN,

ARV = F TVl FOEREHRAT LI, A (nsert) [>[RYL—ATTzH b+
DA (Insert Policy Object) 1>[A 729 b 24 F 8RN L, )47V =27 bO
AT EFRLET, WIS, BRI E2MAT BEMfTFoNTZR) o—FT7 V=7 b &
FCARNCT 52 ENTEET) | BEICEEMNT 524727 MR L, [IRfFE (Save) ]
Vw7 LET, INHDH A T OFEMICOWTIE, FlexConfigih U v — A7 V=7 k
T (123—) 2B LTS, FIEOFEAIC OV TIE, FlexConfig 47 Y = 7
NADRY —FT V=7 NEBEOEM 32—) 22RLTLIEEN,

c WE X —DOEBEHAT H121E, A (nsert) ] > [EX— (Secret Key) | R L,
TR LMEZERLET, FIHOFEMIZOWTIE, EX—0ORE 33 —) 22
LTL7EENY,

GE)

HREA (nsert) | A==a—%2HLT, HILOWRI—FT7 V27 NERIFVAT LAEREE
BT HMLENRHY ET, 2L, TOEREZTHERTL7DIC, $E2EDTANT HLEN
HYET, ThiT, VATLAEFCHLETCUIEY T, VAT AEKE0D THERT 5
E. A (Insert) | A==2—206BMLET, KRIT, BTHEPTLH2DICATILES, 12D
VAT BB [FHA (Insert) | A =2 —#HHEEH T &, AT LEERN (£
(Variables) 1V A MZHEEELEM S AU, FlexConfig MALN TIXRL 7Bz, BHREE{RFTE
20 ET, T RAEE (R o—F 7Vl ROV AT MBI T ST
V) OFEIE, BEEADLET, BES—Z2BNT 28551, WICHFA (nsert) ] A==—
EEMALET, WET—OLEIL [£% (Variables) | U A MIFRSNEHA,

ATv 76 BEOHERBIOZ A THEINLET,

 [J2B8 (Deployment) ]: A7 Y= hZa~> K& [1A] (Once) |71 [##F] (Everytime) ]
BT A2 EaRELET, WUt 7y a U ERRT AME—0JkT, BEORKEEZT
A NFBHHFETT,

BN [HEE] (Bverytime) ]2 #R L 9, KIZ, FlexConfigR Y v —ZAT V=7 N &T
Xy F LT, REXEMLET, EHIZKIILZ5, FlexConfigR U > —IZK Y | FlexConfig
RV —=DF L Ea— (39—) OHPIIE-T, BV HETHRENTANDT A

ADFEE TV E a2 —LFET, ##4CLI generated from managed features ### DT ~YL)
Pzt 7 v a s, A7V =7 FNOa~<> RO clear £7-1X negate =~ > K& £
TUNT, ###Flex-config Appended CLI ### B 7 ¥ a VIIHKEEEZFRET HHD I~ F
NEENTWDIEA, [EE (Bverytime) (235U /eAd 7> a > THDHZ ERNpnD £9°,

negate 1V 2 RNRER SN TWRWEAETH, T AREID LEEAINZ T, Mok
BZFEITLET, BEADEFIZETLEL, B N7 22 ) 7 MR cE 7 (B
SNIAERR DR (402—) 22M) ., (a2 KRBT TICRESINTNDIEATY)
Ay RPRZ T =R HRITSINTWNIDOEHER TE 26, 21 (Everytime) (D FE FIZ
LET,
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B recofigr 705 baoRYL—FTO Y FEBOEM

VAT ANRFT V2l NAO =y RERAINCERDE L THLEIBITL2WEES, 7203
ERHOFERIZ, a~vr RICEAEOZ T —R"H 558D & (18] (Once) JWEHE L ET,
BEICE > TL, BREFAD A~ ROFBITEH A SN ENH Y 308, Fiudsl
ST,

EBhoe v b

* FlexConfig 47 Y =7 b, Fv NU—7 A7V MRACLA T V= hald
VAT WEBMBRA T V27 MR LTS EAE, [#E (Everytime) | & EER L £
T EHILRWE, AT V=T MR D EFBRE S AR VAR B D £,

e ATV NTATHEMENRHRED 7 V) TG O8A L, [1A] (Once) &AL X7,
Z LT, IROEMEZIZ FlexConfig RV > —nbH A7V =7 MEHIBRLET,

[#A T (Type) ]: IROWTIZREIRL £7,

s [BITAHIN (Append) 1: (F74/V 1K) o A7V =7 bDa~ Rid, Firewall
Management Center 7~ U & —7 AR SN E D RBZICEE S VE T, EEXIG A
TV FINDAERENTA TV 27 NI R = ATV =7 SOER AT
L% aIE. [BIAHN (Append) 12T 2 LERHY £3, ZOMORY > —miTS
IZERENIZa< Y RRAT7 V=27 PTIRESR TV bO LEHTIHAIE, 20
F7varERRLTa~vy RREEZINRVWEIICTLHIHERDY £9, ZhlT
RbERIA T a TY,

o [ATZAEAN (Prepend) 1: A7 Y= h® =2~ Kid, Firewall Management Center 7~ U
PeBARSINTEREDRIICEE S NET, B, REEXZ VT EERNT D
a2 RIZ [ANZAHIN (Prepend) |1 ZfFEH L E 9,

ATF9 Tl (FFvar) 707 FARED EICH S Validate Ed) 227V v 7 LT, 227 U7 Loy
2R L ET,

[RAF (Save) 127V v 735NN, A7 V=7 MBRGRESNET, BHHRA TV =7 b
RFETLHZ LT TEERA,

ATY T8 [R1E (Save) 1227V v LET,

RDBERY

cTITATRY) =B AT V=2 baBRT LG, RELEZRALET, RELRE
DOEREZZIL T ZSVY,

FlexConfig # 79 bADRY) O—F TP FEHDEN

FlexConfig RV > — 47V 7 M2, RV —FT7Tx=7 OO A 7L BEMT bz
EH AN TE £7, FlexConfig 27 /A AZEBT D &, TN OOEEIFEESIT S 4
T NOARIRI T VALY TERENET,
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| FlexConfig K1) &—
nar—ont N

FlexConfig4 7 ¥ =7 N THIDTHRY v —FT7 V=7 NEEMES & XX, ROFIRIZHEST
LTIV, A7V NeBESZRTIVLENELTLL, $v—2%2507T) B2 AL
FT, BEOMERFEEZBFET HICE, BEROWELE 8 =) 22 LTIEEN,

1R BRI

FlexConfig 47 ¥ = 7 N D% EDFHMIZ OV TIE, FlexConfig 47 ¥ =7 FOFEE (29 ~—
V) ESZRLTIIEEN,

FIE

AT Y1 FlexConfigh V) ¥ —F7 Y =7 FOfREFIZ, A (nsert) [>[FAV o —FT7 =2 FOFFEA
(Insert Policy Object) >[4 7Y =2 F®D XA 7 (Object Type) | M6, M@l s A 7 D47
Vxl MeBRLET,

RATv T2 BEOLARIEA L, ETHAEZALET,
£, FlexConfig 47 V=2 hOarTFAMNOHFT—ERLDOTHLIMLENHY £, A
NR=2ZEGH5H I LI TEETA, BEICHEMNT 24T V=7 N EF—OLARTEZHATE £
D

RT9 T3 BEEMEMNTHAT V27 FERIRL, BN (Add) 127V v 7 LTIhE [BIEHLLST
Y= 7 b (Selected Object) ] U A MIBEIL 7,

BHEIZIE, 1 DOADAT V=l FEEEMNTEZENTEET,

()

TXANET V27 M, BREIZSCTHID S TERSNIZAT V=7 FEBIRTXET,
L2 L, 2647V bOZLIET 740 MEIEH Y A, A7V =7 FOFEHT
1. WD Z B85 2 50, 720 Lid FlexConfig 47 Y =7 b & BT 5T /34 AD A —
N=F A4 RELTHEZDUENHY T, ZNHDOAT V=7 N BT I FlexConfig D i
FAFITLCH, ZLDGERERMOTT —IZ 272080 £,

ATy T4 [fRF (Save) 1227V w7 LET,
EHi. FlexConfig 47 V=7 F2T 4 XD TFOEHIY X MIFERINET,

MEX—, NAU— RO, WEE~AZTHH—CTHIOE T, WHREROILHZ
i<z, ZNHDOEITIZY AT M2 X o TERBIZR AR Tl E 7,

IR S — 280 d FlexConfig 7 ¥ =7 POEHK U A MIFEREINERA,

FlexConfig 47" ¥ = 77 | THA - — M2 Bk, A, BLOEHT LI, /kﬁ)illlﬁ%ﬁfﬁ
LET, oA FELLITRRY | IEDOWE F—ZREHFAT 2LENH 572N Insert

FlexConfig 7R') & — .



FlexConfig K1) > — |
B rexconfig sz - 475 rowmE

g REHEATEET, AWHCOWTE, ZAOHOEHITIHE EOTFA AT V=7 ME
BEFRRICHEREL 7, B—lEE B—) 2L TIEE,

\}

GE)  REX—EBCTERINTZT —XIL, FlexConfig R v —D 7 L B a—FElRrE, = —%F—n
b AV ZET, £72. FlexConfig NV > —%2 7 AR— T 58546, T XTOMEX—Z
BONEPHESINET, R =% A R— 256, FSHEF—E2RE2FEHTREL T
TR EANNTLHMERDHY £,

48 HHEIIZ

FlexConfig 7 ¥ = 7 K O EDFEMIZ OV TIL, FlexConfig 47 ¥ = 7 hDOFE (29 ~—
V) EHSRLTLIIEEN,

FIE

AT Y1 FlexConfig NV ¥ — A7 V=7 MafiEd 2BIiE, A (nsert) 1> [fZEF— (Secret
Key) 1 Z3IRLET,

RTw T2 [WEX—DFA (Insert SecretKey) | XA T 7Ry 7 AT, ROWTNOOFNAEFATL E
b@‘o

e LWF—ZERT D121, [EX—0B (AddSecretKey) 127 VU v 7 L, IROIF
WAEAALTOHEM (Add) 1227V v 27 LET,

o [Fh#E X —4 (Secret Key Name) | : ZE D4R, ORI, Al @ BMTTF 54T
FlexConfig 47 ¥ = 7 MIFRINET,

o [’RAT— K (Password) ]. [/3A U — KOS (ConfirmPassword) ]: AJ) & [RIFFIZ,
TAZY R TR RAZ SNDREDLFHITT,

* FlexConfig 47 ¥ = 7 MIREF —EBEHEAT DI, BROF = IRy 7 A F
W LET,

« X B OB ERET H12E. BEOEdit() 227V v 7 LT, EEEZMZ T, B
m (Add) 1227 Vv Z LET,

o B T — ISR BIRT 5121, 2580 Delete(h 22 U v 7 LET,

ATY T3 [{RFE (Save) |27 U w27 LET,

FlexConfig TXA AT Y FDERTE

R —FT7 V=7 NEKOXGE LT FlexConfig A7 Y=/ NCTXFARNAT V2V N
HLET, ZREMEHL T, 7021 LMCOHBAENLHEROT A AT LT8R HIEH
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| FlexConfig K1) &—

FIE

ATy
ATvT2

ATvT3

ATy T4
ATy TH

ATvT6

ATy 717

FlexConfig T¥ R #7219 FDHRE .

EEETCEET, BT, 7R ATV FERTERIITIA N ATV 27 FOWN
RICEEHBZONET,

THXARNAT Vel MIFBBEROXFINEENEST, F—V—FK, A ¥ —Tx=A R
4, Fm, IPT RLAREIZT S Z L HAMRETT, WAL, FlexConfig A7 U 7 N NOIEHRD
TR L > TR £7,

THRANAT V=7 P EAFRELITRET SN, BELRNEEZRELET, Zlidt7
YVl NORBHENREGENET, ThERODZET, | DOXFINA TV =7 METITHE
BOXFINAT V=7 SOWTNEAFRT D0ERET D2DICELHET, RO My 7 25
BLTSIZE0,

* FlexConfig Z£%{ (7 ~—2)

« BEOLETTIE (8 ~—)

Objects> Object Management % &R L %9,

FTC 2l kN HAFDY A D [FlexConfig) > [THRA R A TS 14 b (Text Object) | &i&
WL ET,

WDONTNNEREITLET,

[THFAL AT =2 FDiEM (Add Text Object) 1227 U w7 LT, HLWAT =7 |k
AR L £ T

cEdit() %227 U7 LT, BEFOAT7 V=7 b EmELET, FAIEFE A FlexConfig 4
TV VeEMTOGEICKNELRD, FAEREAT FA NI T V=7 M aRETE
F7,

ZHIEZAN L, 7 a0 TH TV FOFEHAEANLET,
HFHLWAT V=27 bDOR) Fay Xy VA NNLERIA TEERLET,

«[Hi— (Single) 1: A7 V=2 MIH—~OT XA XTI EEDDHLEND DA,
« [B% (Multiple) ]: A7 V=7 MITXFAMLFINDOY 2 NEEDLLEND DA,

FT V=27 FORFRIZER I A T2 EETE TR A,

BEHE A TN [EE Multiple) |OHAIE, EFREIZFEA LT[ Y b (Count) [ZIET L
F7,

BEERTLHL, A7 V=7 FOITHBMSNTZY, HIFRSHTIZD LET,
F7V = MTNEZBMLET,

EREZESZODT XA N Ry I A% Vv LTEEANT IO, TRARNA TV N
19 % FlexConfig A7 ¥ = 7 M &E| D Y THNLET /AL ATx LTTF NS 2D L 4%

FlexConfig 7R') & — .



FlexConfig K1) > — |

. FlexConfig K1) > —D%E

ATvT8

ETEET, MATH)ZEBTEETN, Z0O%HE, X—A 47 V=7 FTRELEIT.
ELTETNA ZAD EEENFELRWIBEICT 740 MEE L THREL £7,

FHERE AL 7 V=7 PORERIZIL, T A0 LEEEZFEHAT L2 L2B8IO L ET,
i, BIOFlexConfig RV > —TAT V=7 NfERTHMNERS HLO2—F—HIZ, 7
THNVEREDL LT DH2HTY, FATT257 7o —Fi%, MOZEMHEIZS T TRRD £
D

e b

—EOFRNERE A ATV =7 MUX, BEPFFED B Z 3R 2 OB VE TS, F
TVl FOTRSNDMEERET 272DI2, T F A FEEEERGAE T, FIHTIE,
base AL HT 2ROV I EFEZEZMPTLLERNDHD ZENEEINLILENRH Y £7,
enablelnspectProtocolList DAL, A A7 2 g T Snort A > AT 2 g v b O FE AN
B halE AN TEEE A,

TNAZAD LEEZ 2T 25813, ROFIRZFETLET,

a) [A— =T 4 KZFr (Allow Override) | F = v 7R v 7 AZ~—7 &£,

b) [A——=TF A F (Overrides) ] ZJ&H L (LERLGE) | BN (Add) 127V v LE
7
LEEENT AL AT TIEHLGHIE. LEZORET A 227 v 7 LTERLE
7

) [A7V=V FDOA——F 14 KOEBM (AddObjectOverride) | XA T a TRy 7 AD[H—
7> b (Targets) | C. HEEFRT DT /3 A& L, B (Add) 1227 V27 LT
IR X727 /314 & (Selected Devices) ] U A MIBEIL £9,

d) [A—N—=F A K (Overrides) 127 U7 L, LEIZJSUT[HA T (Count) | %%
L. BB 74—V 27 Vw7 LT, A ADEEATILET,

e) [EM (Add) 1%27 Uy 7 LET,

[fRTF (Save) |27 U w7 LET,

RDEZRY

CTUFATRY AT Ve s N EBRT DR, WEEREREMLET, RELH
DEBHEBRL T ZE0,

FlexConfig /R ') & —MD&E

FlexConfig /R U 3 —|Z1%, FlexConfig 47 ¥ =7 h®D 2 DDIEFO V) A MR EENTWET,
1 DRI BIMES N2 X b 69 1 DTREICEIMES Y 2 M T, SEBHISEI/AREIC
BIMOFBAIZ W TIE, FlexConfig 47 Y =7 FORE (29 —) 2L TN,

FlexConfig RN Y > —1&, HEDT A AIZHIV YK THZ ENTELIARY o —T,
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| FlexConfig K1) &—

FIE

ATy T

FlexConfig K1) & —ME&E .

Devices> FlexConfig # #R L £,

ATYT2 WOWTNIEFEITLET,

ATvT3

ATvT4

ATy TH

c[FrLWARY T — (NewPolicy) ] %7 U » 27 LT, # L\ FlexConfig " U > —Z AR L £
T, ARIEADNT L7 v 7 IRFREINET, LEIGEU T, EHAEERT N1 A
(Available Devices) | Y A R TT /A AZEIR L, [A U —IZiBI (Add to Policy) ] %
7V w7 LCTNA ZA&ED Y TES, [IRfF (Save) 1227 Vv 7 LET,

«Edit(@) &7V v27 LT, BEFORY U—%fmELET, LA z2mEET— NTY
Uy 7 LTERTEET,

cCopy (%27 Vw7 LT, MUNEDOHLWAEY O —2ER LET, 4iixANT57
T INEREINET, TS RAED YT IR IR E Y AL

CHIBRT A&7 U w7 LT, REIZRSTRY —%HIBRLET,

R Y =B 72 FlexConfig 47 ¥ = 7 | % [fEHl 7 HE7e FlexConfig (Available FlexConfig) ]
UZMNHEIRL, 1 &7V v 27 LTRY —ITiBMLET,

47 =7 NMIFlexConfig 47 ¥ = 7 b CTHE LIZBHZ A 7 I0HSWT, SEBHICEN Sz
VA MELIFIREIGEMESNTZ Y X MZEEBISENSNVE T,

BIR LA T V7 NEEIBRT2I0E, A7 V=7 FoMIcH 2 Dete() 22 U v o LE
—éﬂo

BIRLImAT Vs hDRi, AT V= bOMICHD View(@Q) 22V v LT, ATV
I N TSR T AEMERELET,

SYS ThAE BT AT A ZIRE, BEICEEMTONTWNWE LT V=7 RBRETRN &%
MERTDZMENHY 9, EFAFHIEEIML2WAY vy ald, 204727 ERLE
T, AU —ZREETAFNC., N0 TV NERETALENLY 3,

GE)

FTV2 ) MDA —=NR=F 4 REEMT 256, ZNUOLDHEITIZOE 2 —IZFRRINEE A,
L7z oT, ZOT 74V MaX, T Lb A7V MRMLERETEHFIN T RN &
EERTADIT TS FHA, BEE S L Ea—T5 L. BEBFEDT A A% LTIE
LSRR ESND D E I DR ENET, [FlexConfig R v —D7 L E=2— (39 X—Y) |
EHMBLTL &N,

[fRT7F (Save) 1227 U w7 LET,

FlexConfig 7R') & — .



FlexConfig K1) > — |

B rexconfig iy o—0s—5y k Fiq 2OBE

RDBERY

e ARV —DF =7 N TANAL AERELET, FlexConfig K v —D X% —4 > k T34
ADEE (38 <—Y) Z#ZML TS,

cREAERZ R L ETRELLOREMEZSR LTI Z SN,

FlexConfig /R') — D2 —4v b T/NL ADEXTE

FlexConfig N U > —%Ek T2 & 2, RV —2FHT L7 A REZBRTEES, 20D
%, WOBHNNES T, RY =T D57 A ZAOFNY Y TEERERTEET,

\)

GE)

FIE

WE, T ADOHRY —OFID B TEMRT D & WIRIORBARC, > 27 SFEEM T
LN EE BEMICHIBR L E7, 7272 L., FlexConfig 4 7Y =7 MIIAX <A XZiz=a
VU REREMTTEDDORI VT N ThHIZD, BT /SA AH)E FlexConfig s U & —DE| D
WCHEMER L TH, FlexConfig 47 V=7 MIXo TRESNTZa~y RiFHIBRSNERA,
FlexConfig |2 & » TR ENTm 2~ RE2T A ZAORER GHIRT 2 2 & BROGEIL,
FlexConfig Zffi H L 72 B EH AEREDOHIBR (42 X—) 2B L T EE W,

ATFv 1 [T/84 R (Devices) |> [FlexConfig] %R L T, FlexConfig NV > —&fREL £9,
AT9 T2 [RY—DE BT (Policy Assignments) %7 U v 7 LE9,
ATY T3 [¥—%4 v bT /31 A (Targeted Devices) ] T, #—% v b U A M&{ER L £,

« B0 1 DL ED [ERFTEEZ2 T /34 A (Available Devices) | 3R LT, [FA VU v —ITiB

N (AddtoPolicy) 1% 7 U v 73570, [[BRL7ZT /34 A (Selected Devices) ] DU A k
R w7 7R Ry LET, AU —id, 74 A, @BAfHEXT, 8L 7
AR ERERT DT A AZE VY THZENTEET,

cHIER 1 DDOF AL AOREICH S Delete (L) 227 U v 7550, BEDOTSA ZAETRIRL

T, A7V w7 LTos EBIEE OHIBR (Delete Selection) | 28R L £ 7,

AT T4 [OK] %27V w7 L GRRNEZRTELET,
ATv 75 [fR1F (Save) 1 %227 VU v 2 LT, FlexConfig RV > —%R7FLET,

RDBERY

REAEZREA L ETRELEDORMAEZZRL TIZE,
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| FlexConfig K1) &—
FlexConfig K1) S—n T LE 21— [

FlexConfig /R') >—D T L E 21—

FlexConfig N Y v —% 7L B2 — L T, FlexConfig A7 =7 "3, EOXHIZCLI 2~v R
WCEB SN EMR LET, 7L E2—ITiF, FlexConfig 47 v =7 b CHEHINL A2 Y
T RBLOEENG, BRLIZT ARG U TER SIS a~v >y RARESNET, 28T T
WA ZADRENEDWTIRRIND T2, BEINDINAEZWRICHM TE X7,

TV Ea—%MiHT 5L, FlexConfig 47 ¥ =7 NOIEFIENREN RS0 £9, Hifrsh
HRERN TV Ea—IORSNDHET, A7 V=7 MEEELET,

BEIX, TAA AT EIEINC TV E 2 —FT X0 ERH D 9, ZiUuL, BEDT A ARE
WCHESWT S ESFIRRSNDATREMERH 572D TT,

FIE

ATv 1 [T/N4 R (Devices) | > [FlexConfig] ##4R L T, FlexConfig RV > —%&fwHEL ET,
ATV T2 REDERNDDGAIL. [PRTF (Save) 127 U 7 LET,

T b a—lif, HBRIBFELIZAA—=Ya v ORY —I12E& £ 5 FlexConfig 47 =7 b ®
FEROBDRENET, HLBMLEAT V27 NOT L Ea—% BT D121, AU o—
ERGETOMEND Y £7,

ATV T3 [REDT L Ea— (Preview Config) 127V v 7 LET,
ATY T8 [T ZADEIR (Select Device) | KR vy T H T U A RS TNA ZZTER L F9,

VAT A, TAAADDOEREFREFHORY =2 TG LT, KREIOT SA A~D R
RFIZARR T2 CLI 2~y RERELET, HAZERIRL TS Cul+C 292 & T, 2O
Nz )y FR—RZabv—T&Ed, ZOHNIE, FERROITOTDIZTHFA N7 74T
B fHiFsZ emcEEd,

LB a—IliF, ROEZ va yREENTHET,
» Flex-config {Z & Y AIZAHINE 415 CLI (Flex-config Prepended CLI) : FlexConfig (2 &~ T
S ba~vr RThY | REORNIMAMIILET,

« BHH R OBERED B A2 S 472 CLI (CLI generated from managed features) : Firewall
Management Center CiXE SR Y =G U TEKSND a2~ RTT, a2<v 2 N,
TN ASDEARDIEF IRERZOFHAR Y o —F 3B E SR Y o—i2xh L TAER
ShET, Inboa<y Fid, &Y G THEAORY > —2 T 51 DITBERT T
Da<wry RERLTWDIDITTELY FHA, 2Ot a3 NOa~ RiX, FlexConfig
FT 2T FMBEREINTZHEDOTIEH Y £H A,

» Flex-config {2 & D #&IZfHIN& 415 CLI (Flex-config Appended CLI) : FlexConfig (Z &~ T
A Ih2a~vr RThO, REOKRIIMAINENET,

ATy TS5 [LS (Close) | RZ %227V v/ LT, FYvtEa—XAT7u7u%HlULET,

FlexConfig 7R') & — .



B =ocnewronz

FlexConfig K1) > — |

Eﬁﬁ éhf’*ﬁﬁk_o)ﬁﬁnu

FIE

ATy T

T3 AT FlexConfig N U & — 2 JEBH L7z tk, JRBADERII L2 Z & BI U ORI L
BOOLOTHLZLZ2MRLET, £, T ARHREFERLVITHIEL TV D Z & 2R
L/i‘j—o

JRBADS LT Z & i@ T 2113, ROFIRZEITLET,

a) A=za—/—O [F (Notifications) &7 Vv 7 LEd, ZOT7 A 20k, [EH
(Deploy) ] & [ AT & (System) ] DEIZH D, LRIDZZWT A 2 TH,

TA AT ROVWTNNT, =7 —=0bHL5EHFVMSILEBHY £7,

o (BEALBNWIEETRYT) (BELZT—ITWVTNL AT A LIZHFEEL T RWE
LERLET,

e (IDULDEEAHBZEETRT) 1 DU LOELERL XF A FIZHFEETAZ &
ERLET, TT—IIRELTWVEREA,

c UD2BEDIS—DHEZEETRY) 1 OULEOTT — L{EREOEDE LR R
T L LEIAHET D Z AR LET,

b) [JPH (Deployment) ] T, EHHNBKINILIZZ & 2R LET,

c) FEABZRIEH., FRICRIR LB O A RN T H121E, [BEDZF R (Show History) % 7
Uy LET,

d) EMOINCHDY a7 D) X FTREY s 7428~ L £,

Va T3 LWIEICR RS, VA MO =K ECRFOY a 7RFRENET,

e) HMDOINZHDT A AD[ T A7 U7k~ (Transcript) I TH¥ 7 u— K7 A 2%
27Uy LET,

B NZ 2707 MIE, T RZEFSNTa~vy RBROT A AnbIRES T
ISENEENET, TNOLOIREIL, BIMA Y-V T — Ay E—VDOHEERHY F
9, KREXL72JBBA TlE. FlexConfig NHiEE LIca~vy RaEl, =7 —4%R_T A vE—
VERLET, INHbD0-T—E, avr FERELL I L LTV FlexConfig 477 ¥ =
7 NDAY )T NEEET DOIESLSLERH Y £7,

GE)

BRI SBEREICEE SN D o~ L | FlexConfig R U v —mb A Ehsa~r ReED
M7 22707 MULBEWNETH Y £H A,

7= 2iE, RO —rr RL, iwmER4 DS outside D GigabitEthernet0/0 X E T 5 2~ K
% Firewall Management Center 23155 L7 Z L Z/RLCWET, T34 XX, HEINICE
Fa2UT 4L L% OICHE L Z L &S LE L7z, Firewall Threat Defense 73 & % = U
T4 LUV BTS2 L3S0 ¥ A, FlexConfig lIZBIE LA v E—V1F, FT R
7 U7 RO [CLIi#EA (CLIApply) 17 v avicdhv £7,
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| FlexConfig K1) &—

ATy T2

ATvT3

Esnrgnowz ||

FMC >> interface GigabitEthernet0/0
FMC >> nameif outside
FTDv 192.168.0.152 >> [info] : INFO: Security level for "outside" set to 0 by default.

B SN RRICHER I~ RAGEN TN D Z 2R L X,

AT TAA ADEEIP T R AD SSH Bt A ML T2 2 & TITH Z LN TEET,
show running-config =~ > F&E LT, RELZRRLET,

F 721%. Secure Firewall Management Center N C CLI > — V& L £,

a) >[ANJLR (Health) |>[E=4%— (Monitor) | Z&IRL., T34 2AD4HT2#7 U v 7 LE
j—o

AT —BAT—TNDO[H T (Count) |FITRHS/BALBRHIZZ Y v 7 LTT /N4 A
BERTDHIENDDEIIIRAEENH Y £,

b) [Fffl7e N7 72— 17 (Advanced Troubleshooting) 142 V v 7 LET,

c) [#EBLtE CLI (Threat Defense CLI) 1 %727 U v 7 LET,

d) =~ K& LT [show] ZERL, /3T A—% L LT [lrunning-config) & AL %7,
e) [FT (Execute) 1%7 U7 LET,

FATPHOREREN T A M Ry 7 ACFRENET, BRI L, Ctul F—Z24 L7 ke
TCHF—HWLT, BTHOWTEDLICTHRA L 77 ANV FTIT D Z &N TEE
K

TNAADRHFEBVITHREL TVWD Z L 2B LET,

PEREICBIE T % show =~ R&EH L C, MG R & MaHERa R~ LET, 2L X, B
MoTa han 4 AT v a rEAMC LG, show service-policy =2~ > REfEHT 2
L. ZOFEA RSN E T, AT EMR o~ RIIEREICIEIE L. BREDR T 1% %
BT HEEIHEH LI ASAR T A FBEXa~r K U 77 L RIZRFE SN TOET,

PaEHRERRT D~ FTH (B y ML B ) DEEIN TRV LAVREN
5E. BRITED THo THLERNRN EXHY T, FT7 74 v 7, HiHERICER
ENDIETOTNA ZZFBLTNDZENRDIPS>TWDLEAE, HklcKmL TS HD%
ERLET, E2E. M7 70 v 7, BREXSEH SN DENCNAT £ 7 72X L—1
WL TRy PERBERINDGENHY £7,

SSH & v = o % 7214 Firewall Management Center CLI > — /L7265 show 2~ > K& T &
7

72770, AT HMEND D show =2~ > K% Firewall Threat Defense CLI PN ClE1E{# I T& 7
WAL, T A~DSSHE ML L Ca~y ReifAdT 2 0ENH Y £9, CLIND,
WDa~<y R —rr A% AN LT, 2 CLI N THRi#E EXEC E— RlZUlW Bz ¥4, 22
NH, ZNHEOYR—FINgshow a2 REAJITEET,

> system support diagnostic-cli
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FlexConfig K1) > — |

B rexconfi £ L REEagLEOBIR

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

firepower> enable

Password: <press enter, do not enter a password>

firepower#

FlexConfig % A L /- % € X A HERE D HII R

FIRr

ATy I

FlexConfig Zff ] L TR E L7z —#HORE 2~ > ROHIBRALEREAIT., TOREEFHT
HIFRT 2B R H D 3, 7351 A5 FlexConfig R U v —DFI D B TEMRELTH, 7T
DOEEDHIFRES NN ERH D £,

TFERICHREZHIBRT 5121, #H LW FlexConfigd 7 V=7 FEAER LT, REa~ Y REHE
FEITENMELET

1R BHHIIZ

FT7V =l Mo TERSNIERED —FEITT X TEFHTHIRT 2 LENH LN E D
MRS DI, ROFIHEZFEITLET,

1. FlexConfig RV > —D 7L Ea— (39 =) OFEHIIEN, FREDOT L E 2 —Z i~
F£7, FlexConfig 47 V=7 NNOTXTOa~vy REHIBRT 572D O clear & 7213 negate
T2 K7 ###CLI generated from managed features ### B 7 U g VIZEHEFNTWAEE
I%. FlexConfig RV v —m L HMIIA T V=7 REHIBRL, BRfF L CHREBTE 7,

2. FlexConfig RV > —nb A7V =7 FaHlbfRL, ZEZHRAFALT, b —ERELZT L
E‘J‘—Liﬁ_o ###CLI generated from managed features BT Ta SNTETEMEET clear
FolEnegate A~ RNFENTORWEEIE, RO FIEEZFATL T, FEITHEZHIFR
TOHLENDH Y £,

(72 k (Objects) |>[# TPz FEE (ObjectManagement) | %R L T, FlexConfig
FTV I NEERTHZ LT, REI~YY REHEELITMVIELET,

HEREICHE R O EEZ TR CHIBR C& S dear a~ > KRB HEEIL, TOa~vr REEHL
F9, 72 & zE, FRIEFR I TV D ISIS Unconfigure All A7 Y= 7 MZIE, WITRT LD
2. TRTOISIS B#ORE A~ FEHIBRT 5 1 SOa~y FRGENTWET,

clear configure router isis

Z OFEREIC dlear == > RMFE/E LZ2WEEIE, HIBRT 24 2~ FOnoBXE M3 2 4%
NHOET, 72& z1E, FAEFR ST TV D Sysopt_basic_negate 47 =7 M, FATEF
LT D Sysopt_basic 7Y =7 N TiRELTa~vy FEHIBRLET,

. FlexConfig 7R') & —



| FlexConfig &1 & —

ATy T2

ATv73
ATy T4

ATy TH

ATvT6

ATy T17

FlexConfig # &> BExt gt~z [

no sysopt traffic detailed-statistics

no sysopt connection timewait

B, XELHIBRT S FlexConfig 7 ¥ = 7 M&ERNEMS -, 1 BIOARERIND AT
YV hELTHELET,

[T/34 X (Devices) ] > [FlexConfig] 4R L T, # L\ FlexConfig 7R U 3 —Z BT 5 D>,
BEFORY —afRELET,

ME v REERT 5 FlexConfig R U > — %2R T 2581%, 2~ FOTYIELEHOH
LWRY =% B LT, EORY I —IZT A ZAZED Y TET, ZDH% T, #H LV FlexConfig
F TVl NeR Y —IZBMLET,

FTRTOT A AN ERITFlexConfig ¥ EA T ¥ = 7 M &HIBRT 2 861%. BEFF O FlexConfig
R —biEgENdT5a~vr FEHIBRL T, T bDa~vy REREXZRVIET AT V=7 K
TEIWMIET,

[#7F (Save) 1% 27 VU v LT, FlexConfig RV v —Z{R7FLE T,

[XEDT LB =2— (PreviewConfig) 1227V v 7 LT, HEBLTEVIE L2~ RREYIIC
ERENTNDZ 2R LET,

A= a—"—0 [ER (Deploy) 1> [ER (Deployment) | Z3IRN L., 7 /34 A &3 L T [
B (Deploy) %27 Vv LET,

BENETTHE T LET,

awy RPHIBRSNZZ 2R LET,

TNAADFITALy 74 Falb—rva 2R RLT, 2wy RBHIBRINTNWD Z L Z2ERL
FT, FEMICOWTIE, B SNTEROMER (40 X—) 22 LTI EEN,
FlexConfig AR Y > —DfgEHIZ, [RY > —DFIY YT (Policy Assignments) (%7 U 27 LT,
TNA ZAxHIBRLET, LEIEC T, AU =05 FlexConfig4 7Y =7 F&HIBRL 7,
FlexConfig " U o — X HICARERFE T~ REHIFRT 2D THLH70, HIFROETHIZT
WA RZENN B CTHRY) — 2R FTH50EIIH Y FHA,

7272 L. FlexConfig NV ¥ —IZT A A THRETDUEDH LA TV a VB k> TWDLGE
T, FORV O —ORVELAT7 V=7 F2HIBRLET, ZNHITRETT,

FlexConfig 7 5 B IEXT RIEREAN D L2

V7 =T V) —RT LIz, BEXMNGHERE. D F U FlexConfig DA CTHIFI S ND R Y v —
O L CHBERET /RGBS ET, Zck v, BfE#EH L TV 5 FlexConfig
A~ RRREIESND RN H Y £T, ZHHOMMRITEBINICEBmINEEA, Ty 77
L— F#ix, HrL<BElLsiviza~y R&H L CFlexConfigd 7~ =7 F&HID YTz {E

FlexConfig 7R') & — .
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B Flexcontig o

L0 THZEIETEERA, Y7 hT 2T DT v 77 L— K., FlexConfig NV v —F X
W FlexConfig 77 V= 7 M EfER LT 7E &0,

FlexConfig Zfi ] L TRRE L7-HEREDNE BRI R ERE L L T AR —FESND Koo 72 b,
FlexConfig O 7> b EFIR GHERE DO HICEMT 20N H Y £3, 3L A EDEE, BifF
D FlexConfigiX EILT v 77 L— N b ol & e L. BN TEET, 27ZL, FElah
lcavry RaHT 5L, BEOMENBET 2551 HY £9, GUI & FlexConfig D] 5 T
HREZ R ET D Z L IXV AR — h SR TWEHEA,

)

GE)  BATT OREERENBATY — L THR— SN TWDEEIE. ZOFIHONRD Y ITBITY —L
2R LTSN,

FIE

AT v F1 FlexConfig Z i fl L7 EHFHHEREDOHIBR (42 X—2) THHIN TS K S 12, FlexConfig
ZHIBRLET,
AT9T2 HLIHAR— b ENTEESEHEREORRE LR L E T,

VU—RA/—RZiE, 2OV Y —ZAOHFHKEOY A MRH D £,

FlexConfig M 45

KIZ, FlexConfig LB 2 W< DHVR L £ T,

SRERM O FOLDEREAZE (ISA 3000)

EREERM e han (PTP) . X7y hR_N—Z2A 32y hI—FTHNOIFEFIERT NS ADY
vy 7 ZEMT 57 DICHB SRR 72 har T, FRHOT AL AT my 7,
—WRENTHERE L ZEMEN R £, 2o a Fad, EERORy hU—2{bEn-llE
BLOar bo— Ly 2T ARIFIZERF SN TEBY . LEARREE IR/ NR T, A A — R —
~y RV W=, B AT A TOFRICKR#E T,

PTP v A7 LX, PTPT /34 A LIEPTP T34 ADMAE DY THR SN DR Yy hT—7
VAT ALTT, PTIPT A AL, A—T 4 FV7uvr HERI7I oy s BEOKT AR
Tl hray I BEENET, EPTPT A AE, Xy NU—TV AL v T L—F BX
NEDMMDA LT T AT I F ¥ TARAANEGENET,

Firewall Threat Defense 7 /3 AL, h T AT Lo h7uvy 27 & LTERETXFJ, Firewall
Threat Defense 7 /31 A%, HHEDZ oy 7% PTP 7 1 v 7 LA L £ A, Firewall Threat

Defense /34 AlX, PTP /7 v 7 CEBSINTWAPITP DT 7V a7 7 A )V EHEHL
F9,

. FlexConfig 7R') & —
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FIE

&M

BHEERMTO b aLoEsE sAs00) ]

PIPTF A RARETH L X, BESELT AL AD RAAL VB SEERLET, LA
T, EDOPIP RAA VERE LK, 1 DOED RAAL IZPTP 7 u v 7 AT 5 X9
WA FEPTP TN, ABRETEET,

1R BRI

FORAZAPMERTHPTP 7 2w ZIZRESNTND FAAL UEBESEHERLET, ZOF T,
PTP KA A VB BN 10 THAHZ EZRHEE LTWET, /2. VAT AN KA A HNO PTP
Iy JIZBETEDRA v Z—T oA AEBRELET,

LIFIZ, PTP OREIWCETHHA FT7 A4 2R LET,
« ZDOREREIE, CiscoISA3000 7 77 A4 7 LV ATOMREHTEET,
« CiscoPTP |%, ¥/ FF v A K PTP A v —T DRV HR— KL TVET,
*PTP /X IPv4 X hU—2 TORETE, IPv6 X PV —7 TIIEMATE EHA,

*PTPRTIL. AX L KT arm7 ) vy F—7 A _"—=nZlbT, WA —V 3
N T =2 A H =T 2 ZATHER—FENET, BEHA L H—T A X, T H—
7 = A A, EtherChannel, 7'V v UMEA ¥ —7 = A A (BVD) . FIXZOMOEFEA
VE—T 2 A ATEHYR—FENET A,

e VLAN V7 A v Z—T = A4 ATOPTP 7 u—|%. WHRPTPRENH A L Z—T = A X
FICFETAEAICR— &N ET,

PTP /X7 v FEEIZT NNA A BB TEDL LT AHAMERH Y ET, PTP T 7 4 v
71X UDP SEHEAR— k319 & 320, BIUSEIEIP 7 R 2 224.0.1.129 12 X » TRl & £
T, TDD, DT T 4w 7 EHFATEHT VB A a3 ba— b— T T CEE
L\ij—o

N—T v R T77AT U4 —/)LE—RTIL, PTP LT FHF X A NN —TD< /LT Fx A

My—T 4 VT EBINCT HDLERHY T, IHIZ, PTPEZA X —T /I LTcA v F—
T2 A ANT N v VT N—TIZEENTWEWEGAX, IGMP vV F % ¥ A h 7 L—7
224.0.1.129IZBMT D LA v X —T =2 A RAERET HMENH D £, WA Z—
T2 A ANT YV v P TN—T A NRN—=Th D4, IGMP vV F X v A K7 )L—T 250
THEICHELRNTLIEEN,

NV—=TFT v RE—=FRDOHKR) SLVFXXYANN—T 4 TEREHIL, S F—T =2 AD
IGMP 7 — 7% & E L E7,

N—T v RE—=KRTH, SVTFFXFXY AN NV—T 4 TEAEDNCTEIMLERHY 9, F,
AZRTROYRA L Z—T 2 A A, DEVT Y oY T)—T A N—=LINDA 5 —
T A AZDONTH, 224.0.1.129IGMP /' V— 125 MT D LA v F—T = A AR ET
LZMENRHY ET, IGMP VL —TIZBMTH LTV vV ITNN—T A R—5BRETHZ
CIITEERAR, TV v I N—F A R—OPTPEREIZIGMP S L CHEIEL £,

FlexConfig 7R') & — .
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B =x==m7oroomesE asas00)

ATy T2

PTP X ET HT A AT EIZRDOFIREFEITLET,

GE)

%734 A (GigabitEthernetl/1 72 &) OFPTPZ 0 v 7l v X —T = A AD/N— R =T 4
EEEZHOET,

a) [T/3f R (Devices) |>[T/31 A& (DeviceManagement) | Zi®&IN L, 7 /31 R &
LELET,

b) V=7 41> (Routing) 17 VU7 LET,

c) [¥VFFxx A ML—F (7 (Multicast Routing) ]>[IGMP] % i#IR L F 7,

d) [ TFX¥ AR NV—T 17O (Enable MulticastRouting) | F = > 7 R > 7 R %4
IZLET,

e) [BMZ/—7 (JoinGroup) |27 U7 LET,

f) LB (Add) 1227V v 27 L., [IGMPEINZ L—F 35 x—% DB/ (AddIGMP Join Group
parameters) | XA TR TRy 7 AT, WOAF T arwRELTOK] =7 Y v 7 LET,

e[ % —T7xAA (Interface) |: PTPZ a v ZiIAZ L RT R A U H—T oA A%
BIRLET,

s (M7 —7 (JoinGroup) |: FHTLWHRy NU—7F 7T MBI 512, [+]
27U LET, T RLRZ2401.129 DARA N 72 =27 FEAERLET, B
A A =T 2 A ABRETHIERIL. 204 T V=) FeBIRTEH7Z0TT., (R
NO—2 FTV =V FOVER %7‘35@ )

FNRAAEDPTP 70w ZIAZ L RT7ay A A —T oA A2 LI OFIEEZEY K
L/i‘g—o

g) [V—7 17 (Routing) ] X—YT[{RT7F (Save) 1227 Vv 27 LET,

FlexConfig # 7 ¥ =7 FZ{E LT, A v Z—T =2 A A ETPTP 7 m— LIZHAMZLE
ﬁ—o

ROFIATIE, FELTWDLTRTOT NN, ATPTPZ 2y Vil v X2 —7 = A4 ZANFE L TH
6&ﬁmbfmi¢o£&évﬂ4xfﬁﬁé4/& Tz A RAEFEHLTHDEAE, A
BOEZEIMEBIOA TV 27 NEERTHALERHY £9, 722X, TAARAABID
BT GigabitEthernetl/l 7 /34 A C & D T GigabitEthernet1/2, /34 AE & F T
GigabitEthernetl/1 & 1/2 Ol & HT 23581%, 3 DDA FlexConfig 7Y = 7 k& |
Z D% 3 DD FlexConfig R Y > — %2 LN EIERT D LERH D £3 GROTFIATHH)

a) [A7PxH b+ (Objects) |>[ATP sy FEE (Object Management) | Z 3R L £,
b) TV OT—T /05 [FlexConfig) > [FlexConfigh 7 < £ 4 k (FlexConfig Object) ]
IR LT,
¢) [FlexConfig#4~7 ¥ =7 h®iBH (Add FlexConfig Object) 1% 27 U > 7 L, IROT a/37 4
ERELT, [R1F (Save) 1227 U v 27 LET,
s [4HT (Name) |: A7 Y =2 M, 72& 21X, Enable PTP 72 & T,

« B3 (Deployment) ]: [fEA] (Everytime) | Z#IRLET, ZOFREZTXTCOEH
WCIHEL, RESNE-FFICTHILERHY £,

. FlexConfig 7R') & —
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BHEERMTO b aLoEsE sAs00) ]

[ZAT (Type) 1: 7 74/ b [HBIZHI (Append) ] ZHEFFL ET, 2~ Fid
EHEFR—FENTV LD 3~y RORICTF AL ZCEESNET, 201D

{25 =T = A AR Z R OEEE 2 b0~y FOMICRESLE
ﬁ—o

qﬁf&:&%iﬁ(mmamwypﬁfyiybﬁiﬁ\mp%ﬁm~ﬂwkﬁﬁ
THOINERa~v REBEPTP /7 uy V4 v Z—T7 A ATANLET, T2k
ZIEX, PTP RA A 10 D7 1 — 3Lk iE & GigabitEthernetl/l DA % —7 = A A%
B p o~y RO EBY T,

ptp mode eletransparent

ptp domain 10

interface gigabitethernetl/1
ptp enable

ATVl PARIE, ROX DT £,

Deployment: | Everytime v

ptp mode e2etransparent

ptp domain 10

interface gigabitethernetl/1
ptp enable

AT 73 FlexConfig NV v —ZAER L, 734 ZZEID 4 TET,

PTP 7 11 /MEM /57 72 ADXFE S EMASDEICK L THEED FlexConﬁg F7Vx
7 NEAER LTEE, A7 =27 T EICl@BIO FlexConfig R Y v —%ERk L, BXET DM
BHHA L HF— 7::4’2 WZEHESWTENLDRY —%IE LT /3 R (ZED éfédz\gﬁiéb
DNET, TXARADITN—T ZLIZROFIEZEY KL FT,

a) [T/34 R (Devices) ]|>[FlexConfig] R L £,

b) [HLWAKRYU T — (NewPolicy) 1%7 U v 7350, BEfFOD FlexConfigR I v —% % —74" v
M RICEID ST (E72ITE0 S CHL) | ZORY L—ERET 5T
FLORY V=2 ElT 2%E. AU —ZAHIEMTI DA Ta Ry 7 ATE =4y
NTFRARERY O —IZE Y B TEF,

) AT UYDT—TNO[—HF—EFK (UserDefined) |7 #+ /L X WNIZdH % PTP FlexConfig
FTV 2l NEBRIRL, 1227V v 7 LTAHRY —IZED Y TET,

A7V =7 N B B NFlexConfig (Selected Append FlexConfigs) ] U A MIZiBANE
WET,

FlexConfig 7R') & — .
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B =x==m7oroomesE asas00)

.7 Selected Append FlexConfigs

# Name Description

1 Enable_PTP

d) [REFE (Save) |27V 7 LET,
e) TRTOX—F v T AL ARKRY U—ICELHID B THITHRWEAIL, [BRTF (Save) ]

DFICH D[R —EY YT (PolicyAssignment) (V> 2% 27U w7 L, ZZTHEDY
TEITVWET,

[XEDT L E=2— (PreviewConfig) 127 Vv 7 L, [FLE=— (Preview) | ¥ A7 1/
Ry 7 ATED LB THNTNDT AN, ADNTINERINLET,

VAT LTI, T ACEREENDIHECLIOT L E 2 —2 k& Ed, PTPFlexConfig
F TV R BERSNIE AT RRELWI EEERLET, ZNHIE7T L E2—D
EBICFRENET, -, BEHAREEICNZ - MOEEN ARSI a<r FH#E
RENDZEIWCHEELTLEE Y, PTP o~ FOEA, RO X HBNRNRFERENE
o

###Flex-config Appended CLI ###
ptp mode el2etransparent

ptp domain 10

interface gigabitethernetl/1
ptp enable

ATy T4 ERZRHLET,

FlexConfig 7R ) ¥ —% 7 /34 ZZEI 0 Y Thiz, BEICET 2EBENFICFREINET, &
AUIL FlexConfig DA I EIZBIT 21EE T, [#i1T (Proceed) 127 U v 7 L, BHHZHATL
£7

EERRNET LIz, RBADEEZMHER L, BEAO N7 27 V7 2R R TEET, ZHIEE
BRI L2 B ICRICRIL G £9, RSN OMRE (40 ~—2) ML TS ES
U,

ATvTH

KT AT PTP RELMER L £,
SSH £7-i3a vy — by v a vinb&ET /3, ZThHIT T PTP O EEMHRLET,

>

>

show ptp clock

PTP CLOCK INFO

PTP Device Type: End to End Transparent Clock
Operation mode: One Step

Clock Identity: 34:62:88:FF:FE:1:73:81

Clock Domain: 10

Number of PTP ports: 4

show ptp port

PTP PORT DATASET: GigabitEthernetl/1

. FlexConfig 7R') & —
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EEBOEEN— kY 7/ ( K20FEES% 1sA3000 ]

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 1

PTP version: 2

Port state: Enabled

PTP PORT DATASET: GigabitEthernetl/2

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 2

PTP version: 2

Port state: Disabled

PTP PORT DATASET: GigabitEthernetl/3

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 3

PTP version: 2

Port state: Disabled

PTP PORT DATASET: GigabitEthernetl/4

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 4

PTP version: 2

Port state: Disabled

ESEBOBE/N— KO 7NNANNADEFEAHE (ISA 3000)

N=RT =T NARZRERERDNIL T, FERETH T 74 v I B E—T = A XA XT %
WETELEIICTEET, VR—FENTWDEA U F—T = f AXTIIRA > H—T = A
A D GigabitEthernet 1/1 & 1/2, 3 L O GigabitEthernet 1/3 & 1/4 T, X7 7 A4 /3 A —% x>
b ETNVERAE L TWDOEEIE, #ifA —H %> b 7 (GigabitEthernet 1/1 & 1/2) TOHH
N R 2T RN NRNARYR— N INET,

N R T NANRARNT I T4 T DA, VT 749734 PITENLDS L F—T <
A AT %8 L E 9, Firewall Threat Defense CLIZIX, A > F—T7 A ANRX T LT
HIENERRINET, 774 T VA —ERRIT2 WD, N T T 4 v 7 OFT A A@ik &R
AT5Z2EDY A7 8L TVWDRLERDH Y £,

CLI =Y — /L ¥ 721X SSH & v > 3 > T, show hardware-bypass ==~ > N & i L CEifE =
T—HAEE=H—LET,
IR BRI
N— R =T NN EEEE S 5 720 ORIHES
A H =T 2 A AXTERCLTY v TNA—T BT HLERH D F7°,
AU B =T 2 RFIAA v TFOT IV BAR— MIBHRT M ER SV ET, bT 7 F—
MZiFEER LTl EEn,

FRARZED Y TENET 7R 3y ha— LR Y —IZ2fH0 & L7 Threat Defense — &
ARV —%FH LT, TCPY =7 LV ABEDT A 2% 7 a— W+ 5 2 L 2B
B LET, 7740 b TIL, ISA3000 % @i 9 5 TCP HR DA D> —r o AFK5 (ISN)
NEICEZ B Z ONET, N— R =T NARARNT 7T 4 725 L, ISA 3000 |7 —

FlexConfig 7R') & — .
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B zzsoam — kY70 20%ESE (SA3000

B ORAIIAL T, =TV ABRBIIEREINEE A, ZEAUOZ T4 T bR TFH L2
VT VAR B EZIETDEEREN R v TIN50, TCPY v v a v & FMENL T 5 M)
HVFET, TCP—7 L AFEDT X MMENENZ 72> THODEATH, AL v TFA—r3—
HIZ R T 5 0 2 Bb 578, —H O TCP Bkt XL T 5 M ERH Y £7°,

FIE

ATv 1 BEYSA SR EFHITT D FlexConfig 47 = 7 R &ZVERK L £7°,
a) [TV b (Objects) |>[# TPy FEHE (Object Management) | &38R L %9,
b) H&» H[FlexConfig] > [FlexConfigh 72 =4 + (FlexConfig Object) %R L 7,
¢) [FlexConfig4 7 ¥ =2 h®iBII (Add FlexConfig Object) 1% 27 U v 27 L, ROT a7 4
FRELT, [BR1FE (Save) 127V v 7 LET,

 [4HT (Name) |: A7 Y =2 b4, 7o & 21X, Enable HW-Bypass T,

« [[EBA (Deployment) ]: [f#[E] (Everytime) | #BINL 9, ZOREELT X TORER
WCIEEL, RESNTFFICTILERSY 7,

(447 (Type) 1: 7740 b I (Append) | ZHERF LET. =+ R,
B R— N SN TOABED 2~ ROBRICTF AL R ESHET,

o [AT V=2 FAL (Objectbody) ]: A7 Y= FARZLIZ, HEINN— KT =T /34X
AEAINZT DD a~vr REANTLET, & xiX, WM FOA
B—T 2 AXTIZNE IR A~y RIZRO LY TT,

hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

AT NARIE, DX ST £,

Deployment: [ Everytime v ]

hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

AT w72 FlexConfig NV v —%AEK L, 7 /34 AZHID Y TET,
a) [T/\1 R (Devices) | > [FlexConfig] 2% L £,
b) [FHTLWARY T — (NewPolicy) 127 V v 27350, BEFDFlexConfigih U > —% % —7 v
KT SA ZZEN ST (FFE0 S THER) | ZORY V—ZRET D721 T,
BLOARY —2AERT 2858, R V—ICAEfT 244 TR Ry 7 ATE =4y
BT RZRY LB UTET,
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EEBOEEN— kY 7/ ( K20FEES% 1sA3000 ]

c) H®&®D[=—%—iE&K (UserDefined) |7 4+ /NVFHNIZdH D/ — R =7 /31 73 FlexConfig
FTV=2l FEEIRL, 1227V v 7 LTRY —ITBMLET,

F T =7 RN RN A B NFlexConfig (Selected Append FlexConfigs) ]V A MZIBN &
ET,

.2 Selected Append FlexConfigs

# Name

1 Enable_HW-Bypass

d) [RE (Save) 17V v 7 LET,

e) TRTOH—7 v hTF AL ANRKRY —IZELEN B THRATWARWERI, [T (Save) ]
DFICH D[R —EYHT (PolicyAssignment) |V 27 & 27V v 7 L, ZZTEDY
TEITVWET,

f) [REDTLE=x— (PreviewConfig) 127V v 7 L, [FLEx— (Preview) ¥ A7 0/
Ry 7 ATED L THNTNDT AN, ADNWTINERINLET,

VAT ATIE, T RACEBESNDIRECLIOY L E a—0NEkanEd, "—FKv=
T XA /XA FlexConfig 47 ¥ =7 b bARINZa~w Y RBRIELWI & 2R LET,
INHIET L E2—DOREZEICRRINET, Fo, FEGSHEREIOMZ T thoZEHE b4
ENTza~vy REFERINDIEICHEELTLEEZ N, N"—=KRU T NA )RR avy
ROHE, RO XS RHIINERINET,

###Flex-config Appended CLI ###
hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

ATYT3 EREREMHLET,

FlexConfig R U 2 —% 7 /A ZZE|ID H T2, EBEICEAT2EENFICFRRINET, 2
AUIE FlexConfig O 7 IEICEE T A 1EE TY . [#i1T (Proceed) 1227V v 7 L, BB ZKATL
i ‘j‘o

BEANE T L6, EHOBREZHRL, BEO NI A7 ) P 2R RTEET, ZHIETE
BRI LT3 AT &S b £, B SNIEROMER (40 2—Y) 2B TLLEE
W,

RDBERY

N R 2T R RREFHTHEOHLZY, FEITAHZIZLZY T25581F, RO2250
FlexConfig 47 ¥ = 7 M &ZAET 2 MERH Y £7°,

c FETHAA ANZAZBGT DD, RIS, BT ONTITH LTS SRR ZFOH 7 E
IMITIL T T, ROy ROWTIUDNELITHEAGNEENET,

FlexConfig 7R') & — .
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. FlexConfig K1) > —D#1T

hardware-bypass manual GigabitEthernet 1/1-1/2
hardware-bypass manual GigabitEthernet 1/3-1/4

s FETAA NRRAEZFTIZT D00, RO FOWTNNEITW NG ENET,

no hardware-bypass manual GigabitEthernet 1/1-1/2
no hardware-bypass manual GigabitEthernet 1/3-1/4

WIZ, WIFNDOA T Y= 7 % FlexConfig R U & —|ZiIBINL, BEAREFHL T, A 2%
FUEIFIATICT HRERDHY £9, F£7o. EBH%ZICFlexConfigh U v — b4 7 V=7 b
P CICHIBRT 208 H Y £3, NAANRZFETHERHNIHEIE, 72280 KL T
BEAZICTHILERHY T, LR -oT, ZOFENZ X B HEEMHT 5121%, FlexConfig
WY v— LBINORER A HENOEBEICRET DHLERH Y 7,

FlexConfig /R!') > —D#1T

[ ]

B FlexConfig N U > —DOBATIZET 25 Z OIHIX, ECMP, VXLAN, B X EIGRP R Y v —DF
ITOHRERGE L TWET,

LLRIf D 73— 3 @ Firewall Management Center T, ECMP, VXLAN, 3 JO'EIGRP 7R VU
> —IXFlexConfig 47 V=7 b EARY v —%MH L CTEE L TWE L7, Management Center
DUl TENLDORY U —%EHEHETE S L )17V F L7-, Management Center % LLFij D
NR=TainbT v 77 L— KT 584, FlexConfig Di% EIXRFEEENET, 272L, UInbd
R —ZEHT 5120, ST B[T/81 ADHRE (Device (Edit) ) 1>[Ib—TF 1 >4
(Routing) | X— Y CEAXY E L. FlexConfig» L EXHIFRT A2MENRH Y £§, UIT
DARY > —DIER % BHEMET %7212, Firewall Management CenterlZ (X7~ U 2— % FlexConfig
MO ULICBAT T 247 a b £9, 72720, BITS 7248 U 2 —1 FlexConfig 7* 5 Hll
PrafnEt i, BITHROFIRICOWTIE, A7 v 77 (835—) #ZRLTIEEN,

4RO HREIIC
o JBBH S 4172 FlexConfigN U o —NEHHE CoHH Z L AR LET, BITA 7 a ik, Dk
K EB1DDTNA ZATRY V—BEHOBEIZOHMEHTEET, HWVWRY —%FD
TN, ZNZOWTIE, BT T EE A,
« 78 U 2 —73 FlexConfig & Management Center D i F TiXE S LTV A5

< KU L= [T/ 2K (Device (Edit)) ]>[L—7 « ~% (Routing) ] T TIZ
RESNTODHE, BIIRMBSETA,

JEBAHIZ, ManagementCenter ([Z= T — A v E—UNERENET, EIGRPBITTT —
A w&— 0| . EIGRP is configured through FlexConfig object and also under Device
Listing ->Routing EIGRP for the device. Maintain the EIGRP configuration in either Routing

EIGRP or FlexConfig. (EIGRP | FlexConfig4 7 V=7 h &AL CRELET, T
A AD[T 31 AU Ak (DeviceListing) ]->[EIGRP ®/\—7 ¢ 7" (Routing EIGRP) ]
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FIE

ATy T

ATy T2

ATvT3

ATy T4

ATy T5

ATvT6

ATy 17

FlexConfig K1) > —D#4T .
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« 179 5 FlexConfig CLI IZ3% 4T % & OBIFLE L 72,
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R —OEFERIRTHITIE, [VATL (System) [>[E=42 1 >4 (Monitoring) 1> [B
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=% 7V v LET, BEBBITLAR— MR TRTHITIE, [LAR—F (Report) | 7 A =
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d) R Si7- FlexConfig AN U v —I27 /3 A R & BfHT £,
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T RE Minimum | Minimum | 2£48
Firewall Firewall
Management | Threat
Center Defense

Quick recovery after data | 7.4.1 7.4.1 If the data plane process crashes, the system now reloads only the data plane

plane failure for the process instead of rebooting the device. Along with the data plane process

Firepower 1000/2100 and reload, Snort and a few other processes also get reloaded.

Firepower 4100/9300. However, if the data plane process crashes during bootup, the device follows
the normal reload/reboot sequence, which helps avoid a reload process loop
from occurring.
This feature is enabled by default for both new and upgraded devices.
New/modified CLI commands: data-plane quick-reload, no data-plane
quick-reload, show data-plane quick-reload status
Supported platforms: Firepower 1000/2100, Firepower 4100/9300
Platform restrictions: Not supported in multi-instance mode.
See: Cisco Secure Firewall Threat Defense Command Reference and Cisco
Secure Firewall ASA Series Command Reference.
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K, Z'a—,39L 3= K ptpmodee2etransparent, ptp domain % 871
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