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e ARA N ETEfTHOASRNL—FT 4 T VAT A
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* Discovery Admin (V— R/X—=7 4 F =2 L W AZ L~y B T HERLS)
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Vir—a AR INTOWDEGE, ™A MREETDLSYN AT v MZESWTA R L —
T AT VAT AR LET,

e —ROT 4 H—=T Vb, FATHOTCP 7Y r— a U ~OFEEFRIINET D
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ATw T2 [H AKX L OS (Custom Operating Systems) | %27V v 7 LET,

ARTVT3 TIT AT EIFHT /T 47T 274 H—=T IV NOBICHDATA X% ) v LE
7
GE)
TIT 4 TeA T a ik AERLTE T 4 =T ) R ESITH AL AR EHTE E
o ATAZPHATERWGE, 74 =7V PR LTI EEN,

TOTATHI4HA—T) Y FDIRE
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ATV T3 WETDZ 74—V FOBICHLEdiIt()E 7V v 7 LET,

RATYT 4 BEIELT, 74—V bOAHT G, BROD AL L OS #raeEELET,

AT 75 gt~ v 7 2RI 25613 ~— Yo [FEHEE Sz 0S /i~ v 7 (Pre-Defined
OS ProductMaps) |27 v a D~y 7 ORIZH S [HIFE (Delete) 1227V v 7 LET,
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Vw7 LET,
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H=TV b ThHDLYE, T/ T 47T BHNS, TTIAT VRN T T 4 v 7 ZHEET
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DARV =T 4 VT VAT ABLON=Y a VAWM Y 2 MCvy B 7 T5 2 LR TEE
B

Policies > Network Discoveryz 38R L £,

[# A% 2 0S (Custom Operating Systems) ] %727 U > 27 LET,

WET D74 =TV FORRICHHEdIt (&7 Y v LET,

MG TCT 4 o H—=T YV N ERLET,
I TAT Y NDT 4 =TV NEERLTWAEAX, 7747 NADOT AR A
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D TCPT 7V r—va NCEH S TV D56, RA FVEET 5 SYN /Sy MZESWT
FR—=TF 4 VT VAT NEHHLET,

Firewall Management Center2 Es IR AN A b L EEGBET D Z L RR2WGERIE. 2947 b
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ATvT5
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ATy T17
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¢ RANDFIET DAY NU—J TSN TWD Ry NI —2 2 —7 A A (Firewall
Management Center &£ 72137 /31 A F)

IR ANDEBEDAN V=T 4 T VAT AR E— Bl A=V a

e VTAT N VT T4 I EBERTDIZDODOFEAN~DT A,

Policies > Network Discovery# 2R L £,

[ A% . OS (Custom Operating Systems) ] =727 U 27 LET,

[(HAZ LT 4 H =71 hOERK (Create Custom Fingerprint) | %727 U v 27 LE7,
[7/34 A (Device) | KRy T XTI VR RNL, T4 =7V bEIET 272D
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[7 4> 77—V b4 (Fingerprint Name) | Z AJJ L £ 7,
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RLUET,
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L—yay A RESRLTIEEN,
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TarFEEEANTTLET, =& xiE. Microsoft Windows 2000 D 3—3 5 &5 1% 12000
2720 9,

[0S M55t~ &2 7 (OS Vulnerability Mappings) &7 o =2 > C, Mgk~ v &2 Z I
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[YER% (Create) 1227 VU v 27 LE7,
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locallPvéaddress |%, HAERA MIEIV B THENTWDH AT v 7 T THELZIPv6 7 FL AT
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(74> H—7"V 2 sOFH (Fingerprint Description) ] Z# AJj LE 4,
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EE
N a VU S2VUMAEEITT AT T IA TV ATDIRIPV6 7 4 > H—F Vv "Xy FF 4T
xFET,

[#—7%" > MEE#fE (Target Distance) | 7 # —/V R C, BIOFIMETEN L7 4 =TV K
BWET DT NAALERANDMOR Y NU—7 Ry THEANTTLET,

EE

UL, RARSOEBOMELR Y NT—7 KRy TETHIMNENRHY £3, VAT AL
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[ % —T7xAR (nterface) |V A NS, RANBEFEET DR Y NT—2 BT A M
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VHE—T 2 A AN SPANR— K EIZH D EHREELERTA, FT2, TXAATREV VT A4V
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H—7V v FOVERIHFH L TCOWABEDEFTLDAL AR L —a v A RESRBLTLTE
Sy,

RTYIN [T7T 47728 — B4 (Get Active Ports) | %27 U > 7 LET,

ATvFT12 [h—"—K—F (ServerPort) | 7 4 — /L NIZ, 74 H—7 Vv F&ETDH I HITGRRL
2T ADSBIE BT B M EAS LES, R [T T 47 R OB (Get
Active Ports) | Ky 7H D U A R bR— MEBiR L ET,

BRARTAH—=TV LTWHEHFALTNWDETRTOY—R—FR—rafHTEET (L x
1L, RABFTWeb —_"—%FITLTWVWDEHEILR0) .

ATYF13 [EFEILIP 7 KL A (Source IP Address) ] 7 4 —/LV KT, FA L& DOBEEFITT H7-0ITfE
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RS TWARWDHCP 7'—/v 7 RLR) FEHTLAILERNHDET, ZNICKD, 710
H—=7"V 2 FOVERRFIZ, BIOKRA N2 —BMct 774 12T 5Z R EEET,

T4 H—=TV o bEERLTOHDIE, TDOIPT KL A%Z Ry NU—ZKBRHEARY v —TF
=XV TMBBRATHMERHY T, £H LTV E, Xy N7 v BIXOT 4
ATNY AR Ba—|l, TOIPT RLAIZL o TRENDF A MIBET DR IEME21EH
NRETDHZ &I £77,

ATy T [EEILV TRy b~ A2 (Source Subnet Mask) |17 4 —/L KiZik, =—¥—2FHL VD
IP7 RLADY TRy b ~vRA7&EATILET,

ATy 15 [EETLF— b7 =4 (Source Gateway) | 7 4 —/V RBRF/RENTZH, BRA M ~D/L— k&1
ST LD T LT 74NV D= T A IPT RLAZATILET,

RTFYT6 T4 =TV hElERLIEARA RNDERA N T 0T 7 A VDAL MMERE AT DHHE,
FIRIIERT 7 0 =7V > FOLREITH [0S EF% (OS Definition) | &7 ¥ a VIZIFEL
RWGA. [ AH L OS #ok (Custom OS Display) |27 33 > d [ AKX L OS FaDE
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UFDEZ, RAF T 77 A VTERRTHIEZATLET,

« [RHZ—FF (Vendor String) | 7 4 —/V RIZ, AL —T 4 7 VAT LD K —
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o (8453054 (Product String) 17 4 —/V RIZ, XV —F 4 V7 VAT L0844 % AT
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Inc.]. [#4h (Product) 1V A R/ 5 [Palm OS] ZIBIN L, EOMDTXTHO YU X MNIT 7 4L
FOBREDEFEIZLET,

[fERK (Create) 1227 VU v 27 LET,
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=0y NVARTLINT A4 =TV MERT v APIREZE L LGS, AT -4 X
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RDBERY
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VAT BIEED ) — AN DT =2 ERE LT, AN —T 4 T VAT AEIET Y
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A ADOHELE, adaptive profile updates, RN R & DRAT —Z B L O T — & 2L fl
T DHEREZ AN 2ITiE, ST 2ERITH LT, ARV <D= A f vy B
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T4 B OLFNCEEM T T, SRICEY . VAT AEZFOTF— X & L CES o
JEITH ZENTEET,

HRARMATDOA R — MERBREEHN LT — 2% A R — N3 535, AddScanResult FEHE %

LT, A R— P — AT g R E AR —F (VT RTF LT T ) r— g
VOWEFIEIC Yy T ST H I E B TEET,

7= & 21X, Apache Tomcat %7 7'V —2 a0 L LTV A ML TWDHH— R R—=F 1 DF—%
A VR— MTDEHET, END/3—T 3 2 6 D Apache Tomeat THALIE, LA FD X D IZEEE
L. =R AX—=F 4D~y 7 &ML ET,

« N K —4 % [Apache] (TR E L £,

« 70Xy NI [Tomeat] BE L ET,

e R —D Ruy FE T YA RhD [Apache] IR L £,
MO Ra vy 7 H T U R RS [Tomeat] 23R L9,
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e NR=VarDRuy AT YR RN [6] 2R L ET,
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varyELTIRAMT v 7 TLHRAPMIEIDETONET,

W= g VNEFROR X —FROI2NDOT 7Y r—3 3 O, Secure Firewall Management
Center flifk D7 7'V r—a v 44 Tt e~y E L 7T 0B RHV £, Z< DT
AT MZEBEMT ST MR SO I T AT IREET A A MU SR ET
W, P—=RR=FT 4 DI FTAT NOWagila A VA= LTy vy BT T5ZLETTERND
ZEICEELTLLEI,

Je
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. FO~v T AR — K LT, ZOFirewallManagement Center |24 > 7"— h 95 Z
EMTEET, TO%, DEISLTA Y AR—hLiv vy BV 7 ERETE LT,
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AFvF2 [2—P—H—FN_—F 1 vy LS (User Third-Party Mappings) 1% 7 U v 7 LE7,
ATFYT3  RO2ODBERENRHY £,
« [fER (Creat) J: #rL\WW~ > 7y FfERT 212X, [~ > 7y FOER (Create
Product Map Set) 1 %2 VU v 7 LET,
«[fREE (Bdit) ]: BEfFO~y 7y FERET DI, 2ETD~vy 7y FORIZH D
Edit ()22 V27 LET, fRDOVIZView (D) RRINDH56E. REITEH NA L I
BLTERY, RELEETLHR1IH Y £H A,
ATvFT4 [vy¥Er 7y b (Mapping Set Name) | # A LET,
ATv 75 [ (Description) |2 AL ET,
ATYT6 KD 2ODOERENH Y £,
« [ERK (Creat) ]: ¥ — K N\—F g8l Z~ o 735120, [®ih~y 70BN (Add
ProductMap) 1 #7 U v 7 L&,
o (M@ (Edit) ]: BEFOY— R3—F s~y T ERET DI, EET L~y Ty
FDORRIZH HEdiIt ()22 Y v 7 LET, fRDVIC View (D) RSN D56. RIEILE
HREAA TR LTEBY, REXZEETIHERLDH D XA,
AT9T1T  F—=F =T ORETHEH SND [N F—D3FH]| (Vendor String) ] AN LET,
ATy T8 Y= K RX—=F  O®GTHEAIND [BHOLTH] (Product String) 1 # A LET,
ATFY 7T Y—FKR—=TF o ORGTHEAIND [X— 3 > LTS (Version String) 1 # A LET,
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B HIRAY— R/X—F ¢ OLFF|THERL S 2 i % %179 %5 78 A | C Red Hat Linux 9 O 551
~ v BT EERTLEE, XX —& LT [Redhat, Inc.], #4:& LT [Red Hat Linux], 73—
Yart LTI &N £9,

[fRTF (Save) 127U v 27 LI,
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ATFw T2
ATvT3
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ATy T5
ATvT6
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ATvT8

BELET —ZX—ZADHEDELEYL Y MIw v B 7T 584 — K 3—F Oy FiE
BT AV r—varnb T —Z A — L, EEEZ—HOFRA MIEHATHIZ LN TEE
T, EEEAVRKRA MIA VA= FENEE, VAT AIZDEEIZL > THRIEEINDTXTDO
fegatEz Z DR A Moxt LTl E LC~—27 LET,

Policies> Application Detectors# 3R L £,
[Z2—H— P — R /—F ¢ = v > (User Third-Party Mappings) 1% 7 U v 7 L ¥,
WD 2 SOOI H Y £,
« [fER% (Creat) 1: #rLvv~y 7ty MEAERT HICIE, [t~y 7 &y FOER (Create
Product Map Set) 1 %7 U > 7 LET,
 [MfE (Edit) ]: BEfFO~y Ty FERETDICIE, £ET Ly T2y FORBIZHD
Edit ()& 27V v 27 LEd, b VIC View (@) BRENDEE, REFLH R AL I
BLTHEY, RELELET HHERIHY £ A,
[vy Vv 7 &y M4 (Mapping Set Name) | % AN LET,
[FHA (Description) ] & A LET,
WD 2 S>ORFIENH Y 37,
e MERK - = RN—F s T Z~ o ¥ 7T 5I100F, EIE~ v 7O (Add Fix Map) ]
7 Vw7 LET,
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REICLE T,
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VT EERTEET, WAZ LRGN~y B T 2T 7T 4 7T HE, VAT AIRESN
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ATvT2  [(HAXLEG~ Y EL S (Custom Product Mappings) 12727 U v 27 LE7,

ATYT3 [ HARAZLEE~ Yy E LT U A NOIERK (Create Custom Product Mapping List) %27 U v 7 L&
7

ATy T4 [HARZ LB~ YA N4 (Custom Product Mapping List Name) ] 2 AJJ L &7,

ATv 75 p&yﬁ—iiﬂmﬁm(mmwmm$my]%7uy7LiT

AT T6 [ RUF—3LFF (Vendor String) | 7 4 —/b RiZ, BN L= X —B L OMREIC~ v BV
7?6%%ﬁ%577U7%?3/%&%?6A/? RN E AT LET,

ATy 1 [RXUH— (Vendor) | Fuy 7 H v URA NS, vy BT TRV —ERIRLET,

ATv 78 [# (Product) | Ka vy 7 H oy A RN, v~ v B 75823 ET,

AT979 [ (Add) 27V v 7 LT, vy BT Le_y X —F5% Y A MIBILET,

ATV A7 g T, EBHIIRNUVE—FH O~ v 7% U A MOBNTA121%., BEISETE
IE4 ~8 &KL ET,

ATy TN [R1E (Save) 1227V v 27 LET,

RDBERY

e W AFZ L~ L T VA NET 7T 4 I UET, FHEMICHOWTIE, Th 2 Z A8,
~ o TDOT T4 TILEET 7T 4 T 21 =) | BB LTLEEN,

B AR rF7AFoTF4T4 V=R



| "2+ 7A4FoF474 V=2

nzrsasmavyesy Uz roEE ]

HRALBEETYELY )R FDRE

FIRr

ATy T
ATy T2
ATFvT3

RTvT4
ATv7T5

R =TI BIMEITHBRE LY, VA MEELERELZY LT, BBFEON A X 285,
oI VA NEERETEET,

Policies> Application Detector sz %K L £ 9,

[1 A% L85 <~ ¥ 7 (Custom Product Mappings) | %7 U v 7 LET,

WETLH-E~ Yy BT A RNOBICHD Edit(P) &2 ) v 7 LET,

RO VI View (@) RRINDH5GE, REITHMARAAL B LTEY, REEZEE T HHR
NHY EHA,

AL DG~y B T OER (19 X—2) OMBIZE>T, VA MELEHELET,

BT L6, [IR1F (Save) 1227V w27 LET,

NAZLEGRYEDTDT I T4 71EFTI T 171t

FIE

ATy T
ATvT2
ATvT3

AL LG~y BT ) A NRROERE —EICEETIIEICT A ENTEET, b
AP LM~ T VA RNET 7T 4712 T 58, TOVARAMDE~y B 70, BEXS
TNRAAZE > TREESNTEZD, FRIEHRA MAEREZ T L TA R — SN NnBEb S
T HRE LR =T e R OT R TCOT ) r—ya S s E T,

Policies> Application Detector sz %K L £ 9,

[ A& LHB L~ > B2 7 (Custom Product Mappings) | %727 U v 27 LT,

TIT 4T ERITHT VT4 TIT DAL LMD~y BT VR NDRICHDATA X%
7V w7 LET,

2y bR APNRERRSINTVWDEIGE, REITLEHRASN B LTEY, REEZEETD
MERR B 0 F 8 A,

RRAMAADSA7 2 bDERE

KA NATEREZERT DL, BIOT 7T T UV ATERITENTWD I IA T v 7Tl T A
7> Firewall Management Center D% > NV —27 v v 72 BHFTEET, 7oL 21X, Fv hT—
7~y I PHARANEBMEIFHIRLIZY . AAX FOSBLIOY—EREFREZEH LY T
EE9, FEMICOVTIE, Firepower System Host Input APl GuideZ & L TL 72 &0y,

w2 k74707474 V=2 IR



KRR F7AToT474 v—2 |

B cxtanss47o roze

FIE

AT T1
ATvT72
ATvT3
ATvT4

ATy TH
ATvT6

ATy T17
ATvT8
ATvT9

VEe—h 77472 MEFEITTHITIE, ZORNI, [FAMASZ Z7A47 2~ (Host Input
Client) ]-X—7»5 Firewall Management Center D &7 7 —Z N—R |27 T4 7 N &iBI1$
HVENRHY £9, £z, Firewall Management Center (2 & > TR S 7238 ELY 7 T 4
T MIat—T o0 ELHYET, ZOFEEZTETTHE,. 7 T4 7 2 M Firewall
Management Center (ZH2fE T £,

<N TF RAA VEBTIE, T XTDORAAL NI TAT > FEAERTE £9, RGFAEAE L
HT2&, 2747 MI, 79472 FEAED R AL ZEEM TR THWD Y —7 R A
ARy NIV—0 =7 Ty 77T — R NaRETEET, Ll AL COEAEEAER LT
B (FRIFRBRTIHERAE R AL UBTHR R AL OBIMRIZHEH AL k- T25E6) .+
DOFEHEEF TS 27 74 7 > M. Firepower SystemHost Input API Guide TaitBH -5 X 5 12,
TRTOTFoHFIvarDf—0y b V=7 RAAL VERETLLERH Y £,

[(RA RANSZ T4 7Tk (HostInput Client) 1121, BED N A A CEHET T ST DE 7
TAT Y FOHRNRFEREINDHT-D E%i%57/ﬂ~Fiti%%éﬁé E. 7947
MBS T F‘%%V&:@D*Eziﬁ*o

O TIZITLS 12 2 A LET,

Integration > Other Integrations% R L £,
[(RARNANNZ F47T >k (HostlnputClient) 1227 VU v 27 LET,
[7 T4 7> bOVERL (Create Client) 1227V v LET,
[/RA 4 (Hostname) 17 4 —/V RIZ, RANANZ FAT 2 FaFATLTVDHHREA FDKRA
FAEZIZIP T RLABZASILET,
GE)
DNS iR 23 E L TWRWIEEIE, IP T FL A2 L £,

FERAET 7 A NV ERE ST 512X, [Password] 7 o —/b RIZANAT— R&E AT LET,

[Save] #7 U v 7 LET,
RANATP—E AL, F A k2 Firewall Management Center LR — K 8307 I27 7 & A7 5
ZEEHAL, 74T MY — 3R T A RRGERE A E A R L £,

FERAE T 7 A L OREIZH S Download ()& 27 U v 7 LET,
SSL/TLS#8FED T2 FA T v bMERT DT 4 V7 PUICGEHETZ 7 A VERGF L E T,

U4 T hOT 7 EAERY TS, BIRT2HRA Fofich sDdete (a2 U v 27 L
\iﬁ_o

B AR rF7AFoTF4T4 V=R
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nmap 2% v> [l

Nmap X ¥+ >

Firepower Y A7 AX, Xy NI—=U DT 7 4w 7 &Ry TRl Txy hU—2 v
EWELET, 2Oy T HINIC Lo TR SN DHEHRIL. AT LORBIZ L > TIARTE
BRIENILSBHVET, L, FANET VT 4 TICAXF Y U T5 2 LT, Belfis
BETEET, xR A= R = b ETETHOF—"BEAMIHY, VAT AIZK
HF 0 NI DE=HZ Y THIZEDT =R T T 4 v 7 BEZE Lighooit. VA
TATIHEDY — BT HE#E Ry NI v ITBMLERA, LIL, 77747
AX%yFEEALTCEEZOFRA NeAX Yy 358, Y—"OFELRIETEET,

Firepower > 27 AZIX, Nmap™ &\ 95| Ry NV EB IOt X 2V 7T 1 EAELHIY L
LIeA =T V=ADT 7T 47 AF ¥ TRHRESNTNET,

Nmap ZfEH L THRA M2 AF Y 358, AT AFUTOXEIITEMEL £,

cHICRH STV RN =7 R— b EOV—% U TLHHEANDKEA N Fa7y
AND [H—,3 (Servers) | VA MIBMLET, FAN 7077 AL [AF ¥ R
(Scan Results) | &7 = i, 74V ZUHIATWZVEA LT TWED LTWS TCP
A— FLUDPA— F ETHRHSNIZY— "0 2 hEZvET, 77 4/0 T, NmaplE
1660 Zi# 2% TCP R — h & AF¥ v LET,

Nmap A ¥ ¥ > CTilBl SNic P — "B U A7 A TR I, SIS T D —N"ERB AT
Do DHEE, VAT AlE Nmap N OV — T 54014, %53 % Cisco #r—3
ERIC~y T LET,

AF ¥ UFER L 1500 BB AMHDOARL—FT 4 T VAT LADT 4 H—F V) R
LT, AR —T 4 VT VAT AEHRIL, ENEFNUCAaT EEY S TET, K&
AAT DAL =T 4 T VAT DT 4 T =TV b, RAMIED LY THNDL A
N —F 4 T VAT AR ET,

VAT LI Nmap DAV —T 4 T VAT LA % Cisco DAV —T 7T VAT LGE
Blcwvy 7 LET,

CEMENEY—SBEUAAL—=F (27 VAT LORA ML E D S TET,
(%)

cRAIRR Y U= <~y TR TR, NmaplZfiRE2 B A b 707 7 A WIEINT
LT EIETEERA,

e ARA MRy MU= = TbHIREND &, ZDOKRA MIBT 5 Nmap A F ¥ U5
DS ET,

Je

Evh XXy AT vaidlloTUT (R—hAF v 7R Y) EHBIEDO R v v U — 27 IZIEF AT
ENTAHZERNHYET, Xy P HEHARMEOEREIC 0L IR F A7 2F(T7T 5 &
I, ATV a— L LTLIEEN,

w2 k74707474 V=2 IR



B vmepiemrioay

KRR F7AToT474 v—2 |

A ¥ MHEH D EEMER 2 Nmap 7 7/ 7 P — OFEMIZ-DUWTUE, http://insecure.org/ (2 &
5 Nmap D~ == 7 )V EZHR LTI I,

Nmap 84 7 3 >

& 1:Nmap &84 T3y

Nmap E1E Z{F L T, Nmap AF ¥ VOREXEFR LE T, NmapEHEIZ, FHEARY > —ANT
IGEE LTHALEZY, AT~ RTEITLEY, BEORMICETTDHEIICA TV a—
NLTeh TEET,

Nmap IRV REIND T —R—0F X —FT 4 VT VAT LADOT—XE, b9 14 Nmap A
Xy U EFETTLETHRNRDREDEETHL Z LITHEE LTSSV, Nmap #fFEH L TAH
ANNTANRL =T 4 VT VAT AR —N—DTFT —F 2 AX Y T HZ L EZFHRIL TV 5
Hlix. B AF Yy DAV a— VY 7 v 7 LT, Nmap (2L > TS LD A4
V=T 4 T VAT ARV =R DT = F B RFIROZ L TEET,

ROFKIZ, Nmap EE CREFRERA v a v arLET,

FIToay

tBA #1539 % Nmap 4 7'

vayv

[A ¥ o~ DRSGIEA
~ 2 K (Scan Which
Address(es) From
Event?) ]

Nmap A ¥ ¥ A B/ — /UK T DI0E E LTHERT 256, A X0 |47 L
FNDEETTHRA b, 588K A M, £RITFORGTOEDT KL A%
AX % T HOPHETARONTNLOLT T a EBRIRLET,

[EEILT RLALSEHET RLADAF v (Scan Source and
Destination Addresses) ] 1%, X2 FDEEILIP 7 FL R L5ide
IP7 RLAIZE > THRENDFA AT XY LET,

s [(EEIET RLUADIHDAX ¥ > (Scan Source Address Only) i3,
AR MDOERFITLIP T RLRAIZL > TERENDHFA M EAF v
L/ iﬁ—O

« [585ET RV ADIHDAX ¥ > (Scan Destination Address Only) ]
T, A XV PDOBHIPT RLARAIZE S TEEINDBFA N2 AFX ¥
Y LET,

B AR rF7AFoTF4T4 V=R
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Nmap &4 T a > .

TF7oay

Bl

#1559 % Nmap 4 7'

vav

Scan Types

Nmap 33— h &2 AX ¥ 95 HEEZBRLET,

* [TCP Syn] A% % L&, 584272 TCP > Ry = A 7 ZHE T
BTOR—NMIEZEBICERLET, 2047y a v 2HHT5
&L TCPHEEEN BRI SV ETAZE TIEIL TWRVIREE T, admin 7
T Nidraw NT N T VB AMEERRFOR A MR TPV 3 FEIT S
NTWRWERA N ETATFALAE—RTIA VI AF ¥ TExF
T ARA M TCPSyn A v > CEE 1D SYN YT v N &R
BT HE, Nmap i3 Z VY FLET,

* [TCP ##f¢ (TCP Connect) ] A% ¥ L&, connect() Y AT L I—
NEFHLT, RA N EOFRL—F 4 7 VAT L& LTHE
fia Pl £9, TCPConnect A% ¥ 1%, Firewall Management Center
LD admin 22— —E BRI R T NA ANK A MK D raw 28
Ty MEHEZFF > TWZRWEGERR, IPV6 Xy N —J &2 A% ¥
LTCWAEAIHATEEd, 2E0, ZO4 7> 3 »IZTCPSyn
Ay M TERVIRTHEHRLE T,

« [TCPACK] A ¥ ¥ X, ACK/N7 v FZEELT, R—FR7 4
JVHARBEE N TV D DN E A L £,

* [TCP Window] A % > X, TCP ACK A v > & [A] UF§REIZ N 2
T, A= IRV TWD22AC T A BB L ET,

* [TCP Maimon] A % + >|%, FIN/ACK 71— % ffl L T BSD Jk
VAT DN L ET,

TCPSyn : -ss
TCP Connect : -sT
TCPACK : -sa
TCP Window : -sw
TCP Maimon : -su

Scan for UDP ports

TCPAR— MIIMZTUDPAR— FDAX ¥ b 80 LET, UDPAKR—
DA% ANUNIRFBN DN DZ ENHDEDT, 74 v 7 AFx ¥4
DB arBHEHLZVEIICTHERE LT EEN,

-sU

w2 k74707474 V=2 IR
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B wapsmrooay

*7

\’l

av BL *ti9" % Nmap 7

vav

Use Port From Event | fHBAR Y o —NTINE L L CTEEZEMT 25 O5EIC, BEICK |47 L
HDAX Y OB E LT, HEIEEZ ) V=254 FTHRES
NIER=FDBZHEMNILET,

« FHEAA XU FNDOAR— & A¥ ¥ L, NmapEEMERKTICHEET
HR—REAXY L LARWEAIL, [F (On) [ZBRLET,
FHBAA N FNDOR— F &2 A ¥ ¥ o F 53551X, NmapEEMER+
WHRETDHIPT RLAEOR—IRBEIZEID AFy &b 2
CICEBELTLEEY, ZNHDOR— N HEBEOEH AT v D
H—Fy MBENET,

» Nmap EEBELHFICHRET 2R — FOHAX Y T 520, 7
(Off) 1Z#E’IRLET,

Nmap N ARV —TF 4 7 VAT ARV — =T 5 R & IET
HZMEI MBI TCEET, H L —A"—ICBEEMT e AR — b
 AX v 3 521E, [Use Port From Event] 47> a V2 /NI L F
ﬁ—o

Scan from reporting RA NG LM Dy BHDT T TAT U ANOERA MO |47 L
detection engine 22X UEEMNZILET,

s LR—MRHTZ UV VU EFEITLTCNDT T IAT VAN A%y
AT, [Av (On) JE&RIRLET,

EENTREINTWDT T ITAT UV AND AF ¥ T 521,
[47 (Off) 1 &R LET,

Fast Port Scan A% ¥ LT /N A LD /var/st/nmap/share/nmap/nmap-services 7 A | ~F
L7 ~YNIZH D nmap-services 7 7 A I U A N EH T2 TCP R—
FOBIIKTDAF Y 2 AN L, ZOMOR— FMRELEHTE
HE9CLET, AT a b [R— M E A% ¥ CONEFF (Port
Ranges and Scan Order) |4 7Y a V2 A TE RN LITEELTL
ZEW,

e AX% ¥ UL T A A LD Jvar/sf/nmap/share/nmap/nmap-services
T4 L2 FUWND nmap-services 7 7 A VU A B ERTWBHIR—
FOHAFX YL, ZOMOKR— MNREE BT 51013, [
(On) 1ZFHEIRL ET,

e TRTOTCPAR— FEAF v 9 5I121%, [ 7 (Off) [Z&ER L
7

B AR rF7AFoTF4T4 V=R



| "2 b 7A4FoF17 4

Nmap &4 T a > .

vendor and version
information

AToay Bl ® 9 % Nmap #+ 7
ay
Port Ranges and Scan | Nmap A8 — MRS v & v 7 ZZHH LT, A% v T 28EDOR— b |-
Order AREL, AX YU BIEFLRELET, J0A T gL [Fast
Port Scan] 47> a U ZJFHTERNWZ LITHEE LT ZEW,
Probe open ports for PN R F— L R_XR—D g RO Z AN LET, A—TF | -sv

R h T =R R F— L RN—D g VEREFHET 58A. Nmap
X —N— OB T A —N— F— 2 FRE LT, RID, v
AADP—N— F— B EZ DY —"—(CEEHEXET,

e RANEOA =T K= FTH—R—fFHE ATy LT, ¥—
Ne N — b R—= g VAT HI21E, [ (On) ] 2R
Liﬁ‘o

e RA MDY ARAIDY—N"—{FREMBEH L TRATT DI, [F7
(Off) 1 ZZBIRLFT,

Service Version
Intensity

P—E R NR—=T g T D Nmap 7 02— 7 OFRE 258N L F9,

BT AEMEN RS VIEEHEAT 50— OBNHEZ 5 DT,
A% v VITERBICZR OEEEN EAX Y £14,

BT DEAEI/ N SVIEE, BT 70 —T O8NS DT,
A%y SIEEICROBENTNY £,

--version-intensity
<intensity>

[(AXV—=T 47 ¥
AT LD (Detect
Operating System) ]

RARNDFRL—F 4 7 V2T MMEROBBEE N LET,

RARNTOAR L —T 4 7 VAT AORHZRE L72%A. Nmap
IIHRA NEAFX Y L, ZO/RREEH LTINSV —T 4 T VAT
LT LM AERR LT, ZOFHiE, AR N ETEOF L —T 4
VT VAT ANFEATEIN TN D ATREME A S L E T,

e RA M LTHANL—T 4 VT VAT LEiBT H15HE AF v
AT, [Av (On) JERIRLET,

e ARAMIET LV ARIDOFNVL—TF 4 T VAT MMEREE
T AGAE, [T (Off) | Z@®IRL £,

w2 k74707474 V=2 IR
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B wapsmrooay

73y A %t 9 % Nmap 4 7
a3y

Treat All Hosts As RARNTAAANY Tav2A2EW L, X—7 v MEaHNOTXTO [-Bn

Online RA R ETOR—KF AF v v EHAMILET, 20T a v 2hH%)

295 E, Nmap X [HA T 4 A48 KA (Host Discovery Method) ]
E[RARNT 4 AHNY KR —K U AL (HostDiscovery Port List) ] D%
ExBHTL2OTHERLTIZIN,

CIRARNT 4 AINY TuvAEEK L, ¥—F v MEHND TR
TORANETOR=F 2% v U 2FEITT 50, 4> (On) ]
PN L FET,

s [FA N T 4 A48 52 (Host Discovery Method) | & [ARA b
T 4 AA3Y AR— K U A K (Host Discovery Port List) | DF%E %
HLTHRA N T4 A NY 2F4T L, MHARRESRAA b ETo
A=K AX ¥y U EEMET DI, (7 (Off) ZRRLET,

Host Discovery Method | 7k 2 k 5t ARV & Z—4 v MEHFANDTXTORA MK LT|TCPSYN : -ps
FE4T9 B>, [Host Discovery Port List] {2 ) A h STV A AR — b &2 #%
B LTITT D0 Eid, =R YR RS TOHRVERIZED
RANT 4 ABNYFROT 740 b R— R ERBT 27 E&5@R L FE |UDP : -pu
D

Z Z T, [Treat All Hosts As Online] & A #hiZ9 % & . [Host Discovery
Method] 47> a ATHENIZ /2D . BA N T 4 AANY REITS R
W2 EITEBR LTS ZEY,

RARNPFEL T THIHATRETH 50 E 9 22% Nmap N7 A M T 5
BRI 2 XA LTI L 97,

« [TCPSYN] A 7'> a &, SYN 77 VWREE S 72Z2D TCP /¥
7y MeREL, INEEZETHERANPFHATETH D LGR
WHLET, 774 B TIETCPSYN [IAR—F 80 A% v LFE
9, TCPSYN A% x> |I, AT — K7V T7 AT U4 —)b /)L—
NBEESNTZ T 7 AT T4 —/LTT 8 v 7 I 5 A REME KW
ZEHITER LT,

TCPACK : -pa

[TCP ACK] A7 ¥ a i, ACK 7 T VR E S NT=22D TCP /¥
Ty hEREL, ISEEZETHERANBFHAETSH S LR
WLET, 774 FTIETCPACK b R—F 80 2 AF v LE
9, TCPACK AX ¥ iE, AT —h VA 774 T U —/b )L—
AMFBEINTZT 7 AT U4 —/ATT 1y 7 IND A REMEIME W
ZHITEELTLEEND,

[UDP] A 7> a &, UDP N7 v hEEEL, 7B —X R— Kk
HAR— FEEARREIGE DRSNS LR A MBRIHAGETH D &4
ELET, 740 FTIZUDP IZAR— b 40125 # AF v LE
7,

B AR rF7AFoTF4T4 V=R
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Nmap 2%+ > 054 k51> [

*7

\’l

av BL *ti9° % Nmap 47

vav

Host Discovery PortList | ik 2 & 7 ¢ A3 Y OEITRHIA X ¥ T HHR— &, DAZ~A X |HKRARNT 4 AHNYF
Lizh <KD U A MTHELET, RS LR —F U R
k

Default NSE Scripts RARNTF 4 AN ZTN, —N— F_—F 4 T AT A, |-sC
etk 232 Nmap 227 V 7 b OTF 740 b By FEFTTED
EHZLEF, 774V RZ VT EDOY R MIOWTIE,
https://nmap.org/nsedoc/categories/default.html ZZH L T 723\,

*Nmap A7 V7 b OT 75k vy hEFETTHITE, 4
(On) (1 ZEIRL £,

*Nmap A7 V7 "OFT 74V bk By NEEMT DX, 47
(Off) 1 & ERL £,

Timing Template AFXxr TabADEA I T EERLET, ERTIHEPRKE W
1L, AF v EERICR D BIERTIE AR R Y 9,

: 10 (paranoid)
: 71 (sneaky)
: 12 (polite)

: 73 (normal)

: 74 (aggressive)

g b~ W N —» O

: 75 (insane)

Nmap R ¥ v >DHA L4

TIT 4T AXX AL D EERERAEONDZENRHY £928, Nmap R EDY—1L%2%
HT2&, Xy NT—=2 U Y —=RZARDDPNY, BERRANNI T2 adTDHTLE2H
DET, 77747 A% TEHERTLBIIE, LFOTA RT A o TAF v VI A
B L, AFX v o T 2MERHLEANER—FDOARAXY T HEHITLTLEEN,

YNGR Fv 2 =7 FDER

Nmap Z %X ET HEIC, AF ¥ U ROFA FZ#HBIT LAY ¥—F v FE{ERTEE
T, AFX YU HA =7y MUX1IODIPT LA, IPT RLUADCIDR 7 0 v 7 £72134 7 7
NEIPH, IP 7 FLAHPH, AF v TP 7 RLAELFHMOU A b, BLO 12U ED
RAN EOR—=FIBREENET,

WDIFETHE =7y hefRETEET,
¢ IPv6 7R A N DA

o IEfE72 1P 7 K- A (2001:DB8:1::178:ABCD 72 &)

w2 k74707474 V=2 IR
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RRRFATFVT4714 V=2 |
B vmap x5 vootiqEsa

e IPv4 ;R A DA -

BB IRIP T KL A (192.168.1.101 72 ) FRiI N~ MAR—A TR -7=1PT7 N
LADY X b

A~

«CIDREZZHEHLIZIPT FL AT uav s (=& zxiX, 192.168.1.0/24 1%, W% 5
T 192.168.1.1 7> 192.168.1.254 DD 254 fHDFA F&H A% v LET)

e ATy NOHIPHT Ly v o 78R LIZIP 7 FU ARG (72 & 21X,
192.168.0-255.1-254 |, 192.168.x.x DEFANDEKED .0 & 255 LA DT XTHOT R
LAZAXy L LET)

e NATUBRFERALEIP 7 RUA#EPH (& 21X, 192.168.1.1 - 192.168.1.5 (%, T
Ui A& T 192.168.1.1 725 192.168.1.5 DEID 6 DDHRA M EAF ¥ LET)

e UM AR—ATREY 727 RUAEIFAD Y A~ (72 & 21X, 192.168.1.0/24,
194.168.1.0/24 1. Midz 58T 192.168.1.1 736 192.168.1.254 DE D 254 D 7R A
k&, WiuEEE T 194.168.1.1 75 194.168.1.254 DED 254 HDKR A h &% A% v o

LEY)

AR Nmap A ¥ v V DAF v o F—F v ML, VAT ATHBITER20AX L —T7 ¢~
T VAT ARHLEA N, BINSNTWRW— "3 H 5K M, KifRry MU —7 E Tl
SNTZARANPEENE T, Xy V=7 <y TNIZRWA AR MY 5 NmapfiRiL, 1>
N —27 =y FIZBMTERNWI EIZER LTI,

A

EE e Nmap (ZE > TR SN —RN—0A XN —TFT 4 T VAT LOT—HF, b 1E
Nmap A ¥ ¥ 2 EITTHE CTHUDREOEFIZZY £, Nmap THRA MEAF v
THHEAE. BN A 2 — L EHATAF Y LET,

e RA IR Y U= v T DLHIBRSILD & Nmap AF v U O RITEFE S L E T,

cH—y NEAX Y T HOMHRERF > TNAZ L 2R LT ESV, Nmap #fEH LT
HOSCHLIBEIRWEARA NE ARy 35 LEEIRDGERDH Y £,

Ax v URRIZT BEYHAR— L DER

RETAHAAXRY LU A=y T LIZ, 2AF v RO R— 2B TxF4, £¥%—4 v ¢k
TAX YU THERERSDR— Oy M EIEMIZHENT 5720, fHAx0R— &S, A—F
HFPH, FFE—EOR— FEEAR— MiHEZFRETE £7,

77 4V F i, Nmap X 1205 1024 FTOTCP R— b2 A%y LET, MHERY »—W
TINE L LTEE AT 25 O%E1E, MEINEL N T—F 254X FTREINT

R—=FDOHREEETATF Y L TEET, AT~ RERFATVa—NVERLF AT L LTE
B3T3 H8E . F721% UsePort From Event Z i [ L72 WAL, £DMMOKR—F 7> 3
VEMALT, AXY U THEFR— M EPRETEET, nmap-services 77 A MY A N ENT
WAHTCPAR—FDHAX ¥ L, TOMOR— MRELEBET L L O@®NTE LT, TCPAHR—
FOMIZUDP AR— FH AF ¥ > TEEJ, UDP AR— MIXT D AF ¥ NIEE R 0005 2

B AR rF7AFoTF4T4 V=R



| "2+ 74 707474 V=2
I : Nmap £BRALEFRALARL—F 4 27 L2708k |

ERBHLHDT, TIERL AX Y VT AERIT 0T a VA FERLANE I ICERLTLE
W, AF v URRE L THRED R — F iR — MEPH 2349 5 121X, Nmap A— MMEkEL >
Ao AR L CR— FEEILET,

RAMTARANY T3 0DHE

RAPMIXLTR=F AXY U EBBEDDIANIHEA N T4 AN BFITTLENE DI NERD
D0, FREFAF Y UEFHEH L THWDTRTOFRA MR TA o THDL ERETEET, T
RTDOFRA NS TA L L THRDRNI EERRLTEGE, FHTIHRANT 4 20N
FREZBINTE, BBISLT, FANT A ABNVEORAX ¥ VKGR — MDY A & A
A2 ARTEET, FANT A ABANVRHZIE, VARSI TWAR—FTHXL—F 4 7
VAT AR —ROFERITAE S NEYA, FEOR— M ERBT NG EFEHL T, FA b
DT 7T 47 THATMENE I DOLEZHBILET, FANT 4 AN ZFELTLT, FA b
DR FEE TR > T2 5E8121E, ZOFRA N EOFR— I Nmap TAF v S EHA,

Bl : Nmap ZERA LE=FBALGARNL—T 1 2 J SR TLDOFER

ZOFITIER, RARFIRV—T 4 7 VAT LEMRRT D XD IZREFS Ve, Nmap X EICD
WCEB L E T Nmap BEOFEMIZ OV TIE, Nmap A% vV OFHE 34 2—2) 25
LTL7ZEY,

VAT ATH Y NT—7 EORANDAR L —T 4 7 VAT NEHERITERVEA, Nmap
EEHALTCERANET 77 47 AFX v CEXET, Nmapld, AF ¥ oA IEHREZF
LT, HHENTWAAREHEDOH LA —F 4 VAT A EFM L £, RIC, IKED
FEHDOANL—F 4 T VAT LE, RANDFRXL—FT 4 T VAT AR LD L
LCHEALET,

Nmap ZfEH L THLWEAR MTARL—T 4 7 VAT ARV — RO REERTDH L, R
Fx UHROBFA MIKTEVAT AMILDEDOT =X D= Y U TWZIET 7T 4 T8
F9, Nmap ZEH L TARA MRHAZETL, AT ARV ARARA RV —FT 4 T AT
EARBHDHE—I T ENTZARA RO =R F X —F 4 T VAT L ERHETHE, FH
FORANDITN—T5HAITELHGERHY T, TOHA, TROLDOFA DI HLO1D
WCEDWIE A AZ N T 4 =TV bEE L, VAT LATEDT 4 =TV M,

Nmap A F ¥ SNZHEDSWNWTEDRA F ETETINTWDLEHBA LAV —T 4 T VAT
LEBETIT D LT DN TEET, AIREARRY . Nmap 72 & DH— R3—7 ¢ O
BT =22 ANNTHINE, WAFLT 4 =TV FE2ER LTSN, BAX LT ¢
VYH=T VU hEERTLE VAT AIHRA NDARV—T 4 T VAT AL TE=
AL, LEIZGEUTEHFTXH1HTT,

ZOBITIE, RDOZ Ex2FATLET,

1. Nmap AF¥ ¥ A LV AZ U ADEM 35X—) OFBPIEST, AFr L A AZ Y
A ELET,

2. WOBREHMEH LT Nmap (B2 ER L £7,

(A XY I BDOR— FEMHAH (UsePortFromEvent) |2 A2 LT, #HrLn— 31—
WCBEMf T bR — b2 A Xy LET,

w2 k74707474 V=2 IR



RRRFATFVT4714 V=2 |
B 5 nmap 2EALEH LURR DRSS

ARV —T 4 T AT LD (Detect Operating System) ] ZA%0Z LT, &= A b
DARL—F 4 7 VAT AOERERE LET,

(RN H—BLONR—T g MNERICEHT A A —T AR — D7 v —7 (Probeopenports
for vendor and version information) | Z BN LT, $—r3— R F—L =T g 1F

Wkt LEd,

cRANDBEATHDLZENHBHALTNDEIDT, [TRTORRA NeF I 48 LTH
9 (Treat All Hosts as Online) ] ZH NI L £,

3. VATLTARHBRARL =T 4 VT VAT ANHLERA MPBHENTZLEIZ P T—&
NAFEAL—LEERLET, Zo—id, BHEAY FBAFELEL, KR LD OSIHEHRM
EEINTEY, OSENTEHALE WV FHNHZINTWBIEHEEIZ MY I —3 N5 %E)N
HET,

4. BN — VM AATAHBIR Y o — 2 ERR L 97,

5. MRV —NT, AT v 72 TI&E LTIERK L7 Nmap 5% 27 v 7 3 TIERR L7
JL— VB LE9,

6. MHEARY > —Z27 275 47T LET,
7. Xy N7 <=7 EORAMEHEEL, BHIFIZER Yy Y =7 REPFRE S TRy
NO—7 = PR EINDL LI LET,

8. 1H#&EM2HKIC, HEKRY v —IC ko TEKREINIZA NV FEBRFZLET, Nmap iR
5. Txbifﬁméﬂtﬁmv—74/7/XTA%AWL VAT LTEER SR
BEDKRANRENR Y NU—7 BIZHB1E D DFEAET,

9. FRARFNL—FT 4 7 VAT ANDDHAA FOEEMH &AL, Nmap i EAF—OBRE
. FNODOFRARDIDICH LU THAZ LT 4o H—TV > Ma{ERK L., SREL O &
A N ERT HEICEEH L E T,

BENE YD
Nmap 18 DO1ERL (38 X—)
Nmap A ¥ ¥ > OFER (43 2—)
24T NHAOIAZE N T 4 0 TT—=T7V > FOERK (T 3—)

5l : Nmap ZFRL=FHLULEKER FADIEE

ZOBITIE, F LR R MOSET B L 5 ICEH SN, Nmap IO CRI LE T
Nmap %€ DFEAMIZ OV TIX, Nmap AF v OFH (34 X—) 2L TLIEEN,

AT AT RADOHEEMERH SV 7 Ry FNTH LWWAR MBI EN5E, 20K
zb%z#&xbf FDORA SOOI 2 EERERE AFETEET,

ZOEDITIE. 2O TRy FRITH LWARR SAHBL LR R TR L, £O&RA LT
Nmap A% ¥ & FAT T HEEZEH T 2R Y o —&2E L TT 77 4 71T L £,

ZDIDITIZ, WO EEFATLET,

B AR T7AFUTF4T1 YR



| "2+ 74 707474 V=2
1 : Nmap 2R L1# LLRR b~ois [

1. Nmap AFXx ¥ AL AXLADBNM (35—) OFHBAIIEST, AXxy > A AX Y
AERELET,

2. ROREZMEM LT Nmap EEZF L £,

c[A X EMEOR— M EEA (UsePortFromEvent) [Z AW LT, FrLniF—/ 13—
WCBEAMA T BN — b2 2Fd v o LET,

(AR —T 4 T AT LD (Detect Operating System) ] ZA%0Z LT, A K
DANRL—F 4 T VAT AOERERHLET,

[N A—BLONN—V g UERICET A —T R — D7 v —7 (Probeopenports
for vendor and version information) ] Z AW LT, +—/3— R F— L N—T g 4fF

Hakt LEd,

e TRAMMNBEGFTHLZEPRHHL TWDEDT, [TRTDRAMEF T4 LTH
9 (Treat All Hosts as Online) ] Z A%z L E7,

3. VAT LBREDYH T Xy P ETHLWARA el Lzl i M) H—Sn 2L —
NEERLET, ZO0—id, BREARY MBEEL, HILWVRR MAMRE S &
WU H—=ENDLERDHY £7,

4. FABEN— NV EMIGATFRBER Y —Z2ER L E T,

5 FERY —NT, A7 v 72 CIhEE LTER L7z Nmap (B1H%Z A7 v 7 3 TIER L7
=GB L E 9,

6. MHEARNY > —%7 277 4 7IZLET,

7. BILWER R BIMENTZL, AAN 7077 A4 VEFHNT Nmap A ¥ v > O 4 il
L. AR MIEHI TV D HEggtEictl UE 9,

ZORY—%T 7T 4 7 L% T, BERIREDOFR R (Analysis> Correlation > Status) %
EMNCRAE LT, BENESINIZRFREZTHRL N TEET, BEOBMNRAX ¥y

2 —7y MZE, = SBRHOFRE L TAXF vy SNTEAANDIP T RLRAEZED HUE
NHVET, TNOHDOKRANDEAN T BT 7 A4 )VEFHT, Nmap 2 X - Tl Sz 42
V=T 4 T VAT LY NITHEDNT, R D MENH DIEGIENR R A MTH D0 E D
DHER L ET,

A\

FE OKBEZRRy NI RBIR Ry NI BB LGE. HTLWEA NORBHITHEZIC AT
HDT, AxX ¥ EMEHA L TUSET DICEARMELRGERHY 9, U Y —AOWAN ZlET
DI, BBIZRET DA X FADJSE L L TNmap AF ¥ U ZHEH LN TS0,
F72, Nmap ZHEH L TH LWR R FDOF XL —F 4 7 L AT KRt — R — D5 &2 Bk
Dl AX X URBRORA MIHTHICEDEZDT—F DV AaT=L ) TNET VT 47
WA Z EIZHERELTLIESN,

BMELEYY
Nmap EE DR (38 ~—2)

w2 k74707474 V=2 IR



RRRFATFVT4714 V=2 |
. Nmap X ¥+ v DEHE

Nmap A&+ > DEHE

Nmap A% ¥ 2T 51213, »722< &b 15D Nmap AF v o A AF A L 150 Nmap
BEARETDHLENRHY £3, Nmap AxX ¥ ¥—7 v NOREIZA T3 o TH,

FIE

ATYT1 Nmap AF ¥ U EZRELET,
*Nmap AF ¥ > A U AZ L AZBINLET, FHMIZOVTIE, Nmap AF v > A L AZ
ADEM (35 =) ZHRLTIZIN,
« Nmap (B 21 L £, FEMIC DWW TIX, Nmap (EEOER (38 X—) #ZML TL
EEW,
« MEZIE U T, Nmap A¥ ¥ > ¥—F v MABMLUET, FEMIZ OV TIE, Nmap A%+
v A=y FOBEM 37—=Y) EBBLTIESN,

ATY 72 Nmap A%+ & EITLET,
« AT~ FNmap AF¥ v 2 FATLET, MOV TIE, A7~ F Nmap A% ¥
YDIT (A2—) EZRLTIESN,
Cisco Secure Firewall Management Center Administration Guide® Nmap Scan Automation] @
ABAIZREV, HE) Nmap A v o 2% E L7,
» Cisco Secure Firewall Management Center Administration Guide? [ Scheduling an Nmap Scan |
OFBAICHEV, BEI Nmap AX ¥ o 2 A7 a— L LET,

RDBRY

X R HERTHZ LT, EwITHO Nmap AF v &2EF=4¥—L%7, CiscoSecure
Firewall Management Center Administration Guide®> \Viewing Task Messages] % 2 L C<
720,

MG U T, WIDRT LT AF Y U EFHELET,

*Nmap AF ¥ & A U AF U A&MELET, FEMICOVTIE, Nmap AF v > A R
B ADME 365—) ESRL TSN,

*Nmap A ¥ & =7 Mk LET, s OV TIE, Nmap A% ¥ o &4 —7
F O (38 ~—v) ZBMLTIIZE,

s Nmap (BB ZfwE L £ 9, sEMIC OV TIE, Nmap BEOHRE (41 2—) 25 L
TLIZEW,

B AR T7AFUTF4T1 YR
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| "2+ 7A4FoF474 V=2
Nmap 2%+ > A v 24 v z2nEm [

Nmap R ¥+ > 4 VXA AMENM

MEsggtElc DWW TRy N =27 &2 A% ¥ T 2OIfEHT 5 Nmap Y 2—/L 2 L THlx DA
X AR Ay 8T v TEXE T, Secure Firewall Management Center b & — 77 /L
Nmap €V 2 —/A, VE—FTAFZ Y U E2FETT DO T 57 31 ATH L TAF v
VAVAB LU Ay NT v S TEET, FAF ¥ O FILHE I Firewall Management Center
WRIFESNET, VE—F T A AMDAX Y U EFATTLHETH, 2O TAF Yy %
RETEET, Ivvar 2 VT A INBHRANSDREDOAF ¥ UREEDOHDLAX ¥ U %
Bi<icid, A AR ADT T v 7 YA B L, ZOA P AZ U ZATIRLTAF v LT
TR BRWVWARR MEERTEET,

BEEDOAX Y A VAR VAL LARIDAT Y A AX L ATIBINTE EH A,
Fig

AT T UTFTOWTHNOFEEFER LT, Nmp AF ¥ f L AX L ADY ANMIT Z7HALET,

« Policies > Actions > Instances% &R L £9°,
« Policies> Actions> ScannersZ &R L £,

ATYyT2 UTORE, EEEZBMLET,

o FRROBRHOFIETY A NMCT 7 BALEHAIZ, LA Y AZ A0 (Adda
NewlInstance) (&7 v a V&L, FuyXZ o U A RS NmapEEEY = — /L& 8
WL, B (Add) 1227V v 27 LET,

« FRRO2FBROHIETY A MIT 7B A LESAIE, [Nmap A AKX 2D (Add
Nmap Instance) %27V v 7 LE T,

ATV T3 [A 2 AH A4 (Instance Name) | Z AL E7,
ATy 74 [#H (Description) ] AHLET,
AT s A7 arT, [BAShiz/RX kb (Exempted hosts) | 7 4 — /L R T, ZOAF YA AKX
VARAF ¥ U LIBRWERA NEIE Ry NV ERELET,
« IPV6 R A N D, B IP 7 R LA (2001:D88: : fedd:eeff 72 &)
«IPv4 7R A FDBE. BERIP T FL A (192.168.1.101 72 F) F£7213L CIDR Fit & L

7ZIP7 KL A Ty y (72 z2I1E, 192.168.1.0/24 1%, MiE & T 192.168.1.1 M5
192.168.1.254 DED 254 HDOKRA N2 AX ¥ LET)

JEEERE (1) ZEALTT FLAEOREIFTTE ARV LICER LTI ZEN,
GE)

TS5 URANMIEGENDXY NT—THNORA N2 AXF ot LTHETAE, A%y
SNIFEITENE R AL

AT w76 A7 3T, Firewall Management Center DX D IZ VU F— h T /34 A DHAX ¥ &R
DITE, FOTNAADIP T RUANAFTZEE L ET, ZOfF#HIE, Firewall Management

w2 k74707474 V=2 IR



KRR F7AToT474 v—2 |

B vmapx5vs o250 z06EE

ATy 17

ATYv T8 WV

ATvT9

Nmap A&+ > A

FIE

ATy I

ATy T2
ATvT3

ATv74
ATvT5

Center Web A > % —7 = A ANDZE DT /31 AZBF 5 [Information] ~2— " ? [Remote Device
Name] 7 4 —/V RIZRRINET,

[fERk (Create) 1227V v 7 LET,

VAT LNA AL ADIERERRAD L RET— R TIOA VAL U ANFRESNET,
WENIE U T, A AF A2 Nmap DERZEBIMLET, £OEDITIE, AV AF L AD
[(XE STV A& (Configured Remediations) | %##E L., B (Add) 127 VU v 27 L. Nmap
EEOIER (38 ~—) OBmBIIHE> TEEZFEHR L T,

A VAL ADY A MIRDHIZIE, [Fro kL (Cancel) 1227V v 7 LET,

GE)

[A% % F (Scanners) |47 a2k Y Nmap AF ¥ A VAL ADY A MNIT /AL
HAIE, AV AZ U ADBEL I TEMLRNWEBIM LA VA A TFERSEYE
oo BEENBMSIVTWRNA Y AZ 2T XTERRT DI, [ AZ A (Instances) ]
Ama—FTFvariEoTYAMITZ7EALET,

VREURADIRE

AX XU A VAL AERET DG, A VAZ L AZEET BN TV AR AR, B
IR k;@M@T%i? AVAZ L ANTT BT 7 A VHMERRL S 472 Nmap £ = — /L & fiff
LR oA, Nmap Ax v o A U AZ LV AZBIBRLET, AX Y A VAR
%M%#é&\%@4/2&/2%@mféﬁﬁ%ﬁﬁémé EICHEELTLEE N,

UTOWTNOFEEZHEHA LT, Nmap AX v A P AX L ADY A NMIT 7EALET,

« Policies > Actions > Instances% &R L £9°,
« Policies > Actions> Scannersz &R L £9°,

WETDA LV AZ U ADHEIZH DView ()& 27 U v 7 LET,

Nmap AFX ¥ o A LV AZ L AZADEM 35 X—=2) OFBIZHEST, AFX vy AV AZ U AD
REXEELET,

[Save RTF) 1227 U7 LET,

[Done] Z#7 U v 7 LET,

RDBERY

CRBITR LT, A%y AL ALY AH LVERZEN LET, KEBRL T £
\\, Nmap EEO(EE (38 <—2)

e MEZIS LT, A Y AZ L AIZEEMT O TWHEBEEZRE L E 3, Nmap (E1E OfFE
(41 =) ZZHLTIEEZN,

B AR rF7AFoTF4T4 V=R



| A2 b 74F0F47 10 V=2

Nmap 2%+ > 2 —%4" v D&M .

« MBS U T, A U AZ U AICEHEMIT ONEEEZHIRLET, 47~ FNmap A
Xy DFAT (2 —V) ZBRLTLIEIN,

c METE LT, FORICH 5Ddete((hE 27 ) v/ LT, AF v A AKX AEHIBRL
E3

Nmap R &+ > 22—/ v ~DENM

FIE

ATy
ATy T2
ATv73
ATv7Ta
RATvTH

ATvT6

NmapEY =2 — VEHET HEICAT Y v ¥ —F v FEERL TIRFCTEET, AFxF v ¥—
Fy ME, ATy RERIRIAT D a— VFEHDAF v LV DFEITRICE — 4 > MZT HR A
MeAR—bhE#HMLET, ZHICLY, BREFILOVAF Y ¥ —Fy NEERT 0B N7 <
RDFEFT, AXr X —Fy NI, AFXrTB1O00PT RLANIPT RLADT v
7. BEIOR1I DU EOFA N EOR— "R EENET, Nmap ¥ —7 ~ bOHAE, 277 > b
HPHIZ L D Nmap DT FLy L 7P 7 FLZAOHMGHEHTEX 9, Nmap DA 25 v k
FHICEAT Ry v ZTOFEMIIZ DWW TIL, httpy/insecure.org (23 5 Nmap D~ == 7 /L%
S LTLIIEEN,

(V%)
e AX XY U B —Hy MIEEDHEA D EENTWDLES., AF ¥ ICET LN IE) S
BANHY ET, BREEL LT, —EICAF YU T5FA2 ML LTS,

*Nmap (2L > TR I NV —R—A X —FT 4 VT VAT LAOT—XX, 9 1E
Nmap A X ¥ > % FfTT 25 F CHURREDOEFIZ/72Y £7, Nmap THRA M EAF
THGEE, EMRA Y a— NV EHATAX Y LET, ZANBRY NU—7 < v
TBHIREND L. Nmap A3 v o OfERIIBES L E T,

Policies> Actions> Scanner s% 128 L £,

V=N —=T, [#—F v b (Targets) %7 Vv 7 LET,

[A¥x > Z—5 v FOERL (Create Scan Target) | %7 U v 27 LET,

[4H1 (Name) ] 7 4 —/V RIZ, ZOAF vy X—4y MIHERAT LR AT LET,

[IP #iPH (IPRange) | 7F A M Ry 7 AT, Nmap Ax ¥ > DHA KT (29 =) T
AL TCWAY Uy 7 AL T, Axx 751 DU EOFRANEZRELET,

GE)

AX X X—2y NNOIP T RUADFHOY A N Thr~E2FHLIZEE, ¥—7 v b &
BRIET DB v~ Z AR R BB SN E T,

[R—F (Ports) | 74—V RT, ZA¥ ¥ T HR—bMEETELET,
1785 65535 £ TOEEZFEH LT, kOWTRLE AT TEET,

o1 DOR— FE=E

w2 k74707474 V=2 IR


http://insecure.org

RRRFATFVT4714 V=2 |

. Nmap R¥+¥ > 2—4v FDiFE

ATvT1

e W= TR -T=AR— DY R K
oA T U TRY)o 2R — FE S O#HIH
e A T U TRY o TmR— FNEFOEEOHIEE I~ TRY-72H D

[fR7E (Save) |27 U v 7 LET,

Nmap R ¥+ > 2—%7 v b DiRE

Je

Evbhd BEEZHEHLTHEEDIP T RLAZAX Y 9500 0 N0, EEZLE LR
U —EBRICARA RBERLTWETDIZEDIPT RLANREZ—4y MBS N8E13.

FIE

&
ATy T2
ATvT3

ATvT4

ATy TH
ATvT6

Nmap E1E D 1E Rk

BEOBM ATy X—F v FERETE £,

Axx 2=y MZUARSNTNDRA M AF v T RENRL R GE1E, €D
Ax ¥ =7y FEHIBRLET,

Policies > Actions > Scanners# &R L £ 9,

V= UN—T, [#—F v b (Targets) %7 Vv 7 LET,

WET DAX YU X —F Y NORRIZH HEdit ()7 Vw7 LET,

ROV IZ View () RARSINAHGAE. HEITHHNAALS VB LTEY, REZELT HHER
NHYEHFA,

VENE CTARZMAE T, SISOV T, Nmap A% v > & —57y FOIBEI (37—
V) 1 EERLTIEIN,

[fR1F (Save) 127 U w7 LET,

VEIZE LT, 20MichsDdete((N& 27 U v 27 LT, A%y Z—4y MR LET,

Nmap fEHI1E, BEFO Nmap AF ¥ o A VA X LV AEB ZBINTHZ &2k > TORERT
TET, BETIE, AXv U ORELXERLET, JIUIHEERY —TIREE LTHEALE
D, AT RTEITLIEY, A7V a— b XAT L LTHRHEDRLZNCEIT LY T F
j—o

Nmap |2 X > TRESN D — "= XL —TFT 4 7 VAT LADOT—HiE, H 95 1 E Nmap
AX X U EFITTHECTHNRREDOEFIZ/Z2Y £9, Nmap THRA & A¥ v 3 55513,

B AR T7AFUTF4T1 YR



| "2+ 7A4FoF474 V=2

FIE

ATy T
ATy T2
ATvT3

ATvT4

ATvTh
ATvT6

ATy T17
ATy T8

ATvT9

nmap s Er [

EWIIR AT V2=V EBMATAT Yy LET, A MRRy NV =27 =y bl
L. Nmap A¥ ¥ U OfERITWEINET,

Nmap OHEREIZEI 92 —IFHRIZ-DVTIL, http://insecure.org {2 & 5 Nmap D~ = = 7 /L & &R
LTL7EENY,

1R BRI

eNmap AF¥ ¥ > A VA ADENM (35 —) OFMIZHEST, Nmap A¥ ¥ A
ALY ABIMLET,

Policies> Actions> I nstances% &4k L %9,

BEAEZBENT A4 AZ L ADRIZH HView ()& 27 Y v 7 LET,

[FXEWH »DIEE (Configured Remediations) 1 &7 a2 > T, [1BM (Add) 1227 VU7 LZF

ﬁ—o

[f&#4 (Remediation Name) ] # A L7,

[FHA (Description) ] & AL ET,

BAA RSB, A R b, 2= — A X b & YT =T MBI — VIS LTI OEE
PHEATAEEE. [AXY o T5A4X DT FLA (Scan Which Address(es) From Event?) ]
FFarERELET,

ek

FAABNY AR hFEIITEAMASA R MK LT MY A= 2L — L ~DIRE &
LCZDEEEEMRT LFBOSEE. 7740 N TEDA XY MIB#ET LR RA SO IP T
RUARBEERIZE - TAF Yy ENET, 204 T a v 2RHETLHILETIHY THA,

(6=
NF7 74w Ta Ty ANOERICK LT Y T—F ML — L ~DIGE L LT Nmap &8
ZED Y THENTL I,

[AF¥ ¥ XA (ScanType) | A7 ¥ araXELET,

F 7 a T, TCPAR— MIMATUDPAR— F &A% ¥ 35121, [UDPR— FDAF ¥
(Scan for UDP ports) |47+ a > T[4 (On) | ZHIRLET,

ek

UDP R— F AF ¥ L TCP AR — F A% v > L 0 LA 000 £, A% v B 2804
HITIE. ZOF T a rEAEGOEEICLET,

FARAAR Y =B A~DIRE & LT ZOBRZEHT 23 OGEIL, [ X M2 bR— %
f£/H (Use Port From Event) | 47> a V& ELE T,

w2 k74707474 V=2 IR
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B e o

ATy 710

2Ty TN
ATvT12

ATvT13

ATV 714

ATvT15

AT 716

ATV

ATy 718

ATy 719

KRR F7AToT474 v—2 |

IR Y o —EXA~DIGE L L CZOBEEAERT 23E T, 4 X0 Mt Licitio v
VEFITLTWAT FIAT VA EMH L TAF v o 2FTT51201F., [LAR— Mo

==

VI BAF ¥ 2 (Scan from reporting detection engine) | A7 = E/%pxﬂi LET,

[E#A—h A%+ (FastPortScan) |47 a ERELET,

[F— M LA X+ VEF (PortRangesand ScanOrder) 17 4 —/V KiZ, T 7 #4/V N TR
Fr T oOR—FEANILET, Nmap R— MEEL »Z v 7 AL, R—FE2AFy
T LOMEFTATLET,

WOFRELHLET,
« 1275 65535 FTOMAEREL £,
o R— M EXEIBIZIE, B vhAX—XEFEHLET,
o R— MEEHAZ R TITE, N TR LET,

~KPT~F&mmf%h@ﬁﬁk%x%k/féﬁAi AXy URIBED TCP AR— kD
FOYEEEIZ T #FA L, UDPAR— DY A MDEFAIC U Z4HFA L £,

G¥)
FIES T ENTND L HIC, HERY —ERXA~DINE L L TEENEET 258121,
[f =2 hBAR— h&fEH (Use Port From Event) |4 7' g N2k 0 ZOFREN EEX éz"b

£

i

UDP N7 7 4 w7 DR—HE53 L 111 ZAFY LT, TCP N7 7 4 v 7 DOFR— K210
525 FTCAXR Y5100, u:s3,111,1:21-25 E AT LET,

BWVWTNAER— F T == R X =B L=V g UERE 70 —7 3 5120F, [N & —
BLONR—=Y g SERICET 54 —T > R— F D7 v —7 (Probe open ports for vendor and
version information) | Z#E L £ 7,

FANWTWER— 27 m—T7F 252 ICLGE. [P—EANN—T 3 DS (Service Version
Intensity) | Ky 77X 0 URX MO EEEZRINT S Z LIk, FHEND T r—T7 0K
ERELET,
ﬁNV~T4/7VX?A%ﬁ%X%¥V?5KH\MNV—?4V7VX?A®ﬁﬁ(th
Operating System) | EZITWVET,

RANT 4 ZABNYDITONDNE I N, BEOR— FDOAF v UMERATREZ2 R A F DI
KL TEITENDNEIDERDDITIL, [TRTOFRANEA L TA L L TH D (TreatAll
Hosts As Online) | #i%E L £ 7,

Nmap THRA MO ATREMZ T A M T 2B 2 HIEERET HI2IE, [RA S T4 A
#1237 )5 (Host Discovery Method) ] K v 7w U A f\ﬂ%ﬁ‘ﬁ%@?ﬁbi‘?‘o
BRARNT 4 AANVEHIR = DA AZ LY A N A% X T D5A1F, BIRLIZAANT o
AZANY FRIZHE LR — DY R M&, [RARNT 4 ZAHNY R—h ) A K (HostDiscovery
Port List) | 7 4 —/L RKiZH <~ TRY>TAHLET,

[7 74/ F NSE A2 U 7 | (Default NSE Scripts) | A 7> a v EFHEL T, "AKNT 4 AT
NYUBIY, == FR_R—T 4 TV RAT A, gD T 4 AN IZNmap A7 U 7
FOFZ7H N By bEFEHTL0E D aflELET,

B AR rF7AFoTF4T4 V=R



| "2+ 7A4FoF474 V=2

ATv7T20

ATvT2x

ATy T 22
ATvT23

Nmap (EEDHRE

FIE

ATy T

ATvT2

ATv73
ATy T4

ATy TH

nmap s 0EE [

B2k
T7HN K A7 YT ROY R NNMIDOWTIE, http:/nmap.org/nsedoc/categories/default.html % 2 R
LTL7EENY,

AXx L TREADIA I T HHRET DL, A7 T 7 b— 1 (Timing Template) ]
RayFH g JARNLEA IV T T T L— hEBEERLET,

KO EHEEN, GFEHTROVAT v 2 I TT DG REVESLZERL, REHT, L
FERR A% v 2 FATT DG AN S NESEZEIR L E7,

[ERK (Create) 1227V v 27 LET,
EEDOIERNTET T 5 &, BENRET— RTERRINET,

[5¢6T (Done) 127V w7 LT, AL AZ L RAZREY £79°,

[Fx ot/ (Cancel) |22 Vw7 FHE, A AXLAYRANMIEY £,

EErEY Y
Nmap 1847 3> (24 X—)

Nmap BRI Z 2B, EITTFOAF ¥ ST E L EHA, HLOEEIL, KEIAF v
VORI & XITHEMTAR Y £, Nmap BEENPAEIZ->T-BHIBRLE T,

UTFOWTFNOLOHEEZFEHA LT, Nmap AFX v AV AX LU ADY A NMIT 7 R®ALET,

« Policies > Actions > Instances% &R L £,
« Policies > Actions> Scanners# &R L £9°,

ET HEBICT 7 EALET,

s FRLOEMDOFETY A MIT 7 BA LEESEEIE, BBE#T 514 VA% ZADF{IZH 2 View
EHE7 Vv 7L, RIZ, [REHEMENE (Configured Remediations) |7 2 3 > T, i
ETHEEOBIIOLIERTA 2 EHEIZ ) v/ LET,

c FRRO2EHOHIETY AMIT 7B A LEGAIL., WETHEEORICH D View (@)
7 U7 LET,

Nmap EEO1ERR (38 <—) OFIZHES T, REIWZS U TCEREEZMZET,
EHERGT DHGILRGT (Save) 127 U v 7 L, BRAFETITKE T T 25815 T (Done) ]
7 Vv LET,

VEZIR U T, Z0ficdh 5 Deete(L) #27 V v 7 LCTEEZEIR L £,

w2 k74707474 V=2 IR
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KRR F7AToT474 v—2 |

B o7 FNmap 25 v o0

j_

.

~

FIUR

FIE

ATy I
ATy T2
ATvT3

ATy T4

ATy TH

ATvT6

Nmap X ¥+ > DEIT

Ay T~ FNmap AF ¥ UE, WOTHOREREZIIEHTEET, AF v FTHIPT K
VALHR—= L EANT 20 BHFOAF ¥ 4=y hE@RTH LT, AT~ B A
FXYvDF =0y hERETEET,

Nmap IZ Lo TR SN H T —N"—RF XL —T 4 7 VAT LOT—%1%, b5 1 JE Nmap
Ax ¥ U EFATT 5 E THIVRDIRBOE LIT2 Y £9, Nmap THRA & AF¥ v T 55513,
EWRIR AT 2a—VEMATATF Y LET, RRAMRRY MU —7 vy I bHIBRESNDS
L. Nmap A¥ v U OFERIIWIEINE T,

1R BHEIIZ

e MEZJSE U T, Nmap AF¥ ¥ > ¥—5 v FABILET, Nmap Ax ¥ ¥ —%4 v DB
m BR7 =) R LTIESN,

Policies> Actions> Scanner sz 2R L £,

A% v DFATHHCMH 95 Nmap EEORICH D Scan () 227 U v 7 LET,

VEIZR LT, RFEHDAF Y =5y MR L TAX ¥ T 2581%, [IREFEHFZ —
7> K~ (SavedTargets) | Fe vy 7 X7 U A MpbX—4y FE2RIRL T, [2— K (Load) ]
7V w7 LET,

[IP#iP (IPRange(s)) ] 7 A4 —/L R T, AF ¥ T HRAIDIPT FLAZEET A0 — R
SNV AMEERLET,

()
cIPVAT7 RLADAKRZA FOBHIL, HHOIPT FL A% H o~ TRYl> THRET 52 CIDR
FrerfHcEET, BEER () ZENCHALTIPT RLAESEETDHIEHTEET,
cIPv6 7 RLADKRA NOBEAIEL, BiERIP T RLAZFEHLET, A v Z—T A AD
FPIIA N TEEHE A,

[Ports] 7 4 —/L RT, AF ¥ T D4R — NHET L0, m— RSN IV A MEEELET,

N—hET. W~ TR SR —=FDY R b A 7 TRY) S oA — FEGOHPHZ AT
TEET,

[5¢F<AFv > (ScanNow) %227V v LET,

RDBERY

 MENZIR U T, # AV DAT—H A %E=X— L%, Cisco Secure Firewall Management
Center Administration Guide?®> Viewing Task Messages] # 2R L T 72 &0,

B AR rF7AFoTF4T4 V=R
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| "2+ 7A4FoF474 V=2
Nmap X &+ > DFER .

Nmap R &+ > DR

HEITH O Nmap A ¥ ¥ > & E =4 L, Firepower > AT AMI L > TEITEINTZAX ¥ VOFER
& % U Firepower ¥ A7 DAMBTITONTEAX ¥ V OfEREA AR — LT, AFy UfER
EFRIRBILOGH T2 LR TEET,

0—H /L Nmap &Y 2 —/LEMH L TER LAY UiRE, LX) rankz—ok
LTRy T 77 U4 RUTRRTEET, Nmap #5817 7 A /L% raw XML JERTH U
n—RFHZ L TEET,

NmaplZ k> TR ENTZA RV —FT 4 VT VAT AR —"OFE#RE, "A N T 77 A1
Ry NV —=07 vy THNTEBRTHZLHTEET, FRAMDAF v UPRERT DV — N —1F
MR T A N EZFRESHTVENY B —XREDR— F OV —_"— 2T L EROBE. £7-
X, AF Y UNEE LTEERDA RV —T 4 VT VAT AFERCY— =087 v g IED
HIZEMTERWEROEA, TNHORRIZ. AN 787 7 A4 /1® [Nmap A ¥ ¥ iR
(Nmap Scan Results) (227 > a VZEHDH I ENTEET,

Nmap X ¥ v U#ERDERT
Nmap AF¥ ¥ U NFET LIzh, AF¥ ¥ VEROT — T NV EFRKRTEET,

=P IRBET HERIIS L THRO 2 — 2 ET 22 LN TEES, AF v URERICT
JHATDHEFREINDER—VIF, FHTHI—27 77—l U TR 7, ERFHLD
U— 7 7u—%fHTEXET, 2OUV—7 7 —|0FAF ¥ UREROT—T L Ea—NEEN
9, T, BEO=—X &Ml dTERIETERRTDIIALZ LT =T 7 —2ERTHZ &
HLTEET,

http://insecure.org Cf# i AIHEZR Nmap /3—" = > 1.01 DTD Z £/ L C Nmap DfERE & v
n—RLTERTDHILENTEET,
AXYURREZ VT THIEHTEET,

FIE

AT w71 Policies> Actions> Scannersz iR L £,
ATV T2 V= N—=T, [AF ¥ FFE (ScanResults) 1527 Vw7 LET,
RAT9T3 ROBRENRH Y £,
» Cisco Secure Firewall Management Center Administration Guide?> TEvent Time Constraints] @
AT - T, RFEHEPH 2 3 L £,
cHAB LT —r Ta—E, JIOU—r 7a—%HHT 52k, V—2r 7a—D% A kL
OO [ (V—7 77— %) ((switchworkflow)) 127 Vv 27 LET,
AR Y URERELVH Y T ENTER—TVE LTR YT T TS U4 RUTERRTDHIC
X, AX Y Va v oRIIH D [For (View) (227 Vv 27 LET,
«THFANZT A H TrawXML 2— RERRTEDLHICAF Y U R T 7 A LDaE—
BT HICE, AXF vy Pa7OMO[Z Y a— K (Download) 1227V v 7 LT,

w2 k74707474 V=2 IR
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KRR F7AToT474 v—2 |

B v xR0 —LF

CAFX X URERE Y —NTBIE, BT LOXA M EIZ Y v LET, V— MEEIZT
DX B0 A4 MvEL Y —EI Y v LET,

« R EINDHNEFHIFIT HITIL, ERRICTDHORH LICHSClose (K)&E27 Y v 7 LE
T, BRENDRY T T v 7 70 KT, [#@H (Apply) 1227V v 27 LET,

Ev bk

DA T LEFRRETNIHERCT DT, [EH (Apply) 127V v 7 3T 5HIZ, %4
THEFzv I Ry 7 REFERIFAT7ICLET, EHCLED T AR E2—ITRTIC
X, BEOKMZ 7V v 7 UTHREZEHKZERM L, [EhicEh/zs 7 4 (Disabled
Columns) |DTFDOAT L% ) v LET,

e U—7 7 —DIROX—VIZ R NVE T 5i21%, Cisco Secure Firewall Management
Center Administration Guide? TUsing Drill-Down Pages] =&ML T 7230,

AR A VAR AR ERTET HITIL, V=X —D [AF v F (Scanners) | %V
Uo7 LTLEEY (Nmap AFXF v > OFH (34 X—) 25M) |

e V=7 7 —_—=UNBIWY —7 7 —_—MTBEIT 5I2i%. Cisco Secure Firewall
Management Center Administration Guide?> ['Workflow Page Navigation Tools] % & L C <
EEW,

c ZDMDA R N Ea—ICBE L THEEST LA FERRT DI [Yr 7 (Jump
to) ] Fey 77Xy UARNG, RARTDHANU DN Ea—DARTZIRRL 7,

« AF X URERERRT DL, BUT LT 44—V FITRREMEE AN LET,

EELEY D

Nmap AF¥ ¥ UfEROT7 4 — /L K (44 X—7)

Nmap R & v U#ERD T 4 —IL k

Nmap A ¥ ¥ > %5177 % &, Firewall Management Center T7 — & X—ZAND A ¥ ¢ VHERN
PeEShET, ROKIZ, RBIOBMETEDLAF ¥ UfRT =7 AD7 =V RERLE
ﬁ—o

R2ZAX v UEROT4—ILE

TJ4—ILF

B

Start Time

T OREREVERR LT A% ¥ > OBILE B I,

& THER (End Time)

COREREER LT AT ¥ DT HIF,

Z—77y I (Target)

COMEREERLEAX Y DAX Y X—Fy hOIPT KL &
(DNS IR DA N 72 > TODHE TR A )

Scan Type

COREREER LIZAX Y L O A T HRT | Nmap £721FY— R
R—=T 4 DAX ¥ T4,

B AR rF7AFoTF4T4 V=R
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| "2+ 74 707474 V=2
Nmap R ¥ v UHERD A VR— .

J4—ILF & EA
A% ¥ E— K (Scan COREEAERLIEAF Y DE—F
Mode) [ 7~ K (OnDemand) ]: A » 7~ RTETINZA
X ¥ oD ORER,
o [ A= FEAH (Imported) ]: BIDT AT LA TAF ¥ I
“CFirewall Management CenterlZ{ 7R — bk S U7 G5,
¢ [AT Y a— A (Scheduled) |: ATV a—WFEHLE AT L
L TEITSNTEAF ¥ U D OFER,
[EES AF ¥ U DRER,
RAA AXx A=y hDRAL Y, ZOT 4 =)L NiE, w/VF A
A VRO EICOBIFIE L E T,

Nmap R &+ VERD A VR—k

VAT LOAERTEITENTZ Nmap AF v N2 L > THER SN XMLAER 7 7 A VA VR —
FCEET, ANV AT AL A 7 a— RLEXMLEER 7 7 A Vb A VAR — h CTEET,
Nmap A ¥ ¥ UfEREA VR — FT 256, BE7 7403 XML BT, Nmap /S—2 a3 >~
1OIDTD IZHEHL L TWAMENRH VY £, Nmap FERDOVERK & Nmap DTD OFEMIZ OV T,
http:/insecure.org {Z& % Nmap D~ == 7 L E SR L T 7ZE0,

Nmap WA A N 707 7 A VICHERZBINTE 5 X 2127 5120E,. TORNIAA R FR Y b
U= =y TRICHEL TOBHRER SV £,

FIE

2T w71 Policies> Actions> Scanners& i®i L £,
ATV T2 V=R —T, [#EFRDA R — bk (ImportResults) %27V v LET,
RATv T3 [ (Browse) |27 U v 7 LT, R7 7 A VICBHILET,

ATY T4 [ VA= bFOFER (Import Results) | X—IZRE 725, [ > HA—+ (Import) 1227V v 7
LChERZA AR —bNLET,

w2 k74707474 V=2 IR
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RRAFATFVT474 V=R |
B sxr745750545¢ v—20BE

RANTATOTAT4 V—RADERE

Mg Minimum | Minimum | S£48
Firewall | Firewall

Maagpmert| Threat

Center |Defense

RANASFT—% |65 9T |TLS 1.2 7 Firewall Management Center & 78 2 N AJ17
MRl 5 ATy MAOBEEIERASNL LI ELE, b
F = U7 4 O By I HRANANIZ TAT FORE 21 X—=) %
ZOBIZOWTEFHLE L,

B AR rF7AFoTF4T4 V=R



BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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