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Scenario 1 (recommended)

Port-channeli

FXOS 22

Subint. group 1 Subint. group 2 Subint. group 3
VLAN 2-11 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3

Scenario 2 (not recommended, worse performance)

Port-channeli
Data-sharing

FXO0s
Application

Subint. group 1 Subint. group 2 Subint. group 3
VLAN 211 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3

Scenario 3 (recommended, but lacks EtherChannel redundancy)

Etherneti/1 Etherneti/2 Ethernet1/3
Data Data Data

FX0s
Application ‘ | ‘

Subint. group 1 Subint. group 2 Subint. group 3
VLAN 2-11 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3
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Instances can share data-sharing type interfaces. This capability lets you conserve physical interface usage
as well as support flexible networking deployments. When you share an interface, the chassis uses unique
MAC addresses to forward traffic to the correct instance. However, shared interfaces can cause the
forwarding table to grow large due to the need for a full mesh topology within the chassis (every instance
must be able to communicate with every other instance that is sharing the same interface). Therefore, there
are limits to how many interfaces you can share.

In addition to the forwarding table, the chassis maintains a VLAN group table for VLAN subinterface
forwarding. You can create up to 500 VLAN subinterfaces.

See the following limits for shared interface allocation:

Max. 10 shared interfaces per instance
Ethin1 12 13 14 115 16 1/7 1/8 19 110

| Max. 14 instances
B ‘ per shared interface
o8

Instance 1

HEL B —T A ADRA K TS T4 R

For optimal scalability of the forwarding table, share as few interfaces as possible. Instead, you can create
up to 500 VLAN subinterfaces on one or more physical interfaces and then divide the VLANs among the
container instances.

When sharing interfaces, follow these practices in the order of most scalable to least scalable:
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1. Best—Share subinterfaces under a single parent, and use the same set of subinterfaces with the same
group of instances.

For example, create a large EtherChannel to bundle all of your like-kind interfaces together, and then
share subinterfaces of that EtherChannel: Port-Channell.2, 3, and 4 instead of Port-Channel2,
Port-Channel3, and Port-Channel4. When you share subinterfaces from a single parent, the VLAN
group table provides better scaling of the forwarding table than when sharing physical/EtherChannel
interfaces or subinterfaces across parents.

2: Best: Shared Subinterface Group on One Parent

Best

Port-channeli
Data

Subint. group 1
Data-sharing
VLAN 2-4

Subint. group 1 Subint. group 1 Subint. group 1
VLAN 2-4 VLAN 2-4 VLAN 2-4
Instance 1 Instance 2 Instance 3

If you do not share the same set of subinterfaces with a group of instances, your configuration can
cause more resource usage (more VLAN groups). For example, share Port-Channell.2, 3, and 4 with
instances 1, 2, and 3 (one VLAN group) instead of sharing Port-Channell.2 and 3 with instances 1
and 2, while sharing Port-Channell.3 and 4 with instance 3 (two VLAN groups).

[ 3: Good: Sharing Multiple Subinterface Groups on One Parent

Good (uses more resources)

Port-channeld
Data

Data-sharing
VLAN 2-4

Subint. group 1 Subint. group 1 Subint. group 2
VLAN 2-3 VLAN 2-3 VLAN 3-4
Instance 1 Instance 2 Instance 3

2. Fair—Share subinterfaces across parents.

For example, share Port-Channell.2, Port-Channel2.3, and Port-Channel3.4 instead of Port-Channel?2,
Port-Channel4, and Port-Channel4. Although this usage is not as efficient as only sharing subinterfaces
on the same parent, it still takes advantage of VLAN groups.
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4: Fair: Shared Subinterfaces on Separate Parents

Fair
Port-channeld Port-channel2 Port-channel3
Data Data Data
Data-sharing )
VLAN 2 Data-sharing Data-sharing
— VLAN 3N VL&_I\_I_:}__

Instance 1 Instance 2 Instance 3

3.  Worst—Share individual parent interfaces (physical or EtherChannel).
This method uses the most forwarding table entries.

5: Worst: Shared Parent Interfaces

Worst
Ethernet1/1 Etherneti/2 Ethernet1/3
Dala-sharing Data-sharing Data-sharing
Instance 1 Instance 2 Instance 3

U=y VR EET DHE

Each packet that enters the chassis must be classified, so that the chassis can determine to which instance
to send a packet.

* Unique Interfaces—If only one instance is associated with the ingress interface, the chassis classifies
the packet into that instance. For bridge group member interfaces (in transparent mode or routed
mode), inline sets, or passive interfaces, this method is used to classify packets at all times.

* Unique MAC Addresses—The chassis automatically generates unique MAC addresses for all
interfaces, including shared interfaces. If multiple instances share an interface, then the classifier uses
unique MAC addresses assigned to the interface in each instance. An upstream router cannot route
directly to an instance without unique MAC addresses. You can also set the MAC addresses manually
when you configure each interface within the application.

\}

(3¥)  If the destination MAC address is a multicast or broadcast MAC address, the packet is duplicated and
delivered to each instance.
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Packet Classification with a Shared Interface Using MAC Addresses

The following figure shows multiple instances sharing an outside interface. The classifier assigns the
packet to Instance C because Instance C includes the MAC address to which the router sends the packet.

6: Packet Classification with a Shared Interface Using MAC Addresses

Internet

&

I Packet Destination:
7 209.165.201.1 via MAC A20C.F142.4CDC

| eth1/1 (Shared Interface)

‘ Classifier |

M MAC A20C.F142.4CDC

MAC A20C.F142.4CDA MAC A20C.F142.4CDB
Instance A ;@— Instance B Instance C
\
eth1/2.1 etht/2.2 ‘ eth1/2.3
Inside -, - Inside - Inside L
[ CustomerA [ CustomerB Customer C -
. » . _ »
Host Host Host
209.165.202.129 209.165.200.225 209.165.201.1

Incoming Traffic from Inside Networks

Note that all new incoming traffic must be classified, even from inside networks. The following figure
shows a host on the Instance C inside network accessing the internet. The classifier assigns the packet to
Instance C because the ingress interface is Ethernet 1/2.3, which is assigned to Instance C.
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7: Incoming Traffic from Inside Networks

P .
( Internet

_
A
Teth1f1.1
Instance A Instance B Instance C
e
A
Classifier
A
eth1/2.1 eth1/2.2 *cnnuza
= Inside - Inside ~ Inside
[ CustomerA [ CustomerB " [ CustomerC
_ A _4
Host Host Host
10.1.1.13 10.1.1.13 10.1.1.13

Transparent Firewall Instances

For transparent firewalls, you must use unique interfaces. The following figure shows a packet destined
to a host on the Instance C inside network from the internet. The classifier assigns the packet to Instance C
because the ingress interface is Ethernet 1/2.3, which is assigned to Instance C.
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8: Transparent Firewall Instances

Internet

Classifier
eth1/1.2
T
eth1/1.1 [~ eth1/1.3
Instance B Instance C

Instance A

eth1/2.1 eth1/2.2 eth1/2.3 Y
' Inside ~, —Inside ~ = Inside
." CustomerA N Cusiomer B CustomerC

-

Host Host Host
10.1.1.13 10.1.2.13 10.1.3.13

Inline Sets

For inline sets, you must use unique interfaces and they must be physical interfaces or EtherChannels.
The following figure shows a packet destined to a host on the Instance C inside network from the internet.
The classifier assigns the packet to Instance C because the ingress interface is Ethernet 1/5, which is
assigned to Instance C.

Secure Firewall 3100/4200 DT )LF A VR A2 VR E— FDFEH .



B x5 z20nz5—k

9:Inline Sets

P L
( Internet ™
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Y
Classifier
eth1/3
eth1/1 I~
Instance A Instance B
ethi1/2 eth1/4
P Inside -, 2 Inside -~ Inside
CustomerA  ( CustomerB " CustomerC

Fe N

10.1.1.13 10.1.2.13

A ARABZBVDADH AR —F

10.1.3.13

Placing an instance directly in front of another instance is called cascading instances; the outside interface
of one instance is the same interface as the inside interface of another instance. You might want to cascade
instances if you want to simplify the configuration of some instances by configuring shared parameters

in the top instance.

The following figure shows a gateway instance with two instances behind the gateway.
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10: Cascading Instances

i. Internet
¢ b,

eth1/1.2
Outside

Gateway
Instance

Inside

eth1/1.1
(Shared Interface)

Outside

eth1/2.43

Inside Inside

((¥) Do not use cascading instances (using a shared interface) with High Availability. After a failover occurs
and the standby unit rejoins, MAC addresses can overlap temporarily and cause an outage. You should
instead use unique interfaces for the gateway instance and inside instance using an external switch to pass
traffic between the instances.
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( Inside1 ) | Inside3 | Failover 1 . Failover 3 )
Inside 2 ) -.__Failover2 )

{ Management { Outside

~ -y - T

poi. 101 po1.102 po1.103 po3.201 p03.202 po3.203
Data-sharing
mgmt po1i ~ po2 po3
two 10gig ifcs two 10gig ifcs two 10gig ifcs
Chassis Backplane
mgmt
Instance A

AVDRIVAAVE—T LA ADODEEMACT FL X

The chassis automatically generates MAC addresses for instance interfaces, and guarantees that a shared
interface in each instance uses a unique MAC address.

If you manually assign a MAC address to a shared interface within the instance, then the manually-assigned
MAC address is used. If you later remove the manual MAC address, the autogenerated address is used.
In the rare circumstance that the generated MAC address conflicts with another private MAC address in
your network, we suggest that you manually set the MAC address for the interface within the instance.

Because autogenerated addresses start with A2, you should not start manual MAC addresses with A2 due
to the risk of overlapping addresses.

The chassis generates the MAC address using the following format:

A2XX.YYyz72.2227
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Where xx.yy is a user-defined prefix or a system-defined prefix, and zz.zzzz is an internal counter generated
by the chassis. The system-defined prefix matches the lower 2 bytes of the first MAC address in the
burned-in MAC address pool that is programmed into the IDPROM. Use connect fxos, then show module
to view the MAC address pool. For example, if the range of MAC addresses shown for module 1 is
b0aa.772f.f0b0 to b0aa.772f.f0bf, then the system prefix will be fOb0.

The user-defined prefix is an integer that is converted into hexadecimal. For an example of how the
user-defined prefix is used, if you set a prefix of 77, then the chassis converts 77 into the hexadecimal
value 004D (yyxx). When used in the MAC address, the prefix is reversed (Xxyy) to match the chassis
native form:

A24D.00zz.zzzz
For a prefix of 1009 (03F1), the MAC address is:
A2F1.03zz.zzzz

TILFAVAREAVARAETE—RDINTA—TURRT—1) UHIRE
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I Secure Firewall 3100/4200 DT )LF A VXA VX E— FDOERA

St zosiq4 k54w espsE [

ETIL RRKAVTFAVRZ Y [ ERAAREGLCPUTIT (ALY F)
AE

Cisco Secure Firewall 4225 15 126

Cisco Secure Firewall 4245 34 254

VILOTEHR

e V¥ =V TEITENTWVDHFXOSD A= g o EHMMERH LR . KA v AX L ATHR
705 3—30 9 @ Firewall Threat Defense Y 7 b U =7 #FEIT & 9,

e Firewall ThreatDefense ' 7 "7 = 7 D/ F N—2 g UNIEER /N RV T RWE= 8,
INEFERALTA VAF U AZRBETZEIXTEETA, BAICA Yy — "=V a0 F
FIEA VT F U ANR=Ta VERBLTHLL, Xy FEEHATILERHY £,
N FRALAZEYT4EH

s B MERER D 2 SDA LV AX AL, LFOREE =T HERH D 9,
ROy — FITHDBHZ L,
cBLETNLTHDHZ L,

cFUALVE—T oA ANED Y THNTWAZ &, @ AEEZENCT AR, T
TOA VB —T oA A ¥ — THEANMIFUREICTDHZ L,

cFmLUY—RATur7rANVEMEEFEHTLIZE, 707 7 NVAFE > THTEN
FNFEHALN, ERIT—HLTWHBLELRH D F9,

Firewall Management Center D & {4

Ty —VEBLEU Y=V EOTRTOA A ROV TUE, TA B ADFEEDTZDIZ,
[@] U Firewall Management Center Z {4 2 B3 &H D £37,

SAEADHA K54 2 LHIREIR

— RIS RS

* Hi— Firewall Management Center (%, ¥ —3 EDTXTOA LV AX U AEZERL, Vv —
VHERLERTANERD Y 7,

o A VAZ U ADYE . IROERRITT R — S THWERA,
cTLSWEEALT 7T L — 9

VT TABY LT
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Secure Firewall 3100/4200 DT )LF A 22 VX E— FOEA |
B st zo5q ks esmem

* Firewall Management Center UCAPL/CC E— R
e N—KRyzT~D7a—47a—FK
« Security Cloud Control 7 7 ¥ R#gfit Firewall Management Center {IZ X 5> ¥ —> D77 A
VEBL L 427 L X A Firewall Management Center (Z & 5 ¥ v — > OB /5T 55 A 45 BRI

PR—FENTWERHA, 7272 L. Security Cloud Control &R HR A > A X 2 A %43 HT EL
F DA 7L I A Firewall Management Center (ZiB19" % Z &I ATHETY,

EESA A —T AR

V= VEHROT =AU F =T A IR - FEINTWETA, FHOEHA
=T 2 A ADHEFEMTEET

cHHA L H =T = AODDHCP 7 KLy ¥ J 73720

VIANHY T B —T (4R

e KETIE., VY —3 VLAN I TA v B —T oA ZZHONWTOHMALET, £ 2F
ANTH T A ¥ —T = A AAHBNAER TE £97,

A VAR VA, =T 2 A AFED M THGA, ¥ 7L GEVLAN) FT T 4 v
IDOHBEELET, TR LT 7 4 v 7 BETHLENRVRY, A v —T A 2%
)Y TRNTLEEN,

W TA U H—T 2 AFT —HETET A EEEXA T DA F—T 2 ATHR—F &
nEJ, .

« %K 500 > VLAN ID Z{ERK X £,

e AU TA Y M, FREIRVTA A =T 2 A AL LTHTA v F—T A A%fE
A5 LT TxFEHA,

o T2 V=R I TA L H—T 2 A&FERATE L, TOROTXTOYTA
VH =T 2 A ABIOHBEERD, Tx—d ==Y s L LTOHHANHIRESNET,
—EDYTA L H =T 2 A A T 2=V A== 7 L LT, B Z@EOT—XA
=T A AL THEHRTHZLITTEEEA,

EtherChannel

» Bx K 48 @ EtherChannel # X ETX I, WA L ¥ —T =4 AT L » THIR =
e

« EtherChannel (21X, K8 D2DT VT 4 T A v X —T oA AZRETEET,

e EtherChannel NDOFT X TDHOA X —T A AT, FILAT A TEA T ELEERETHHNL
R FET, AT AT HFA TILRI-A5 £721LSFP OWTNINTT, BB E2 47 il
K77 AN) OSFPERESHDIZLENTEET, RKEBDAS LV H—T =2 ATHELIK

<BE

RETHZETA LV HA—T 24 ARKE (IGBL I0GBDA X —T A A7) ZIRIE
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I Secure Firewall 3100/4200 DY )LF A VR A2 VA E— FDEH
St zosiq4 k54w espsE [

SHDLZ LT TEETAN, WD [SFPA M (Detect SFP) ] IZERE AL TV D HEEIE
BINTT, ZOBFIRLDIA L Z—T oA ARBEHATE, IBOBARHEIEH S
WET,

« ¥ —0E, VLAN ¥ 7' f}& ® LACPDU %% 4R — bk L TWEH A, CiscolOS vian dot1Q
tagnative =~ RZEH LT, BHEAAL v T ORAT 4 T VLAN XX T A X —T )L
T E, U —UEH IFEDOLACPDU 2 Fu v 7 LET, BEAL v TFORA T 4
7 VLAN # ¥ 71, ST L T<7Ean,

« 15.1(1)S2 LARTD CiscoIOS ¥V 7 " =T R~V g U EEITTH Vv —2 Tk, A vF A
% v 7 ~O EtherChannel D¥EGE N AR — FENTWERATLE, T7H/V DAL v T
ETIL. v — D EtherChannel )37 B A A X » J IZHHE SN TWAELS., 54 <
AL y FOERNA 770D L 5D DAL v FITEHE 4TV 5 EtherChannel [ ZEHE) L
FH A, HEMEZED D720, stack-mac persistent timer 2~ > RZRE LT, +457Y
n— NI 2R T D RERE, 728 21X 8%, 0 (EHIFR) el z2%EL 4, £/2
E, 15.1()S2 78, IVRELIEAA v F VT hUxT N—=Va N T v 7L —KT
xFET,

FT—AEBEAL A —TIAR

HHANH—T 2 A R DIRRA VAT R 14, T2 & 21, Instanceld A LT
Instancel (Z Ethernetl/1 ZE| D ¥ TAHAZ LN TEET,

THEA L H =T oA AT EDORRA AKX AT 10 TT, 72L& xiX. Ethernetl/1.10 %
41 L Instancel |Z Ethernetl/1.1 ZE| VY TAHZ LN TEET,

Secure Firewall 3100/4200 DY )L F A Y R HZ VR E— FDOEH .
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B x5 zonx

Max. 10 shared interfaces per instance
Ethin 12 13 14 15 16 /7 1/8 19 1/10

| Max. 14 instances
B per shared interface

Instance 1

e FFUART LU N T AT T4 — NV E— R ALV AX L ATT—HILHA L X —T x4
AT AZ LI TEETA,

AV TAEY T, FREARNYITA U F =T oA AL LTT—H [ X —T = A
AEMERT L LT TEEEA,

o« Tx—VE—NR— ) I T—E G =T 2 A AT A LI TEEE A,

FTIAHILEOMACT LR

T RTDA L E—T 2 A ADMACT FL 21X, MACT RL A F— AL EEGENET,
YT H—T oA ADEA, FEHITMACT RLAZRETLHAF. FUHA 22—
T2 A LEOTRTOY T A EZ—T oA RAT—HEDMACT RLAZHHL T, ELL
SHEINHEHICLTLEZY, [V RAF AL Z—T o ADOHEBMACT FL A
(14 =) | ZZRLTLIZIV,

-~ LN =JL ==
A RIFVADETE
AU AR ABRETHREINC, v VFA v AZ L AE— FEAZNT L. Firewall Management

Center |2 v — I ZBML, ¥ —3 AV H—T 2 ALHRTETDHLENDY T, vy —v
REENAR~ARTH L TEET,
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| Secure Firewall 3100/4200 DT LF A X4 VR E— FOER
FINA ADTIVF A VRE VRAE— RADEH .

FINA ADTILFA VAR BZAVRE— KADEH

Firewall Management Center N (D7 /XA A& <)V TF A LV AKX U AE— RIZEBRTHIZiE, ZOF
NEZFEH L ET, ZOEBIITK 1S 0000 £9, VAT LARHEEHL, T— bﬁﬁ@~%
LT, BHX Y M= RELEHERSATV - FEROTHRENEESRE T, Y ¥—D
RA M4 THirepower-model ] (TERESNE T, BELIP T FL 273, Firewall Management Center
EOFEBBERAIC Y Y —VICEV Y THONET, A VAF U RAZBINTH L, TNHDOA A
BUAL, A H—T 2 A ATEPIOIP 7 R LU RAZMHEH L, A OE B 2R L E

‘@40

TNTFA AR AE— NICEH T % & Firewall Management Center 2 L C, £ > A ¥
AT TRLETRXRTOV ¥ —VRELXFRE TE £ 7, Secure Firewall Chassis Manager % 72 1%
FXOS CLI TOREF TR —hshThEEA,

\)

GE) 7 /34 A% Firewall Management Center (2B 2 HNIZCLIZEH L T A TF A LV AZ U AE—
RIZEHBT 28551E, CLIOSLT A U AZ U AE— RO (62 3—) 2R LTL

f;él/\o

18 H HHEIIC
TTIAT LV AE—RDTNA A% AX 2 RT 17 731 A L LT Firewall Management Center
WEMLUES, ZOTF A ZATIEUTFTEEATEEEA,

R TR T IR OF =S A =T = A
« P L H—T = A AD DHCP

* Zero-Touch Provisioning

FIE

ATYF1 [TIN4 R (Devices) | >[T/31 REH (DeviceManagement) | T, w/LF A VAKX AT —
RIZEMT DT 3 ADRIZH D More () ZIRINL, [w/LT A LV AX o A~DZHE (Convert
to Multi-Instance) | %R L F 7,

Secure Firewall 3100/4200 DY )L F A Y R HZ VR E— FDOEH .
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B = xoxrsroz28022—rA0ZH

12:VFAVREVAANDER:

Delete

Generate Template from Device
Packet Tracer

Packet Capture

Revert Upgrade

Health Monitor

Convert to Multi-instance

Troubleshoot Files

Fild, BRT D2EHOT AL AORICH DT = v IRy 7 REF LT, [—EF7Y >3
VMER (Select Bulk Action) [>[TILFA RV AADZEH (Convert toMulti-Instance) |
EERRTHZEHLTEET,

13 —{E %

2 Devices Selected Select Bulk Action v

Edit Advanced Settings
. Upgrade to Snort 3
Upgrade Threat Defense Software

Jngroup
Upgrade FXOS and Firmware (Chassis Only)

10108 convert to Multi-instance
10.89.!

Edit Deployment Settings
1120-2 SQnart ?

RATv T2 EMOETEZMER L, [T (Continue) 1227 U v 7 LET,

. Secure Firewall 3100/4200 DT )LF A VR A2 VR E— FDFEH



| Secure Firewall 31004200 D2 )LF A Y 22 VR E— KOEA
TNAADINLTFA VRAEVRAE— R DK .

14: BIBOHR

Convert to Multi-Instance Mode

You have selected: 3110-2.

A 1. All configuration on the selected devices will be
erased during conversion to multi-instance mode. To
back up your configuration before conversion, use the
Devices > Device Management > Device > General >
Export tool.

2. The conversion causes the device to reboot. If you
disabled auto boot from ROMMON, first boot into
ROMMON and enter ‘confreg 1" and then reset’ to
reenable auto boot.

WK T = v 7 BFEITENET, e F BREADEITTOSRE. F= v 728K LT
R DD £,

ATV T3 MBEIIELT, Y ¥ —VOARIEEE L, [WVTFA L AX L A~DZHE (Convert to
Multi-Instance) %227 VU v 27 LET, T 74/ M T, T AAB™EHINETRH, v LT
A URB AL e — TR OMA BRI A LI2WIBE 03 H 0 £7,
GE)
JEBESHEITH Cd D & Vo B CHEIRILT = v 2 ICB K Lo A1, 207 at 2
NETTEETH-THE, O 220 o s LTHEBRNTF = v 7 2BEET L. §1775 &
VAN G e

15: % —2NER

Convert to Multi-Instance Mode

Selected device name 3110-2

Configured device name *

[ 3110-2 ] % ¢

Cancel Convert to Multi-instance

TNAARTNA AV X EPHHIBRESNDETR IS fFo &, BEICy v — & LTHE
BimEhEd,
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Secure Firewall 3100/4200 DT LF A YR8 VR E— FOEA |

ATV T8 U —VEFRBIXORET DI, [ v — (Chassis) 150 [EH (Manage) 1 %7 U >

s %, Edit(@) &2 U v s LET,

V¥ —D [V ¥ —~F—T % (Chassis Manager) |<— VM &, [EH (Summary) ]3—

UNRFRINET,

16: > v —EH

Chassis Manager: TPK-4

Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
Management IP: 192.168.1.34 Version:  7.4.0 (build 1572)

Network Module 1
mn 2 3 4

we 0y oz a3

o= Core Utilization 22 Of 32 Cores Usec Power Module1

Last updated:Jan 12, 2023 12:23 PM

e ) )
CONSOLE unknown USB @@@@@@@@

M5 116

Power Module2

x— A3 —T A ADHEFE

&
Show details

Faults Live status at: 12-Jan-202312:23  Interfaces Live status at: 12-Jan-2023 12:23 Instances Live status at: 12-Jan-2023 12:23

Categorized Faults

© 111 - Critical 2/2 - Waming & @ 3 Instances Found

40/0-Major  ® 0/0 - Info Up: 1 Down: 16

0 Dedicated 13 Dedicated

O {1 M 0 Shared 3 Shared 3 O 0

View in Health Monitoring & Good A\ Error @) Oftine
Hardware Statistics - [ Live status at: 12-Jan-2023 12:23

2 1 of 1 operable ‘ 1 of 1 operable 8 of 8 operable
Security Engine @ Excellent Power Supplies © Excellent Fans @ Excellent

=V LYL T MBS A —T A A, A VABZ L ADVLAN Y T A B —T = A A
EtherChannel f > % —7 = A ZADFERE /2 A —Y X v PREEWK LET, T 74/ F T,

WFLA o H—T = A AT > TWET,

N

GE) TV —I 7 MR—=FEREL, fhORy NU—7 Y 2 — VEMELZ FEITT HITIL. Cisco
Secure Firewall 3100/4200 [A]lF R > N T —F EY 2 — A 5ET 3 # BB LTI,

. Secure Firewall 3100/4200 DT )LF A VR BA VA E— KDFEA


management-center-device-config-77_chapter15.pdf#nameddest=unique_332
management-center-device-config-77_chapter15.pdf#nameddest=unique_332

| Secure Firewall 31004200 D2 )LF A Y 22 VR E— KOEA
MBS A—T A ROBRE .

\)

GE)  [TA ADRM (SyncDevice) |7HR ¥ > OFEMIIZ DU TIL, Firewall Management Center & D
YH =T 2 A ADEHEORH 2ZR LTI IZE 0,

MIBL A —T A ADETE

AUHE—T oA AEYEICENB L OB T L0, /X —T oA ADHELT 27
Ly AERETDHREDN— R =2 TRENARETT, 4 F—7 oA A&FHT DI,
AVHE—T oA A% — VIR LTI ENIC L, A U AZ U A TImBIC AT 5
VERHYET, T 74N FTIE, WAV F—T = A ATED /> T ET, VLANY T
AU B =T oA ADEE, BEREBIIBHA V¥ —T o4 ADPDRINET,

FIE

ATvT1  [T/NA R (Devices) | >[T/31 AEHE (DeviceManagement) ] T, [+ — (Chassis) ]
O [EE (Manage) | %27 Vv 27T 50Edit () &7V v LET,

17: % —CNDER

192 168.1.34 Defense Multi- 7.4.0
i tdoct L Instance Supervisor

TPK-4 Firewall 3120 Threat - o .
Manage NJA
e

VX —vD [V —~vF—Tx (Chassis Manager) | X— UM, [EH (Summary) ]3—
UNREREINET,

ATFw T2 [fZ—TxAA (Interfaces) | %7 Vv 27 LET,
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Secure Firewall 3100/4200 DT )LF A 22 VX E— FOEA |

B 2= s5-—czqz0nx

18: 4 23— 4R

ATvT3

Secure Firewall 3100/4200 DT )LF A VR A2 VR E— FDFEH

Chassis Manager: TPK-4 [cancel |
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
—_—
Network Module 1
/AT V- S T S V7 S V- R V/ S Y
= e
CONSOLE unknown USB @ @@
W9 10 M N2 13 114 15 16
Interface Name Port Type Instances VLAN ID Admin Speed Admin Duplex Admin State Auto Negotiation Admin FEC
® Ethemet1/1 Data instance? 1Gbps Full Enabled No Auto rd
® Ethemet1/2 Data instance1 100Mbps Half Disabled No Auto rd
® Ethernet1/3 Data instance1 100Mbps Half Disabled No Auto rd
® Ethernet1/4 Data 1Gbps Full Enabled Yes Auto e
® Ethemnet1/5 Data instance2 1Gbps Full Disabled No Auto rd
® Ethernet1/6 Data Sharing instance2 1Gbps Full Enabled No Auto rd
® Ethernet1/7 Data Sharing instance2 1Gbps Full Enabled No Auto rd
® Ethernet1/8 Data Sharing 1Gbps Full Disabled Yes Auto rd
® Ethernet1/9 Data Detect SFP Full Disabled Yes Auto rd
® Ethernet1/10 Data instance3 10Gbps Full Enabled Yes Auto rd
® Ethernet1/11 Data instance3 10Gbps Full Disabled Yes Auto rd
® Ethernet1/12 Data instance3 10Gbps Full Disabled Yes Auto e
@ Ethernet1/13 Data instance3 Detect SFP Full Disabled Yes Auto rd
@ Ethernet1/14 Data 10Gbps Full Enabled Yes Auto rd
@ Ethernet1/15 Data 10Gbps Full Disabled Yes cl108-rs rd

WHETHA v 2 —T oA AEdt (@) 22 ) v 7 LET,




| Secure Firewall 31004200 D2 )LF A Y 22 VR E— KOEA

ATvT4
ATy Th

ATvT6

ATy T17

ATvT8

masva—7r120%z |

19: 8B A 232 —7 24 DK

Edit Physical Interface
Interface ID
Ethernet1/8 Enabled

Port Type
Data

Admin Duplex

Fu v

Admin Speed
1Gbps

Auto Negotiation

Flow Control Send

[£%) (Enabled) ] F=v 27 Ry 7 ZA&2A LT, A2 —T=A ZAEHMELET,

[R—r~Z A7 (PortType) ] C. [T —% (Data) | £721F[7—# 4 (DataSharing) ] % EiR
LET,

X 20::R— + 24 7 (Port Type)

Port Type

pata v

Data

Data Sharing

[T =7 L v 7 A (Admin Duplex) ]| Zi%E L £7,

1Gbps LA EDESE L, TINT 27 Ly 7 ADREYR—NLET, SFPA ¥ —7 = A AL [2
& (Ful) |OHZEVFR—FLET,

[&FEE (Admin Speed) ] ZREL £,

SFP DO41% [SFPE M (Detect SFP) ] 38R L CTA > A h—/LEN TV 5 SFP £ 2 —/L
OEEHERH L, WYL HEZFEHLET, T2y 7 AIFICETET, HEIxrIr=—
Ta EFEICATT, ZoOFTFvarid, BTRY NI =TV a2 — N ERIOET MIER
L. EEABEICEGT 558 I ERMTT,

(f£:&) Link Layer Discovery Protocol (LLDP) /37w M & HGWZ3 5121%, [LLDPi%(/E (LLDP
Transmit) ] ¥721% [LLDP32{& (LLDP Receive) ] A 2L £ T,
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. EtherChannel D% E

ATvT9

ATy 710

ATy IN

Secure Firewall 3100/4200 DY )LF A VX4 VX E— FOMEA |

EE) 7ue—#l#EloAR—X (XOFF) 7 L —A%EHhT HI12iE, [7 2 —HlilEE (Flow
Control Send) ] =4 IZLET,

Tu—HlEc LY, B L TWAHA —V Ry hAR— NI, EEL TS — KN o7 E8ifEE
b —HOMT—HHEIETE A LI TEHZLICEo T, BERO T 7 0 v 7 L— &l
TEET, GEHEA— RN TRBENEL (WHAA v FTHRa—A 7)Y —2ARKE) | %
WU ETINT 7 4 v 7 225 TERLRoT5G8, R—AT7 VL —L%&FEETHI LITL-T,

ZOWRENFHEINSGETHEEEFILT L LI, ZOR— M LHEFR— M@ L ET,

R=RX TV —L&ZGFT5 L, BEUT AL RATT =4 X7y hOXREEZTIET 50T, 1
BERFD T — & Xy MERBPIIEShET,

GE)
Firewall Threat Defense (X, VUE— TN T 7 4 v 7 2L — Ml TE 5L D510, A—X7
L—LDEEFEETR—PFLTHVET,

7277l A—=XT7 L —LDOZEFTHR—F SN THERA,

WA A > FITIE, %h%hawr%rMWWOA/77@7m—Aw7—w#%D AA
FII Ny 7 7 KR — MIBERNCEID Y TET, Ny 7 rEHER o — b U — X —
~—7 QMB@%UA/77))%ﬁzé&\7m~ﬂ@ﬁﬁﬁmﬁofwé¢&T@4V
B =T oA APHLR—RAT L—ABEFEINET, o, Xy T 7 BRER— DO, T —F—
~—7 (3125MB (1250 > 7 7) ) #x 5L, FEDA L F—T = A AIPHR—XT L—
LBEFEENET, R—XDEEER., Ny 7 7 HEHEMEY +— 5%7%ﬁiD%F@5k
XON 7 L— L %&EXETEET (Fr—U0TiE 1.25MB (5000 Xy 7 7) . AR— R Z L2
MB (1000 N> 7 7) ) U7 s8— k) —i%, XON 7 L — A%xhﬁé&b774/7%ﬁ
B CTE £,

823X ICEHRESNTWA 7 —HIfll 7 L —LADBNYR—FEINTWET, 914 FY T4
N—=2D 7 a—flfEIY R R—FENTWERE A,

({£E) [HEir T =— 3 (Auto Negotiation) | ZA LT, HE, Vo7 AT—X

A, BROT7e—flif{lz T2 — DRI, v F—T oA A&FELET, 1Gbps Alifi
DFE T, ZORTELEWMETEEEA, SFPA X —7 = A ZADEA . HEN 1Gbps [T E
EhTwnd cw& HEix Iy o—a 28 caEd,

(PR AF (Save) 1227V v 7L, [f>¥—7=xA4A (Interfaces) ] X—TDf LIZH D [IRTF
(Save) 1227 Vv 7 LET,

IHRT, AV =2y —VICRRATE ET, £HIEIRY O—2EHATL2ETADIRY 8
Po

EtherChannel D& FE

EtherChannel (ZR— FF ¥ /L& BIEEIND) 1T, RUAT AT HA T EBEEDERK 8 HD A
VR U H =T 2 A ARG ENTE, FILEHELT 27 Ly 7 ACRETDLENH Y
4, AT AT XA TIERIAS F2ILSFPOWT N TY, B2 A7 @EXT 7148
DOSFPERESIEDLZENTEET, REEDA VX —T 2 A ATHEL KL RETHZ LT
Ao H =T 2 A AKE (IGBE10GBDOA v X —T =2 A A2 E) BIBESELZ LITTExEHR
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FIRE

&M

EtherChannel D% E .

AR, IEEA [SFPZ R (Detect SFP) JIZEE STV A A IIFISTT, ZOLEITR
HAVE—T 2 A AKEEHHTE, HAOKKEENEH S ET,

U VHEKHEIE 2 F 2 (LACP) Tlt. 2 oD%y NU—27 F34 2TV o 7 44951
ZuhalsF—4% 2=y b (LACPDU) 2T L5 LICLoT, £ ¥ —7 x4 ANREKN
EhE9, LACP TiX, =—¥ 0N AL7%2< TH, EtherChannel ~» VY > 7 @ HERENE L
BRI SN ET, /-, a7 4 Xalb—ra  OBEY PRI, AV A X —T <
A ZADWIHENIELWTF ¥ RV T NA—TICB RSN TWHZ ERTF v ShvET, [F)
F—RTIFA L HE—T 2 AARX T LT EICT ¥ RN TNN—TNDOAR R, A H—
T oA ABEATEP, it ar 74 Fal—varidFov 7 ShEtA,

% — 7% EtherChannel % /£ 9 % & . EtherChannel 1% [— 5 1: (Suspended) ]IRHE (Active
LACP — FOHE) 72X [# 7> (Down) 1IREE (On LACP E— FOHE) 12720, Yt
Vo ImT o7 L THMmBT N AZEIN Y CTHETFDOEFILAY £, EtherChannel 11,
A VAZRZBMESND &, 2O [—KEEIE (Suspended) 1IREEDHEIR L £T,

5RO BRI

WA =T 2 RN, N—FRU =T RNTA—FE2RELET, WA 7 —T =
A ADRE 25 ~—) ZZMLTIZEN,

[T/34 R (Devices) |>[T/31 REE (DeviceManagement) | T, [ ¥ — (Chassis) ]
O [EH (Manage) %27V v 7T H0Edit() %227 v 7 LET,

21: v —TDEE
TPK-4 Firewall 3120 Threat [re—
I |
———

192 168.1.34 Defense Multi- 7.4.0 l Manage
b Instance Supervisor

| TN

VX =D [y —~F— % (Chassis Manager) ] X— Y23 &, [EH (Summary) ]%—
UHRERINET,

ATFY T2 [A v H—T A A (Interfaces) | %27V v 27 LET,

Secure Firewall 3100/4200 DY )L F A Y R HZ VR E— FDOEH .
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. EtherChannel D% E

B22:423—TJx4R

Chassis Manager: TPK-4 o [ oo |
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
—_—
Network Module 1
/AT V- S T S V7 S V- R V/ S Y
e
. ] LJLJL L)
W9 10 M N2 13 114 15 16
Interface Name Port Type Instances VLAN ID Admin Speed Admin Duplex Admin State Auto Negotiation Admin FEC
® Ethemet1/1 Data instance? 1Gbps Full Enabled No Auto rd
® Ethemet1/2 Data instance1 100Mbps Half Disabled No Auto rd
® Ethernet1/3 Data instance1 100Mbps Half Disabled No Auto rd
® Ethernet1/4 Data 1Gbps Full Enabled Yes Auto e
® Ethemnet1/5 Data instance2 1Gbps Full Disabled No Auto rd
® Ethernet1/6 Data Sharing instance2 1Gbps Full Enabled No Auto rd
® Ethernet1/7 Data Sharing instance2 1Gbps Full Enabled No Auto rd
® Ethernet1/8 Data Sharing 1Gbps Full Disabled Yes Auto rd
® Ethernet1/9 Data Detect SFP Full Disabled Yes Auto rd
® Ethernet1/10 Data instance3 10Gbps Full Enabled Yes Auto rd
® Ethernet1/11 Data instance3 10Gbps Full Disabled Yes Auto rd
® Ethernet1/12 Data instance3 10Gbps Full Disabled Yes Auto e
@ Ethernet1/13 Data instance3 Detect SFP Full Disabled Yes Auto rd
@ Ethernet1/14 Data 10Gbps Full Enabled Yes Auto rd
@ Ethernet1/15 Data 10Gbps Full Disabled Yes cl108-rs rd

ATv 73 B (Add) ]>[EtherChannel-f > % —= = A A (EtherChannelInterface) %7 U v 7 L¥9, >

23 : EtherChannel 0 3& 10

ync Device | [ Add |

C | Sub Interface

EtherChannel Interface

ATV T8 UTFD[Af X —T7 =A% (Interfaces) ] /3T A—XEFRELET,

Secure Firewall 3100/4200 DT )LF A VR A2 VR E— FDFEH




I Secure Firewall 3100/4200 DT I)LF A VA BZ VX E— FDFEH
EtherChannel D% E .

R24:4208—T 14 ADHRE

Add EtherChannel Interface

Interfaces Configuration

EtherChannel ID: (1-48)
1 Enabled

Port Type
Data

Select Member Interface(s)

Available Interfaces (14) Selected Interfaces (2)
Ethernet1/1 Ethernet1/4
Ethernet1/2 Ethernet1/5
Ethernet1/3 5y
Ethernet1/6
Ethernet1/7 «

Ethernet1/8
Ethernet1/9
Ethernet1/10

a) [EtherChannel ID] (2%, 1 ~48 D ID Z$FE L £7°,
b) [Enabled] A4 2 LET,
¢) [R—hr&A7 (PortType) 1 T, [7—%# (Data) ] £72i%[7—# A (DataShared) ] %

WIR L E T,
R— NEATOEHEMIONTIE, AV F—T A AZALT BX—) 2BHRLTLE
éb\o

dy WPA X —T oA AR — FTF ¥ VBT 5120, [ERTRERA VX —T = A A

(Available Interface) ]V A kT Add (O) FIEINL, (BIRLTZA ¥ —T7 A A (Selected
Interfaces) ] U A MZEEIL £,

FTARTDA U F =T = A ZAZBMELITHIERT 2123, “ERAIAZ 27 ) v 7 LE
R

GE)
FTTIA L AZ L AZHD B THENTNDA VF—T =4 ZTEMTE LA,

ATy 75 ({EE) LLFO[E (Configuration) ] /37 A —X &% E L £,

INHDOEREDNDEL (LACP REZRL) 1%, EtherChannel IZEHDHA v Z—T7 = A ZADFEf}:
ERELET, AR =T oA AOFEILLEEZINER A, =& 21X, [LLDPZEF

Secure Firewall 3100/4200 DY )L F A Y R HZ VR E— FDOEH .



Secure Firewall 3100/4200 DT LF 1 R4 VR E— FOfEA |
. EtherChannel D% E

(LLDP Transmit) ] &4 NCT 556818, TOREEZFFOA X —T 24 AOHZPBEIMS IV E
T [EHHEE (Admin Speed) ] % 1Gbps I[ZF%ET D &, 1Gbps DA X —T = f ADH %5
HHLIENTEET,

R25: a0 74F2L—2 a3V DHRTER

Add EtherChannel Interface

Interfaces Configuration

Admin Duplex

Admin Speed
1Gbps

LACP Mode

Active

LACP Rate

Default

Auto Negotiation
LLDP Transmit
LLDP Receive

Flow Control Send

Cancel Save

Q) AUN—A L H—T A AH LT [EHT =7 L v 27 A (AdminDuplex) ] Z&#IR L E7
([ — % (Full Duplex) ] 721X & (Half Duplex) ]) .

BELET 2T v I ADA U= LB —T oA AZBNT5HE, R—FF ¥ RVICER
ZEMEnET,

b) Ry 7 XU UARARNTAUN—A U H—T A AZi# LT [EFLHE (Admin Speed) ]
ZEIRLET,

BELEHETIIRWA LU R—( VX —T 2 AZBMTH E, R— b F v RIVTIEFIC
ZIMTE EH A,

¢) [LACPE—F (LACPMode) | ([727 7 47 (Active) | £7213 [On] ZEIR L £,

(727747 (Active) 1: LACP 7 v 7T — X ERBIOZELET, 72747
EtherChannel X, 7 7 7 4« 7 £721%/3> 2 7 EtherChannel & B¢ 2 MESL CT& £7,
LACP N7 7 4 v 7 /N D2MERN D DB LSNI. 7277 47 F— R+
LHUMEMRHY FT,

s[4 (On) ]: EtherChannel (X5 (24> TH Y, LACPIXEH ENEHA, 4] O
EtherChannel I%. B/ 42| @ EtherChannel O & & £ 2 HESL. Tx £,

. Secure Firewall 3100/4200 DT )LF A VR A2 VR E— FDFEH



I Secure Firewall 3100/4200 DT )LF A VXA VX E— FDOERA

ATvT6

YIS =T/ ADHEE .

GE)
E— K% [On] 75 [Active] ICEE T 50>, [Active] 2>5 [On] IZEF 9% &, EtherChannel
DEMEIRRBICR D E THRRI DL NDHZENH Y £,

d) [LACP#E (LACPRate) | ([T 74/ (Default) ], [ (Fast) ], F72I1% [FEHE
(Normal) | Z&IRL 9,

T 7V NI [FE (Fast) ] T9,
¢) [LLDP%{Z (LLDP Transmit) ] £721% [LLDP3{Z (LLDP Receive) ] #4212 L T, AV
IN—A B —T = A A7 Link Layer Discovery Protocol (LLDP) FREZ 3R L E 7,
) A=A H—T A RNTWFE [7 r—Hli#lE{E (Flow Control Send) &% iE % A4 1T
L/i‘g—o

[fR1E (Save) 127 Vv Z L, [f ¥ —7=xA A (Interfaces) | X—T DA EIZH D [HRF
(Save) 1227 Vv LET,

INT, RV v—2 vy —VICRBRATEET, ZHIIRY O —2 BT L2 X TAHRICRY £

/I/O

YITALE—T A ADHKTE

FIE

ATvT1

Ty — IR R 500 HOY T A v B —T oA AZIBINTE E9,

AE =T A AT EDVLANIDIZ—ETHLOILENSHY £, £ AX L ANTIE, VLAN
IDIFEY Y THNTETRTOS U F—T 2 AREKRT—ETHILERDY £3, BiedA
VHE—=T A RZEN Y THNLTWAIRY, VLANID #3lDoA % —7 =4 A ETHFIHT
EET, 2L, AU ZEHLTWTS, &7 A F—T A4 ZANRHIROT T x5
W20 £,

OB arTiE, FXOSVLAN 7 A v Z—T =2 A ZIZONWTOLHPLEST, f A Z

VANTYH T A v F—T oA AZEINER CTEET, VY= AV H—T 2 f AL AH
VAR —T AR 3R—) EBBLT TSN,

[T/84 R (Devices) 1> [T/\/ REHE (DeviceManagement) | T, [+ — (Chassis) ]
O [EPL (Manage) | %#7 Vv 7T H0Edit(@) %227 Y v 7 LET,

2:v—DER
TPK-4 Firewall 3120 Threat F .
Manage
—_—

192 168.1.34 Defense Multi- 7.4.0
i tdoct L Instance Supervisor

TN

VX —v D[y —Y~F— % (Chassis Manager) ] X— 23 &, [EH (Summary) ]X—
VIRERENET,

Secure Firewall 3100/4200 DY )L F A Y R HZ VR E— FDOEH .



Secure Firewall 3100/4200 DT )LF A 22 VX E— FOEA |

B yo5-—z1zome

ATFY T2 [A v H—T A A (Interfaces) %27V v 27 LET,

Ba27: 43— (4R

Summary Interfaces Instances
—
Interface Name Port Type
® Ethernet1/1 Data
® Ethernet1/2 Data
® Ethernet1/3 Data
® Ethernet1/4 Data
Data

® Ethernet1/5

® Ethernet1/6 Data Sharing

® Ethernet1/7 Data Sharing

® Ethernet1/8 Data Sharing

® Ethernet1/9 Date
® Ethemet1/10 Dt
® Ethemet1/11 Data

® Ethemet/12 Data
® Ethemet1/13  Data
® Ethernet1/14 Diote

® Ethernet1/15 Data

Chassis Manager: TPK-4

Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor

System Configuration

Network Module 1

" 42

i

CONSOLE unknown USB

a0
Instances VLAN ID Admin Speed
instance2 1Gbps
instance1 100Mbps
instance1 100Mbps
1Gbps
instance2 1Gbps
instance2 1Gbps
instance2 1Gbps
1Gbps
Detect SFP
instance3 10Gbps
instance3 10Gbps
instance3 10Gbps
instance3 Detect SFP
10Gbps
10Gbps

Wz

Admin Duplex

Full

Half

Half

Full

Full

Full

Full

Full

Full

Full

Full

Full

Full

Full

Full

N
vevvvew

Mmooz 113 WS N6

Admin State

Enabled

Disabled

Disabled

Enabled

Disabled

Enabled

Enabled

Disabled

Disabled

Enabled

Disabled

Disabled

Disabled

Enabled

Disabled

Auto Negotiation

No

No

No

No

ATy 73 [EBM (Add) |>[HTA2—T 4R (Subinterface) | 27V v 7 LT,
RK28:9TA 28 —T 4 ADEM

ync Device | [ Add |

C § Sub Interface

EtherChannel Interface

ATV TE ROINT A—F ZERIE

LET,

Secure Firewall 3100/4200 DT )LF A VR A2 VR E— FDFEH

Save

Cancel

Admin FEC

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

cl108-rs




| Secure Firewall 3100/4200 D LF A Y25 R E— ROEA
1vz2avznemn [

B29: 97403 —TJ x4 REE

Add Sub Interface

Parent Interface

Ethernet1/1
Port Type

Data

Sublinterface 1D

100 (1-4294967295)

VLAN ID
' 100| (1-4094)

Cancel Save

a)

AT9 75 [fR1F (Save) 1227 Vw7 L, [£ ¥ —7 x4 A (Interfaces) | X—T DA LIZH D [IRTF
(Save) 127 Vw27 LET,

INT, ARV v—% vy —VICBRATEET, £2HEIFRY O —%ERTLIETHEDCRY £H
Mo

A2ARRRDIEN
NV FA AR AET— R T, 1 DL EDA A A Ry —VBIITTE ET, AR —
FNENBA L AZ L ADEIE, ET ML TR F4, A VAKX ADEM: & FifE s
(16 X—) ZZBL T LEIV,
1R B
FNRAADZNVNT A VAR AT— RO (21 2—) |

FIE

ATYT1 [T/N4 R (Devices) | >[T/\/4 AEHE (DeviceManagement) | T, [¥*—3 (Chassis) ]%
O [E#H (Manage) | %227 Vv 27T 50Edit () %227V v LET,

Secure Firewall 3100/4200 DY )L F A Y R HZ VR E— FDOEH .



0:v—DEE

_ Firewall 3120 Threat
InK=a Defense Multi-
Instance Supervisor

192.168.1.34

Secure Firewall 3100/4200 DT LF A YR8 VR E— FOEA |

?I4I0

TN

VX —vD [V —vFx—Tx (Chassis Manager) | S— VMBI, B (Summary) ]3—

URERSNET,

ATFY T2 [AAZ A (Instances) %27V w7 L, [f > AX L ADEN (AddInstance) [ %227 VU v 7

L/iha‘o

31: Instances

Chassis Manager: TPK-4
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
—
Name Version Resource Profile Management IP
~ @ instancel 7.4.0.1572 Default-Small 192.168.1.35
Ports
Interface Name Type
Ethernet1/2 Data
Ethernet1/3 Data
> @ instance2 7.4.0.1572 Default-Small 192.168.1.37

Management Gateway

192.168.1.254

192.168.1.254

Licenses

N.A

N.A

AC Palicy

N.A

N.A

Bl -

Platform Settings

N.A

N.A

Add Instance

RATv T3 [ (Agreement) | T, FEFIONEIZOWTEMEL, [FE L £ 7 (Iunderstand and accept the
agreement) | A T L, [k~ (Next) 127 U7 L%,

. Secure Firewall 3100/4200 DT )LF A VR A2 VR E— FDFEH
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1vz2avznemn [

32: 8284
Add Instance X

o Agreement 2 | Instance 3 | Interface 4 | Device 5 | Summary
Configuration Assignment Management

End User License Agreement

Effective: May 10, 2022

Secure Firewall Terms and Conditions

By clicking 'Accept’ below or using this Cisco Technology, you agree that such use is governed by the Cisco End User License
Agreement and applicable Product Specific Terms available at:
https:/fwww.cisco.com/c/en/us/aboutflegal/cloud-and-software/software-terms.html

You also acknowledge that you have read the Cisco Privacy Statement at:

https:/fwww.cisco.com/c/en/us/about/legal/privacy-full.html

If you are a Cisco partner accepting on behalf of an end customer, you must inform the end customer that the EULA applies to
such end customer's use of the Cisco Technology and provide the end customer with access to all relevant terms. If you do not
have authority to bind your company and its affiliates, or if you do not agree with the terms of the EULA, do not click 'Accept’ and
do not use the Cisco Technology.

| understand and accept the agreement.

ATV T8 [ AZ L AFE (Instance Configuration) [ TA 2 AKX L ANRT A—H ZFBTE L, [k~ (Next) ]
Vv LET,

Secure Firewall 3100/4200 DT )LF A VR A2 VR E— FDFEH .
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Add Instance

Secure Firewall 3100/4200 DT LF A YR8 VR E— FOEA |

Agreement o Instance 3 | Interface 4 | Device 5 | Summary
Configuration Assignment Management
Display Name* i
4 Permit Expert mode for CLI
instance4
Device Version* Resource Profile*
7.4.0.1572 Default-Small +
IPva
Management IP*
192.168.1.38

Network Mask*

255.255.255.0

Network Gateway™

192.168.1.254

FQDN Device SSH Password*
ciscocom || e

Firewall Mode* Confirm Password*
Routed || seemene

DNS Servers

Show Password

1.2.2.2,3.3.3.3,5555, 4.4.4.4

Cancel Back

Display Name

[7 /34 A3— 3 > (Device Version) ]: U A FENTWANR—V g 3, BEY ¥ —v
WA T — RENTWEHNRy =TT, Ny F =T g 0%, N RAREREEN
TWWed, Rand HHTEEEA, LAY —JIC7 v 77— F$ 512
X, ZZRLTLLEEN, Ty 77 L—R3425%E, &0 Firewall Threat Defense 73— 2

> L ¥ LU Firewall Threat Defense /X— 2 g VDO N A = 2 —IZFERINET, drv vty
=&Y ru— R 520%, FXOSCLIZ M3 2 0E ™ H Y £3, 1 : FXOS A A—
¥ & Firewall Threat Defense 4 A — Y Dili F3E U/ Ny 7 —JIZE&ENTWET, FEMIZD

WL, TNy a—T00 7 W74 K] #BRLTIIZEN,
WICH 2R L £

firepower-3110# scope firmware

firepower-3110# download image

https://10.10.7.89/Cisco_FTD_SSP_FP3K Upgrade-7.4.1-1.sh.DEV.tar

Please use the command 'show download-task' or 'show download-task detail' to check
download progress.

. Secure Firewall 3100/4200 DT )LF A VR A2 VR E— FDFEH


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot/b_2100_CLI_Troubleshoot_chapter_011.html#download-a-package-for-multi-instance-mode

I Secure Firewall 3100/4200 DT )LF A VXA VX E— FDOERA

1vz2avznemn [

% Download-task Cisco FTD SSP_FP3K Upgrade-7.4.1-1.sh.DEV.tar : completed successfully.

[IPv4], [IPv6], E72i% [l (Both) ]: ¥ —TDEHEA L H—T x4 ALFELF v b
U—2 FOERIP Y RLAZHRELET, Xy M= A7 L= U= ZREL
FT (U —VERULT— MU =A THLAREMERDHY ET) , V¥ —TOEFBA X —
Tz A RAFEA AL ALIEIN, EA LV AF AT RYy VT —2 ECTHMBO P T
KL 2AZEBET, T 74T, ZOIP T FL A2 SSH THEfE L T Firewall Threat
Defense CLI |27 7 B A T& £,

({£#&) FQDN

(77 A7 74 —/F—NK (FirewallMode) ]: [/b—7 > F (Routed) | F721% [FEiEHY
(Transparent) |, 77 A 7 VA —/LE— ROFEMIZONTIE, TV AT L N 77
AT U=V E—RELEINV—T Yy R 7747 U4+ E—FZZRLTIZSV,

[DNS#—,3— (DNS Servers) |: BE FT7 7 4 v 7 HH® DNS — —Da <X
YA NEATILET,

({ERE) [CLI®x=F A /3— E— ROFFA] (Permit Expert Mode for CLI) ]: =F A/3— k
T— RTliE, &ER NI 7 NVy 2—F v 712 Firewall Threat Defense 3 = /L5 7 7 & A
TXFET,

COF T arEANMITLE, SSHE Yy v a L inb A VAR AIEET VAT 5
=P N F A= E— FZHEBTEEST, 20X 7V g U E2ERTTSH L. FXOS
CLINOA VAR AT JEATHa2—F—DHNTF A— ME— REIGTE F
Ty A VAX U AOSEERIERCTIZE, ZOF T v arElhicT st LE
7

~=a 7 VOFIETRD H37285E. £ 7213 Cisco Technical Assistance Center 7> H 3K &

NiZGaDH, TXAN=F T=FEALES., Z0T— N2 5I2iE, Firewall
Threat Defense CLI C expert 2~ > R&EEH L £,

[VY—A7 w757 A/ (Resource Profile) ]: VY —A7 077 A /)WL CPU T D&
ELET, RAMIEZa 7 O TEIFJIZEID Y THIL, T A AT KEITA L AZ A
TEICA0GBIZERESNET, ¥ —IZiX, Default-Small, Default-Medium, Default-Large
DFTH N YV =R Ta7 7 AABREERTOES, Add(TH) 227V v o358, =
DY ¥ =y DT T 7 ANEBINTEET, BTV Y —AT 0T 7 A VEfET D LI
TEEHA,

Secure Firewall 3100/4200 DY )L F A Y R HZ VR E— FDOEH .


management-center-device-config-77_chapter7.pdf#nameddest=unique_241
management-center-device-config-77_chapter7.pdf#nameddest=unique_241

Secure Firewall 3100/4200 DY L F 1 Y242 VR E— ROER |
A VREVRAMDIEM

H3#4:UY—RTOT7AILDEM

Add resource profile X

Name*

silver

Description

MNumber of Cores*

24

Cancel Add

o 2T OE/NKIT 6 TT,

GE)

AT DD INA L AZ R, aTERLNA L AZ AL S CPUM SN
B RDEAENRH T, a7HB Vi v AZ AL, VT T 4 v T ARD
BACDEBELEZITLTLRVEST, T 74070 Ry 7REAELEEAICE, &
DZLOaTEEN Y TTIIEEN,

s T IXMEEL (6. 8. 10, 12, 1472F) THRAMEFECHEIV Y CHZIENTEET,

FIHTTRER IR R AT, ETFNMC Lo TRARYD 4, A A F 2 208N L FiR%E
(16 =) 2L T IZE0,

BCSFEIERVY—AT 0T 7 ANERVETHE, AV AZ AR - RS,
DOEEITKI S DR H 0 7, MENLSNTZEaHERT £720137 7 A X D4
W2, BRLOVAZXDY) V=27 a7 7 A NEENDYBTHLEXIL, TXTOAN—=DH A
ANFECTHDHZ EETELRITRIHBELTIIEIN,

« [T /34 ASSH/RA U — K (Device SSH Password) ] : CLI 7 7 -z A f @ Firewall Threat Defense
BFHEL—YP— 2T —F (SSH £/lFar Y —) ZFRELET, [/SAT— ROMER
(Confirm Password) | 7 4 —/L RIZ/XATU— K& H 9 —FEASLET,

ATY TS [fA X —T A ADEID YT (Interface Assignment) | T, V¥ —v A VX —T o Af A% A
ARG ZNZEID BT, [k~ (Next) 1227 U w7 LET,

. Secure Firewall 3100/4200 DT )LF A VR A2 VR E— FDFEH
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1vz2avznemn [

E3B:AB—T A ADEY LT

Add Instance

Agreement 2 | Instance o Interface 4 | Device 5 | Summary
Configuration Assignment Management

Available Interfaces (5) Selected Interfaces (3)

Ethernet1/7 = Ethernet1/4
Ethernet1/8 < Ethernet1/6 <
Ethernet1/9

Ethernet1/14
Ethernet1/15
Ethernet1/16

>

K«

Cancel Back m

%

AL L H—T o AL, ETA 3y () BERSNET,

ATvT6 [T/3A AEH (Device Management) | C, 7 /3 AEAOHKEZITV, [~ (Next) 1 &7
Vw27 LET,

Secure Firewall 3100/4200 DY )L F A Y R HZ VR E— FDOEH .



Secure Firewall 3100/4200 DY L F 1 Y242 VR E— ROER |
A VREVRAMDIEM

36:T/INA REHE

Add Instance X

Agreement 2 ) Instance 3 ) Interface o Device 5 | Summary
Configuration Assignment Management

Device Group

Access Control Policy*

inside-outside +

Platform Settings

instance-settings +

Smart Licensing
Malware

Threat

URL Filter

Cancel Back m

* Device Group

o [7 7 2 AR U 2 — (Access Control Policy) | : BEfED T 7 & AHHIAR U o — & BR 3
L0 HLWARY —2 Bk LET,

[T v b7+ —LFKE (Platform Settings) |: BEFDO 77 v N7 4 —ARER Y v — % 15
WRT20, FHLWARY —ZEkLET,

CARX— bk ZM4EURA

ATw 7T [EH (Summary) | TRHEZMR L, [fR1F (Save) 1227 U v 7 LET,

. Secure Firewall 3100/4200 DT )LF A VR A2 VR E— FDFEH
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v

FEIN TV ECRSE N |

37:9<)—
Add Instance X
Agreement 2 ) Instance 3 ) Interface 4 | Device ° Summary
Configuration Assignment Management
Instance Configuration #  Device Management - This info is required only during instance creation. ke

instanced Auto registration true
7.4.0.1572 : inside-outside
Default-Small
192.168.1.38 Platform Palicy instance-settings
255.255.255.0 censes MALWARE THREAT,URLFilter

192.168.1.254
routed

‘‘‘‘‘

cisco-fw-4.cisco.com

enabled

Interface Assignment - 2 dedicated and 1 shared interfaces attached Show A|

Cancel Back m

A VAL A RAFT DANS, ZOMEE TRELRETEET, RETDOLE [ RAF R
(Instances) ] HEIZA > AX L ARBMENET,
RATYT8 [ AKX A (Instances) ] HH T, [fR1F (Save) 127 Vw7 LET,
ATYvT9 v —MER AR LET,
JEBtR, A VAL U RX [T N AEH (Device Management) | “X— 2T 3A A L L GEM
SNET,

ATLEEDHARETAX

SNMP 2 8Dy v — LULDREERITHO ZENTEET, £/, Vv — L FXOSHREZ A~
AN—=brFEEF I AR—= TBZ2 ¢ TEET,

Secure Firewall 3100/4200 DY )L F A Y R HZ VR E— FDOEH .
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SNMP DK

FIE

ATy I

ATy T2
ATvT3

Secure Firewall 3100/4200 DT LF A YR8 VR E— FOEA |

T —LoULD MIB UL, WTERDDA VAR ADT—E A B —T 2 A AEHLTT
JEATEET, 2L VY —TDUVAT LI TIHRELE T, ZOA U AF AT, v —
Y SNMP E#ICOBMFHTEET, Vv —VDOEFHA X —T=2A 2% LTSNMP 2T 7
TATBHZLIITEERA,

1R BRI
ALVAZLAD T DIZSNMP 3 ELET, SNMPESIHL T 7EE0,

[T/34 R (Devices) |>[T/31 REHE (DeviceManagement) | T, [+ — (Chassis) ]
O [EE (Manage) | %7 Vv 27T 50Edit () %227V v LET,

38: v —VDERE

TPK-4 Firewall 3120 Threat
192.168.1.34 Defense Multi- 7.4.0 N/A
atdbi e Instance Supervisor

VX —v D[V —~vF—Tx (Chassis Manager) | X— UM, [EH (Summary) ]3—
UNREREINET,

[> AT LfERL (System Configuration) 1 %727 U > 27 LET,
[SNMP]%#27 Vw27 LT, RayFZ 7R RMNPLA L AZ L AERIRLET,
39: SNMP

Chassis Manager: 192.168.1.42

Cisco Secure Firewall 3110 Threat Defense Multi-Instance Supervisor

Summary Interfaces Instances System Configuration

SNMP . :
Choose an instance for the SNMP configuration

None

Import/Export

W

figuration will be applied to the chassis.

inst1

BIRLEA VAZ AN Yy — D SNMP LT 7B ATEET,

ATy 74 [Save (BRE) 127V vr7 LET,
ATYTE Uy —URERE R £,

. Secure Firewall 3100/4200 DT )LF A VR A2 VR E— FDFEH
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I Secure Firewall 3100/4200 DT )LF A VXA VX E— FDOERA

\"

X
I

n\l'll

FIE

ATy T

ATvT2
ATvT3
RTvT4

Sr—sBEDS vti— b ErETo 2k— [

BREDA vR— XTI RAKR—F

REDT Y AR— MEREZFH LT, Yv—Dar7 47— a  #EEZED XML 7 7
ANEO—IN A Ea—F| I AR—NTEET, TOar 74 Fal—Tary7yA)b
EHRTAUFAR—PL Ty —VIGREIZZ 7 4 Falb—a VEERZHEAL, L<bhroT
WARRICE LTV, AT ABENSEEIEZ0 T8 TEET, £, BiRscHn
Wz EN TR, RMAZREDHT LW ¥y — vy —VREEA VAR — b THZLHTX
£7

T AR—FTDEHE, Vv —VREDALANTZI AR—FEINET, f VAX L ADI LT 4
Fa2l =g VREITITI AR=FENETA, A VAXRT, TARALAADNRY T T v
EHEREZER L CEBNC ANy 7 7 v T BMENRH Y £7,

AVFR—=bTHE, T —VOBFOTRTORENA VA= T7 7 A VOREICEEIHMZ S
WET,
458 B EII
RE&ZA R —= T D= TR, UTFOREN—BL TV OIRENDH Y £,
ML Y=Y VYT T T "=V a v
« [f] U Firewall Threat Defense f > A X A A A —

cFB{URXy NRU—ZFEV 2—)L

[T/814 X (Devices) 1> [T/\1/ REHE (DeviceManagement) | T, [~ —3 (Chassis) ]
O [EH (Manage) 1 #27 Vv 7T H0Edit(O) %227 v 7 LET,

40:>v—DEE

TPK-4

192.168.1.34

Defense Multi- 7.4.0 N/A

Firewall 3120 Threat F '
Manage
Instance Supervisor e

VX —vD [V —vFx—Tx (Chassis Manager) | S— VMBI, [EX (Summary) ]3—
URERRINET,

[T AT LF%E (System Configuration) | %227 U > 27 LET,

[-f > AR— =7 AFR— b (Import/Export) %27V v 7 LET,

WEHE T AR— T HIZIE, LFOFIRZFEITLET,

a) [=Z AKR—1F (Export) |=UT T, [Z7 AKR— T HIZIZZZ%727 Y v (Click here to
export) 1227V v 7 LET,

Secure Firewall 3100/4200 DY )L F A Y R HZ VR E— FDOEH .



Secure Firewall 3100/4200 DT LF A YR8 VR E— FOEA |
B o sroq k- rERETI K-+

R 41:TH9RR— T 74 ILDER

Chassis Manager: 192.168.0.116

Cisco Secure Firewall 3130 Threat Defense Multi-Instance Supervisor
Summary Inerfaces Instances System Configuration

SNMP

Import/Export

Download

This will dewnioad the config fite exported

+ Download

b) [=7 AKR— K77 A VBN IEFIZIER 4V E L7z (Export file created successfully) ] &9
WHEE=FV T LET,

R:TYAR— T 7AIDBEREITERShELE

Dismiss all notifications

L )

Global X
Device Configuration Export

Device Configuration Export

Exporting device configuations

© Giobal X
Device Configuration Export

Export file created successfully
Download Export Package

c) WHAvt—Y ([ AKR— Xy r—DOF 7 m— R (Download Export Package) ])
7V w7350 [Fvrra—F (Download) |27 Vv 27 LT, =7 AKR—hrT77 AL
XU r—RLET,
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K43:54o>0—F

Chassis Manager: 192.168.0.116

Cisco Secure Firewall 3130 Threat Defense Multi-Instance Supervisor

Summary Inerfaces Instances ystem Configuration

SNMP

Import/Export

This anfig file &
+ Download

77 AT o LR CREINE T,

vr—vF5y tor—sonzz [

ATYTE REEZAVAR—FT DL, [42R—bF (Import) |>[ZZI2774)L% KBy 7 (DropFile

here) ]| =TI Sfo7 7 A NVE KT v 7 LET,

44 oiR—+b

Chassis Manager: 192.168.0.116

Cisco Secure Firewall 3130 Threat Defense Multi-Instance Supervisor

Summary Inerfaces Instances ystem Configuration

SNMP

Import/Export

+ Download

N —TSy T —LDETE

Import

Ws will replace the current chassis CG-‘:":,I\'I.H on with new configuration
Download
This will downi config

VX —VTF Ty R T F—ARETIE, VY — Y ERERTLIEOOS TN EMEARELE
T, BEO Yy —VETHRY O—2LFTEFET, Vv — VT LICBRIREDLERGES

X, HEORY > —Z2AERT D LENH Y T,

x— TS5y R I A—LEBRERY O—DER

(77 v b7 4+ —2LDOFE (Platform Settings) ] ~*—<" (Devices> Platform Settings) #{# L
T, 77y b 74— ER) O —%FHLET, ZOX—JZE, ERY v —DT A AD

Secure Firewall 3100/4200 DY )L F A Y R HZ VR E— FDOEH .



B onsoxe

FIE

ATy T
ATy T2

ATvT3

ATy T4

DNS D& E

Secure Firewall 3100/4200 DY )LF A VX4 VX E— FOMEA |

IATHRINET, [AT—HF A (Status) 5T, RV —=DFT A AF =0y FIURIN
iﬁqo

Devices > Platform Settings% i##R L £,

PEEOR Y > —041E, HY v —% Copy (), Edit (&), £7-i3Deete()) Tx £,
AE

EDOH =7y FTFARAL AT, HEICERLAERY =1 3HRUINTH - THHIFR L2V TL
W, RY —EERICHIBRT DRI, ENHDX—7y NMIBIOFRY —%EETH X5
IZLTL7EEN,

FLWARY —2ERT 212F, FTLWVWAY &— (NewPolicy) %7 VU v LET,

a) Ry 7HTLYRNNG [ —v 7Ty 74— LD E (Chassis Platform Settings) ]
IR E 7,

b) HLWARY >—d [4RT (Name) ] B LOREIL U T [REH] (Description) ] % AL E
D

¢) WMEIILUT, AU —ZmHT 2 [EHAIRE7Z2 > v — (Available Chassis) ] Z &R L |
GBI (Add) 127 Vv 7 (F721E K77 & Kuy) LT, 8RLEZT /A 2 &8
LET, [R5 (Search) 17 4 —/V RIZRKELXTINE AT LT, ¥v—r DU A RERKY
AL ENTEET,

d) [fR1F (Save) 127V v 27 LET,

VAT ALY, RY—MER S, REDTDIZENIET,

R —=DF =7y by —VBRT D203, WETDTT7 v M7+ —LRERY > — O

WZHHEdt ()22 U v 7 LET,

a) [RYT—DEID YT (Policy Assignment) | %7 U v 27 LET,

b) RV —IZ¥ v —TEFIV Y THIZIE, [EHFTRE/R T ¥ — (Available Chassis) |V A K
Ty —T %R, B (Add) 1227 V27 LET, RIZv 7 TR My 72 iH
THLZEHLTEET,

) Tx—TOEINYTEHIFRT D121, [BINL7Z ¥ — (Selected Chassis) ] U A F T
Ty —LORECH D Dete (L #27 U v 7 LET,

d [OK]1%Z7VUwyZ LET,

Ty =L TIHRABMLDIP T KU ANOBINLEREAIL. DNS VM —_—Z5E T 5 LERN
HNFET, NSOV Y —UDNSHKEIF., TAAT Ty 74— LRETREEINDA
AR AT EODNS RE & ITRLRY 97,
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I Secure Firewall 3100/4200 DY )LF A VR A2 VA E— FDEH
ons o i

BED DNS Y —_—Z B ET H5E., Vv — VLD —"—DFRIEXT v X A2 0 F
T 4 DD DNS b= N—=T N —TIZE N> TIHRRKADDT—N"—5RETEET, L2
X, 4 5OV — =T 1 OOV —=NR=FN—T%RELTZY, TN BEDOY—1—T4D
DY—=NR—=TN—TZRE LT TEET,

FIE

AT w71 [Devices> Platform Settings] Z3#R LT, v —3 R Y —Z1ERTD0RE L T,
AT w72 [DNS] &R L £9,
45:DNS

policyl ¢

Enter Description

DNS Resolution Settings
DNS Specify DNS servers groups.
SSH () Enable DNS name resolution by device

SSH Access List
Syslog DNS Server Groups

Time Synchronization

dns1 (default) & O
Time Zones

AT 9 T3 [T/3 AT K HDNSA iR % H50Z 9 5 (Enable DNS name resolution by device) ] A7 A X %
B LET,

ATy 74 B (Add) 1227 U2 L, DNS — =2 L—TF%BINLET,
46: DNS H—/\— 5 )L— T D&M

Add DNS Server Group ®

Select DNS Server Group *
[dns1 v ] <+ New Group

Make as default

AT S BEfED DNS —_— 7 —T %8RS5 (DNS b —_— J)—T7 F 7 =7 NOVEK %
20 . (HzE27YV 7 LT #HLWIIL—F (NewGroup) 122 U v 7 LT,

Secure Firewall 3100/4200 DY )L F A Y R HZ VR E— FDOEH .


management-center-device-config-77_chapter34.pdf#nameddest=unique_343

Secure Firewall 3100/4200 DT LF 1 R4 VR E— FOfEA |
B sstssussiroezyz romE

HLWIIL—T%BMNT5L, UTOEATa Ry 7 ANFRENET, 4ATE. K40
DDNS #—_R—IP 7 RLR&ED U ~XYEE LTHEEL, B (Add) 1227V v/ LE
j—o

47: 3 LWVDNS H—N— T IL—T ATz b+

New DNS Server Group Object ®

Name *

& )

DNS Servers
10.9.5.4] ’

ATYT6 [fRTF (Save) |27 U w7 35HE, DNSH——0U 2 MBS ET,
AT T EHRY—R—=T N —TEBMNT L. ZHLLOFEEA#EYIRL £,

JEETXADNS —_—F, T R_RCOIN—TEE5bFTHRKLI HOTT,

ATY T8 [R1F Save) 1227V w7 L, $+_RTCORN) —EHEEFELET,

SSHEXUSSH7 R X MDETE
BHA LA —T 2 ATEHI—F -5 vy —V~DSSHE v > a U ZFHA[45121L, SSH
P—R—ZHHMZL, FSNZRy NT—T 2R TELET,
FlE

ATv 71 [Devices> Platform Settings] #i#iR L T, v ¥ —3 R U v —%ERT 20 mELET,
ATwvF2  [SSH] Z#B|IRL £,

ATV T3 U —U~DSSHT 7 EBAEZHHNIT HITIX, [SSHY— S—DF % (Enable SSH Server) ]
ATA X/ LUET,
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ssHaLUssH7o 2y R roEE [

48:SSH

. ‘You have unsaved changes
policyl ¢ ¢ =3

Enter Description
o Policy Assignments (0)

SSH Server SSH Client
DNS Q Enable SSH Server Strict Host Keycheck
&58i) Algorithms. Vo Algorithms Vd
SSH Access List
Syslog ~ Encryption = ~ Encryption =
Time Synchronization aes128-cbe aes128-cbe
Time Zones 2e8128-ctr aes128-ctr
aes128-gcm_openssh_com aes128-gcm_openssh_com
aes192-cbc aes192-cbc
aes192-ctr aes192-ctr
aes256-cbc aes256-cbc
aes256-ctr aes256-ctr

olame ey i KB
Volume Rekey Limit none KB Time Rekey Limit Minutes

Time Rekey Limit none Minutes

II|<

ATy 74 FFalEsnd [T Y XA (Algorithms) | 5% ET HI2IL, Edit(@) &2V v 7 LET,
K 49:7I)L3Y) XLDEM

Add Algorithms ®

Available Algorithms (17) Selected Algorithms (3)
aes256-cbc (+) ~ Encryption
aes256-ctr o aes256-gcm_openssh_com o
~ Key Exchange

chacha20-poly1305_openssh_com (+]

~ Key Exchange ecdh-sha2-nistp521 O
curve25519-sha256 ~ Mac

hmac-sha2-512 O

curve25519-sha256_libssh_org
diffie-hellman-group14-shal
diffie-hellman-group14-sha256

ecdh-sha2-nistp256

Q00000

ecdh-sha2-nistp384

v Mac

]

hmac-sha-1
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B sstssussiroezyz romE

ATvT5

ATvT6

ATy T17

ATvT8

b)

c)

[ 51t (Encryption) ] 7 /b VU X AhZER L £,

[%—7%2#4 (Key Exchange) | 7 /b2 U X AZBEIRL £,

P TIE, WTHOYFEF LM TIIRE TRV MELFEH L3, 2
BELABIORA N X —LHAEDLESZ LT, AR MREENERLET, ZOF—53H
FRUT KV BRI — SGEREN FIRE & 72 0 £,

[Mac] BAMHET VT ) XL 2R L E77,

[ A F%¥— (HostKey) ] Tid. RSA F—_XTDEY 2T A A XE AT LET,

EV 2T A (Ey PEAD X, 1024 ~ 2048 OFEFHND 8 O TY, HRET 2 F— 1550
YA APREVIFEE, RSA F— AT OAERUZ DD RFHITE 2D £97, HI22048129 52

&

ZBEIOLET,

=D [F—FEKDORY = —AHE (Volume Rekey Limit) |12, FXOS 23t v a v %4)
Wrd 5 E TIZZORRCTHAIIND VT 7 4 v 7 O&EZ KB BN THRELET,

B RO [F— AR ORFHIBR (Time Rekey Limit) ] TlX, FX0OS 2k v v a v &2 UIKr4 5
AN SSHE Y v a V7T A RIVIREEZHLT GNHE S ZDBEMTHRELET,

[SSHZ 74 7> b (SSHClient) ] Tli&, IROFEEEITWVET,

50: SSH

policyl ¢

Enter Description

SSH Server SSH Client
DNS ‘) Enable SSH Server Strict Host Keycheck
Suln Algorithms. v Algorithms. V4
SSH Access List
Syslog ~ Encryption ~ Encryption
Time Synchronization aes128-cbe aes128-cbc
Time Zones aes128-ctr aes128-ctr
aes128-gem_openssh_com aes128-gcm_openssh_com
aes192-cbe aes192-cbc
aes192-ctr aes192-ctr
aes256-cbc aes256-cbc
aes256-ctr aes256-ctr

Host Key* 2048 Volume Rekey Limit none KB
Volume Rekey Limit | none KB Time Rekey Limit Minutes
Time Rekey Limit none Minutes

s B2 AR A h ¥ —F = v 7 (StrictHostKeycheck) ]: [f%) (enable) ]. [#E%) (disable) ].
F2X [ 7 (prompt) [ ZEIRL T, SSHAA R —F = v 7 ZHlf#EILET,

« enable : FXOS 23385k 2R A N 77 A MCE DR A b F—=NEIEHFELRWVEA.
B S SN E T, FXOSCLITY AT A Aa—7F 13— R 2a—7 0 enter
ssh-host =2~ RZfEH LT, FEITHRA N2 BMTA2LERH Y T,

s prompt : VX —VIZETEEMINTORWVWE A M —2 23 EGT 5 L 9k
DHNET,

. Secure Firewall 3100/4200 DT )LF A VR A2 VR E— FDFEH

‘You have unsaved changes | cancel m

Policy Assignments (0)



| Secure Firewall 31004200 DY LF A LR 8 R E— KO
ssHssUssH7o 2z Y2 roBE |

sdisable : (T 74/ F) Uy —ITBEIREFEINTZZ EDRR2VAR M —% BN
WA LET,

o [T Y XL (Algorithms) |: Edit()&2 2V v 7 LET, K51k (Encryption) ], [F—
ZH: (Key Exchange) ]. BL N [Mac] 7/ 3 Y XA ZERN L E7,

o [F—FHEMRDOARY = — AR (VolumeRekeyLimit) |: Z DR CHAIIND FT 7 4 v
7 DED ERE KBEALTHRELET, ZOMEBEAS L FXOSiTtyvarzfiL %
R

o [F—FARORFEHIPR (Time Rekey Limit) ] : FXOS 3% v ¥ 2 > & UIkr4 2 AiiC SSH
By alrBTA RALTHALZ ENTEXARFEZ D HEMNTHRELET,
RATvF9 [SSHT ZEAU A (SSH Access List) ] Z#R L FE9, SSH 2T 521X, IPT KL 2 F
72332y NI ~DT 7B REH T HMLERHY £9°,
BKR25OT778AY A2 NEBINTE £,
E51:SSH7 VX)X +

policyl ¢~

Enter Description

SSH Access List
DNS SSH Access will be allowed to the configured networks
SSH
Network List 74
SSH Access List
Sy=ig any-ipv4
Time Synchronization any-ipvé

Time Zones

@ By default, SSH access is denied unless you add a network to the list.

AFYyF10 Edit (&7 Vv 7 LTy NI—=0FT7V=7 FEBIML, [IR1F (Save) 1227V v 27 LE
T, IPT RLAEZFETANTLZEHTEET,
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. Syslog DT

B52: %y bI—0 £ TS b

Add Network Objects

Available Network Objects (13)

-

Selected Network Objects (1)

[ Q) Search Network Objects Remove All

—

13

any IPv4-Benchmark-Tests O

any-ipv4

any-ipve

IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8
IPv4-Private-172.16.0.0-12
IPv4-Private-192.168.0.0-16

IPv4-Private-All-RFC1918

IPv6-IPv4-Mapped

coocococooogoo

4

IPv6-Link-Local

[ Enter IP Host or Network ]

ATy TN [AFE (Save) 1227 U7 L, §_XTORY U —EHEZEFELET,

Syslog D& E

VX =D Syslog ZAMLTE £F, ZHHD Syslog 1x, ¥+ — D FXOS A~ L—7 1
YT VAT MinLEFSVET,

Flg
AT 71 [Devices> Platform Settings] #%#IR L T, v v — R U > —2ERKT 20 mELET,

AT v T2 [Syslog] #ER L £,
AT T3 [m—A%565E (Local Destinations) 1427V > 27 L, LFD7 4 —/L RIZASTLET,

. Secure Firewall 3100/4200 DT )LF A VR A2 VR E— FDFEH



I Secure Firewall 3100/4200 DY )LF A VR A VR E— FDEA
Syslog D& E .

53: Syslog M O — 11 JLIERRSE

policyl ¢

Enter Description

Local Destinations Remote Destinations Local Sources

DNS
Console
i @D Enable Admin State
SSH Access List
Level
Syslog Critical v
Time Synchronization
Monitor
Time Zones 3P Enable Admin State
Level
File

@D Enable Admin State

Level
[Cr\'tica\ v ]
Size *
[4194304 ]
Bytes

Z2 £ EA

[ Y —/L (Console) | EZ T ayv

[BEHLIRAE (Administrative Ty —vRary — VI syslog A vE—VERRTDHNED
State) | 7 4 —/L R MNERELET,

o BT A E LB, Y=l syslog A vE—T %
FRT DEAIE. (AL (Enable) 1F = v 7Ry 7 2%A
\LET, [%) (Enable) | F=v /Ry 7 AE4 71295

&L osyslog Ay =V ZIEBMSVET N, 2V —u
ICRRINER A,

[Level] 7 4 —/V K [V —/L (Console) |>[EELIKAE (Admin State) ] T[AZD
{t. (Enable) | F=v 7Ry 7 A&t A LzBAEIE, v
V=R RTDODRIED A v =Y LV EBRIRLET,
VX =1 Day =TT DL_ALL ED A =D E
RENFET, ROWTANIRY 9,

« 22 (Emergencies)
« 75—k (Alerts)
« 1) T 4 BhJL (Critical)

Secure Firewall 3100/4200 DY )L F A Y R HZ VR E— FDOEH .



. Syslog D& E

Secure Firewall 3100/4200 DY )LF A VX4 VX E— FOMEA |

Bl

B

[(E=%# (Monitor) | &2 3

[EHUIREE (Administrative
State) ] 7 4 —/V K

X —UNE=H|Tsyslog A v E—VERTRTLHNE I NE
BELET,

syslog A vE—V % u ZICBINT 5 & & bio, T I0FER
T 585G, AL (Bnable) 1F = v 7Ry 7 A&l
e [ﬁ@] (Enable) ]ﬁ;l/ﬁﬂ:/ﬁx;}éﬁj‘7ﬂl‘j‘5 L
syslog A v E—IIn ZITBEMESNETH, E=FITEK RS
WEH A,

[L~UL (Level) | Fmry 74
v YA

[‘E=% (Monitor) ]>[&EIKAEE (Admin State) ] T [HZD

(Enable) 1F = v 7Ry 7 AeA N LEHEIL, =4I
FRTHRIEDA v — LULEBIRL£9, E=XI121T
ZOLXULEDOA v —UNMERINET, ROWVT I
(2720 £95

« B4 (Emergencies)

« 77—k (Alerts)
2T 475l (Critical)
* [Errorg]

* [Warnings]

* [Notifications]

* [Information]

* [Debugging]

ATw T4 [VE— MEEL (Remote Destinations) | fIk T, ¥ — Lo ThERSINTZA v E—V%
RAFCE DRI BOINBE 7 DIRD T 4 —/L RIZAT LET,
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I Secure Firewall 3100/4200 DT )LF A VXA VX E— FDOERA

54 : Syslog ') E— h &R

policyl &

Enter Description

DNS

SSH

SSH Access List
Syslog

Time Synchronization

Time Zones

Local Destinations Remote Destinations

Serverl
@D Enable Admin State

Level

[Cn’tical v ]

Hostname *

[ 10.89.4.2 ]

Facility
[ Local7 v ]

Server2
3 Enable Admin State

Level

Hosthame *

Facility

Server3

(3 Enable Admin State

Level

Hostname *

Facility

Syslog D& E .

Local Sources

syslog A vt —% U E— MEEICEFET D 2 & T, HM syslog h— NTHRIHAIHE/R T 4 A2
FIKIISECTA =V 2T — AT L, RFBRICRX T T2 E2EETEES, 2L %
X, FFEX A 7D syslog A v E—URa ZICiegkInizy, e r7nbr—23 s Tlr
A= NHDHID 7 7 A MZEDOFEEPRFEES NI, DIV A NEAGDOAZ VT &M

L CHEEHEMANBE S 720 LI25EIT,

TO

BellZe 7 7 a UINFEITEND L O ICHRETEE

Secure Firewall 3100/4200 DY )L F A Y R HZ VR E— FDOEH .
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Secure Firewall 3100/4200 DY )LF A VX4 VX E— FOMEA |

&HI EiEA
[ PLRAE (Admin State) | VE—hBY 77 AT syslog A ve—T a2 RET D55
74—V K X, [A%) (Enable)] F=v 7Ry 7 A%F NI LET,

[LUb (Level) | Ka v 74
7 UA L

VAT DIREFETHA =V OREK LV E RN L £,
VE— K 77 A NMIFDO LN EDO R v E—UBNMRESN
9, WOWT NI F9,

« & (Emergencies)

« 77—k (Alerts)
2T 475l (Critical)
* [Errorg]

* [Warnings|

* [Notifications]

* [Information]

* [Debugging]

[RA NPT R LA
(Hostname/IP Address) ]
74—V R

VE—h BT T7ANBIFET DHRAMERIZIPT R
Ao

GE)
IP7 RLATIERLS, AR MM EMEHT 55615, DNSH—
NERET DMERDHY ET,

(77> VU7 ¢ (Facility) ] R
By FHEy YA R

TrAN A=Y DOR—=RL LTHEHT 5 syslog —/3D
VAT A ZHEREEERLET, ROWTANITRY £,

* local0
* locall
* local2
* local3
* local4
* local5
* local6
* local7

RTw TS [m—H/Vik{EIL (Local Sources) 15227 Vw27 L, AFOD7 4 —/L RIZASILET,
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55: Syslog M O — 1 JLEETT

policyl ¢

Enter Description

DNS

SSH

SSH Access List
Syslog

Time Synchronization

Local Destinations Remote Destinations

Faults

@D Enable Admin State

Audits

@ Enable Admin State

Local Sources

puEson: [

Time Zones
Events
(3 Enable Admin State
22 5 BA

VAT AEEuX L T EAENCLUET,

o 7 A LET,

VATFAANR haX USRI LET,

ATYT6 [IR1E (Save) 1227V w27 L, T X_RTCOR) —EHFEEFELET,

BRI HAD R TE
NTP Z i H L THEJER 22— N VAT AERB L, *y NU—7 VAT A ORL] % IEfEIC
FHEALET, ZDK I RKEEIL, CRL DRGEER SIEMER X A D AR T RETR7e E . W
N EBELRBIETHEIZRY £, HRK4BDNIP V— 2R ETEET,
)
G¥) «FXOS TlI. NTP X"— g v 3 AL ET,

e SMEENTP Y — "D A T X LMEN13LLEDEE, 77V r—3a A v AH 2 AT FXO0S
X —Y EONTP — N ERIHITEERHA, NTPZ 74 7 2 FDSNTP H— L[R5

72ONT, A NT X NMEN 1 TOEIMLET,

MEADNTP — "%ty b7 v 7 LTWDHEAIL. — 3 EO lete/ntp.conf 7 7 A /L TE
DA NTZ MEETRTEET, NTPH— DA T X7 LMEN 13 LL EOBFAIT,
T ANDA LT H MEZER L TH—"ZHEET 55, BIONTPH— (72 & 2L,

poolntp.org) ZEHT 252 LN TEET,

Secure Firewall 3100/4200 DY )L F A Y R HZ VR E— FDOEH .

ntp.conf



Secure Firewall 3100/4200 DT )LF A 22 VX E— FOEA |
B =ursons:

1R BHHEIIZ

NTP —/XDE A M Z AT 55615, DNS VP — 2R TETHILENH Y £, DNS O
E (48 X—) B LTLIEEN,

FIE

AT w71 [Devices> Platform Settings] Z R LT, ¥ —3 R U > —%AERTD0E L £9°,
AT w72 [BZOFH (Time Synchronization) ] ZER L £,
56 : B3 %I D B A

policyl ¢

Enter Description

O Via NTP from Management Center

DNS (®) Use Custom NTP Server
SSH
X NTP Servers
SSH Access List
Syslog ntp1 o

Time Synchronization

Time Zones

AT 73 Firewall Management Center 7> 5 % 2 Htf5 3" 545415, [Management Center®NTP#EHI  (Via
NTP from Management Center) | %7 U v 7 L9,

ZDOF T a kY, v — 3 & Firewall Management Center O [ J7 73 [F] URFZIZ 72 ) £ 9,

AT T4 HEENTP — =24 5120, [B A X LNTPY— X—Z{E ] (Use Custom NTP Server) ]
7 Vw7 LET,
a) (B (Add) 127V v 7 LTH—"—ZBMLET,
57:NTPH—/A—®D3EM

Add NTP Server ®

Select NTP Server *

[ntp1 v ] + New Server
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sqnv—niz ]

b) KRRy T XTI A=a—NEEREHSOT—N"—%2ERLTHEEM (Add) 1227V vrF
D0, BB (Add) 174 2o >[FHiHY— N— (NewServer) |27 U v 7 LTH LW —
NezEMLET, T

58 : %1 L LN NTPH—/\—®DiEMN

Add New NTP Server ®

NTP Server Name *

(o )

IP/FQDN *

[ 1.ntp.esl.cisco.com| ]

Authentication Key

[ Enter Authentication Key ]

Authentication Value

[ Enter Authentication Value ]

¢) HLWH—R—DifAIE, RDOT 4 —/L RIZAD L, [BI (Add) 1227V v27 LET,
* [NTPH—/3—4 (NTP Server Name) | : Z DO — X—Z5kAI9 % 72 DA HIL,
« [IP/FQDN] : +—/R—D IP 7 FL A £ /ZITAR A M,

* [#8FE% — (Authentication key) |35 X O [F&FEE (authentication VALUE) ] : NTP #—
N=5HF—1ID LEEEAE LET, 72& 21, OpenSSL 734 > A h—/L X317z NTP
=N N—T 3 428 p8 LR T SHAL ¥ — %47 521X, ntp-keygen-M =22~
FZ AL Tntp. keys 7 7 AV TH—ID LEZMERLET, ZOF—I1X, 7747
VREF—AROEFIKI LT, AvE—Y XAV A NOFHERIEHRT H X —E%
BHIT D7D LET,

NTP ¥ —/3Z85E Tl SHAl AR YR — M ENET,

ATvTs [IRfF (Save) 1227 Vw7 L, TRTORY —BHERAELET,

BA LY —2DERE

= DEA NS EBRELET,
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B = 725022 roym

FIE

AT w71 [Devices> Platform Settings] Z3&K LT, v —y R U —&AET 20 REL £,
ATY T2 [#A LV —> (TimeZones) ] R L £,
R 59:54LJ—>

policyl ¢

Enter Description

Time Zone:
DNS fuTc+00:00) UTC A ]
SSH
(UTC-12:00) Etc/GMT+12 Zone

SSH Access List

(UTC-11:00) Etc/GMT+11
Syslog

Time Synchronization (UTC-11:00) Pacific/Midway
Time Zones (UTC-11:00) Pacific/Niue
(UTC-11:00) Pacific/Pago_Pago
(UTC-11:00) Pacific/Samoa
(UTC-11:00) US/Samoa

(UTC-10:00) America/Adak

AT T3 Fuuy 7 HA v A=a—0nbiEb)/ie [ A LY — 2 (Time Zones) | Z iR L £,
ATy T8 [fRF (Save) 1227 Vw7 L, TRTCORY U —EEERFLET,

TILFA LRI RE—RKDEHE
D7 a s TiE, FXOSCLI TOREEFERLY vy —IZED Y Tonizf v H—T = A R
DOEFERE, HEY —HHTIZRNEZ ZZIZOWTHP L E T,
CLIOTILFA VAR ERAE—FDESNE

7 /3A A % Firewall Management Center |Z 1B BRI /LT A AKX v ZAE— FHAICHFRIRE
T 5580, LTFOFIEAE T L £J, Firewall Management Center Z ] L T~ /L F A A X
VAE— RIZEMT BI21E. TN ADSIVTF A VAKX AT — R~DEH (21 *—) %
ZHL TN,
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oLy s v2t—rkoant [

CNT A AE A= REFINZT HITIE, 2>/ —/LAR— b T Firewall Threat Defense CLI
WZHEE T D MERH Y F9, E— REZFE L5, Firewall Management Center (ZiE /1T & &
@—O

\}

GE)  FER— N TSSHICE CX 308, BEEOUK 28 572012, 23> Y —/LiR— M &fl
AT 2880 LET, ZOFREF, a2 Y—NER—bERHRELTNHET,

FIE

ATFYT1 vy —vary—LR— MR LET,
22 —)LiR— KX FXOS CLI IZ#5E L £7,

ATy T2 a—H—4 admin BL U2 YU — K Admin123 T 7 A > L £,
WIHTEXOSIcu /A v Lz X3, NAU—REEETAHLIRODLNET,

GE)

NAT— RFRTTIZEFEEINTNT, N2 T— R WERAIT, T3 AL A A—
L THRAT—=FRET 75V MUY NTDHIMLERHY £7, FA A —{LOTFIEIZDOWT
X, FXOSD NI TNy a—T 47 WA RESRLTIEIN,

1 -

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ***kkkk*

Confirm new password: ***x*x*x

Your password was updated successfully.

[...1]

firepower#

ATV T3 BIEOE—F (AT 47 E£Ear 7)) 2R LET, T—RFRRXA T4 7OHERIL. =
DFNEEFGIT L TCYNT A AL A (AT F) T— RIIEBRTE ET,

show system detail
£

firepower # show system detail

Systems:

Secure Firewall 3100/4200 DY )L F A Y R HZ VR E— FDOEH .
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B cuo~rrrozsze—roant

ATvT4

ATy TH

ATvT6

Name: firepower

Mode: Stand Alone

System IP Address: 172.16.0.50

System IPv6 Address: ::

System Owner:

System Site:

Deploy Mode: Native

Description for System:
firepower #

Firewall Threat Defense CLI |Z#5#: L £ 7,

connect ftd

1 :

firepower# connect ftd
>

Firewall Threat Defense (2] TR VA 35 &, —BRAARNICRIET AL oKD o ET,
ZD#H, CLIty T v 7 A7 V7 vRERENET,

Yy "NT TR T NEHEATHE, BHA LA —T A ZADIPT RLUAREZRETE
4, L, SAFA U AZ AT — RICEHT DL, ROBEDHEMMERFESNE T,

c BHFEANRAT— K (FIEn 7 A R E)

« DNS #—

* Search domains

YNFA AR AEFT—RNav L FO—RELT, BHIPT LAY —buaoA %2V kY
FLET, SAFA L AZ L AET— RICEH L=, FXOSCLI TEHREZEFT TE F7,
FXOSCLI O % —VEHREDEE (68 X—) ZHHBLTIEIN,

NTFA VAR AT REFAMNIL, VY —VEHA X —T A A%FRIE L. Firewall
Management Center Z5FE L E 9, IPv4 I KOV E72IL IPv6 OFNT R RAIEELHEHTE %
ﬁgDm}ﬁ%ﬁ~kéhfwiﬁho:vVF%Aﬁﬁék\mE%%fbf)7—%¢5
ITRDBNET, ERASE (T_XTKILF) AN LES, VAT 2BV 7—RL, E—
ﬁﬁ@ BRELT, av U FTCRELLLEHR Yy N = RELEHENAY — FZRNT
BRIEPHESINET, ¥ —TDAKRA ML [firepower-model | IZEE SAIVE T,

IPv4 :

configure multi-instance network ipv4 ip_address network _mask gateway ip_address manager
manager_name {hostname | ipv4_address| DONTRESOLVE} registration_key nat_id

IPv6

configure multi-instance network ipv6 ipv6_address prefix_length gateway ip_address manager
manager_name {hostname | ipv6_address| DONTRESOLVE} registration_key nat_id

KO manager 2 AR—F 2 FEBIRL T EEW,
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AURBVRIEY BT ohA va—T 24 20EE [

« {hostname | ipv4_address| DONTRESOLVE} : Firewall Management Center @ FQDN % 7213

IP7 RLADOWTNNZIELET, WM O SSLIESLEET ¥ X LE 2 BDOT /A
ARNCHESLT DI2iE, D7 &b 1 HBEDOT 231 A (Firewall Management Center = 72 (33 v —
V) ICEIERRE/R IP 7 RLVARMETT, Z0a~vy RTvRr—V vy DARA MM E2IL
IP7 KL AZIEE LARWEAIL, DONTRESOLVE# A LTLZ&W, ZOHE, v v—
AZEFEFEERIP T RLAEIIHRA MBRKEL 2D | nat-id ZHEETH2HERH Y &
R

registration_key : v — &% Ek7 5 & X Firewall Management Center C & {5 E 7T H{LE
DI HA DBERF—E AN LET, BEF—I1L37 LFUFCTHLERDHY £9., A
NI CFITUE, T (A~Z, a~z, 0~9) \ BRUOANA T () BRERHY ET,

nat_id : — 5 O TREEERTREZR IP 7 R L A E 72 1TR X PADBEE SV TORWIEGE I,
U — & BERT 5 L X |2 Firewall Management Center CHIEE T ALEDO—B DU H A
AXFHNEEELET, ZHIE~R =¥ DT FLRAERITARR M ERE LRWERAIS
MAELRDETH, RARMELIZIP T RLAZEETAHATH, #IZNATID 2% 7E
TLHZEEHRLET, NATID E37 LFUFICT2HERH Y £3°, AR CFITIE,
FHTF (A~Z, a~z, 0~9) . BLUOANA 7 () REBRHY £, ZDIDIE, Firewall
Management Center |2 $k T 2D T /S ZIIEHTE £ A,

T—RETTT7AT AT — RIZETIZIE, FXOSCLI #f#H L. scopesystem. set deploymode
native DIEIZ AN T 5 HENRH Y £9°, FXOSCLI D v — 3 EHEFREDLEH (68 2—) %
SR LTI,

1

> configure multi-instance network ipv4 172.16.0.104 255.255.255.0 172.16.0.1 manager
fmecl 172.16.0.103 impala67 winchesterl

WARNING: This command will discard any FTD configuration (except admin’s credentials).
Make sure you backup your content. All previous content will be lost. System is going
to be re-initialized.

Type ERASE to confirm:ERASE

Exit...

>

AT 7F1 Firewall Management Center |23 v — Y& B LET, r—TOBEMNESBLTIZIN,

AVAEVRIZENYETONA V3 —T 241 ADEE

A VAR UADA U H—T oA AFENY YT, B Y THRLEZY TEET, HrLng >
H—T oA ZA&BEMLTZ0D ., REHOA L H—T =24 ZAZHIELIZD LTH, AV AF L AD
RIECH 2 DB /IR TT, AV AX AT EEE 5 2312, 10 24 C 57 EtherChannel
DAL=y ToeffmEdTH2 b TEET, L, EXF2 VT 4R —THEHSATY
HAE—T A AEHIRTHE, REICHELHEXET,

A H =T 2 A AX, T EAL—)L, NAT. SSL. 7145 T 47 4/L—/L, VPN, DHCP
P N—=Tp & A U AZ L ADRFEILBIT DL L O CEHESR I TV D ARt H v £
T A B —T A ZEHIRTHE, FOA L E—T oA ZZEEMTONTVAREN T
THIBRES N E T,

Secure Firewall 3100/4200 DY )L F A Y R HZ VR E— FDOEH .


management-center-device-config-77_chapter1.pdf#nameddest=unique_47

Secure Firewall 3100/4200 DT )LF A 22 VX E— FOEA |
B xsrzmvscontrs—oz120%E

X2 VT 4 V= BRI AR — I B e 2T EE A,
A\

GE)  mAHMEEERT 5T o=y MIHLTRIUA v ¥ —7 = A ADEEZLT O LENH
DVET, o LARTHE, @ HAENELHERELZRWARERH Y £,

1R & BHEIIZ
s A UAF U ADEE Q0°—V) - TA L EZ—T=2A AEHRELET,

s TTIZEIN B THENTWDA ' H—7 = A A% EtherChannel |ZIBIN 2 121%, 94 A
B AN =T A ZADFNY Y THMEER L. KIZEtherChannel |24 % —7 = A A
ZBINT 20N SH Y £97, H LV EtherChannel DA, T D% TA LV AKX U AT
EtherChannel &V 4 THZ ENTEXET,

FIRr

ATv T [T/AL R (Devices) | > [T/ A4 REHE (DeviceManagement) ] T, [~ v — (Chassis) ]
O [EH (Manage) %7V v 7T H0Edit(O) %227 vy 7 LET,

60: v —LDEE

TPK-4 Firewall 3120 Threat - o .
Manage NJA
e

192.168.1.34 Defense Multi- 7.4.0

Instance Supervisor

X =D [y —~F— % (Chassis Manager) ] X— Y23 &, [EH (Summary) ]X—
UHRERINET,

ATY T2 [A v AX A (Instances) (27 Vw7 L, AV H—T oA RAEEETLHA AKX ADRRIC
HHEAt(O) B v LET,
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4228 VRIZBIY BT va—Tx 4 20%E [

61: Instances

Chassis Manager: TPK-4 T (oo |
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary  Interfaces Instances System Configuration
—
Add Instance
Name Version Resource Profile Management IP Management Gateway Licenses AC Policy Platform Settings
v @ instancel 7.4.0.1572 Default-Small 192.168.1.35 192.168.1.254 N.A N.A N.A ]
Ports
Interface Name Type
Ethernet1/2 Data
Ethernet1/3 Data
> @ instance2 7.4.0.1572 Default-Small 192.168.1.37 192.168.1.254 N.A N.A N.A e

ATV T3 [ F—T A ADE|D YT (Interface Assignment) |EHAE RSN D FE T, [~ (Next) ]
U Vv LET,

62: 48 —T1 4 ADE|Y BT
Edit Instance X

(1 Instance Configuration e Interface Assignment 3 | Summary

Available Interfaces (13) Selected Interfaces (3)
Ethernet1/1 Ethernet1/2
Ethernet1/3 Ethernet1/4
Ethernet1/5.11 < Ethernet1/5 =
Ethernet1/5.12 <
Ethernet1/9
Ethernet1/10
Ethernet1/11
Ethernet1/12

Ethernet1/13 ”
Ethernet1/14 «
Ethernet1/15
Ethernet1/16

Port-channel1 «

Cancel Back m
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REDNERE

HEA LB —T o AT, EET A2y () BDEEINET,

ATYTG A H—T oA RAEEFTL, [k~ (Next) %27 U v 7 LET,
AT 75 [EH (Summary) JEE T [{RT7F (Save) 1227V v 27 LET,
ATy 76 EmaHAMEEZERT I, o=y NI LTRIUA VX —T oA ADEREITI LENH

FXOS CLI D > v —

FIE

ATy

VET, 2o LaThiE, @A REL SR LZRWAEREER DY £,

VEHEHRTENDER
VA — VBB LA —T 2 A ADIPT RLREF— NI = A BEET A4 Firewall

Management Center Z 87 LW\~ X — Y ¥ IZER T H56, BHENSAU— R2ZEHT 58545,
FIFI~YNTA L AZ 2T — R8RS 58813, FXOSCLI /6 FITTEET,

y—var Y —)LiR— MR LET,

o —)LiR— ML FXOS CLI I8 L £,

G¥)

arY— AR — b5 L EHESEL 97, Firewall Management Center D> ¥ — 377 &
N7 4 — LRETHR SN TWAEAIL, SSHEMH L TEMA ¥ —7 =1 AT 52
L TEFES, L, BHIP T RLAZEET AL LUIInEd,

ATY T2 2—F4 admin &, ¥y T v THICRE LI ARAY—REFEH LT /(o LET,
ATFYT3 BEHIPT FUAOEEHKIPVET RLALIPv6 7 FL 2 (EbEEmn—FbH) 2EHTxE

D

IPv4 :

scope fabric-interconnect

set out-of-band static ip ip_address netmask network _mask gw gateway _ip_address

IPV6 :

scope fabric-interconnect

scope ipv6-config

set out-of-band static ipv6 ipv6_address ipv6-prefix prefix_length ipv6-gw gateway address
1 -

IPV4

firepower-3110# scope fabric-interconnect

firepower-3110 /fabric-interconnect # set out-of-band static ip 10.5.23.8 netmask

255.255.255.0
gw 10.5.23.1
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ATv74

ATy TH

moscu o> v—gEREnzE |

IPv6

firepower-3110# scope fabric-interconnect

firepower-3110 / fabric-interconnect # scope ipvé6-config

firepower-3110 / fabric-interconnect /ipvé6-config # set out-of-band static ipveé
2001:DB8::34

ipvé-prefix 64 ipvé-gw 2001:DB8::1

Firewall Management Center #2858 L £ 97,
BANZ. BIFED Firewall Management Center 725 3 ¥ — 3 & BERER T DL BN H D £,

enter device-manager manager_name [hostname {hostname | ipv4_address | ipv6_address} ] [nat-id
nat_id]

Bk —D AN &R S ET,
Zoavry NI, FORa—FNETHLANTEET,

« hostname {hostname | ipv4_address | ipv6_address} : Firewall Management Center @ FQDN %
TIZIP T KU AZFRE L E T, BIFMO TLS-1.3 K 5ALBET ¥ 1% 2 50T /31 A
WCHESL T B12iE, D7 TH 1B EDT /SA X (Firewall Management Center & 72133 v —
V) ZEEERRE/R IP 7 R L ARMEETY, hostname A #5E L Z2WEE 1L, v v — V(2]
FEFRERIP 7 RUAEIIIARA MMBKEL Y | natid Z5ET HLERH Y £7,

e nat-id nat_id : — 5 OMITEIFERFE/R IP 7 KL A ET2IIA A MADBEE LTV WA
X, ¥ ¥ — & BT 5D & X T Firewall Management Center CHIEET H2EEDO—ED T
B A LSCFRHNEFEE L E T, 24U hostname ZH57E L7a WA ITNA L 720 923, &
APMGELITIP 7T FLAZIET DHATH, WICNATID 2 E+ 25 2 L ot L%
T NATID (337 XFLLFICT 2L ERH Y £9, ARRLFITIE, BT (A~Z, a~
z, 0~9) | BEXONA T () &ERHY ET, ZDIDIL, Firewall Management Center
(BB DM DT A A TE EE A

* Registration Key: reg_key : > v — 3 &% %7 % & (T Firewall Management Center C % 57
THEEDOU VA A DBEFX—2ERTH T a7 MRFRESNET, BEF—1337 X
FUFICT 2HERNH Y T, ARRCFITIE, BT (A~Z, a~z, 0~9) . BLOAN
A7 () BREBRDHY ET,

51

firepower-3110# enter device-manager boulder fmc hostname 10.89.5.35 nat-id 93002
(Valid registration key characters: [a-z], [A-Z],[0-9],[-]. Length: [2-36]
Registration Key: Impala67

admin /NAU— REEELET,
scope security
set password

NAT—R&x AJJL %7, password
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ATvT6

TILFA Y

Secure Firewall 3100/4200 DY )LF A VX4 VX E— FOMEA |
FDE=RY LY

INAT— R&fER LE T, password
£

firepower-3110# scope security
firepower-3110 /security # set password
Enter new password: Sw@nsong67

Confirm new password: Sw@nsong67
firepower-3110 /security #

NTFA VAL AT REENILTC, VAT LET T IA T AE—RNIZRLET,
scope system

set deploymode native

BEEHTLLIITkO6NES,

i

firepower-3110# scope system

firepower-3110 /system # set deploymode native

All configuration and bootable images will be lost and system will reboot.
If there was out of band upgrade, it might reboot with the base version and
need to re-image to get the expected running version.

Do you still want to change deploy mode? (yes/no):yes

firepower-3110 /system #

F— RENLNTA AL AE— RIZETIZIE,  [set deploymodecontainer | & AJJLET,
show system detail =~ > FZ2fHL T, BEOET— FEMERTEET,

ABRAE—FDEZRY DY

oIV aNt, INNTFA AR AE— ROV —V A VAR AD N T T 2 —
T4 T BXORBWNCERL L ET,

TILFA VAR RZAARAEBEDE=2) YT

show system detail

ZOFX0Sa~<y FiE, BIEDE—F (XA T4 7 EiF=arTF) #FRLET, TR
AT 4T (TTIAT L AE=REBMIND) ODHAIZ, vAVTFA L AZ R (2T
F) E—RICEBRTEET, YALTA UV AF L RAE— RO a7 MNARNT %I
[firepower-<ET /L>| C, 77747 AE— KD 7 17 N, Firewall Threat Defense (2
HELEHRA MM TY (F7 40 FTlE firepower] ) .

firepower # show system detail
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Systems:
Name: firepower
Mode: Stand Alone
System IP Address: 172.16.0.50
System IPv6 Address:
System Owner:
System Site:
Deploy Mode: Native
Description for System:
firepower #

scope system > show

ZOFX0Sa~vy Rk, BIEEOE— REREATERRLET, v VTFA L AZX L RAE— RO
a7 NARNE— e Tfirepower-<ET V> T, 77 74TV AE— KD 17 M,
Firewall Threat Defense (ZF% € L7= A b4 T9,

firepower-3110# scope system
firepower-3110 /system # show

Systems:
Name Mode Deploy Mode System IP Address System IPv6 Address
firepower-3110
Stand Alone Container 10.89.5.42

3110-1# scope system
3110-1 /system # show

Systems:
Name Mode Deploy Mode System IP Address System IPv6 Address
3110-1 Stand Alone Native 10.89.5.41

3110-1 /system #

AAVE—TITARDE=ZRY VY

show portmanager switch forward-rules hardware mac-filter

Zoawy N, A VAL RAZERAOMEA X —T 2 A4 ANED Y THENZ2ODA
AL ADNERAA v Tk — L E2FoR LET, A=y b 121F ftdl 128 4TS,
A =By 1T 2 IRV S TOENET,

ECMP 7 /L —7" 1540 1L ftd1 (2810 4 TH3L, ECMP Z/V—7" 1541 (T frd2 IZEI D B CTHNFE
—éﬂo

secfw-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter

VLAN SRC_PORT PC ID SRC ID DST PORT PKT CNT DMAC
1 17 0 17 19 29164 0:0:0:0:0:0
2 0 19 0 19 17 67588 0:0:0:0:0:0
3 0 1 0 101 1541 0 a2:5b:83:0:0:15
4 0 1 0 101 1541 8181 ff:ff:ff:ff:ff:ff
5 0 2 0 102 1540 0 a2:5b:83:0:0:18
6 0 2 0 102 1540 431 ff:ff:ff:ff:ff:ff
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B x5 xq08-—7z1208=8y0%

7 0 17 0 0 0 11133 0:
8 0 17 0 0 0 0 O0:

ooy N, EYEHA X —T oA ANRTHIZE D B TENTZ20D A VAKX ADN
WAL v FHBENL—NERRLET, A —FFy b ULIZfdl & fid2 O THBEINE T,

ECMP 7' )L—=7 1540 i ftd1 (2% 0 24T H 4L, ECMP 7 /L—7 1541 1% ftd2 (128 4 THNE

—g—o

MCAST 7 /v—7" 4096 1%, ftdl & fid2 DI CT7r—R¥ ¥ A b T 7 4 v 7 2805720

RS ET,

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter
VLAN  SRC_PORT PC_ID SRC_ID  DST PORT PKT CNT DMAC

1 0 17 0 17 19 2268 0:0:0:0:0:0

2 0 19 0 19 17 4844 0:0:0:0:0:0

3 0 1 0 101 1541 0 a2:5b:83:0:0:9

4 0 1 0 101 4096 546 ff:ff:ff:ff:ff:ff

5 0 1 0 101 1540 0 a2:5b:83:0:0:c

6 0 17 0 0 0 1263 0:0:0:0:0:0

7 0 17 0 0 0 0 0:0:0:0:0:0

Zoawr N, EYTA =T oA ARHFIZE D B THENZ2O0DA VAHX U ADN
WAL v FHEEN— NV ERRLET, 4 —F Ry b 1/1.2452 1% ftdl & fid2 O CHEINE

RS

ECMP 7 /L —7 1540 1% ftd1 (ZHIV T Hiv, ECMP 7 /L—7 1541 [T ftd2 (ZHID ¥ TH L E

R

MCAST 7 /L—7" 4097 I, ftdl & ftd2 DI CT R—R¥¥ A~ hT7 ¢ v 7 2T 5720

RS ET,

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter
VLAN SRC_PORT PC_ID SRC_ID DST_PORT PKT_CNT DMAC

1 0 17 0 17 19 21305 0:0:0:0:0:0

2 0 19 0 19 17 50976 0:0:0:0:0:0

3 2452 1 0 101 1541 430 a2:5p:83:0:0:f

4 2452 1 0 101 4097 0 ff:ff:ff:ff:ff:ff

5 2452 1 0 101 1540 0 a2:5b:83:0:0:12

6 0 17 0 0 0 11038 0:0:0:0:0:0

7 0 17 0 0 0 0 0:0:0:0:0:0

show portmanager switch ecmp-groups detail

oawy REFEHALT, %A A 2 AD Eemp-Vport-Physical 18— k-~ v B2 7 ORI &2 —
BERRLET,

N

GE)  WHER—F 181, WEHAA v F A LV AZ L ABON Y 7 L= T o TV T L F—

7z A ATY,
firepower-3140 (local-mgmt) # show portmanager switch ecmp-groups detail
ECMP-GROUP VPORT PHYSICAL-PORT
1 1536 256 18
2 1537 257 18
3 1538 258 18
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259
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262
263
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265
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18
18
18
18
18
18
18

show portmanager switch mcast-groups detail

TDa~vy REFEHLT, MCAST ZV—F A _"— o POFEME —ER T LET,

firepower-3140 (local-mgmt) # show portmanager switch mcast-groups detail

MCAST-GROUP
1 4096
Member-ports
Ethernet 1/1
ECMP-ID 1541
ECMP-ID 1540

show portmanager counters mcast-group

Toavy REFEHLT, MCAST Zv—7 by NH T X ERERLET,

firepower-3140 (local-mgmt) # show portmanager counters mcast-group 4096

PKT CNT: 8106

show portmanager counters ecmp

o< REMFEHALT, ECMP Zv—F 0y N7 o 2 2R LE T,

firepower-3140 (local-mgmt) # show portmanager counters ecmp 1541

PKT CNT: 430
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Secure Firewall 3100/4200 DY )LF A VX4 VX E— FOMEA |

YILVFA ARV RAE— FDERE

*®2:
HERE Minimum | Minimum | 2£48
Firewall Firewall
Management | Threat
Center Defense
Firewall Management | 7.6.0 7.6.0 77— g F— RO T /34 R % Firewall Management Center {Z %
Center TO~/VF A L. CLLEZHHETIC VT A LV AF AT — RIZEHBTE D L)
AY AT — R 2720 F LT,
B R S AU EHE
« [T/3M4 R (Devices) 1>[T/\1 AEHE (DeviceManagement) |[Z
Oft (More) 1[YILFA VAR RIZEH (Convert to
Multi-Instance) ]
« [T/N\1 X (Devices) 1>[T/31 REHE (Device Management) |>
[—$E7 9 3 VDEIR (Select Bulk Action) [>[TILFA VR E
D RIZZEH# (Convert to Multi-Instance) ]
Secure Firewall 4200 ¢ |7.6.0 7.6.0 Secure Firewall 4200 T~ /L F A LV AX LV AE— KRBV HR— S d X
YINTFA AL A IRV E LI,
T—F
Multi-instance mode for |7.4.1 7.4.1 You can deploy the Secure Firewall 3100 as a single device (appliance mode)

the Secure Firewall 3100.

or as multiple container instances (multi-instance mode). In multi-instance
mode, you can deploy multiple container instances on a single chassis that act
as completely independent devices. Note that in multi-instance mode, you
upgrade the operating system and the firmware (chassis upgrade) separately
from the container instances (Firewall Threat Defense upgrade).

New/modified screens:

* Devices > Device Management > Add > Chassis

+ Devices > Device Management > Device > Chassis Manager

* Devices> Platform Settings> New Policy > Chassis Platform Settings

* Devices > Chassis Upgrade
New/modified Firewall Threat Defense CLI commands: configure
multi-instance network ipv4, configure multi-instance network ipvé
New/modified FXOS CLI commands: create device-manager, set deploymode

Platform restrictions: Not supported on the Secure Firewall 3105.
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