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. How the Cluster Fits into Your Network

How the Cluster Fits into Your Network

The cluster consists of multiple firewalls acting as a single unit. To act as a cluster, the firewalls need the
following infrastructure:

» Isolated, high-speed backplane network for intra-cluster communication, known as the cluster control
link.

* Management access to each firewall for configuration and monitoring.
When you place the cluster in your network, the upstream and downstream routers need to be able to
load-balance the data coming to and from the cluster using one of the following methods:

* Spanned EtherChannel (Recommended)—Interfaces on multiple members of the cluster are grouped
into a single EtherChannel; the EtherChannel performs load balancing between units.

* Policy-Based Routing (Routed firewall mode only)—The upstream and downstream routers perform
load balancing between units using route maps and ACLs.

* Equal-Cost Multi-Path Routing (Routed firewall mode only)—The upstream and downstream routers
perform load balancing between units using equal cost static or dynamic routes.

Control and Data Node Roles

One member of the cluster is the control node. If multiple cluster nodes come online at the same time, the
control node is determined by the priority setting; the priority is set between 1 and 100, where 1 is the
highest priority. All other members are data nodes. When you first create the cluster, you specify which
node you want to be the control node, and it will become the control node simply because it is the first
node added to the cluster.

All nodes in the cluster share the same configuration. The node that you initially specify as the control
node will overwrite the configuration on the data nodes when they join the cluster, so you only need to
perform initial configuration on the control node before you form the cluster.

Some features do not scale in a cluster, and the control node handles all traffic for those features.

Cluster Interfaces

You can configure data interfaces as either Spanned EtherChannels or as Individual interfaces. All data

interfaces in the cluster must be one type only. See About Cluster Interfaces (8 ~X—3”) for more
information.

For Spanned EtherChannels: You can use regular firewall interfaces or IPS-only interfaces (inline sets or
passive interfaces). For Individual interfaces: IPS-only interfaces are not supported.

Cluster Control Link

Each unit must dedicate at least one hardware interface as the cluster control link. See Cluster Control
Link (8 ~X—<’) for more information.
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Configuration Replication

All nodes in the cluster share a single configuration. You can only make configuration changes on the
control node (with the exception of the bootstrap configuration), and changes are automatically synced to
all other nodes in the cluster.
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User roles

* Admin

» Access Admin
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» Make sure connected switches match the MTU for both cluster data interfaces and the cluster control
link interface. You should configure the cluster control link interface MTU to be at least 100 bytes
higher than the data interface MTU, so make sure to configure the cluster control link connecting
switch appropriately. Because the cluster control link traffic includes data packet forwarding, the
cluster control link needs to accommodate the entire size of a data packet plus cluster traffic overhead.
In addition, we do not recommend setting the cluster control link MTU between 2561 and 8362; due
to block pool handling, this MTU size is not optimal for system operation. When a node joins the
cluster, it checks MTU compatibility by sending a ping to the control node with a packet size matching
the cluster control link MTU. If the ping fails, a notification is generated so you can fix the MTU
mismatch on connecting switches and try again.

* For Cisco IOS XR systems, if you want to set a non-default MTU, set the IOS XR interface MTU to
be 14 bytes higher than the cluster device MTU. Otherwise, OSPF adjacency peering attempts may
fail unless the mtu-ignore option is used. Note that the cluster device MTU should match the I0S
XR IPv4 MTU. This adjustment is not required for Cisco Catalyst and Cisco Nexus switches.

* On the switch(es) for the cluster control link interfaces, you can optionally enable Spanning Tree
PortFast on the switch ports connected to the cluster unit to speed up the join process for new units.

* On the switch, we recommend that you use one of the following EtherChannel load-balancing
algorithms: source-dest-ip or src-dst-mixed-ip-port (see the Cisco Nexus OS and Cisco I0S-XE
port-channel load-balance command). Do not use a vlan keyword in the load-balance algorithm
because it can cause unevenly distributed traffic to the devices in a cluster.

* If you change the load-balancing algorithm of the EtherChannel on the switch, the EtherChannel
interface on the switch temporarily stops forwarding traffic, and the Spanning Tree Protocol restarts.
There will be a delay before traffic starts flowing again.

* Switches on the cluster control link path should not verify the L4 checksum. Redirected traffic over
the cluster control link does not have a correct L4 checksum. Switches that verify the L4 checksum
could cause traffic to be dropped.

* Port-channel bundling downtime should not exceed the configured keepalive interval.

* On Supervisor 2T EtherChannels, the default hash distribution algorithm is adaptive. To avoid
asymmetric traffic in a VSS design, change the hash algorithm on the port-channel connected to the
cluster device to fixed:

router(config)# port-channel id hash-distribution fixed
Do not change the algorithm globally; you may want to take advantage of the adaptive algorithm for

the VSS peer link.

s CiscoNexus A1 v F DT T A X |ZHHT S T3 T D EtherChannel f > % —7 = A AT,
LACP 7 L— A7)V auN—T = AEREE BN LT 20BN H D 7,

IZ# 11 % Firewall Threat Defense M5 5 X 2 M FERfCisco Secure Firewall 3100/4200 D9 S5 X2 1) >4 .



IZ# 1+ % Firewall Threat Defense % 5 X % O & BiCisco Secure Firewall 3100/4200 D2 5 2% 1) >4 |

B /5x2v0icms 554 k502

EtherChannel

* In Catalyst 3750-X Cisco IOS software versions earlier than 15.1(1)S2, the cluster unit did not support
connecting an EtherChannel to a switch stack. With default switch settings, if the cluster unit
EtherChannel is connected cross stack, and if the control unit switch is powered down, then the
EtherChannel connected to the remaining switch will not come up. To improve compatibility, set the
stack-mac per sistent timer command to a large enough value to account for reload time; for example,
8 minutes or 0 for indefinite. Or, you can upgrade to more a more stable switch software version,
such as 15.1(1)S2.

* Spanned vs. Device-Local EtherChannel Configuration—Be sure to configure the switch appropriately
for Spanned EtherChannels vs. Device-local EtherChannels.

+ Spanned EtherChannels—For cluster unit Spanned EtherChannels, which span across all members
of the cluster, the interfaces are combined into a single EtherChannel on the switch. Make sure
each interface is in the same channel group on the switch.

Switch Switch
RIGHT WRONG
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Node 2
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[t-%m eth1/2 B é4
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* Device-local EtherChannels—For cluster unit Device-local EtherChannels including any
EtherChannels configured for the cluster control link, be sure to configure discrete EtherChannels
on the switch; do not combine multiple cluster unit EtherChannels into one EtherChannel on
the switch.
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About Cluster Interfaces

You can configure data interfaces as either Spanned EtherChannels or as Individual interfaces. All data
interfaces in the cluster must be one type only. You cannot configure Ethernet 1/1 as a Spanned
EtherChannel and configure Ethernet 1/2 as an Individual interface within the same cluster, for example.

For Spanned EtherChannels: You can use regular firewall interfaces or IPS-only interfaces (inline sets or
passive interfaces). For Individual interfaces: IPS-only interfaces are not supported.

Each unit must also dedicate at least one hardware interface as the cluster control link.

Cluster Control Link

Each unit must dedicate at least one hardware interface as the cluster control link. We recommend using
an EtherChannel for the cluster control link if available.

Cluster Control Link Traffic Overview

Cluster control link traffic includes both control and data traffic.

. IZ# 11 % Firewall Threat Defense - 5 X 4 M ERfCisco Secure Firewall 3100/4200 D9 S5 X 32 1) >4



| IZ# 1+ % Firewall Threat Defense M~ 5 X 2 0 EFACisco Secure Firewall 3100/4200 DY S X% 1) >4

5254y y 4 va—Tx42ERy k=4 |

Control traffic includes:

* Control node election.
* Configuration replication.

* Health monitoring.

Data traffic includes:

» State replication.

* Connection ownership queries and data packet forwarding.
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Size the Cluster Control Link

QA= S ZABZDORE,. ) — NElE 7 T AZEIEY 7 CHEBESGE LN TEE N, A
VE—T oA AEEEEE LS. —FDa=y NOREENRETAL. 75 ZAZEEY
7 DBEEREE T, MO ER 2=y PHLEHEL RS 2D 9, A vFEN LT T AXFIHEY
VI R LTSS, EEea =y MIOWTIEZ T RAZEIEY o 7 1 3EEEZ MR LE T,
(FTANEMRET) 2=y NEEEEGRTO2MLERDHIEEIT., 7 7 AX ZERT DENC,
WHD ) —=RTIZTAXEIE) I A =T 2 A AERTE L THMNITIHIHLERH Y £,

If possible, you should size the cluster control link to match the expected throughput of each chassis so
the cluster control link can handle the worst-case scenarios.

Cluster control link traffic is comprised mainly of state update and forwarded packets. The amount of
traffic at any given time on the cluster control link varies. The amount of forwarded traffic depends on
the load-balancing efficacy or whether there is a lot of traffic for centralized features. For example:

* NAT results in poor load balancing of connections, and the need to rebalance all returning traffic to
the correct units.

* When membership changes, the cluster needs to rebalance a large number of connections, thus
temporarily using a large amount of cluster control link bandwidth.

A higher-bandwidth cluster control link helps the cluster to converge faster when there are membership
changes and prevents throughput bottlenecks.
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control link size.

If your cluster has large amounts of asymmetric (rebalanced) traffic, then you should increase the cluster

Cluster Control Link Redundancy

The following diagram shows how to use an EtherChannel as a cluster control link in a Virtual Switching
System (VSS), Virtual Port Channel (vPC), StackWise, or StackWise Virtual environment. All links in
the EtherChannel are active. When the switch is part of a redundant system, then you can connect firewall
interfaces within the same EtherChannel to separate switches in the redundant system. The switch interfaces
are members of the same EtherChannel port-channel interface, because the separate switches act like a
single switch. Note that this EtherChannel is device-local, not a Spanned EtherChannel.

> Switch Virtual Switch Link Switch L4

Cluster Control Link Reliability

To ensure cluster control link functionality, be sure the round-trip time (RTT) between units is less than
20 ms. This maximum latency enhances compatibility with cluster members installed at different
geographical sites. To check your latency, perform a ping on the cluster control link between units.

The cluster control link must be reliable, with no out-of-order or dropped packets; for example, for inter-site
deployment, you should use a dedicated link.

Spanned EtherChannels (Recommended)

You can group one or more interfaces per chassis into an EtherChannel that spans all chassis in the cluster.
The EtherChannel aggregates the traffic across all the available active interfaces in the channel.

For regular firewall interfaces:A Spanned EtherChannel can be configured in both routed and transparent
firewall modes. In routed mode, the EtherChannel is configured as a routed interface with a single IP
address. In transparent mode, the IP address is assigned to the BVI, not to the bridge group member
interface.

The EtherChannel inherently provides load balancing as part of basic operation.
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Spanned EtherChannel Benefits
The EtherChannel method of load-balancing is recommended over other methods for the following benefits:

* Faster failure discovery.

« Faster convergence time. Individual interfaces rely on routing protocols to load-balance traffic, and
routing protocols often have slow convergence during a link failure.

* Ease of configuration.

Guidelines for Maximum Throughput
To achieve maximum throughput, we recommend the following:

* Use a load-balancing hash algorithm that is “symmetric,” meaning that packets from both directions
will have the same hash and will be sent to the same Firewall Threat Defense in the Spanned
EtherChannel. We recommend using the source and destination IP address (the default) or the source
and destination port as the hashing algorithm.

* Use the same type of line cards when connecting the Firewall Threat Defenses to the switch so that
hashing algorithms applied to all packets are the same.
Load Balancing

The EtherChannel link is selected using a proprietary hash algorithm, based on source or destination IP
addresses and TCP and UDP port numbers.
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GE) On the switch, we recommend that you use one of the following algorithms: source-dest-ip or
sour ce-dest-ip-port (see the Cisco Nexus OS or Cisco I0S port-channel load-balance command). Do
not use a vlan keyword in the load-balance algorithm because it can cause unevenly distributed traffic to
the nodes in a cluster.

The number of links in the EtherChannel affects load balancing.

Symmetric load balancing is not always possible. If you configure NAT, then forward and return packets
will have different IP addresses and/or ports. Return traffic will be sent to a different unit based on the
hash, and the cluster will have to redirect most returning traffic to the correct unit.

EtherChannel Redundancy

The EtherChannel has built-in redundancy. It monitors the line protocol status of all links. If one link fails,
traffic is re-balanced between remaining links. If all links in the EtherChannel fail on a particular unit, but
other units are still active, then the unit is removed from the cluster.

Connecting to a Redundant Switch System

You can include multiple interfaces per Firewall Threat Defense in the Spanned EtherChannel. Multiple
interfaces per Firewall Threat Defense are especially useful for connecting to both switches in a VSS,
vPC, StackWise, or StackWise Virtual system.

Depending on your switches, you can configure up to 32 active links in the spanned EtherChannel. This
feature requires both switches in the vPC to support EtherChannels with 16 active links each (for example
the Cisco Nexus 7000 with F2-Series 10 Gigabit Ethernet Module).

For switches that support 8 active links in the EtherChannel, you can configure up to 16 active links in
the spanned EtherChannel when connecting to two switches in a redundant system.

The following figure shows a 16-active-link spanned EtherChannel in a 4-node cluster and an 8-node
cluster.
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Individual Interfaces (Routed Firewall Mode Only)

Individual interfaces are normal routed interfaces, each with their own Local 1P address used for routing.
The Main cluster |P address for each interface is a fixed address that always belongs to the control node.

When the control node changes, the Main cluster IP address moves to the new control node, so management
of the cluster continues seamlessly.

IPS-only interfaces (inline sets and passive interfaces) are not supported as Individual interfaces.

Because interface configuration must be configured only on the control node, you configure a pool of IP
addresses to be used for a given interface on the cluster nodes, including one for the control node.

Load balancing must be configured separately on the upstream switch.
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Policy-Based Routing

When using Individual interfaces, each Firewall Threat Defense interface maintains its own IP address
and MAC address. One method of load balancing is Policy-Based Routing (PBR).

We recommend this method if you are already using PBR, and want to take advantage of your existing
infrastructure.

PBR makes routing decisions based on a route map and ACL. You must manually divide traffic between
all Firewall Threat Defenses in a cluster. Because PBR is static, it may not achieve the optimum load
balancing result at all times. To achieve the best performance, we recommend that you configure the PBR
policy so that forward and return packets of a connection are directed to the same Firewall Threat Defense.
For example, if you have a Cisco router, redundancy can be achieved by using Cisco IOS PBR with Object
Tracking. Cisco IOS Object Tracking monitors each Firewall Threat Defense using ICMP ping. PBR can
then enable or disable route maps based on reachability of a particular Firewall Threat Defense. See the
following URLs for more details:

http://www.cisco.com/c/en/us/solutions/data-center-virtualization/intelligent-traffic-director/index.html

http://www.cisco.com/en/US/products/ps6599/products white paper09186a00800a4409.shtml

Equal-Cost Multi-Path Routing

When using Individual interfaces, each Firewall Threat Defense interface maintains its own IP address
and MAC address. One method of load balancing is Equal-Cost Multi-Path (ECMP) routing.

We recommend this method if you are already using ECMP, and want to take advantage of your existing
infrastructure.

ECMP routing can forward packets over multiple “best paths” that tie for top place in the routing metric.
Like EtherChannel, a hash of source and destination IP addresses and/or source and destination ports can
be used to send a packet to one of the next hops. If you use static routes for ECMP routing, then the Firewall

. IZ# 11 % Firewall Threat Defense - 5 X 4 M ERfCisco Secure Firewall 3100/4200 D9 S5 X 32 1) >4


http://www.cisco.com/c/en/us/solutions/data-center-virtualization/intelligent-traffic-director/index.html
http://www.cisco.com/en/US/products/ps6599/products_white_paper09186a00800a4409.shtml

I IZ# 1+ % Firewall Threat Defense M~ 5 X 2 0 EFACisco Secure Firewall 3100/4200 DY S X% 1) >4
Cisco Intelligent Traffic Director (Routed Firewall Mode Only) .

Threat Defense failure can cause problems; the route continues to be used, and traffic to the failed Firewall
Threat Defense will be lost. If you use static routes, be sure to use a static route monitoring feature such
as Object Tracking. We recommend using dynamic routing protocols to add and remove routes, in which
case, you must configure each Firewall Threat Defense to participate in dynamic routing.

Cisco Intelligent Traffic Director (Routed Firewall Mode Only)

When using Individual interfaces, each Firewall Threat Defense interface maintains its own IP address
and MAC address. Intelligent Traffic Director (ITD) is a high-speed hardware load-balancing solution for
Nexus 5000, 6000, 7000, and 9000 switch series. In addition to fully covering the functional capabilities
of traditional PBR, it offers a simplified configuration workflow and multiple additional features for a
more granular load distribution.

ITD supports IP stickiness, consistent hashing for bi-directional flow symmetry, virtual IP addressing,
health monitoring, sophisticated failure handling policies with N+M redundancy, weighted load-balancing,
and application IP SLA probes including DNS. Due to the dynamic nature of load-balancing, it achieves
a more even traffic distribution across all cluster nodes as compared to PBR. In order to achieve
bi-directional flow symmetry, we recommend configuring I'TD such that forward and return packets of a
connection are directed to the same Firewall Threat Defense. See the following URL for more details:

https://www.cisco.com/c/dam/en/us/td/docs/switches/datacenter/sw/design/itd_deployment/ITD ASA
Deployment _Guide.pdf

Firewall Management Center ~D 7 /31 A D4 — 7 )Li&#E & B0

7 IALY T ERETHHNT, T A WE[HTLLENH Y £, BARKIZIE, 5To
= RN TAZHHY 7 2 LTBETERWIRY , 77 AZITEEBLEFA, Lido
T, 77 AZZRET DN, 7 7 ZAZHHY) > 7 ORI TE TV LBERDH Y £,

FIR

ATYT1 VT RAFHE) 7 2y hU—7 FHXy NI —7 BXOTFT—4 Xy NU—V &2 —T
JVTHERE L E T,
ATYT2 7T AN =L T T AN —LOMERERTLET,
a) JITARBENY DRy NT =72, T—H A E—T A ADHKKMTU L7
EH 100 31 FELRDEIICMTU R ELET,
F7 4L N TlE, 7T AZHIEY 7 O MTU X 1500 34 R TF, FDO=d, 7T AHF
J—FRD7 T 2FHHY > 7 OMTUIL 1600 31 MIRESNET, T—F A H—T =
A ZZEVEWMTIU 2T 28581, TIUSS U TERAAL v F 07 7 AZFHIEY
7D MTU 2 L TL 72 &0y,
b) A7 =3 ® EtherChannel 2 &%, 7 v 7 A M) —ABLOF T A R — LT 5
ABHINY) A E—T 2 AERELET,
7 ALY 7 DELRTONWTIE, [ TAZHHY) 7 Ao =T = AL Xy b
J—27 (9=—=2) | zZRLTITEIN,
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. Firewall Management Center ~0 7 /4 X D4 — T )L & B0

ATvT3

RTvT4

) VIAZ AU H—T oA A E— REBRIRLIZGEIX. A3 K EtherChannel #5107
TAM)=LBIOF VAN =R OT =2 A =T =2 A AERELET,

Z %> K EtherChannel ® 4 — 7 )Wk D F1EIZ25W Tk, [About Cluster Interfaces (8
N=) | AEBZRLTLIEEN,

AL RAS BRI V=T NOAZ L TR T NA AL LT, %4/ — F% Firewall
Management Center (ZiE/1 L &7,

BEX—Z M L7 34 208 (PEkoOmm) - BEARELZSRL T EEN, BH—0F
INAARATY TAZEER L, RPN/ — REBITEET, T4 AEBMLIEXITITo T2
WIHIRE (AR, 77®Z arba—LRY =) (X, §f#l ) — R KrbdXTor I

AB ) —RICHASIET, 7 TAXEZEHRT D EXICHIE, — RE&@IRLE T,

I ) — RIZT DT, AT I AZGIY v 7 2G4 LET,
o) —REBINTsE, TNHD ) —RNE 7 7 AXZGMY v 7 REEZMELET,

G¥)

75 ARG 7 D&, FTRIXIP T RLAFZE LRV TLIESN, 7 T A X ORI
W2 7T AFHIBEY) I A o H—T 2 A4 ADMTU B bEW\WT—% A X —7 A AMTU
LV H 10031 PEVMEICHBIMICERESIND 2O, REBPLERLL RV E L, 727EL, 7
T ALY 7 D MTU % 2561 ~ 8362 [T ET 5 Z &lIHE s hEHA, Ty s F—)L
DORBENFK T, ZD MTU HA RZ T AT LEMEICHE TIEH Y A, 7T AX ZBINT
% & EFITMTU B Z OHEPICRE SN TWDLHEEIE, [ % —7 =4 A (Interfaces) ] X—
IRV, FEITS362 LV b RELSTHZELZBHMOLES, 77 AXIZSM LT/ — R,
7 ZABEY 7 MTU & —8T 537 v b A XTHlfEl /) — R ping #1X(T 52 & T
MTU O E#MEEZTF = v 7 LET, ping WRIT 5 &, BEBERIND D, #EiAA vF
DO MTU A —HEHEZBEEL THRITTL2Z N TEET,

a) i — RIZT 57 /34 AT, [7T73 A (Devices) |>[7 /31 A B (Device Management) ]
DIEER L, Edit(@) 227V v 7 LET,

b) [ ¥ —7xAA (Interfaces) |27 Vv 27 LET,

) AVF—TxAA%AFX—TMILET, 7T AFZHI#H Y > 2| EtherChannel /04 %
LA, TRTORAN—% A X =TI LET, WA X —T =24 ADFI B LV
A =P Xy FREDOHMEZZIL TIIZE N,
1: 93RO0 4 03— 24 ADFEME

Edit Physical Interface

General IPv4 IPv6 Path Monitoring

Name:
I Enabled I

d) ({E) EtherChannel #iB/1 L $£ ¥, EtherChannel DFXEA LML T ZEWY,
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management-center-device-config-77_chapter1.pdf#nameddest=unique_36
management-center-device-config-77_chapter15.pdf#nameddest=unique_438
management-center-device-config-77_chapter15.pdf#nameddest=unique_438
management-center-device-config-77_chapter15.pdf#nameddest=unique_439
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7T ALEY 7 CREIR N T T 4 v 7 EHETE DL, ZTAXFIEY 7 DA
VR A =T A A LTI On E— REHT 222880 LET (F7 41
MEIT 7T 47— RTY) . ZFAZHHY 71X LACP F T 7 4 v 7 DF—r3—~y
REpEl LEdA, ZHUIRBESNT, BE LRy NU—T THLINHTY, F:

5 — X EtherChannel % Active £ — RICERTETHI 2 BEO LET,

e) [1%?? Save) >R (Deploy) | DNEIZZ UV 27 LT, 4> ¥ —7 x4 AOEEZHlfH
%%LiTo

92 A2 DIERK

Firewall Management Center N 1 BLL EDT NA AT T AX ZTER L E T,

FIRE

ATY 1 [T/ A (Devices) |>[7T /34 A& (Device Management) | DJIEIZER L CTHx5, BN
(Add) 1>[7 7 A% (Cluster) ] DIEIZEIRLE3, > >

[7 7 AZDiEN (Add Cluster) |V 4 ¥— RBFRINET,
®2:[0 5 A5 DENM (Add Cluster) ]9 4« HF— K

Add Cluster Wizard
o Configuration 2 Summary
A Create a cluster for supported models. Note: For the Firepower 4100/9300 and threat defense virtual (AWS/GCP/Azure), use the Add Device option.

Make sure connected switches match the MTUs for data interfaces and the cluster control link interface.

Cluster Name *

[ ftd-clusterl ]

Cluster Key

[ )

Control Node
You can form the cluster with just the control node to reduce formation time.

Node *

[nodeT v ]

VXLAN Network Identifier (VNI) Networ Virtual Tunnel Endpoint (VTEP) Networl

| 10.10.1.0 ] / [27 (30 addresses) v ] [ 209.165.200.224 ] /

Cluster Control Link * VTEP IPv4 Address * Priority *
|GIgabilElhernetO/7 v ] [ 209.165.200.225 ] [ 1 l

Data Nodes (Optional)
Data node hardware needs to match the control node hardware.

Add a data node
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AT9 72 HIH NI 7 47D [7 T A%4% (Cluster Name) | EFRFEH D [7 7 A X % — (Cluster Key) ]

ZHRE

L/\i‘a—(]

«[7 T A%4% (Cluster Name) ]: 1 ~ 38 L7 ASCII L5451,

[T RAH ﬂ?** (Cluster Key) ]: 1~ 63 3XFD ASCII XFH, [7 7 A X F— (Cluster

Key) 1DMEIZHE 5% — % ERT 5720 _ﬁ%éhiﬁo:®ﬂ I, T—HRR T T 4
7 (BRI HImEIN D /Ny MR ) [CEREBLEYA, T—FXARNT T 1 v
WX, W7 VT TXARE L/Tﬂﬂmézhi*h

ATw 73 [l /— K (Control Node) J1Z2W\WTIE, DX I ICHEELET,
e[/ —F (Node) ]: fMNHIME /) — FIZT DT /34 A%ER L £3, Firewall Management

Center¥7 7 AR ZHMT DL, 20/ — KBRYNZ Y T A X BN S THIE  — R
Y ET

GE)

) — R4 ORI Error @) 74 2 U EREINTWAHAR, 2074 av %22 vs L
T3 E@W%%%TL&TO77%&@%%%#?/ﬁwb\%%%%%LT#%&?X
Z DGR D BN H Y £, KITHIZRLET,
 3: BEDORIE

Configuration Issues
o Incompatible Smart License(s) - AnyConnect APEX
configured on node1

o nodel device deployment is pending.

Close

FREORBEZ RERT 5120F, YR — MBSO VPN 74 & 2zl L, R OBRE
DEFEZT A AR LET,

[7 T AXHI#EY > 27 %~ U —2 (Cluster Control Link Network) | : IPv4 %7 % v k%45
ELET, ZOA U H—T =z A ATIXIPV6OIZ Y AR — FENTWEREA, [24]. [25]. [26].
FFIRN 7Ry FERELET,

[7 T A& > 7 (Cluster Control Link) |: 7 7 A X HfH Y > 7 ITFEHT 2881
X —7 = A A ZF 721 EtherChannel Z 58K L £9°,

GE)

JITALGIENY I A B =T 2 ADOMTUIL, IbEWT —HF A H—7 =4 AMTU
E0H 10031 FZVMEICHEINICERESNE T, 7 7 4/4 FTiE, MTU 1,600 731 K
T, 77 ALY > 7 D MTU % 2561 ~ 8362 I[Zi%ET 5 Z L idHEsnEHA, 7
uy&f-»@@@ﬁﬁﬁf\:@hﬂU%%%i/XTAﬁw RBETIEH Y 1A,
7 T AR EBINT 5 & X MTU B3 Z OFPFAICERE SN TWAELAX, [T/HAMR
(Devices) 1>[T/34 A& (DeviceManagement) >[4 > 42— 7147( (Interfaces) ]
NR—=UTMTU % 8362 LW b RELTHZ LA BEIDOLET,
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7 ARG 7B SN TWD A A v F O MTU i) 7efd (RVvVvE) 1IZ8E LT
KTV, 29 L0k, 7 I7AZBRICKILET, 7 7 ARSI, — i, 7
FTAZEIHY 7 MTU & —ET 537 > b A XCTHIfHl /) — RiZping #5952 & T
MTU D Btk % F = v 7 LET, ping A RT D & BB ERSNDTD, HeAA v
FO MTU R—HEZEEL THRAITTHAZENTEET,

o [7 T AZHIEY > Z71Pv4T K LA (Cluster Control Link IPv4 Address) ]: 2D 7 4 —/L K
Wik, 29 AZHIHY 7 Ry MU= DRAIOT RUABABICAN SNET, HE
WU THARA RN FLAZRETEET,

[FTFAA VT 4 (Priority) ]: il ) — ROBIIZKHTAHZDO /) —FOTFIF7A4 XV T 4 %
HELET, 7743V T 41FX1~100THY, I DEREHEDOTT7AFV T 4T, o —
FEDTITA4 4T 4 BELSRELTYH, 7T AXNRONFERSINT-LEZIT, 20/ —
KR35 & dliE ) — Ric7e v £,

«[¥4 FID (SiteID) ]: (FlexConfigf#E) Z D/ —KOH A FIDZ1~8 DM TAIL
FT, MHEOICERET D ETA NI TAZY IR EN/R0ET, T4 L7 XD —
BV —ar, A MNLEM, 77322 70—F )T 128, LEMEREMEL
SHEDHZEEHMNE LIV A N2 T AXDBINO T A X~ A X, FlexConfig #EHE % fif
HALESAIDORFRETEET,

ATy T4 [/ T AXE—FK (Cluster Mode) ] T, [A/3  REtherChannel®t=— K (Spaned EtherChannel
Mode) | £721% [fEBIA > % —7 = A AF— F (Individual Interface Mode) ] Z %R L £9°,
ATw TS [F—%/—F (DataNodes) | (A7 ar) T, [F—#%/—K%ZiEI (Addadatanode) ] %
IV LTI TAZIZ) — REBIMLET,
7T AR DR EEIELT DT DIIHE ) — RORTI FAXEZRTDHZ L, T3TO
J—R&EZZTEINTAHZEbHAMETT, &7 —¥ / —RRTUTERELET,
*[/—F (Node) ]:iBIT %7 /A ZAEERL £,

GE)

J— Koz Error @) 74 U RERENTWEEAIE. ZOT A av w27 ) v L
TREDMEEZRRLET, VITAZDKEF Y B L, MBEEHRLTHEZ T
2 OFBICRDLERNH Y £,

o [7 T AZHIEY > 7 1Pv4T K LA (Cluster Control Link IPv4 Address) ]: 2D 7 4 —/L K
Wik, 27 AZGIHY 7%y U= OIROT RUABRHEICAN SVET, HEIZ
WU THRARNT RLUAERECTEET,

[FTFA A VT 4 (Priority) |: #ilffl ) — ROBIIZKHTAHZDO /) —FOTFI7A4F VT 4 %
RELET, 7944V T 4131 ~100THY, 1 B"EDTIFTA AV T 1 TI,

[% RID (SiteID) ]: (FlexConfigt#fg) — D/ — RDOH A FID%Z 1 ~8DRTALL
FT. HEOICRET DLV A MHIZ FRAZY o IREHIZRVET, T4 L7 FZDu—
VB —ar, A NTEM, 7522 7n—b VT 478, TEMEELEEZH
SHLZEEHME LY A BT T AZOBIMO A A X~ A XX, FlexConfig F§HE % i
ALELGEICORZRETEET,
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ATvT6

ATy 17

IZ# 1+ % Firewall Threat Defense % 5 X % O & BiCisco Secure Firewall 3100/4200 D2 5 2% 1) >4 |

[%¢1T (Continue) 1% 7V v 7 LEJ, [BE (Summary) | %2R L. [fR1F (Save) 1227 VU v
7 LET,

[7 /34 & (Devices) |>[7 73 A& H (Device Management) ]~X— 7 T A X ZLINFE RS
¥4, VIAZERELT, 7I7AF ) —RERRLET,

4: 93 R3NDEE

ftdcls 2
tdcluster (2) o

" Cluster(Individual Interface Mode)

17216.0.50(Control) Snort 3 Firewall Threat Essentials, IPS (3

7.70 Manage Default AC Policy N/A
172.16.0.50- Routed Defense for VMware more...) i
17216.0.51 Snort 3 Firewall Threat Essentials, IPS (3
A 770 N/A ( Default AC Policy N/A
172.16.0.51 - Routed Defense for VMware more...)

BUEBERT D /) — RIZiE, »m—R7 A arBRrEnET,
B5:/—FOB#

C] ftdcluster (2)
" Cluster(Individual Interface Mode)

@ 172.16.0.50(Control) Snort 3
172.16.0.50 - Routed

D 172.16.0.51(Disabled) Snort 3
172.16.0.51 - Routed

I T ARE ) — RORekEE=4%—F 521X, [BF (Notifications) | 74 2> %7V w27 L,
[# A2 (Tasks) ]%i#R L FE 7, FirewallManagementCenter (L, /— FOBERT LI T AH
B HF A 7 L ET,

Q, search Deploy Q ({s)] @ ‘ v
Deployments  Upgrades  Health  Tasks & ‘ @D show Pop-up Notifications @
@ 0 running 3 success 0 warnings 0 failures [ Q Filter l
@ 1010.013 Deployment to device successful. m
@ 1010112 Deployment to device successful. m
@ TD_Cluster Deployment to device successful. 48s

JIAZDEI () E7 V7 LT, T, AEFORELFRELET,

WFEAEDHREZX, 7T AZND ) —RTlERL, 77 AXERCEHATEET, =& 2IE,
)= R EICETRLEZEETEETN, A —T 2 RFT T AEZEERKIZONWTDORRET
xF7,

ATv T8 [T/34 A (Devices) ]>[7 /31 AEH (Device Management) ]>[2 7 A4 (Cluster) ] [Hifj

W2, 77 AF D[R (General) (72 EOBRENFREINET,
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6:9 5 RBEHE

ftdcluster

Cisco Secure Firewall Threat Defense for VMware

[

Cluster Device Interfaces InlineSets  Routing

General
Name: @

Transfer Packets:

Status:

Control:
Cluster Live Status:

Troubleshoot:

Security Engine

Intrusion Prevention Engine:

Health

Policy:

Advanced Settings
Application Bypass:
Bypass Threshold:
Object Group Search:

Interface Object Optimization:

DHCP VTEP

o

ftdcluster

Yes

1010112

View

Logs G

Snort 3.0

Initial_Health_Policy
2024-11-04
00:08:18

174
No
3000 ms
Enabled

Disabled

License

Performance Tier :
Essentials:
Export-Controlled Features:
Malware Defense:

IPS:

Carrier:

URL:

Secure Client Premier:
Secure Client Advantage:

Secure Client VPN Only:

System

Policy:

Applied Policies

Access Control Policy:

Prefilter Policy:

SSL Policy:

DNS Policy:

Identity Policy:

NAT Policy:

Platform Settings Policy:
NGFW QoS Policy:

Zero Trust Application Policy:

FlexConfig Policy:

Cluster Health Monitor Settings

Health Check

Timeouts

Hold Time

Interface Debounce Time
Monitored Interfaces
Service Application
Unmonitored Interfaces

Auto-Rejoin Settings

Attempts
Cluster Interface -1
Data Interface 3
System 3

s35z2580k8 [

&

FTDv50

None

&

Default AC Policy
o

Default Prefilter
Policy

Default DNS
Policy

® ¢

Enabled

3s

9000 ms

Enabled

None

Interval Between Attempts Interval Variati...

5 1
5 2
5 2

2% (General) ]HEIIZIEL, ROV T AZIZEAOHANRERSNET,
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o [£&f% (General) 1> [4A1 (Name) ]: Edit () %227 Vw27 LT, 7T AXDFRLELET

LET,
Generadl
Name: @ ftdcluster
Transfer Packets: Yes
Status: [
Control: 172.16.0.50
Cluster Live Status: View

ZDO%IZ, [4HT (Name) ] 7 4 —/V R&EHELET,

General ®

Name: [ ftdcluster ]

Transfer Packets: [:]
Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: b

Cancel

o [&M¢ (General) |>[7 T AX AT —H ADFKA (View cluster status) ]: [ T AX AT —
K ADFK (View cluster status) | Vo7 %27 Vw7 LT[F T AKX AT —H A (Cluster
Status) | ¥ A7 a7 Ry 7 AxHEET,

Generadl 4
Name: @ ftdcluster
Transfer Packets: Yes
Status: [
Control: 172.16.0.50
Cluster Live Status:
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[ T ABZAT—H A (Cluster Status) | XA 7 27 Ry 7 ZATE, [TXTHE (Reconcile
Al) 127V vy LTTF—%a=y NOBEREHFRATTH2L b TEET, /— b2
FALHNEY 7l ping ZFITTHZEHTEET, 7 7 AX il ) > 7 ~® ping D
F1T (55 —2) AZZRLTIEIVY,

Cluster Status ®

Overall Status: & Cluster has all nodes in sync

Nodes details (2) [ Refresh ] [ Reconcile All ] |Q Enter node name
Status Device Name Unit Name Chassis URL
? In Sync. 172.16.0.51 172.16.0.51 N/A
> InSync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 14:08:46 | 20 Dec 2024 m

o [ (General) [>[hZ 7/ =—k (Troubleshoot) ]: hT TN a—T 4Tl %
ERBLOF T e—RLEY, VIAXCLIZFRLIZY TEET, VTARAXDKRNTT
N a—T 47 (543—=V) ZBRLTLIIEEN,

7: STV a—Favy

General &
Name: @ clusterVFTD
Transfer Packets Yes
Status: (-]
Control: 10.10.43.21
Cluster Live Status View
Troubleshoot: CLI  Download

ATv 79 [T/Af R (Devices) |>[T/31 REHE (DeviceManagement) | >[T/3A4 X (Devices) | Df
Oy T E T A= —T, VTRAZADFEA L N—%FIR L, WOBRELRETHZ &
RTEET,
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8: T/ RELE

ftdcluster

Cisco Secure Firewall Threat Defense for VMware

Cluster  Device Interfaces Inline Sets

General

Name:
Troubleshoot:
Mode:
Compliance Mode:

TLS Crypto Acceleration:

Device Configuration:
OnBoarding Method:

Associated Device Template:

Health
Status:
Policy:
Excluded:

Out of Band
Status :

B9:/— FD=ER

Routing

Initial_Health_Policy 2024-11-04 00:08:18

None

Check Latest Status

172.16.0.50 v

172.16.0.50

172.16.0.51

DHCP VTEP
172.16.0.50 %
7Ty System [Cet
172.16.0.50 Model: Cisco Secure Firewall Threat Defense for VMware
Logs  cU Serial: 9ABB837GVVJ
Routed Time: 2024-11-04 08:51:07
None Time Zone: UTC (UTC+0:00)
Disabled Version: 770
Time Zone setting for Time based ;
Rules: UTC (UTC+0:00)
Import Export Download
Registration Key
None
Management & ‘) Inventory Details c
Remote Host Address: 10.10.012 CPU Type: CPU Xeon ES series
2300 MHz
Secondary Address:
CPU Cores: 1 CPU (4 cores)
Status: [}
Memory: 8192 MB RAM
Storage: N/A
Chassis URL: N/A
Chassis Serial Number: N/A
Chassis Module Number: N/A
Chassis Module Serial Number: N/A

o [22f% (General) ]>[4A1 (Name) ]: Edit(?) %227V v 7 LT, 7 TAX AL R—DFR

HEEELET,

General

Name:
Troubleshoot:
Mode:
Compliance Mode:

TLS Crypto Acceleration:

ZF DIz, [4E1 Name) | 74—V REERELET,

Routed

None

Disabled
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A8 —T 14 RADRE .

General ®

Name: [ FTD2 ]

Mode:  routed
Compliance Mode: None

TLS Crypto  Disabled
Acceleration:

Force Deploy: >

B (Management) |>[HRA K (Host) ]: 734 AR ECTEHIP T RLAZAET T 58
41X, Firewall Management Center CH LW\ KL AZ —FHEXHETHry hT—7 LDOT /A
AZEFETED LT DMENDH Y £7, BHIHERHZ BN L, [EE (Management) ]
BT [AA N (Host) 1 O7 FLAZfREL TG, BEhie HEANZLET,

—

Management @‘)

Remote Host Address: 10.89.5.20
Secondary Address:

Status: (]

o)
A3 — x4 ANKTE
F—H A H—T A AL, A% FEtherChannel & L THRET A2 &b, @A X —T =
A AELELTRETDHZELTEET, EHRNTIEELRDLZ0—RRT v T A= X LHMEH
SNFET, RILRETHEDHA TH#RETHILITTEERA,

Z /%> K EtherChannel D&
F— B —T A A% A/X R BtherChannel & L CHRE L ET,

FIE

ATY 1 [TINA R (Devices) |>[T/31 REHE (DeviceManagement) | #3R L, 7 7 A X ORI H
LHEdit(@)EZ Y v I LET,
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. Z /%> K EtherChannel D% 5E

IZ# 1+ % Firewall Threat Defense % 5 X % O & BiCisco Secure Firewall 3100/4200 D2 5 2% 1) >4 |

AT T2 [A ¥ —T A A (Interfaces) |27 U7 LET,
AT w3 A, K EtherChannel ¥ —4% A L Z—7 = A4 ZA%HELET,

a)

b)

<)
d)

EtherChannel (% 1 2L, F3% & L £, EtherChannel DR EEZ SR L T Z &V,

EtherChannel (21X 1 DLLED A N~ U X —T 2 A ABEDDHENTEET, D
EtherChannel (9 _XTD / — FIZE=N > TWATED, &/ — RITRBERA LN~ U H—
T A A1 DETTY, 2L, A=y b ETURMAN ESE L7200, A3 —
EHEBICTHILERBED LET,

(BE) BEDOZ7 7 AT 74— A% —7 A ZDYA 1%, EtherChannel (= VLAN
TAZ =T 2 A ZAERELET, TOFIHDIERY OFEBZIE, VT A o F—7 = A AT
HanEd, 7404 —T7 =24 ZADBMESRL T EE,

EtherChannel f > % —7 = A AD Edit (X)) %227 U v 27 LET,
ARTEZDMDNTA—=FEZFELET, WHEOT 7 AT VA=A X —TxARTD
WTIE, V=T Y RE—ROA X —T 2 A ADFREESRLTLIZIN, 2, FT v
AT LY R E—=RIZOWTE, TV oV IN—T A X =T o2 ADFEESHR LT
LTEEW, IPSHEAA LV HA—T 2 ZAZOWTIE, S T4y FERv T AU H—
T oA AL TN,

c VTG ABHIY) A B =T 2 A ADMIUNT —H A v Z—T = A ZADMTU LV
10034 FRLERELS RWES, T—F A H—T 2 AOMTUZBOTHERDH S
EWVWIHTT—NEREINET, T7HNBNTIEH, 7T AXE#EY > 27 OMTUIE 1,600
NA T, T—=EA L H—T A AD MTU 2T, 57 7 2 XY
Y7 DOMTU ZHER L TL7EEW, 7 7 AZHY 27 0 MTU % 2561 ~ 8362 IZ7% /&
THZEITHEINZ VW LIERELTLEEN, 7 e v 7 77— VOB FRIA T,
Z D MTU YA XE A 7 AEMEICEGE TlEd D 5 A,

e L—7 v RE— ROHE, DHCP, PPPoE, IPv6 HENEXE, BLOFEY 7 a—7
AT RLRFHR—FENFEHEA, B2 MY —FRA v MEGROLA, 31y Fo
T Xy b w A7 (255255255.254) ERETEE T, ZoOHE, *y hU—7 F00F
Toa—RK¥¥YAF 7 RLVAHADIP T FLAIFHEINEE A,

EtherChannel |2, —EOFE 7 10— L MAC 7 L AZZE L £, [FEMZRE
(Advanced) 1227 Vw27 L. [TZT 4 772MACT KL A (Active MAC Address) ]~ A —
JVRIZ, MACT RLZ2Z HHHEXTRELE T, HiZ16 £y hd 16 #E T,

72 & 21, MAC 7 R L A 00-0C-F1-42-4C-DE O34, 000C.F142.4CDE & A LE 7,
MACT7 RLRIZ=NLVTFHXYy Ay bty h2FOZLIITEEEA, 2F0, Ehb
2EAD 16 ERFE2ETFHICTHZEITTEEEA,

[A X /NAMACT R L A (Standby MAC Address) ]IZF%E L2V TL 7ZEW, EH I
i‘j‘o

EAER /2 % > N U — 7 O BE Z [58E4 5 72912, A% K EtherChannel (213, BifE
Fv hU—=7 THEHAISATWARY, —BEDOMACT RLAZRTETHLENH Y £, MAC
T RUANFERESNTWDEES., £DOMAC 7 FL RZHAEOHIE L=y MIEEY
F9, MACT FLAZBRELTWVWAWNWEESIZ, fifla=y FALEE XA, Bl
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Bansra—7z1208% |

Bl =y MIA v Z—T oA ZZHFLWWMAC T FLAZMHEHALET, Zhickh, —
B 72k > U — 7 O IENTRAET L AREMEN H Y £,

f) [OK|Z27 Vv LET, T —4% f v F—T 24 AZOWVWTHRROFNEAZ MY K L
gi—g—o

ATvT4 [Save (R 127 Vv LET,

ZH T, Deploy>Deploy [IZBEIL T, RU T —2E VY TEF AL AT FaA LT, £
FARITEATHETHHINERE A,

BaDA23—T 4 XADEKTE

FIE

WRIA v B —T 2 ATBFONL—TFT v RA L H—T A ATHY ., FNENHHEHADIP 7
RLVAZIPT RLVA =L BELET, AT TAXIPT LR, DT TFTAXD
FODOEET RLATHY, FIZHE , — NIZBLET,

ERVEEA v H—T = A AR B, HEIE U TH2=y MIER: SSHEH TE 34, X
/Xy K EtherChannel f & % —7 = A ATiL, #ilfHl /) — F~DOEFi LT FH A,

IPSEHAAN V=T x2A R v TFA4 8y bERITIRv T A0 H—T A4 R) 1L, EBIA
VHA—=T 2 A ATONWTIEIAR—FENET A,
1R BHIIC

cfHBA VB —T 2 A AE— R THLILERH Y 1,

AEBA H—T oA ADGEIL, XA N—=TNAATOO— R RT T ERETD
PVERHD FT, BHEHA X —T oA AZE, Ao — R AT TidnE S ) £
}\/0

o (FEE) A v F—T A A% T/ ZAa—H /)L EtherChannel f ' Z—7 = A A & L THIE
THMh, FTA B —T oA AERELET (EELOMH)

EtherChannel D354, Z @ EtherChannel 1= = MIXLTCa—h/LTHY, A/ K
EtherChannel TiZdH Y FH A,

AT [T b (Objects) |>[F TPy FEE (Object Management) | >[7 KLR T—)L

(AddressPools) | ###R LT, IPv4 £721XIPv6 7 L AT — L& BMLET, 7 KL R 7F—
NWESHRLTLLIEIN,

HKIETH, VIAINO2Z=y MMELERIUHDOT FRLANEGENDL LI LTLEE N, AL
VOIPT FLAZZOF— TS ENEEAN, Fl—F%y U —2 FIZHFEEL TV D ME
NHVET, HFax=y MIEV U TOENDEMAT—HL T FLAZFFNIRET DI LIET
XEH A,
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B ecor 58—z q208%

ATvT2

ATvT3

10: 7 LA T—ILD3EM

Add IPv4 Pool ®

Name*

[ cluster1-outside-pool ]

Description

IPv4 Address Range*
[ 10.89.5.55-10.89.5.61 ]

Format: ipaddr-ipaddr e.g., 10.72.1.1-10.72.1.150
Mask*
[ 255.255.255.192| ]

Allow Overrides

o Configure device overrides in the address pool object to avoid IP address
conflicts in case of object is shared across multiple devices

> Override (0)

Cancel

G¥)
—ETIEIH Y FHEAN, MACT RLAZFEITHRET 225G, MACT RLAT—)LA47
Vxl MNEEBEMTAHIELTEET,

[T/34 R (Devices) 1> [T/31 RAEHE (Device Management) | >[4 Y2 —T 4 R
(Interfaces) | T, RETHA L H—T A ADEdit (&) %227V v 7 LET,

[IPv4] X— T, [RARIPT KL A (Virtual IP Address) | &~ A7 Z AN LET, A1 (MK
1) IPT RLRIX, 207 ZAZOEET RLUAT, EITHIE, — RIZBLET,

DHCP & PPPoE [ZH R — FENFH A, BA Y MY —FRA v MEEOES, 31 By oY~
Sy b v A7 (255255.255.254) HfRETEET, ZOHAE, Xy U= F = EFE T r—F
FYAMNTRLAHOIP 7 FLAZTRHINEE A,
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11: [IPv4] R—

General IPv4 IPv6 Hardware ¢
IP Type:

[ Use Static IP v ]
Virtual IP Address:

[ 10.89.5.43/255.255.255.192| ]

eg. 192.0.2.1/255.255.255.128 or 192.0.2.1/25

IPv4 Address Pool:

[ cluster1-outside-pool ]

ATy T4 B LT KL A F—% [IPvd 7 KL A 7—/L (IPv4 Address Pool) | Kz 7# 2 U &
B L £,

AT v T5 [IPv6]>[HA (Basic) ] T. [I[Pv67 KL 27—/ (IPv6 AddressPool) | v 7 &7 Z |
MO, ER LT RL AT — LR8I L E T,

IPv6 HEIREBLOFEHRY o7 o—H LT FLRAFFR—FENEH A,
AFvT6 BEEBY, oA X —T 2 AREEZITVET,

MAC 7 RL A& FEfTRETDICIE, A1 X —T A AD [Eﬁ’*ﬂi (Advanced) ]/\O»——“/z’)xi‘o
MAC 7 RV AT — L &@IR L £,

GE)

I TALEY) A B =T 2 AD MTUNT—F A L F—T = AO MTU LV 100 /3
AR ERELRVWEES, T—FA X —Tx2A ZADMTU ZHOTHERHL LN T —
DERINET, T 74V NTlHE, 77 AXEIEY > 27 O MTU 1% 1,600 SA R TH, 7F—X
AUH—=T A AD MTU 2T HEA1X, 727 7 XAXGIEY > 7 O MTU 20 LT 72
VW, 7T ALFIEY 7 D MTU % 2561 ~ 8362 [T ET H Z LIIHEE SRV L ICHER
LTLEE, 7 uy 7 FP—)LOWBENFERET, 20O MTU %A XiEs 27 LAEEICfE Tl
HYFEHA,

DSARZDANILRAEZA—DRTE

[7 A% (Cluster) "= D[F T AXNVATE=H—DRE (Cluster Health Monitor Settings) ]
7 va s iliE, WORTHHEIN TV ORENERINET,
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B /5x50~1z2x2=5—08%

R12: 55 RABDANILAEZZ—DHRE

Cluster Health Monitor Settings ® ¢
Health Check Enabled
Timeouts

Hold Time 3s
Interface Debounce Time 9000 ms

Monitored Interfaces
Service Application Enabled

Unmonitored Interfaces None

Auto-Rejoin Settings

Attempts Interval Between Attempts Interval Variati...

Cluster Interface -1 5 1
Data Interface 3 5 2
System 3 5 2

RNV SRAEINILVREZSZ—DERTE (Cluster Health Monitor Settings) ]t a>T—TILDT4—ILF

J4—ILFK SR BA

AA LT Db

(Timeouts)

R (Hold Time) |fEE CT& A#iMAIX03~458 T4, T 74V MI3IH T, /—FK
DIRNEE MBS D728, 7T AKX ) — Rix7 7 AXHI#) > 7 Tl
D) — KRN —hrE—=F A E—UEEEFELET, /— FILRERE
MNIZET ) — F)b = hE— R XA v b=V %ZELR0WGE,
ZOET ) — RIISEREEITT v RIRIEEE B shE 1,

AUH—=T 24 ADT /N FEETE ZHFHIZ 300 ~ 9000 T U TH, 774 /L b 500 ms T
7 AW (Interface |97, A v F—T 2 A ADT AT AL, A X —7 = A AT
Debounce Time) ERFBAELTWDL LRI, 772200 7 — RBHIBREND F
TOFM T,
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15280~ L2E=2—0%E ||

J4—ILF

Bl

Monitored Interfaces (&
ZRYDTHREA A —
TJxAR)

AVHE =T 2 A ADNNVA F 2w 713 VI EEEE=F—LF
T, BFEDRIA VX —T 2 A4 ADTTOYFR— R, FFED
J— R ETIEEENEAE LN, Blo /) — K EOE Cimiof v 27—
T2 AARATT I T4 TR—EBHDIHEE, O — NI 7 T AF0
SHIBRENET, /— KW RAN—% 7 FZAZNLEIRTAETO
BEREIX, A v X —T =2 ADXA T L ZD ) — RIPMESLE* ) —
RTHDM, FRITZ TAXIIBMLEI L LTWENICE TR
0 FET,

P—eRXT S r—m
> (Service Application)

Snort 7' 1 & AF LW disk-full 7B ANEH I TNENE )
ZRLET,

ETE=H Y U TRGINDA
VHE—T AR

(Unmonitored
Interfaces)

F=H Y TRGHNDAN B —T 2 A REFRLET,

H B s & DR E
(Auto-Rejoin Settings)

JIGABAL B —T = A
A (Cluster Interface)

77 A ZHHY o 7 EENIEAE LRI HBI RS ORE &2 RN
]\/\i‘a—O

#17 (Attempts)

FEETE DHMIL -1 ~ 65535 CTF, T 74/ ME-1 (IEHIR) <
T, R ORITREREZRE LT,

AT ORI (Interval
Between Attempts)

BECTEHHFAIZ2~60TT, T 74/ MISHTT, BHEAGR
ITOREE THRMNTERELET,

DN =— g
(Interval Variation)

BETZA%MAIX1~3TY, 774/ MEFED 1 % TT,
TLICHIRAEL TAMNE IR ERLET,

AT

Fe S A F—T = R
(Data Interfaces)

T A H =T = A AEEPRE LIZRICHEERE OREL
FRLET,

1T (Attempts)

FEETE DHMIL -1 ~ 65535 T, T 74/ MEL3 T, HiEAS
ORITEEERE L ET,

AATOMIME (Interval
Between Attempts)

BETEAHEMIL2~60 T, T 74/ MI5HTY, HEAR
ITOMRZE RN CTERLET,

g N =— 3
(Interval Variation)

FEETE 2#MIT1~3TY, 7740 MIFEO 25T
TEICHBEERLS TN E I MEERLET,

BT

AT I (System)

WET 7 = E L RICHBIHGOREZR R LET, WElT
T, TV = a VRBIOZ A BT b DR T
T —a VAT R ERH Y ET,
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J4—I)LFK SR BA

1T (Attempts) FRETE 2HPHIZ -1 ~ 65535 T9, 7 74/ NI 3 TY, BiES
OFATIE S R E L E T,

AATOMMRE (Interval fRECTE 262 ~60 T, 774/ MISHTY, FHlE
Between Attempts) ITORGEE BN TERELET,

RO =— gy |[HETZXAHIII1I~3TF, T 740 MIBREO 2 T4, 37
(Interval Variation) TLICHRERELSTAOMNE I ETERLET,

\)

FIE

ATy T
ATvT2
ATvT3
ATvT4

ATvTh

GE)

Bl SN2 W7 o — L RiZRrREnERA,

VAT EDNNVAF = T BN TDHE, VAT ADNVAF v 7 BNEGLEINTWD

INOOREIX. OB VarhbEETEET,

FEEOR—FF ¥ 31D, H—OWYRH A > ¥ —7 x4 XD, Snort 7B A, IO disk-full
T ABERTEET, ~NAET=HY UTIEIVLANY 7 A X —T =4 A F721% VNI
RBVIZR EDRABA  F—T 2 A ATIFFETEINEFA, 7 7AZHM) 0=, T
ERETEERA, 2OV U ZIEFICE=XINTHVET,

Devices> Device Management % S8R L £ 7,
BESLH7TALZOMICHD Bt () 227 Vv 7 LET,
[ 7 A% (Cluster) 1227V v 7 LET,

[7 T AZD~NVAE=Z—D5%E (Cluster Health Monitor Settings) 1 &2 2 = > C, Edit (&)
=227V v 7 LET,

[~VAF x> 7 (HealthCheck) | AT A X% 7V v 7 LT, YATLADNVATF = v %k
T LET,

. IZ# 11 % Firewall Threat Defense - 5 X 4 M ERfCisco Secure Firewall 3100/4200 D9 S5 X 32 1) >4



I 12§+ 5 Firewall Threat Defense M~ 5 X % ) B HiCisco Secure Firewall 3100/4200 DY 5 X %2 ') >4

ATvT6

ATy T1

15280~ L2E=2—0%E ||

13: D RTLNLVAF v DEME

Edit Cluster Health Monitor Settings ®

Health Check @D @

v Timeouts

Hold Time Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds

» Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

B MR UEER (2L 21X =2 A v F—T7 = A ZAOBIHEIERE., / — RKRPAAL v FD
A B =T 2 A ZADHEMUEE, VSS R vPC (F£721% VNet) Z2TERLT D A A v FDIBIN)
EATH L XTI, VAT LADSVATF oy JHEEEE I L, Wb LicA v F—T =4 AD
F= XY T BN TSN, MREYOLEERET LT, REODLEENTTHD /) —
iR SN, VAT LAONNAT =y JIEEEZBRERNI A v X —T =2 ARE=H
Vo cEET,

F—/V R EA VX —T =2 ADT Ny o AR AR ELET,
o [A—/v REERHE] (Hold Time) ]: / — RO/x—hE—F A7 —% X A vt —Y ORI

PELET, BECXAHMIZI ~45 T, T 7+ MIIWTT,

s [A U H—T 2 A ADT Ny AW (Interface Debounce Time) ] : 7 /N7 > ARERIE 300

~ 9000 ms OFIFH THERELET, 7 74/ ME500ms TF, fEE/NhSL<TDHE, A
VHE—T A ADEEE LV RHEICHRHTEET, TV CRARMEZEL TS L, ERH
DOFEEMEREL RD T EICHER LTI, f v ¥ —T =2 ADAT—H ZAFEHNIHAE
THE, A HF—T oA AREL L C—I TS NDET, /—NIEESNZI VR
B L E T, 0%, /— RKiZ7 7 A2 HHIBRELE 9, EtherChannel 73 % 7 LK HE
ST v IRRBIZEBITT 2568 (A vTFB Y a— RKEiz, AA v F TEtherChannel 2%
BN IpoT272E) | TAT RN E D EL 2D | F— DA RZBWTHIO Y
FAR ) — ROFNERIRT-D, VT AK ) —RTA U —T 2 ADBENFREIND
ZEERBITDHZENDY £9,

NVAF oy 7 RGO BBHES 7 7 ASREENAZI~A X LET,
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14: BB BHEADRE

~ Auto-Rejoin Settings

Cluster Interface

Attempts Range: 0-65535 (-1 for unlimited number of attempts)

Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

Data Interface

Attempts Range: 0-65535 (-1 for unlimited number of attempts)

Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

System
Attempts Range: 0-65535 (-1 for unfimited number of attempts)
Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

[V FAHA B —T x4 A (ClusterInterface) 1. [7—% A % —7 = A A (Datalnterface) ].
BLO[T AT A (System) [WCRDEEZRELET (WE=7—IZiX, 77V Fr— a3 O
WA LT T b, —BWEORNT T = a VAT A ARERDHY ET)

« [ATHC (Attempts) | @ FFREG OFATREEZE 0~ 65535 OFIPHOEICHRE L £7, 01THE)
HEAEEMNMELET, [T AXA X —T x4 A (Cluster Interface) | DT 7 # /b Ml
I%-1 (JEHIFR) T3, [T—%A % —7 x4 A (Datalnterface) | & [ A7 A (System) ]
DT 7 /v ML 3 T,

o [ATTOMME (Interval Between Attempts) | : FAEARAITOMIEE 2 ~ 60 D/ HAL TER L
9, T7ANMEIXS 3 TT, 7 TAZA~OHFSME ) — RBRITT 2 KA FHRERH
(X, Bt OBEEI AR D 14400 4 (10 H) ICHIR S v E 9,

o [l D /N Y =—2 3 > (Interval Variation) ]: MRZEMIEEINE I DEERLET,
1 ~3D&IHCHEEZRELET (1: EHERL, 2: BERIOMREO 245, 3: ERTOMFED 3
%) o =& E MRE S HITREL., 0% 2 ICRE LSS, &AIORITH 5
%, 2 HORITA 10 5% 2x5) . IBHORITA 20 5% 2x10) &2V ET, 7
T AV MEIX, [7 T A A X —T = A A (Cluster Interface) | DIFEIT L, [T —F A >~
% —7 x A A (DatalInterface) 1B L[V AT A (System) | DAL 2 TT,

ATvT8 [EFE=HXV U ITXBEDA X —T xA A (Monitored Interfaces) | £721L [F=4 U > 7 %IG45k D

A v H#—7 A A (Unmonitored Interfaces) |7 4> RUTA X —T oA ZA%BEH LT, =
Y THBDA =T =24 AERELET, [V—ERAT TV r—varoE=2Y) 7
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AFvT9
ATy 710

1525 /—roEz [

A2 5 (Enable Service Application Monitoring) | & 4> £721X4 72 LT, Snort 7’1 &
A & disk-full 7 r ¥ ADE=Z Y T e AHETITENIT L LB TEET,

15 E=_BYIHREA VA —T A ADETE

~ Monitored Interfaces

Monitored Interfaces (9) Unmonitored Interfaces @ (0)

I Q_ search

GigabitEthernet0/Q
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthernet0/3
GigabitEthernet0/4
GigabitEthernet0/5
GigabitEthernet0/6
GigabitEthernet0/7

Management0/0

AVBE—T 2 A AD~NNVAF =y 7 3) VI EEEE=F—LET, FEOWRIEA ¥ —T7 =
A ADTRTOYBR— R, BED /) — K ETITEENRREELEZR, B0/ — F EOR Uik
AL H—T 2 A ATT I T AT R—=IBBDIEE, 0/ —REI7 7 AZNLHIBRSLE
T, S KB ANR—% T TZAZNLHIRT 5 E TORIZ, A1 F—T A ADXA T L
FD ) — RBRELHEA ) — R THDH), FRFI7TAZIISMLEL > ELTWENIC L > TR
RYET, TTAHNEITIE, ~NAF 2o 73T TCOA o F—T A A, BILO Snort 7' 1
£ 2 L disk-full 7 2t A CHN 2> TWET,

WVIELUSNDA =T 2 f ADNVA TR Y 0 T H BRI TEET,

MO MR VEFR (2L 2IET =2 A X —T7 A ZADOBMHEIEE, / — KA A vF0D
A B —=T = A ZADHEMEIENL. VSS R0 vPC (£ 721% VNet) ZIERET 5 A A~ F DiEN)
EITH L XTI, VAT LADONVAT =y JHERREA BN L, Bk L/ef v ¥ —T A AD
T XY T HEHILTLEEY, PR YOEERFE T LT, RECEENTTH /) —
NIZREI ST D, VAT ADNVATF =y JHEREEBREANC A v X —T = A AT =X
Vo7 TcEET,

[PRfF (Save) 1227 U v 7 LET,
RELRZRMALETRELEDORMZEML TIZSW,

DSRZ/—FDEE

IS AREFEA LT HBIT, A T4 X2l —a v BERE L, V52X ) — REEHETxE
j‘o
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B 59525/ —roem

FLWISRAE/ — FDEN

1OULEDH LN T2 ) = RERFDOT7 7 A2 ITEMTE £,
FIE

ATY 1 [T314 A (Devices) |>[7 /31 AEH (Device Management) |DIEIZEIR L, 7 T A X D More
O %27V v 7 LT[/ — &8 (AddNodes) ] #BINLET, >

X 16: / — KDiEM

Unregister

Cluster Live Status
Break Nodes

Edit Configuration
Break Cluster
Revert Upgrade
Health Monitor

Troubleshoot Files

[7 7 A% DEH (Manage Cluster) |V 4 ¥ — RRFEREINET,

ATV T2 [/—F (Node) | A=a2—MNbHT A A& @R L, LEISUTIP T KL A, EBIEIEN., B
FOY A FNID B LET,
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17:[9 5 X2 DEE (Manage Cluster) ]9 4 H— K
Manage Cluster Wizard

o Configuration 2 Summary

Cluster Name *

Cluster Key

Control Node

You can form the cluster with just the control node to reduce formation time.

Node *

VXLAN Network Identifier (VNI) Networ

/
!

gL szas—roiem ]

Virtual Tunnel Endpoint (VTEP) Networl

/

Cluster Control Link * VTEP IPv4 Address * Priority *

Data Nodes (Optional)

Data node hardware needs to match the control node hardware.

Node * VTEP IPv4 Address * Priority *

Node * VTEP IPv4 Address * Priority *

I Type device name v ] [ 10.10.4.3 ] [ 3 ] Remove
Add a data node

ATV T3 EBIL/—FREBINTHIE, [T—%/—FK&iBM (Addadatanode) 127 Vw27 LET,
ATv 8 [Hi1T (Continue) 1% 7V 7 LET, [ME (Summary) 2B L, [fRT7F (Save) 127 U v

7 LET,

WEREEIN TS/ — R, e—R7 A aryRERENET,

18: /) — FD&E%

D ftdcluster (2)
" Cluster(individual Interface Mode)

® 172.16.0.50(Control) Snort 3
10.10.0.13 - Transparent

E 17216.0.51 Snort 3
10.10.0.12 - Transparent

7T AR ) — ROBEREE=F—F 2121, [@%F (Notifications) 1 7 A =% 7 U v 7 L,

[# A2 (Tasks) 1 &R L FE9,
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B —rors

Deployments Upgrades ©® Health Tasks &y ‘ C’ Show Pop-up Notifications @
m 0 waiting 1 running 0 retrying 20+ success [ Q Filter
0 failures
%.o Cluster
Data node 172.16.0.51 configuration deployment is in progress for cluster ftdcluster 23s
]

/ — FDERS

= RWRAZ U RTRTNARAZRDE N, 7T AL/ — FeflfrcEsd, 7724
BEREMEERLZRWVIRY | i) — REBRANT 5 2 &3 TEEtA, T—¥% / — FOREITHE
ShEd,

FIE

ATY 1 [TIAA R (Devices) 1> [T/3\4 REE (Device Management) | DIEIZEIR L, R4V 2/ —
Ko More() 27 U v 27 LT[/ — R%&ERH+ (Break Node) | ZiIR L F 7,

19: /7 — RO

Disable Node Clustering
Unregister

Packet Tracer

Packet Capture

Health Monitor

Troubleshoot Files

FFar T, IITAXD[FE (More) 1| A==—0b [/ — R&ERI (Break Nodes) | %%
WLT12UED ) — RERATEET,

AT T2 BIDHEEEZ RO LN, 1TV (Yes) 1227V v 7 LET,
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20 fEFRDTEE

Confirm Remove

Are you sure you want to remove node 172.16.0.51 from the cluster? It will be
converted to a standalone device.

-

7T AL ) — RO EE=F—TF 5121, [@F (Notifications) | 7 A 2% 27 U v 7 L,
[# A7 (Tasks) ] Z&ERLET,

7 2R3 DR

FIE

JIGAREMRBE L, TRTCHO /) —RERAZ L RTa T f AERTE £, HIEH — Fik
AVH =T 2 A AR EX2 )T AR —DOREEREFLETN, T—% / — R TIERENHE
Eanxd,

AT Tl J—FEBRBAETDHZEICLY, $§_THT T AH /— R Firewall Management Center C & Hl X

NTNDZ MR LET, 772X/ —FORE 44 <—) 2ZRL TSN,

ATv T2 [TINM R (Devices) 1> [T/ 1 AEHE (DeviceManagement) | DJEIZIEIR L, 7 FAX D

More() %27 V v 7 LT [ZV 7 AKX Zfi#kx (Break Cluster) ] 3R L £,
®21:5 5245 DR

Unregister

Cluster Live Status
Add Nodes

Break Nodes

Edit Configuration
Revert Upgrade

Health Monitor

Troubleshoot Files

o

ATYT3 U IRZEMRT HEORDENTZH, [1TW (Yes) 15227V v 7 LET,
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2 fERRDTEE

Confirm Break

A cluster break will be performed on nodes registered to the management
center, and nodes will be converted to standalone devices. Before you break
the cluster, use Cluster Live Status > Reconcile All to detect any missing
nodes so they can also be converted to standalone devices. Are you sure
you want to break cluster ftdcluster?

-

7T AL DfERE T =X —3 5I2i%, [ (Notifications) | 7 A 2> %227 U w7 L, [XAY
(Tasks) ] ZER L ET,

DISRRAN) T HEENIZT S
) — ROBIBRIHZ T, FIRZA T F U ADTEDIC—EIC ) — REET 7T 1 kT 55
ANHYVET, ZOFEX. S — RE—WRHET 7T 4 kT H-0D0 DT, /—RiE

5| % #¢ = Firewall Management Center D7 /SA A Y A MIFRINET, /— RBET 7747
Wb e, TRTOT—HZA LB —T oA ARV Yy hE T INET,

FIRr

ATy T EBhcT 2=y MK LT, [T/NM R (Devices) |>[T/ 1 REHE (DeviceManagement) ]
DNEIZEIRL T More() 227 Vw7 L, [/ — KOOI TAKX ) 7 %279 % (Disable Node
Clustering) ] Z#3R L ET,

H23:95R2 )T EENT S

ID\'sab\e Node Cluster\ngl

Break Node
Unregister
Packet Tracer
Packet Capture
Health Monitor

Troubleshoot Files

Hl ) — RCTrIAZV T HBENT DL, T—F = FO1LOWH LW, — Ricy
£, B, PREPREEREICOWTIE, Hl#ll /) — FEEZMRET D &I~ TORRS Fo v
TENDIZD, FLWEIE — N ETH A BT D NEN DY £, H#H — R 7 TR
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s5z28~0Esm ||

ANOME—D ) — R THIEE, TD ) —RTIITAZ) TN+ 5Z LIXTEEY
/\/o
ARTFYT2 J—FRDITAZ) T EEHNTH L 2R LET,

J—RiL, [T73 A (Devices) 1>[7 /31 A& H (Device Management) |V A kD4 RiDFEIZ
[ (#%) (Disabled) ) ] &EFRSNET,

ATV T3 VI AXY T EFBOENCT DL, 7T AF~OHESM (41 <—) 2R LTLES
/AN

DS RIANDBESM

(2 21T, A v B —T 2 A ATEENRELIZTZODIZ) /— KRBT T2 NSEIRENTE
B FRETEI T IRX ) T BN LIZGAE. 7 T AXICTEHTHESMT 50END
DVET, 7 TAZ~OBESMEFITT HHIC, EENRINTWDLZ 2R LET, /—
K& 7 5 2AZNHHIRTE ZHBAOFEMIZOWVWTIL, (7 2Z2~0FSM (67 <2—) |
EHRRLTLEEN,

FIE

ATy T HEANTLIa2=y M LT, [T/81 R (Devices) 1> [T/31 RAEHE (Device
Management) ] DJEIZEIRL T More() 27 U7 L, [/ —RDZFZAZ Y T E2HHITT
% (Enable Node Clustering) ] Z 3R L £ 77,

ARTFYWT2 2=y NCOITREZY LV TEFENCTAZ L 2R LET,

HlE/ — FDOER

EFE O OHIE ) — FELEETHAREBOHFEZ, ) — RTrIFAX Y 7 H2BH L, FH LElE=
=y NOBIRZFHF->TG, 7 7AZ ) T aBEANCT LHETT, Hlfl /) —NcdbH=
=y NERBICHRETALERS LT, 207 a v OFEEFEHLET, 2B, R
EFREEREIZ OV TIL, WO HETHIE ) — REEZ586]4 25 & _XTOHEHN Fe v
TENDTD, FLUWEIE S — N BT LT D MENDH Y £,

HilfE ) — R 2 2R3 5123, ROFIEEZFEITLET,
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| BCEECE )

FIE

RAT9T1 [TIAA R (Devices) |>[T/\1 REHE (DeviceManagement) 1>More()>[7 ZAX DT A7
AT —4 A (Cluster Live Status) | Zi®IR L C [V 7 A X A7 —H A (Cluster Status) ] ¥4 7 &
TRy 7 AEMREET,

H24:95R3DAT—H R

Cluster Status ®

Overall Status: & Cluster has all nodes in sync

Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name l

Status Device Name Unit Name Chassis URL
In Sync. 172.16.0.51 172.16.0.51 N/A
In Sync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025 m

ATFv 72 #lifl= ML=y MZOWT, More()> [ — L& HfHIIZZF (Change Role to
Control) ] Zi®R L £7,

ATY T3 v VOEFEEERT DL )CKkOONET, T=v /Ry 7 224N LT[OK] 27 Y v
7 LET,

DS RABRTEDwE
JITALREERETEET, 7 IAXFT—, JITRALGIH) oA X —T A4 A, £721T
I TABEEHY 7 Fy NI BERT L E, 7T AXIHEBMICHER S CHER SN E
T, ZITAEPERRSINDIET, VT 7407 OFEPEAETHREERHY EF, /—F
DY FZAZENY 7 DIPT RUA, J— NOBEIANL, F2idV A NIDEZEET L&, ¥
BEZ D ) — FOBDBBRINENT Y 7 AXICTHBIMENET,
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vsz2azEnmEe

FIE

ATV 1 [T/A4 R (Devices) | >[T/\4 RAEHE (Device Management) ] DIEIZEEINL, 7 7 A XD
More() 27 U » 27 LT [&E L Mm% (Edit Configuration) | 3R L £,

25 5 E DImE

Unregister

Cluster Live Status
Add Nodes

Break Nodes
Break Cluster
Revert Upgrade
Health Monitor

Troubleshoot Files

[7 7 A% D& (Manage Cluster) |V 4 ¥ — FRFRENET,
ARTYT2 VIAXBREEFTH LET,
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26:[9 5 X2 DEE (Manage Cluster) 179 4 F— K

Manage Cluster Wizard

° Configuration 2 Summary

A Editing the cluster bootstrap configuration requires disabling all cluster nodes temporarily. This operation may result in traffic disruption, and you should
perform bootstrap changes during the maintenance window. Make sure connected switches match the MTUs for data interfaces and the cluster control
link interface.

Cluster Name *

Cluster Key

[[sesses )

Control Node
You can form the cluster with just the control node to reduce formation time.

Cluster-level changes

Node *

VXLAN Network Identifier (VNI) Networ Virtual Tunnel Endpoint (VTEP) Networl

[ 10.10.3.0 ] / [24 (254 addresses) v ] I 10.10.10.0 ] /

Cluster Control Link * VTEP IPv4 Address * Priority *
|GigabitEtherne10f7 ~ ] [ 10.10.10.2 ] [ 2 ]
Data Nodes (Optional) Node-level changes

Data node hardware needs to match the control node hardware.
Node * VTEP IPv4 Address * Priority *
[ 10.10.10.1 I [ 1 ]

7 AZHIH Y 7 3 EtherChannel D&, A VX —T 24 AD Ky T HE T A= a2—0O8
WCHDHEt() %227V v 7 LT, A E—T 2 ADALR—2 v 7L LACP DR EZRET
TET

ATw T3 [#i1T (Continue) 1% 7V 7 LET, ME (Summary) 2B L. [fRT7F (Save) 127 U >
7 Lij—o

DI3RZ/—FDREE

7T AE ) — ROBERIIL LT25E1E. 7 731 A7) 5 Firewall Management Center (2% L C 2
TABZAUN=2 T HMETEET, 72L& 21X, Firewall Management Center 23 FFE D 7' 1 &
AZATHEINTNDN, Ry NT—Z BN S D56, 7T—% ) — FOBEICKIT 52 &
N £,
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FIE

ATy 1 77 AKX O [Devices] > [Device Management] > More () 23 L, ¥&IZ [Cluster Live Status] % 3%
R L C [Cluster Status] ¥ A 7 2 /AR v 7 AZBEET,

R27: 95 RADZ4A TAT—E2 R

Unregister

Add Nodes

Break Nodes

Edit Configuration
Break Cluster
Revert Upgrade
Health Monitor

Troubleshoot Files

&

ATw T2 [TRTEEAE (Reconcile All) 127V w7 LET,

X 28:FRTCEBE

Cluster Status ®

Overall Status: Cluster has all nodes in sync

Nodes details (2) [ Refresh ] [ Reconcile Alll] [Q Enter node name
Status Device Name Unit Name Chassis URL
In Sync. 172.16.0.51 172.16.0.51 N/A :
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A :

Dated: 13:56:52 | 06 Jan 2025 m
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. 9 SRR EI=F/ — FDOEEFER & % L L) Firewall Management Center ~ 0 & §%

JTGAR AT —HZZADFHMZHONWTIL, 7 TARAXOE=FY T 47—) 2B LTL
7230,

95 R FIE/ — FDOEEAERR & 7 L Uy Firewall Management Center

~DEER

FIE

Firewall Management Center 725 7 7 A X Z e ERTEE T, ZhICKY, 7 I AFITZEDFE
FHEFF SN E T, 7 T A X % H L) Firewall Management Center (Z B9 2580, 7 7 A X &
BEERT 5 N TEET,

T TG AENG ) — R&ERRINT 5 Z & 72 <, Firewall Management Center 7> 5> / — R & B&RAEFR T
HZ b TEET, /— NI FirewallManagementCenter (CFR /R IV TWERAN, L7 T A
ZDO—THY, BIEHE N T T4 v 7 ZELTHIE , — N2 b 2 & b AalgeTd, BUEBIE
L TCWAHHIE ) — R &2 EkERT 2 2 L I3 T& £ A, Firewall Management Center 7> b £ A
ARBIC e o 7c 7 — RITBREMRR L CO M EWERAR, FBEERAE N7 TNV a—T 4 7T
L, 7 7AFZO—HELTHERLTEBS ZEHAETT,

T T AH DRERRER
« Firewall Management Center & 7 7 A% L OHOT X TOBENUIR S ET,
o [T /31 ZEBL (Device Management) | X— 0057 T A X PHIBRSIVET,

« JTAEDT T v N7 4 —AFKERY > —T, NTP %M L T Firewall Management Center
MO ZZET DL IICRESN TV DLLAIE, 7 7 AZBn— A VEERERICE S L
ESC RN

cHENXEDEFIIRDID, VTAZIINT 7 4 v 7 DB EFATLET,
NAT R®° VPN 72 EDRY 2— ACL, BLUA ¥ —7 = A ZMERITHEFF S E T,

[l U & 721351 ® Firewall Management Center |27 7 A X Z# A gkd 5 &, ENHIBRINLD -
O, VITAZITEDRER TN T 7 4 v 7 DWEEEILLET, 7 7 AFFEILTEDE EHEFFS
NDID, 77 AZREEZBINTEET, BRFICT 78X ary br—L R Y —%28RT
TETH. FTT7 47 EHELIT DR, BREEICMORY) —Z2FEH L T oREL
JREAT D MERH Y £7,
1ash BRI
ZOFIETIE, WIFNAD ) — RO CLL T 7 ARNLETT,

AT 1 [T/INL R (Devices) |>[T/ 31 AEE (DeviceManagement) | DJIEIZERIRL, 7 T A XN/ —

RO More() 7 U w7 LT [BEMERR] 28R L 7,
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®29:5 528 FE1E/ — FOEEMEK

2 8

Unregister @
Cluster Live Status
Add Nodes

Edit Configuration
Break Cluster
Revert Upgrade
Health Monitor

Troubleshoot Files

ARTYT2 IV ITREN)— REBREMRET Lo KRObn, 1TV (Yes) 12270 v 27 LET,

ARTYT3 VITRZAUN=DIDEF LT AL R LTENTLHZLICED, 7722 EFH LW (F
721Z[R C) Firewall Management Center (Z 88k T& £9°,

JIAR )= FD1IDET AL AL LTEINT 2T, ROy 722 ) — Rk shE
B

a) 1 D07 F7 AKX ) — RO CLLIZEE L., configuremanager add =~ > R&MEH L CTH LW
Firewall Management Center % 73!/ L £, Firewall Threat Defense ‘B A > ¥ —7 = A A D
CLI COEHZSZHL T EEN,

b) [T/\14 X (Devices) |>[T/ 14 REHE (DeviceManagement) ] Z#{R L. [&/0 (Add) 1>
[T/3f R (Device) | %27V v 7 LET,

ATV T4 KBERD ) — FEBEBNTAHI2E. 792 % ) —ROBE (44 —) 2BRLTLEE
/AN

—_ — »
DSRAMDEZ=HRYY
7 A &%, Firewall Management Center & Firewall Threat Defense @ CLI TE=4 —TZ £7,

o [7 T ABZAT—H A (Cluster Status) | XA 7 a2/ R vy 7 AL, [T /34 A (Devices) ]
>[7 /34 A EL (Device Management) |>More() 7 A 22 b, FE [T /34 A
(Devices) ]>[7 7/ A A& HE (Device Management) |>[27 7 A4 (Cluster) | X— >[4
% (General) |fEHIk>[7 7 AX DT AT AT —4 A (Cluster Live Status) ] UV > 767
JEATEET, >>>
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R30:05REDRAT—H R

Cluster Status ®

Overall Status: &5 Cluster has all nodes in sync

Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name l
Status Device Name Unit Name Chassis URL
In Sync. 172.16.0.51 172.16.0.51 N/A
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025

HlfH ) — RIZiZ, £0Ou—NV 2Rt T I3 749740 Tr—203H0 £,
I T AL RN AT =L AL, ROREPEZENET,
o [ (InSync) : / — R Firewall Management Center |2 %56k S AL TV E T,

o BERORE T (Pending Registration) : / — N|L7 7 AZ O—ETT A, F 72 Firewall
Management Center ([ZEEk SV TWERF A, / — ROBEKITRK LI=HE1E, [T3T
ZME (Reconcile All) 1 &7 U w7 L TOREREHARITTEET,

o VT ALK 7S (Clustering is disabled) : / — R Firewall Management Center
RS NTOVETDE, ZITRIDET VT A TIRAN=TE, 7 ITRAZ U ITK
ElX, B CTHAMET D2 TER D LGHIIELRETICHRF & ET, £/, /—F%
7T AZNLHIRT D Z & b ARET T,

o 77 AZZHH... (Joining cluster...) : /— KW ¥ ¥ —L LTI TAZIIHBIMLT
WET2, ZIMNEE T L TWEH A, B0 (Z Firewall Management Center (2 88k S 41
\iﬁ—o

J—FRZ &I [HE (Summary) | & [JBFE (History) | &£ RTXET,
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31:/—F®O MBEE (Summary) ]

v5z280x=52y>5 |}

Status Device Name Unit Name Chassis URL
v In Sync. 172.16.0.50 Control 172.16.0.50 N/A :
[ Summary ] [ History ][ CCL Ping ]
ID: 2 CCLIP: 10.10.3.2
Site ID: NVA CCL MAC: 0050.5689.5e5¢c
Serial No:  9A2VSEQSQFW Module: NGFWv
Last join: 08:22:47 UTC Jan 6 2025 Resource: 4 cores [ 8192 MB RAM
Last leave: 08:22:24 UTC Jan 6 2025
32:/— KR [BE (History) ]
Status Device Name Unit Name Chassis URL
¥ InSync. 17216.0.50 Control 172.16.0.50 N/A
[ Summary ] [ History ] [ CCL Ping ]
07:53:30 UTC Jan 6 2025  CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment hold for app 1is
07:53:30 UTC Jan 6 2025  CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment hold for app 1is
07:53:27 UTC Jan 6 2025 CONTROL_NODE CONTROL_NODE Event: Cluster unit 172.16.0.50 state is DATA_NODE
07:53:27 UTC Jan 6 2025 CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment is on hold for 18.
07:53:27 UTC Jan 6 2025  CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment is on hold for 18.

+ System (&) > [Tasks] ~X—1/,
[# A7 (Tasks) ] S—UIZIE, / — RDBBERINDHT-NT T T A XK GRS A7 OFHTEH

WEIRENET,

« [T /31 A (Devices) |>[7 /31 A& (Device Management) ]> cluster name, >

TNA AD—ERR_R—=V T TALZEZRERMT L E, IPT FLUAORIZE D v — )L RFER
ENTWAHEIE ) — REET, T_XTOALNA— ) — RERRTXET, BEFD /) — R
2, =R o7 A arBnEzrEnEd,

» show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode |
memory | resour ce usage | service-policy | traffic | xlate count}

7 T AR EROENT — X F1213F OMOEREFR T HI2IE, showcluster 2~ K%

L £

« show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options]
| health | incompatible-config | loadbalance | old-member s| packet-distribution | trace [options]
| transport { asp | cp}]

75 AR ERAFRT HITIL, show cluster info =~ R&AfEH L E,
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B /525 22z 5y ak—

DI3RAAANILREZA—HFyaRk—FK

DISREDANIIRAEZHR —

Firewall Threat Defense 7327 7 A % Offilfl / — R T 5454, Firewall Management Center (37 /3
AARAN) w7 T—=F a7 AN IEIERA RN v 7 EZEMMIEELES, 7T AH
D ~NVAET=LH—F, RO HF—=F b TR SN THET,
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« show running-config cluster

« show cluster info

+ show cluster info health

« show cluster info transport cp
+ show version

* show asp drop

+ show counters

 show arp

» show int ip brief

« show blocks

« show cpu detailed

« show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2
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Cluster Status ®

Overall Status: Cluster has all nodes in sync

Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name I
Status Device Name Unit Name Chassis URL
In Sync. 172.16.0.51 172.16.0.51 N/A
In Sync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025 m

AT9 72 /=KD 125%BEHL, [CCLPing| 27 U v 7 LEd,
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34:CCL Ping

Cluster Status ®

Overall Status: Clustering is disabled for 1 node(s)

Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name
Status Device Name Unit Name Chassis URL
> Clustering is disabled 172.16.0.51 172.16.0.51 N/A i
¥ InSync. 172.16.0.50 Control 172.16.0.50 N/A i

[ Summary ][ History ][ CCL Ping ]

ping 10.10.3.2 size 1654 repeat 2
Sending 2, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:
7?

Success rate is 0 percent (0/2)

»

Dated: 20:29:19 | 06 Jan 2025 m

J = FiE, RMTU =T 237y b A XA LT, 7T ZAZ2HIHY) 7 Tio4
TPH ./ — R ping #¥5 L ET,
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Firewall on a Stick .

Firewall on a Stick

management
10.1.1.1/24 (Pool: .2-.9),
. 2001:DB8::1002/64
© | o = .| (Pool: 8 IPs)
L (=] = = L o
() E| © of ©® E
Cluster Control Link
192.168.1.1, .2, and .3
<]____ portchiSpanned | >

port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64
MAC: 000C.F142.4CDE | |
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64
MAC: 000C.F142.5CDE

N
.7

]

port-ch5
VLAN 10, VLAN 20 Trunk

Switch

l VLAN 10
VLAN20 |

m

Ul

— —
r— A
Client Server

Data traffic from different security domains are associated with different VLANS, for example, VLAN 10
for the inside network and VLAN 20 for the outside network. Each has a single physical port connected
to the external switch or router. Trunking is enabled so that all packets on the physical link are 802.1q
encapsulated. The is the firewall between VLAN 10 and VLAN 20.

When using Spanned EtherChannels, all data links are grouped into one EtherChannel on the switch side.
If the becomes unavailable, the switch will rebalance traffic between the remaining units.
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Traffic Segregation

Cluster Control Link
_ port-ch1
_t ’ 192.168.1.1, .2, and .3
Ic
Node 1
§ﬂ /1 eth1/6
ol | [ ] ethirz
N 2NS A\ eihi/8 @C et _p__ =
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= (\ mgmt \f
zo | 28
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D 3 a3
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YA OS_ B/ elhlf6 M
ol J o | [# ] et &
L \J 2 |2V einis >
V V V vV
mgmt
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

You may prefer physical separation of traffic between the inside and outside network.

As shown in the diagram above, there is one Spanned EtherChannel on the left side that connects to the

inside switch, and the other on the right side to outside switch. You can also create VLAN subinterfaces
on each EtherChannel if desired.

Reference for Clustering

This section includes more information about how clustering operates.

Firewall Threat Defense D#gEE I S X2 ) V5

Firewall Threat Defense O —HDFEREIX 7 7 A X U o 7 ClIYR— F &, —EEHE—L= >
N2 THR—hSNET, TOMOBEREICOWTITEE 2 EHICEAT 2EERNH L5501 H
DET,

V3R8 ) T THR— bShZEEE
WOEBIEIL, 7T A% ) 7 DAE R L EERETET, 3~y NS SET,
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FlexConfig Cl%, Firewall Management Center GUI (21372 2% < D ASA HREZ X E T £ 77,
FlexConfig AR U & —ZZM L T 7230,

e JE— kK 77+ A VPN (SSL VPN # L U IPsec VPN)

TV w7 7T RTIE, A FMEVPN (R o—_R—=2EBLWb— F_X—R) [ THHR—
FEINTWERA,

*DHCP 7 A 7> b, ¥—— BLOTmF, DHCP U L—3¥R— LS THE
B

AR R RN A B =T = A A (VT
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The following features are only supported on the control node, and are not scaled for the cluster.

)

GE)

Traffic for centralized features is forwarded from member nodes to the control node over the cluster control
link.

If you use the rebalancing feature, traffic for centralized features may be rebalanced to non-control nodes
before the traffic is classified as a centralized feature; if this occurs, the traffic is then sent back to the
control node.

For centralized features, if the control node fails, all connections are dropped, and you have to re-establish
the connections on the new control node.

GE)

To view FlexConfig features that are also centralized with clustering, for example RADIUS inspection,
see the ASA general operations configuration guide. FlexConfig lets you configure many ASA features
that are not present in the Firewall Management Center GUI. See FlexConfig /8 U 3 —.

* The following application inspections:

* DCERPC
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« ESMTP
« NetBIOS
« PPTP
«RSH

« SQLNET
« SUNRPC
« TFTP

« XDMCP

* Static route monitoring

o %A N VPN

s IGMP </ FF¥ A h i ba—/L FL—r 7o ha )V (F—4% 7L — iRkt
T AL BRI ENnET)

cPIM~/LFFy A harbo—L7FL—r 7o haVill (F—% 71— UREiLs o
AR RIS ET)

e XA FI v I )V—F 47 (A3 R EtherChannel &— R D7)

Connection Settings and Clustering

Connection limits are enforced cluster-wide. Each node has an estimate of the cluster-wide counter values
based on broadcast messages. Due to efficiency considerations, the configured connection limit across the
cluster might not be enforced exactly at the limit number. Each node may overestimate or underestimate
the cluster-wide counter value at any given time. However, the information will get updated over time in
a load-balanced cluster.

FTP and Clustering

* If FTP data channel and control channel flows are owned by different cluster members, then the data
channel owner will periodically send idle timeout updates to the control channel owner and update
the idle timeout value. However, if the control flow owner is reloaded, and the control flow is re-hosted,
the parent/child flow relationship will not longer be maintained; the control flow idle timeout will
not be updated.

Multicast Routing in Individual Interface Mode

In Individual interface mode, units do not act independently with multicast. All data and routing packets
are processed and forwarded by the control unit, thus avoiding packet replication.

Multicast Routing in Individual Interface Mode

In Individual interface mode, units do not act independently with multicast. All data and routing packets
are processed and forwarded by the control unit, thus avoiding packet replication.
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NAT and Clustering

NAT and Clustering .

NAT can affect the overall throughput of the cluster. Inbound and outbound NAT packets can be sent to
different Firewall Threat Defenses in the cluster, because the load balancing algorithm relies on IP addresses
and ports, and NAT causes inbound and outbound packets to have different IP addresses and/or ports.
When a packet arrives at the Firewall Threat Defense that is not the NAT owner, it is forwarded over the
cluster control link to the owner, causing large amounts of traffic on the cluster control link. Note that the
receiving node does not create a forwarding flow to the owner, because the NAT owner may not end up
creating a connection for the packet depending on the results of security and policy checks.

If you still want to use NAT in clustering, then consider the following guidelines:

* No Proxy ARP—For Individual interfaces, a proxy ARP reply is never sent for mapped addresses.
This prevents the adjacent router from maintaining a peer relationship with a node that may no longer
be in the cluster. The upstream router needs a static route or PBR with Object Tracking for the mapped
addresses that points to the Main cluster IP address. This is not an issue for a Spanned EtherChannel,
because there is only one IP address associated with the cluster interface.

* No interface PAT on an Individual interface—Interface PAT is not supported for Individual interfaces.

* PAT with Port Block Allocation—See the following guidelines for this feature:

* Maximum-per-host limit is not a cluster-wide limit, and is enforced on each node individually.
Thus, in a 3-node cluster with the maximum-per-host limit configured as 1, if the traffic from
a host is load-balanced across all 3 nodes, then it can get allocated 3 blocks with 1 in each node.

* Port blocks created on the backup node from the backup pools are not accounted for when
enforcing the maximum-per-host limit.

* On-the-fly PAT rule modifications, where the PAT pool is modified with a completely new
range of IP addresses, will result in xlate backup creation failures for the xlate backup requests
that were still in transit while the new pool became effective. This behavior is not specific to
the port block allocation feature, and is a transient PAT pool issue seen only in cluster
deployments where the pool is distributed and traffic is load-balanced across the cluster nodes.

* When operating in a cluster, you cannot simply change the block allocation size. The new size
is effective only after you reload each device in the cluster. To avoid having to reload each
device, we recommend that you delete all block allocation rules and clear all xlates related to
those rules. You can then change the block size and recreate the block allocation rules.

* NAT pool address distribution for dynamic PAT—When you configure a PAT pool, the cluster
divides each IP address in the pool into port blocks. By default, each block is 512 ports, but if you
configure port block allocation rules, your block setting is used instead. These blocks are distributed
evenly among the nodes in the cluster, so that each node has one or more blocks for each IP address
in the PAT pool. Thus, you could have as few as one IP address in a PAT pool for a cluster, if that
is sufficient for the number of PAT ed connections you expect. Port blocks cover the 1024-65535
port range, unless you configure the option to include the reserved ports, 1-1023, on the PAT pool
NAT rule.

Reusing a PAT pool in multiple rules—To use the same PAT pool in multiple rules, you must be
careful about the interface selection in the rules. You must either use specific interfaces in all rules,
or "any" in all rules. You cannot mix specific interfaces and "any" across the rules, or the system
might not be able to match return traffic to the right node in the cluster. Using unique PAT pools per
rule is the most reliable option.
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* No round-robin—Round-robin for a PAT pool is not supported with clustering.
* No extended PAT—Extended PAT is not supported with clustering.

* Dynamic NAT xlates managed by the control node—The control node maintains and replicates the
xlate table to data nodes. When a data node receives a connection that requires dynamic NAT, and
the xlate is not in the table, it requests the xlate from the control node. The data node owns the
connection.

» Stale xlates—The xlate idle time on the connection owner does not get updated. Thus, the idle time
might exceed the idle timeout. An idle timer value higher than the configured timeout with a refcnt
of 0 is an indication of a stale xlate.

* No static PAT for the following inspections—

« FTP
«RSH

« SQLNET
« TFTP

« XDMCP
- SIP

* If you have an extremely large number of NAT rules, over ten thousand, you should enable the
transactional commit model using the asp rule-engine transactional-commit nat command in the
device CLI. Otherwise, the node might not be able to join the cluster.

Dynamic Routing

The routing process only runs on the control node, and routes are learned through the control node and
replicated to data nodes. If a routing packet arrives at a data node, it is redirected to the control node.
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35: Dynamic Routing in Spanned EtherChannel Mode

Router A
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Only control node uses OSPF

with neighboring routers. EtherChannel
Date nodes are invisible. Load Balancing
A |
rF___ -
@ Cluster nodes
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Router B

After the data node learn the routes from the control node, each node makes forwarding decisions
independently.

The OSPF LSA database is not synchronized from the control node to data nodes. If there is a control
node switchover, the neighboring router will detect a restart; the switchover is not transparent. The OSPF
process picks an IP address as its router ID. Although not required, you can assign a static router ID to

ensure a consistent router ID is used across the cluster. See the OSPF Non-Stop Forwarding feature to
address the interruption.

Dynamic Routing in Individual Interface Mode

In Individual interface mode, each node runs the routing protocol as a standalone router, and routes are
learned by each node independently.
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36 : Dynamic Routing in Individual Interface Mode

Router A

All units are using OSPF
with neighboring routers

ECMP Load Balancing

Cluster Members

In the above diagram, Router A learns that there are 4 equal-cost paths to Router B, each through a node.
ECMP is used to load balance traffic between the 4 paths. Each node picks a different router ID when
talking to external routers.

You must configure a cluster pool for the router ID so that each node has a separate router ID.

EIGRP does not form neighbor relationships with cluster peers in individual interface mode.

)

(G¥)  If the cluster has multiple adjacencies to the same router for redundancy purposes, asymmetric routing
can lead to unacceptable traffic loss. To avoid asymmetric routing, group all of these node interfaces into

the same traffic zone. See ECMP ' — o D/EK.

SIP Inspection and Clustering

A control flow can be created on any node (due to load balancing); its child data flows must reside on the
same node.
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SNMP and Clustering

You should always use the Local address, and not the Main cluster IP address for SNMP polling. If the
SNMP agent polls the Main cluster IP address, if a new control node is elected, the poll to the new control
node will fail.

When using SNMPv3 with clustering, if you add a new cluster node after the initial cluster formation,
then SNMPv3 users are not replicated to the new node. You must remove the users, and re-add them, and
then redeploy your configuration to force the users to replicate to the new node.

Syslog and Clustering

* Each node in the cluster generates its own syslog messages. You can configure logging so that each
node uses either the same or a different device ID in the syslog message header field. For example,
the hostname configuration is replicated and shared by all nodes in the cluster. If you configure
logging to use the hostname as the device ID, syslog messages generated by all nodes look as if they
come from a single node. If you configure logging to use the local-node name that is assigned in the
cluster bootstrap configuration as the device ID, syslog messages look as if they come from different
nodes.

Cisco TrustSec and Clustering

Only the control node learns security group tag (SGT) information. The control node then populates the
SGT to data nodes, and data nodes can make a match decision for SGT based on the security policy.

VPN and Clustering

Site-to-site VPN is a centralized feature; only the control node supports VPN connections.

\)

GE) Remote access VPN is not supported with clustering.

VPN functionality is limited to the control node and does not take advantage of the cluster high availability
capabilities. If the control node fails, all existing VPN connections are lost, and VPN users will see a
disruption in service. When a new control node is elected, you must reestablish the VPN connections.

When you connect a VPN tunnel to a Spanned EtherChannel address, connections are automatically
forwarded to the control node. For connections to an Individual interface when using PBR or ECMP, you
must always connect to the Main cluster IP address, not a Local address.

VPN-related keys and certificates are replicated to all nodes.

Performance Scaling Factor

When you combine multiple units into a cluster, you can expect the total cluster performance to be
approximately 80% of the maximum combined throughput.

For example, if your model can handle approximately 10 Gbps of traffic when running alone, then for a
cluster of 8 units, the maximum combined throughput will be approximately 80% of 80 Gbps (8 units x
10 Gbps): 64 Gbps.
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Control Node Election

Nodes of the cluster communicate over the cluster control link to elect a control node as follows:

1

When you enable clustering for a node (or when it first starts up with clustering already enabled), it
broadcasts an election request every 3 seconds.

Any other nodes with a higher priority respond to the election request; the priority is set between 1
and 100, where 1 is the highest priority.

If after 45 seconds, a node does not receive a response from another node with a higher priority, then
it becomes the control node.

G¥)

If multiple nodes tie for the highest priority, the cluster node name and then the serial number is used to
determine the control node.

If a node later joins the cluster with a higher priority, it does not automatically become the control
node; the existing control node always remains as the control node unless it stops responding, at which
point a new control node is elected.

In a "split brain" scenario when there are temporarily multiple control nodes, then the node with
highest priority retains the role while the other nodes return to data node roles.

GE)

You can manually force a node to become the control node. For centralized features, if you force a control
node change, then all connections are dropped, and you have to re-establish the connections on the new
control node.

High Availability Within the Cluster

Clustering provides high availability by monitoring node and interface health and by replicating connection
states between nodes.

Node Health Monitoring

Each node periodically sends a broadcast heartbeat packet over the cluster control link. If the control node
does not receive any heartbeat packets or other packets from a data node within the configurable timeout
period, then the control node removes the data node from the cluster. If the data nodes do not receive
packets from the control node, then a new control node is elected from the remaining nodes.

If nodes cannot reach each other over the cluster control link because of a network failure and not because
a node has actually failed, then the cluster may go into a "split brain" scenario where isolated data nodes
will elect their own control nodes. For example, if a router fails between two cluster locations, then the
original control node at location 1 will remove the location 2 data nodes from the cluster. Meanwhile, the
nodes at location 2 will elect their own control node and form their own cluster. Note that asymmetric
traffic may fail in this scenario. After the cluster control link is restored, then the control node that has the
higher priority will keep the control node’s role.

See Control Node Election (66 ~X—73°) for more information.
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Interface Monitoring

Each node monitors the link status of all named hardware interfaces in use, and reports status changes to
the control node.

* Spanned EtherChannel—Uses cluster Link Aggregation Control Protocol (cLACP). Each node
monitors the link status and the cLACP protocol messages to determine if the port is still active in
the EtherChannel. The status is reported to the control node.

* Individual interfaces (Routed mode only)—Each node self-monitors its interfaces and reports interface
status to the control node.

When you enable health monitoring, all physical interfaces (including the main EtherChannel) are monitored
by default; you can optionally disable monitoring per interface. Only named interfaces can be monitored.
For example, the named EtherChannel must fail to be considered failed, which means all member ports
of an EtherChannel must fail to trigger cluster removal.

A node is removed from the cluster if its monitored interfaces fail. The amount of time before the Firewall
Threat Defense removes a member from the cluster depends on the type of interface and whether the node
is an established member or is joining the cluster. For EtherChannels (spanned or not): If the interface is
down on an established member, then the Firewall Threat Defense removes the member after 9 seconds.
The Firewall Threat Defense does not monitor interfaces for the first 90 seconds that a node joins the
cluster. Interface status changes during this time will not cause the Firewall Threat Defense to be removed
from the cluster. For non-EtherChannels, the node is removed after 500 ms, regardless of the member
state.

Status After Failure

When a node in the cluster fails, the connections hosted by that node are seamlessly transferred to other
nodes; state information for traffic flows is shared over the control node's cluster control link.

If the control node fails, then another member of the cluster with the highest priority (lowest number)
becomes the control node.

The Firewall Threat Defense automatically tries to rejoin the cluster, depending on the failure event.

N

(3¥)  When the Firewall Threat Defense becomes inactive and fails to automatically rejoin the cluster, all data
interfaces are shut down; only the Management interface can send and receive traffic.
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Data Path Connection State Replication

Every connection has one owner and at least one backup owner in the cluster. The backup owner does not
take over the connection in the event of a failure; instead, it stores TCP/UDP state information, so that the
connection can be seamlessly transferred to a new owner in case of a failure. The backup owner is usually
also the director.

Some traffic requires state information above the TCP or UDP layer. See the following table for clustering
support or lack of support for this kind of traffic.

3R 3: Features Replicated Across the Cluster

Traffic State Support Notes

Up time Yes Keeps track of the system up time.
ARP Table Yes —

MAC address table Yes —

User Identity Yes —

IPv6 Neighbor database Yes —

Dynamic routing Yes —

SNMP Engine ID No —
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How the Cluster Manages Connections

Connections can be load-balanced to multiple nodes of the cluster. Connection roles determine how
connections are handled in both normal operation and in a high availability situation.

Connection Roles

See the following roles defined for each connection:

Owner—Usually, the node that initially receives the connection. The owner maintains the TCP state
and processes packets. A connection has only one owner. If the original owner fails, then when new
nodes receive packets from the connection, the director chooses a new owner from those nodes.

Backup owner—The node that stores TCP/UDP state information received from the owner, so that
the connection can be seamlessly transferred to a new owner in case of a failure. The backup owner
does not take over the connection in the event of a failure. If the owner becomes unavailable, then
the first node to receive packets from the connection (based on load balancing) contacts the backup
owner for the relevant state information so it can become the new owner.

As long as the director (see below) is not the same node as the owner, then the director is also the
backup owner. If the owner chooses itself as the director, then a separate backup owner is chosen.

For clustering on the Firepower 9300, which can include up to 3 cluster nodes in one chassis, if the
backup owner is on the same chassis as the owner, then an additional backup owner will be chosen
from another chassis to protect flows from a chassis failure.

Director—The node that handles owner lookup requests from forwarders. When the owner receives
anew connection, it chooses a director based on a hash of the source/destination IP address and ports
(see below for ICMP hash details), and sends a message to the director to register the new connection.
If packets arrive at any node other than the owner, the node queries the director about which node is
the owner so it can forward the packets. A connection has only one director. If a director fails, the
owner chooses a new director.

As long as the director is not the same node as the owner, then the director is also the backup owner
(see above). If the owner chooses itself as the director, then a separate backup owner is chosen.

ICMP/ICMPvV6 hash details:
* For Echo packets, the source port is the ICMP identifier, and the destination port is 0.
* For Reply packets, the source port is 0, and the destination port is the ICMP identifier.

* For other packets, both source and destination ports are 0.

Forwarder—A node that forwards packets to the owner. If a forwarder receives a packet for a
connection it does not own, it queries the director for the owner, and then establishes a flow to the
owner for any other packets it receives for this connection. The director can also be a forwarder. Note
that if a forwarder receives the SYN-ACK packet, it can derive the owner directly from a SYN cookie
in the packet, so it does not need to query the director. (If you disable TCP sequence randomization,
the SYN cookie is not used; a query to the director is required.) For short-lived flows such as DNS
and ICMP, instead of querying, the forwarder immediately sends the packet to the director, which
then sends them to the owner. A connection can have multiple forwarders; the most efficient throughput
is achieved by a good load-balancing method where there are no forwarders and all packets of a
connection are received by the owner.
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A

GE) We do not recommend disabling TCP sequence randomization when using
clustering. There is a small chance that some TCP sessions won't be
established, because the SYN/ACK packet might be dropped.

* Fragment Owner—For fragmented packets, cluster nodes that receive a fragment determine a fragment
owner using a hash of the fragment source IP address, destination IP address, and the packet ID. All
fragments are then forwarded to the fragment owner over the cluster control link. Fragments may be
load-balanced to different cluster nodes, because only the first fragment includes the 5-tuple used in
the switch load balance hash. Other fragments do not contain the source and destination ports and
may be load-balanced to other cluster nodes. The fragment owner temporarily reassembles the packet
so it can determine the director based on a hash of the source/destination IP address and ports. If it
is a new connection, the fragment owner will register to be the connection owner. If it is an existing
connection, the fragment owner forwards all fragments to the provided connection owner over the
cluster control link. The connection owner will then reassemble all fragments.

Port Address Trandation Connections

New Connection Ownership

Traffic redirection is not supported in this release. When a new connection is directed to a node of the
cluster via load balancing, that node owns both directions of the connection. All the subsequent packets
for the same connection should arrive the same node. If any connection packets arrive at a different node,
they will be dropped. If a reverse flow arrives at a different node, it will be dropped as well. For centralized
features, if the connections do not arrive on the control node, they will be dropped.

By default, AWS GWLB uses 5-tuple to maintain flow stickiness. It is recommended to enable 2-tuple or
3-tuple stickiness on AWS GWLB to ensure the same flows are sent to the same node.

Sample Data Flow for TCP

The following example shows the establishment of a new connection.
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The SYN packet originates from the client and is delivered to one Firewall Threat Defense (based on
the load balancing method), which becomes the owner. The owner creates a flow, encodes owner
information into a SYN cookie, and forwards the packet to the server.

The SYN-ACK packet originates from the server and is delivered to a different Firewall Threat Defense
(based on the load balancing method). This Firewall Threat Defense is the forwarder.

Because the forwarder does not own the connection, it decodes owner information from the SYN
cookie, creates a forwarding flow to the owner, and forwards the SYN-ACK to the owner.

The owner sends a state update to the director, and forwards the SYN-ACK to the client.

The director receives the state update from the owner, creates a flow to the owner, and records the
TCP state information as well as the owner. The director acts as the backup owner for the connection.

Any subsequent packets delivered to the forwarder will be forwarded to the owner.

If packets are delivered to any additional nodes, it will query the director for the owner and establish
a flow.

Any state change for the flow results in a state update from the owner to the director.

Sample Data Flow for ICMP and UDP

The following example shows the establishment of a new connection.
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. Sample Data Flow for ICMP and UDP

1. [ 37:ICMP and UDP Data Flow
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The first UDP packet originates from the client and is delivered to one Firewall Threat Defense (based
on the load balancing method).

The node that received the first packet queries the director node that is chosen based on a hash of the
source/destination [P address and ports.

The director finds no existing flow, creates a director flow and forwards the packet back to the previous
node. In other words, the director has elected an owner for this flow.

The owner creates the flow, sends a state update to the director, and forwards the packet to the server.
The second UDP packet originates from the server and is delivered to the forwarder.

The forwarder queries the director for ownership information. For short-lived flows such as DNS,
instead of querying, the forwarder immediately sends the packet to the director, which then sends it
to the owner.

The director replies to the forwarder with ownership information.

The forwarder creates a forwarding flow to record owner information and forwards the packet to the
owner.

The owner forwards the packet to the client.
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Y DERE

s5z25yv50BE [

T RE Minimum | Minimum | 2£48
Firewall Firewall
Management | Threat
Center Defense
16-node clusters for the |7.6.0 7.6.0 For the Secure Firewall 3100 and 4200, the maximum nodes were increased
Secure Firewall from 8 to 16.
3100/4200.
Individual interface mode | 7.6.0 7.6.0 Individual interfaces are normal routed interfaces, each with their own local
for Secure Firewall IP address used for routing. The main cluster IP address for each interface is
3100/4200 clusters. a fixed address that always belongs to the control node. When the control node
changes, the main cluster IP address moves to the new control node, so
management of the cluster continues seamlessly. Load balancing must be
configured separately on the upstream switch.
Restrictions: Not supported for container instances.
New/modified screens:
* Devices > Device Management > Add Cluster
* Devices> Device M anagement > Cluster > Interfaces/ EI GRP/ OSPF
/ OSPFv3/BGP
* Objects> Object Management > Address Pools>MAC Address Pool
MTU ping test on cluster | 7.6.0 7.6.0 When a node joins the cluster, it checks MTU compatibility by sending a ping
node join to the control node with a packet size matching the cluster control link MTU.
If the ping fails, a notification is generated so you can fix the MTU mismatch
on connecting switches and try again.
Cluster control link ping | 7.2.6 = You can check to make sure all the cluster nodes can reach each other over the
tool. 741 cluster control link by performing a ping. One major cause for the failure of a

node to join the cluster is an incorrect cluster control link configuration; for
example, the cluster control link MTU may be set higher than the connecting
switch MTUs.

New/modified screens: Devices > Device Management > More > Cluster
Live Status.
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hERE Minimum | Minimum | 240
Firewall Firewall
Management | Threat
Center Defense
Troubleshooting file 7.4.1 7.4.1 You can generate and download troubleshooting files for each device on the
generation and download Device page and also for all cluster nodes on the Cluster page. For a cluster,
available from Device you can download all files as a single compressed file. You can also include
and Cluster pages. cluster logs for the cluster for cluster nodes. You can alternatively trigger file
generation from the Devices> Device M anagement > More > Troubleshoot
Files menu.
New/modified screens:
« Devices > Device Management > Device > General
« Devices > Device Management > Cluster > General
Automatic generation of | 7.4.1 7.4.1 If a node fails to join the cluster, a troubleshooting file is automatically
a troubleshooting file on generated for the node. You can download the file from Tasks or from the
a node when it fails to Cluster page.
join the cluster.
View CLI output fora |7.4.1 1t=E You can view a set of pre-defined CLI outputs that can help you troubleshoot
device or device cluster. the device or cluster. You can also enter any show command and see the output.
New/modified screens: Devices> Device M anagement > Cluster > General
Cisco Secure Firewall  |7.4.0 7.4.0 Cisco Secure Firewall 4200 (%, K8 / — KD A, K EtherChannel 7
420007 Z AL ) T SAL) T Y R— N LET,
7T AB D~V AE=|13.0 WERD | T TARI DN AET=S —RELCHTETE DL 9120 L,
NI =d
7 ORIE B/ S : [T/34 R (Devices) | >[T/\4A4 XREH (Device
Management) 1>[2 5 X2 (Cluster) |>[Y SRAEIDANIILAE=_S—
MERTE (Cluster Health Monitor Settings) ]
GE)
LIRMZ FlexConfig #fEH L TN O OREEIT - 2HA 1L, BHATC
W3 FlexConfig DX E#HIFR L T 723y, HIBR L2 » 7238561,
FlexConfig D&% E1Z & - T Management Center DX EN EEX I E
To
75 AN ~JLA = |73.0 WD | T TFTAIDANVA FoH— Ky aR— KT T AXDRIER TR
H—HyvaR—FK TELHLIITRVELE,
BB/ E Szl [ AT 4 (System) > [EEEM (Health) ]>
[E=%— (Monitor) ]
722y oz |1.2.0 7.2.0 7 IALHY) A Z =T = A ADMTU DB, Fb@nT —45 A

MTU O H Eif# ik

VHE—T 2 A ZAMTU LD % 100 34 FEUVMEIZBEBIRNICRES LD
ol FELE, T 740 KT, MTU IX 1,600 /XA FT9,
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K RE Minimum |Minimum | 240
Firewall Firewall
Management | Threat
Center Defense
Cisco Secure Firewall 7.1.0 7.1.0 Cisco Secure Firewall 3100 1%, K 8 / — R®D A, K EtherChannel 7
3100 D7 T AR Y 7 FGARY T Y R—MLET,
IR/ S -

o [T /34 A (Devices) ]>[7 /31 AEE (Device Management) ]>
[7 Z AZDiENM (Add Cluster) ]

« [T/31 R (Devices) 1>[T/314 REHE (Device Management) |>
(M (More) 1A ==—

* [Devices] > [Device Management] > [Cluster]

YR —bEINB7F > b7 4 —2 : Cisco Secure Firewall 3100
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