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About Clustering on the Firepower 4100/9300 Chassis

When you deploy a cluster on the Firepower 4100/9300 chassis, it does the following:

* For native instance clustering: Creates a cluster-control link (by default, port-channel 48) for
node-to-node communication.

For multi-instance clustering: You should pre-configure subinterfaces on one or more cluster-type
EtherChannels; each instance needs its own cluster control link.
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For a cluster isolated to security modules within one Firepower 9300 chassis, this link utilizes the
Firepower 9300 backplane for cluster communications.

For clustering with multiple chassis, you need to manually assign physical interface(s) to this
EtherChannel for communications between chassis.

* Creates the cluster bootstrap configuration within the application.

When you deploy the cluster, the chassis supervisor pushes a minimal bootstrap configuration to each
unit that includes the cluster name, cluster control link interface, and other cluster settings.

* Assigns data interfaces to the cluster as Spanned interfaces.

For a cluster isolated to security modules within one Firepower 9300 chassis, spanned interfaces are
not limited to EtherChannels, like it is for clustering with multiple chassis. The Firepower 9300
supervisor uses EtherChannel technology internally to load-balance traffic to multiple modules on a
shared interface, so any data interface type works for Spanned mode. For clustering with multiple
chassis, you must use Spanned EtherChannels for all data interfaces.

A\

GE) Individual interfaces are not supported, with the exception of a

management interface.

* Assigns a management interface to all units in the cluster.

See the following sections for more information about clustering.

Bootstrap Configuration

When you deploy the cluster, the Firepower 4100/9300 chassis supervisor pushes a minimal bootstrap
configuration to each unit that includes the cluster name, cluster control link interface, and other cluster
settings.

Cluster Members

Cluster Control

Cluster members work together to accomplish the sharing of the security policy and traffic flows.

One member of the cluster is the control unit. The control unit is determined automatically. All other
members are data units.

You must perform all configuration on the control unit only; the configuration is then replicated to the
data units.

Some features do not scale in a cluster, and the control unit handles all traffic for those features. .

Link
For native instance clustering: The cluster control link is automatically created using the Port-channel 48

interface.

For multi-instance clustering: You should pre-configure subinterfaces on one or more cluster-type
EtherChannels; each instance needs its own cluster control link.
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Size the Cluster Control Link .

For a cluster isolated to security modules within one Firepower 9300 chassis, this interface has no member
interfaces. This Cluster type EtherChannel utilizes the Firepower 9300 backplane for cluster
communications. For clustering with multiple chassis, you must add one or more interfaces to the
EtherChannel.

For a cluster with two chassis, do not directly connect the cluster control link from one chassis to the other
chassis. If you directly connect the interfaces, then when one unit fails, the cluster control link fails, and
thus the remaining healthy unit fails. If you connect the cluster control link through a switch, then the
cluster control link remains up for the healthy unit.

Cluster control link traffic includes both control and data traffic.

Size the Cluster Control Link

If possible, you should size the cluster control link to match the expected throughput of each chassis so
the cluster control link can handle the worst-case scenarios.

Cluster control link traffic is comprised mainly of state update and forwarded packets. The amount of
traffic at any given time on the cluster control link varies. The amount of forwarded traffic depends on
the load-balancing efficacy or whether there is a lot of traffic for centralized features. For example:

* NAT results in poor load balancing of connections, and the need to rebalance all returning traffic to
the correct units.

* When membership changes, the cluster needs to rebalance a large number of connections, thus
temporarily using a large amount of cluster control link bandwidth.

A higher-bandwidth cluster control link helps the cluster to converge faster when there are membership
changes and prevents throughput bottlenecks.

\}

GE)

control link size.

If your cluster has large amounts of asymmetric (rebalanced) traffic, then you should increase the cluster

Cluster Control Link Redundancy

The following diagram shows how to use an EtherChannel as a cluster control link in a Virtual Switching
System (VSS), Virtual Port Channel (vPC), StackWise, or StackWise Virtual environment. All links in
the EtherChannel are active. When the switch is part of a redundant system, then you can connect firewall
interfaces within the same EtherChannel to separate switches in the redundant system. The switch interfaces
are members of the same EtherChannel port-channel interface, because the separate switches act like a
single switch. Note that this EtherChannel is device-local, not a Spanned EtherChannel.
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. Cluster Control Link Reliability for Inter-Chassis Clustering

Virtual Switch Link

Switch

H
Node 1

Node 2

Node 3

Cluster Control Link Reliability for Inter-Chassis Clustering

To ensure cluster control link functionality, be sure the round-trip time (RTT) between units is less than
20 ms. This maximum latency enhances compatibility with cluster members installed at different
geographical sites. To check your latency, perform a ping on the cluster control link between units.

The cluster control link must be reliable, with no out-of-order or dropped packets; for example, for inter-site
deployment, you should use a dedicated link.

Cluster Control Link Network

The Firepower 4100/9300 chassis auto-generates the cluster control link interface IP address for each unit
based on the chassis ID and slot ID: 127.2.chassis_id.dot_id. For multi-instance clusters, which typically
use different VLAN subinterfaces of the same EtherChannel, the same IP address can be used for different
clusters because of VLAN separation. The cluster control link network cannot include any routers between
units; only Layer 2 switching is allowed.

Management Network

We recommend connecting all units to a single management network. This network is separate from the
cluster control link.

BB UA—T AR

BTEYA T B —T 2 A AT TAFIZE DL CHLERHYET, O H—T A
ANFAN R A B —T oA ZATERL B8R A v 2 —T = A ATT, BEA X —
TxA AL o TH 2=y MIBEEER TS ET, ZOFHERIEA VX —T oA XIT /A R
DDA B —T 2 A ANLEIYEESILTWET, Zii, Secure Firewall Management Center
WCTNA AZEBREL, BT DDA INET, MAOr—TVEGE, IPT7 RLA, BX
OAST 4w I =T 4V TEFERALET, 7 TAXOHFEA L N—T, HHAY NT—7 |k
T, ENEFNIZERDLIPT FLAEMEHLEST, ZNH6DOIP T RLAIX, 7—RA T o7
RO —E L Ta—Y—NEELET,

[ Firepower 4100/9300 D5 S X &2 ) 2



| Firepower4100/9300 DY 52 5 1) v

Cluster Interfaces .

Cluster Interfaces

For a cluster isolated to security modules within one Firepower 9300 chassis, you can assign both physical
interfaces or EtherChannels (also known as port channels) to the cluster. Interfaces assigned to the cluster
are Spanned interfaces that load-balance traffic across all members of the cluster.

For clustering with multiple chassis, you can only assign data EtherChannels to the cluster. These Spanned
EtherChannels include the same member interfaces on each chassis; on the upstream switch, all of these
interfaces are included in a single EtherChannel, so the switch does not know that it is connected to multiple
devices.

You can use regular firewall interfaces or IPS-only interfaces (inline sets or passive interfaces).

Individual interfaces are not supported, with the exception of a management interface.

Spanned EtherChannels

You can group one or more interfaces per chassis into an EtherChannel that spans all chassis in the cluster.
The EtherChannel aggregates the traffic across all the available active interfaces in the channel.

For regular firewall interfaces:A Spanned EtherChannel can be configured in both routed and transparent
firewall modes. In routed mode, the EtherChannel is configured as a routed interface with a single IP
address. In transparent mode, the IP address is assigned to the BVI, not to the bridge group member
interface.

The EtherChannel inherently provides load balancing as part of basic operation.

For multi-instance clusters, each cluster requires dedicated data EtherChannels; you cannot use shared
interfaces or VLAN subinterfaces.

Inside Switch Outside Switch
Node 1

port-channel 5 eth1/1 port-channel 6
Inside
Spanned Spannec
port-channel 1 0 *hannel 2
10.1.1.1 Node 3 5.201.1
eth1/1 J

Node 4

eth1/1 _@ eth1/
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Connecting to a Redundant Switch System

We recommend connecting EtherChannels to a redundant switch system such as a VSS, vPC, StackWise,
or StackWise Virtual system to provide redundancy for your interfaces.

Configuration Replication

72R53)

All nodes in the cluster share a single configuration. You can only make configuration changes on the

control node (with the exception of the bootstrap configuration), and changes are automatically synced to
all other nodes in the cluster.
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User roles
¢ Admin
¢ Access Admin

¢ Network Admin

DSRAYTN=FIz7ELVYIT Oz T7OEHR
All chassis in a cluster:

* Native instance clustering—For the Firepower 4100: All chassis must be the same model. For the
Firepower 9300: All security modules must be the same type. For example, if you use clustering, all
modules in the Firepower 9300 must be SM-40s. You can have different quantities of installed security
modules in each chassis, although all modules present in the chassis must belong to the cluster
including any empty slots.

Container instance clustering—We recommend that you use the same security module or chassis
model for each cluster instance. However, you can mix and match container instances on different
Firepower 9300 security module types or Firepower 4100 models in the same cluster if required. You
cannot mix Firepower 9300 and 4100 instances in the same cluster. For example, you can create a
cluster using an instance on a Firepower 9300 SM-56, SM-48, and SM-40. Or you can create a cluster
on a Firepower 4145 and a 4125.

NO YES

Cluster 1 Cluster 2 Cluster 1 Cluster 2

SM-56 & EGE-V N Instance B SM-56 [ ELGEY:Y Instance B
9300 |SM-48 MLEENH-P:Y Instance B| 9300 |SM-48 | &LV Y Instance B
SM-40 R ELE-Y:Y Instance B SM-40 LG ELGEY:Y Instance B

Cluster3  Cluster 4

4145 WGEELE-Y:Y Instance B 4145 .
4125 MGEELE-Y:Y Instance B 4125 Instance B
4125 MGEELE-Y:Y Instance B 4125 Instance B

Must run the identical FXOS and application software except at the time of an image upgrade.
Mismatched software versions can lead to poor performance, so be sure to upgrade all nodes in the
same maintenance window.

Must include the same interface configuration for interfaces you assign to the cluster, such as the
same Management interface, EtherChannels, active interfaces, speed and duplex, and so on. You can
use different network module types on the chassis as long as the capacity matches for the same
interface IDs and interfaces can successfully bundle in the same spanned EtherChannel. Note that all
data interfaces must be EtherChannels in clusters with multiple chassis. If you change the interfaces
in FXOS after you enable clustering (by adding or removing interface modules, or configuring
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DIRBY VT DR EHIREN

EtherChannels, for example), then perform the same changes on each chassis, starting with the data
nodes, and ending with the control node.

* Must use the same NTP server. For Firewall Threat Defense, the Firewall Management Center must
also use the same NTP server. Do not set the time manually.

YILFAVARBUVARISRAA) VTDEH

* No intra-security-module/engine clustering—For a given cluster, you can only use a single container
instance per security module/engine. You cannot add 2 container instances to the same cluster if they
are running on the same module.

ES

NO Y

o) EESIERE Instance A Instance B Chassis 1
Cluster 1 ] Cluster 1
Chassis 2

* Mix and match clusters and standalone instances—Not all container instances on a security
module/engine need to belong to a cluster. You can use some instances as standalone or High
Auvailability nodes. You can also create multiple clusters using separate instances on the same security
module/engine.

Cluster 1 Cluster 2 Standalone HA Pair  Standalone

Instance B | [ -1=1 == = R Eh =00l Instance E
HA Pair Cluster 3
I L H-A: Instance C Instance D Instance E Instance F

Chassis 1 {iEcl =N 8

Standalone

Chassis 2 {iEcl =N 8

Standalone Standalone

(¢ EELIERE Instance A e} Instance C Instance D| Instance E /Instance F

* All 3 modules in a Firepower 9300 must belong to the cluster—For the Firepower 9300, a cluster
requires a single container instance on all 3 modules. You cannot create a cluster using instances on
module 1 and 2, and then use a native instance on module 3, or example.

NO YES

Cluster 1 Cluster 3 Cluster 1

Cluster 2 Standalone

Module 1

Instance A |Instance B |Instance C

Cluster 2
Module 2

Instance B | - cljle-
Cluster 3

Instance A

Module 3 | i =i == SInstance B | |- =liw- &

Module 1

Module 2

Module 3

Instance A

Instance B | -l &

Standalone
Instance A [ ehiH=A:JlinStance C
Standalone

Instance A [jEehiH=A:JinStance C

* Match resource profiles—We recommend that each node in the cluster use the same resource profile
attributes; however, mismatched resources are allowed when changing cluster nodes to a different

resource profile, or when using different models.

* Dedicated cluster control link—For clusters with multiple chassis, each cluster needs a dedicated
cluster control link. For example, each cluster can use a separate subinterface on the same cluster-type

EtherChannel, or use separate EtherChannels.
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Cluster1  Cluster2  Cluster 3

Chassis 1 Instance B | ‘
P048.100: CCL1| P048.101: P048.102: CCL3
cCL2

Port-channel48

Port-channel48

P48 101
P048.100: CCL1 CoLo P048.102: CCL3
Chassis 2 Instance B | ‘

Cluster1  Cluster2  Cluster 3

* No shared interfaces—Shared-type interfaces are not supported with clustering. However, the same
Management and Eventing interfaces can used by multiple clusters.

* No subinterfaces—A multi-instance cluster cannot use FXOS-defined VLAN subinterfaces. An
exception is made for the cluster control link, which can use a subinterface of the Cluster EtherChannel.

* Mix chassis models—We recommend that you use the same security module or chassis model for
each cluster instance. However, you can mix and match container instances on different Firepower
9300 security module types or Firepower 4100 models in the same cluster if required. You cannot
mix Firepower 9300 and 4100 instances in the same cluster. For example, you can create a cluster
using an instance on a Firepower 9300 SM-56, SM-48, and SM-40. Or you can create a cluster on a
Firepower 4145 and a 4125.

NO YES

Cluster 1 Cluster 2 Cluster 1 Cluster 2

SM-56 & EGE-V N Instance B SM-56 [ ELGEY:Y Instance B
9300 |SM-48 MLEENH-P:Y Instance B| 9300 |SM-48 | &LV Y Instance B
SM-40 R ELE-Y:Y Instance B SM-40 LG ELGEY:Y Instance B

Cluster3  Cluster 4

4145 WGEELE-Y:Y Instance B 4145 .

4125 MGEELE-Y:Y Instance B 4125 Instance B
4125 MGEELE-Y:Y Instance B 4125 Instance B

* Maximum 6 nodes—You can use up to six container instances in a cluster.

AAVFEH

* Be sure to complete the switch configuration and successfully connect all the EtherChannels from
the chassis to the switch(es) before you configure clustering on the Firepower 4100/9300 chassis.

Firepower 4100/9300 D~ 524 ) >4 |}



Firepower 41009300 D 5 22 >4 |
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* For supported switch characteristics, see Cisco FXOS Compatibility.

Clustering Guidelines and Limitations

Switches for Clustering

* Make sure connected switches match the MTU for both cluster data interfaces and the cluster control
link interface. You should configure the cluster control link interface MTU to be at least 100 bytes
higher than the data interface MTU, so make sure to configure the cluster control link connecting
switch appropriately. Because the cluster control link traffic includes data packet forwarding, the
cluster control link needs to accommodate the entire size of a data packet plus cluster traffic overhead.
In addition, we do not recommend setting the cluster control link MTU between 2561 and 8362; due
to block pool handling, this MTU size is not optimal for system operation. When a node joins the
cluster, it checks MTU compatibility by sending a ping to the control node with a packet size matching
the cluster control link MTU. If the ping fails, a notification is generated so you can fix the MTU
mismatch on connecting switches and try again.

* For Cisco IOS XR systems, if you want to set a non-default MTU, set the IOS XR interface MTU to
be 14 bytes higher than the cluster device MTU. Otherwise, OSPF adjacency peering attempts may
fail unless the mtu-ignore option is used. Note that the cluster device MTU should match the IOS
XR IPv4 MTU. This adjustment is not required for Cisco Catalyst and Cisco Nexus switches.

* On the switch(es) for the cluster control link interfaces, you can optionally enable Spanning Tree
PortFast on the switch ports connected to the cluster unit to speed up the join process for new units.

* On the switch, we recommend that you use one of the following EtherChannel load-balancing
algorithms: source-dest-ip or src-dst-mixed-ip-port (see the Cisco Nexus OS and Cisco I0S-XE
port-channel load-balance command). Do not use a vlan keyword in the load-balance algorithm
because it can cause unevenly distributed traffic to the devices in a cluster.

* If you change the load-balancing algorithm of the EtherChannel on the switch, the EtherChannel
interface on the switch temporarily stops forwarding traffic, and the Spanning Tree Protocol restarts.
There will be a delay before traffic starts flowing again.

* Switches on the cluster control link path should not verify the L4 checksum. Redirected traffic over
the cluster control link does not have a correct L4 checksum. Switches that verify the L4 checksum
could cause traffic to be dropped.

* Port-channel bundling downtime should not exceed the configured keepalive interval.

* On Supervisor 2T EtherChannels, the default hash distribution algorithm is adaptive. To avoid
asymmetric traffic in a VSS design, change the hash algorithm on the port-channel connected to the
cluster device to fixed:

router(config)# port-channel id hash-distribution fixed

Do not change the algorithm globally; you may want to take advantage of the adaptive algorithm for
the VSS peer link.

* Firepower 4100/9300 clusters support LACP graceful convergence. So you can leave LACP graceful
convergence enabled on connected Cisco Nexus switches.

[ Firepower 4100/9300 D5 S X &2 ) 2
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* When you see slow bundling of a Spanned EtherChannel on the switch, you can enable LACP rate
fast for an individual interface on the switch. FXOS EtherChannels have the LACP rate set to fast
by default. Note that some switches, such as the Nexus series, do not support LACP rate fast when
performing in-service software upgrades (ISSUs), so we do not recommend using ISSUs with
clustering.

EtherChannels for Clustering

* In Catalyst 3750-X Cisco 10S software versions earlier than 15.1(1)S2, the cluster unit did not support
connecting an EtherChannel to a switch stack. With default switch settings, if the cluster unit
EtherChannel is connected cross stack, and if the control unit switch is powered down, then the
EtherChannel connected to the remaining switch will not come up. To improve compatibility, set the
stack-mac per sistent timer command to a large enough value to account for reload time; for example,
8 minutes or 0 for indefinite. Or, you can upgrade to more a more stable switch software version,
such as 15.1(1)S2.

* Spanned vs. Device-Local EtherChannel Configuration—Be sure to configure the switch appropriately
for Spanned EtherChannels vs. Device-local EtherChannels.

* Spanned EtherChannels—For cluster unit Spanned EtherChannels, which span across all members
of the cluster, the interfaces are combined into a single EtherChannel on the switch. Make sure
each interface is in the same channel group on the switch.
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. Clustering Guidelines and Limitations

Switch Switch
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* Device-local EtherChannels—For cluster unit Device-local EtherChannels including any
EtherChannels configured for the cluster control link, be sure to configure discrete EtherChannels
on the switch; do not combine multiple cluster unit EtherChannels into one EtherChannel on
the switch.
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Additional Guidelines

» When significant topology changes occur (such as adding or removing an EtherChannel interface,
enabling or disabling an interface on the Firepower 4100/9300 chassis or the switch, adding an
additional switch to form a VSS, vPC, StackWise, or StackWise Virtual) you should disable the
health check feature, and also disable interface monitoring for the disabled interfaces . When the
topology change is complete, and the configuration change is synced to all units, you can re-enable

the health check feature.

* When adding a unit to an existing cluster, or when reloading a unit, there will be a temporary, limited
packet/connection drop; this is expected behavior. In some cases, the dropped packets can hang
connections; for example, dropping a FIN/ACK packet for an FTP connection will make the FTP
client hang. In this case, you need to reestablish the FTP connection.

* If you use a Windows 2003 server connected to a Spanned EtherChannel interface, when the syslog
server port is down, and the server does not throttle ICMP error messages, then large numbers of
ICMP messages are sent back to the cluster. These messages can result in some units of the cluster
experiencing high CPU, which can affect performance. We recommend that you throttle ICMP error

messages.
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* We recommend connecting EtherChannels to a VSS, vPC, StackWise, or StackWise Virtual for
redundancy.

» Within a chassis, you cannot cluster some security modules and run other security modules in
standalone mode; you must include all security modules in the cluster.

* For decrypted TLS/SSL connections, the decryption states are not synchronized, and if the connection
owner fails, then decrypted connections will be reset. New connections will need to be established
to a new unit. Connections that are not decrypted (they match a do-not-decrypt rule) are not affected
and are replicated correctly.

Defaults

* The cluster health check feature is enabled by default with the holdtime of 3 seconds. Interface health
monitoring is enabled on all interfaces by default.

* The cluster auto-rejoin feature for a failed cluster control link is set to unlimited attempts every 5
minutes.

* The cluster auto-rejoin feature for a failed data interface is set to 3 attempts every 5 minutes, with
the increasing interval set to 2.

* Connection replication delay of 5 seconds is enabled by default for HTTP traffic.

DIARRN) T DERTE
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FXO0S: Add a Firewall Threat Defense Cluster

In native mode: You can add a cluster to a single Firepower 9300 chassis that is isolated to security modules
within the chassis, or you can use multiple chassis.

In multi-instance mode: You can add one or more clusters to a single Firepower 9300 chassis that are
isolated to security modules within the chassis (you must include an instance on each module), or add one
or more clusters on multiple chassis.

For clusters on multiple chassis, you must configure each chassis separately. Add the cluster on one chassis;
you can then copy the bootstrap configuration from the first chassis to the next chassis for ease of
deployment

Create a Firewall Threat Defense Cluster

You can easily deploy the cluster from the Firepower 4100/9300 chassis supervisor. All initial configuration
is automatically generated for each unit.

For clustering on multiple chassis, you must configure each chassis separately. Deploy the cluster on one
chassis; you can then copy the bootstrap configuration from the first chassis to the next chassis for ease
of deployment.
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Create a Firewall Threat Defense Cluster .

In a Firepower 9300 chassis, you must enable clustering for all 3 module slots, or for container instances,
a container instance in each slot, even if you do not have a module installed. If you do not configure all 3
modules, the cluster will not come up.

B8 HHIIZ

FIE

* Download the application image you want to use for the logical device from Cisco.com, and then
upload that image to the Firepower 4100/9300 chassis.

* For container instances, if you do not want to use the default profile, add a resource profile according
to Add a Resource Profile for Container Instances.

* For container instances, before you can install a container instance for the first time, you must
reinitialize the security module/engine so that the disk has the correct formatting. Choose Security

M odules or Security Engine, and click the Reinitialize icon (@). An existing logical device will be
deleted and then reinstalled as a new device, losing any local application configuration. If you are
replacing a native instance with container instances, you will need to delete the native instance in
any case. You cannot automatically migrate a native instance to a container instance.

* Gather the following information:

* Management interface ID, IP addresses, and network mask

* Gateway IP address

* Firewall Management Center IP address and/or NAT ID of your choosing
* DNS server IP address

« Firewall Threat Defense hostname and domain name

AT w71  Configure interfaces.

a)

b)

Add at least one Data type interface or EtherChannel (also known as a port-channel) before you deploy
the cluster. See Add an EtherChannel (Port Channel) or Configure a Physical Interface.

For clustering on multiple chassis, all data interfaces must be Spanned EtherChannels with at least
one member interface. Add the same EtherChannels on each chassis. Combine the member interfaces
from all cluster units into a single EtherChannel on the switch. See Clustering Guidelines and

Limitations (10 ~<—<”) for more information about EtherChannels.

For multi-instance clustering, you cannot use FXOS-defined VLAN subinterfaces or data-sharing
interfaces in the cluster. Only application-defined subinterfaces are supported. See FXOS Interfaces
vs. Application Interfaces for more information.

Add a Management type interface or EtherChannel. See Add an EtherChannel (Port Channel) or
Configure a Physical Interface.

The management interface is required. Note that this management interface is not the same as the
chassis management interface that is used only for chassis management (in FXOS, you might see the
chassis management interface displayed as MGMT, management0, or other similar names).
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ATv T2
ATvT3

d)

For clustering on multiple chassis, add the same Management interface on each chassis.

For multi-instance clustering, you can share the same management interface across multiple clusters
on the same chassis, or with standalone instances.

For clustering on multiple chassis, add a member interface to the cluster control link EtherChannel
(by default, port-channel 48). See Add an EtherChannel (Port Channel).

Do not add a member interface for a cluster isolated to security modules within one Firepower 9300
chassis. If you add a member, the chassis assumes this cluster will be using multiple chassis, and will
only allow you to use Spanned EtherChannels, for example.

On the I nterfacestab, the port-channel 48 cluster type interface shows the Operation Stateas failed
if it does not include any member interfaces. For a cluster isolated to security modules within one
Firepower 9300 chassis, this EtherChannel does not require any member interfaces, and you can
ignore this Operational State.

Add the same member interfaces on each chassis. The cluster control link is a device-local EtherChannel
on each chassis. Use separate EtherChannels on the switch per device. See Clustering Guidelines and
Limitations (10 ~<—<”) for more information about EtherChannels.

For multi-instance clustering, you can create additional Cluster type EtherChannels. Unlike the
Management interface, the cluster control link is not sharable across multiple devices, so you will
need a Cluster interface for each cluster. However, we recommend using VLAN subinterfaces instead
of multiple EtherChannels; see the next step to add a VLAN subinterface to the Cluster interface.

For multi-instance clustering, add VLAN subinterfaces to the cluster EtherChannel so you have a
subinterface for each cluster. See Add a VLAN Subinterface for Container Instances.

If you add subinterfaces to a Cluster interface, you cannot use that interface for a native cluster.

(&) Addan eventing interface. See Add an EtherChannel (Port Channel) or Configure a Physical
Interface.

This interface is a secondary management interface for the Firewall Threat Defense devices. To use
this interface, you must configure its IP address and other parameters at the Firewall Threat Defense
CLI. For example, you can separate management traffic from events (such as web events). See the
configure network commands in the Firewall Threat Defense command reference.

For clustering on multiple chassis, add the same eventing interface on each chassis.

Choose Logical Devices.

Click Add > Cluster, and set the following parameters:

1: Native Cluster

Add Cluster 2ix
I want to: Create New Cluster i
Device Mame: clusterl
Template: Cisco Secure Firewzll Threat Defense =7
Image Version: 7.3.0.1676 b5
Instance Type: MNative B

OK Cancel
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2 : Multi-Instance Cluster

Add Cluster /%
I want to: Create Mew Cluster P
Device Name: clusterl
Template: Cisco Secure Firewzll Threat Defense 5
Image Version: 7.3.0.1676 S
Instance Type: Container i
Resource Profile: Default-Small e

2)

SM 1 - 72 Cores Available
SM 2 - 46 Cores Available
SM 3 - Unknown. Module offline
@ Before you add the first container instance, you must reinitialize

the security module/engine so that the disk has the correct
formatting. You only need to perform this action once.

OK Cancel

Choose | want to: > Create New Cluster
Provide a Device Name.

This name is used internally by the chassis supervisor to configure management settings and to assign
interfaces; it is not the device name used in the application configuration.

For the Template, choose Cisco Firepower Threat Defense.
Choose the Image Version.
For the Instance Type, choose either Native or Container.

A native instance uses all of the resources (CPU, RAM, and disk space) of the security module/engine,
so you can only install one native instance. A container instance uses a subset of resources of the
security module/engine, so you can install multiple container instances.

(Container Instance only) For the Resource Type, choose one of the resource profiles from the
drop-down list.

For the Firepower 9300, this profile will be applied to each instance on each security module. You
can set different profiles per security module later in this procedure; for example, if you are using
different security module types, and you want to use more CPUs on a lower-end model. We recommend
choosing the correct profile before you create the cluster. If you need to create a new profile, cancel
out of the cluster creation, and add one using Add a Resource Profile for Container Instances.

G
If you assign a different profile to instances in an established cluster, which allows mismatched
profiles, then apply the new profile on the data nodes first; after they reboot and come back up, you
can apply the new profile to the control node.

Click OK.

You see the Provisioning - device name window.

AT w74 Choose the interfaces you want to assign to this cluster.
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Data Ports =

Ethernet1/2

Ethernet1/5

Ethernet1/8

Ethernet2/1

Ethernet2/2

Ethernet2/3

Ethernet2/4

Ethernet2/s

Ethernet2/6

Ethernet2/7

Port-channell

Port-channel2 :r?:n-nell

Port-channel3

- Port-channel48

Port-channel48.10 Port- <>
channel2

Port-channel48.11 FTD - 6.5.0.63

Security Medule 1,2,3
Click to configure

Part-
channel3

Port-
channel48.10

For native mode clustering: All valid interfaces are assigned by default. If you defined multiple Cluster
type interfaces, deselect all but one.

For multi-instance clustering: Choose each data interface you want to assign to the cluster, and also choose
the Cluster type port-channel or port-channel subinterface.

AT w75  Click the device icon in the center of the screen.

A dialog box appears where you can configure initial bootstrap settings. These settings are meant for initial
deployment only, or for disaster recovery. For normal operation, you can later change most values in the
application CLI configuration.

AT 76  Onthe Cluster Information page, complete the following.
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3: Native Cluster

Cisco Secure Firewall Threat Defense - Bootstrap Configuration (2l

Cluster Information Interface Information Settings  Agreement

Security Module

Security Module - 1, Security Module - 2, Security Module - 3

Interface Information

Chassis 1D: 1

Site ID: 1

Cluster Key: LTy

Confirm Cluster Key: s

Cluster Group Mame: clusterl

Management Interface: Ethernet1/4 A
CCL Subnet IP: Eg:x.x.0.0

oK Cancel
4: Multi-Instance Cluster

Cisco Secure Firewall Threat Defense - Bootstrap Configuration [2/[X

Cluster Information Interface Information Settings  Agreement

Resource Profile Selection

Security Module 1: Default-Small N7
(72 Cores Available)

Security Module 2: Default-Small 2
(45 Cores Available)

Secunity Module 3: Default-Small 7

Interface Information

Chassis 1D: 1

Site ID: 1

Cluster Key: saes

Confirm Cluster Key: e

Cluster Group Name: mi-cluster-1

Management Interface: Ethernetl/4 57
CCL Subnet IP: Egix.x.0.0

0K Cancel

a) (Container Instance for the Firepower 9300 only) In the Security M odule (SM) and Resour ce Profile
Selection area, you can set a different resource profile per module; for example, if you are using
different security module types, and you want to use more CPUs on a lower-end model.

b) For clustering on multiple chassis, in the Chassis|D field, enter a chassis ID. Each chassis in the
cluster must use a unique ID.

This field only appears if you added a member interface to cluster control link Port-Channel 48.

¢) For inter-site clustering, in the Site I D field, enter the site ID for this chassis between 1 and 8.
FlexConfig feature. Additional inter-site cluster customizations to enhance redundancy and stability,
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ATy T17

d)

2)

such as director localization, site redundancy, and cluster flow mobility, are only configurable using
the Firewall Management Center FlexConfig feature.

In the Cluster Key field, configure an authentication key for control traffic on the cluster control link.

The shared secret is an ASCII string from 1 to 63 characters. The shared secret is used to generate
the key. This option does not affect datapath traffic, including connection state update and forwarded
packets, which are always sent in the clear.

Set the Cluster Group Name, which is the cluster group name in the logical device configuration.

The name must be an ASCII string from 1 to 38 characters.

BER

From 2.4.1, spaces in cluster group name will be considered as special characters and may result in
error while deploying the logical devices. To avoid this issue, you must rename the cluster group
name without a space.

Choose the Management I nterface.

This interface is used to manage the logical device. This interface is separate from the chassis
management port.

If you assign a Hardware Bypass-capable interface as the Management interface, you see a warning
message to make sure your assignment is intentional.

({£:7) Setthe CCL Subnet IP as a.b.0.0.

By default, the cluster control link uses the 127.2.0.0/16 network. However, some networking
deployments do not allow 127.2.0.0/16 traffic to pass. In this case, specify any /16 network address
on a unique network for the cluster, except for loopback (127.0.0.0/8), multicast (224.0.0.0/4), and
internal (169.254.0.0/16) addresses. If you set the value to 0.0.0.0, then the default network is used.

The chassis auto-generates the cluster control link interface IP address for each unit based on the
chassis ID and slot ID: a.b.chassis id.dlot_id.

On the Settings page, complete the following.
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration [2/[X

Cluster Information  Interface Information  Settings  Agreement

_—
Management type of application instance: | FMC W
Search domains: CISCO.COoMm

Firewall Mode: Routed i
DMNE Servers: 10.89.5.67

Fully Qualified Hostname: td2.cisco.com

Password: -

Confirm Password: -

Registration Key: .

Confirm Registration Key: .

CDO Onboard:

Confirm CDO Onboard:

Firepower Management Center IP: 10.80.5.35

Firepower Management Center NAT ID: test

Eventing Interface: b

Ok Cancel

a) In the Registration Key field, enter the key to be shared between the Firewall Management Center
and the cluster members during registration.

You can choose any text string for this key between 1 and 37 characters; you will enter the same
key on the Firewall Management Center when you add the Firewall Threat Defense.

b) Enter a Password for the Firewall Threat Defense admin user for CLI access.

c) In the Firepower Management Center |P field, enter the IP address of the managing Firewall
Management Center. If you do not know the Firewall Management Center IP address, leave this
field blank and enter a passphrase in the Firepower Management Center NAT 1D field.
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d)

2

h)

)

(fE&) For a container instance, Permit Expert mode from FTD SSH sessions: Yes or No.
Expert Mode provides Firewall Threat Defense shell access for advanced troubleshooting.

If you choose Yes for this option, then users who access the container instance directly from an
SSH sesssion can enter Expert Mode. If you choose NO, then only users who access the container
instance from the FXOS CLI can enter Expert Mode. We recommend choosing NO to increase
isolation between instances.

Use Expert Mode only if a documented procedure tells you it is required, or if the Cisco Technical
Assistance Center asks you to use it. To enter this mode, use the expert command in the Firewall
Threat Defense CLI.

(f£E) In the Search Domains field, enter a comma-separated list of search domains for the
management network.

(&) From the Firewall M ode drop-down list, choose Transparent or Routed.

In routed mode, the Firewall Threat Defense is considered to be a router hop in the network. Each
interface that you want to route between is on a different subnet. A transparent firewall, on the other
hand, is a Layer 2 firewall that acts like a “bump in the wire,” or a “stealth firewall,” and is not seen
as a router hop to connected devices.

The firewall mode is only set at initial deployment. If you re-apply the bootstrap settings, this setting
is not used.

({£:%E) Inthe DNS Serversfield, enter a comma-separated list of DNS servers.

The Firewall Threat Defense uses DNS if you specify a hostname for the Firewall Management
Center, for example.

({EE) In the Firepower Management Center NAT ID field, enter a passphrase that you will
also enter on the Firewall Management Center when you add the cluster as a new device.

Normally, you need both IP addresses (along with a registration key) for both routing purposes and
for authentication: the Firewall Management Center specifies the device IP address, and the device
specifies the Firewall Management Center IP address. However, if you only know one of the IP
addresses, which is the minimum requirement for routing purposes, then you must also specify a
unique NAT ID on both sides of the connection to establish trust for the initial communication and
to look up the correct registration key. You can specify any text string as the NAT ID, from 1 to
37 characters. The Firewall Management Center and device use the registration key and NAT ID
(instead of IP addresses) to authenticate and authorize for initial registration.

(f£E) In the Fully Qualified Hostname field, enter a fully qualified name for the Firewall
Threat Defense device.

Valid characters are the letters from a to z, the digits from 0 to 9, the dot (.), and the hyphen (-);
maximum number of characters is 253.

(ff:%E) From the Eventing I nterface drop-down list, choose the interface on which events should
be sent. If not specified, the management interface will be used.

To specify a separate interface to use for events, you must configure an interface as a
firepower-eventing interface. If you assign a Hardware Bypass-capable interface as the Eventing
interface, you see a warning message to make sure your assignment is intentional.
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On the Interface Information page, configure a management IP address for each security module in the
cluster. Select the type of address from the Address Type drop-down list and then complete the following
for each security module.

G¥)
You must set the IP address for all 3 module slots in a chassis, even if you do not have a module installed.
If you do not configure all 3 modules, the cluster will not come up.

Cisco Secure Firewall Threat Defense - Bootstrap Configuration [2/[X

Cluster Information  Interface Information  Settings  Agreement
Address Type: IPv4 only »
Security Module 1

1Pvd
Management IP: 10.89.5.20

Network Mask: 255.255.255.192
Gateway: 10.89.5.1
Security Module 2

P4
Management IP:  [10,89.5.21

Metwork Mask: 255.235.255.192
Gateway: 10.89.5.1

Secunty Module 3
IPv4
Management IP: 10.89.5.22

Network Mask: 255.255.255.192

Gateway: 10.89.5.1

a) Inthe Management IP field, configure an IP address.
Specify a unique IP address on the same network for each module.

b) Enter a Network Mask or Prefix Length.
c) Enter a Network Gateway address.

On the Agreement tab, read and accept the end user license agreement (EULA).

Click OK to close the configuration dialog box.
Click Save.

The chassis deploys the logical device by downloading the specified software version and pushing the
bootstrap configuration and management interface settings to the application instance. Check the L ogical
Devicespage for the status of the new logical device. When the logical device shows its Statusas online,
you can add the remaining cluster chassis, or for a cluster isolated to security modules within one Firepower
9300 chassis, start configuring the cluster in the application. You may see the "Security module not
responding” status as part of the process; this status is normal and is temporary.
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System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

& '** ]

Status

@unline &0 *# Ol

AT 712 For clustering on multiple chassis, add the next chassis to the cluster:
a) On the first chassis of the Firewall Chassis Manager, click the Show Configuration icon at the top
right; copy the displayed cluster configuration.
b) Connect to the Firewall Chassis Manager on the next chassis, and add a logical device according to
this procedure.
¢) Choose | want to: > Join an Existing Cluster.

d) Click OK.
e) Inthe Copy Cluster Detailsbox, paste in the cluster configuration from the first chassis, and click
OK.

f)  Click the device icon in the center of the screen. The cluster information is mostly pre-filled, but you
must change the following settings:

* Chassis | D—Enter a unique chassis ID.

* Site |D—For inter-site clustering, enter the site ID for this chassis between 1 and 8. Additional
inter-site cluster customizations to enhance redundancy and stability, such as director localization,
site redundancy, and cluster flow mobility, are only configurable using the Firewall Management
Center FlexConfig feature.

* Cluster Key—(Not prefilled) Enter the same cluster key.
» Management | P—Change the management address for each module to be a unique IP address
on the same network as the other cluster members.
Click OK.
g) Click Save.

The chassis deploys the logical device by downloading the specified software version and pushing
the bootstrap configuration and management interface settings to the application instance. Check the
L ogical Devices page for each cluster member for the status of the new logical device. When the
logical device for each cluster member shows its Statusas online, you can start configuring the cluster
in the application. You may see the "Security module not responding” status as part of the process;
this status is normal and is temporary.
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System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

Status

@unline &0 *# Ol

AT w713 Add the control unit to the Firewall Management Center using the management IP address.

All cluster units must be in a successfully-formed cluster on FXOS prior to adding them to Firewall
Management Center.

The Firewall Management Center then automatically detects the data units.

Add More Cluster Nodes

Add or replace the Firewall Threat Defense cluster node in an existing cluster. When you add a new cluster
node in FXOS, the Firewall Management Center adds the node automatically.

)

GE) The FXOS steps in this procedure only apply to adding a new chassis; if you are adding a new module to
a Firepower 9300 where clustering is already enabled, the module will be added automatically.

48 HHEIIZ

* In the case of a replacement, you must delete the old cluster node from the Firewall Management
Center. When you replace it with a new node, it is considered to be a new device on the Firewall
Management Center.

* The interface configuration must be the same on the new chassis. You can export and import FXOS
chassis configuration to make this process easier.

FIE

AT w71 Ifyou previously upgraded the Firewall Threat Defense image using the Firewall Management Center,
perform the following steps on each chassisin the cluster.

Firepower 4100/9300 D7 525 Y >4 |}



. Add More Cluster Nodes

ATvT2
ATvT3
ATvT4
ATvTH
ATvT6
ATvI1
ATvT8

Firepower 4100/9300 D% 5 X4 Y >4 |

When you upgraded from the Firewall Management Center, the startup version in the FXOS configuration
was not updated, and the standalone package was not installed on the chassis. Both of these items need to
be set manually so the new node can join the cluster using the correct image version.

GE)
If you only applied a patch release, you can skip this step. Cisco does not provide standalone packages
for patches.

a) Install the running Firewall Threat Defense image on the chassis using the System > Updates page.

b) Click Logical Devicesand click the Set Version icon (¥). For a Firepower 9300 with multiple modules,
set the version for each module.

The Startup Version shows the original package you deployed with. The Current Version shows
the version you upgraded to.

¢) Inthe New Version drop-down menu, choose the version that you uploaded. This version should
match the Current Version displayed, and will set the startup version to match the new version.

d) On the new chassis, make sure the new image package is installed.

On an existing cluster chassis Firewall Chassis Manager, click L ogical Devices.

Click the Show Configuration icon at the top right; copy the displayed cluster configuration.

Connect to the Firewall Chassis Manager on the new chassis, and click Add > Cluster.

For the Device Name, provide a name for the logical device.

Click OK.

In the Copy Cluster Details box, paste in the cluster configuration from the first chassis, and click OK.

Click the device icon in the center of the screen. The cluster information is partly pre-filled, but you must
fill in the following settings:
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5: Cluster Information

Cisco Secure Firewall Threat Defense - Bootstrap Configuration [? /%

Cluster Information  Interface Information  Settings  Agreement

Security Module
Security Module - 1, Security Module - 2, Security Module - 3

Interface Information

Chassis ID:

Site ID:

Cluster Key:

Confirm Cluster Key:

Cluster Group Name: ftd-clusterl
Management Interface: Ethernet1/4 i
CCL Subnet IP: 0.0.0.0

oK Cancel

6 : Interface Information

Cisco Secure Firewall Threat Defense - Bootstrap Configuration (7%

Cluster Information Interface Information  Settings  Agreement

Address Type: IPv4 only b
1Pva4

Management IP:

Network Mask: 255.255.255.192

Gateway: 10.89.5.1

Security Module 2

Management IP:

Network Mask: 255.255.255.192

Gateway: 10.89.5.1

Security Module 3

Management IP:

Network Mask: 255.255.255.192

Gateway: 10.89.5.1

QK | Cancel
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7: Settings

Cisco Secure Firewall Threat Defense - Bootstrap Configuration

Cluster Information  Interface Information  Settings  Agreement

Management type of application instance: |FMC e
Search domains: cisco.com

Firewall Mode: Routed i
DNS Servers: 72.163.47.11

Fully Qualified Hostname:
Password:
Confirm Password:

Registration Key:

Confirm Registration Key:

CDO Onboard:

Confirm CDO Onboard:

Firepower Management Center IP: 10.89.5.35
Firepower Management Center NAT ID: 93002
Eventing Interface: v

-

0K Cancel

 Chassis | D—Enter a unique chassis ID.

x

Firepower 4100/9300 D% 5 X4 Y >4 |

» Site |D—For inter-site clustering, enter the site ID for this chassis between 1 and 8. This feature is
only configurable using the Firewall Management Center FlexConfig feature.

* Cluster Key—Enter the same cluster key.

» Management | P—Change the management address for each module to be a unique IP address on

the same network as the other cluster members.

* Fully Qualified Hosthame—Enter the same hostname.

» Passwor d—Enter the same password.

* Registration Key—Enter the same registration key.

Click OK.

Click Save.
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The chassis deploys the logical device by downloading the specified software version and pushing the
bootstrap configuration and management interface settings to the application instance. Check the L ogical
Devices page for each cluster member for the status of the new logical device. When the logical device
for each cluster member shows its Statusas online, you can start configuring the cluster in the application.
You may see the "Security module not responding" status as part of the process; this status is normal and
is temporary.
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8: T N4 ZAMEM

Add Device ®

D CDO Managed Device

Host:+

[ 10.89.5.40 ]
Display Name:

[ 10.89.5.40 ]

Registration Key:*

= ]

Group:
[ None ~ ]

Access Control Policy:*
[in—out v ]

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

[ Select a recommended Tier v

[:l Carrier

Malware Defense
(Jpes

URL

Advanced
Unique NAT ID:+

[ ]

Transfer Packets

a) [RA K (Host) 174 —/VFIZ, filiflma=y FDOIPT FLVAELIFIHRA MMEATLE
D
72/ T f—~ A E L0, filflla=y hOBMEHREL TR, 77 AXDOILE
D=y MBIMTEET,

FRAADEY y b7 v T NATID 2 H L7235/, 207 4=V REANTHHE
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b)

c)

d)
e)

2

h)

Firewall Management Center : &7 5 X 2 M3EN .

[27~4 (Display Name) ] 7 4 —/V F|Z., Firewall Management Center COHfilfl = ~ D
KA LET,

ZOFRFHITZ TAZHATIEHY A, BINTL6#~=y FEHTYT, BT, hor
TABRAUN=DHFIRY T AR R e EETEET,

&8k — (Registration Key) | 7 4 —/L RIZ, FXOS 27 7 AZ Z# R Lo & ZITHEH L
b ERUBGES—2 AN LET, Bik—1T, 1 ERYFEHTEERIEG—27 Ly b
<7,

ER) T/ARET AL AT I—FITBEMLET,

Bkt T I, T RZBETAHRNDO[T 78 A 2 ha—/L AR Y 2~ (Access Control
Policy) | Z#IRT 252>, HLWAY —ZEk L £,

FLOWARY =2 BT 25 61E, BARY —DREERLET, LHBESLT, %T
R = WAF~A A TEET,

New Policy ®

Name *

[ )

l

= 3

Description

Base policy to inherit from

Default Action
(® Block All Traffic
O Intrusion Prevention

O Network Discovery
Targeted Devices

[ Select v ]

TNA ANCHEAT DT A B AERIRLET,

TNA ZADFERFZ, NATID 2 H L7236, [FEM (Advanced) 1B v a &R L,
[E®D NATID (Unique NATID) | 7 4 —/L RIZ[F U NATID Z A1 L £7,

[/37 v b O#EZE (Transfer Packets) | F— > 7 ARy 7 A% A 2L, 7734 AT Firewall
Management Center |Z/37 v N E#RIEST H 2 LA LET,

ZOFTasiE, T7ANFTHATY, ZOFT v a2 HT L TIPS X Snort 72
EDAXR IR M) H—SNTHEIT, T ARREHE LTARY b AT —25F#
&N 7 — % % Firewall Management Center (Z 255 L £, ZOA 7T a VAT L
725 AaIE. A~ MEMTE T 23 Firewall Management Center [Z35{5 S 4L, /N7 v b 7 —# (X
EEINEEA,

&k (Register) |27 V27 LET,

Firewall Management Center (%, filffl= = F 235 L THEXLIZRIC, X COT—H =
=y FERGELET, filfllz=y FRIEFIEREINLTOWRWEES, 7 7 AFZTENSh
Fth, 7T AZNY X — T THRIBIRIBIZ /2D o 7o, DM OGRS RIE T, Bk
TI—=NRETLIHENHV ET, 29 LR TIX, 77 2A% 2=y NEHEBENT S
ZLEBEOLET,
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. Firewall Management Center : &7 5 X 2 M3E/N

[T/34 R (Devices) |>[T/\1 REHE (DeviceManagement) | X— |27 T A X4
RENET, VI7AFZEZRIALT, /77 AF 2=y MR RLET,

Access Control

Model Version Chassis Licenses . Auto RollBack
Policy

D Name

D v Ungrouped (2)

Essentials, IPS (3

Firewall Threat . "
wfx_automationPolic... @

@ 1010112 Snort 3
D 1010.012 - Routed Defense for VMware 770, /A more...)
O TD_Cluster (1)
" Cluster(Individual Interface Mode)
Fi Il Threat E: ttials, IPS (3 3 .
@ 1o 101.a3(Control) Snort 3 irewal real 770 N/A msosreen |)a s, ( wix_automationPolic... NJA

10.10.013 - Routed Defense for VMware

BUEBR SN TS =y MTE, v— 7 A arRNERSNET,

O TD_Cluster (1)
Cluster(Individual Interface Mode)

© 1010a13(Control) Snort 3
10.10.0.13 - Routed

J I AR A=y FOBEREE=F —F HITIE, B (Notifications) |7 A 2 %7 U v
L., [# A7 (Tasks) ] #&{R L F£J, Firewall Management Center |$, == FDBEH I &
27 TAZBEEA AT HEHLET, WTIhhO=y hOBGIZKR LIZHEITIE, 7
TAH ANR—DE (51 4—Y) EBBLTLIEEN,

Q, search peploy ) ©& @ | v
Deployments  Upgrades  Health  Tasks & ‘ @D show Pop-up Notifications @
@ 0 running 3 success 0 warnings 0 failures [ Q_Filter ]
@ 1010.013 Deployment to device successful. m
@ 1010112 Deployment to device successful. m
@ TD Cluster Deployment to device successful. 48s

RT9T2 VJIAXOEA(P) %27 ) v 7 LT, 7L ABHEOREERELET,
FEAVEDREITZ, 7 TAZNDA N —a=y NTERL 7 TAZEERITHENTEET, -
EZIE, 2=y NZEIERFRAEERTEETN, A X —T oA AF7 T AZEKRIZONT
DHBRETEET,

ATY T3 [T/IAA R (Devices) 1> [T/ 1 AEHE (DeviceManagement) ] >[%¥ 5 X4 (Cluster) ] Hiifi
12, [&f% (General) ], [7A &2 A (License) ]. [ AT A (System) ], BLO [~/ R
(Health) | OBRENERINET,

[ Firepower 4100/9300 D5 S X &2 ) 2
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TD Native Cluster

Cisco Secure Firewall Threat Defense for VMware

Cluster Device Interfaces Inline Sets Routing DHCP VTEP

General 7

Firewall Management Center : ©7 5 X 2 D3&/0 .

[ 1010113

[ 1010113 ]

1,

System

WD I TZAZEFOEEEZSHR LTI EI,
o [£&f% (General) 1> [4A1 (Name) ]:Edit () %227 Vw27 LT, 7T AXDFRRYLELET

LET,
Cluster Device Interfaces Inline Sets  Routing DHCP  VTEP
Generadl
Name: @ TD_Cluster
Transfer Packets: Yes
Status: []
Control: 10.10.1.13
Cluster Live Status: View

Z D%, [4A1 (Name) 17 4 —/V REZFELET,

General @

Name:

[ TD Native Cluster

Transfer Packets:

Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy:

Firepower 4100/9300 D~ 524 ) >4 |}
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. Firewall Management Center : &7 5 X 2 M3E/N

o [&f% (General) 1>[7 7 AHX AT —X ADF (View cluster status) ]: [7 T A X AT —
K ADFKx (View cluster status) | Vo7 %27 Vw7 LT[V T AKX AT —H A (Cluster
Status) | ¥ AT a7 Ry 7 AxREET,

Generadl &
Name: @ TD Native Cluster
Transfer Packets: Yes
Status: (]
Control: 1010113

Cluster Live Status:

[V T AHX AT —H A (Cluster Status) | XA 722 HRy 7 AT, [HA (Reconcile) | %7
Vo2 LTTF—Fa=y NOBEEFRAITTIHZ b TEET,

Cluster Status ®
Overall Status: & Cluster has all nodes in sync
Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name
Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.51 172.16.0.51 N/A
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025 m

o [2f% (General) ]|>[hZ7 7/ =— 1 (Troubleshoot) ]: hTF7 TNy a—TFT 4Tl %
ARBIOF T ra— KLz, 772X CLIZF /R LTV T& %9, FirewallManagement
Center: 7 7 AZ DT TN a—T 47 (5TX—V) 2ZRLTIIZEN,

9: b TNYa—TFaY

General &
Name: @ clusterVFTD
Transfer Packets: Yes
Status: []
Control: 10.10.43.21
Cluster Live Status: View
Troubleshoot: Logs  CLI  Download

[ Firepower 4100/9300 D5 S X &2 ) 2
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Firewall Management Center : &7 5 X 2 M3EN .

[ZAE A (License) |: Edit(@) %27 Vv 7 LT, 74 AfHEEREZHELET,

ATy T4 [T/N4 R (Devices) 1> [T/31 RAEIE (Device Management) ] >[T/34 X (Devices) | DA
FoReyTFHE T RA=0—T, JTAZNOEA L N—FRIRL, RORELIEET D L

MWTEET,
o [2f% (General) 1>[4A (Name) ]: Edit(P) %227 VU > 27 LT, 7 TAX AL NR—DFRR
b EELET,
General LAY
Name: 10.89.5.21
Troubleshoot: Logs  CLI
Mode: Routed
Compliance Mode: None
TLS Crypto Acceleration: Enabled

ZTO®RIZ, [4HT (Name) | 7 4 —/V FERELET,

General ®

Name: [ FTD2 ]

Mode:  routed

Compliance Mode:  None

TLS Crypto Disabled
Acceleration:

Force Deploy: »

« (¥ (Management) ]>[AA K (Host) ]: 73 ARECTEHEHEIP T NLRAZEET 545
%, Firewall Management Center TH L7 RL A% —HIE TRy NT—7 EOT /A R
WZBEETEX S 51l [EE (Management) | T[HA A K (Host) |7 FL A ZfRE L

jz‘jﬁo
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. Firewall Management Center : ¥ S X2, T—2 A2 —T 4 ADHKE

Management ‘:)

Remote Host Address: 10.89.5.20
Secondary Address:

Status: (]

Firewall ManagementCenter : 7 S X3, T—3 A A3 —TJ x4 AMDK

ZOFNATIE, FXOSIZZ FAXZRBEA LI L X2 TAZIZEHV Y ToNTET—% 4~
B =T 2 A ZADFERWIRNTG A =2 R ELET, BEOT Y =Dl F7AZ ) T D
BH. T XA H—T A ATHEIT A3 K EtherChannel f > 7 —7 = A AT, 1 DD
Firepower 9300 > ¥ —YHNOt X 2 V7 4 BV 2 — VNIZIRBES T2 T A X D7 T A X Hlff
VoA B =T =4 ZO%E, MTU 27 7 4 /L LR THLERH Y £,

)

GE) %’E%}k@“/? ‘/i KB A% ) T2 AR REtherChannel Z i L CWAFHA., 7T AX
VU TRBEEIZAINIIRDET, R—=FF vV A X —T7 A RFEE L FEHA, ZOEM
(/N 772?@77747T0if£b\lv—/ MZRNT 7 4 7 DBERIEINDONRERILE
7,

FIE

ATy 1 [T/A( R (Devices) |>[T/31 R EHE (DeviceManagement) | # %R L, 7 7 A X ORIZH
LEAt(O)E7 V7 LET,

ATFY T2 [A v H—T A A (Interfaces) | %27V v 27 LET,
RTYT3 7 TALZEIEY U BRELET,

B v =N KD TABY T DA, 7T AXEEY 7 MTUIL, T—XA V4 —T =
A ADHKRKMTIU L0723 &6 100 34 FEWMEEZFEELET, 77 AXHBEY) 7D 7
T4 ZIXT =y MEEREEND 2D, 7T AXEHIEY 7 13T — %8y 2R
DOV A RIMZTITTZAE ST T 4 v 7 DA ==~y RIZHR)GTHHLENSH Y F9, MTU
DK% 9184 /XA MIRE L. f/MiE% 1400 XA MIRETHZ 2RO LET, &
ZIE, AR MTU (X 9184 XA R THDHT=D, T—H A H—T A ADHK MTU 1T 9084 |Z
R 7T ARG 719184 IR ETE ET,

[ Firepower 4100/9300 D5 S X &2 ) 2
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ATvT4

Firewall Management Center : 7 S X%, T—4% 4 8 —J 14 ADHKRE .

7T ALNCBMUTZ ) — Rix, 7 7 ALY 7 MTU & —Ed 537 v b XCHlE L —
RiZ ping #5595 2 & TMTU O E#MEZF = v 7 LET, ping WK 5 &, @A AL
INDTED, HEAA v TF O MTU A —HEZBEEL THRITTL2Z N TEET,

RAT 4TI TAEDOYE 7 TAZHMY I A B —T 2 A AL, T T AT
Port-Channel48 T3, EDA X —T A ANRT T ALY > 7 TH DN DON G IRWGE
X, 7T ARIZE DB TOENT Y TAX AT LB —T =24 ADY v —D FX0S % E %
R L E7,

a) ZIAXAHEY) A A =T 2 A ZADEdIt()E ) v LET,

b) [&f% (General) 12— ® [MTU] 7 1 —/L FIZ, 1400 ~ 9184 DA A Lxd, 7272
L. 2561 ~ 8362 ODFEIFHDMEIIA S LN TL EE W, 7 a v 7 7 —)LOMBEMNFEIN T,
ZOMTU YA RT AT LEMEICHRE CIEH Y THA, RO EHEHT LI 28
B LET,

) [OK]%#7Vvr7 LET,

TR A A =T 2 ABRELET,

a) (EE) BEOT77AT VANV A L H—T oA ADEHIF, T—H A H—T A A
W VLAN T A v Z—T oA ZA%FELET, ZOFIHDKY OEHDIEL, V74 04—
TxARZHAINET, VT4 F—T =24 ZOBMESZRL TIEIN,

b) FT—HALHE—T 2 ADEdiIt()ZE7 ) v LET,

c) KHIEZFDMDONRTA—ZEFRELET, BEDOT 7 AT VA=A HZ—T A R|TD
WTIE, VT v RE—RDOA U H—T oA ADREESRLTLLTEEN, /2, b TV
AT Ly hE—RIZOWTE, Vo INN—T A F—T 2 ADRELESHL T
STEEW, IPSHHAA LV F—T 2 AZONWTIE, A TA vy bRy T A F—
Tz AZHR LTI, .

G¥)

JTABZENY I A B =T 2 ADMTUNT —H A HZ—T = A ADMTU XY 100
NA MUERELSRWES, T—H A X —T 2 AD MTU 2O THERNH D &V D
TT=NERENET, AT v 73 B363—) ZBRLTC, ZT7AZHEY o0
MTU ZHC L TL7EEW, ZD%, T— XA F—T oA ADHKEERFITTXET,

d) BE v — kBT AX Y T DAL, EtherChannel ® F# 7 1 —/ 3L MAC 7 K
VA (—F) ZRELET, [(ERE (Advanced) 127 Vw7 L, [T 7T 47 72MAC
7 KL A (Active MAC Address) ] 7 4 —/V RiZ, MAC7 FL A% HHH A THEL E
T, HiZ 16 £ o 16 #EE T,

7-& 21X, MAC 7 KL A2 00-0C-F1-42-4C-DE O34, 000C.F142.4CDE & AJ1LF4,
MAC7 RLARI<NLTFHXY AR EY bty haRoZ LiXdTEERA, 2FD, £0D
2EED 16 ERTEHFKICT L LI TE A,

[A % /SAMACT R L A (Standby MAC Address) ] I1E%E L2V TL 7Z& 0, B SN
i‘j‘o

BEER R R > b U — 7 OBEGRE % B4 5 72812, A3 K EtherChannel (21X, FHAE
Sy N =7 THEHENTWRY, —BEOMACT FLAZRETHIVLENDH Y £, MAC
T RUARFEBREINTWAHES., FOMACT FLAIZHEOHIH =y MIEFY
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. Firewall Management Center : 7 5 X Z DANJLRE=F —DEE

F9, MACT7 FLAZERELTWARWEEIZ, filflle=y FBEEINHE. Bilwv
ﬂmn:yhm4y&~7:4xm%bwwmc7hvx%ﬁmbi#o;h_ D, —
BRI 72 Ry U — 7 O IENTRAET L AREMEN H Y 97,

e [OKIZZ VU v LET, MOF—% £ 25 —T x A ZTDNT bHTRO FIEZ Y
ij‘o

ATvT5 [Save (RHE) 127 Vv LET,

Z T, Deploy>Deploy (IZBEIL T, AU v —%2EI0 Y CTlT M RT 7 uA LET, &
FHNRTEATLETHEHHASNEEA,

Firewall Management Center : ) S A ZDANIILAEZ=ZZ —DEHTE

[7 T A% (Cluster) "= D[7 T AF~VAT=H—DRE (Cluster Health Monitor Settings) ]
7 g liE, ROELTHASN TV OIRENPERSINET,

10:95AFDANILRAEZL—DHRTE

Cluster Health Monitor Settings ® ¢
Health Check Enabled
Timeouts

Hold Time 3s
Interface Debounce Time 9000 ms

Monitored Interfaces
Service Application Enabled

Unmonitored Interfaces None

Auto-Rejoin Settings

Attempts Interval Between Attempts Interval Variati...

Cluster Interface -1 3 1
Data Interface 3 5 2
System 3 = 2

RI1I[IVSRABANIREZL—DEXTE (Cluster Health Monitor Settings) ] % 3> T—TILDT4—IL K

TJ4—ILF SR BA

ZA LT T b

(Timeouts)

[ Firepower 4100/9300 D5 S X &2 ) 2
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Firewall Management Center : 7 S X Z DAL RAEZZ —DRE .

J4—ILF

Bl

REZFERT (Hold Time)

BETE24MIZ03~45TT, 774V MI3HTT, /—F
DIRBEA TR T DT, 7T AKX ) —RNiEZ7 T AZHIEHY 7 Tl
D) —RIZN—hrE—= A= ELET, /— RBMEREE
MWNIZET ) — Fb A= FE— A v b=V %ZELR20WEA,
ZOET ) — FIISEREEITT v BIREEE R s E1,

AU HE—T A ADFTIN
7 v AW (Interface
Debounce Time)

FRETE 2L 300 ~ 9000 X VT, 77 4/L ML 500ms T
T A E—T oA ZADF T L ARRMIL, A v F—T = A ATl
ENRFEAELTWDLERREN, 7T AZ00 ) — RBEIREns £
TOREMTT,

Monitored Interfaces (&
ZRYDTHREA A —
JIMR)

AE—=T 2 A ADNVAF =y 73 ) I EEEZE=F—LF
T, BFEORPA VX —T 2 A4 ADTTOYFR— MR, FED
J— R ETIEEENEA LN, Blo /) — K EDOFE Ciniof > % —
T2 AARTT I T4 TR—=EBHDIHEE, O —RI7 A%
SHIRENET, /—FERA L NRN—% T T RAZMLHIRTLETD
BRI, A X —T oA ADX AT L ZD ) — RINHESLIE R/ —
RCTHDH, TR TAXIZBMLES E LTWDENT L - THE
e ET,

P—ERT TV r—g
> (Service Application)

Snort 7 2E LN disk-full 72 EAREHRINLTHBENE S )N
R LET,

=K U TRGS DA
VH—T A A
(Unmonitored
Interfaces)

Fm R TR DA B —T 2 ZAEFRLET,

H B s & DR E
(Auto-Rejoin Settings)

DIARAEA R —T A
2 (Cluster Interface)

7T ARHIEY 7 ICEENFEA LRI BB S OREE TR
LET,

AT (Attempts)

FRECTE DHFAIL -1 ~ 65535 TF, T 74/ ME-1 (EHIFR) <
T, HEEORITREEFRELE T,

RATOME (Interval
Between Attempts)

fRETE DHIPHIL 2 ~ 60 TH. 774/ MISHTY, HiEaR
IOk Z T AL CER L E T

BN =— g
(Interval Variation)

FRETEL%MIZ1~3TY, 7740 MIWED 15T, A7
TLICHIBERLS TONEINEERLET,

TR AR =T A A
(Data Interfaces)

T A H—T = A ATPEFE DA LRI HER G ORE L
ForRLET,

Firepower 4100/9300 D7 525 Y >4 |}
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. Firewall Management Center : 7 5 X Z DANJLRE=F —DEE

J4—I)LFK SR BA
1T (Attempts) FBECX DHIPHIL -1 ~ 65535 CT9, T 7 4/V NI 3 TT, HEA
ORITEE A HE L ET,

FBETZ HMIZ2~60 T, T 74/ MISHTT, HEAR
TOMBEE TR CTEZR L ET,

RATOME (Interval
Between Attempts)

FBETZDHMIT1I~3 T, T 74/ MIBIRO 25T, 3BT
TLICHBAERLS TANE I EERLET,

O NRY) =— 3
(Interval Variation)

NE =T =D EAELZRICHEIRESOREEZF s LET, N
T, TV = a RO A LT T N, —EMHORNT
TN = a VAT AR ERHY T,

AT I (System)

BECE H&iPHIL -1 ~ 65535 CT9, T 74/L ME3 TT, HEA
ORITEEEZRE L ET,

1T (Attempts)

RETE DL 2 ~60 T, 7740 MISHTY, HiEAR
TTOMRZ FHMTERLETS

AATOMIME (Interval
Between Attempts)

FBETXDHMIT1I~3 T, T 74/ MIBRD 25T, 3BIT
TLICHIBAEEL TANE INEERLET,

Mo NNY) =— g
(Interval Variation)

N

FIE

ATv 1
ATvF2
ATvT3
ATvT4

ATvT5

GE) VAT LADNNATF =y I EBENITDHE, VAT LADNNVAT = v 7 BEGILINTWDE

BICHHSNR2NT 4=V FEFRRSNERA,

INEDOREIL, 207 arhbEERETEET,

FEOR— T ¥/ ID, H—OWYH A ¥ —7 x4 XD, Snort 7 HE& A, IO disk-full
T AEERTEEST, ~NAET=HYUTIFIVLANY T A X —T =4 A F721% VNI
RBVIZe EORAEA V H—T 2 A ATIEETENERE AL, 7 T7AZGY D= T
ERRETEEFA, 2OV TIEFIZE=FZ SN TNET,

Devices > Device Management % %R L £,

EETLH7 TALZORICHHEdit(@) %227V v 7 LET,

[ 7 A% (Cluster) 1227V v 7 LET,

[7 T AZD~NVAE=H—D%E (Cluster Health Monitor Settings) | &2 + = > T, Edit (&)
Vv LET,

[~V AF =2 (HealthCheck) | AT7A X%V v 7 LT, YATLDNVAF =y 7 &l
M LET,

[ Firepower 4100/9300 D5 S X &2 ) 2
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ATvT6

ATy T1

Hold Time

Interface Debounce Time 9000 Range: 300 to 9000 milliseconds

» Auto-Rejoin Settings

Firewall Management Center : 7 S X Z DAL RAEZZ —DRE .

B 11: R TFLANILAF T VY DEME

Edit Cluster Health Monitor Settings ®

Health Check @D @

v Timeouts

Range: 0.3 to 45 seconds

> Monitored Interfaces

Reset to Defaults Cancel m

B MR UEER (2L 21X =2 A v F—T7 = A ZAOBIHEIERE., / — RKRPAAL v FD
A B =T 2 A ZADHEMUEE, VSS R vPC (F£721% VNet) Z2TERLT D A A v FDIBIN)
EATH L XTI, VAT LADSVATF oy JHEEEE I L, Wb LicA v F—T =4 AD
F= XY T BN TSN, MREYOLEERET LT, REODLEENTTHD /) —
iR SN, VAT LAONNAT =y JIEEEZBRERNI A v X —T =2 ARE=H
Vo cEET,

F—/V Rl & A 2 —T 2 A ADTNY o AR AR E L ET,
o [A—/v REERHE] (Hold Time) ]: / — RO/x—hE—F A7 —% X A vt —Y ORI

PELET, BECXAHMIZI ~45 T, T 7+ MIIWTT,

s [A U H—T 2 A ADT Ny AW (Interface Debounce Time) ] : 7 /N7 > ARERIE 300

~ 9000 ms OFIFH THERELET, 7 74/ ME500ms TF, fEE/NhSL<TDHE, A
VHE—T A ADEEE LV RHEICHRHTEET, TV CRARMEZEL TS L, ERH
DOFREENE L 2D Z EICEFEELTLESWN, AV F—T 2 ADAT —F ATFNHA
THE, A HF—T oA AREL L C—I TS NDET, /—NIEESNZI VR
B L E T, 0%, /— RKiZ7 7 A2 HHIBRELE 9, EtherChannel 73 % 7 LK HE
ST v IRRBIZEBITT 2568 (A vTFB Y a— RKEiz, AA v F TEtherChannel 2%
BN IpoT272E) | TAT RN E D EL 2D | F— DA RZBWTHIO Y
FAR ) — ROFNERIRT-D, VT AK ) —RTA U —T 2 ADBENFREIND
ZEERBITFAZENHD T,

NVAF oy 7 RGO BBHES 7 7 ASREENAZI~A X LET,
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. Firewall Management Center : ¥ 5 X 2 DANLRAEZR —DERE

12: BBBEHEADORE

~ Auto-Rejoin Settings
Cluster Interface

Attempts Range: 0-65535 (-1 for unlimited number of attempts)

Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Interval Variation Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

Data Interface

Attempts Range: 0-65535 (-1 for unlimited number of attempts)

Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

System
Attempts Range: 0-65535 (-1 for unfimited number of attempts)
Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Interval Variation Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

[V FAHA B —T x4 A (ClusterInterface) 1. [7—% A % —7 = A A (Datalnterface) ].
BLO[T AT A (System) [WCRDEEZRELET (WE=7—IZiX, 77V Fr— a3 O
WA LT T b, —BWEORNT T = a VAT A ARERDHY ET)

« [ATHC (Attempts) | @ FFREG OFATREEZE 0~ 65535 OFIPHOEICHRE L £7, 01THE)
HEAEEMNMELET, [T AXA X —T x4 A (Cluster Interface) | DT 7 # /b Ml
I%-1 (JEHIFR) T3, [T—%A % —7 x4 A (Datalnterface) | & [ A7 A (System) ]
DT 7 /v ML 3 T,

o [ATTOMME (Interval Between Attempts) | : FAEARAITOMIEE 2 ~ 60 D/ HAL TER L
9, T7ANMEIXS 3 TT, 7 TAZA~OHFSME ) — RBRITT 2 KA FHRERH
(X, Bt OBEEI AR D 14400 4 (10 H) ICHIR S v E 9,

o [l D /N Y =—2 3 > (Interval Variation) ]: MRZEMIEEINE I DEERLET,
1 ~3D&IHCHEEZRELET (1: EHERL, 2: BERIOMREO 245, 3: ERTOMFED 3
%) o =& E MRE S HITREL., 0% 2 ICRE LSS, &AIORITH 5
%, 2 HORITA 10 5% 2x5) . IBHORITA 20 5% 2x10) &2V ET, 7
T AV MEIX, [7 T A A X —T = A A (Cluster Interface) | DIFEIT L, [T —F A >~
% —7 x A A (DatalInterface) 1B L[V AT A (System) | DAL 2 TT,

ATvT8 [EFE=HXV U ITXBEDA X —T xA A (Monitored Interfaces) | £721L [F=4 U > 7 %IG45k D

A v H#—7 A A (Unmonitored Interfaces) |7 4> RUTA X —T oA ZA%BEH LT, =
Y THBDA =T =24 AERELET, [V—ERAT TV r—varoE=2Y) 7
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AFvT9
ATy 710

FXO0S: Remove a Cluster Node .

A2 5 (Enable Service Application Monitoring) | & 4> £721X4 72 LT, Snort 7’1 &
A & disk-full 7 r ¥ ADE=Z Y T e AHETITENIT L LB TEET,

R13:E=—AYIRELA 2V E—T 24 ADETE

~ Monitored Interfaces

Monitored Interfaces (9) Unmonitored Interfaces @ (0)

| Q_ search

GigabitEthernet0/Q
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthernet0/3
GigabitEthernet0/4
GigabitEthernet0/5
GigabitEthernet0/6
GigabitEthernet0/7

Management0/0

AVBE—T 2 A AD~NNVAF =y 7 3) VI EEEE=F—LET, FEOWRIEA ¥ —T7 =
A ADTXTOWER— BN, BED /) — K ETIEEENEAE LR, Blo — R EOR Ui
AL H—T 2 A ATT I T AT R—=IBBDIEE, 0/ —REI7 7 AZNLHIBRSLE
T, S KB ANR—% T TZAZNLHIRT 5 E TORIZ, A1 F—T A ADXA T L
FD ) — RBRELHEA ) — R THDH), FRFI7TAZIISMLEL > ELTWENIC L > TR
RNET, TTAHNITIE, ~ANAF 2y 73T RTCOA U F—T A A, BILO Snort 7' &2
£ 2 L disk-full 7 2t A CHN 2> TWET,

WVIELUSNDA =T 2 f ADNVA TR Y 0 T H BRI TEET,

MO MR VEFR (2L 2IET =2 A X —T7 A ZADOBMHEIEE, / — KA A vF0D
A B —=T = A ZADHEMEIENL. VSS R0 vPC (£ 721% VNet) ZIERET 5 A A~ F DiEN)
EITH L XTI, VAT LADONVAT =y JHERREA BN L, Bk L/ef v ¥ —T A AD
T XY T HEHILTLEEY, PR YOEERFE T LT, RECEENTTH /) —
NIZREI ST D, VAT ADNVATF =y JHEREEBREANC A v X —T = A AT =X
Vo7 TcEET,

[PRfF (Save) 1227 U v 7 LET,
RELFLREMALETHRELEDORMEZSRL T EE,

FXO0S: Remove a Cluster Node

The following sections describe how to remove nodes temporarily or permanently from the cluster.
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Temporary Removal

A cluster node will be automatically removed from the cluster due to a hardware or network failure, for
example. This removal is temporary until the conditions are rectified, and it can rejoin the cluster. You
can also manually disable clustering.

To check whether a device is currently in the cluster, check the cluster status on the Firewall Chassis
Manager L ogical Devices page:

Gateway Management Port Status
10.89.5.1 Ethernet1/4 @ oniine &P =
Attributes
Cluster Operational Status: in-cluster
FIREPOWER-MGMT-IP :10.895.20
CLUSTER-ROLE : control-node
CLUSTER-IP 127211
MGMT-URL - https:/f
UUID - 95507124-32aa-11ed-b9da-d0ald3T634c

For Firewall Threat Defense using the Firewall Management Center, you should leave the device in the
Firewall Management Center device list so that it can resume full functionality after you reenable clustering.

* Disable clustering in the application—You can disable clustering using the application CLI. Enter
the cluster remove unit hame command to remove any node other than the one you are logged into.
The bootstrap configuration remains intact, as well as the last configuration synced from the control
node, so you can later re-add the node without losing your configuration. If you enter this command
on a data node to remove the control node, a new control node is elected.

When a device becomes inactive, all data interfaces are shut down; only the Management interface
can send and receive traffic. To resume traffic flow, re-enable clustering. The Management interface
remains up using the IP address the node received from the bootstrap configuration. However if you
reload, and the node is still inactive in the cluster , the Management interface is disabled.

To reenable clustering, on the Firewall Threat Defense enter cluster enable.
* Disable the application instance—In the Firewall Chassis Manager on the L ogical Devices page,
click the Slider enabled (®_)). You can later reenable it using the Slider disabled ( .)

* Shut down the security module/engine—In the Firewall Chassis Manager on the Security
M odule/Engine page, click the Power Off icon.

* Shut down the chassis—In the Firewall Chassis Manager on the Overview page, click the Shut Down
icon.

Permanent Removal

You can permanently remove a cluster node using the following methods.
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For Firewall Threat Defense using the Firewall Management Center, be sure to remove the node from the
Firewall Management Center device list after you disable clustering on the chassis.

* Delete the logical device—In the Firewall Chassis Manager on the L ogical Devices page, click the

Delete( w ). You can then deploy a standalone logical device, a new cluster, or even add a new logical
device to the same cluster.

» Remove the chassis or security module from service—If you remove a device from service, you can
add replacement hardware as a new node of the cluster.

FMC: VS RA A VN—DEHRE

RIS R3

FIE

ATy T

ATy T2

JGAREBALTHIT, 207 4 X2l —Yal B EEL, IV TAX AUNREEHTXE
7,

AN —DEm

FXOSIZH LW T T AF A /\—%iB/19 % & | Secure Firewall Management Center (2 2 V) A
AN—RHEIZEM S E T,

1R BHHIIZ

s A UH =T 2 ADERENMMD Y v — LA = P CTRIUERTEILR - TWNDH I &%
Eﬁ%‘ig‘ L/i ﬁ‘o

FXOS D/ ZAXIZH L=y hZBMLEET, [FXOSa2r 74 Xalb—var A K]
L TLTEEN,

Flina=y M7 T ZAZ|TEMS LD E THE L £, Firepower Chassis Manager O [ 27
/31 A (Logical Devices) | [Hi[fi % 23 57>, £ 7213 Firepower Threat Defense @ show cluster
inffoa~> REMHL T IAY AT —H AR R LET,

LW T2AZ A AN—FHBIZENESNET, 2=y FOBRERILZE=F—T5
WZiE, ROEDICERLET,

[T AZ AT =5 X (Cluster Status) | ZA 7 07Ky 27 A ([T/A R (Devices) 1>[T
N REHE (Device Management) ] More() 7 A 2> £ 721 [T/84 X (Devices) | >[T
NA REHE (DeviceManagement) |1>[2 5 X4 (Cluster) | # 7 > [2fi% (General) |7H
W>[7 T A% AT —H% ADFR (View Cluster Status) >[7 T AX DT A T AT —H A
(ClusterLive Status) ] U > 7 2 BAEHAIEE) T, v —¥ LT/ 72X\ TBIFO2=>
Mz 7 Z 22128009, (Joining cluster...) | ERINFET, 7 7 AXTIBMS T4
|2, Firewall Management Center |X Z LD gk AT, AT —H A% [HELFEE (Available
forRegistration) | ([ZED VD £, BENPTETT D& AT —F A TEWIREE (InSync) |
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WCEDY 9, BEICKET 5L, == M EEATHE (Available for Registration) |
DIRFEIZHEE Y 9, ZDHAE. [lBAE (Reconcile) 127 UV w7 L CHBEREZMHI L E
ﬁqo

s [V AT LAT—H A (Systemstatus) ]>[# A2 (Tasks) ] : Firewall Management Center |Z
TRTOBEEA N N T—DRERRINET,

« [T/34 X (Devices) ]>[T/34 REHE (DeviceManagement) ] : 7 /31 AD—E R R~—
VT ITAZERERLT, Eice— K74 ar"br5a1F, 2=y ERBEETTHD
ZEAERLTVET,

HISRA AN—DEH

FIE

ATy T

ATy T2

BEfF 7 ZABND Y T AL A N—ZEEWZ 52 LN TEE T, Firewall Management Center
3=y NEBHBMRM L ET, 7272 L. FirewallManagement Center NOD 7 7 2 & X o
N=IFETHIBRT D2XERH Y £3, /o, ZOFIRTHOIEL L=y MZbEH I
FT., ZOHAEF, A= RO =T BRICTHH LA =L LTEREINET,

1R BHIIZ
e A B —T oA AREMUD L ¥ — BT R =y FERILTHD Z Lol L E
7,

LW vy —o DA, TRETHNIE, FXOSHNOTHTW Y vy —L OREEZNy 77 v 7 LTIHE
T LET,
Firepower 9300 D€ Y = — /)L &2 M 25513, ROFIEZFETT 248 TH Y FHA,

TV v =2 DRy 7T T FXOS RENRVEE L. BUNTHR Y 7 2% A —DiBh

45 =) OFEEZFITLET,

UTFDOT_XRTOFIEIZOWTIEL, FXOST2 V7 4 Falb— g A R[EREEZSHRLTLE

W,

a) FREDT T AR— MEREZ M LT, Firepower4100/9300 > v — 3 OFGElT /NA A LT T >
k7 4 — LD ORERR O EZ G A TND XML 7 7 A v/ AR— K LET,

b) AT Y —UCRET 7 AN EA VR R LET,

o) TABUAEKICRELET,

d) REISUT, T ASAADT T r—va b A VAL AN=Da &7 v 77 b—
RLT, YOI FIAR L —FXEET,

2= k@ Firewall Management Center C, [T/34 X (Devices) |>[T/3f A& (Device

Management) ]>More () > [HIB& (Delete) ] Z IR L,
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., ‘deluster1 (2) Enable Node Clustering
S Break Node
) Packet Tracer
nodel(Control) Snort 3 oo . i Essentials, Threat (3 sy n
N HE L FTDv for VMware 7.3.0 N/A i in-out N/A Packet Capture

Health Monitor

Troubleshoot Files

node2(Disabled) Snort 3 ETDv for Viware 730 N/A Essentials, Threat (2
10.89.5.44 more...)

ATY T3 2=y FEHIRT D Z L 2R LET,

2=y FNT T AZDBHIERS 1L, FirewallManagement Center 7 /34 2 U A kv b IR E
£

ATYTE HLWI FRAE A N—FIETHPMEHE Lic 7 7 A% Ao "= ZEBMICENshE T, &
=y POBERUEZE=F =T HITIE, KOLHIZERLET,

s [7 T AR AT —H A (Cluster Status) | XA 7 ZHRy 7 A ([T/A4 X (Devices) 1> [T
N REHE (DeviceManagement) ] More() 7 A 2> £ 721% [T/84 X (Devices) | >[T
INA REHE (DeviceManagement) ]>[Y 5 A4 (Cluster) | ~<— > [2f% (General) ]
FEIR > [2 T AKX AT —H ADFR (View Cluster Status) [>[7 T AX DT A T AT —H A

(ClusterLive Status) ]V > 7) T, ¥¥—v ETZ ZAXIZEMNFTO2=y N2 [7 TR
22BN (Joining cluster...) | ERENET, 7 T AXITEIMIL7=#IZ, Firewall
Management Center | Z VDR G Z A, AT — & ZAD [XELATHE (Available for
Registration) | [ZED Y £§, B\EMNETTHE, AT —F AN [[EHIKEE (InSync) |
WZEDY 9, BECKRET DL, 2= M EEATHE (Available for Registration) |
DIRRBIZHE D 5. Z0HAE. [IRE (Reconcile) 1[TXT (Al) 1272 VU v 7 LTHEH¥K
Pk 7z R L E S,

System (&) > [# A~ (Tasks) ] : Firewall Management Center {23 T DX ERA X b
T—NERINET,

[T/34 R (Devices) |>[T/3/4 AEHE (DeviceManagement) | : 7 /34 AD—EFKR~—
VT ITAZEREALT, Elce— K74 aryRnNbHr581F, 2=y FRBEEFTTHD
ZEERLTOVET,

AUN—DIIETIT 1471

2=y FOYIBRICHZ T, FRITZA LT F U ADTEOIZ—RIC A U R—%IET 75 ¢ Tk
HEEMNH0 T, ZOFIEX, AR —FNIET 7T 4 7T EHOOHLDOTT, =
= MEF| X i X Firewall Management Center 7 /3 A A U A MIFR I FET,
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B orn—orrssit

\)

(F) =2=v "DET I T 4T DE, TRCDOT—H A L H—T oA ANV ¥ v T ENE
T, WAL X —T 2 A ADHBNNT T 4 v 7 BEZFTEET, VT 74y 7 7u—%FHH
THITNE, 7 7AZ ) T EREANMILET, BHA X —T oA A X, TOZ=v bR
T AT TRENDZITEASTZIP 7 RV AZMH L Tl & BENRRE L 720 9,
2L, Va—R T34, 7I7ARAX Ty MREREIET 7T 4712 RhoTnD L, BFHA
VR =T oA TEHTRV FET, FRUEOa T s Fa b— g SRR Y —L
EHRATOIMNENRDH Y £7,

FIE

ATV TN T 7T 4 7{bTH2=v ML, [T/A1 R (Devices) | >[T/31 REHE (Device
Management) JMore()>[7 7 A% U o 7 %423 % (Disable Clustering) ] AR L £,

9300-cluster (3)

7 Cluster £
chassis1-mod1 Snort 3 Firepower 9300 with o.con  Essentials, IPS (3 o . .
10.89.5.20 FTD L 1 oA out NjA ;

Disable Node Clustering
" ) Delete
chassis2z-mod1(Control) Snort 3 Firepower 9300 with ;5 o FP9300-2.cisco.com:4: Essentials, IPS (3 R o
0.89.5.1 FTD =] Security Module - 1 more...) = oot Packet Tracer
Packet Capture
Firepower 9300 with 7 2 o FPO30C sco.com:4.  Essentials, IPS (3 & ok Wi et Wt
FTD B securit 2 more.) o A

Troubleshoot Files

[ T AH AT —HA (Cluster Status) | XA T TRy 7 AnG, 2=y " &IET 7T 4 71k
TH2LbTEET ([T/NAR (Devices) | >[T/31 REHE (Device Management) |More ()
>[V T AX DT AT AT —4 A (Cluster Live Status) ]) .

ARTVT2 2=y DI TAZY T HENTHZ 2R LET,

2= ML, [T/\4 R (Devices) | >[T/\1 AEHE (DeviceManagement) |V A kD4 REITD
REIZ [ (#%)h (Disabled) ) ] &RRINET,

v td-cluster1 (2))
Cluster

10.89.5.21(Disabled)
10.89.5.21

9300-1(Master)
10.89.5.20

A

ATYT3 I I7RZ VU TEHBOEHCT DL, 7 T7AZ~OFESNM (49 X—2) #ZRL TS
Wy,
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HDSRAIANDBESM

PEENEEL A V=T A AL, 2=y N7 T RAZGHIRSNTZSE £ 2T FHT
I IAZN T EFENC LTSS, 77 AZICFECTHBIMIELMNERHY £, VTR
~OBFBMEFRITT LN, EESMRAESN TS Z L 2R LET, 77 AZnba=y |
DHIER SN DBHOFERIZOWNWTIE, 7 7 AZ~OHESM (69 ~—) #ZHL TSN,

FIE

RT9T1 {HT7 774 7{bTH2=v MK L, [T/N\1 R (Devices) 1>[T/31 XAEE (Device
Management) 1 More()>[27 7 A& U v 7% HAMZT % (Enable Clustering) ] 2 &R L £,
W g

Break Node
Delete

node1(Control) Snort 3 . Packet Tracer
! FTDv for VMware 730 N/A Essentials, Threat (3 in-ou A

10.89.5.36 more...) o Le Packet Capture
Health Monitor

Troubleshoot Files
node2(Disabled) Snort3 nf o I Essentials, Threat (2

10.89.5.44 more...)

[T AH AT —H A (Cluster Status) | XA T TRy 7 AN, 2=y NeHT 7T 471k
T52EHTEET ([T/AM R (Devices) 1> [T/314 XAEHE (Device Management) | >More
O>[7 T AXDTA T AT —H A (Cluster Live Status) ]) .

ATFYT2 2=y N COITREZY U THEENCTEZ L 2MERLET,

T—43 /) — FOEERFER

77 AL ) — REERICHIBRT 2 ENH LH56 (7oL 21E. Firepower 9300 TE Y = —/L &
HIBRT 2354, 703y v — v 2 HIBRT 5354) (X, Firewall Management Center 2> & A /73—
TGRSR T A MENH D FT,

J— RN ER72 7 ZAZO—HTh o556, £213/ — FE2—RENICEHICT 5720 0% 6
X, 7 — REBREER LN T &V, FX0S ©7 7 A X NG 5ERICHIBRT 121E, FXOS:
Remove a Cluster Node (43 <*—) ZZH L T 7Z XV, Firewall Management Center 7)> & %%
BIRER L CTH, £ FAZO—HTHL LA, M T 74y 7 ZglEpiEmmst, filH ) —
R~ (Firewall Management Center 23 & ¥ T X 22 Wil 2 — ) (272 oAl db o v £,

188 BRI

2=y NEFEITIHET 7T 4 7T BIE. A _"—DIET 7T 47k 47 X—=) 25K
LTL &, /— REBEMERT 2002, TEIT, FRid~VAEEIZLY, /— KRET
JT 4 T TWABUERH Y 9,
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B sw1-vroz=

FIE

AT F1 /— K} Firewall Management Center 7> 5 B EEFR CE DRETH DL Z L 2B LET, [T
A A (Devices) 1>[7 /31 A& B (DeviceManagement) | C, ==+ hMZ[ (#%) (Disabled) ) ]
ERRENTVWDHZ L 2R LET,

td-cluster1 (2))
Cluster

10.89.5.21(Disabled)

10.89.5.21

. 9300-1(Master)
F !y

......

Flo, F/— ROAT—Z XX, More() 26 [7 T AZ AT —H A (Cluster Status) | %A 7
07Ky I ATHERTEET, AT —ZANHWEEIE, [T AX AT —HF A (Cluster Status) ]
HATa TRy 7 AD [BE (Reconcile) 1 %27V v 7 LCTHRAIICETRTLET,

RATv T2 HIERT 57 —% 2=y kO Firewall Management Center T, [T/34 X (Devices) ]>[T/31f X
EIE (DeviceManagement) | >More(?) > [BE#kfERR (Unregister) | #838RL £7,

ATYT3 J— REBREMRRT 52 a8 LET,
J— RN F2Z 0 BEIRE 1, FirewallManagement Center 7 /34 A U 2 k2B HHIBR S U E
D

FE1I=w FOZEE

AR flla=y NEEETLIRBROFIEL, o=y NCTIITREZY T HRBEHZ L, B LW
Ha=y FOBREF- T, 772XV 7T 2BHEAMITLHETT, flilla=y MZ
THA=y FEBEIEET DLENDLHEIE. ZOHEOFIEZMEMA L3, PRg Rl
REICOWTIE, filfflo = FEEZRHIT 5 LT _NTOHERN Ry FENLD0D T, B LWl
o=y b L THRZ LT D 0ERH Y £7,

filfl =y FEZERT DT, WOFIEZFEITLET,
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FIE

ATy T

ATy T2

ATvT3

55245 2vri—oEs |

[T/84 R (Devices) |>[T/\/4 REHE (DeviceManagement) |>More()>[7 FAX DT AT
AT —4 A (Cluster Live Status) | Zi®IR L C [V 7 A X A7 —H A (Cluster Status) ] ¥ 41 7 &
TRy 7 AEEET,

[ T AH AT —H A (Cluster Status) | %A 7 127Ky 7 A%, [T/A4 R (Devices) 1> [T/\

A4 AEHE (DeviceManagement) >[92 5 X4 (Cluster) |— >[2% (General) ] fElk >
[V FAXDT AT AT —HA (Cluster Live Status) ] U 7 0H BB 2 ENTEET,

=y MZL7z\Wa=y MZ2WT, More()>[r—/LZHl##IICZHE (Change Role to
Control) ] Zi&R L £7,

P VOEEEHERT DRIk ONET, Fov IRy 7 A4 IZLT[OK]EZ2 Y v
7 LT,

DS3RZ AN—DRE

FIE

ATy I

ATy T2

T T AL A N—DBGFRIRL L T=5A . ¥ v — )5 Secure Firewall Management Center |Z
LTI TARE A=y T H2RETHENTEET, 72L& 2L, Firewall Management

Center BRFED 7 B EATHBEINTWD M, £0TFy N2 ICHERHLSGEG, 7—4
L=y NOREKICKRIT D2 3D Y T

77 A% d [Devices] > [Device Management] > More () Z3&4R L. ¥kIZ [Cluster Live Status] % &
L C [Cluster Status] ¥4 72 /KRy 7 A&EET,

[Cluster Status] %1 7 v 77K v 7 A%, [Devices] > [Device Management] > [Cluster] ~<— >
[General] fE35k > [Cluster Live Status] U > 7 B H < Z LM TE £,

[ReconcileAlll 227 U v 7 LET,

7 TAL AT —H ADFERIZ OV TIX, Firewall Management Center : 7 7 AX DE=X 1 7
(51 ~—v) ZZRLTIZENY,

Firewall Management Center : 7 S XA DE=42 1) 245

I ABDE=H Y TiL, Secure Firewall Management Center 35 & U Firewall Threat Defense
CLI THEITTE £,
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. Firewall Management Center : ¥ S X2 DE=421) 2%

* [Cluster Status] % 1 7 1 7R v 7 Z|ZI%, [T/3A4 X (Devices) | > [T/ 4 REHE (Device
Management) 1>More() 74 22 b, F720E [T/A1 X (Devices) 1> [T/31 REHE
(Device Management) ]>[2 5 X4 (Cluster) | ~<— > [£fi% (General) ]fElEk>[2 7
AL AT —H ADFKR (View cluster status) |>[7 7 AX DT A 7 A7 —H A (Cluster Live
Status) ] V> 7T 7 BATEET,

Cluster Status

Overall Status: [ Clustering is disabled for 1 node(s)

Nodes details (2) Refresh “Reconcile All | Q, Enter node name

Status Device Name Unit Name Chassis URL
I Summary ] [ History l
1D: 0 CCL IP: 10.10.101
Site ID: NYVA CCL MAC: 000c.29bb.d7bb
Serial No:  9A4MK10VUVF Module: NGFWv
Last join: 19:17:26 UTC Jul 18 2022 Resource: 16 cores / 32256 MB RAM

Last leave: N/A

_ History

Timestamp From State To State Event o

21:15:13 UTC Jul 18 2022 SLAVE_APP_SYNC DISABLED Slave application configuration sync timeout

20:55:10 UTC Jul 18 2022  DISABLED ELECTION Enabled from kickout timer

20:55:10 UTC Jul 18 2022  ELECTION ONCALL Event: Cluster unit node1 state is MASTER

20:55:10UTC Jul 18 2022 ONCALL SLAVE_COLD Received cluster control message s
Dated: 08:56:56 | 09 Sep 2022 Close

avhp—a=y ML, ZOR—NVERT T T T 4w I A —2RnH0 ET,
I TGABRAUN—=AT—H ATE, WORENREENET,
« Y (In Sync) : Z%E (3 Firewall Management Center [Z %% S AL TV E T,

* Pending Registration : Z£E (X7 7 A X O—FTI A3, F 72 Firewall Management Center
ICBFSNTWER A, EESBEEICEKRILZEA. [ReconcileAll] #27 U » 27 LT
Boka T2 2N TEET,

* Clustering is disabled : #£i& 3 Firewall Management Center (Z 8§k S TWETR, 7 7
ABDIET 7T 4 TIRALN—=TT, 7 TAXY U TRET, B THAMET D TE
DHLGEITEEETICHEFRFCEE T, 0T, BEEZ 7 IAXANOHIRT 22 LD
ARE T,
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DIREANLREZA—FyaRR—FK .

« 7 7 AZZBMH (Joiningcluster) @ EERA Y ¥ —¥ ETZ 7 AZICEBMLTOET
2. BINTE T LW EH A, B4 Firewall Management Center | 288k SV E 7,
2 L2, [Summary] £ 7213 [History] T, TV E L B R R TEET,
More() A =a—Mnb, HEITLIZROAT —Z ABHEZFTTEET,
USRI EEMZT S
SRR UTEBYZTS
« O—)L% Control [CEET %

» System (&) > [Tasks] ~X—3,
[Tasks] ~S—I2IE, FEENBERIND T LI, 7T AXBEEHL AT DEHORINFE
IRSAIVET,

« [T/31 R (Devices) |>[T/\1 R EE (Device Management) ] > cluster_name,

THRAAD—BERIFRR—TU T TAZEREATH L. fililEEE IP7T R RAORIZZE D%
FIRRINTND) ZED, TRTOA L /NEEEFRRTEXET, BEHPOEREITIL,
O— RHOT A a2 U RNERINET,

« show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode |
memory | resour ce usage | service-policy | traffic | xlate count}

7T AR EIROENT — X FI21TFOMOEREF AT HI21E, showcluster 2~ K%
fFHLET,

« show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options]
| health | incompatible-config | loadbalance | old-member s| packet-distribution | trace [options]
| transport { asp | cp}]

75 AR ERAEFRT HITIL, show cluster info =~ R&AEH LE,

DI5RAAANILREZA—HFyaRk—FK

DI RARIDAN)LAEZ=R—

Firewall Threat Defense 737 7 A Z Offilffl / — KT 5354 . Firewall Management Center |17 /3
AARARAN) w7 T—=F a7 AN IEIER AN v 7 E2EMMIEELES, 7T AX
D ANVAE=H—F, RO KR—F 2 FTHEEELTOET,

MES T aR— RV TAZ R Y, 7ITAEEH, BEIOA RN v 7 F v — NI
THEREE TR LET,
s MRuYREZ Y a s iliE, FTAXDTA T AT —H A flix OBEHEORE, &
BBEE ) — KX A7 () — REZIET—% /—F) | BIOT A ZDOIREN
FRINET, 73 ZAOMKAEIT, [#%) (Disabled) | (T35 ANT T AKX ZHBET-
LX) | [WIHIRRECIEM (Addedoutofbox) | (VN7 U w7 7 F 7 KT 5 A X T Firewall
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Management Center (ZJ& L CWRVGEI Y — R) | 720X (% (Normal) 1 (/ — R
DOEABRYREE) OWVT AT,

o VT AZDHE TS va ZiX, CPUMHR, A2 UMHE, AHhL—h HHL—
N T 7T 4 TR, BXONAT ZBHEICETL2 7 T AXDBEDA N v
NFERINFET,

A

GE) CPULAEVUDA NI vk, 5—F 7L —1 L Snort DfEHE
Dl % DI %R L ET,

e ANy I F¥—bF, DFEYD, CPUFEHE, AEVMFEHE, AL—Tv N BILOE
L. BESNTHMICRB T 27 722 0#HEZRETRLET,

\mi?

% THA v aRh—R 122000 4Py NCUTAK ) — REEROANRDEEFRL

\c¥

MV 4V ey ME, 7T ARZ ) — FEERORHERICB T 5537 v FEBEW
B mnERINET, ZOT7 XL, /—RCEoTAMPRED LS IZH#Ih
TWoraRLET, 20U Y=y b+ L. ARDBORE & MHIZRE
LTEETEET,

— T 4Py MZiE, =R A Y v 7 "R ERNTEREINET,
77%&/%% BIED CPU =R, AEVMEHE, AL —h HAOL—F 77
VAR GPRLS S T %i@Nﬂﬁﬁﬁ BT 2XA N v I TF—nEREnEd, 2
DOF—TNE 2—Tl% — 2 ZBEMT T, A B ERHRICRETE ET,

AN NI F =V ALy allh— R JFAX ) —RKOBHEDA N v 7 BFKRL
I, BLIXEFEHLC/ —FRE7 40XV 7L, BE/ — FOFEMEFRIRTEE
T, AR v F—2Z1F, CPUEHE, A€ VMHEHAE, ADL—F HhLr—h 77
T4 TG B X OYNAT BN E TN E T,

cCCLEA v alR—FR: 7T AZOHEY 75 —%, DFDANL—FrEHHL—ET
F 7 TCERLET,

s "NTTN Y a—T 4TV BRSNS N T TN a—T 4 T DRy
L FIE~DERZR Y 7 4L F 9,

o REfRSERH - SESFERITITAX A RNV v I Xy vaR— KU 4V y MIRREND
T2 HIERT 5 77 O S BT HE 70 R e,

CHAFBE 2R =R JITAIBRDA RN w7 L ) =R~ bDRA U v 7 D7
BT AT — %2R R LET, 72720, /J— FOBPITEBBHEA MY v 7 ICoOREMA S
N, J—FKNETDHIIAXERIITHEASINEREA,
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55248 apzngr ]

DRI ANLVADRT

FIE

ATy T

ATy T2

ATvT3

ATy T4

ZOFIEEAFETTHITIE., BHEL—Y— AT FrRa—HP— FFdEFa VT4 TF
VAN 22— —THEHILERH Y £7,
JTGARNNVAE=ZL—L, JTFTABZLFD ) — RO~NVARAT —HZ ZDFMR B o — 24t
LET, ZTOV TAFXNVAE=H —F, —HEOX v 2R — RKTT TALZDNVART —H
A LA AR L F9,

1R BRI

« Firewall Management Center D 1 DLL EDT A A9 7 T A ZAERR L TV D EHER L
\i—a—c

System (&) > Health > Monitor %R L £,

[E=% U7 (Monitoring) ] FE¥—rarua v RuafRALT, /— READ~LAE
SH—IT I RALET,

T34 AU A FTExpand(®) & Collapse (V) #27 U v 7 LT, BHEHINRD I T AKX T INA A
DY A NERBEELIIT A E T,

T TG AR DNVARRE RN TDHINE, VT9AXLE )y LET, 74NV 8T, 77
ARTET=H—F, WS ODPDHREFIERINTZF v aR— RTEFERBIONR T 3 —< 2 2D
ARVl ERELET, ANV I F v vaR—RIUIROLOREENF T,

« [#EZE (Overview) ]: MMOHEFIERINIZF v 2R — FNLDFEERA N v 7 #FRKR
LET, /— K, CPU, AEVU, AJJb—b, Hlib— b, HEFREHEHR. NAT ZHE#
REPEENET,

« [Afi53 L (Load Distribution) |: 7 7 A% J— KD ~T 7 4 v 7 &3 OS5

o [A v /N—/XT —~< A (Member Performance) ]: CPU =, AEVUHEHE, AJX
N—"Fv b, HHAV—T"y b, 77T 4 77285, BLONAT ZHUCET S — L
~ULORERHE

¢ [CCL] : A v B =T 2 A ADAT—ZABLOEK T 7 4 v 7 O 1ER.
TNET VI THE, SFSERAN) v I Xy aR—RNIB#ITEET, HFR—FX

NNTWBEYZ TAZ AR » 7 OEfER)7R Y A MZOWTIL,  [Cisco Secure Firewall Threat Defense
Health Metrics] #Z&BR L T 7Z &0,

FEMO Ry 72y T BHEHAZRETE 4, KRETIRHEA (774118 b,
R TIE 2 AT O O 2R TE 4, Fr v 7 Z 7 b [Custom] ZEIRL T, 7
AZ LOFRA LT HERELET,
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WH7rAarzs )y LT, BBIERZ 5 2ICRET D2, BHEHEZA 7TV HFAE
TO

BR L7 RFREPHICOWT, P L R T 7 DORAA—S—LVADRET A 227 ) v 7 L
3

JEBHT A 2 0d, IR U7 REREEHAN OB EZ R LET, BEOHIL, B OB & &
THAZRLET, HEORROGE, OB ERITHBNRETRINET, BREEOHEMEZ TR
T 5121, RO FEEchH L7 A arE2 7 ) v LET,

(/= FEFGDONNAE=Z —OBH) <=V EROT A 2L OLHMNH DT 7 — Mskn
T, /—FOIEENET 7— iR LET,

EFEMWET I — MRS v 2 2EbEb e, J— ROEFEEOMENFRENET, Ry 7T T v
T4 R, ENISODEFET 7 — NOMBEO—ENERENET, Ry T T v T EY
Vo r735E, EFHET 77— MEEOHME = —2NB & £7,

(/)= REBED~NNAE=H—DEA) T 74NV ETEH, T AET=L =, W ONDHE
HEZRINIZE vV aR— R TCEFHEBLIORT7 4 —~ 0 ZADA M) w72 HELET, A b
Uy By aR—RIZEIROLOREENET,

«Overview : CPU, AEV , A X —T A A, HmetERe Y, MOEEBFAL v =
R—FMbOEERA N v 2R R LET, T AVFEABELAEE R 0 2 FRLE
FNET,

«CPU : CPU AR, 7rtv AR IOWE 2 750 CPU MHEE&A F T,

s Memory : 73N ADAEVHEHE, T —27F1L— L Snort D AEVFEAREEARET,

eInterfaces : f v Z—T 2 A ADAT—HARBLIOEN T 7 4 v 7 #HEHFH,

s Connections : ¥EfiHiat (V77 hoymu—, 777 4 ThEERK ©— 78Rk L)
BLONAT B 7> b,

* [Snort] : Snort 7' 17 & A2 BT A R EHE L

*[ASP K12 > (ASPdrops) ]: SEIFERBEATRr Yy FENT/T » MCEET 5 HiEE
15 o

FG_ANEI Vv THE, SFESFLA N v I Xy aR—RNIBE#TEET, PFR—FX
NWTWBET A ARA R 7 OEFER7R Y A MZOWTIE,  [Cisco Secure Firewall Threat Defense
Health Metrics] & L T 72 &0,

E#Mt =% —0Ff LMz 57T 255 Add New Dashboard(+) 27 U v 7 L. 7
A N) 7 TN—TINEMBOER Yy FERER L, WAZLE v 2R — REfER L £
7T

JTGABBRDE o 2 R—ROPRIT, 7 TAFDRA ) w7 TN—T52FRLTHH, A
MU w7 Z@IRLE9,
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DISRBZAR) Y

JFGABDNVAET=RZ—L, VT AREFD ) — NICEHET HHEEHMERE . Afioi., S
Tgx—<r A, BEXOCCL b T 7 4 v 7 OFET —Z OB REZ B L £,

R2:DZRBANYYY

AUy A I74—xv b
(Format)
CPU 7 FAH ) —REDCPU A MY v 7 DY) | R— T —
(F—Z2 7L —rLsnortlic oW TENTETNE |
) .
AEY PITAE)—FREDAETY AN w7 DY | R—k T —
(F—=Z 7L —r&snortliZOWTENEFNE |V
/?\‘) o

F— B A N—TF > K JITALDERBIORET X T 74y |1 b

7 DR,
CCL Z/L—7" b 7 TAZDERBBIORIECCL N T 74 v 7 |31 |
DHEFL
Bt 0 TGABNDT T 1 7 IR B
NAT ZE#5 7 T AH D NAT AR, Fa
Zagiil 1B ZEDr T 28 NOBERAER, i
N b I TAZNOIB I LDy NEEOHER, |

= — — S ~
Firewall ManagementCenter : V S X 2D 5 I a—
TAD
CCL PingY—NZfEHT 5L, 77 2ZHMY 7 BIELSKEEL TS Z L AR TE X
T THRARE T TAZTEHARERROY —VEFEHTLZ L TEET,

s NTTNYa—T 4T Ty AN J— KRBT TAZIIBINTERWGEE, N Ty a—
T4 T T ANPHBRICAERSNET, 72, [T/AM R (Devices) | > [T/ RE
# (DeviceManagement) 1>[¥ 5 X4 (Cluster) 1>[—#% (General) | =V 706 7
TNy a—=T 4T T 7ANEERLTHE Y a0 —RTHZEHTEET, T 70 a—
TAVT T ANVDERESZRL T I,

More() %27 Vw27 L, [NTF TN a—TF 42 757 A/ (Troubleshoot Files) | % &R
LT, [T/31 A& H (DeviceManagement) |"X—Y ML 7 7 A VEAKTHI EHTEE
_a_o
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B /52x5—#my> 5~ ping 0xf

«CLI ) : [T/84 R (Devices) 1> [T/ 31 AEH (Device Management) |>[Y 5 X4
(Cluster) 1>[—#&% (General) | TUT T, ZTAXD KT TNy a—T 4 2 TITHKNLD
HEOERFACLIE N 2R R TEET, 7T AXICH L TROa~> RAEHBICET
SNET,

« show running-config cluster

« show cluster info

« show cluster info health

« show cluster info transport cp
* show version

* show asp drop

+ show counters

 show arp

» show int ip brief

« show blocks

+ show cpu detailed

« show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2

[Z~> K (Command) |7 4 —/L RIZMEED show 2~ REANJT52 L HTEET,
FEAIZOWTIEL, CLII I ORREZRL T 23V,

7S5 RA—HFIE) > ~D ping DEIT

I ZARIZBIMUIZ ) — Rix, 7 7 AZHIHY > 7 MTU & —ET 537 v b A4 X THIE
J—FRliZpingZEETHZ L TMTUD M ZF = v 7 LET, ping 3RS 5 & @En
R SNDTZD, B AA v FOMTUA—BEZEEL THRITTH2ZENTEEST, 2OV —
NWEMRT DL, 772G 7 OBSRICIEN H 55810, T CIC7 ZAZICSMLT
WAHTRTOD )/ — NIZFE)T ping #FEITTEET,

FIE

RATY 1 [T/A4 R (Devices) 1> [T/ 1 A EHE (DeviceManagement) | OJIEIZER L, 7 T A X DFE
DO More() =27 Vw7 LT[V TAXDT AT AT —4H A (Cluster Live Status) | Zi#R L
7
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55258 =) 2o~ ping 0E ]

14:93A8DAT—2RX

Cluster Status ®
Overall Status: Cluster has all nodes in sync
Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name ]
Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.51 172.16.0.51 N/A :
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A :

Dated: 13:56:52 | 06 Jan 2025 @

ATFw T2 J—FKD1o5%ERL, [CCLPingl| 27V v7 L%,
[ 15: CCL Ping

Cluster Status ®
Overall Status: Clustering is disabled for 1 node(s)
Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name ]
Status Device Name Unit Name Chassis URL
> Clustering is disabled 172.16.0.51 172.16.0.51 N/A E
¥  In Sync. 172.16.0.50 Control 172.16.0.50 N/A E

[ Summary ][ History ][ CCL Ping ]

ping 10.10.3.2 size 1654 repeat 2

Sending 2, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:
7?7

Success rate is 0 percent (0/2)

Dated: 20:29:19 | 06 Jan 2025 m
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J—FiE, BRMTUIZ—ET 547y YA XEEH LT, 7 2AZHWY 7 T4~
TO ./ — R ping #%E LET,

Examples for Clustering

These examples include typical deployments.

Firewall on a Stick

Node 3

management
10.1.1.1/24 (Pool: .2-.9),
2001:DB8::1002/64
(Pool: 8 IPs)

I
=
—
L
=
[(}]

eth1/8

@
=
=
e
@

mgmt
mgmt

Cluster Control Link
192.168.1.1, .2, and .3

< port-ch1 Spanned | =3
port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64
MAC: 000C.F142.4CDE | |
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64

MAC: 000C.F142.5CDE

n
V

port-ch5
VLAN 10, VLAN 20 Trunk

Switch

l VLAN 10 |
VLAN20 |

LI
&)

rF________ 4

Client Server

I

Data traffic from different security domains are associated with different VLANS, for example, VLAN 10
for the inside network and VLAN 20 for the outside network. Each has a single physical port connected
to the external switch or router. Trunking is enabled so that all packets on the physical link are 802.1q
encapsulated. The is the firewall between VLAN 10 and VLAN 20.

When using Spanned EtherChannels, all data links are grouped into one EtherChannel on the switch side.
If the becomes unavailable, the switch will rebalance traffic between the remaining units.
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Traffic Segregation .

Traffic Segregation

Cluster Control Link

pori-ch1
192.168.1.1, .2, and .3 e
WILC!
Node 1
?_/"\ /1 eth1/6
2l [ ] eth1/7
A = NS n N/ ethi/B @C eth2/1 A
| owm | (1
— w
© mgmt | -
zo | %?ﬁn
Al 5s gl&@:etwﬁ o8 3
& o2 213 eth1/7 =t
g A% SX=8TET etnis Sh2Z g
3 On ¢ T 2.0 3
3 n3gP 2987 =
- =90 mgmt 27 S
Il w] = = =
o 52 2 Op &
SN O=_ [/ ethif e
ol ) o | 2] ] eth1r7 o
NS £ | [/2\Y ethi/8 >
Y, V Y, vV
mgmt
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

You may prefer physical separation of traffic between the inside and outside network.

As shown in the diagram above, there is one Spanned EtherChannel on the left side that connects to the
inside switch, and the other on the right side to outside switch. You can also create VLAN subinterfaces
on each EtherChannel if desired.

Reference for Clustering

This section includes more information about how clustering operates.

Firewall Threat Defense D#EREE UV S XA 1) U5
Firewall Threat Defense D —¥SDOMEEEIT 7 T A X V) 7 TlIVA— FEd ., —¥IXH#Ho=>

R THR— b ENET, TOMOBEREICOWTITE 2 EHICET2EERNHIBEENDH
DET,

D9SRB T THR—bEhizae
WOEHIEL, 7 A% ) v I/ DAE R L S ERETET, 3~y FIUEESET,
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B /5x2v rnhnsnnme

A\

6=

I T ALY 7 THYR— F E TV FlexConfighiE (WCCP A > A7 v a L 7p y) %
FRTDHITIE, ASA O— R EDa L 7 4 X2 b —r g0 HA REZERLTLIEEN,
FlexConfig Ci%, Firewall Management Center GUI (21372 2% < D ASA HREZ X E T £,
FlexConfig AR U ¥ —Z2ZM L T 7230,

e JE— kK 77t A VPN (SSL VPN £ L U IPsec VPN)

XTI 7T RTIE, A FMEHVPN (R o —_R—=2EB L Wb— b _X—R) (TR —
FEINTWERA,

*DHCP 7 A 7> b, == BLOTmF, DHCP U L—3Z¥R— S THE
R

AR R RN A B =T = A A (VT

o A
cHEN—T 4 TBLOT Y vV T

* Firewall Management Center UCAPL/CC £ — R

*DHCP 7 7A4 7 > b, #—"— BLOTmFL, DHCP J L—F¥ AR —F SN THE
‘j‘o

DIRB) T OHRREPTIGEEE

The following features are only supported on the control node, and are not scaled for the cluster.

)

GE)

Traffic for centralized features is forwarded from member nodes to the control node over the cluster control
link.

If you use the rebalancing feature, traffic for centralized features may be rebalanced to non-control nodes
before the traffic is classified as a centralized feature; if this occurs, the traffic is then sent back to the
control node.

For centralized features, if the control node fails, all connections are dropped, and you have to re-establish
the connections on the new control node.

GE)

To view FlexConfig features that are also centralized with clustering, for example RADIUS inspection,
see the ASA general operations configuration guide. FlexConfig lets you configure many ASA features

that are not present in the Firewall Management Center GUI. See FlexConfig /8 U 3 —.

* The following application inspections:

* DCERPC
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Connection Settings .

« ESMTP
« NetBIOS
« PPTP
«RSH

« SQLNET
« SUNRPC
« TFTP

« XDMCP

* Static route monitoring

o %A N VPN

s IGMP </ FF¥ Ak i ba—/L FL—r 7o ha )V (F—4% 7L — iRkt
T AL RIS EnET)

cPIM~/LFFy A harbo—7FL—r 7o haVilll (F—% 71— UiREiLs o
AR RIS ET)

cHAFTIVvI N—T 4T

Connection Settings

Connection limits are enforced cluster-wide. Each node has an estimate of the cluster-wide counter values
based on broadcast messages. Due to efficiency considerations, the configured connection limit across the
cluster might not be enforced exactly at the limit number. Each node may overestimate or underestimate
the cluster-wide counter value at any given time. However, the information will get updated over time in
a load-balanced cluster.

Dynamic Routing and Clustering

The routing process only runs on the control unit, and routes are learned through the control unit and
replicated to secondaries. If a routing packet arrives at a data unit, it is redirected to the control unit.
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FTP and Clustering
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16 : Dynamic Routing

Router A

Only control unit uses OSPF /
with neighboring routers. ——~————_ EtherChannel

Data units are invisible. / —— . Load Balancing

Cluster Units

Router B

After the data units learn the routes from the control unit, each unit makes forwarding decisions
independently.

The OSPF LSA database is not synchronized from the control unit to data units. If there is a control unit
switchover, the neighboring router will detect a restart; the switchover is not transparent. The OSPF process
picks an IP address as its router ID. Although not required, you can assign a static router ID to ensure a
consistent router ID is used across the cluster. See the OSPF Non-Stop Forwarding feature to address the
interruption.

* If FTP data channel and control channel flows are owned by different cluster members, then the data
channel owner will periodically send idle timeout updates to the control channel owner and update
the idle timeout value. However, if the control flow owner is reloaded, and the control flow is re-hosted,
the parent/child flow relationship will not longer be maintained; the control flow idle timeout will
not be updated.

Multicast Routing and Clustering

NAT and Clustering

The control unit handles all multicast routing packets and data packets until fast-path forwarding is
established. After the connection is established, each data unit can forward multicast data packets.

NAT can affect the overall throughput of the cluster. Inbound and outbound NAT packets can be sent to
different Firewall Threat Defenses in the cluster, because the load balancing algorithm relies on IP addresses
and ports, and NAT causes inbound and outbound packets to have different IP addresses and/or ports.
When a packet arrives at the Firewall Threat Defense that is not the NAT owner, it is forwarded over the
cluster control link to the owner, causing large amounts of traffic on the cluster control link. Note that the
receiving node does not create a forwarding flow to the owner, because the NAT owner may not end up
creating a connection for the packet depending on the results of security and policy checks.
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NAT and Clustering .

If you still want to use NAT in clustering, then consider the following guidelines:
* PAT with Port Block Allocation—See the following guidelines for this feature:

* Maximum-per-host limit is not a cluster-wide limit, and is enforced on each node individually.
Thus, in a 3-node cluster with the maximum-per-host limit configured as 1, if the traffic from
a host is load-balanced across all 3 nodes, then it can get allocated 3 blocks with 1 in each node.

* Port blocks created on the backup node from the backup pools are not accounted for when
enforcing the maximum-per-host limit.

* On-the-fly PAT rule modifications, where the PAT pool is modified with a completely new
range of IP addresses, will result in xlate backup creation failures for the xlate backup requests
that were still in transit while the new pool became effective. This behavior is not specific to
the port block allocation feature, and is a transient PAT pool issue seen only in cluster
deployments where the pool is distributed and traffic is load-balanced across the cluster nodes.

* When operating in a cluster, you cannot simply change the block allocation size. The new size
is effective only after you reload each device in the cluster. To avoid having to reload each
device, we recommend that you delete all block allocation rules and clear all xlates related to
those rules. You can then change the block size and recreate the block allocation rules.

* NAT pool address distribution for dynamic PAT—When you configure a PAT pool, the cluster
divides each IP address in the pool into port blocks. By default, each block is 512 ports, but if you
configure port block allocation rules, your block setting is used instead. These blocks are distributed
evenly among the nodes in the cluster, so that each node has one or more blocks for each IP address
in the PAT pool. Thus, you could have as few as one IP address in a PAT pool for a cluster, if that
is sufficient for the number of PAT ed connections you expect. Port blocks cover the 1024-65535
port range, unless you configure the option to include the reserved ports, 1-1023, on the PAT pool
NAT rule.

Reusing a PAT pool in multiple rules—To use the same PAT pool in multiple rules, you must be
careful about the interface selection in the rules. You must either use specific interfaces in all rules,
or "any" in all rules. You cannot mix specific interfaces and "any" across the rules, or the system
might not be able to match return traffic to the right node in the cluster. Using unique PAT pools per
rule is the most reliable option.

No round-robin—Round-robin for a PAT pool is not supported with clustering.

No extended PAT—Extended PAT is not supported with clustering.

Dynamic NAT xlates managed by the control node—The control node maintains and replicates the
xlate table to data nodes. When a data node receives a connection that requires dynamic NAT, and
the xlate is not in the table, it requests the xlate from the control node. The data node owns the
connection.

Stale xlates—The xlate idle time on the connection owner does not get updated. Thus, the idle time
might exceed the idle timeout. An idle timer value higher than the configured timeout with a refcnt
of 0 is an indication of a stale xlate.

* No static PAT for the following inspections—
* FTP

«RSH
« SQLNET
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. SIP Inspection and Clustering

* TFTP
+ XDMCP
« SIP
* If you have an extremely large number of NAT rules, over ten thousand, you should enable the

transactional commit model using the asp rule-engine transactional-commit nat command in the
device CLI. Otherwise, the node might not be able to join the cluster.

SIP Inspection and Clustering

A control flow can be created on any node (due to load balancing); its child data flows must reside on the
same node.

SNMP and Clustering

You should always use the Local address, and not the Main cluster IP address for SNMP polling. If the
SNMP agent polls the Main cluster IP address, if a new control node is elected, the poll to the new control
node will fail.

When using SNMPv3 with clustering, if you add a new cluster node after the initial cluster formation,
then SNMPv3 users are not replicated to the new node. You must remove the users, and re-add them, and
then redeploy your configuration to force the users to replicate to the new node.

Syslog and Clustering

» Each node in the cluster generates its own syslog messages. You can configure logging so that each
node uses either the same or a different device ID in the syslog message header field. For example,
the hostname configuration is replicated and shared by all nodes in the cluster. If you configure
logging to use the hostname as the device ID, syslog messages generated by all nodes look as if they
come from a single node. If you configure logging to use the local-node name that is assigned in the
cluster bootstrap configuration as the device ID, syslog messages look as if they come from different
nodes.

TLS/SSLiEft &V S R4 )0

TLS/SSL## DI SR BB S, A — T —ICEENRAET D & HE SN
Vey hENFET, HrLvz=y b~OF LW 2 ML T HMLERZH D £9, HE I TV
RWEEGE (B L2V Lb— Ul —%) 1382 Z 0, EL<ERINnET,

Cisco TrustSec and Clustering

Only the control node learns security group tag (SGT) information. The control node then populates the
SGT to data nodes, and data nodes can make a match decision for SGT based on the security policy.

VPN &SRB
B A MR VPN L, PREFRBEEE T, flfle = SOOI VPN B2 R — b LET,
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Performance Scaling Factor

When you combine multiple units into a cluster, you can expect the total cluster performance to be
approximately 80% of the maximum combined throughput.

For example, for TCP throughput, the Firepower 9300 with 3 SM-40 modules can handle approximately
135 Gbps of real world firewall traffic when running alone. For 2 chassis, the maximum combined
throughput will be approximately 80% of 270 Gbps (2 chassis x 135 Gbps): 216 Gbps.

Control Unit Election
Members of the cluster communicate over the cluster control link to elect a control unit as follows:
1. When you deploy the cluster, each unit broadcasts an election request every 3 seconds.

2. Any other units with a higher priority respond to the election request; the priority is set when you
deploy the cluster and is not configurable.

3. [Ifafter 45 seconds, a unit does not receive a response from another unit with a higher priority, then
it becomes the control unit.

A

GE) If multiple units tie for the highest priority, the cluster unit name and then the serial number is used to
determine the control unit.

4. Ifaunit later joins the cluster with a higher priority, it does not automatically become the control unit;
the existing control unit always remains as the control unit unless it stops responding, at which point
a new control unit is elected.

5. Ina"split brain" scenario when there are temporarily multiple control units, then the unit with highest
priority retains the role while the other units return to data unit roles.
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G¥) You can manually force a unit to become the control unit. For centralized features, if you force a control
unit change, then all connections are dropped, and you have to re-establish the connections on the new
control unit.

High Availability Within the Cluster

Clustering provides high availability by monitoring chassis, unit, and interface health and by replicating
connection states between units.

Chassis-Application Monitoring

Chassis-application health monitoring is always enabled. The Firepower 4100/9300 chassis supervisor
checks the Firewall Threat Defense application periodically (every second). If the Firewall Threat Defense
device is up and cannot communicate with the Firepower 4100/9300 chassis supervisor for 3 seconds, the
Firewall Threat Defense device generates a syslog message and leaves the cluster.

If the Firepower 4100/9300 chassis supervisor cannot communicate with the application after 45 seconds,
it reloads the Firewall Threat Defense device. If the Firewall Threat Defense device cannot communicate
with the supervisor, it removes itself from the cluster.

Unit Health Monitoring

Each unit periodically sends a broadcast keepaliveheartbeat packet over the cluster control link. If the
control node does not receive any keepaliveheartbeat packets or other packets from a data node within the
configurable timeout period, then the control node removes the data node from the cluster. If the data
nodes do not receive packets from the control node, then a new control node is elected from the remaining
node.

If nodes cannot reach each other over the cluster control link because of a network failure and not because
a node has actually failed, then the cluster may go into a "split brain" scenario where isolated data nodes
will elect their own control nodes. For example, if a router fails between two cluster locations, then the
original control node at location 1 will remove the location 2 data nodes from the cluster. Meanwhile, the
nodes at location 2 will elect their own control node and form their own cluster. Note that asymmetric
traffic may fail in this scenario. After the cluster control link is restored, then the control node that has the
higher priority will keep the control node’s role. See Control Unit Election (67 ~—73”) for more
information.

Interface Monitoring

Each node monitors the link status of all hardware interfaces in use, and reports status changes to the
control node. For clustering on multiple chassis, Spanned EtherChannels use the cluster Link Aggregation
Control Protocol (cLACP). Each chassis monitors the link status and the cLACP protocol messages to
determine if the port is still active in the EtherChannel, and informs the Firewall Threat Defense application
if the interface is down. When you enable health monitoring, all physical interfaces are monitored by
default (including the main EtherChannel for EtherChannel interfaces). Only named interfaces that are in
an Up state can be monitored. For example, all member ports of an EtherChannel must fail before a named
EtherChannel is removed from the cluster. You can optionally disable monitoring per interface.

If a monitored interface fails on a particular node, but it is active on other nodes, then the node is removed
from the cluster. The amount of time before the Firewall Threat Defense device removes a node from the
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Decorator Application Monitoring .

cluster depends on whether the node is an established member or is joining the cluster. The Firewall Threat
Defense device does not monitor interfaces for the first 90 seconds that a node joins the cluster. Interface
status changes during this time will not cause the Firewall Threat Defense device to be removed from the
cluster. For an established member, the node is removed after 500 ms.

For clustering on multiple chassis, if you add or delete an EtherChannel from the cluster, interface
health-monitoring is suspended for 95 seconds to ensure that you have time to make the changes on each
chassis.

Decorator Application Monitoring

Status After Failure

When you install a decorator application on an interface, such as the Radware DefensePro application,
then both the Firewall Threat Defense device and the decorator application must be operational to remain
in the cluster. The unit does not join the cluster until both applications are operational. Once in the cluster,
the unit monitors the decorator application health every 3 seconds. If the decorator application is down,
the unit is removed from the cluster.

When a node in the cluster fails, the connections hosted by that node are seamlessly transferred to other
nodes; state information for traffic flows is shared over the control node's cluster control link.

If the control node fails, then another member of the cluster with the highest priority (lowest number)
becomes the control node.

The Firewall Threat Defense automatically tries to rejoin the cluster, depending on the failure event.

\)

6=

interfaces are shut down; only the Management interface can send and receive traffic.

When the Firewall Threat Defense becomes inactive and fails to automatically rejoin the cluster, all data
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Data Path Connection State Replication

Every connection has one owner and at least one backup owner in the cluster. The backup owner does not
take over the connection in the event of a failure; instead, it stores TCP/UDP state information, so that the
connection can be seamlessly transferred to a new owner in case of a failure. The backup owner is usually
also the director.

Some traffic requires state information above the TCP or UDP layer. See the following table for clustering
support or lack of support for this kind of traffic.

3R 3: Features Replicated Across the Cluster

Traffic State Support Notes

Up time Yes Keeps track of the system up time.
ARP Table Yes —

MAC address table Yes —

User Identity Yes —

IPv6 Neighbor database Yes —

Dynamic routing Yes —

SNMP Engine ID No —

How the Cluster Manages Connections

Connections can be load-balanced to multiple nodes of the cluster. Connection roles determine how
connections are handled in both normal operation and in a high availability situation.
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Connection Roles

Connection Roles .

See the following roles defined for each connection:

A\

Owner—Usually, the node that initially receives the connection. The owner maintains the TCP state
and processes packets. A connection has only one owner. If the original owner fails, then when new
nodes receive packets from the connection, the director chooses a new owner from those nodes.

Backup owner—The node that stores TCP/UDP state information received from the owner, so that
the connection can be seamlessly transferred to a new owner in case of a failure. The backup owner
does not take over the connection in the event of a failure. If the owner becomes unavailable, then
the first node to receive packets from the connection (based on load balancing) contacts the backup
owner for the relevant state information so it can become the new owner.

As long as the director (see below) is not the same node as the owner, then the director is also the
backup owner. If the owner chooses itself as the director, then a separate backup owner is chosen.

For clustering on the Firepower 9300, which can include up to 3 cluster nodes in one chassis, if the
backup owner is on the same chassis as the owner, then an additional backup owner will be chosen
from another chassis to protect flows from a chassis failure.

Director—The node that handles owner lookup requests from forwarders. When the owner receives
anew connection, it chooses a director based on a hash of the source/destination IP address and ports
(see below for ICMP hash details), and sends a message to the director to register the new connection.
If packets arrive at any node other than the owner, the node queries the director about which node is
the owner so it can forward the packets. A connection has only one director. If a director fails, the
owner chooses a new director.

As long as the director is not the same node as the owner, then the director is also the backup owner
(see above). If the owner chooses itself as the director, then a separate backup owner is chosen.

ICMP/ICMPv6 hash details:

* For Echo packets, the source port is the ICMP identifier, and the destination port is 0.
* For Reply packets, the source port is 0, and the destination port is the ICMP identifier.

* For other packets, both source and destination ports are 0.

Forwarder—A node that forwards packets to the owner. If a forwarder receives a packet for a
connection it does not own, it queries the director for the owner, and then establishes a flow to the
owner for any other packets it receives for this connection. The director can also be a forwarder. Note
that if a forwarder receives the SYN-ACK packet, it can derive the owner directly from a SYN cookie
in the packet, so it does not need to query the director. (If you disable TCP sequence randomization,
the SYN cookie is not used; a query to the director is required.) For short-lived flows such as DNS
and ICMP, instead of querying, the forwarder immediately sends the packet to the director, which
then sends them to the owner. A connection can have multiple forwarders; the most efficient throughput
is achieved by a good load-balancing method where there are no forwarders and all packets of a
connection are received by the owner.

GE)

We do not recommend disabling TCP sequence randomization when using
clustering. There is a small chance that some TCP sessions won't be
established, because the SYN/ACK packet might be dropped.
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» Fragment Owner—For fragmented packets, cluster nodes that receive a fragment determine a fragment
owner using a hash of the fragment source IP address, destination IP address, and the packet ID. All
fragments are then forwarded to the fragment owner over the cluster control link. Fragments may be
load-balanced to different cluster nodes, because only the first fragment includes the 5-tuple used in
the switch load balance hash. Other fragments do not contain the source and destination ports and
may be load-balanced to other cluster nodes. The fragment owner temporarily reassembles the packet
so it can determine the director based on a hash of the source/destination IP address and ports. If it
is a new connection, the fragment owner will register to be the connection owner. If it is an existing
connection, the fragment owner forwards all fragments to the provided connection owner over the
cluster control link. The connection owner will then reassemble all fragments.

Port Address Trandation Connections

New Connection Ownership

When a new connection is directed to a node of the cluster via load balancing, that node owns both directions
of the connection. If any connection packets arrive at a different node, they are forwarded to the owner
node over the cluster control link. If a reverse flow arrives at a different node, it is redirected back to the
original node.

Sample Data Flow for TCP
The following example shows the establishment of a new connection.
e !
1. SYN 1. SYN
SYN/AC
Server
3 y—
" =}
Inside Outside
[
A Director AE——
Client
After step 4, all : 2. SYN/ACK
remaining packets <
are forwarded ]
directly to the owner. Forwarder 2
\ J 8
Cluster

1. The SYN packet originates from the client and is delivered to one Firewall Threat Defense (based on
the load balancing method), which becomes the owner. The owner creates a flow, encodes owner
information into a SYN cookie, and forwards the packet to the server.

N

The SYN-ACK packet originates from the server and is delivered to a different Firewall Threat Defense
(based on the load balancing method). This Firewall Threat Defense is the forwarder.
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Sample Data Flow for ICMP and UDP .

3. Because the forwarder does not own the connection, it decodes owner information from the SYN
cookie, creates a forwarding flow to the owner, and forwards the SYN-ACK to the owner.

4. The owner sends a state update to the director, and forwards the SYN-ACK to the client.

5. The director receives the state update from the owner, creates a flow to the owner, and records the
TCP state information as well as the owner. The director acts as the backup owner for the connection.

6. Any subsequent packets delivered to the forwarder will be forwarded to the owner.

7. If packets are delivered to any additional nodes, it will query the director for the owner and establish

a flow.

8. Any state change for the flow results in a state update from the owner to the director.

Sample Data Flow for ICMP and UDP

The following example shows the establishment of a new connection.

1. 17 : ICMP and UDP Data Flow

1. 1st UDP Packet

9. 2nd UDP

Packet
[El

——7

A

Client

After step 5, all remaining packets
are forwarded directly to the
owner.

Forwarder

v

Cluster

4. 1st UDP Packet

Server

Outside

5. 2nd UDP Packet

The first UDP packet originates from the client and is delivered to one Firewall Threat Defense (based

on the load balancing method).

2. The node that received the first packet queries the director node that is chosen based on a hash of the

source/destination IP address and ports.

3. The director finds no existing flow, creates a director flow and forwards the packet back to the previous
node. In other words, the director has elected an owner for this flow.

4. The owner creates the flow, sends a state update to the director, and forwards the packet to the server.
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5. The second UDP packet originates from the server and is delivered to the forwarder.

6. The forwarder queries the director for ownership information. For short-lived flows such as DNS,
instead of querying, the forwarder immediately sends the packet to the director, which then sends it
to the owner.

7. The director replies to the forwarder with ownership information.

8. The forwarder creates a forwarding flow to record owner information and forwards the packet to the

Owner.

9. The owner forwards the packet to the client.

= 4:
HERE Minimum |Minimum | 248
Firewall Firewall
Management | Threat
Center Defense
MTU ping test on cluster | 7.6.0 7.6.0 When a node joins the cluster, it checks MTU compatibility by sending a ping
node join to the control node with a packet size matching the cluster control link MTU.
If the ping fails, a notification is generated so you can fix the MTU mismatch
on connecting switches and try again.
Cluster control link ping | 7.2.6/7.4.1 |\ 441> | You can check to make sure all the cluster nodes can reach each other over the
tool. cluster control link by performing a ping. One major cause for the failure of a
node to join the cluster is an incorrect cluster control link configuration; for
example, the cluster control link MTU may be set higher than the connecting
switch MTUs.
New/modified screens: Devices > Device Management > More > Cluster
Live Status.
Troubleshooting file 7.4.1 7.4.1 You can generate and download troubleshooting files for each device on the
generation and download Device page and also for all cluster nodes on the Cluster page. For a cluster,
available from Device you can download all files as a single compressed file. You can also include
and Cluster pages. cluster logs for the cluster for cluster nodes. You can alternatively trigger file
generation from the Devices> Device M anagement > M ore > Troubleshoot
Filesmenu.
New/modified screens:
+ Devices > Device Management > Device > General
* Devices > Device Management > Cluster > General
View CLI output fora |7.4.1 EN=¢ You can view a set of pre-defined CLI outputs that can help you troubleshoot

device or device cluster.

the device or cluster. You can also enter any show command and see the output.

New/modified screens: Devices> Device M anagement > Cluster > General
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hERE Minimum | Minimum | 240
Firewall Firewall
Management | Threat
Center Defense
7T AL D~V AE= (T30 WENRD | T TAIDNNVAE=SZ —RELHETE DL IRV L,
# - DRE. HR/EE S =l : [T/3 R (Devices) |>[T/34f AEE (Device
Management) ]> % 71’5‘ (Cluster) >[5 RAADANILAE=Z—
MDEXTE (Cluster Health Monitor Settings) ]
GE)
LAHTIZ FlexConfig 2 L T Z LB O EZIT - 285413, %%w_
9" FlexConfig DX E A HIFR L T 723V, HIER Liﬁ#o It ]
FlexConfig D% & (Z & - T Management Center D% E N L& éz}”bi
R
7 AL ~VAFE= |30 W | T TAEDANVA TS — H oy aRh— R TY T AXOREEFER
H— v aR—R, TEDLL2ITRVE L,
BB S : [P R T L (System) 1> [EEEHS (Health) ][>
[E=%— (Monitor) ]
16/ —K27 7 AZDH|7.2.0 7.2.0 Firepower4100/9300 T16 / — R T A X R TE 5 L H 172 £ L
A=k, oo TNETIIHKTO6 =y NTLT,
BB/ SHU-E 7R L,
PAR—KENDHTT v N7 4—2L : Firepower 4100/9300
T AT F—LD%E|7.1.0 7.1.0 T7AT VA —NVOERIIKRT DT T A X OREMN I RHIZTE TS
Ec:ﬁ—g—éyrjx&o) %)J:j ‘—fciwjzl_/ﬁ_o
SRR IZsE .
B & 0o FHEE SV < 72 L
l/\ijqo
ALY Ho |7.0.0 7.0.0 PAT R— h 7wy 7ED Y TOLEEIZLY | flffle=y MI/— FIZ

PAT R— b7 1 v 7 #|
DM CokE,

ST 572D °~I\%}?ﬁ’§/€1’%b REEFH O AR — b 2 FEMAIZ A T
ERAP LR A @ F9, B0 Y CTEE#ELT 512X, FlexConfig % ff

L T cluster-member- I|m|t a<w REFITLT, PELTWDEZ TR
ANOERK /) — FMEHFELET, Zuck v, flifl=e=> MNIFHHE
SN/ —FHICAR— T ay 72804 Crencx, TS
%E@&“Lm@/%bm R— N TRTHHENRL D 7,
77%»%&%/%#T¢oit syslog 747046 ZBEH LT, #HL
W/ = RIEHATELR— DB+ HD 2R T 52 HTE
£7

/AR s nlcav o R
nat pool cluster [summary],

: cluster-member-limit (FlexConfig) . show

show nat pool ip detail
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hERE Minimum | Minimum | 240

Firewall Firewall

Management | Threat

Center Defense
Snort DZEH (2RI % |6.7.0 6.7.0 Snort DEFINIK 2% 27 T A Z OREMMN LV EIZTE TT DX 5127
7 TAZOREFNLY F L7, F7=. Firewall Management Center F&H 23 i3 2RI & 72 5
HRIZTET L, A AR BT TAZCHL5E, =7 —PNEVREIZHEAETDH LI
FFEAT D E DR D E L,
WICRILT 2. FHUEE S UIE 7L
7T AREROYE, 6.7.0 6.7.0 Firewall Management Center Tl&, LARIIE CLI ZfEH3 2 Z & TLE

BCEehole, WOK D20 T AL EBRERENSEFESNE LI,
7T AZ A=y oA LOEDL

o [T 31 A B (Device Management) | X— 0057 T AKX DA
TR A%FR (2= NTEDOREBE LY~ —%5T)

L[ EERNGY 3 ]

EEvs T Y W T T
«[T/314 R (Devices) 1>[T/31 REHE (DeviceManagement) ]>
(¥ (More) 1A == —

« [T/N1 R (Devices) 1> [T/31 REHE (DeviceManagement) ]>
[25R%A (Cluster) 1>[£#& (General) | TV T >[V T AXDT
A 7 A7 —% A (Cluster Live Status) | U 7 >[7 T AKX AT —
%4 A (Cluster Status) ]

PR—KFENDTT v b7 4—2L : Firepower 4100/9300
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Minimum
Firewall
Management
Center

Minimum
Firewall
Threat
Defense

E 0]

VYNTFALRE LR
TAZN) T,

6.6.0

6.6.0

AT FIA VAR AR LT FAXEERTEH LIV &
L 72, Firepower 9300 TiX, 7/ 7 AXNDEEY 2—/WZ 1 DD
TFTA VAR AEGZOLVLENH ET, EXFa2 VT 4= P U/F
Va— VI DAy T A VAR A T AZITIBINT S Z
LIXTEFERHA, VTREA LV AFZ AT LR LEX2 Y T4 F

Va—VELF VY —VETAEMHAT L L AHRELES, 2

L. %EITEUT, FWL2Z 7 AZNIZETL 5 Firepower 9300 £ = U
T A Y a—)b XA T E2I1L Firepower4100 E7 /LD T A A
HUABRESE, ~HESELZENTEEY, ML TAXANT

Firepower 9300 & 4100 DA VA X U AZRMESIE L Z LT TEEH

o

BrH/ZEH S 72 FX0S 1< > R @ set port-type cluster
B/ T S 4U72 [Firepower Chassis Manager] B[ :

« [RIET /N4 X (Logical Devices) 1>[7 5 X4 ®MiEM (Add
Cluster) ]

c[M12B—T x4 R (Interfaces) |>[FTRTDAEZ—T (4R
(All Interfaces) ] > [##R:EM (AddNew) | Ka vy 7 &7 X
Za—[YTAL 22 —T 4R (Subinterface) 1[2 4 7 (Type) ]
74—V

YR—bMENDT T >~ N7+ —2L : Firepower 4100/9300 = Firewall
Threat Defense

Ty b LD
TE DA B E A,

6.6.0

6.6.0

HEHz=y T, T74/V P TRELZENT —H 2= b L[EREC
RSB L2127 £ L, Dand, IEFICREN I Th T\ E
L7,

P TE AL Y WA T TR A O

T T ARESDBINDK
RHIFRD A vt —
% show cluster history
(2B,

6.6.0

6.6.0

I TAB A=y NPT T AZSOBINZIIBMLTGES, 7T A%
BERE L7258 08 LA v&— U2, show cluster history =2~ > FiZ
BENESivE L,

Br/EH Shiz=~ > K @ show cluster history
BT S Ui 7e L,
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Minimum
Firewall
Management
Center

Minimum
Firewall
Threat
Defense

Ed 0]

T v R¥ERiRR

(DCD) DFEMIF &
WISEMOEHR, B &
N7 Z A% HND DCD
DY R— K,

6.5.0

6.5.0

7 v RiEEgifmt (DCD) A%z L7=8-A 1%, show conn detail =~

VREMHEHR LU CREMEIEEMICET ERE2RGTCEET, T R
it 2T 5 &, IET VT 4 TR AR CE T, show

conn DAL, =2 RiRA v T o —7 SHI-HEENRSNET,

IHIZ, DCD B ZAXTYHR—bhEND L O £ LI,

HLVWEBE SN2~ K showconn (D 2)

FAR—hENDT T~ N7+ —2L : Firepower 4100/9300 @ Firewall
Threat Defense

7T AZDBMNNES

av
—o

6.3.0

6.3.0

Firewall Management Center (27 7 A X DILE D=y FZBIMTZ 5
LRV FELI, thor 7 2% 2=y MNIABICHRHEESNET,
PRNE, &7 7 A% a=y N&EROT A AL LTGEINL, 74—
T T FAZIZT HMERHY E LT, 77 AX 2=y FOEN
bHETEITSINA LRV ELE, 2=y MNITFETHIFRT 24
FERHDHIEITERLTLIIEEN,

BBV ST

[T/34 X (Devices) |>[T /31 REHE (Device Management) ]>[i&
M (Add) |Re vy 7 Xy A=a—[T/N4 R (Devices) | > [T/ 1
AMEM (Add Device) ¥ A T a7 Ry 7 A

[T/314 R (Devices) |>[T/314 AEHE (Device Management) | >[4
S A4 (Cluster) | # 7 [2f& (General) | =V 7 [V 5 RZDEEZAR
T—4A R (Cluster Registration Status) | [IRENY T A2 DPE
(Current Cluster Summary) 1 V> 7 [P 5 ARH AT—4A X (Cluster
Status) | XA TR Ry T A

PR—brENDT T >~ N7+ —2L : Firepower 4100/9300 = Firewall
Threat Defense

Hu R il RE & LT
DYy FGARY LTI L
5% A ~E VPN O
A=k,

6.2.33

6.2.33

TIGARY) T EEHLTY A FME VPN ZRETE DL L0720 F
L7z, ¥ ME VPN X, HRERRBERECTT, flflz=y FOHR
VPN Bz — kLT,

PR—hENDHT T v b7 4 —2I : Firepower 4100/9300 - Firewall
Threat Defense

[ Firepower 4100/9300 D5 S X &2 ) 2



| Firepower4100/9300 DY 52 5 1) v

s5z25yv50BE [

Minimum
Firewall
Management
Center

Minimum
Firewall
Threat
Defense

E 0]

EIREE SR A% ICEE)
Mz 7 A X ICHEBN
Lij‘o

6.2.3

6.2.3

LIaNZ, < OWNE= 7 —REBIZL > T, 7T AX 2=y FBRT T R
AnGHIRE I, 22— —PMEE R L% T, FE#ITY 724X
BZNT 208N HY F LI, BEIX, ==y M2 AEIZ, 557,

1043, 20 3 ORIRTZ ZAXICHBML LY L LET, AT —
Wi, 7Y v a VEOZ A LT D N —BHEORWT Y

= a AT R ENHY £,

FLvWAER S L7z z2< 2 K show cluster info auto-join
EEINZHEEIZD Y FH A,

PR—FENDHTT v N7 4—2L : Firepower 4100/9300 | Firewall
Threat Defense

6 EY 2 — VOB
X =D TAEY
> 7, Firepower 4100
Y R—h,

6.2.0

6.2.0

FXO0S 2.1.1 TiX, Firepower 9300 35 X (V4100 DBEE D> ¥ —Tr F
AP T HEAIMITEDL D270 F£ LT, Firepower9300 DG4
WKRK6DODDEY 2a—La2EZbbL tNTEET, & xE 650
VY=V TIODEYa— A zfHLEY 350y = T2oO0
Ea—EHEHLED, R6ODEY 2 — L EHLEDLEZD T
& £, Firepower 4100 DE, K6 DDY ¥ —T 2 FHH5H T LR
TEET,

GE)

YA M TAZ Y TP R— SR T0hERA, LovL, A b
FEAHDOMACEELIPT RLA, T oL Zpu—h)E— a3,
P A NOTEM., 753 A% 70 —FC )5 4 2 EOTNEMN L REMES
M L5700 h A K~ A XX, FlexConfighthEZ i H L7-5AIC
DIHRETEET,

AR SNIHEIZH Y £ A,

FAR—hENDTT >~ b7+ —2L : Firepower 4100/9300 @ Firewall
Threat Defense

1 2 ® Firepower 9300
Ty —vERMHLIE
HME 22— IV DT T
AZY T,

6.0.1

6.0.1

FirePOWER 9300 ¥ — YW TiE, Hc K3 DDEFXF 2T 4 EVa2—
W) T AANTEET, VY —THNOTRTOEY 2—)WE, 7T
AR L TWAUENS Y F5,

/A ST

[T/34 X (Devices) | >[T/\14 XEHE (DeviceManagement) ]>[&
m (Add) [>[2 5 RX2®DEM (Add Cluster) ]

[Devices] > [Device M anagement] > [Cluster]

PR—FENDTT v N7 4—2L4 : Firepower 9300 |- Firewall Threat
Defense

Firepower 4100/9300 D7 525 Y >4 |}



Firepower 41009300 D 5 22 >4 |
B /s5x2v00BE

[ Firepower 4100/9300 D5 S X &2 ) 2



BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,



	Firepower 4100/9300 のクラスタリング
	About Clustering on the Firepower 4100/9300 Chassis
	Bootstrap Configuration
	Cluster Members
	Cluster Control Link
	Size the Cluster Control Link
	Cluster Control Link Redundancy
	Cluster Control Link Reliability for Inter-Chassis Clustering
	Cluster Control Link Network

	Management Network
	管理インターフェイス
	Cluster Interfaces
	Spanned EtherChannels

	Connecting to a Redundant Switch System
	Configuration Replication

	クラスタリングのライセンス
	クラスタリングの要件と前提条件
	Clustering Guidelines and Limitations
	クラスタリングの設定
	FXOS: Add a Firewall Threat Defense Cluster
	Create a Firewall Threat Defense Cluster
	Add More Cluster Nodes

	Firewall Management Center：クラスタの追加
	Firewall Management Center：クラスタ、データインターフェイスの設定
	Firewall Management Center：クラスタのヘルスモニターの設定

	FXOS: Remove a Cluster Node
	FMC：クラスタメンバーの管理
	新規クラスタ メンバーの追加
	クラスタ メンバーの置換
	メンバーの非アクティブ化
	クラスタへの再参加
	データノードの登録解除
	制御ユニットの変更
	クラスタ メンバーの照合

	Firewall Management Center：クラスタのモニタリング
	クラスタ ヘルス モニター ダッシュボード
	クラスタのヘルスモニター
	クラスタ ヘルスの表示
	クラスタメトリック


	Firewall Management Center：クラスタのトラブルシューティング
	クラスター制御リンクへの ping の実行

	Examples for Clustering
	Firewall on a Stick
	Traffic Segregation

	Reference for Clustering
	Firewall Threat Defense の機能とクラスタリング
	クラスタリングでサポートされない機能
	クラスタリングの中央集中型機能
	Connection Settings
	Dynamic Routing and Clustering
	FTP and Clustering
	Multicast Routing and Clustering
	NAT and Clustering
	SIP Inspection and Clustering
	SNMP and Clustering
	Syslog and Clustering
	TLS/SSL 接続とクラスタリング
	Cisco TrustSec and Clustering
	VPN とクラスタリング

	Performance Scaling Factor
	Control Unit Election
	High Availability Within the Cluster
	Chassis-Application Monitoring
	Unit Health Monitoring
	Interface Monitoring
	Decorator Application Monitoring
	Status After Failure
	クラスタへの再参加
	Data Path Connection State Replication

	How the Cluster Manages Connections
	Connection Roles
	New Connection Ownership
	Sample Data Flow for TCP
	Sample Data Flow for ICMP and UDP


	クラスタリングの履歴


