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One member of the cluster is the control node. If multiple cluster nodes come online at the same time, the
control node is determined by the priority setting; the priority is set between 1 and 100, where 1 is the
highest priority. All other members are data nodes. When you first create the cluster, you specify which
node you want to be the control node, and it will become the control node simply because it is the first
node added to the cluster.

All nodes in the cluster share the same configuration. The node that you initially specify as the control
node will overwrite the configuration on the data nodes when they join the cluster, so you only need to
perform initial configuration on the control node before you form the cluster.

Some features do not scale in a cluster, and the control node handles all traffic for those features.
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Each node must dedicate one interface as a VXLAN (VTEP) interface for the cluster control link. For
more information about VXLAN, see VXLAN 1 > % —7 = A ADFRIE.
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VXLAN Tunnel Endpoint

VXLAN tunnel endpoint (VTEP) devices perform VXLAN encapsulation and decapsulation. Each VTEP
has two interface types: one or more virtual interfaces called VXLAN Network Identifier (VNI) interfaces,
and a regular interface called the VTEP source interface that tunnels the VNI interfaces between VTEPs.
The VTEP source interface is attached to the transport IP network for VTEP-to-VTEP communication.

VTEP Source Interface

The VTEP source interface is a regular Firewall Threat Defense Virtual interface with which you plan to
associate the VNI interface. You can configure one VTEP source interface to act as the cluster control
link. The source interface is reserved for cluster control link use only. Each VTEP source interface has an
IP address on the same subnet. This subnet should be isolated from all other traffic, and should include
only the cluster control link interfaces.

VNI Interface

A VNI interface is similar to a VLAN interface: it is a virtual interface that keeps network traffic separated
on a given physical interface by using tagging. You can only configure one VNI interface. Each VNI
interface has an IP address on the same subnet.

Peer VTEPs

Unlike regular VXLAN for data interfaces, which allows a single VTEP peer, The Firewall Threat Defense
Virtual clustering allows you to configure multiple peers.
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Cluster control link traffic includes both control and data traffic.

Control traffic includes:

* Control node election.
* Configuration replication.

* Health monitoring.

Data traffic includes:
* State replication.

* Connection ownership queries and data packet forwarding.
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All nodes in the cluster share a single configuration. You can only make configuration changes on the

control node (with the exception of the bootstrap configuration), and changes are automatically synced to
all other nodes in the cluster.
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0.0.0.0 > GWLBE 11.100.7.0/24 > GWLBE
11.100.0.0/16 > local
Tt e Private subnet 11.100.2.11
Threat Defense
6 Virtual 1
< Availability Zone - A
11.100.90.4
Public Subnet
App1
11.100.7.45
GWLB
N e— ccL
HLTLOENTE GWLBE @ Private subnet
11.100.91.4
Threat Defense
Availability Zone - B Virtual 2
App2
11.100.0.139 GWLBE Route Table 11.1005.13

App2 Route Table

11.100.0.0/16 > local

11.100.0.0/16 > local

0.0.0.0 > IGW

ASA Virtual Route Table

11.100.0.0/16 > local

0.0.0.0 > GWLBE

)

CE) #HEoaHAM Y — 2 O REBAIX, Firewall Threat Defense Virtual 23— 3 > 7.6.0 LABETH AR — b
SnTHET,

AVE—Ry EPOLDOFEEFENT 7 4 v 71X, GWLBZ Y KA > MZkbh, 255 GWLB
W h7 70 v NEESNET, T, WY =SV T BT 7 4 v 7 ) Firewall
Threat Defense Virtual 7 7 A X (Z)V—TF 4 7 INET, T 74 v 71, 77 AZ N Firewall
Threat Defense Virtual f > A % ZZ K> TR SN2, 77V r—3 3 2 VM Appl ([ZHAE

ShET,

. 1XT ) v 494959 KTO Threat Defense Virtual D2 S X% 1) 4
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AWS T Threat Defense Virtual 7 5 2 % £ EBIT 7-00T> Fy—1> Fo7oex [

AWS T Threat Defense Virtual 7 S X 2 =BT 51=-HDIT >V KY—I

AN WAL

FoTL— rR—XDEM

WD 71 —F ¥ — FE, AWS TO Threat Defense Virtual 7 7 A X D7 o7 L — b _X— X BB D

U—277u—%ZRLTWET,
. — 2 moay 3 Upaate 5)  copy 6)  Create 7 Build zip files
W o s wraeiucrs. S ?\Hnj i'“ifiu?ffé'”’ S " er o
N from Gt deply. rafe cettings oe aar | e copy 1o arget tolder
!
4
Linux Host Create
lust a:(a:yl- zip
o e i e g
yaml lifecycle and cluster.yaml cluster
template "”[‘!;9::;!:? fo template deployment
J—9 AR—R FIE
= a—H kA b GitHub 205 U AR Y b U 288 L £,
N
g é\ 2—h LR A infrastructure.yaml 35 JX O deploy_ngfw_cluster.yaml 7~ >/
S 70[/”— ]\ %%E Lij—o
(3) o —H kA b Configuration.json 7 7 A /L% FMC 47 ¥ = 7 "4 TH
e %ﬁ L/ i ‘a—o
4 Linux 7" A cluster layer.zip 7 7 A V& AERE L £ 97,
(5) o —H LR A R cluster layer.zip 7 7 A /L % Lambda Python 7 7 A /L' 77
L /I/ﬁ‘\é::to%l/ijqo
6\ o—H kA R cluster_manager.zip. custom _metrics_publisher.zip, ¥ X
O cluster_lifecyclezip 7 7 A V2B L £,
,7 o—H LR A R Lambda B2k @ Python 7 7 A /v & zip 7 7 A Vv & VERK
7 L. =7y b 7FNAICa’—LET,
(8) AWS =2V —)L Infrastructure.yaml 7 > 7 L — F Z J&BA L £ 97,
:'/é\‘_; AWS 1V —)L cluster_layer.zip, cluster_lifecyclezp.,
e custom_metrics_publisher.zip, 33 & U* cluster_manager.zip
ZS3INy MIT v 7a—RLET,
( '0\ AWS 1 —)L deploy ngfw cluster.yaml 7> 7 L — &2 JEBH L £,
AN’

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}




- PRI
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C
|
-

18T v 4557 FTO Threat Defense Virtual D 5245 Y >4 |

J—9 AR—X FiE
11) AWS 22— )L 074 LT, ZIAXORBZMHELET,
A
FHREH
WD 7o —F ¥ — ML, AWS TO Threat Defense Virtual 7 7 A X% OF#HEFROUV —7 7o —%
RLTWET,
1 Create
Local Host CUH:;:IE[[IUH
. script
2 l 4 5) cronot o 6
Deploy threat Attach Verify if nodes o LB Register i”S“""r‘ws
I
othe interface 1P
o
Register
e Gorirl
J—H9 ZAR—R FE
:-/'i"\- o—Z LR A b Day 0t A7 UV 7 b &1ER L £ 97,
W,
5 AWS =1 — L Threat Defense Virtual f > A% A& L £1,
3 AWS =2 Y — )L AVABL LRI H =T 2 AR LET,
4 AWS 1V — )b = RKWRTTAZIZBIMLTWDLENE ) DEfHERLE
R
5 AWS 1Y —)b B—2Fy NI N—T L GWLB ZELET, #—F >
k7 Vv—7% GWLB ([ZE] ) 4 TE,
6 AWS =1 Y — )L FT—HA B =T 2 A AP fHLTH—4> > b7
N—TWA VAR AL L ET,
:.-"5'\.: Management Center HE ) — REEEELE1,

PLFDOF 7 b— MIGitHub TAFTEET, NI A—XHEIT, 77— MTHREINE
IRTA—=FZ T 74V M, HHARERE, BIOWHAIZEIY AT,

« infrastructure.yaml : > 7 7 X NI 7 Fx JREHOT 7L — |,

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4



https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/aws/templates/infrastructure.yaml
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\}

CloudFormation 7> L — F ZERA L= AWS ~D X5 v U DER .

» deploy ngfw cluster.yaml : 7 7 A X BEAHOT 71— kK,

G¥)

77 A8 ) — FERET LN, YR—-FSNTND AWS A L AZ AL AT DY X k%
BLTLIEEY, ZD VU A ME, deploy ngfw clusteryaml 7 > 7 L — kD /35 X — 4 InstanceType

WA AR E D FIZH D £,

CloudFormation 7> 7 L— 2 {FERAL-AWS ~D X% v DR

CloudFormation 7 > 7' L — b &2 H L CAWSICA X v 7 R L £ 7,

1R BHHIIZ

FIR

* Python 3 % A h—/L L 7= Amazon Linux {8~ > > NLE T,

« 77 A4 7 Firewall Management Center (2 H 85 #k I 5 KL 51279 5H12i%, REST API Zff
FC& 28 AR % Ff> 2 >0 2 — 4 — % Firewall Management Center C{ERK T 5 SEH
&V F9, Cisco Secure Firewall Management Center Administration Guidez & L C< 72 &
AN

s Configuration.json CHRE LRI v —4 L —T 257 7 AR Y 2 —% Firewall
Management Center (ZiB/1 L F 97,

ATFYT1 T — NEHEELET,

a)

b)

<)

GitHub Y ARy MY 2o — /L7 3 V2 IEE L F 9, https:/github.com/CiscoDevNet/cisco-ftdv/
tree/master/cluster/aws Z S L T 7230,

MBI RT A =X —%EH LT, infrastructureyaml 3 X U'deploy_ngfw_cluster.yaml % %8
FLET,

cluster/aws/lambda-python-files/Configuration.json % #J#iFR EIC LA F L £,

RITH 2R L ET,

"licenseCaps": ["BASE", "MALWARE", "THREAT"],
"performanceTier": "FTDv50",
"fmcIpforDeviceReg": "DONTRESOLVE",
"RegistrationId": "cisco",

"NatId": "cisco",

"fmcAccessPolicyName": "AWS-ACL"

« fmcIpforDeviceReg 7% &% DONTRESOLVE O F FIZ L £,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}


https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/aws/templates/deploy_ngfw_cluster.yaml
http://www.cisco.com/go/firepower-config
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/aws
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/aws

/871 v 9579 ETO Threat Defense Virtual D7 522 1) >4 |
B cloudrormation 7> TL—  EFERLE AWS ADR 5 v & OEB

« fmcAccessPolicyName (. Firewall Management Center 7 7 £ AR Y o — & —F L T
WHLEDRNH D 7,

GE)
FTDvS 5 X OVFTDvIO g id R — h ST\ EH A,

d) cluster_layer.zip &\ 9 A HTD 7 7 A VA AFR LT, B2/ Python 71 7 7 U % Lambda P
IR L £,

cluster_layer.zip 7 7 1 V&2 /ERKT D121, Python3.9 231 > A h—/L Z 172 Amazon Linux
AT 2 B8RO LET,

GE)
Amazon Linux BeEz 3 L BE 72855 1%, Amazon Linux 2023 AMI {6 L CEC2 A v A X L A
ZVER T 52>, Amazon Linux @Eiﬂéﬁ/\**“/ g % FE{79 5 AWS Cloudshell Z i T& %
—éﬂo

cluster-layer.zip 7 7 A V& AERK T DI121E. AT Python 74 77 U /8w 5 — U OFEHICTHE
% XA 5 requirementstxt 7 7 A L EVERR L TovD, =V AT U N EFATT HMEN
&) V) i‘g‘o

1. Python /X 7 — VDOt Z4RE L C. requirementsitxt 7 7 A /L& 1ERL L 97,
LUFI, requirementstxt 7 7 A L CTHRET 2 Y TNy r— TV OFRTT,

$ cat requirements.txt
pycryptodome

paramiko

requests

scp

jsonschema

cffi

zipp
importlib-metadata

2. WOY=)VAZ VT NEFLTLC, custer_layer.zip 7 7 A VEAER L £7,

$ pip3 install --platform manylinux2014 x86 64
--target=./python/lib/python3.9/site-packages
--implementation cp --python-version 3.9 --only-binary=:all:
--upgrade -r requirements.txt

$ zip -r cluster layer.zip ./python

G¥)

A A R = FZurllib3 RCrF 5 b7 EOERFBR OB G = T —BRAE LSA R, AT
BN =D RN — 3 L — BT requirementstxt 7 7 A MICE DD T é: % BENRD
LET, TOH, A VA M= NVEHEFEITL THALZMRTE 7,

e) D cluster_layer.zip 7 7 A /L% Lambda Python 7 7 A /L 7 4 L &
(cluster/aws/lambda-python-files) a2 E—LFE 7,

f) cluster_layer.zip, custom_metrics publisher.zip, cluster_manger.zip. ¥ & Wlifecycle ftdv.zip
TrANEERLET,

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4
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CloudFormation 5> 7 L— + %A L1- AWS ~0 2 2 v s DER [

makepy 7 7 A /WiE, #HEINZVARTY MY (cluster/aws/make.py) WIZH Y £7°,
ZHUC XY, python 77 A AW Zip 7 7 A MIERE S, F—F v N7 FAXICaE—X
nEJ,

python3 make.py build

G¥)
Management Center Virtual DGk 7 T A4 X— MNP 7 FLUAZFEH L TWAEEI,
cisco-ftdv/cluster/aws/lambda-python-files/constant.py 7 7 A /L' C
USE_PUBLIC IP FOR_FMC CONN % False IZZEL T\ 5 Z L 2B L7,

RATw 72 Infragtructureyaml )8 L, 7 7 A X BBHOHIEEZAE LET, AV T7TANT 7T v A
o BT HENC, AT HAWS Y —T g U LR — U AR ET D I ENEE T,
BKAWS UV —2 g VN BRR DAY 2 E VPCA VT T AN T I F Dy BB DT
O, BEICE LY —Ya v ER MY — B BINT 52 ERRARTT,

a)

b)

c)
d)

e)

2

AWS =2V —/LC, [CloudFormation] (Z&Eh L, LW\ U ¥V — (FEHE) ZfEH (With
new resources(standard)) ] BN L T, [A¥ v 7 OEK (Createstack) 27 U v 7 L&
7

[T 7L —h7 74007 v 71— R (Uploadatemplate file) ] ZEINL, [7 7 A LDk
R (Choosefile) 1227 Vv 7 LT, #—%5 v M7+ /L4 5 infrastructureyaml %8R L
7

[k~ (Next) 1227V v 27 LT, RERIEREZASLET,

I TAZD—EDY ZREZ L) ZRIBSEANILET,

[T MY — > (Availability Zone) 1 U A "B MY —v 2 @IRLES, 2O 7 4 —)b
RiZiX, ClusterFormation 7> 7L — hE&FEH LAV 7 TR NT I F ¥ A% v 7 % REH
THIDITHIR L2 AWS U — U g NZESS ATHEY —v s RERINE T,

[k~ (Next) ], [A#¥ v 7 OVERL (Create stack) | DNEIZZ U >~ 27 LET,

BERMET L6, [ (Outputs) 1IZBEIL, S3 @ BucketName #EH O £ 7,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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B cloudFormation 7> FL— FEER LI AWS ADRE v DEB

2: Infrastructure.yaml Mt 11

Outputs (13)

‘ Q, Search outputs ‘

Key A Value v Description v | Export name

maz-cls-infra-
BucketName s3bucketcluster- Name of the Amazon 53 bucket -
whpzbytiebzh

http://maz-cls-infra-
s3bucketcluster-

BucketUrl - URL of S3 Bucket Static Website -
whpzbytieb2h.s3-website-

us-east-1.amazonaws.com

subnet-Obc04e2cc9e53e5c0

,subnet-0d7d046a0fca2561 List of CCL subnet IDs (comma
CCLSubnetids -
5,subnet-03ef42bf5275515 seperated)
69
EIPforNATgw 3.218.44.132 EIP reserved for NAT GW -

Security Group ID for FMC if user

FmclnstanceSGID sg-076880aa64df2db5c would like to launch in this VPC -
itself
Security Group ID for Inside
IninterfacesGld sg-06ed933d6624fe51b v P -
Interfaces
subnet-03d12cab8eeleafff,
subnet-0be9158b0970aeba List of Inside subnet IDs (comma
InsideSubnetids -
b,subnet-0b53c96fceb7c1f seperated)
ad
Security Group ID for Instances
InstanceSGld 5g-0680b74be473186aa Y P -
Management Interface
Security Group ID for Lambda
LambdaSecurityGroupld sg-057da2a9954e0d204 v P -

Functions

subnet-03439803d989e6b
List of lambda subnet IDs (comma

LambdaSubnetids df,subnet-087488a9d6ffc95 -
seperated)
cd
us-east-1a,us-east-1b,us- Availability zones for NGFWv
ListOfAZs -
east-1c instances
subnet-06f0bbbd3f207a50
4,subnet-0c339dc43688cdd List of Mangement subnet I1Ds
MgmtSubnetids -
c9,5ubnet-0a67629632a65 (comma seperated)
S5de?
VpcMName vpc-09c2b0ad995e2fb24 Name of the VPC created -

. 1XT ) v 494959 KTO Threat Defense Virtual D2 S X% 1) 4
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CloudFormation 5> 7 L— + %A L1- AWS ~0 2 2 v s DER [

AT w73 duster_layer.zip, cluster_manager.zip, custom_metrics publisher.zip. 3 X U'cluster_lifecycle.zip
% infragtructureyaml TIER L7 S3 X7 v M7 v 7r— R LET,

X 3:83/87 v ~

maz-cls-infra-s3bucketcluster-whpzbytieb2h .

Objects Properties Permissions Metrics Management Access Points
Objects (4) info C (3 Copy S3 URI a
Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to s your objects, you'
Q_ Find objects by prefix il ©
o a | Type v | Last modified v | size v | storage class
[m} zip September 24, 2024, 13:59:33 (UTC+05:30) 11.8MB  Standard
[} p September 24, 2024, 13:59:30 (UTC+05:30) 160KB  Standard
[m} zip September 24, 2024, 13:59:29 (UTC+05:30) 327KB  Standard
[m} P September 24, 2024, 13:59:29 (UTC+05:30) 30.1KB  Standard

G¥)
Lambda NAT 7' — b7 = A =T AF > 7 IP 7 K LA} Management Center Virtual {Z BT 1)
bNlctxF 2T 4 7 NV—TITBIMEN TS Z E 2R LTI EEN,

AT v 74 deploy ngfw cluster.yaml % B L £,

a) [CloudFormation] IZFEI L, [HLWYU VY —A (FE#E) %A (Withnew resources(standard)) |
PR LT, [RA¥ v 27 OFERK (Createstack) | %7V v 27 LET,

b) [T 7L —hr77A4LDT v 71— R (Uploadatemplate file) ] ZEIRL, [7 7 A /L DiE
U (Choose file) 122 U v 7 LT, #—5 v M7 4/ 45 deploy_ngfw_cluster.yaml %
EIRLET,

c) [k~ (Next) 127 U w7 LT, LERIEREATILET,

d) ROV FAZLALTITANTIF ¥ OREFRENTTLET,

INTG A=A ERATE (A
LY ET
7

DI RIDERE

ClusterGrpNamePrefix | 5241 THIFT TABELDT VT 4 T ATT, JTAAE
ENY T 47 AL LTEMENET,

ClusterNumber Pyl XTI TARAZFEFZTHY, 7T AZ4

(msa-ftdv-infra) OV 7 ¢ v 7 2L L TGEMINLET,
el 2, ZoER 1) OBG. ZA—741%
msa-ftdv-infra-1 {272 0 £ 97,

IHTLAE3HILL F CHDIMLERH Y £, T 74/ b
I,

ClusterSize &5 ZiuE., 7 7 A X N Firewall Threat Defense Virtual / —
RO#ETT,

/ME -1

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}



B cloudFormation 7> FL— FEERLI AWS ADR S v & DEE
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fERATE

7

5iE/2 4

B2l

AVITZARNSY
F DM

NoOfAZs ==l

Z +iX. Firewall Threat Defense Virtual 73 BB X315 7]
HAEY —r o/ T (ATAEY —r ot 1 ~3
TY—TaickoTRAYET) |

YT xRy M. 2O R MY — B ESIVE T,
ZOYANCHEHARERTHME Y — 1%, 77 AXD
BEAICEIRINZY —V g S E SV TWVWET,
GE)

EE ONE. B SR ZEI#Y >~ (CCL) O
THy MI., TONRT A= |ZFKDSNT 3 o0 R Hk
=Nl hl o TERENE T,

AZ e

MY — U X MR BTV —va it
F9,

[A] M — > (Availability Zone) ] U A b T, HZh7a
"M = QoD AMEY —2 ) 2 oD MY —
V. FRE3o0RAMEY —Y) EEIRLET,

H v bE, AT =B oRT A =2 DfE L —E
TAHELERHY £,

NotifyEmaillD pa=l|

I T AZAR NDBEAA—NVDOEENR L IR DEAA—
AT RL AR, ZOBEFA—NVEEEZET DT, T
TAZ ) T a SEAA—NERE KRS HLEND
nE9,

5] : admin@company.com

Vpeld S

7 AN T )—"7"0 VPC ID,
XA 7+ AWS::EC2::VPC::1d

S3BktName pag=l|

7 w7 — K&/ Lambda zip 7 7 A V& ETe S3 N
Ty b IELWWAT Y MAEIRET HDMENH Y 7,

MgmtSubnetlds JIZEN

MY = TR 12 O Y TRy NOIZE AT
l/ \i —gqo

R R MY — o o EEOY 7 %y F&RIRT D8
A, ME-S7=YV 7 3y F&EIRT S &, Firewall Threat

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4
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CloudFormation 7> L — F ZERA L= AWS ~D X5 v U DER .

fERATE
5iE/2 A
7

B2l

Defense Virtual £ > A & > Z DR PICRIENTEET S
HREMEDH D FT,

2 A 7+ List<AWS::EC2::Subnet::1d>

InsideSubnetlds

U A b

M= TR EL 1] O TRy b
EANNLET,

R CRAMEY — o8RO 73y M &EIRT 55
A, ME-7=Y 7 xy F&EINT S &, Firewall Threat

Defense Virtual £ > A & > Z DR PICRIENTEET S
"REMED B D F9,

2 A 7+ List<AWS::EC2::Subnet::1d>

LambdaSubnets

A b

Lambda BEHICD < &b 122 YT xRy MEA
71U %£7, Lambda By, /X7 U » 27 DNS Th b

AWS H—E R LBETE 5 L9127 5I12iF. ANT5
o] OV 7Ty MINATZF— b7 = A BLETT,

2 A 7 List<AWS::EC2::Subnet::1d>

CCLSubnetlIds

ped

MY — ZEich i EL 1o O Ty b
EANNILET,

R CATHAMEY — o 8O 7%y N ERIRT 58
&, fE-ST=Y 7%y h&EEIRT B & Firewall Threat
Defense Virtual £ > A & > 2D R F I ES 3 4ET 5
"REMER BV T,

2 A 7 : List<AWS::EC2::Subnet::I1d>

CCLSubnetRanges

pe]

SEIERFHES —DCCLY 7%y FOIPT R
AHPHE AT L E T,

BHID 4 SOTHIFERIP T RLAEZRANALEST, 75
AAHNEY > 7 (CCL) DIP T KL AT — )b,

IP7 FL A, CCLIP 7 KL A7 —/L') 5 Firewall
Threat Defense Virtual f & A X L ADCCLA V¥ —7 =
A AZEID Y THENET,

MgmtInterfaceSG

Uk

Firewall Threat Defense Virtual f > A X A DEF = U
T4 N —FID IR L £,

& A 7 . List<AWS::EC2::SecurityGroup::1d>

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}



. CloudFormation 7> 7L — b Z{ERA L= AWS ~D R4 v DER

/871 v 9579 ETO Threat Defense Virtual D7 522 1) >4 |

INSA—4H ERATE |5iA
BHIEZA
Vi

InsideInterfaceSG UIZEN Firewall Threat Defense Virtual A > A &% > ZADWNEA
B—TzA ADEF2T 4 7 V—7 1D &R L F
—a—o
& A 7 . List<AWS::EC2::SecurityGroup::1d>

LambdaSG PR Lambda BB DOtEx= VT 4 N —7 %8R L F7,
FAE P [ANYWHERE] [ZERE SN TWD Z & & T
BLET,
% A 7 . List<AWS::EC2::SecurityGroup::1d>

CCLInterfaceSG JIZ AN Firewall Threat Defense Virtual £ > A % > A® CCL A ~
=Tz A ADEX2 )T 7 N—71D ZERL F
ﬁ‘O

GWLB O E

DeployGWLBE prac2l [IXv (Yes) 127 Y v 27 L TGWLB =2 RikA > b
L7,
F 740 b T, ZOEIZ W EZ (No) JICERESH
TWET,

VpcldLBE XEFEH | =R zA = RRT O RRA V& REH
T35 VPC Z AT LET,
GE)
GWLB=T Y FARA ¥ hEEH LAWEAIZ, 207 14—
NV RIEE AT LN TL IS0,

GWLBESubnetld ST 7%y FID & 1 DT AN LET,
GE)
GWLB=T= Y FARA v FEREBLAWEAIZ, 207 41—
U RIEZ A L7V TL 72 &0,
Y73y FAIELWVPC BIXORE LEZd it —
WWEBLTWAZ &R LET,

TargetFailover SCEEA| H—Fy MIBBEENRRAE LSS I8 EMER I

FPBREDE =7y b 72— A= =P R— 2GR
WCLET (ZORT A= DOIEIXT 7 4 /v b TR
(rebalance) | IZEXEIILTWET) |

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4
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CloudFormation 5> 7 L— + %A L1- AWS ~0 2 2 v s DER [

fERATE
5iE/2 A
7

B2l

o [FF%£72 L (no _rebalance) ]: BEfFO 7 v —% [
ERBELIZ =Ty MTEHEL, HiLnwra—
IR R H —0y MOFE L, 127 BHAE 2 e fk
LET,

s [FFiR%E (rebalance) ]: #HL W7 o —MNIEF R H —
Fy MIELND X LAens, BEO 7o —
FEEREAMALET,

[F37R%& (rebalance) ] /%, Firewall Threat Defense
Virtual /3= 5 741 UETHR—F ST E
7

TgHealthPort

ped

GWLB D EFNEF = v 7 R— &2 AT LFET,

GE)
FIFNLRTIE, ZOR—MINT T 4w ZIZERE
NEE A,

BELIAENEN S TCP R—FThd I & 2R LE
4, F 7+~ : 8080

CiscoNGFWv 1 > X
BUORDETE

InstanceType

pasdl

Cisco Firewall Threat Defense Virtual EC2 A o A ¥ o A X
A7,

BIRLIA LV AF L AZATINAWS U —2 3 o TH
R—hENTWDHZ LR LET,

77 )V K ClL, cbxlarge MNGE IR I CTWET,

LicenseType

pa2 Tl

Cisco Firewall Threat Defense Virtual EC2 1 > A ¥ > A 7
AR ZATERINLET, AMI-ID XT A —F (T
AT HAMIID BRI T A B AXAL T THDHZ &%
MR LET,

7 4L hTlE, [BYOL] 2NEIR STV ET,

AssignPublicIP

pa=ll

AWSIP 7 KL A 7 — /L'’ Firewall Threat Defense
Virtual /X7 U w7 IP 7 KL AZEID Y THIZiL, H
Z [IZVy (true) 1IZERELET,

AmilD

pal

V=Yg R=Ygy, BI04k 24247
(BYOL F£ 721X PAYG) ZHt> TIE LW AMIID Z 3R

LET,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}



B cloudFormation 7> FL— FEERLI AWS ADR S v & DEE

/871 v 9579 ETO Threat Defense Virtual D7 522 1) >4 |

fERATE

7

5iE/2 4

B2l

Firewall Threat Defense Virtual 7.2 ABE Tl 7 F A& J
TR Y R — k &iu. Firewall Threat Defense Virtual /X —
Yar 16 UETIIAB A=V 7 LR A
V= ORERRIEIES AR — F STV E T,

2 A7 . AWS::EC2::Image::1d

ngfwPassword

padl

Firewall Threat Defense Virtual £ & A % ADI/NA T —
]\\‘O

I~_T D Firewall Threat Defense Virtual £ o A & o AT
X, BET T L— b (P TRZTN—T) D [2—
P —F—4% (Userdata) ] 7 4 —/V KIZHDHT 7+ /L b
DIRAT— RRBRESINTHET,

Firewall Threat Defense Virtual 127 7 £ A T& 5 L 91T
Rh b, NARU—=RNTIT 4 T2 0ET,
SCTFHIL 8 LFELL I T AMENRH Y £9, NAT—
RiZiZ, 7L —r T %X hO/RAT— RE =T KMS BF
AL NNA YU — REMFHATEET,

KmsAm SCEEA

BEA7D KMS @ ARN (fRFHFIZIF B LT 5 72 D AWS
KMS %—) #ATLET,

DT 4 —)v RIZEEFETET 5354, Firewall Threat
Defense Virtual £ > A X L A DEBE /NA Y — NIk 5
LENTZRRAT = RTCHAIVERH Y 97,

55 b/ XA T — RO AR : "aws kms encrypt --key-id
<KMSARN> --plaintext <password> "

INAT — ROIEHAbIL, HESNTZARNO L ZFH L
TEITTHLERHY £,

FMC BEIELDERTE

fmcDeviceGrpName | 3574

Management Center T2 7 A% 7 )V —7 D—F D4l %
ADLET,

fmcPublishMetrics ==l

Management Center 2R — VU > 7 L, FFEDT /A X7
N—T"A NV w7 % AWS CloudWatch {237 v /=
9% Lambda BA¥t A ERLT 21213, true ZiBIRL £
‘é—o

il FH ATRE /2

* true

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4
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CloudFormation 7> L — F ZERA L= AWS ~D X5 v U DER .

INTA—4H FERETE |5
BIE/IZA
Vi
« false

FT7F) R TIE, ZOfEIZtrue lTREESNTWET,

fmcMetricsUsername | 505251 | Management Center 2> 5 A E U A NY w7 %R —1 7
TEODO—EONBL— -2 AT LET,
ZI—HF—ZF, RV M=V EBELBLOACTFY
RA—H—LL EOHERNBMETT,

fmcMetricsPassword | sr5 % RAT— RE AN LFET,

KMS ~ A % —%— ARN /3T A — X &8¢ LI A1,
V3, B R LS NTZNA T — RE AL TSI,
S ToN AT = RE AT E A N v ZIEENRK
T DR B D7D, T, IELWRAT — &
AFTLTLZEN,

fmcServer peil IP7 RLRITIE, AAEIP 7 RL A, ¥£7-1Z VPC @
Firewall Threat Defense Virtual & B4 7 % v k CHER]
BERIP T RLAZETEET,

R 7
BKRE 15

fincOperationsUsername | 35 %| CloudWatch H ® Firewall Management Center Virtual (Zf#
MT 5 —BEONE2—Y -2 AN LET,

2 — X EEEHERS LB T,
fmcOperationsPassword | <% INAT— REAILET,

KMS ¥ A Z —%—ARN/XT X — X ZF57F L7235 613,
VT B ENTRAT—READ LT EE N,

RIr—Y VT DHRE

CpuThresholds <X | ((EE) EalAoFRLEVVEE ERLEVEEE
gy R |ETDHE, AT—ARY =N ERENET, (0,0) %
~ BIRT DL, CPURT—V I T T —ALFEEIRY v—
IER SN F A, FHIIRA > R ETF—Z KA > M,
T 7 v MEF ZITHESREIC L £,

FIZFNLETIE, 20T — FTIREHRY—IL
BEIN o TWET, HENR 7 — LT REAR IR
ICTEFET,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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. CloudFormation 7> 7L — b Z{ERA L= AWS ~D R4 v DER

INT A—45 fFRATE |
5iE/2 4
7

MemoryThresholds | 2 >~ [ |21 LISk FIRL &\ 2 EIRL & OEEFHEET 5 &
YUz | 27— LB C—PMERENET, (0,0)25RINT 5 &
) AERY A=YV IT T —NEERY I TER S
NEEA, FHlRA L N EF—2F A ME, F7F
b MEE 72 R LR

e) [k~ (Next) | %27 VU7 LET,

f) 7 VU7 LTTXTPH AWS CloudFormation 47> = v Z MR L £ 7,

g) [%fF (Submit) [#27 Vw7 LTy FAXEZREBALET,

h) [k~ (Next) ]. [A%¥ > 27 OERL (Create stack) | DIEIZZ U 27 LET,

Lambda P23 0 O 7 a2 2% L. Firewall Threat Defense Virtual 7% H @)#91Z Firewall
Management Center |Z &gk SALE T,

4:EBRSHEYY—R

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4
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CloudFormation 5> 7 L— + %A L1- AWS ~0 2 2 v s DER [

AT —H A H CREATE_IN_PROGRESS 7> CREATE COMPLETE (20 | BT L

T ENTRENET,

WD S — Rica 714 L, showcluster info a2~ FEERA LT, 772X DOREREAZH

WLET,

5:95R% /—F
EC2 > Auto Scaling groups > mAZ-cls-ngfwv-24
mAZ-cls-ngfwv-24

Details ~ Activity = Automatic scaling Instance management Monitoring

Instances (3)

Q Filter instances

m] Instance ID a | Lifecycle v Instance type v
] i-0227a411b1b017cc0 [4 InService c5.xlarge
O i-09b9d186494562f6a [4 InService c5.xlarge
O i-0de2b028dfdef5bb5 [2 InService c5.xlarge

Instance refresh

Weighted cap...

v

Launch templ... ¥
MAZ-cls-ngfwv-24-NG
MAZ-cls-ngfwv-24-NG

MAZ-cls-ngfwv-24-NG

Availability Z... v | Health status

us-east-1b

us-east-1a

us-east-1c

© Healthy
@ Healthy

© Healthy

v

1 o]

Protected from v

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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B cloudrormation 7> T L— FEBERALE AWS ADRE v o DEM

6 : show cluster info

> show cluster info
Cluster mAZ-ngfw-cl: On

Interface mode: individual
Cluster Member Limit : 16

This is "74-a" in state DATA_NODE

ID
Version
Serial No.:
CCL IP
CCL MAC
Module
Resource
Last join :
Last leave:

ID
Version

Serial No.:

CCL IP
CCL MAC
Module
Resource
Last join :
Last leave:

Unit "183-c" 1in

ID
Version
Serial No.:
CCL IP
CCL MAC
Module
Resource
Last join :
Last leave:

¥ L
« g 220131

9AUVQ3DSF66

: 1.1.1.74

: 02e2.778f.d3ed

. NGFWv

: 4 cores / 7680 MB RAM

07:28:26 UTC Sep 25 2024
@7:28:11 UTC Sep 25 2024

Other members in the cluster:

Unit "135-b" in state CONTROL_NODE
;0
y G 2201

9ABWOAS1KGK

¢ 1.1.2:135

: 1294 ,34qae.4ce9

. NGFWv

: 4 cores / 7680 MB RAM

09:45:52 UTC Sep 24 2024
N/A
state DATA_NODE

A |
¢ 9. 22C1)1

9A1S400HL 8F

» 1.1.3.183

: Qaff.e889.f193

: NGFWv

: 4 cores / 7680 MB RAM

07:29:29 UTC Sep 25 2024
07:28:11 UTC Sep 25 2024

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4



| /87U 94495 FTO Threat Defense Virtual D9 5 X5 ) >4

BEIRT—1) D TDINT A—RERTE

agzsr—yrnrs52i—2%% [

JEBAMSE T L7z 5. Firewall Threat Defense Virtual HEI A 7r— 1 > 7 7 —7" 0 [F/INE &=
(Minimum capacity) ]. [l A% & (Maximum capacity) ], 38X OV [ME /2K & (Desired
capacity) | #fRETDHOMENHV £3, HIA T —V U VELRGET 2 LERH VD £77,

FIE

ATYT1 AWS a2V —nb, [H—E R (Services) |> [EC2] > [B#IR7—1) 545 )L—7T (Auto

Scaling groups) | > ¥R & Ltz Cluster Autoscale &' )L— T DJIEIZEIR L £,

EC2 » Auto Scaling groups

Auto Scaling groups (1/15) wmhe & | Launch configurations Launch templates [4 | Actions ¥ Create Auto Scaling group
Q, Seavch yowr Avte Scaling groups | 12
2 Name L Launch template/configuration [ = Instances ¥ Status v | ™in = Max ¥ Availability Zones
mAZ-cls-ngfwv-26 mAZ-cls-ngfwy-26-NGPWy-launch-templ 3 &l 3 Ls-ast-1a, us-east-
Auto Scaling group: mAZ-cls-ngfwv-26 @
¢ Details Activity Automatic scaling Instance management Monitoring Instance refresh
A
Group details Edit
Aute Sealing group name Desired capacity Desired capacity type Amazan Resaurce Name [ARN)
mAZ-cla-nglwe-26 3 Units {number of instances) [ amawsastoscalingus-east-1: 183117696075
toScalingGroupia] 2607 76-5e99-40ff-8c9c- 1aba?
Date created Minimum sapacity Status 446 7FautascalingGrauphame, maZ-cls-ngfen-2
Tue fpr 30 2024 12:27:26 GMT+0530 (India 3
Standard Time]

Maximuim capacity
3

ATv T2 [HEIAr—1V 7 7 N—7 (autoscale group) | T = v 7Ry 7 A4 N LET,
AT9F3 [7T7var (Actions) 127V v 7 LT, HBIAYXr—Y VI N—TOREZRELET,
ATy T4 [MERKE (Desiredcapacity) ] Zi%E L THb, [A7—U 7R (Scaling limits) ] 45 &

RELET.

ATV TS5 CPUELAEYDA N v 7T —2RMEHARENE 9 H2 L. AWS Cloudwatch 77 — A TA 7 —
VoM FPHULIZEBDITHEEL TWEINE I iR LET,

AR w49 DEFHIZ & 5 Firewall ThreatDefenseVirtual 7 5 X5 ') >4 TOH IMDSv2 /678 —

NOE ¥

AWS 129 TIZ B &L TV 5 Firewall Threat Defense Virtual ® HEj A 7 —)L F)—7 A L A K

VAP IMDSV2 EE— RERETEET,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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B wscosszsnsnzm

Before you begin

IMDSV2 %728 — R, Firewall Threat Defense Virtual /X— 3 > 7.6 LA CO LY HR— kX1
TWET, BHICIMDSV2 E— FERET DENI, BEFEOA U AHX U AD/3— 5 A IMDSV2
T RERHMENHD (RXR—=Ta 76T v 77— RENTWVWD) 2L 2HERT A MLER
&) D iﬁ—o

Procedure

ATvF1 AWS 22V —/)LC, [CloudFormation] (ZBEI L, [A % v~ (Stacks) ] %27 VU v 7 LE7,
RT9T2 BANBHENTZ ) TAZ )V TA VALV ADAR v 7 BRI L ET,
ATw 73 [E#H (Update) 127 U v 7 LT,

ATy T4 [A% v 7 OFH (Update stack) 12— C, [BEFDOT 7 L— FDOEH (Replace existing
template) | %7 U v 27 LET,

AT9 TS [T 7 L— FOFRE (Specifytemplate) &7 > 5> TC, [TV L —h T 7ANVDT v T a—
K (Upload a template file) ] %27 U v 27 LE T,

RATYT6 IMDSV2 ¥R —hT57 7L —FERRLTT v 7r—RFLET,

AT9T1 T T L= DANNTA=FDEEFELET,

RTYT8 AX v HHHLET,

AWS TD Y S A2 DFERERMA

7T A2 % FEITRMT 21213, Day 0 MAHEH L, %/ — F& R L T ol ) — K&
Firewall Management Center |ZiE8/1 L %97,

AWS [6] [+ Day 0 #& B D E Rk

EEMR E 72130 A Z ~ A TR OWT A TE Ed, BEEHROEHZ B8 LE
R

AWS [6 [T B R Z £/ L 1= Day 0 #8RLD1ERL
BEMRIZEY, 77 AZOT = AT vy TP BEIAERSNET,

BE—@rA%Y—> - AWS [ TEEHER ZEA L 1= Day 0 #

{

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"Cluster": {
"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name",
[For Gateway Load Balancer] "Geneve": "{Yes | No}",

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4
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AWS [ [ EE R & A L 1= Day o o ter: I}

[For Gateway Load Balancer] "HealthProbePort": "port"

}
RITHI 2R L ET,

"AdminPassword": "Sup3rnatural",
"Hostname": "ciscoftdv",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {

"CclSubnetRange": "10.5.90.4 10.5.90.30",
"ClusterGroupName": "ftdv-cluster",
"Geneve": "Yes",

"HealthProbePort": "7777"
}
}

FEHOTRAEY—>  AWS [ITEE#ER ZFEH L1- Day 0 #Ek

"AdminPassword": "password",
"Hostname": "hostname",
"FirewallMode": "Routed",
"ManageLocally": "No",

"Cluster": {

"CclSubnetRange": [

"ip address start AZl ip address end AZ1",

"ip address start AZ2 ip address end Az2",

"ip address start AZ3 ip address end AZ3"
] ’

"ClusterGroupName": "cluster name",
[For Gateway Load Balancer] "Geneve": "{Yes | No}",
[For Gateway Load Balancer] "HealthProbePort": "port"
}

}
Bl 2 DODEAKY—V

"AdminPassword": "Sup4rnatural",
"Hostname": "ftdvcluster",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": [
"10.5.90.4 10.5.90.30",
"10.5.91.4 10.5.91.30"
]I

"ClusterGroupName": "ftdv-cluster",
"Geneve": "Yes",
"HealthProbePort": "8080"

}
}

Bl 3 DDEAKEY—V

{

"AdminPassword": "Sup4rnatural",

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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/871 v 9579 ETO Threat Defense Virtual D7 522 1) >4 |

"Hostname": "ftdvcluster",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": [
"10.5.90.4 10.5.90.30",
"10.5.91.4 10.5.91.30",
"10.5.92.4 10.5.92.30"
]I
"ClusterGroupName":
"Geneve": "Yes",
"HealthProbePort":
}
}

@mmmmmmﬁﬁ 1. XXXADWDIWBELIPT RLADOHKIHAZIEELET, 7 F7RAFZ )
WAEHFIREZ2 IP 7 LA 16 UL D Z & 2 Ms8 LE T, BAtS (ip address start) 3
J:U\%T (ip address end) IP 7 RV ADHIZ LI IR LET,

"ftdv-cluster",

"g080"

R2:HWBIP7 FLRERTIPT K LD

CIDR BtRIP 7 FL R BTIP7KLR
10.1.1.0/27 10.1.1.4 10.1.1.30
10.1.1.32/27 10.1.1.36 10.1.1.62
10.1.1.64/27 10.1.1.68 10.1.1.94
10.1.1.96/27 10.1.1.100 10.1.1.126
10.1.1.128/27 10.1.1.132 10.1.1.158
10.1.1.160/27 10.1.1.164 10.1.1.190
10.1.1.192/27 10.1.1.196 10.1.1.222
10.1.1.224/27 10.1.1.228 10.1.1.254
10.1.1.0/24 10.1.1.4 10.1.1.254

D95R%/—FDOREMR

FIE

JITAEDIERIND LI TAZ ) —REREIALET,

ATV TN VEREDOA L H—T =24 A (F—=FUxAfa— K74 (GWLB) Z#H L TWAEA1E

45D B =Tz A A FRAT AT H—NTUHEMHLTWDEEIES 2O & —
TxAR) TTTAED DayO%Eﬁ’i’ﬁﬁﬁﬁ‘é Z & 12X Y., Threat Defense Virtual f > & &% >
AEBELET, ZNETIICE, [ AX 2 ADFEMRE (Configure Instance Details) ]>
[EEE 723/ (Advanced Details) ] *127 v a T, 7T AZD Day 0 #ERIZEE Y T E 9,

G¥)
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AWS (2§ [+ 5 GWLB % {# fH L 7= Secure Firewall Threat Defense Virtual 7 S X2 1y V5 DR —4w b 72— )L —/"\—DHRTE .

ATy T2
ATvT3

ATy T4

ATy TH

WONEFCTA VAR LA, v HE—T 2 AZPH L TWDH I 2R LET,
cAWS F—h U x=Af a0 — R XT3V DA4ODA L Z—T A A EE, 2. Wi, 77
ABHIEY 7,

XA T AT E—RRT P DS5ODA U Z—T A A EH B, N, AN 7T
2 A 7,

AWS T Threat Defense Virtual D REBIDOFEMIZ- DUV TIiZ,  Deploy the Threat Defense Virtual
on AWS| Z#ZML T 7ZE 0y,

ATy 71 ViR LT, RERBOBMN — F2RERLET,
Threat Defense Virtual = > Y —/L C show cluster info2~ > R&fEH L T, 9 XCTH ./ — KR
TABNZIEFIZESM U= E D nE iR LET,
AWS 7 — Dz A B— KT U ERELET,
a) Z—4 v FIIL—F & GWLB ZER L £,
by ¥—% v b7 V—T7% GWLB IZE| Y 4 TET,
GE)
ELWEx2 074 7 0—7 UAFT—RE, BLONAF =y VREENTDH LD
ICGWLB ZRELTWAZ L &MER L ET,

¢) IP7T FLAREZMBHALTC, =4 A Z—T =24 A (N A H—T A RA) X =7 vk
TN—TIBE LET,
FEHIZOW T, [Create a Gateway Load Balancer] 2 L T 72& 0,

Management Center (Zil4#] / — R ZBAN L £3, [Management Center ~0 27 7 A% OB (F
BERH) (96 X—) J ZZHRLTIZEN,

AWS [ZF [+ 5 GWLB % {EH L 7= Secure Firewall Threat Defense Virtual
DSRB)TDE—Ty Tz —ILA—IN—DETE

AWS @ Threat Defense fR{E7 7 2% U 7%, ' — b =A vB— 74 (GWLB) ZffiH
L. 8 &M 7= Threat Defense (A8 /) — RICA L AXRT g VHOR Y NT—T %7y W&
NIV TEBEIOEELET, GWLBIE, ¥—5 v N — RO T = — LA — _—F 2| T8 6%
EBRDFAE LT HEIT, =7y N — Ry NT—27 37y NEEE LT 5 £ 9 123G
ShTnET,

AWS TH—7y N7 = — VA —"—EE2 AT 2 &, FHEA T ARELITEY—F v
K/ — ROEERIZ /) — ROBEDNEER S NTZ5A1Z, GWLBA Ry NU—27 37 v M EIER
=5y b ) =RV FA L7 FTELLICARVEST, ZOBEETIZZ TAZDAT— |k
T T 2= A — =L THET,

AWS T, AWS Elastic Load Balancing (ELB) API £72iX AWS 22> Y — L&/ LTCH—F v
F7 2= VA= N—ZRETEET,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m_ftdv_aws_gsg.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m_ftdv_aws_gsg.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/create-load-balancer.html

/871 v 9579 ETO Threat Defense Virtual D7 522 1) >4 |
. AWS (311 5 Secure Firewall Threat Defense Virtual 7 S X2 1) 5 DR —45y k72— )L —I"—DEHIE

A\

()  GWLB 23 SSH, SCP, CURL, 2 EDREDT R ha Ll LT RTI 74 v I EV—T v
TLTWARBNCE =7y b ) — RICEENRE LTSS, EERY =T b~D T T 47
DY XA VT NMIIIENFEET HAREMERH Y £, ZOBIEIX, T 74 v 7 7a—0OFHH
BLEHL—T 4 VI BNRINTRELET,

AWS TlE, AWSELB APl £721Z AWS 2> Y — L& LTCH—F v 7 = — /LA — " — %%
ETEET,
+ AWS API (AWS ELB API ) @ modify-target-group-attributes ¢, XD 2 2O H LV \/RF
A—HEERTLHZLICLY, 7a—HOEELZEHETEET,
s target_failover.on_unhealthy : % —7%" > NN IEHF T/ < 2o 728512 GWLB 231 > K
U—77a—% DL )BT L0 EERLET,

« target_failover.on_deregistration : % —7%" v N D3EERAEER S 725E1C GWLB 3% > |k
U—77u—% 0L BT ENnEERLET,

DA< Rit, TNBE2ODNRFA—HETERTDHV T ILDAPIRNT A —HREER
LTWET,

aws elbv2 modify-target-group-attributes \

--target-group-arn arn:aws:elasticloadbalancing:../my-targets/73e2d6bc24d8a067 \
--attributes \

Key=target failover.on unhealthy, Value=rebalance[no rebalance] \

Key=target failover.on deregistration, Value=rebalance[no rebalance]

FERZ DWW TR, AWS O~ = =27 V@ [TargetGroupAttribute] %2R L T ZE W,

cAWS 22V —)L BEC2 2 YV — )L TlX, ROF T a v ERETHIEITLD, [F—
7y s 7 V—"7" (TargetGroup) ]“X— D [#—7% > N7 = —/)L A —/3— (TargetFailover) ]
T amANITHIENTEET,

« B—Hy NI N—T DB ETRET D
o H—ly NT 2 — )L — =TT D
« iR T 0 — %R 5
B—H s N T 2 )L F— N— B GINCT A FIEOZEMICHOWTIE, AWS 1231F 5 Secure

Firewall Threat Defense Virtual 7 7 A% ) 7 DX —/7y 7 = — )L A —_—DHZME (34
N—=y) EZBLTIEIN,

AWS [Z $ 1+ 5 Secure Firewall Threat Defense Virtual 7 S5 X% 1) 5D
B—KFy kT z—I)LA—N\—DEIE

Firewall Threat Defense Virtual D5 —#% A 2 —7 = A AlX. AWS O GWLB DX —47 > 7
J— 2Bk &N F 1, Firewall Threat Defense Virtual 7 7 A% U o 7Tl KA VAKX AT
=7y M= T T b TWET, GWLBIL, ¥ —7y R =T DS =y b
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https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_TargetGroupAttribute.html
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FIE

ATy I
ATvT2

ATvT3

ATy T4

ATy TH
ATvT6

AWS [Z #5115 Secure Firewall Threat Defense Virtual 7 S X2 1) 5 DA —4y b T z—)LA—N\—DHFZIE .

J—RELTHAMEFIIBEENTWALZDEFRRA VAR LA NT T 4 v 7 ZRAMSEH L
TEELET,

1R BRI
F# T, F£721% CloudFormation 7> 7L — hZfEH L T, AWS T X Z &ZREE L TW\5 %
ERH Y F9,

CloudFormation 7> 7' L — &2 LT/ F A X ZRHT 25,5, 7 7 AZIER 7 7 AV
deploy ftdv clustering.yaml ® [GWLBODEXE (GWLB Configuration) |27~ a > T
fE A E7: [FFH%E (rebalance) JEIMEZEI YV ¥THZ LI [Ty T =R

(Target Failover) | D/XT A —X BHINITHI & %T%ij‘ T L— T, ZOR7
A—Z DEIXT 7 A /L N T (rebalance) JIZFXESNTWET, 7272L, AWS a2V —
VTR, ZORTA—=HDOT 7 4 /v MEIX[Fi%E72 L (no_rebalance) [IZFEE SN TWET,
ZNENORBITKRD LBV TH,

« HFHE7Z2 L (no_rebalance) : GWLB &, #EEEL TWRWH —F y M E LIRS S
A=y Mtk y hT—7 T7ua—%&%E LT £,

BIAE (rebalance) : BEFDOH —47 v MIVERE L TWARWDVEEER S N4, GWLB
Ty NU—27 7a—%ROEFRE—47y MIEELET,

AWS TO AL v 7 DREFIZONWTIL, LTE2BRLTLEE N,
« AWS TDO 7 T A X OFE) R

* CloudFormation 7 > 7’ L — k2 L 7= AWS ~D A ¥ v 7 O R

AWS 22V — LT, [H—EX (Services) | >[EC2] IZBEH L £,

[#—72w F 7 V=" (TargetGroups) 1 &7 Vv 27 LT, =7y M )—TDN—T%HKR
LET,

Firewall Threat Defense Virtual 7 — X% A V' X —7 = A AP 28T DX —7 v NI NV —T %8
WLET, ¥—F v AT OV NEREN, ¥—F v N7 =— A —"—Et%E
BN TEET,

UEME (Attributes) | A == —IZBE) L £7,

[ (Edit) 1227 Y >y LTRMEAmRELET,

[7 2 —DOHEFH¥ (Rebalance flows) | A7 A X DORF o &#H IV EZTH—F vy h7=—)b
F—NR—ZHINI L, Z—HF > N7 2= — =R DOBRICEEFED Ry T — 7
o MR L CIERRY —7 v M — RIZiEET 5 X912 GWLB 2 E L £77,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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B rarecos255E872

Azure T SR F ZERT 5

Azure Gateway Load Balancer (GWLB) | F72I33ERA T 4 7D — RNT U HTI T AX %
fEFC&EE9, Azure T2/ 7 A X % B9 5121, AzureResource Manager (ARM) 7> 7 L —
MR L RE~ A — bty FEREBELET,

GWLB A—ZXD Y S RAZRADGY U T)L RO D

7:GWIBZERY2EEFS T4 vV DEAHE bROD

Internet

Inbound flow uses public IP of

Gateway Load ‘A public load balancer.

Balancer

{ ) (mf',;'\ Flow is forwarded transparently
- 4 { /)
Public Load \“~/ from the public load balancer to
Balancer . > the gateway load balancer.
~

('~ Flowisinspected by a firewall
N\ "".f'} and returned to the gateway
load balancer.

Flow is returned to the public
load balancer.

| ) ) (R \,
Flow is forwarded to an internal
'y
-~ server.

Internal Servers Threat Defense Virtual
(VMs or VMSS) Firewalls
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Internal Servers Threat Defense Virtual
(VMs or VMSS) Firewalls

Azure ¥ — b A O—FN\SUHELUR7TOXTY

Aaure #— k9 x4 O— KRS 4 s £U<7Toxs [

Outbound flow leaves the
internal server.

Flow is forwarded transparently
from the public load balancer to
the gateway load balancer.

Flow is inspected by a firewall
and returned to the gateway
load balancer.

Flow is returned to the public
load balancer.

Flow is forwarded to the
internet by the public load
balancer.
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Threat Defense
== Virtual 1
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vni1: ext. segme I H
[
ot
" : & Threat Defense
—--—-( )._Cz‘ia@ ___________ - I Virtual 2
I ]
Destination = Layer 3 wnit: int. segment 1
Public GWLB Azure GWLB Network . :
1 LN

= Threat Defense
ﬁ’ Virtual 3

Traffic flow between GWLBe to GWLB (Geneve Single-Arm Proxy) in Azure

GWLB % {#H L T Azure T Threat Defense Virtual 7 S5 X 2 = B9 571-
HOIKY—IT o ROTOER
FUTL— R—XDEMH

WD 7 —F ¥ — b, GWLB 2 L 72 Azure T® Threat Defense Virtual 7 5 A Z DT 7
L— MR—=Z2EBHOU—7 7u—% R L TWET,

1 2 | Modity azure_ftdy_gwlb 9
Download _cluster.json and azure Upload
Local Host templates and ———_fidv_gwlb_cluster_parameters Clustcr._Funchon
files from GitHub fson with _zip file
. required parameters to Function app
| |
v
3 Create 4 5 . 7 ) 8
Azure Cloud Resoure Group, ([:):sptfr:\ ?:;gauc:' Uset::;;::?;app Create
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6
Cluster Node ng;:‘f
Deployment
D=9 AR—=R FIE

Kp‘ 2—J /LA b GitHub NHT7 > 7L — e 77 A VX7 a—RL
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\i j—O

(o) a—H LR A azure_ftdv_gwlb cluster.json &

S . N o=
azure ftdv_gwlb cluster parameters json Z M 72/35 A —
A TEELET,
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Market place
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—— Aftach interffaces . configuration in  ——

2 3 4
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LLFO7 7 b= ME GitHub TAFTTE LT, AT A-FEE, 77— M CRESN
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Cisco Secure Firewall /X—37 2 > 741 I TIE, WA v 7 —7 = A 2 ZHETICr T 2K
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T U7 L— FNORERRHIIEET AR Y v —4 & —ET 57 7B AR Y 2 —% Management
Center [ZIBM L £7,

* Management Center Virtual 28U T A B A SN TWD Z L 2R L T,
« 7 7 A% )% Management Center Virtual (ZEM S 72D, RO FIEEZFATLET,

1. ManagementCenter D77 v b 7 4 —ARET~NNAF 2 v 7 DR— b EFEREL X
T, ZORTEDFEMIOWTIX,  [Platform Settings] S L T 7ZE0,
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DOFEMZ 2 TiE,  [TAdd a Static Route] &L T 72 &0,

ABT 47— N DBREH

Network: any-ipvé

Interface: vxlan tunnel

Leaked from Virtual Router: Global
Gateway: vxlan tunnel gw

Tunneled: false

Metric: 2

A

GE)  wdan_tunnd_gwid, T—4 V7 %y FOF— b T =AIPT KL A
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A3 DEMF

J AL~ A XI{LT- Azure Resource Manager (ARM) 7 > 7 L — M &Ml LT, Azure GWLB
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ATFYvT1 TFUoFL—NEHEFHLET,

a) GitHub UARY U 2o —H/L7 3 L2 ZHEEL L $97, https://github.com/CiscoDevNet/cisco-ftdv/

tree/master/cluster/azure Z M L T 72 &0y,

b) azure ftdv gwlb clusterjson & azure ftdv gwlb cluster parameters.json & B 72 /3T A — & T

EELET,
Ey e

WA =T oA R LTI T AL ERHT DT DI E IR NT A= 2] LT,
withoutDiagnostic 7 > 7" L — k  (azure_withoutDiagnostic_ftdv_gwlb_cluster_parameters.json,
azure_withoutDiagnostic_ftdv_gwlb_cluster.json) #Z# L7,

ATV T2  Azure R—H¥/LiZwa 7 A > : https://portal.azure.com,
RATvT3 V=R I A—TEERLET,

a) [#&A (Basics) |# 7T, Fay 7 Xy UXNNL[H T A7 U7 a (Subscription) ]
BIR[Y Y —AZ)L—7 (Resource group) | ZR L £,

b) MHED [V — 3 (Region) | ZiBIRL £,
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. Azure Resource Manager 7> 7L — k% {#f L f= Azure & GWLB TD Y 5 X2 DERH
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ATvT6

ATy T1

Cisco Secure Firewall /N— 3 & 7.4.1 UUIBETIL, WA v & —7 = A 2% HETI2r 724
ARBATTEET, AL . B BXOCCLA v ¥ —T = ADHEHHLTY 7 A%
%Z B4 5 1Zi%. withoutDiagnostic 7 > 7 L — |

(azure withoutDiagnostic_ftdv_gwlb_cluster parameters.json 33 J2 T8
azure_withoutDiagnostic_ftdv_gwlb_cluster.json 7 7 A /) ZEH L £,

a) xRy NU—7 B{ERLET,
1. [J&A (Basics) | #7 T, Ray 7 XU URARINL [WTAZ )T vayv
(Subscription) 1B L[V ¥ —AZ L—7 (Resource group) | Z iR L 9,

2. MHAD[V—Y 3y (Region) |ZEIRLET, [R~:IPT KL A (Next: IPaddresses) ]
7V LET,

[IP7T ]\“I/X (IP Addresses) ] # 7 C, [7 x>y FDiEM (Addsubnet) 15227 U v 7 L,
B, 2. 7%, BROZ IREHEY 7 OV TRy bEBEMLET,

Firewall Threat Defense Virtual 7.4.1 7 7 A X B2WiA X —7 = A Al L CEMT 254
WX, B 7 Ry FOERE AR v 7T 50 RNHD 5,

b) 7 xRy bERBIMLET,

HALLT T — N RRALET,
a) [¥ERX (Create) |>[T > 7L— FDER (Templatedeployment) | (B R 2 LTV TL—
FEFERALTERM 2270y LET,

b) [T 4 X THMBEDOT 7 L — F %59 %  (Build your own template in the editor) [% 27 U v
7 LET,

) [Z7A/ndDr—1F (LoadFile) 147 VU v 7 L. azure ftdv_gwlb_clusterjson %71
azure withoutDiagnostic_ftdv_gwlb_cluster.json% 7 v 7' a— KL &7 (@A v ¥ —7 =
A A L TCORRALZENLIZGE)

d)y [fR1fF (Save) 127 Vv 7 LET,

A VAL ADFEMERELE T,

a) WMEREEZAN L., (MR L TEMR (Review +create) 147 U v 27 LET,

b) MEEEIZAEHE L7cH, [fER (Create) 127 U v 7 LET,

A VAR ADETHR, WO ) — Rize s 14> L. showclusterinfo=~> FZ AN L
T, 77 A i Oj)Eﬁ%fiﬂ %gf%ﬂ%lnu LE Vé_o

10 : show cluster info

> show cluster info
Cluster gwlb-cluster-template-with-AN: On
Interface mode: individual
Cluster Member Limit : 16
This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180

Serial No.: JAKGFV8VH4G

CCL IP : 10.1.1.12

CCL MAC : @@0d.3a55.5470

Module 1 NGFWv

Resource : 8 cores / 28160 ME RAM
Last join : 11:13:24 UTC Sep 5 2022
Last leave: N/A
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Function 7 7' U Zf ] L2 EA X, (B0 (Add) 1>[T/31 X (Device) ] ([3BM (Add) ]
>[92 S5 ARZ (Cluster) | Tid7e\w) =fEH LT, #l4# » — K% Firewall Management Center (Z
HEEEETHZLLTEET, FOMDI T AZ ) — RIFHBRICERE SN E T,

[EBit >4 — (Deployment Center) ]>[FTPS®DO4 1 &R (FTPScredentials) ] >[1—

HY—RXa—7 (User scope) | > [1—H—H E/RXT—FDERE (Configure Username and
Password) 17 U >~ 27 L CFTPS ®u 7 A UIEWMAEER L, [fR1F (Save) 1227V v LE

ATvT8
ﬁ]\/\ij—o
G¥)
ATv79
‘3‘0
ATy 710

2 — VDGR TR curl =2~ > R%2 54T L., Cluster_Function.zip 7 7 -{ /L % Function 7 7"V

27 v 77— KL%,

curl -X POST -u = —#—%; --data-binary @" Cluster_Function.zip" https:/
Function_App_Name.scm.azur ewebsites.net/api/zipdeploy

GE)

curl 2~ N, ITHRET T2 ETICED QaRili~37) »h225a0nH0 £7.

BA¥7S Function 7 7 V27 v P — Rk ¥, BED BB, AL —T 0 o7
U h¥a—lZa ZVPERREINET, Management Center ~D T /3 A ZABEENEAMG SV E T,

11 BEEE

urction App

A Cmd+)
5 Overview
B Adivity log
A Access contrel (1AM)
@ Tags
¥ Diagnose and soive problems
© nicroseft Defender for Clowd

Euwents [praview)

Functions

fi| Functions

() gwlban-function-app | Functions

|- Create () Refresh

Ak ¥our aps is currently In read anly made because vou are unning from a package file, To make any changes update the content in your 2 file and WEBSITE_RUN_FROM_FACKAGE apg seting

£ Filter by name.

[T] Name = Trigger T.. Status To

[ cluster-function Qurue Frasled

122:%21—

Storage accoun
£ Search (Cmd+/)
= Overview
@ Activity log
@ Tags
£? Diagnose and solve problems
o, Access Contral (IAM)
& Data migration
Events

B Storage browser

Data storage
= Containers
& File shares

T Queues

m gwlbanb4x5mqdvkpces | Queues =

Queue ur
outqueve hitps/gwlbanbaxSmadvkpccs.queue.corewindows.net/outqueue
urceactionsuccessqueue htps://gwlbanbaxSmadvkpees queue.core windows.net/resourceactionsuccessqueue
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B vex—z0s525880v > TL KOS

13: 7 h¥a—

Diagnose and solve problems re]
& vag ki O Search to filter tems

B Access Control (IAM) W
Settings
Access policy €d054bf2-239b-4aSe

© Metadata

ac54339e-1318-4ac2.

B2166a71-d87e-477

+ Add message

T outqueue
Queue
P Search (Cmd+/} « () Refresh
I Overview ‘Authentication method:

i Dequeue message )X Clear queue

Access key (Switch to Azure AD User Account)

Message text

Event thread: f6b5983a-97ad-44f4-3aaa-bbeebTc03ab0
Action: Micr

cti

Insertion time

Operation: Microsoft

Event time: 2022-07-27T04:48:21 28947772

Started function execution

Event thread: f605983a-97ad-4474-Jaaa-bbeeb7c09ab0
Data: Instances Description

Instance ID in scale set: 0

Name: sumisnlb-vmss_0

Status: VM running

Public management IP:

Private management IP: 10.55.1.4
Instance ID in scale set: 2

Name: sumisnlb-vmss_2

Status: VM running

Public management IP

Private management IP: 10.55.1.6
Instance 1D in scale set: 3

Name: sumisnlb-vmss_3

Status: VM running

Public management IP:

Private management IP: 10.55.1.7
Instance D in scale set: 4

Name: sumisnib-vmss_4

Status: VM running

Public management IP-

Private management IP: 10.55.1.8
Event thread: f6b5983a-97ad-44f4-9aaa-b6eeb7c09ab0
First reachable FTD index: 0
Event thread: f6b5983a-97ad-44f4-9a33-b6eeb7c09ab0
Data: Cluster Info

8/2/2022, 354:56 AM

8/2/2022, 9:55:08 AM

8/2/2022, 955:16 AM

Expiration time Dequeue count
8/9/2022, 9:54:56 AM 0
8/9/2022, 9:55:08 AM 0
8/9/2022, 9:55:16 AM 0
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1 2
Download
Local Host templates and ——»
files from GitHub

Modify azure_fldv

_nib_cluster.json and azure c Upload _
_ftdv_nib_cluster luster_Function
.zip file

_paramefers.json with

required parameters to Function app
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¢ . I
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6
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Deployment
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fﬁ a—f /LR A b GitHub 67 v FL— e 77 AN EX T m— KL
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() n—J VAR A b azure_ftdv_nlb_cluster.json &
azure_ftdv nlb_cluster parameters.json & /72 /XT A —

3 Azure Cloud U —RAIN—T ARy b T—0 BEOY T Xy

FEERL L E T,

4 Azure Cloud HARLNTF T L— AR LET,

5 Azure Cloud A VAL L ADRER A BE LET
(6) |77*%/—F 7 AL DREWEHRLET,
Atk
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::"'_"\} 2—H LR A Cluster Function.zip 7 7 -f /L% Function 7 7" U {27 v
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FHREH

WD 7 a—Fy— ~E, NLB 2/ L7~ Azure T Threat Defense Virtual 7 7 A % O F#hJERH
DU—r7a—%R L TWET,
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Create a VM35 Add day 0 Undat i
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image
Management
Center
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N
(2) o— B LR A A B —T oA AutEi LET,
(3) n—H Lk Ak [customData] 7 4 —/V R|Z Day 0 f &2 B L 77,
(2) o—H LR A b A=Y U TA VAR AT LET,
() 2—H VR A K NLB Z & L £
6 Management Center BIE ) — R&EBIMLUET,
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Cisco Secure Firewall /N— 3 & 7.4.1 UUIBETIL, ZWiA v & —T7 = A 2% HETI2r 724
ARBATTE ET, AL . B BEOCCLA v ¥ —T = ADHEHHLTY 7 A%
% B4 5 1Zi%. withoutDiagnostic 7 > 7 L — |

(azure withoutDiagnostic_ftdv nlb_cluster parameters.json 33 2 T
azure_withoutDiagnostic_ftdv_nlb_cluster.json 7 7 - /) ZEH L £,

ZWA X —T A ATREMITDIZT T L— b

« azure ftdv nlb_cluster_parameters.json : NLB % {i § L C Threat Defense Virtual 27 7 & % /X
TA=BEANNTHIZODT 7T L—h,

« azure_ftdv nlb_cluster.json : NLB % f#i [l L "C Threat Defense Virtual 77 7 A % % &3 2% 7=
DT T L— b,

A A —T ARG L CTERTLIT T L— ]

« azure_withoutDiagnostic_ftdv_nlb_cluster parameters.json : ZW¥iA > X —7 = A A& L7
U NLB JE£[H C Firewall Threat Defense Virtual 7 7 A % D/NT A —2 % ANJjT 5720 DT
7L—h,

« azure_withoutDiagnostic_ftdv_nlb_clusterjson : ZWiAf % —7 = Z72 LD NLB Z i L
T Firewall Threat Defense Virtual 7 7 A Z Z BT 5720 DT 7' L— |,

GIb=E=S s

« 77 A4 )% Management Center |~ HEPRERTE 2 K 9123 5121, Management Center 'C
Xy NT—=7EHEBIOA T T ADa2—Y =R EFFO 2 —YF—2ER L ET, Z
o OMHERZ R ——(X, RESTAPI 2 T& £4, [Cisco Secure Firewall
Management Center Administration Guidel] ZZM L T 7231y,

e T U7 L — FORBARHIZHET 2R —% L —ET 57 7 B AR Y I —% Management
Center [Z3BM L £7,

» Management Center Virtual 3 #EHNZ T A B A ENTWD Z & EMER L ET,
« 7 7 A% )% Management Center Virtual (ZEM Sz, RO FIEEFATLE T,

1. ManagementCenter0)7 T R A —ARETCNAF =y 7 OFR— "NEFERELE
T, ZOFREDFMIZOWTIE,  [Platform Settings] 22 LT EEW,

2. NEBBIONEA v A —T 2 A AMDBDNT T 4 T DAZT v 7 )V— ME{ERCL
9, AXT 4 v )b— FOIERDFEMIZOWTIX,  [Add a Static Route] ZZH L
TLTEEW,

A B —T 2 A ZADART T )b— N OFER] :

Network: any-ipvé

Interface: outside

Leaked from Virtual Router: Global
Gateway: ftdv-cluster-outside
Tunneled: false

Metric: 10

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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. Azure Resource Manager 7> L — k& L= Azure & NLB TD Y S X2 DEM

A

(

&) ftdv-cluster-outside . YT Ry hOF— R = A IPT FL X
<9,

WA v B —T 2 ADAEZT 4 v 7 )b— hOFREN

Network: any-ipv4

Interface: inside

Leaked from Virtual Router: Global
Gateway: ftdv-cluster-inside-gw
Tunneled: false

Metric: 11

N

(

) ftdv-cluster-inside-gw i%, WY 7 x> b — U= A IPT Kb
P G

3 F=H LTI 4 I DNAT V=L ERELET, NAT L—/LORREDFEHICONT
1%. [Network Address Translation] ZZM L T 723V,

Azure Resource Manager 7> 7 L— k Z{#F L 7= Azure & NLB TD ¥

T A3 DR

FIE

&I

ATvT2
ATvT3

B A KM <A XE 72 Azure Resource Manager (ARM) 7 7 L— b & i L C. Azure NLB ®
7T AL R LET,

T b— b LET,

a) GitHub UARY hY 2o —J)L 7V Z IR L £, hitps:/github.com/CiscoDevNet/cisco-ftdv/
tree/master/cluster/azure ZZH L T 7230,

b) azure ftdv nlb clusterjson & azure ftdv nlb cluster parameters json % %372/ 8T X — & T
HLET,
ZWiA B =T 2 A AR LTI FAZ LT DT DITUEIRNT A= ] LT,
withoutDiagnostic 7~ 7" L — | azure_withoutDiagnostic_ftdv_nlb_cluster_parameters.json &
azure withoutDiagnostic_ftdv_nlb_cluster.json %= A% L £,

Azure IR—F /LT w1 77 A > : https://portal.azure.com,

UY—2 ZN—T5ERLET,

a) [HAK (Basics) |#7 T, Fay XU URKNNL[H T A2 Y7 3 (Subscription) |
BIO[Y V=7 —7 (Resource group) | =B L £,
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ATvT4

ATvT5

ATvT6

ATy T17

Azure Resource Manager 7> 7 L— (£ L 1= Azure & NLB TD Y 5 X 2 DEMH .

b) MHED [V — 3 (Region) | Zi&ERL £,

B, BW. NER. AR, 7T AZEIEY T DS oODY T Ry NEEOEERYy NU—T %
ERR L E 77,

Cisco Secure Firewall /3—37 3 o 7.4.1 IBETIX, WA v ¥ —T = A AZfEHETICI T AHX
ZEATEET, A NI, BE. BXOY T RZEEY s DA B =T 2 AD AL
HLTZ 7 A% %REB7T %121X, withinDiagnostic 7 > 7 L — k

(azure_withoutDiagnostic_ftdv nlb_cluster parameters.json 33 & O}
azure_withoutDiagnostic_ftdv nlb_clusterjson 7 7 /L) &AL £3,

a) HExRy NU—7 B{ER L ET,
1. [HAK (Basics) 1 # 7T, Kay 7 Xy VA NN [T AT YT gy
(Subscription) 1} X[V V—AZ/L—7" (Resource group) | Z#IRN L 7,

2. b) WAD[V—T =3y (Region) | ZERLET, [k~ :IP7 KL A (Next: IP
addresses) | %7 Vv 27 LET,

b) 7 xRy FERBIMLET,

[IPT R Z (IP Addresses) | # 7 C, [ 7% v FDiE (Addsubnet) 1227V w2 L,
HOR2lr. NES. AN BE O TRZHIEY oY TRy FaBMLET,

Firewall Threat Defense Virtual 7.4.1 7 5 A X oW A X —7 = A4 A7 L CRETIHE
WX, BT Ry POERE AR v 7T 50 RHD 7,

HAZLT T — R LET,

a) [¥ERL (Create) 1>[T>7L— FDER (Templatedeployment) | (WX A LTV TL—
FEFEALTERM 2270y LET,

b) [T 4 X THBEDOT 7 L — N EHEET % (Build your own template in the editor) [% 27 U v
7 LET,

c) [Z7A4NDur—FK (LoadFile) 1% 7 U v L. azure ftdv_nlb_clusterjson 721
azure withoutDiagnostic_ftdv_nlb_clusterjson #7 v 7' v — KL 9 (BliA ¥ —7 = A
A7 L COEBAZRIRLIZ5E)

d)y [fR1fF (Save) 127V v 7 LET,

A VAL ADFEMERE L ET,

a) MEREE AL, [FERL TER (Review+create) |27 U v 7 LET,
GE)
I IAZEENY 7 ORRET RLAEKT T RUAIX, RBRHEFZTHEELTIEEWN
K 16ff) , @HERELSTDHE, N7 —~v U RCEET DL AREERDH Y 77,

b) MRREICEME L726. [{ER (Create) 127 U v 7 LET,

A VAR ADFETHR, WTHD ) — Ricue 71 L, showcluster info =~ > RE2FEH L
T, V7 AXDEMREZMRLET,
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ATvT8
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ATy 710

14 : show cluster info

> show cluster info
Cluster gwlb-cluster-template-with-AN: On
Interface mode: individual
Cluster Member Limit : 16
This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180

Serial No.: JAKGFV8VH4G

CCL IP : 10.1.1.12

CCL MAC : @@0d.3a55.5470

Module 1 NGFWv

Resource : 8 cores / 28160 ME RAM
Last join : 11:13:24 UTC Sep 5 2022
Last leave: N/A

Azure IR—# )L C, Function 7 7'V % 7 U v 7 L CZ 7 A # % Firewall Management Center |Z %
FELET,

(3¥)

Function 7 7"V 2 L2 WAL, DB (Add) 1>[7 /34 A (Device) ] (BN (Add) 1>
[7 7 A% (Cluster) ] TlZ7pvy) ZfEH LT, il — F% Management Center (Z [EL 4% 6% 7
HZEHTEET, TOMOT TAH ) — RIZHBICEERSIILET,

[EBR+t >4 — (Deployment Center) | >[FTPSM O%4 4 i&$R (FTPScredentials) ]>[1—
HY—Ra—7 (User scope) | >[1—H—H E/XRT— FDEEE (Configure Username and
Password) 122 YV > 7 L CFIPS D 7 A UEREIERR L, [fR1F (Save) 1227 U v 27 LE
R

a2 — NV OERRK TR curl 2> RK%&%4T L, Cluster Function.zip 7 7 -{ /L % Function 7 7"V
W7y 7r—FRLET,

curl -X POST -u = —#—%, --data-binary @" Cluster_Function.zip" https:/
Function_App_Name.scm.azur ewebsites.net/api/zipdeploy

GE)
curl 2~ Mg, EITBETTLETICED QuaRii~357) »hr25Ea08H0 £7.

BA¥AY Function 7 7' V27 v Fu— REinvE ¥, BEDHBISh, A ML—T v o7
7 b a—liu 7 REREINE T, Management Center ~D T /A AXEENBAE SNV E T,

Azure TD Y 5 A2 DFEEH

7T AL & FETRERMT2I121%, Day0 ka8l L, &%/ — FZREAL THLHIE — %
Firewall Management Center {Z:B/N L £ 97,

Azure [6] [+ Day 0 &L D 1ERL

B ERK LTIV RS~ A AERONT 2 TE £7,
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Azure [ (T EEHERL Z £ L 7= Day 0 #E R D VERK
BEEMRICED, Z7FAZDT— A NT v FHERNSAEER SILET,

"AdminPassword": "password",

"FirewallMode": "Routed",

"ManageLocally": "No",

"Diagnostic": "OFF", //For deployment of version 7.4.1 and later without Diagnostics

template, set this parameter to OFF.
"FmcIp": "<FMC_IP>",

"FmcRegKey": "<REGISTRATION KEY>",

"FmcNatId": "<NAT ID>",

"Cluster": {
"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",
"InternalPort": "internal port_ number",
"ExternalPort": "external port_ number",
"InternalSegId": "internal segment id",
"ExternalSegId": "external segment id"

i
RIZ, Day 0 #R DRI Z R LET,

"AdminPassword": "password",

"FirewallMode": "routed",

"ManageLocally": "No",

"Diagnostic": "OFF", //For deployment of version 7.4.1 and later without Diagnostics

template, set this parameter to OFF.
"FmcIp":"<FMC IP>",
"FmcRegKey" : "<REGISTRATION KEY>",
"FmcNatId":"<NAT ID>",

"Cluster": {

"CclSubnetRange": "10.45.3.4 10.45.3.30", //mandatory user input
"ClusterGroupName": "ngfwv-cluster", //mandatory user input
"HealthProbePort": "7777", //mandatory user input
"GatewayLoadBalancerIP": "10.45.2.4", //mandatory user input
"EncapsulationType": "vxlan",

"InternalPort": "2000",

"ExternalPort": "2001",

"InternalSegId": "800",

"ExternalSegId": "801"

GE) LfRoREZav— LTV T 25681, RED S /mandatory user input Z 243 HIBR L T
<TIEEWY,

Azure ~VAF = v 7 DORETIL, 2 2 THE L7-HealthProbePort Z L35 E L TL 72 &0,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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CclSubnetRange Z#11%, xxx4 HIAE DL IP T RLAOHEMEARRELET, 77 AX Y
TIWAHEHATFRERIP 7 FLUAR 16 AL EH D Z L 2R LET, BAIRIP 7T RL ALK TIP T
R ZADHIZ RIS LET,

RIFBIPT ELRERTIPT LD

CIDR BIRIP 7 KL R BTIP7KLR
10.1.1.0/27 10.1.1.4 10.1.1.30
10.1.1.32/27 10.1.1.36 10.1.1.62
10.1.1.64/27 10.1.1.68 10.1.1.94
10.1.1.96/27 10.1.1.100 10.1.1.126
10.1.1.128/27 10.1.1.132 10.1.1.158
10.1.1.160/27 10.1.1.164 10.1.1.190
10.1.1.192/27 10.1.1.196 10.1.1.222
10.1.1.224/27 10.1.1.228 10.1.1.254

Azure [M] (T H R A2 < A ¥R %A L 1= Day 0 iR DERL
av U REFEALT, VIAXDT—MA NI v TRELTXTCASNITEET,

"AdminPassword": "password",

"FirewallMode": "Routed",

"ManageLocally": "No",

"Diagnostic": "OFFE", //For deployment of version 7.4.1 and later without Diagnostics

template, set this parameter to OFF.

"FmcIp": "<FMC_IP>",

"FmcRegKey": "<REGISTRATION KEY>",

"FmcNatId": "<NAT_ID>",

"Cluster": {
"CclsubnetRange": "ip address start ip address_end",
"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",
"InternalPort": "internal port number",
"ExternalPort": "external port number",
"InternalSegId": "internal segment id",
"ExternalSegId": "external segment id"

i
PLFIZ, m"—=23 2 74 LIEO Day 0 L DOFI 2R LET,

{

"AdminPassword": "Sup3rnatural",
"Hostname": "clusterftdv",
"FirewallMode": "routed",
"ManageLocally": "No",
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//For deployment of version 7.4.1 and later without Diagnostics

"Diagnostic": "OFFE",

template, set this parameter to OFF.
"FmcIp": "<FMC_IP>",

"FmcRegKey": "<REGISTRATION_ KEY>",
"FmcNatId": "<NAT_ID>",

"run config": [

"cluster interface-mode individual force",
"policy-map global policy",
"class inspection_default",

"no inspect h323 h225",

"no inspect h323 ras",

no inspect rtsp",

no inspect skinny",

"interface ManagementO/0",
"management-only",

"nameif management",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/0",
"no shutdown",

"nameif vxlan_ tunnel",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/1",
"no shutdown",

"nve-only cluster",

"nameif ccl link",
"security-level 0",

"ip address dhcp",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"interface vni2",

"proxy paired",

"nameif GWLB-backend-pool",
"internal-segment-id 800",
"external-segment-id 801",
"internal-port 2000",
"external-port 2001",
"security-level 0",

"vtep-nve 2",

"object network ccl#link",

"range 10.45.3.4 10.45.3.30",
"object-group network cluster#group",
"network-object object ccl#link",
"nve 1 ",

"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster#group",

"nve 2 ",

"encapsulation vxlan",
"source-interface vxlan_ tunnel",
"peer ip <GatewayLoadbalancerIP>",
"cluster group ftdv-cluster",
"local-unit 1",
"cluster-interface vnil ip 1.1.1.1 255.255.255.0",
"priority 1",

"enable",

"mtu vxlan tunnel 1454",

"mtu ccl link 1454"

"

"

//mandatory user input

//mandatory user input

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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LIFIC, "—2 3> 7.3 LLBIO Day 0 KO FI 2 R LE T,

"AdminPassword": "Sup3rnatural",
"Hostname": "clusterftdv",
"FirewallMode": "routed",
"ManageLocally": "No",
"FmcIp": "<FMC_IP>",
"FmcRegKey": "<REGISTRATION KEY>",
"FmcNatId": "<NAT_ ID>",
"run _config": [

"cluster interface-mode individual force",
"policy-map global policy",

"class inspection default",

"no inspect h323 h225",

"no inspect h323 ras",

"no inspect rtsp",

"no inspect skinny",

"interface Management0/0",
"management-only",

"nameif management",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/0",

"no shutdown",

"nameif vxlan tunnel",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/1",

"no shutdown",

"nve-only cluster",

"nameif ccl link",

"security-level 0",

"ip address dhcp",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"interface vni2",

"proxy paired",

"nameif GWLB-backend-pool",
"internal-segment-id 800",
"external-segment-id 801",
"internal-port 2000",
"external-port 2001",
"security-level 0",

"vtep-nve 2",

"object network ccl#link",

"range 10.45.3.4 10.45.3.30", //mandatory user input
"object-group network cluster#group",
"network-object object ccl#link",
"nve 1 ",

"encapsulation vxlan",
"source-interface ccl_link",
"peer-group cluster#group",

"nve 2 ",

"encapsulation vxlan",
"source-interface vxlan_ tunnel",
"peer ip <GatewayLoadbalancerIP>",
"cluster group ftdv-cluster", //mandatory user input
"local-unit 1",

"cluster-interface vnil ip 1.1.1.1 255.255.255.0",
"priority 1",
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"enable",
"mtu vxlan_tunnel 1454",
"mtu ccl link 1554"

]

}

\)

GE) LRloEx a2 — LTI 11 2861, 8ED S /imandatory user input % %7 HIBR L C

<TZEV,

D2AZ 7 —FOFHER : GWLB X—X D ERF

FIE

ATy T

I IRAENREND LI TAZ ) —REREALET,

azvmsscreate CLI ZfEH LT, A A ¥ 2D 0 O Marketplace 1 A — V0 BLARFE~ > X
r—nty NEERLET,

az vmss create --resour ce-group <ResourceGroupName> --name <VMSSName> --vm-sku
<lInstanceSze> --image <FTDvimage> --instance-count 0 --admin-user name < AdminUserName>
--admin-passwor d < AdminPassword> --plan-name < ftdv-azure-byol/ftdv-azure-payg> --plan-publisher
cisco --plan-product cisco-ftdv --plan-promaotion-code < ftdv-azure-byol/ftdv-azure-payg> --vnet-name
<Virtual NetworkName> --subnet <MgmtSubnetName>

ATFYT2 300 F—TxA A (B, 5—%. BLXOY I2ZHEY V) g LET,
AT T3 ER LI~y v Ay — vty MIBEI L, ROTFIEEFATLET,

a) [AXVb—F (7 AT A (Operating system) |£7 3= > C, [customData] 7 4 —/L R
\Z Day 0 /A2 B0 L £ 77,

b) [f*fF (Save) 127V v 7 LET,

¢) [Ar—VUr7 (Scaling) |87 a T, AV AZ U ARENTER T T AH ) — R THEH
LET, A AZ 2803, Rl 1, Bk 16 OFPHICERETE £,

ATY T4 Azure 77— bV = A 00— FRT P E2FRELET, MO VT, Azure 77— F U = A 10—

RKAXZ % L7= Auto Scale DE AR #SRL T ZE0,

AT w75 Firewall Management Center |ZfillfHl / — KZBM L £9, [Management Center ~D 2 7 A X D

B (GEERER) (96 —) | AR L TLIEEN,

V2R3 —FOFEHER : NLB A—RDEH

I ITARAENREND LT TAZ ) — RERERIALET,
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FIE

AT F1 azvmsscreate CLI Z# M LT, A A ¥ 2 ZAEH 0 O Marketplace 4 A — bR~ v > A
r—nty NEERLET,

az vmess create --resour ce-group <ResourceGroupName> --name <VMSSName> --vm-sku
<InstanceSze> --image <FTDvimage> --instance-count 0 --admin-user name < AdminUser Name>
--admin-passwor d < AdminPassword> --plan-name < ftdv-azure-byol/ftdv-azure-payg> --plan-publisher
cisco --plan-product cisco-ftdv --plan-promaotion-code < ftdv-azure-byol/ftdv-azure-payg> --vnet-name
<VirtualNetworkName> --subnet <MgmtSubnetName>

RATVT2 400A4 2 —7 4R (Wi, WIS, SN, BLOY ZAXHIY 7)) ZHRLET,
AT T3 B LI~y v Ay — vty MIBEI L, ROFIEEZFEITLET,
a) [AXL—TF 47 AT 2 (Operating system) | &2 3 > C, [customData] 7 4 —/L
\Z Day 0 k&2 BN L £ 97,
b) [fR1F (Save) 127 VU v 27 LET,
) [A7—Ur7 (Scaling) 1 BZ v a T, ALV A AENEIR ) T AKX ) — R THEH
LES, A AZ U 280E, /b 1L R 16 OFIHICRETE £75,

AT w74 Management Center (Zil|fHl / — K& B L £J, [Management Center ~D 727 7 AKX DiEN (F
WER) (96 ~—) ] ZZRLTIIESN,

Azure TDO RS ITI>a—TF 405 SRR
HE: bT T4y T Ta—N2n
NoGTNY =T 4T

*« GWLB TEB &7z Threat Defense Virtual f > A X ADIEHE M T —T A5 —X A
MNIEFENE I D EERLET,

* Threat Defense Virtual f & A X ADIEEFET 0 —TF A7 —Z ANBRETHHILEE

» Management Center Virtual CA X 7 4 v 7 )L— M RFEE SN TN D0 E D D Efife

e LET,
T ITANIT = U= ANT—E Y TRy bDT =T AP THLINE S
ZHERs LE7

o Threat Defense Virtual f & A X VAN EFET 0 —7 T 7 4 v 7 2%{E LTV
DHNE S MEFRRLET,

* Management Center Virtual CaX/E ST 7 EA U XA MR EFET2—7 7
T4y EHFRILTWVAENE I MWERERLET,

[ 7 T A DI I TR0
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Firewall Threat Defense Virtual Azure TDY SR B2 V5 DA —FR5—)L V1 )a—3 Y .

NIy a—FT 47
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. Prerequisites

Internet

Public Load
Balancer

Application
VM/VMSS

Cisco ASAv/ TDv Cluster
Application viNet VMSS

LI TlX. GWLB#REZfEH LT, Azure TA— h A4 — 1 > 7 %4T 9 Firewall Threat Defense
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Shit, 77U r— 3y VM IZiEE S ET,

Prerequisites

* Ensure that you have Owner role in the Azure subscription.

* Create the Azure Resource Group. Ensure that the Azure Virtual Network along with the necessary
subnets are created.

* Interfaces for NLB-based cluster : Management, Diagnostic, Inside, Outside, CCL and the
function app.
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* Interfaces for GWLB-based cluster : Management, Diagnostic, Data, CCL and the function app.

* On the Management Center:

* Ensure that Management Center Virtual is licensed correctly.
* Create the access control policy.

* Create the Security Zone (SZ) object for the interfaces. For NLB based cluster, create the SZ
for inside and outside interfaces. For GWLB-based cluster, create the SZ for the data interface.

* Create a separate user name and password for the azure function to add the Threat Defense
Virtual instances to the Management Center Virtual and configure the instances.

* Install the Azure CLI on your local system.

* Download the Azure Clustering Autoscale repository from GitHub to your local computer and run
the command python3 make.py build to create the Azure functions zip file.
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Home > Resource groups >

Create a resource group

Basics Tags  Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the maost sense for your organization. Learn mare =

Project details

Subscription * (D | cisco-secure-fw-virtual-dev s ‘

Resource group * (@ | secure-firewall-demo-rg e |

Resource details

Region * O | (US) East US v
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< Diagnose and solve problems Data 10.0.1.0/24
v Settings Outside 10.0.2.0/24
45 Address space Cel 10.0.3.0/27
& Connected devices FunctionApp 10.0.4.0/24

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4

Available IPs T
251

251

251

27

251




| /87U 94495 FTO Threat Defense Virtual D9 5 X5 ) >4
F—bR7—)L VY a—2 3 »%&FERT S Firewall Threat Defense Virtual 7 5 X % O REH .

Home » Resource groups > rselvaar-latest » Marketplace >

Custom deployment

Daploy from a custom template

Select a template

Automate deploying resources with Azure Resource Manager templates in a single, coordinated operation. Create or
select a template below to get started. Learn more about template deployment &

f Build yvour own template in the editor

Commaon templates

Create a Linux virtual machine
Create a Windows virtual machine
Create a web app

Create a SQL database

aoff

Azure landing zone

Start with a quickstart template or template spec
£ C!) Quickstart template

Template saurce i)
O Template spec

Quickstart termnplate (disclaimer) |

ATy 7T [TrTL— +rOfREE (Edittemplate) 1V 4> KU T, TXTOT 74 /L a7 ZHER
L. ®H L7 azure ftdv_gwlb cluster custom image.json F7zlL
azure ftdv nlb cluster custom image.jsonbH (Azure (BT 54— F X7 —L
V) a—=arDFAAELT) arsFrYiaar—L 7T, &% (Save) |27V v/ LE
T E72UE [T 7AILDEHARAH (Loadfile) |27V v/ L, arEa—FnbIlD77A
NEeBZRLTT vy 77— RFLET,
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Home > rselvaar-latest > Marketplace

Custom deployment

Deploy from a custom template

0 MNew! Deployment Stacks let you manage the lifecycle of your deployments. Try it now =

Customized template of 5’,’? ‘{:? dgb

16 resources
Edit template Edit parameters Visualize

Project details

Select the subscription to manage deployed resources and costs. Use resource groups |like folders to organize and
manage all your resources.

Subscription * | cisco-secure-fw-virtual-test il |

Resource group * () | rselvaar-latest L
Create new

Instance details

Region * () | ws) East us

Resource Mame Prefix (O | gwlbtmp |
Virtual Metwork Rg (O | frdv-gwib-template-verification v
Virtual Network Name | ftdv-gwib-template-vnet ~ |
Virtual Network Cidr (0 | 10.11.0.0/16 e
Mgmit Subnet | mgmt o
Data Interface Subnet 0 | :_1_a-l_q i
Ccl Subnet O | ecl o
Ccl Subnet Start Addr @ [1011.44 —
Ccl Subnet End Addr O | 10.11.4.28 -
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Custom deployment

Deploy from a custom template

ﬁ New! Deployment Stacks let you manage the lifecycle of your deployments. Try it now —>

Function Hosting Plan (0 ‘ consumption

Function App Subnet (i ‘ FunctionApp

Function App Subnet CIDR () | 10030724

Gateway Load Balancer IP (D) ‘ 10.0.1.4

Data Network Gateway Ip (D) ‘ 10.0.1.1

Qutside Security Zone Name 0 ‘ outside

Image Id (D ‘ /subscriptions/1fdf9165-db4d-4fc9-814b-8475c5adc637 /resourceGro...
Vm Size © | Standard_D4_v2

Ftd Vm Management User Name (&) ‘ test

Ftd Vrm Management User Password (1) ‘ ---------------

Ftd Admin User Password (O

BEEEREERE R AR
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Custom deployment

Deploy from a custom template

Fmc Ip Address (0 52.170.139.222 r |
Fmec User Name (0 [ clusteruser ; |
Emc Password (0 [E— |
Policy Mame (2} | test-access-policy ¥ |
Cluster Group Name (1 | ClusteraNicGraoup .
Health Check Port Mumber () 8080 5

License Capability (0 | BASE MALWARE, THREAT x]
Scaling Metrics List CPu v |
Cpu Scale In Threshold & 10 - |
Cpu Scale Out Threshold | a0 i |
Mernory Scale In Threshold O i} - |
Memaory Scale Out Threshaold O i} . |
Fiov Performance Tier (T FTDv v |
Ftclw Mode Count (0 1 ‘|
Metrics Avarage Duration ) 5 o |
Init Deployment Mode () BULK ~ |
Scaling Policy 0 POLICY-2 v |

RTYT8 NIGA—=H T4 — L RKEI7TarT, TRTORTA—FEANNLET, £37 A =X Dt
MZONWTIE, TATINRTA—F] ZZRL TSN, RIZ, [LEa—EERK
(Review+Create) | %7 Vv 7 LET,

ATV T T L — FORBENKIIT D & Azure [0 O BIEIEA— R Ay —L V) 2a— g v
(BT RTOY Y —=ABMERSNET, RORDY Y —2A%ZHMLTLIEE0, [847F
(Type) 15I2iX, BT 7'V, VMSS, B— RKANZ % RT7U v 7 IPT RLAREDEY
V= ADNTRENET,
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RDRARY
Azure BT 7 U DJER (83 X—)

Azure B8#L7 7' 1) DB

FIE

ATy I

ARM 7 7' — M BT 5 & Azure ITIROARTTRE¥T 7 U Z/Ek L £7 -
<resour ceNamePr efix>-function-app,

ARM 7 7L — FZEBA L7 & SITHERR L7257V I L, RO TFIEEZFEITLET,

O—Anaryta—ZnbLRkOavy REFEITLT, 77 AXBEA 7 —/L Azure B% % BI%L
TTUIERLET,

az functionapp deployment source config-zip -g <Resource Group Name>
-n <Function App Name> --src <cluster functions.zip> --build-remote true

2ATw T2 Azure BIEBOREME. BTV r—aroffEv s g T vy e — REh-EEE

RTEET,

Update the Azure Logic App

FIE

&

The Logic App acts as the orchestrator for the Autoscale functionality. The ARM template creates a
skeleton Logic App, which you then need to update manually to provide the information necessary to
function as the auto scale orchestrator.

From the repository, retrieve the file LogiCApp.txt to the local system and edit as shown below.
BE

Read and understand all of these steps before proceeding.
These manual steps are not automated in the ARM template so that only the Logic App can be upgraded

independently later in time.

a) #ZH: Find and replace all the occurrences of “SUBSCRIPTION_ID” with your subscription ID
information.

b) W ZH: Find and replace all the occurrences of “RG_NAME” with your resource group name.
¢) #4ZH: Find and replace all of the occurrences of “FUNCTIONAPPNAME” to your function app name.

The following example shows a few of these lines in the LogicApp.txt file:

"AutoScaleManager": {

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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"inputs": {
"function": {
"idl' .

""/sucscriptions/SBIRIFTIN D/ rescurceGragpes/RG NAVE/ foroviders /Microsoft . We/si tes/FUNCTIONAPENAVE/ functions /AutoScaleManager ™

}

}I
"Deploy Changes_to FTD": {
"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {
"id":

""/subscrdiptians/SBSRIPTION 1D/ rescurceGraes/RG NAVE/forovicers/Microsoft Weo/sites/FONCTIONAPRNAVE/ finctians/DeployConfiguration'

}

"DeviceDeRegister": ({
"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {
"id":

"'/sucscriptions/SBIRIFTIN D/ rescurceGraupes/RG NAVE foroviders/Microsoft . Weo/si tes/FUNCTIONAPENAVE/ functions/DeviceDeRegi ster ™

}
}I
"runAfter": {
"Delay For connection Draining": [

d) ({LE) Edit the trigger interval, or leave the default value (5). This is the time interval at which
the Autoscale functionality is periodically triggered. The following example shows these lines in the
LogicApp.txt file:

"triggers": {
"Recurrence": {
"conditions": [],
"inputs": {},
"recurrence": {
"frequency": "Minute",
"interval": 5

}7

e) (fIE) Editthe time to drain, or leave the default value (5). This is the time interval to drain existing
connections from the Firewall Threat Defense Virtual before deleting the device during the Scale-In
operation. The following example shows these lines in the LogicApp.txt file:

"actions": {
"Branch based on Scale-In or Scale-Out condition": ({
"actions": {
"Delay For connection Draining": {
"inputs": {
"interval": {
"count": 5,
"unit": "Minute"
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f) ({fE£&) Edit the cool down time, or leave the default value (10). This is the time to perform NO

ACTION after the Scale-Out is complete. The following example shows these lines in the LogicApp.txt
file:

"actions": {
"Branch based on Scale-Out or Invalid condition": ({
"actions": {
"Cooldown time": {
"inputs": {
"interval": {
"count": 10,
"unit": "Second"

G¥)

These steps can also be done from the Azure portal. Consult the Azure documentation for more information.

AT w72 Go tothe Logic App code view, delete the default contents and paste the contents from the edited
LogicApp.txt file, and click Save.

[ 15: Logic App Code View

-

o ovlage-apn | Logkc 490 code vew
e frdv-logic-app | Logic app code view

AT w73 When you save the Logic App, it is in a 'Disabled' state. Click Enable when you want to start the Auto
Scale Manager.
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. Update the Azure Logic App

16 : Enable Logic App

e S——
) frdv-logic-app
) rut D cone & ogon
R p—
* Drsalbded
B asstylog

s 10 sweoenthul, §taed
‘Access conrol ()

# T x

¥ Diagrone and solee problems Summary
Development Bk Srigger Aciions
 Logic app designer RECURRINGE count

. Recamence 34 actions
4 Logi agp code view Vit I8 Legic 2gps e

W [Ap—

AP Lot AL
5 itk e guites Erauated 2 bmes, bre | mes i th lact 24 s
B Rulease notes.

AT w74 Once enabled, the tasks start running. Click the 'Running' status to see the activity.

17 : Logic App Running Status

Rurs history Logic app ren
° -
ar e sarter Pn ~ — =
l L]
-+, [EEE——— n
Bt te D gt ‘L
g s L
: = B ﬂuo;-.-«um;— ™
‘L L
) L a
l o
) R i
l W
!(mrm4mow M
.
v - K
-] ("
[~ [E— B [ s e on s o St comton £

AT 75 Once the Logic App starts, all the deployment-related steps are complete.
AT w 76 Verify in the VMSS that Firewall Threat Defense Virtual instances are being created.

18 : Threat Defense Virtual Instances Running

Home > Mdv-vmas | instances

n frdv-vmss | Instances

) Autresn

T Ovirein
B acsrion Hame Status Hiealth state
@ Cresting (Running)

@ Creating (Runeing)

%, Access control (MY

* Ly
& Diagnose and sobve problems O feevmas 2 @ Cresting (Running)
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In this example, three Firewall Threat Defense Virtual instances are launched because 'minFtdCount' was
set to '3' and 'initDeploymentMode' was set to 'BULK' in the ARM template deployment.

GCP TD YV S A ZDER

77 AL % GCP TRET AIZIE, FEITEMT LN, AV AF AT T L— M EHLT
A VAR AT N—THREBLET, GCP 72— KXF 4% F 7214 Cisco Cloud Services Router
WREDIXAT 4T DOa—RKRFT YT ITRAXEFEHTEET,

N\

GE) REFNT 74 v 713A 0 F—T A ANAT BRULETHY . 64K BRI HIBE STV ET,

=AY

{0k

Management Center Virtual

Application Subnet

10.10.13.28 10.10.14.27

Y
10.10.13.4 | U 11.11.11.11

1 10.10.13.30 10.10.14.29
— () —D
ILB ] -
| | . Internet

| -—-
Application VM | I m -

10.10.13.29 N 10.10.14.28

application-to-ilb

0.0.0.0/0>10.10.13.4

Inbound

—_—
Outbound

IO MRaIE, BEEREOWITONT 7 v 7a—% kL TCWEJ, Threat Defense
Virtual 7 7 22 1%, Wiie— FART U LA — AT U ORICERENR TV ET,
Management Center Virtual f > A X > A%, 7 7 A X OEEUMHFA S ET,

A UH—=F FIMOEDEENT T 4 v 7%, e — RoANT U IZES L, F 20D Threat
Defense Virtual 7 7 AZIZ N T 7 4 v IV NEREINET, VT 74 v 7%, 77 AZ KN Threat
Defense Virtual f > A% L AL » THRESIN-H%, 77V r—vary VM IZizksnEz 4,
TTVr—va VMO LORE R T 7 4 v 7%, WEle— KR Uk EanEd, 2o
#%. b7 7 > 7% Threat Defense Virtual 7 7 A X [JHRE S, A X —F v MIEEINE
j‘o
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GCP T Threat Defense Virtual 7 5 X 2 #BHIT 5-HDT U FYy—I
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FR—ZXDRER

D71 —F ¥ — FE, GCP T Threat Defense Virtual 7 7 A X DT 7 L— b _X— X B D
U—77u—%RrLTCWVET,

. 1) pownised Edit
.‘ o | TED —
|
3 Upload the 7 Mpivats 1P 8 | If extemal IP addresses 9 Deploy
SR oo GooglaCloud o S, Sessenme rwinien i
=9 AR—R FIE
1) 72— LR Ak GitHub 67 7L — e 77 A VX7 rm— L
kel EE
() a—H LR A b T T U= INNTGRA=HERELET,
3 Google Cloud Platform GCP 4 v N &2{ERE L E 1,
4 2—J LA A b Google Cloud Bd# Y — AT —h A 77 7 A )V
ftdv_cluster function.zip Z1Ek L £ 97,
5 Google Cloud Platform Google BI¥t Y — AT — WA T 77 A NET v a—FK
l/ \i —a—o
6 Google Cloud Platform infrastructure.yaml % BEI L £ 77,
7 Google Cloud Platform TIANX=RMIPT RLAPMEHA SN TV DHHEEE,
VPC =247 Z AR L £ 9,
8 Google Cloud Platform SNEBIP 7 R UADBMER STV 25413,
cluster function_infra.yaml C deployWithExternallP % True
ICERELET,
9 Google Cloud Platform U IAGKEREA VT T ATV TF X TUoTL— bl
B L9,
10 Google Cloud Platform 7o ARFRELET,
FEREAH

WD 71 —F ¥ — FE, GCP TO Threat Defense Virtual 7 7 A X OFEEHOV —F 70 —%
RLTWET,

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4
88
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7o7L—+ I}
1 Create
day 0
Local Host configuration
script
Create 4)  Create Create Network 6 Create
o | reercsfomoie Cofrebe gy e bemoem and 4 el e o
day 0 attach to instance group load balancers
configuration instance template
|
v
7 Create
Managemrent Acceszrﬂu\es Control
cente Heall:w check Node
traffic
T—9 AR—R FIE
(1) m—H LR A b Day 0 #f 2 7 V7 R &2AERL L £9,
Ne s
> Google Cloud Platform Day 0f A L CTA v AX AT 7 L— FZ1EK
LEd.
3 Google Cloud Platform AR —T oA AEBEELET,
4 Google Cloud Platform AVAB AT N—=TEER L, AV AB AT T
L— b &EID L TET,
5 Google Cloud Platform NLB Z1E K L, £ VAA L AT N—TWIZT HvF LFE
ba‘o
6 Google Cloud Platform NLB D7 7 A 77— )b—/L 2B L £ 7,
I/;'\I Management Center SNVAF 2T NTT 4T DT IR AN— L EVER
e LET.
:."é“\.‘ Management Center W, — RZ2BmL £,
Ny

ol
\l
\J
C
I
-

UFO7T 7 b— MEGitHub TAFTEET, NI A—FEIL, 77— FTREINT
NRIA—=RL BXOMETHY, BHATY,

*East-West N7 7 4 v 7 D7 F A ZRHT 7 L — |k : deploy ngfw_cluster yaml

* North-South N7 7 1 v 7 DU Z A Z BT -7 L — | : deploy_ngfw_cluster.yaml
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/gcp/east-west/deploy_ngfw_cluster.yaml
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/gcp/north-south/deploy_ngfw_cluster.yaml

/871 v 9579 ETO Threat Defense Virtual D7 522 1) >4 |

B x5 250TFL— FEBERLEGEP TOA VR E VR IL—TOEE

AR RTOTL—rEFERHLEZGCPTHDA VR A VR IL—T

)L

FIE

&M

ATvT2

ATvT3

ATvT4

ATy TH

A VABR AT T L — " EFEALT, GCPIZA V AZ AT N—TZ BB LET,

LY o RsY- 1] b
« JRBHIZIX Google Cloud Shell #fH L £4, F721%. & D macOS/Linux/Windows ¥
T Google SDK #fli H Tx %7,

« 7 J A % )% Management Center |~ H BBk 415 X 9 12T 511X, RESTAPIZ{EHTE %
BHLFHMEIR & F7> = — Y — % Management Center C/ERT 2 4 FEMH VY F9°, Cisco Secure
Firewall Management Center Administration Guidez 2R L T 7230y,

s cluster_function_infra.yaml THEE L7=R Y v —4H & —E T 57 7 & AR Y 2 —% Management
Center |ZiBML 97,

T L— & GitHub bR — NV T VW HIZX T m— R LET,

WoHE 77 resourceNamePrefix /X7 A —#  (ngfwvcls 72 &) SOV EE /oo —HF— A S &2 H LT,
infrastructure.yaml, cluster_function_infra.yaml, I X OVdeploy ngfw_cluster.yaml % #%E L &
7

Cisco Secure Firewall /3\—3 3 > 7.4.1 LA TIE, WA v X —7 = A A& HERAETIZT 72X
FREFTEET, SN, NE, BB, BXOCCLA v X —T = ADHEHA LTI 7 A
Z RBP4 % 121X, infrastructureyaml 7 7 - /L & deploy_ngfw_cluster.yaml 7 7 A /L Diii J5 T
withDiagnostic 2245 % False I[Z5% € L £ 7,

deploy ngfw cluster.yaml 77 7 - /Ui, GitHub T east-west 7 # /L4 & north-south 7 + /L % O
HZon Z LICERL TS, b I 74 v 7 7u—0BFIE-> T, @WYR7T 7 L—1
Ao a—RLET,

Google Cloud Shell il L T/37 » & 1ER L. Google Cloud B — A7 —h A 77 7 A )L
ftdv_cluster function.zip %7 >~ 7' m— KL E7,

gsutil mb --pap enforced gs.//resourceNamePrefix-ftdv-cluster-bucket/

Z Z T resourceNamePrefix 224473 cluster_function_infra.yaml T & L 7= resourceNamePrefix
EE LML TNDHZ L xR LET,

PTAE AT TARNTIF DT —HIAT 774 NVEERLET,
1 -
zip -j ftdv_cluster function.zip ./cluster-function/*

ATCAERK L 72 Google Y — AT —HA 7 %7 v 7ua—RLET,
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http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/gcp

| /87U 94495 FTO Threat Defense Virtual D9 5 X5 ) >4
cercns5220z8ERE ||

gsutil cp ftdv_cluster_function.zip gs:.//resourceNamePrefix-ftdv-cluster-bucket/

RTVT6 IITAIDA VT TANT I F X HEMALET,
gcloud deployment-manager deployments create cluster_name --config infrastructure.yaml

RATv Tl TIAX—=FIPT FLRAEZFEHLTWLHEAEIT. ROFIREFETLET,
a) Threat Defense Virtual & B VPC Zf | L T, Management Center Virtual Z##) L Tt v b
Ty T LET,
b) VPC =7 Z ZAEpk L T, Google Cloud B# % Threat Defense Virtual & B VPC [Z#5¢ L £
D

gcloud compute networ ks vpc-access connector s cr eate vpc-connector-name --r egion us-central 1
--subnet resourceNamePrefix-ftdv-mgmt-subnet28

AT 78 Management Center 7% Threat Defense Virtual 7> 5 U “E— hMZFLE X41, Threat Defense Virtual (2
SEBIP 7 R L ADNME 254 1%, #7 cluster_function_infra.yaml < deployWithExternallP %
True lZa%E LTS S0y,
ATFYTY UTRAEEA LT ITA N T s F 2 RBEALET,
gcloud deployment-manager deployments create cluster_name --config cluster_function_infra.yaml
ATYTI0 77 AXEERALET,
1. North-South h7ARm VREHOLA :

gcloud deployment-manager deployments create cluster_name --config
north-south/deploy_ngfw_cluster.yaml

2. East-West Mo VREBEOES -

gcloud deployment-manager deployments create cluster_name --config
east-west/deploy_ngfw_cluster.yaml

GCP TD Y 5 R 3 DFENREH

77 AR e FEITRMT 2121L, Day0 MR x ¥ L, 4/ — FZ2REL TOHoflil — Rz
Firewall Management Center |Z:B/0 L $ 97,

GCP [A] 1+ Day 0 8 DYERL
FIERAL E 722 2 2 ~ o AR OVT R 2 ENTE £,

GCP [3] [T B E# R Z 5 /A L 1= Day 0 2R D 1ERK
BIEMRKICED, 77 AXDOT— A RNT v RS BEERIILET,

"AdminPassword": "password",
"Hostname": "hostname",

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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"FirewallMode": "Routed",
"ManageLocally": "No",
"Diagnostic": "OFF", //Optional user input from version 7.4.1 -

use to deploy cluster without Diagnostic interface
"Cluster": {

"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name"
}
}
RIZH 2~ L £,
{
"AdminPassword": "DeanWlncheS$ter",
"Hostname": "ciscoftdv",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": "10.10.55.2 10.10.55.253", //mandatory user input
"ClusterGroupName": "ftdv-cluster" //mandatory user input

}

)

GE) ERoOREZaE— LT T 52561, ED D [/mandatory user input Z 23 HIBR L T
<TZEW,

CclSubnetRange Z# Cix, 7 %> NNOFEAHID2 DDIP T RL AL FHED2ODIPT R
AEERATE RN EICER LT EE N, #EMc >V T, Reserved IP addresses in IPv4
subnets] ZZM LT ZE, 7T AX Y U TIZMERAIGERIP T RLAN 16U EH B Z &
iR LET, BABIP T RL ALK TIP 7 RLADOHZIRIZRLET,

REBFHRIPZ KLREKLTIPT KLADH

CIDR BtEIP7 KL R BRTIP7RLR
10.1.1.0/27 10.1.1.2 10.1.1.29
10.1.1.32/27 10.1.1.34 10.1.1.61
10.1.1.64/27 10.1.1.66 10.1.1.93
10.1.1.96/27 10.1.1.98 10.1.1.125
10.1.1.128/27 10.1.1.130 10.1.1.157
10.1.1.160/27 10.1.1.162 10.1.1.189
10.1.1.192/27 10.1.1.194 10.1.1.221
10.1.1.224/27 10.1.1.226 10.1.1.253
10.1.1.0/24 10.1.1.2 10.1.1.253

GCP [AITHRA T A XtERZ{EA L 1= Day 0 2R D YERL
OV REFEHLTC, 779 AFDT— AN v TR EETXTASTEET,

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4


https://cloud.google.com/vpc/docs/subnets#reserved_ip_addresses_in_every_subnet
https://cloud.google.com/vpc/docs/subnets#reserved_ip_addresses_in_every_subnet
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"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"run_config": [comma separated threat defense configuration]

}
WOFITIE, B, NE, BLOGEA v X —T = A A&, 7T AXZFIEY) o7 D VXLAN

A H =T =2 AU THEREZIFERLET, KFEOMHIT/) — FILIL—ETHILERD
LT EITERBLTLEEN,

"AdminPassword": "Wlnch3sterBrOs",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run _config": [

"cluster interface-mode individual force",
"interface Management0/0",
"management-only",

"nameif management",

"ip address dhcp",

"interface GigabitEthernet0/0",

"no shutdown",

"nameif outside",

"ip address dhcp",

"interface GigabitEthernet0/1",

"no shutdown",

"nameif inside",

"ip address dhcp",

"interface GigabitEthernet0/2",
"nve-only cluster",

"nameif ccl link",

"ip address dhcp",

"no shutdown",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"object network ccl#link",

"range 10.1.90.2 10.1.90.17",
"object-group network cluster#group",
"network-object object ccl#link",
"nve 1",

"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster#group",
"cluster group ftdv-cluster",
"local-unit 1",

"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",

"enable",

"mtu outside 1400",

"mtu inside 1400"
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B />2x5/ —roznEs

\)

GE) 752X EY > 7 Ry NU—2 F 727 MTIZ, 7T RUVAZLEREFFEELET (

K16fl) . fiPHEZRELSTDHE RNT =~ RTHET LN H Y 7,

=]

K

VI ARE /) — FOFERERA

FIRr

ATy T

ATy T2
ATvT3

RTv74

ATy TH

I ITAEDERENDE I TALZ ) —RERALET, GCPTOZ FAK Y T DA,
AvCPU~ Y U Z A AT TEEH A, 4vCPUS Y U Z A TRV R— T D24 0 2 —T = A
AL 4 ODBTTIN, £ F—T A AL5 DMETT, c2-standard-8 72 &, 5 DDA X —
T2 A AR R— b ENDI~T U H A TEERALET,

5O0DAF—T A SR, NEL, BHL 2. 7 T A ZHIE Y ) & A 72 Day 0 f#
AL T, AV RAZ AT T L= EERLET (A Z7T—% (Metadata) ]>[A X —
N7 w7 A2 U7~ (Startup Script) | EZ v aY)

Secure Firewall Threat Defense Virtual getting started guides & 20 L T< 72 &),

A VAR AT N—TEAER L, A VAZ AT T L— FERID Y TET,

GCP Ay FU—27m— AT 4 (NiEB LUSME) /Bl L, A v AZ A7 —T%H]Y
BTET,

GCP * v NU—7 a— KNXF 3 DA Management Center D F = U7 4R Y 2 —T~ )L
AF v BHFALET, GCP Xy U —27 0 —RRT YD~V AF = v 7 OFF] (94
N—=V) 2R LTIIEZEN,

Management Center |Zifilf#l / — FZBA1 L £7, [Management Center ~D 7 7 2% D801 (F
BER) (96 ~—) | 2ZRL TSN,

GCP Ry FT7—00O—FN\TUHDANIILRF TV DA

Google Cloud X, Ny 7 U R NT T 4 v 7IET L0 E I DT 5~V ATF = v 7
FERE & fRfit L £ 77,

Xy NU—7a— R KRS YO T7 74T 74—V Ib—VEVERT BT,

[https://cloud.google.com/load-balancing/docs/health-checks] % &R LT 72XV, KIZ, Firewall
Management Center T~V AF =7 T 7 4 v 7 ZFFA[ T 57 72 A= 2ERR L ET,
W2y 8T — 7 @FIZOWTIL,  Thttps://cloud.google.com/load-balancing/docs/
health-check-concepts]| Z#ZMB L T3V, 77X v be— L Lb—E2RRLTILEX
AN

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4


https://www.cisco.com/c/en/us/support/security/firepower-ngfw-virtual/products-installation-guides-list.html
https://cloud.google.com/load-balancing/docs/health-checks
https://cloud.google.com/load-balancing/docs/health-check-concepts
https://cloud.google.com/load-balancing/docs/health-check-concepts
management-center-device-config-77_chapter43.pdf#nameddest=unique_632
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GCP % v FT—5 A— RS 4DALZF v 0%E |

F7-, BINARTFENAT L=V EZEREL T, ~"NAF 2T 8T 7 4 v % 169.254.169.254 D
Google A X T —H Y —N—={C VXA V7 FTHERLELHD ET, XA v 7 FEINAT OF
TEEBZRLTLLZE N,

EFME7T o0 —7 OERIER SN T RTDOA o H—T = A AT 5 GCP EHMEF = v 7
D—FERETEET, ZNiE. GCPEFEMTF = v 7 Ho— M E R AFREIZ 722> TV
BNA LV H =T 2 AT, JOVBEWAN) v 7 2R o — b 2ERT 52 L TERETEET,

North-South NAT JL—)L D E% TE I

nat (inside,outside) source dynamic GCP-HC ILB-SOUTH destination static ILB-SOUTH METADATA
nat (outside,outside) source dynamic GCP-HC ELB-NORTH destination static ELB-NORTH
METADATA

nat (outside,inside) source static any interface destination static ELB-NORTH Ubuntu-App-VM
nat (inside,outside) source dynamic any interface destination static obj-any obj-any

object network Metadata
host 169.254.169.254

object network ILB-SOUTH
host <ILB IP>
object network ELB-NORTH
host <ELB IP>

object-group network GCP-HC
network-object 35.191.0.0 255.255.0.0
network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0

nat-ngfwv-cls Cancel

Enter Description

Rules

e Y Fiter Rules

' NAT Rules Before

-

LN
-

-l

East-West NAT JL— L D% E I

nat (inside,outside) source dynamic GCP-HC ILB-East destination static ILB-East Metadata
nat (outside,outside) source dynamic GCP-HC ILB-West destination static ILB-West Metadata

object network Metadata
host 169.254.169.254

object network ILB-East
host <ILB East IP>
object network ILB-West
host <ILB West IP>

object-group network GCP-HC
network-object 35.191.0.0 255.255.0.0
network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0
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management-center-device-config-77_chapter22.pdf#nameddest=unique_633
management-center-device-config-77_chapter22.pdf#nameddest=unique_633
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nat-ftdv-cluster ]
Enter Description

wwwww

8-t By 1 West By Motadato |

J—RYIABLUA—RAFITAF FSTav T IL—F 1 VT DEEH

route outside 0.0.0.0 0.0.0.0 <Outside Gateway> 1

route inside 35.191.0.0 255.255.0.0 <Inside Gateway> 1
route inside 130.211.0.0 255.255.252.0 <Inside_ Gateway> 1
route inside 209.85.152.0 255.255.252.0 <Inside Gateway> 1
route inside 209.85.204.0 255.255.252.0 <Inside Gateway> 1

TN = RFERATERNGEE, ~NA T2 IAONT T 4 v 7 ON—T 4 TIZ
R —R—=R =T 4 VT HERFEHTEET,

Management Center ~D U 5 X2 MEM (FENER)

77 AL FETRALEZGEIE. ZOFIEEZEEM L TY 7 A Z % Firewall Management Center
WBIMMLES, 77— el LEHE. 7 7 2213 HBIYIC Firewall Management Center
RIS IVET,

I TGAR 2=y OWTNNEH LT 731 X L LT Firewall Management Center (23801 L &
9, Firewall Management Center |, i _XTD I T A% A "—%HEELEJ,

1R BHEIIZ

« T RXTPDY 7 AKX 2= NZL, Firewall Management Center (2117 D AT, EHF2EXD
7 AZRNIAFAEL TWDRER DY £¥, £z, 0=y FRfl#H= =y M2 &R
352 & HMHE T, Firewall Threat Defense show cluster info =2~ > KZ2fE/H L 9,

FIE

AT w71 Firewall Management Center T, [T/34 X (Devices) |>[T/3/4 REHE (DeviceManagement) |
ZERLT225, B0 (Add) ]1>[T/34 RMEM (Add Device) | Zi&IR L, Hilffl==v K
OEHIP 7 FLAZMEA L CHlfl2=y NE2BINLET,

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4



| /87U 94495 FTO Threat Defense Virtual D9 5 X5 ) >4

Management Center ~(D %7 5 X 2 DiEM (FEEM) .

19: 7 /34 ZM3EM

Add Device ®

D CDO Managed Device

Host:+

[ 10.89.5.40 ]
Display Name:

[ 10.89.5.40 ]

Registration Key:*

= ]

Group:
[ None ~ ]

Access Control Policy:*

[iwee 5]

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):

[ Select a recommended Tier v

[:l Carrier

Malware Defense
(Jpes

URL

Advanced
Unique NAT ID:+

[ ]

Transfer Packets

a) [RA K (Host) 17—/ FIZ, filiflma=y FDOIPT FLVAELIFIFRA MMEANLE
D
il 72 /T 4=~ A %L, filflla=y hOBMEHREL TR, 77 AXOILE
D=y MBINMTEET,

FRAADEYy bT v T NATID 2 H L7235/, 207 4=V KEANTHHE
DRWRREMENR H Y 97, FHFMIZ OV TIE, INAT BER] 22 L T 72 &0,

18T v 9 4959 KTO Threat Defense Virtual D2 S X4 1) 4 .


management-center-device-config-77_chapter1.pdf#nameddest=unique_15
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. Management Center ~D Y 5 X 2 MEM (FEIER)

b)

<)

d)
e)

2

h)

[27~4 (Display Name) ] 7 4 —/V F|Z., Firewall Management Center COHfilfl = ~ D
KRNI LET,

ZOFFAHITZ TAZHATIEHY A, BINTL6H~2=y FEHTYT, BT, o
TABRAN=DHFIRY T AR R e EETEET,

54k — (Registration Key) ] 7 4 —/L RIZ, T3 ZAOFERFIHEH L= b D &R U
X —A2 AN LES, BEX—I1%, 1ERVFERTRERILE—2 Ly R T,

UEE) TARET A AT NL—TITBMLET,
Bt <IZ, T RAZEBRT A2ROD[T /A ar bu—/L AR Y 2~ (Access Control
Policy) | Z&IRT 252>, HLWAY —ZEk L £,
FLWRY —ZERT 25E81%, EARY o—DHEERLET, HREIZHETT, % T
RV — WAL~ XA TEET,

New Policy ®

Name *

(e )

l

= 2

Description

Base policy to inherit from

Default Action
(® Block All Traffic
O Intrusion Prevention

O Network Discovery

Targeted Devices

[ Select ” ]

TNA ANZHEHTHT7A B AZHEIRLET,

TNA ADRERFZ, NATID 2 H L7256, [ (Advanced) 127 v a &R L,
[~E D NATID (Unique NATID) ] 7 ¢ —/L RIZ[A U NATID # A1 L £,

[/3%7 v b Ot (Transfer Packets) | F = > 7 AR 7 A% A2 L, 7734 AT Firewall
Management Center |Z/37 v N &AHRIET H 2 LA LET,

COFTvasit, T7ANMCTHETT, ZOF T a L EAZICL TIPS X Snort 72
EDAXR IR NI H—SNTHEIT, T ARREHE LTA Ry b AT —21E#
LX) N 57— % Firewall Management Center (255 LET, 2L 7> a v HEHITL
725 AaIE. A X2 MEWTE T ) Firewall Management Center [Z 3515 S 4L, /N7 v b 7 —# (X
EEINEEA,

Bk (Register) 227 V7 LET,

Firewall Management Center (%, fil#fl =y &5 L TR LIZZIC, T XTOTF—F =
=y FERELET, fllHla=y FREFRIOREKSNTOWRWEE, 77 AZ BN h
Ft A, 7T AZBPBREREBIC -T2 5GE60, 8RR SRR T, Bk 7 —73 %
ETDHHEERHVET, 29 LR TIE, 77 A% 2=y NaHEBENT 52 &4 BE)
HLET,

[T/314 R (Devices) |>[T/3f A EHE (DeviceManagement) | X—\Z7 T A X4 R
RENET, VIARFEREHLC, 77 AX 2=y NaRRLET,

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4
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B20:0 53R DEE

. fdcluster (2)
Cluster

172.16.0.50(Control) Snort 3
172.16.0.50

FTDv for VMware 7.20 Manage Base, Threat (2 more...) Detault AC Policy

A 172.16.0.51 Snort3
172.16.0.51

FTDv for VMware 7.20 N/A Base, Threat (2 more...) Default AC Policy

BERGR SN TWH 2=y MZIE, a— R 7 arRERINET,
X 21: /7 — D&%

ftdcluster (2)
Cluster

172.16.0.50(Control) Snort 3

172.16.0.50
B‘\?Z.‘I 6.0.51 Snort 3
172.16.0.51

G¥)
GCP %, 7 T AZ /) — FOBIHPITAT Y v 7 IPT L RA&f> /) — Ra@ELET,
Firewall Threat Defense Virtual 7 7 A Z 377 A4 X— K [P 7 R L A Z{fi § L T Management
Center Virtual IZ8 8 SN 5 K 9123 5121%, & WIIZ Firewall Threat Defense Virtual 7 7 A ¥
J—=RTRTY w7 IPT FLAZENTHLERHY £3, ZHUTEY, GCP /—F
D HiA> Management Center Virtual ~DX$§k /) — KD Z7 4 ~X— K P 7 L A& H L T
FATSIET,

I AZ A=y FOBEREE=F —F 5T, [BH (Notifications) |7 A 2 %7 U v
L., [# A7 (Tasks) ] %Zi®&R L E£7, Firewall Management Center |£, == FDXEKT &
W2 TABRBERE AT ZHHLET, WT 0=y NOBFITKBLIESGEIZIE, 7
TFAL ) —ROBE (110 2—) ZZHLTIEEN,

Deploy Ge I+ @ admin~v

Deployments Upgrades @ Health Tasks ‘_) Show Notifications
—
0 running 3 success 0 warnings 0 failures Filter
© 1010112 Deployment to device successful 1m 54s
© 10.10.1.13 Deployment to device successful 1m 3s
©@ TD_Cluster Deployment to device successful 35s

ATYvT2 VI7RAZOEAt() %7V v 7 LT, TS RAEGORELXET LET,

FEAVEDERTEIL, 7 TAXZHND /) — RFTIX7e, 77 AXeRICEHTEET, =& 203,
)= RTLICRTLEERETEETN, A2 —T 2 A RTT TRAFZLREIZONWTDOLEET
=F7,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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. Management Center ~D Y 5 X 2 MEM (FEIER)

ATY T3 [T/AA R (Devices) 1> [T/\1 AEHE (DeviceManagement) ] >[¥ 5 X4 (Cluster) ] Hiifi
12, [@f% (General) ], [7A &2 A (License) ]. [ AT A (System) ]. BLO [~/ R
(Health) | OBRENFRINET,

TD Native Cluster

Cisco Firepower Threat Defense for VMware

Cluster Device Routing Interfaces Inline Sets DHCP VTEP
—
10.10.1.13 v
General T System 9G

WD T AZEAOHEAZZRM LTI IZEW,

o [&% (General) >[40 (Name) ]: Edit (&) %227 Vv 7 LT, 7 ITAXDRRLEER
L/ihg‘o

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General

Mame: TD_Cluster

Transfer

Packets: =

Status:
Control: 10.10.1.13

Cluster Live
Status:

FD%IZ, [4E1 (Name) | 74—V REFRTELET,

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4
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Management Center ~(D %7 5 X 2 DiEM (FEEM) .

General (7]

Name: TD Native Cluster

Transfer Packets: [

Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: -

o[22 (General) |>[7 T AX AT —H ADFKA (View cluster status) ]: [ T A X AT —
H ADFas (View cluster status) |V 27 %27 U w27 LC[F T AX AT —H A (Cluster
Status) | AT a7 Ry 7 AxHEET,

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General Py
Mame: TD Mative Cluster

Transfer s

Packets:

Status:

Control: 10.10.1.13

Cluster Live @
Status:

[ T AH AT —H A (Cluster Status) | XA 7 a7 HRy 7 AT, [BE (Reconcile) ] &7

Vo2 LTTF—Ha=y NOBEEHRAITTHI L L TEET, /— b7 7 2 XHl#
Vo 27iping 234797562 b TEET, 7 T7AX—HliHY 27~ ping DFEIT (120

R=) ESRLTIEEN,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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. Management Center ~D Y 5 X 2 MEM (FEIER)

Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (1) Refresh | @ Enter node name
Status Device Name Unit Name Chassis URL
> In Sync. 10.10.1.13 Control 10.10.1.13 N/A

Dated: 11:22:40 | 30 Aug 2022

o [©&f% (General) ]|>[hZ 7/ =—F (Troubleshoot) ]: N T TN a—T 4Tl %
ERBLOF = RLEY, VIAXCLIZFRLIZY TEET, VTARAXDKRNTT
Nva—T 47 (119 3—=2) #ZRLTIIZEN,

RM22: FSTNa—Fav5

General s
Name: © clusterVFTD
Transfer Packets: Yos
Status:

Contral: 10.10.43.21

Cluster Live Status:

Troubleshoot:

s [FA A (License) | Edit (&) &2 U7 LT, FA4 B A 5EKEZRELET,

ATv T4 [TINM R (Devices) 1> [T/ 4 REE (Device Management) | >[7 /34 X (Devices) ] D47
DOy FHE Y A=a—T, JITRAZHNDOERA L N—%BIRL, RORELFHET HZ &
MTEET,

o [&f% (General) 1> [4A1 (Name) ]: Edit(P) &7 Vv 7 LT, 7T AX AL IN—DFR
HEETLET,
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General @T
Name: 10.89.5.21
Transfer Packets: Yes
Mode: routed
Compliance Mode: MNone
TLS Crypto Acceleration: Enabled

Z D%, [4AT (Name) ] 7 4 —/V REZFELET,

General (2]

Name: | 10.10.1.13

Transfer Packets:

Mode: routed

Compliance Mode: None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -+

oo ] TN

« [EEL (Management) [>[ARA K (Host) |: 7 /3 AHETEHEHIP 7 NLRAEZEET LY
% . Firewall Management Center CH L\W\7 RL 2 & —HIE TRy NT—7 LEOT /A R
WZEETEX S 51l [EE (Management) |FEIKT[HA A K (Host) |7 FL A %R L

£75
Management @:ﬁ?
Host: 10.89.5.20
Status: v

DIS5RAADANILAEZRI—DETE

[7 7 A% (Cluster) | =T D[F T AXNVAT=H—DRE (Cluster Health Monitor Settings) ]
7 va Al RORTHMI SN T DOIRENE RS NET,
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R23: 95 RABDANILAEZZ—DHRE

Cluster Health Monitor Settings ® ¢

Health Check

Timeouts
Hold Time

Interface Debounce Time

Monitored Interfaces
Service Application

Unmonitored Interfaces

Auto-Rejoin Settings

Enabled

3s

9000 ms

Enabled

None

Attempts Interval Between Attempts Interval Variati...

Cluster Interface -1
Data Interface 3
System 3

5 1
5 2
5 2

R6:[VSRAEANILREZSZ—DERTE (Cluster Health Monitor Settings) ]t a>T—TILDT4—ILF

TJ4—ILF

BLL]

AA LT Db

(Timeouts)

REIFERT (Hold Time)

BECE2HMIZ03~45TF, 774V MI3BWTT, /—F
DIRNEE MBS D728, 7T AKX ) — Rix7 7 AXHI#) > 7 Tl
D) — KRN —hrE—=F A E—UEEEFELET, /— FILRERE
MNIZET ) — F)b = hE— R XA v b=V %ZELR0WGE,
ZOET ) — RIISEREEITT v RIRIEEE B shE 1,

A B =T A ADT I\
7 AWFM] (Interface
Debounce Time)

FEETE 2 HPHIZ 300 ~ 9000 X VA TE, 77 4/L ML 500ms T
T A B —T 2 A ZADT AT AL, AV F—T = A ATHE
ERRELTWDERRIN, 77205 ) — RNHIBRERS %
TOEFHTT,
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15280~ L2E=2—0%E ||

J4—ILF

Bl

Monitored Interfaces (&
ZRYDTHREA A —
TJxAR)

AVHE =T 2 A ADNNVA F 2w 713 VI EEEE=F—LF
T, BFEDRIA VX —T 2 A4 ADTTOYFR— R, FFED
J— R ETIEEENEAE LN, Blo /) — K EOE Cimiof v 27—
T2 AARATT I T4 TR—EBHDIHEE, O — NI 7 T AF0
SHIBRENET, /— KW RAN—% 7 FZAZNLEIRTAETO
BEREIX, A v X —T =2 ADXA T L ZD ) — RIPMESLE* ) —
RTHDM, FRITZ TAXIIBMLEI L LTWENICE TR
0 FET,

P—eRXT S r—m
> (Service Application)

Snort 7' 1 & AF LW disk-full 7B ANEH I TNENE )
ZRLET,

ETE=H Y U TRGINDA
VHE—T AR

(Unmonitored
Interfaces)

F=H Y TRGHNDAN B —T 2 A REFRLET,

H B s & DR E
(Auto-Rejoin Settings)

JIGABAL B —T = A
A (Cluster Interface)

77 A ZHHY o 7 EENIEAE LRI HBI RS ORE &2 RN
]\/\i‘a—O

#17 (Attempts)

FEETE DHMIL -1 ~ 65535 CTF, T 74/ ME-1 (IEHIR) <
T, R ORITREREZRE LT,

AT ORI (Interval
Between Attempts)

BECTEHHFAIZ2~60TT, T 74/ MISHTT, BHEAGR
ITOREE THRMNTERELET,

DN =— g
(Interval Variation)

BETZA%MAIX1~3TY, 774/ MEFED 1 % TT,
TLICHIRAEL TAMNE IR ERLET,

AT

Fe S A F—T = R
(Data Interfaces)

T A H =T = A AEEPRE LIZRICHEERE OREL
FRLET,

1T (Attempts)

FEETE DHMIL -1 ~ 65535 T, T 74/ MEL3 T, HiEAS
ORITEEERE L ET,

AATOMIME (Interval
Between Attempts)

FRETE2HMIX2~60 T, 774/ MISHTT, BEER
ITOMBRE BN TERLET,

g N =— 3
(Interval Variation)

FEETE 2#MIT1~3TY, 7740 MIFEO 25T
TEICHBEERLS TN E I MEERLET,

BT

AT I (System)

WET 7 = E L RICHBIHGOREZR R LET, WElT
T, TV = a VRBIOZ A BT b DR T
T —a VAT R ERH Y ET,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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J4—I)LFK SR BA

1T (Attempts) FRETE 2HPHIZ -1 ~ 65535 T9, 7 74/ NI 3 TY, BiES
OFATIE S R E L E T,

AATOMMRE (Interval fRECTE 262 ~60 T, 774/ MISHTY, FHlE
Between Attempts) ITORGEE BN TERELET,

RO =— gy |[HETZXAHIII1I~3TF, T 740 MIBREO 2 T4, 37
(Interval Variation) TLICHRERELSTAOMNE I ETERLET,

\)

FIE

ATy T
ATvT2
ATvT3
ATvT4

ATvTh

GE)

Bl SN2 W7 o — L RiZRrREnERA,

VAT EDNNVAF = T BN TDHE, VAT ADNVAF v 7 BNEGLEINTWD

INOOREIX. OB VarhbEETEET,

FEEOR—FF ¥ 31D, H—OWYRH A > ¥ —7 x4 XD, Snort 7B A, IO disk-full
T ABERTEET, ~NAET=HY UTIEIVLANY 7 A X —T =4 A F721% VNI
RBVIZR EDRABA  F—T 2 A ATIFFETEINEFA, 7 7AZHM) 0=, T
ERETEERA, 2OV U ZIEFICE=XINTHVET,

Devices> Device Management % S8R L £ 7,
BESLH7TALZOMICHD Bt () 227 Vv 7 LET,
[ 7 A% (Cluster) 1227V v 7 LET,

[7 T AZD~NVAE=Z—D5%E (Cluster Health Monitor Settings) 1 &2 2 = > C, Edit (&)
=227V v 7 LET,

[~VAF x> 7 (HealthCheck) | AT A X% 7V v 7 LT, YATLADNVATF = v %k
T LET,
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| /87U 94495 FTO Threat Defense Virtual D9 5 X5 ) >4

ATvT6

ATy T1

Hold Time

Interface Debounce Time 9000 Range: 300 to 9000 milliseconds

» Auto-Rejoin Settings

15280~ L2E=2—0%E ||

B 24: R TFLANILAF TV DEME

Edit Cluster Health Monitor Settings ®

Health Check @D @

v Timeouts

Range: 0.3 to 45 seconds

> Monitored Interfaces

Reset to Defaults Cancel m

B MR UEER (2L 21X =2 A v F—T7 = A ZAOBIHEIERE., / — RKRPAAL v FD
A B =T 2 A ZADHEMUEE, VSS R vPC (F£721% VNet) Z2TERLT D A A v FDIBIN)
EATH L XTI, VAT LADSVATF oy JHEEEE I L, Wb LicA v F—T =4 AD
F= XY T BN TSN, MREYOLEERET LT, REODLEENTTHD /) —
iR SN, VAT LAONNAT =y JIEEEZBRERNI A v X —T =2 ARE=H
Vo cEET,

F—/V Rl & A 2 —T 2 A ADTNY o AR AR E L ET,
o [A—/v REERHE] (Hold Time) ]: / — RO/x—hE—F A7 —% X A vt —Y ORI

PELET, BECXAHMIZI ~45 T, T 7+ MIIWTT,

s [A U H—T 2 A ADT Ny AW (Interface Debounce Time) ] : 7 /N7 > ARERIE 300

~ 9000 ms OFIFH THERELET, 7 74/ ME500ms TF, fEE/NhSL<TDHE, A
VHE—T A ADEEE LV RHEICHRHTEET, TV CRARMEZEL TS L, ERH
DOFREENE L 2D Z EICEFEELTLESWN, AV F—T 2 ADAT —F ATFNHA
THE, A HF—T oA AREL L C—I TS NDET, /—NIEESNZI VR
B L E T, 0%, /— RKiZ7 7 A2 HHIBRELE 9, EtherChannel 73 % 7 LK HE
ST v IRRBIZEBITT 2568 (A vTFB Y a— RKEiz, AA v F TEtherChannel 2%
BN IpoT272E) | TAT RN E D EL 2D | F— DA RZBWTHIO Y
FAR ) — ROFNERIRT-D, VT AK ) —RTA U —T 2 ADBENFREIND
ZEERBITFAZENHD T,

NVAF oy 7 RGO BBHES 7 7 ASREENAZI~A X LET,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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25: HBBEEDHRE

~ Auto-Rejoin Settings
Cluster Interface

Attempts Range: 0-65535 (-1 for unlimited number of attempts)

Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Interval Variation Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

Data Interface

Attempts Range: 0-65535 (-1 for unlimited number of attempts)

Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

System
Attempts Range: 0-65535 (-1 for unfimited number of attempts)
Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Interval Variation Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

[V FAHA B —T x4 A (ClusterInterface) 1. [7—% A % —7 = A A (Datalnterface) ].
BLO[T AT A (System) [WCRDEEZRELET (WE=7—IZiX, 77V Fr— a3 O
WA LT T b, —BWEORNT T = a VAT A ARERDHY ET)

« [ATHC (Attempts) | @ FFREG OFATREEZE 0~ 65535 OFIPHOEICHRE L £7, 01THE)
HEAEEMNMELET, [T AXA X —T x4 A (Cluster Interface) | DT 7 # /b Ml
I%-1 (JEHIFR) T3, [T—%A % —7 x4 A (Datalnterface) | & [ A7 A (System) ]
DT 7 /v ML 3 T,

o [ATTOMME (Interval Between Attempts) | : FAEARAITOMIEE 2 ~ 60 D/ HAL TER L
9, T7ANMEIXS 3 TT, 7 TAZA~OHFSME ) — RBRITT 2 KA FHRERH
(X, Bt OBEEI AR D 14400 4 (10 H) ICHIR S v E 9,

o [l D /N Y =—2 3 > (Interval Variation) ]: MRZEMIEEINE I DEERLET,
1 ~3D&IHCHEEZRELET (1: EHERL, 2: BERIOMREO 245, 3: ERTOMFED 3
%) o =& E MRE S HITREL., 0% 2 ICRE LSS, &AIORITH 5
%, 2 HORITA 10 5% 2x5) . IBHORITA 20 5% 2x10) &2V ET, 7
T AV MEIX, [7 T A A X —T = A A (Cluster Interface) | DIFEIT L, [T —F A >~
% —7 x A A (DatalInterface) 1B L[V AT A (System) | DAL 2 TT,

ATvT8 [EFE=HXV U ITXBEDA X —T xA A (Monitored Interfaces) | £721L [F=4 U > 7 %IG45k D

A v H#—7 A A (Unmonitored Interfaces) |7 4> RUTA X —T oA ZA%BEH LT, =
Y THBDA =T =24 AERELET, [V—ERAT TV r—varoE=2Y) 7
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AFvT9
ATy 710

1525 /—roEz [

A2 5 (Enable Service Application Monitoring) | & 4> £721X4 72 LT, Snort 7’1 &
A & disk-full 7 r ¥ ADE=Z Y T e AHETITENIT L LB TEET,

R26:E=—R2)IRELA 2 E—T 24 ADETE

~ Monitored Interfaces

Monitored Interfaces (9) Unmonitored Interfaces @ (0)

I Q_ search

GigabitEthernet0/Q
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthernet0/3
GigabitEthernet0/4
GigabitEthernet0/5
GigabitEthernet0/6
GigabitEthernet0/7

Management0/0

AVBE—T 2 A AD~NNVAF =y 7 3) VI EEEE=F—LET, FEOWRIEA ¥ —T7 =
A ADTRTOYBR— R, BED /) — K ETITEENRREELEZR, B0/ — F EOR Uik
AL H—T 2 A ATT I T AT R—=IBBDIEE, 0/ —REI7 7 AZNLHIBRSLE
T, S KB ANR—% T TZAZNLHIRT 5 E TORIZ, A1 F—T A ADXA T L
FD ) — RBRELHEA ) — R THDH), FRFI7TAZIISMLEL > ELTWENIC L > TR
RYET, TTAHNEITIE, ~NAF 2o 73T TCOA o F—T A A, BILO Snort 7' 1
£ 2 L disk-full 7 2t A CHN 2> TWET,

WVIELUSNDA =T 2 f ADNVA TR Y 0 T H BRI TEET,

MO MR VEFR (2L 2IET =2 A X —T7 A ZADOBMHEIEE, / — KA A vF0D
A B —=T = A ZADHEMEIENL. VSS R0 vPC (£ 721% VNet) ZIERET 5 A A~ F DiEN)
EITH L XTI, VAT LADONVAT =y JHERREA BN L, Bk L/ef v ¥ —T A AD
T XY T HEHILTLEEY, PR YOEERFE T LT, RECEENTTH /) —
NIZREI ST D, VAT ADNVATF =y JHEREEBREANC A v X —T = A AT =X
Vo7 TcEET,

[PRfF (Save) 1227 U v 7 LET,
RELRZRMALETRELEDORMZEML TIZSW,

VS5R5/—FDEHE
OSRB)UTEEHIZT B

) — ROBIBRICHE 2T, 0T A T F o ADTEDIC—IIC ) — REIET V7 4 TbT 548
ANRHYFET, ZOFNEX, /— RE—FIET 77 4 LT 572000 TY, /— Rk

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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B />5x5~0Esn

5| & %t & Firewall Management Center D7 /XA AU XA MIERENET, /—FKBR#ET 7T 47
WD e, T_XTCOT—FA L F—T = ART Yy MU INET,

\}

GE) 7 IRZ2 VU TEEHETIC) — FOEREZTSRNTIEI U,

FIRr

AT o b=y M LT, [T/ A (Devices) |>[7T /31 AEH (Device Management) ]
DIEIZER LT More() 227 Vw7 L, [/—FKDIZ T AR 7 H8HZ3 % (Disable Node
Clustering) ] Z &R L £,

RTYFT2 /) —RKDOIVFTAZY T HBENTH LR LET,
J— KX, [T/31 A (Devices) |>[7 /31 A& # (Device Management) |V A kD4 EIDOREIZ
[ (%) (Disabled) ) ] &F/RSNET,

ATV T3 7T AZY T EFHOENNCTDHICE, 7T AF~OFESM (110—) 23R L TLEE
v,

D IAI~DBSM

(e ziE, A v B =T =2 A ATEENRELLZLZOIZ) /— RKR7 T2 NSEIRENES
B FTRETFETI IRV TN LIZGEIL., 7 7 AXICTFHTHSMT 2 LERH
DET, 7 ITAZ~OHSMETITT LN, EENERINTWDLZ EAMRLET, /—
K& 27 722 NHHIRTE 2EBOFEMICOVWTL, 177 2Z~OHESM (129 %—) |
EHRBL T I,

FIRr

AT HEAMIT D=y MK LT, [T34 A (Devices) 1> [7 /314 AEH (Device
Management) | DIEIZEIRL TMore()Z 27 Vv 27 L, [/ —FROITRAZ Y T HHMNIT D
(Enable Node Clustering) ] Zi®&R L EJ, >

ART9T2 J—=RFRDUTREZY) U THRGMNTHZ EafEiLET,

DS5A53/—FDRE

7 T AH ) — ROBGITRE LT GE1EL. 7731 A5 Firewall Management Center | Zxf L C 27
FGABAN—y P HBETEET, =& 21X, Firewall Management Center 235 E D 7" 1 &
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9 S AR EI=Z/ — FDOZEAER & % L L) Firewall Management Center ~ 0 &% .

AZATHBESNTWD0, Xy NI =7 RO DG, 7T —4% ) — FOBEKICKIT 52 &

NV ET,

FIE

ATy FT1 77 A% D [Devices| > [Device Management] > More(?) Z3&R L, ¥&IZ [Cluster Live Status] % 3%
R LT [Cluster Status] ¥ A 7 2 VAR v 7 A& ZET,

ATY T2 [TR_RTEBA (Reconcile All) 127U vZ7 LET,

R27:§RTCERE

Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (2)

[ Refresh ] [ Reconcile AIII] [O\ Enter node name

Status Device Name Unit Name Chassis URL
In Sync. 172.16.0.51 172.16.0.51 N/A
In Sync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025

TS5 AR AT — R ADTEMONTIE, FIFTRAZDOE=Z U T (113—) 2B TL

TZEW,

95 R FIF/ — FDOEEAERR & 7 L Uy Firewall Management Center

~DEER

Firewall Management Center 725 7 7 A # Z BEMRRTE E4, ZhICkV, 7 I A2 32 D%
FHEFF SN E T, 7 T R ¥ & H LV Firewall Management Center {2 BT 25613, 7 T A X %

BEIRRT D5 Z LN TEET,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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. 9 SRR EI=F/ — FDOEEFER & % L L) Firewall Management Center ~ 0 & §%

FIE

ATy

ATy T2
ATvT3

T T AENG ) — RERSNT 5 2 L 72 < | Firewall Management Center 7° 5 / — R & B &k fiRhr4
5L TEET, /— RldFirewallManagement Center (R /R INTWERAN, LT TR
ZDO—THY, BIEHE N T 7 4 v 7 ZELTHIE /) — N2 b 2 & b AalReTd, BEBIE
LTVl — R & B MRT 5 Z L 13 T& £H A, Firewall Management Center 7> & 2| A
HHEIC R o2 ) — RITBGEMBRE L CO D FEWVWETAN, BEERE VT TV a—T 4 7T
L, 77 AFZO—HELTHERLTEBS ZEHAETT,

7 T AL DR -

« Firewall Management Center & 7 7 A% & O OT X TOBENUIRr S E T,

o [T /31 A& B (Device Management) | X— 0057 T AXNHIBRSIVE T,

« JTABEDT T v N7 4 —AKERY o —T, NTP % L C Firewall Management Center
MO ZZET DL IICRESN TV DLLEIE, 7 7 AF e — I VEREHICE S
iﬁ‘o

cREITZEDEFIIRDTIZD, VTAZIINT T 4 v 7 ORBERFATLET,

NAT X° VPN 72 EDR Y —, ACL, BEUA & —7 = A ZRERITHEFF SN E T,

[dl U & 721351/ Firewall Management Center (227 7 A X Z FEEkT 5 & RENHIBRS DT

W, VITARZIEDORERTIT 7 4 v 7 OWUBEFIE LTS, 77 AFREITEDE FHER S
oD, 77 AZPREBMTEET, BEFICT 78X a2 bo—L RY —Z2ERT
EETNH. FT T4 v 7 ZBELET LIS, BEEICMORY —2HFEH L T bREL
BB HHENDH Y £7,

IR HEIIZ
ZOFIETIE, WTRNAD ) — F~D CLI 7 7 B ANMLETT,

[T /34 A (Devices) |>[7 /A A& H (Device Management) [DIEIZEINL, 7 T A XN/ —
R More() 27 U v 7 LT EERAEER] [HIFR (Delete) ] 2@ R L £, >

J T AEN ) — RERGRRT D2 Lok bN=n, 1L (Yes) 1227 Y v 7 LET,
JTGARAZAUN=DNIDEFLNT A AL LTEMT2Z8I2ED, 7 I7AZEH LY (F
721Z[ C) Firewall Management Center (2% §% C X £7,

TIGAE ) —=RD12ET A AL L TEMT 72T T, BODITAY ) — KPBHENE
7,

a) 1207 F A% /) — RO CLLICHEE L, configuremanager add =~ > K& L TH LW
Firewall Management Center % i3l L & 97,

b) [T/3 R (Devices) |>[T/31 REIE (DeviceManagement) | Z3&IR L., [T /34 ADjEA
N (Add Device) 1 &2V v 7 LET,

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4



| /87U 94495 FTO Threat Defense Virtual D9 5 X5 ) >4

ATy 74 HIBRL7Z , — REFEBNT 5 HFECOWTL,

ZML TS,

HDSRARBDEZRY Y

v5z280x=52y>5 |}

(7 F 2k ) —FROBRE (1103—Y) | &

7 A &%, Firewall Management Center & Firewall Threat Defense @ CLI TE=4 —T&Z £7,

o [7 T ABZAT—H A (Cluster Status) | XA 7 a2/ R vy 7 AL, [T /34 A (Devices) ]
> [7 /34 AL (Device Management) [>More() 7 A 2o b, E7E [T /34 A
(Devices) ]>[7 7/ A A& HE (Device Management) |>[27 7 A4 (Cluster) ] X— >[4
#% (General) (fEIk>[27 7 AX DT AT AT —H4 A (Cluster Live Status) ] UV > 767

JEATEET, >>>

K28:95XRFDRAT—H2 R

Cluster Status

Overall Status: & Cluster has all nodes in sync

Nodes details (2)

[ Refresh ] [ Reconcile All ] lQ Enter node name l

Status Device Name Unit Name Chassis URL
In Sync. 172.16.0.51 172.16.0.51 N/A
In Sync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025

Ml — RiZix, 2Oou— Va2 RTTITT7 4 v I A0 Tr—20H0 £7,
I TGABRRAUN—=RAT—H ATE, WOREREENET,
o A (InSync) : / — KX Firewall Management Center (28 &k XL TV E T,

o BEROREH  (Pending Registration)

: /= FRZ7 7 AZO—E T2, F£72 Firewall

Management Center (ZHEk SNV TWER A, /— ROBEKITKR LIZHE1E, [T
Z A (Reconcile All) 1 &7V v 7 L TRBERA FHAITTEET,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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o 7T AKX TS (Clustering is disabled)

18T v 4557 FTO Threat Defense Virtual D 5245 Y >4 |

./ — Ni¥ Firewall Management Center

WCBERSNVTCWET R, VITAZDIET VT 4 TIRALN=TT, JT7AZY T
ElX. BTHAMT 2 TERH L2 GEITEEETICHERFCEET, £/, /— %
7T A PHHIERY D2 &b ARETT,

o 77 AZZH ... (Joining cluster...)

= R =Y BT I AZIZBMLT

WET D, ZMNEFE T L TWEH A, SI11%IC Firewall Management Center (28 8k X 41

£7

J—RZ &I [ (Summary) | & [JEFE (History) | &€ /RTXET,
29:/— KD KLE (Summary) ]

Status Device Name Unit Name Chassis URL
v In Sync. 172.16.0.50 Control 172.16.0.50 N/A :
[ Summary ] [ History ][ CCL Ping ]
1D: 2 CCL IP: 10.10.3.2
Site ID: NIA CCL MAC: 0050.5689.5e5¢
Serial No:  9A2VS5EQSQFW Module: NGFWv
Last join: 08:22:47 UTC Jan 6 2025 Resource: 4 cores [/ 8192 MB RAM
Last leave: 08:22:24 UTC Jan 6 2025
30:/— KO [[BFE (History) ]
Status Device Name Unit Name Chassis URL
¥ InSync. 17216.0.50 Control 172.16.0.50 N/A :
[ Summary ] [ History ] [ CCL Ping ]
07:53:30 UTC Jan 6 2025  CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment hold for app 1is
07:53:30 UTC Jan 6 2025 CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment hold for app 1is
07:53:27 UTC Jan 6 2025  CONTROL_NODE CONTROL_NODE Event: Cluster unit 172.16.0.50 state is DATA_NCDE
07:53:27 UTC Jan 6 2025 CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment is on hold for 18.
07:53:27 UTC Jan 6 2025 CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment is on hold for 18.

«» System (&) > [Tasks] ~*— 3,
[# A7 (Tasks) 13— TIZIE, / — RDBIBEEINDH TS Y T A X B GRS A7 OFHTEH

MFERSNET,

o [T /314 A (Devices) ]>[7 /31 A& (Device Management) ]> cluster name, >

THRAAD—ERIRR—=TV T TAZERATH L, IPT FLADE{IZE DT —/LR3EKR
ENTVWDLHIE ) — REET, T XTORA L N—) —RERRTEET, BP0/ —F
Wi, e— FHOT7T A a DR RINET,

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode |
memory | resour ce usage | service-policy | traffic | xlate count}
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DSREANLREZR—FyaRk—FR .

7T AR EROERNT — X ET3FOMOEREFRT HI121E, showcluster =<2 K%
ERLET,

« show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options]
| health | incompatible-config | loadbalance | old-members| packet-distribution | trace [options]
| transport { asp | cpj]

7T A A EREF T HIZIE. showcluster info a2~ > RAEHA L £,

DIS3RAAANILREZA—HF vy aRk—FK

DS READANIAE=ZSR—

Firewall Threat Defense 7327 7 A % Offilfl / — T 5454 . Firewall Management Center (37 /3
AAAN) T T—=H AL I EINLIEIERA N v 7 ZEMINELES, 7T A%
DANVAE=H =, ROAAR—=F 2 FTHRSNWTVET,

MBSy aR—F 7 TRZ MR Y 7 TALHER, BEOA N v F v — MZH
THEMERRLET,

s MARBRTEI VL, T AREDTA T AT —E A ik OBBIEORE, &
B ) — RD2 A7 (§lfH ) — REIZT—% 7 —F) | BLOT A ZAOREN
FRSINET, T, ZADIRAEIX, [ME%h (Disabled) | (7 /34 A7 7 A X ZHi iz
L x) | [IHMREETIBM (Addedoutofbox) 1 (VXT U w7 7T KZ F A X CFirewall
Management Center (ZJ& L CWVRVGEI . — R) | 720X (% (Normal) 1 (/ — R
DA 72REE) OWT N TT,

o VT AZDHE S va ZiX, CPUMAHR, A UMHE, AL —h HHL—
M T7 7 4 7B, BIOYNAT BHEICEET 27 FAXDBEDA N v 7
NERINET,

A

GE) CPULAEVDA NI vk, 5—F 7L —1 L Snort DfEHE
Ol % DIH %~ L ET,

ARV I Fr—h, 2ED, CPURAIER, AT VMR, 2=y b, BIUEE
e, FRE SNIBIRICKT 57 7 A Z Oftit 2 E TRLET,

%% THA vV aR— R 12007 4Py hTY TAL ) — REKROART SR AEFRL

\o\.

T 4 V= TR, 7T AKX ) — REROBEMFEHEIC T 587y I\io’J:U“
VRO MAMEFERINET, ZOT—HiE, /—RIZIE-oTAMNED I I IZnEEhn
TWANERLET, 2OV Vxy NEERT 5 L. ARTEO R % fRICFRE
LTEETE XY,
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B '5x5 ~rzoxx

o J—RMEIT 4 Y2y MZIE, /=R~ A MY v REETEREINET,
7 T AK ) — REERO CPUMARE, A€ UMHAEK, AHL—F HAOL—K 77
T4 TIER. BEONAT BRI DA ) v 7 T =2 BRFRENET, 2
DT —TNEa2—TlX, 7—FZHEMT T, A —HEfHICRFETEET,

AN RT = VAKX aR— R JTAX ) —FROBFEEDOA ) v 7 BFER L
F9, VLI X EMEHLC/ —RET7 4 VXY T L, ¥E/— ROFFMEFRRTEE
T, A MU w7 F—2 i , CPUHE, A€ VAL, ADL—1H, HhL—F 77
T4 TR, BLONAT BHRENE ENE T,

*CCLY vy ¥ alh—NFR: 7 72A20HY 77 —4%, DFW A —reihr— a2
77 TERLET,

s NI TNYa—T 4TV T HBEIERAEIND N T TN a—T 4 T DNy
EFNE~DFER] 22D 7 R L E 4,

cWFHEIH  SESERITAZ AN w7 By vafR— RV 4 V= y MIFERIND
& HIBR T 5 72 O O R AT RE 70 R,

ARG LBy aR—= R VFAZRERDA Y v 7 L) =R~ LDA MY w7 OfiJ;
BT 7 =2 %FKRLET, 2L, /— FORFUTEREBIE A B v 7 IZOHGEH S
. /= FET 57 7 A 2RIITE] ShEE A,

DI RAZ ANLADRT

ZOFNEEFTTHIIE, BHE2—Y— AT F o Ra—P— FHEExF2U547F
JA KN 2—HF—THIHILENH Y F7,

T IGABNVAE=L—F, FTARAFELEZD ) — RONVARAT —H ZADFEMR Y 2 — &t
LET, 2OV TAFZNIVAEF=LZ—L, —BOX v a2 R— KT TAFDNVAARAT —X
A LHA ERA L ET,

1R BHHIIZ

» Firewall Management Center ® 1 DLL ED T /SA ANE 7 T A X BAERKR L TV B0 E R L
i‘g—o

FIE

AT F1 System (@) > Health > Monitor Z %R L £,

[E=% U7 (Monitoring) ] 7Tt —Tarusr RusEALT, /— READ~LVAE
=F =T 7 EALET,

AT9 T2 T4 2Y 2 KTExpand(>) & Collapse (V) %27V v 7 LT, BEHHGD I T ALXTINA A
DOV A NEREEZITITY 22 Ez T,
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ATvT3

ATvT4

ATy TH

ATvT6

ATy IT1

55248 apzngr ]

T T AL DNVAR G BT DHINE, 779 AX L Vw7 LET, 74NV NTHE, 77
AR T =T, W ODOFERIERZINZF vy aR— RCEEEBLIORT7 3 —< 2D
AR HERELET, ANV I HF o aR—RIUIROLOREENF T,

« [ (Overview) |: MMOFEFIERINTZH v 2R — KNGO EERA N v 7 #FRKR
LEd, /— KR, CPU, AEV, AShb—h, Hb— b, BEiRGHE R, NAT ZHUE )
RENFTENET,

« [Afi4 8 (Load Distribution) |: 7 7 A X /) —RKEDO N7 7 4 w7 Loy DAY

o [A /=T —< A (Member Performance) ]: CPU =, AEVHEHE, AR
N—T"y b WHAN—=T"y N T 27T 4 77a8eft. 6L O NAT BB+ 2/ — L
L DOREEHE R,

¢ [CCL] : A v B =T 2 A ADAT—ZABLOERN T 7 4 v 7 OFEIER.

SN HEIT v THE, SFEZFLA N I Xy aR—RIBEITEET, PFR—FX
NNTWBEYZ TAZ AR v 7 OafER)7R ) A MZOWTIL,  [Cisco Secure Firewall Threat Defense
Health Metrics] #Z&B L T 7Z &0,

FAEMO Ry 72y T BHEHAZRETE 9, RETIRHAT (F 74118 b,
RETIT2BEMMNOOHR LM TEET, Fry7F 7 nb [Custom] ZE#ERL T, &
AL LORIGA LT HEZRELET,

BH7rAarzs )y LT, BEIERZ 5 2ICRET D2, HBEHZA 7TV BEAE
j—o

BR L2 REEE IOV, FL U R T DR — "=V A DBRAT A2 %7 U v L
F7,

BT A =03, IR LRSI ORI Z S LEY, TEOHIE, RIAOBMGIFZ L&
TR ZRLET, BEORROSGE, HEOWHEEIMRNF R SNET, REOFMZ 2R
THIZIE. FROEFICHLT A 2w ) v 7 LET,

(/= FEAD~NVAE=S—DGEE) _—Y L OT A 24O H 5T 77— hisa
T, /J—FOEEWET 77— 2R LET,

EFEMWET T — MRS v 2 EbEb e, /J— ROEFEEOMENFRENET, Ry 7T v
T4y RO, LS ODIEFENET 7 — hOMEO—HNFRINET, Ky T T v 7 %7
Vo r3nE, EFET 77— MEEOHEME 2 —23 & 9,

(/= FEAD~NAE=H—DFE) T 74V ETiH, T3 ZAE=F—E, W OPDEHE
HERINT A v aR— FTCEFEBLIOR T+ —~2Z2DA M) v 72 HELET, A b
Vw7 By aR—RIEIROLEOREENET,

* Overview : CPU, AE V| A ¥ —7 oA A EfiatFia &, MOERELS v a
R=F0bDOFEHERA N v I BFRLET, T4 AVHHABLEEE R o AERSL G
FNET,

«CPU : CPUEIR, rtARBIOWE 2 TR0 CPUMHREE A~ E T,

* Memory : 7 /3 ZDAEVHEHE, 7 —F 7L —2 & Snort D AEVFHREZHET,
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/871 v 9579 ETO Threat Defense Virtual D7 522 1) >4 |
B /sx54ruvs

eInterfaces : f L A —T =2 A ADAT—HABLIOEK T 7 4 v 7 HatHER.

« Connections : #ftital (L7 7 h7w— 777 4 7REHR,. ©— 78 L)
BELUNAT ZEHT T b,

« [Snort] : Snort 7' 11 & AT B4 5 KL EHE e

*[ASP K= v 7" (ASPdrops) ]: SEIERIMT R vy 7SNy MBS 2 K5
1 o

TNEI )y I THE SEIERAMN) v I F vy vaR— RICBBTEEY, ¥A—hs
NTWDETNRA ARA MY w7 OEFER7ZR Y A MIOW T, [Cisco Secure Firewall Threat Defense
Health Metrics] #ZHR LT 7ZE0,

ATy T8 EEttt=4¢—nf LMicdH 577 A5 Add New Dashboard(+) 27 U v 7 LT, {#HA6E
AN 7 T N—TNoMBEOERE Y FEER L, WAXLE v afRh—RRaERLE
7,

I IABBRDE v ah— ROBFEIL, 7 TAZDAN) v 7 Z7A—TZRRLThH, A
FU w7 @R L £,

DIREAR) vy

I G ABEDNVAE=R—F, JTTAZLEFD ) — NICEET AREHMERE . AR,
Tx—<r A, BEIOCCL T 7 4 v 7 OfET —Z OERFFEREZBHFL £,

RI:DSARBAN) VY

ALYy y SRER J+#—< vk
(Format)

CPU 7T AL ) —REDCPU A RY v 7Dy | RN—krT—
(F—&Z 7L —rLsnortlicOWTENENE |
77—\‘) o

A JITAE ) —FREDAEFY AN v 7 DY | RX— T —
(F—&ZFL—rLsnortlicoOWTENEFNFE |
ZT—“) o

F—H AN —T > k JITAZDERBLORET =X 77 4y |1 b
7 DFEE,

CCL A/L—7 k TITARDERBLORIECCL T 7 4 v 7 |1k
DfEdt

Bifee I T ABRNDT 7T 4 T IR, &7

NAT #1485 75 AR D NAT ZEHEL, &=
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95280 r5I0va—5427 |

ARy B I74—%v b
(Format)

Sagiil LT L DT T A X NOFERAE &7

Ny b TIAZRNOIR T LDy FEUEDOHE, |FE

— — N ~ — ~ N
DSRAREID TN a—Ta2F
CCL PingY—nZ&iH+ 2L, 77 AFHHY I NELSEMELTWNWD Z L 2R TE X
To THAAREL T FAXTHERARRZRROY —VEFRTLZ b TEET,

c NTTNY 2T 4T T AN )= RN TARIBINTERONEA, T Ty a—
TA4 T T ANPEHBMICAERSNET, F2, [T/AM R (Devices) | > [T/NA RE
¥ (DeviceManagement) ]1>[¥ 5 X4 (Cluster) 1>[—#& (General) | =V 76 b7
TNy a—T 4T T77ANVEERLTHE Y a—RTH52EHTEET, T 72—
TA4T T ANDERESRLTIZIN,

More() %27 Vw27 L, [N7 TN a—F 422 757 AL (Troubleshoot Files) | % 3R
LT, [T/31 A& EL (DeviceManagement) |“S— UMb 7 7 A VEAKTHZEHTEE
R

«CLIH ) : [T/314 R (Devices) |>[T/\1 AEIE (DeviceManagement) | >[J 5 X%
(Cluster) 1>[—#& (General) | =V T T, JTAXD T TNV a—T 4 TITHELD
—EOERFEACLIN 2R R TEET, 7 7 AZITR L TIRO 2~ RSHBEIICFAT
SNET,

+ show running-config cluster
+ show cluster info

+ show cluster info health

« show cluster info transport cp
+ show version

* show asp drop

+ show counters

* show arp

» show int ip brief

+ show blocks

* show cpu detailed

« show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2
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B 75x5—#my 29 ~0ping DEfT

[2<> F (Command) | 7 4 —/V RI/EED show 2~ REANTBHZ L TEET,
FEHIZOWTIE, CLIEE I ORTAESRL TIIZE N,

7S5 RA—HFIE) > ~D ping DEIT
I TALIBINMUTZ ) — Rix, 77 AFHIHY > 7 MTU & —9 2537 v b B X CHil i
J—RiZpingZEETHZE TMTUDAESMEZF = v 7 LET, ping NKRT 5 & @HEIN
R INDT2D, B AA v FOMIUA—HAEEL THAITT 22N TEET, 2OV —
NEMRTDE, 772G 7 OBICHEN H 55810, T CICZ ZAZITEMLT
WHTRTD /) — RIZFH T ping ETTEET,

FIE

ATy 1 [T/INA4 R (Devices) |>[T/3/4 REHE (DeviceManagement) | DIEICER L, 7 7 A X DF
D More() &7 Vw7 LTC[ZTAXDT AT AT —H A (Cluster Live Status) ] 3R L F
R

H31:95R3DAT—ER

Cluster Status ®
Overall Status: Cluster has all nodes in sync
Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name l
Status Device Name Unit Name Chassis URL
In Sync. 172.16.0.51 172.16.0.51 N/A
In Sync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025 m

AT9 72 /=KD 12%BEHL, [CCLPing| %7 U v 27 LE7d,
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32:CCL Ping

Cluster Status ®

Overall Status: Clustering is disabled for 1 node(s)

Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name
Status Device Name Unit Name Chassis URL
Clustering is disabled 172.16.0.51 172.16.0.51 N/A i
v In Sync. 172.16.0.50 Control 172.16.0.50 N/A i

[ Summary ][ History ][ CCL Ping ]

ping 10.10.3.2 size 1654 repeat 2
Sending 2, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:
7?

Success rate is 0 percent (0/2)

Dated: 20:29:19 | 06 Jan 2025 m

J = FiE, RMTUIC =T 237y b A XA LT, 77221 7 Tio4
TH ./ — R ping #¥5LET,

— O N N
DSRAZDT7vTTL—F
Firewall Threat Defense Virtual 7 7 A X %27 v 77 L— KT 521%, ROFIEEZETLFET,

158 HHEIIZ

* Before you upgrade a cluster in the public cloud, copy the target version image to your cloud image
repository and update the image ID in the cluster deployment template (we actually recommend
replacing the existing template with a modified copy). This ensures that after the upgrade, new
instances — for example, instances launched during cluster scaling — will use the correct version.
If the marketplace does not have the image you need, such as when the cluster has been patched,
create a custom image from a snapshot of a standalone Firewall Threat Defense Virtual instance
running the correct version, with no instance-specific (day 0) configurations.

* For Firewall Threat Defense Virtual for AWS, suspend the HealthCheck and ReplaceUnhealthy
processes before autoscaled cluster upgrade. This ensures that instances are not terminated by the
Auto Scaling group during the post-upgrade reboot. You can resume the suspended processes
afterwards. For instructions, see the Amazon EC2 Auto Scaling user guide: Suspend and resume
Amazon EC2 Auto Scaling processes.

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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B /s5x5vv08zay

FIE

RATYVTN Z—=F o b AR NRN=Ta a2 T I RA A=V AL —VIT v u—FLET,
RTYT2 BHEINTZHE =Ty NA A=V R—=TaVTITAIDI T RA VAR AT T L—h
EHEHLET,
a) AT b A A= RN=VaEBlEHLTA L AZ AT T L—rDabt—z{El L
5
b) HLMER LT T V=2 FRAE A AB AT N—=TIZT ZyFLET,
ARTYTI =y N A A=V =T aDT v 77 L— KXy /r—T% Firewall Management Center |Z
TyTr—RLET,
RTYT8 Ty T T V=R RT57TAXCHEIRINT = v 7 2FATLET,
RT9TE WERRLT = 7 BRI LD, Ty T T L— KR =YD VA M—LERGELET,
AT 76 Firewall Management Center (X, 7 7 AH /) — R&—E|Z 1 >FTHOT7 v 77 L —RKLET,
RT9T1 I FAZDT v 77— RBENT % & Firewall Management Center (ZiBEINF R S E T,

T T V= REOA L AZ L ADY ) TIVEEE UUID IZEEIZH D FHA,

DIRAR)TDEEEN

ZokrvasiliE, 27 AZY) 7 OBIEICET 2FEMEERSA S ENET,

Threat Defense DHEEE Y S X2 ) VT

Firewall Threat Defense D —#EDREREIL Y T A X Y 7 CiIdYA—FEn T, —5iEHl#E—>= v
FEFTYHR—=FENET, TOMOEEEIZOWTITES 2 HICEET 225N D 2565035
nET,

HR— SN TULERWVMEREE Y SR A ) VY
WRDBKEREIL, 7 T AXZV VIR FR L EIIRETET., a~vr MIESTESNET,

\}

GE)  7I7AX VT THYFR— I TR FlexConfigie (WCCPA > AT Vg vipy) %
FRT HITIE, ASA O— &m@@W®:/74#JV~Va/ﬁ4b%%%bf<#éw
FlexConfig Tl, Firewall Management Center GUI (21372 % < D ASA BREA X E CE £,
FlexConfig R U ¥ —ZZM L T 7220,

« JE—k 727 A VPN (SSL VPN F X U IPsec VPN)
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N7V w777 RTIE, A VPN (KU o —_—=2B L Wb— b R_X—R) [T R—
FENTWERA,

eDHCP 7 7 A7 b, —_— BIOFm*>, DHCP VU L—IVR—FrENTWE
—éqo

A R R B —T = A A (VTI)
o R
CHEN—T 4 TBIOTY vy

* Firewall Management Center UCAPL/CC £ — F

DIRB) T OHRREPTIGEEE

The following features are only supported on the control node, and are not scaled for the cluster.

\}

GE) Traffic for centralized features is forwarded from member nodes to the control node over the cluster control
link.

If you use the rebalancing feature, traffic for centralized features may be rebalanced to non-control nodes
before the traffic is classified as a centralized feature; if this occurs, the traffic is then sent back to the
control node.

For centralized features, if the control node fails, all connections are dropped, and you have to re-establish
the connections on the new control node.

(G¥)  To view FlexConfig features that are also centralized with clustering, for example RADIUS inspection,
see the ASA general operations configuration guide. FlexConfig lets you configure many ASA features

that are not present in the Firewall Management Center GUI. See FlexConfig /8 U 3 —.

* The following application inspections:

« DCERPC
« ESMTP
« NetBIOS
« PPTP
«RSH

« SQLNET
« SUNRPC
« TFTP

« XDMCP
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« Static route monitoring

Cisco TrustSec & S X&)%

Only the control node learns security group tag (SGT) information. The control node then populates the
SGT to data nodes, and data nodes can make a match decision for SGT based on the security policy.

BERREELISIRZIY
Connection limits are enforced cluster-wide. Each node has an estimate of the cluster-wide counter values
based on broadcast messages. Due to efficiency considerations, the configured connection limit across the
cluster might not be enforced exactly at the limit number. Each node may overestimate or underestimate
the cluster-wide counter value at any given time. However, the information will get updated over time in
a load-balanced cluster.

BAFIVIOIN—TFTaVTELVISREY VY
A v Z—T 2 f AT—RTE, &/ —KNAZ U KT l—2 L LT —T 4770
Fanvz3TLET, — FOFEIZX, &/ — RBEINITOVET,
R33:MEHNA VB —TIARE—RFTDEAFI VI —F 4245

Router A

All units are using OSPF
with neighboring routers

ECMP Load Balancing

Cluster Members
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FEORTIE, V=% AlIN—H B~DEIASSANARDLDZEEFELET, SAEE
NEN1->0O/ —FEdEmLET, ECMPZEH LT, 4 XABTrI7 74 v 70— R N7
VU T ERITWET, & — Rid, AN —Z ERET D EEIL, FENENESLDNL—XZID

PERLET,
BHFIT, K/ — IR RDIN—FZIDPRRESNDIELIC, V—FIDDI TAX T —)VEdk
TETHLERHY 9,

FIPEOSRAY VY

* If FTP data channel and control channel flows are owned by different cluster members, then the data
channel owner will periodically send idle timeout updates to the control channel owner and update
the idle timeout value. However, if the control flow owner is reloaded, and the control flow is re-hosted,
the parent/child flow relationship will not longer be maintained; the control flow idle timeout will
not be updated.

NAT & SARRY Y
NAT OfEAIZ OV T, ROFIRBFELZ SR L TSI,

NAT can affect the overall throughput of the cluster. Inbound and outbound NAT packets can be sent to
different Firewall Threat Defenses in the cluster, because the load balancing algorithm relies on IP addresses
and ports, and NAT causes inbound and outbound packets to have different IP addresses and/or ports.
When a packet arrives at the Firewall Threat Defense that is not the NAT owner, it is forwarded over the
cluster control link to the owner, causing large amounts of traffic on the cluster control link. Note that the
receiving node does not create a forwarding flow to the owner, because the NAT owner may not end up
creating a connection for the packet depending on the results of security and policy checks.

If you still want to use NAT in clustering, then consider the following guidelines:

e XU ARP 2L  fARA VX —T =2 A ZADEEIT, v BT T RL RO TR
XV ARPIGENEEEIND Z LDV A, ZHUE. 7 T AXITHFIELRL Ipo 7]
RMED®H D ASA LB — 2 LR ETBUREZHERFT 2 2 L 2P0 TY, Ty AL
YU V=3, AA L IFAXZPT RLAZET Y E L7 7 FLRICOWTITA X
T4 w7 V—FELEFPBR EA TV 2/ N NI XU T EENTAINERSD 5,

* PAT with Port Block Allocation—See the following guidelines for this feature:

* Maximum-per-host limit is not a cluster-wide limit, and is enforced on each node individually.
Thus, in a 3-node cluster with the maximum-per-host limit configured as 1, if the traffic from
a host is load-balanced across all 3 nodes, then it can get allocated 3 blocks with 1 in each node.

* Port blocks created on the backup node from the backup pools are not accounted for when
enforcing the maximum-per-host limit.

* On-the-fly PAT rule modifications, where the PAT pool is modified with a completely new
range of IP addresses, will result in xlate backup creation failures for the xlate backup requests
that were still in transit while the new pool became effective. This behavior is not specific to
the port block allocation feature, and is a transient PAT pool issue seen only in cluster
deployments where the pool is distributed and traffic is load-balanced across the cluster nodes.

* When operating in a cluster, you cannot simply change the block allocation size. The new size
is effective only after you reload each device in the cluster. To avoid having to reload each
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device, we recommend that you delete all block allocation rules and clear all xlates related to
those rules. You can then change the block size and recreate the block allocation rules.

* NAT pool address distribution for dynamic PAT—When you configure a PAT pool, the cluster
divides each IP address in the pool into port blocks. By default, each block is 512 ports, but if you
configure port block allocation rules, your block setting is used instead. These blocks are distributed
evenly among the nodes in the cluster, so that each node has one or more blocks for each IP address
in the PAT pool. Thus, you could have as few as one IP address in a PAT pool for a cluster, if that
is sufficient for the number of PAT’ed connections you expect. Port blocks cover the 1024-65535
port range, unless you configure the option to include the reserved ports, 1-1023, on the PAT pool
NAT rule.

* Reusing a PAT pool in multiple rules—To use the same PAT pool in multiple rules, you must be
careful about the interface selection in the rules. You must either use specific interfaces in all rules,
or "any" in all rules. You cannot mix specific interfaces and "any" across the rules, or the system
might not be able to match return traffic to the right node in the cluster. Using unique PAT pools per
rule is the most reliable option.

* No round-robin—Round-robin for a PAT pool is not supported with clustering.
* No extended PAT—Extended PAT is not supported with clustering.

* Dynamic NAT xlates managed by the control node—The control node maintains and replicates the
xlate table to data nodes. When a data node receives a connection that requires dynamic NAT, and
the xlate is not in the table, it requests the xlate from the control node. The data node owns the
connection.

» Stale xlates—The xlate idle time on the connection owner does not get updated. Thus, the idle time
might exceed the idle timeout. An idle timer value higher than the configured timeout with a refcnt
of 0 is an indication of a stale xlate.

* No static PAT for the following inspections—

* FTP
* RSH
* SQLNET
* TFTP
+ XDMCP
« SIP
* If you have an extremely large number of NAT rules, over ten thousand, you should enable the

transactional commit model using the asp rule-engine transactional-commit nat command in the
device CLI. Otherwise, the node might not be able to join the cluster.

SIPA AR a3 vEs SRV
A control flow can be created on any node (due to load balancing); its child data flows must reside on the
same node.
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You should always use the Local address, and not the Main cluster IP address for SNMP polling. If the
SNMP agent polls the Main cluster IP address, if a new control node is elected, the poll to the new control
node will fail.

When using SNMPv3 with clustering, if you add a new cluster node after the initial cluster formation,
then SNMPv3 users are not replicated to the new node. You must remove the users, and re-add them, and
then redeploy your configuration to force the users to replicate to the new node.

syslog LV SRR V5

 Each node in the cluster generates its own syslog messages. You can configure logging so that each
node uses either the same or a different device ID in the syslog message header field. For example,
the hostname configuration is replicated and shared by all nodes in the cluster. If you configure
logging to use the hostname as the device ID, syslog messages generated by all nodes look as if they
come from a single node. If you configure logging to use the local-node name that is assigned in the
cluster bootstrap configuration as the device ID, syslog messages look as if they come from different
nodes.
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When you combine multiple units into a cluster, you can expect the total cluster performance to be
approximately 80% of the maximum combined throughput.

For example, if your model can handle approximately 10 Gbps of traffic when running alone, then for a
cluster of 8 units, the maximum combined throughput will be approximately 80% of 80 Gbps (8 units x
10 Gbps): 64 Gbps.

HilfE/ — FDEE

Nodes of the cluster communicate over the cluster control link to elect a control node as follows:
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1. When you enable clustering for a node (or when it first starts up with clustering already enabled), it
broadcasts an election request every 3 seconds.

2. Any other nodes with a higher priority respond to the election request; the priority is set between 1
and 100, where 1 is the highest priority.

3. Ifafter 45 seconds, a node does not receive a response from another node with a higher priority, then
it becomes the control node.

GE) If multiple nodes tie for the highest priority, the cluster node name and then the serial number is used to

determine the control node.

4. Ifanode later joins the cluster with a higher priority, it does not automatically become the control
node; the existing control node always remains as the control node unless it stops responding, at which
point a new control node is elected.

5. Ina"split brain" scenario when there are temporarily multiple control nodes, then the node with
highest priority retains the role while the other nodes return to data node roles.

GE)

You can manually force a node to become the control node. For centralized features, if you force a control

node change, then all connections are dropped, and you have to re-establish the connections on the new

control node.
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Each node periodically sends a broadcast heartbeat packet over the cluster control link. If the control node
does not receive any heartbeat packets or other packets from a data node within the configurable timeout
period, then the control node removes the data node from the cluster. If the data nodes do not receive
packets from the control node, then a new control node is elected from the remaining nodes.

If nodes cannot reach each other over the cluster control link because of a network failure and not because
a node has actually failed, then the cluster may go into a "split brain" scenario where isolated data nodes
will elect their own control nodes. For example, if a router fails between two cluster locations, then the
original control node at location 1 will remove the location 2 data nodes from the cluster. Meanwhile, the
nodes at location 2 will elect their own control node and form their own cluster. Note that asymmetric
traffic may fail in this scenario. After the cluster control link is restored, then the control node that has the
higher priority will keep the control node’s role.

A2 —T A REZZYVY
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Every connection has one owner and at least one backup owner in the cluster. The backup owner does not
take over the connection in the event of a failure; instead, it stores TCP/UDP state information, so that the
connection can be seamlessly transferred to a new owner in case of a failure. The backup owner is usually
also the director.

Some traffic requires state information above the TCP or UDP layer. See the following table for clustering
support or lack of support for this kind of traffic.

5% 8: Features Replicated Across the Cluster

Traffic State Support Notes

Up time Yes Keeps track of the system up time.
ARP Table Yes —

MAC address table Yes —

User Identity Yes —

IPv6 Neighbor database Yes —

Dynamic routing Yes —

SNMP Engine ID No —

VSRANEREEET HHE

Connections can be load-balanced to multiple nodes of the cluster. Connection roles determine how
connections are handled in both normal operation and in a high availability situation.

EHmon—)L

See the following roles defined for each connection:

» Owner—Usually, the node that initially receives the connection. The owner maintains the TCP state
and processes packets. A connection has only one owner. If the original owner fails, then when new
nodes receive packets from the connection, the director chooses a new owner from those nodes.

* Backup owner—The node that stores TCP/UDP state information received from the owner, so that
the connection can be seamlessly transferred to a new owner in case of a failure. The backup owner
does not take over the connection in the event of a failure. If the owner becomes unavailable, then
the first node to receive packets from the connection (based on load balancing) contacts the backup
owner for the relevant state information so it can become the new owner.

As long as the director (see below) is not the same node as the owner, then the director is also the
backup owner. If the owner chooses itself as the director, then a separate backup owner is chosen.
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For clustering on the Firepower 9300, which can include up to 3 cluster nodes in one chassis, if the
backup owner is on the same chassis as the owner, then an additional backup owner will be chosen
from another chassis to protect flows from a chassis failure.

Director—The node that handles owner lookup requests from forwarders. When the owner receives
anew connection, it chooses a director based on a hash of the source/destination IP address and ports
(see below for ICMP hash details), and sends a message to the director to register the new connection.
If packets arrive at any node other than the owner, the node queries the director about which node is
the owner so it can forward the packets. A connection has only one director. If a director fails, the
owner chooses a new director.

As long as the director is not the same node as the owner, then the director is also the backup owner
(see above). If the owner chooses itself as the director, then a separate backup owner is chosen.

ICMP/ICMPv6 hash details:
* For Echo packets, the source port is the ICMP identifier, and the destination port is 0.
* For Reply packets, the source port is 0, and the destination port is the ICMP identifier.

* For other packets, both source and destination ports are 0.

Forwarder—A node that forwards packets to the owner. If a forwarder receives a packet for a
connection it does not own, it queries the director for the owner, and then establishes a flow to the
owner for any other packets it receives for this connection. The director can also be a forwarder. Note
that if a forwarder receives the SYN-ACK packet, it can derive the owner directly from a SYN cookie
in the packet, so it does not need to query the director. (If you disable TCP sequence randomization,
the SYN cookie is not used; a query to the director is required.) For short-lived flows such as DNS
and ICMP, instead of querying, the forwarder immediately sends the packet to the director, which
then sends them to the owner. A connection can have multiple forwarders; the most efficient throughput
is achieved by a good load-balancing method where there are no forwarders and all packets of a
connection are received by the owner.

GE)

We do not recommend disabling TCP sequence randomization when using
clustering. There is a small chance that some TCP sessions won't be
established, because the SYN/ACK packet might be dropped.

Fragment Owner—For fragmented packets, cluster nodes that receive a fragment determine a fragment
owner using a hash of the fragment source IP address, destination IP address, and the packet ID. All
fragments are then forwarded to the fragment owner over the cluster control link. Fragments may be
load-balanced to different cluster nodes, because only the first fragment includes the 5-tuple used in
the switch load balance hash. Other fragments do not contain the source and destination ports and
may be load-balanced to other cluster nodes. The fragment owner temporarily reassembles the packet
so it can determine the director based on a hash of the source/destination IP address and ports. If it
is a new connection, the fragment owner will register to be the connection owner. If it is an existing
connection, the fragment owner forwards all fragments to the provided connection owner over the
cluster control link. The connection owner will then reassemble all fragments.

Port Address Trandation Connections
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Traffic redirection is not supported in this release. When a new connection is directed to a node of the
cluster via load balancing, that node owns both directions of the connection. All the subsequent packets
for the same connection should arrive the same node. If any connection packets arrive at a different node,
they will be dropped. If a reverse flow arrives at a different node, it will be dropped as well. For centralized
features, if the connections do not arrive on the control node, they will be dropped.

By default, AWS GWLB uses 5-tuple to maintain flow stickiness. It is recommended to enable 2-tuple or
3-tuple stickiness on AWS GWLB to ensure the same flows are sent to the same node.

TCP DY > T)ILT—2 70—

The following example shows the establishment of a new connection.

e N
1. SYN 1. SYN
SYN/AC
'9 Server
B b y—
8 | =
Inside Outside -
L E—
A— Director A—
Client
After step 4, all _ 2. SYN/ACK
remaining packets <
are forwarded i}
directly to the owner. Forwarder 2
\ J ]
Cluster

=

N

w

SAES

N o

The SYN packet originates from the client and is delivered to one Firewall Threat Defense (based on
the load balancing method), which becomes the owner. The owner creates a flow, encodes owner
information into a SYN cookie, and forwards the packet to the server.

The SYN-ACK packet originates from the server and is delivered to a different Firewall Threat Defense
(based on the load balancing method). This Firewall Threat Defense is the forwarder.

Because the forwarder does not own the connection, it decodes owner information from the SYN
cookie, creates a forwarding flow to the owner, and forwards the SYN-ACK to the owner.

The owner sends a state update to the director, and forwards the SYN-ACK to the client.

The director receives the state update from the owner, creates a flow to the owner, and records the
TCP state information as well as the owner. The director acts as the backup owner for the connection.

Any subsequent packets delivered to the forwarder will be forwarded to the owner.

If packets are delivered to any additional nodes, it will query the director for the owner and establish
a flow.
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8. Any state change for the flow results in a state update from the owner to the director.

ICMP & U UDP DY > TILT—42 70—

The following example shows the establishment of a new connection.

1. 34 : ICMP and UDP Data Flow

1. 1st UDP Packet 4. 1st UDP Packet

9. 2nd UDP
Packet

Inside Outside

Client

5. 2nd UDP Packet

After step 5, all remaining packets
are forwarded directly to the
owner.

Forwarder

_

Cluster

The first UDP packet originates from the client and is delivered to one Firewall Threat Defense (based
on the load balancing method).

2. The node that received the first packet queries the director node that is chosen based on a hash of the
source/destination IP address and ports.

3. The director finds no existing flow, creates a director flow and forwards the packet back to the previous
node. In other words, the director has elected an owner for this flow.

4. The owner creates the flow, sends a state update to the director, and forwards the packet to the server.
5. The second UDP packet originates from the server and is delivered to the forwarder.

6. The forwarder queries the director for ownership information. For short-lived flows such as DNS,
instead of querying, the forwarder immediately sends the packet to the director, which then sends it
to the owner.

7. The director replies to the forwarder with ownership information.

8. The forwarder creates a forwarding flow to record owner information and forwards the packet to the
owner.
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9. The owner forwards the packet to the client.
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HERE Minimum | Minimum | 248
Firewall Firewall
Management | Threat
Center Defense
MTU ping test on cluster | 7.6.0 7.6.0 When a node joins the cluster, it checks MTU compatibility by sending a ping
node join to the control node with a packet size matching the cluster control link MTU.
If the ping fails, a notification is generated so you can fix the MTU mismatch
on connecting switches and try again.
Cluster control link ping | 7.2.6/7.4.1 |\ 441> | You can check to make sure all the cluster nodes can reach each other over the
tool. cluster control link by performing a ping. One major cause for the failure of a
node to join the cluster is an incorrect cluster control link configuration; for
example, the cluster control link MTU may be set higher than the connecting
switch MTUs.
New/modified screens: Devices > Device Management > More > Cluster
Live Status.
Troubleshooting file 7.4.1 7.4.1 You can generate and download troubleshooting files for each device on the
generation and download Device page and also for all cluster nodes on the Cluster page. For a cluster,
available from Device you can download all files as a single compressed file. You can also include
and Cluster pages. cluster logs for the cluster for cluster nodes. You can alternatively trigger file
generation from the Devices> Device M anagement > M ore > Troubleshoot
Filesmenu.
New/modified screens:
« Devices > Device Management > Device > General
* Devices > Device Management > Cluster > General
View CLI output fora |7.4.1 EN=¢ You can view a set of pre-defined CLI outputs that can help you troubleshoot

device or device cluster.

the device or cluster. You can also enter any show command and see the output.

New/modified screens: Devices > Device M anagement > Cluster > General
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HEEE Minimum | Minimum | 240

Firewall Firewall

Management | Threat

Center Defense
Y5 AH DV AE=|13.0 WD |7 TASDANVAT=S —REERETE S LI LT,
B —DRTE,

POR/EE Sl [T/84 R (Devices) |>[T/34 RAEIE (Device
Management) ] > %2 5 X4 (Cluster) >[5 AZDANILAE=Z—
MDEXTE (Cluster Health Monitor Settings) ]

(6=3)
LARIIZ FlexConfig ZfEH L CTZ 6 OREEIT - 25413, BRI
9" FlexConfig DFX E & HIFR L T 72 &V, HIBR L - 7235613,
FlexConfig D% E1Z & - T Management Center DX T EEX I E

R
7 IGAR ~LA E= |13.0 WIEND | T TAZDNNVAFT=H— Xy v afh— KT T7AZDREEZRR
B— B aR—R, T&HEHIThDFE L,

BHVAR Sz - [ AT L (System) ] > [IEEM (Health) ]>
[E=%— (Monitor) ]

Azure @ Firewall Threat | 7.3.0 7.3.0 Azure 7 — F U = A 00— RXT U F7 3500800 — KT U3 zo
Defense Virtual ® 7 = W, Azure @ Firewall Threat Defense Virtual TR K 16 / — KD 7 Z
AR T AR TR TEDHICR0E L,

HH/ AR S B

s [7/31 A (Devices) 1> [7 /3 A& H (Device Management) ]>
[2 5 2% DM (Add Cluster) ]

« [T/34 R (Devices) |>[T/31 REHE (DeviceManagement) ]>
[F# (More) | A==—

* [Devices] > [Device Management] > [Cluster]

PR—hFENTWET T > b7 4 —2A : Azure D Firewall Threat Defense
Virtual
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hERE Minimum | Minimum | 240

Firewall Firewall

Management | Threat

Center Defense
NRT Vw7750 RT|72.0 7.2.0 Firewall Threat Defense Virtual 1Z/%7' ) v 7 7 57 K (AWS BI W
@ Firewall Threat GCP) THEK16 /J—FOERA A —T 2 A ADT T AR Tk
Defense Virtual 27 < PAR—hrLET,
AHZ Y 7 (Amazon - - . )
Web Services 3 L} A LRSI EE
Google Cloud «[T/314 X (Devices) |>[T/31 REHE (DeviceManagement) ]>
Platform) . [T/34 ZMD3EM (Add Device) ]

« [T/N\1 X (Devices) 1>[T/31 REHE (Device Management) |>
[B¥# (More) |A==2—

* [Devices] > [Device Management] > [Cluster]

YR—=FINTWETT v M7+ —245 : AWSE LZOYGCP D Firewall
Threat Defense Virtual
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