TS5 R— 49 5 KTO Threat Defense
Vitual D S X2 25

AR T ERNHAT S L, #EH D Firewall Threat Defense Virtual % 7 /L —7{t LT 12D
BT NRA AL THIENTEET, 77 AXE, B—TFT A 20T XTOFMEME: (B,
X NI =T ~OE) A5 —FH T, HET A A ZL>TEWAL—Ty hBLWTLE
PEA R L ET, VMware & KVM Zi[H LT, 77 A ~X— K2 7 7 N|Z Firewall Threat Defense
Virtual 7 7 A X ZEANTEEST, V=T v R 77 AT U+ — L ET— ROLEPYFR— I E
R

)

GE) 7722V 7 alT 256, —MOBREIIYR—FahEth, AR-FShTnian
BREL 7 72 Z ) 7 (46 =—V) | ZBRLTIIZEN,

» 7 J A4 _X— K27 T RTO Threat Defense Virtual D27 7 A% J L TIZ2OWT (1 =)
s Threat Defense Virtual 7 7 A X U o 7 DT7 AL A (5§ 3—)

» Threat Defense Virtual 7 7 A % U o 7 OB L ORHFESM (6 *—)

« Threat Defense Virtual 7 7 A% U > 7 DI A K7 A v (7 _X—)

» Threat Defense Virtual 7 7 A% U FOFE (8 X—)

« JTAL ) — ROEH (25 2—)

s JTAKDE=L YT (37T R—)

c VTAZD T I NV a—T 4T (44 X—)

« JTGAZY T DBEEE (46 X—)

« 77 A _— K7 7 KTO Threat Defense Virtual 27 7 A% ) > JJEHE (59 ~X—)

754 R— % 5 K TO Threat Defense Virtual D> 5
ABN)TI2DNVT

ZITHEH VARV T T =T I F v EFOEBEICOWTEA L ET,

F54 R— 4957 ETO Threat Defense Virtual D7 525 1) >4 |}



754 R— 45 519 KTO Threat Defense Virtual D9 S X% 1) >4 |
B /s5xsexvro—vicEasesss

DSRE%&xy bI—VICEESEDAIE

The cluster consists of multiple firewalls acting as a single device. To act as a cluster, the firewalls need
the following infrastructure:

* Isolated network for intra-cluster communication, known as the cluster control link, using VXLAN
interfaces. VXLANSs, which act as Layer 2 virtual networks over Layer 3 physical networks, let the
Firewall Threat Defense Virtual send broadcast/multicast messages over the cluster control link.

* Management access to each firewall for configuration and monitoring. The Firewall Threat Defense
Virtual deployment includes a Management 0/0 interface that you will use to manage the cluster
nodes.

When you place the cluster in your network, the upstream and downstream routers need to be able to
load-balance the data coming to and from the cluster using Layer 3 Individual interfaces and one of the
following methods:

* Policy-Based Routing—The upstream and downstream routers perform load balancing between nodes
using route maps and ACLs.

* Equal-Cost Multi-Path Routing—The upstream and downstream routers perform load balancing
between nodes using equal cost static or dynamic routes.

)

(G¥)  Layer 2 Spanned EtherChannels are not supported.
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One member of the cluster is the control node. If multiple cluster nodes come online at the same time, the
control node is determined by the priority setting; the priority is set between 1 and 100, where 1 is the
highest priority. All other members are data nodes. When you first create the cluster, you specify which
node you want to be the control node, and it will become the control node simply because it is the first
node added to the cluster.

All nodes in the cluster share the same configuration. The node that you initially specify as the control
node will overwrite the configuration on the data nodes when they join the cluster, so you only need to
perform initial configuration on the control node before you form the cluster.

Some features do not scale in a cluster, and the control node handles all traffic for those features.

BrDA422—2T7x4 R

You can configure cluster interfaces as Individual interfaces.

Individual interfaces are normal routed interfaces, each with their own Local 1P addressused for routing.
The Main cluster |P address for each interface is a fixed address that always belongs to the control node.
When the control node changes, the Main cluster IP address moves to the new control node, so management
of the cluster continues seamlessly.

[PS-only interfaces (inline sets and passive interfaces) are not supported as Individual interfaces.
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Because interface configuration must be configured only on the control node, you configure a pool of IP
addresses to be used for a given interface on the cluster nodes, including one for the control node.

Load balancing must be configured separately on the upstream switch.

Outside Switch
_a—

Load Balancing: == Node1/Control === | ,2d Balancing:
PBR or ECMP &% : PBR or ECMP
' inside eth1f2 eth1/1 outside W
eth0/ T0.1.1.1 (main) 209,165 201 1 (main) R
10.1.1.2 (local) 209.165.201.2 (loc

Node2
inside eth1/2 G 3P cih1/1 outside th()/
iy 70.1.1.3 (local) $97500.165.201 3 (local) o

Node3
inside eth1f2 eth1/1 outside .
ethOg 10.1.1.4 (local) 209.165.201.4 (local) 2

Node4
eth0/3 inside eth1f2 eth1/1 outside ethosa
10.1.1.5 (local) 209.165.201.5 (local) .

N

GE)

Layer 2 Spanned EtherChannels are not supported.
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When using Individual interfaces, each Firewall Threat Defense interface maintains its own IP address
and MAC address. One method of load balancing is Policy-Based Routing (PBR).

We recommend this method if you are already using PBR, and want to take advantage of your existing
infrastructure.

PBR makes routing decisions based on a route map and ACL. You must manually divide traffic between
all Firewall Threat Defenses in a cluster. Because PBR is static, it may not achieve the optimum load
balancing result at all times. To achieve the best performance, we recommend that you configure the PBR
policy so that forward and return packets of a connection are directed to the same Firewall Threat Defense.
For example, if you have a Cisco router, redundancy can be achieved by using Cisco IOS PBR with Object
Tracking. Cisco I0S Object Tracking monitors each Firewall Threat Defense using ICMP ping. PBR can
then enable or disable route maps based on reachability of a particular Firewall Threat Defense. See the
following URLs for more details:

http://www.cisco.com/c/en/us/solutions/data-center-virtualization/intelligent-traffic-director/index.html

http://www.cisco.com/en/US/products/ps6599/products_white paper09186a00800a4409.shtml
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When using Individual interfaces, each Firewall Threat Defense interface maintains its own IP address
and MAC address. One method of load balancing is Equal-Cost Multi-Path (ECMP) routing.

We recommend this method if you are already using ECMP, and want to take advantage of your existing
infrastructure.

ECMP routing can forward packets over multiple “best paths” that tie for top place in the routing metric.
Like EtherChannel, a hash of source and destination IP addresses and/or source and destination ports can
be used to send a packet to one of the next hops. If you use static routes for ECMP routing, then the Firewall
Threat Defense failure can cause problems; the route continues to be used, and traffic to the failed Firewall
Threat Defense will be lost. If you use static routes, be sure to use a static route monitoring feature such
as Object Tracking. We recommend using dynamic routing protocols to add and remove routes, in which
case, you must configure each Firewall Threat Defense to participate in dynamic routing.

— 2 -~
9SAFHIEY) VD
Each node must dedicate one interface as a VXLAN (VTEP) interface for the cluster control link. For
more information about VXLAN, see VXLAN A1 > % —7 = A ADFRIE.

VXLAN Tunnel Endpoint

VXLAN tunnel endpoint (VTEP) devices perform VXLAN encapsulation and decapsulation. Each VTEP
has two interface types: one or more virtual interfaces called VXLAN Network Identifier (VNI) interfaces,
and a regular interface called the VTEP source interface that tunnels the VNI interfaces between VTEPs.
The VTEP source interface is attached to the transport IP network for VTEP-to-VTEP communication.

VTEP Source Interface

The VTEP source interface is a regular Firewall Threat Defense Virtual interface with which you plan to
associate the VNI interface. You can configure one VTEP source interface to act as the cluster control
link. The source interface is reserved for cluster control link use only. Each VTEP source interface has an
IP address on the same subnet. This subnet should be isolated from all other traffic, and should include
only the cluster control link interfaces.

VNI Interface

A VNI interface is similar to a VLAN interface: it is a virtual interface that keeps network traffic separated
on a given physical interface by using tagging. You can only configure one VNI interface. Each VNI
interface has an IP address on the same subnet.

Peer VTEPs

Unlike regular VXLAN for data interfaces, which allows a single VTEP peer, The Firewall Threat Defense
Virtual clustering allows you to configure multiple peers.

DSRAAGE) 0 T3 T749v I DME
Cluster control link traffic includes both control and data traffic.

Control traffic includes:
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* Control node election.
* Configuration replication.

* Health monitoring.

Data traffic includes:
» State replication.

* Connection ownership queries and data packet forwarding.

OAVIJ4F¥aL— a3 nER

All nodes in the cluster share a single configuration. You can only make configuration changes on the
control node (with the exception of the bootstrap configuration), and changes are automatically synced to
all other nodes in the cluster.
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* Network Admin

N—FO9zT7ELEVY I LI T7TOEHR
JTAZNOTRTOL=v | :

c UTRALHIEY I TR AR T L— A TR ERINCT ALERNH Y E

9, "DeploymentType": "Cluster" % a%xiE L C Firewall Threat Defense Virtual % B3 % &
EIZ, Day O CINEETLES, ThUADEEIE, 7 7 AP R SN TIER 2
WEBIZ2o572% T, &/ — FREFHEBHL T Y VAT L—L2HNTH20LERH D F
R

(KVM O #H) KVMHE A b EOF_TO VM IZ CPU NN— KR—F 43 =27 (CPU Y
VEYD) BEATAOMLERHY T,

CFCNT 4= A THLRENRDY £, §XTO/ = FIZFLCED CPU & AE Y
AT L L2BBOLET, £ LN E, NTF—< U ARR/NEHD ) — FIZ—
T DT T/ — RTHIRENET,

» Firewall Management Center ii{5 DE A > X — 7 = A4 AZRET HMERH Y £7, 7 —
HAUH—T 2 ZAEBEYR—FENTHERA,

B 751 ~—F+% 35" FTO Threat Defense Virtual DY 5 X4 1) >4



| 754 ~—+% 5 ETO Threat Defense Virtual 02 5252 1) >4
Threat Defense Virtual 7 S X2 1) 5 DHA K514 > .

Ty I L= FERE, A=Y a v aRTT248ERHVET, by FLAT v
L — Rz R—FSNET,

U RASLVIZEBLTNAZ L,
WU N—TIZEBLTNAEZ L,
o PR FEITETHR O RN 2V &,

« il — FICHR— FXAIRADHRENRHE ST RN & - AR — SR TRV EERE
LI TAZY T (46 =)

e F—X& ) — RIZVPN BRBREISNTWRWT & #lfH, — FIziZ¥ A M VPN 238 E T
iﬁ‘o

Firewall Management Center D & {4

Firewall Management Center NTP #—/N—% 4 X TD 7 7 A% ) — R)pLEEARRREFTE 5
PR ZREL, WY/ u vy 7 2RI TEDLIICLET, T 74/ FTHE, 75 AT
Firewall Management Center &[] U NTP — —2MFH I E T, 3§ XTOI FAZ ) —FRD

RFZI D3[R CREZNCRRE SN TV RWE AL, 7 7 A2 G HEICTHIBRS L E T,

AAYFEHK

I IAZN T DREANIAA v FORELTET L TWDLZ L, 7T AZHIY > 7 1THHE S
NTWAHAR— MI#EY 2 MTUME (BVME) AERESN TSI E, 774V RTIE, 7T A
ZEIFENY 7 ODMTUIL, T—H A H—T 24 ZAL0H 154314 P RELSHFEESNLTOET,
24 FTMTUR—HLABRWGEE, 7 7 AZDIMIZKIIL 7,

Threat Defense Virtual 7 S X2 Y25 DHA KS54 >

N TRASEY T4
77 ALY 7T, mA AT R R SR EEA,

IPv6
7 ARG 1%, IPvA DB AL THR—FENnE7,

ZOMDHA FS4 >

e HE/R AR Y DOZEHE (EtherChannel A > % — 7 = A ZDIENISCHIE. Firewall Threat
Defense Virtual DA > % —7 = A4 ZADHFLLHEN, VSS £721X vPC 2T 2 A A >
FOEM, 7IFTAXTOIPT RVAFERIFA L H—T 2 A AT T v TORERE) %
ELTEGEZ, AN ATF =y VREEZ NI, MRe UEROEEEZITHA o H—
T2 A ADA L E =T 2 A AET=F Y T HENCTHMERHY £F, MARTYOER
METLT, a7 4FX¥alb—valBBRTXTCO2=y MNIFREShEL, £ ¥ —
Tz A ADNVA F oy JEREFEANCTEET,

F54 R— 4957 ETO Threat Defense Virtual D7 525 1) >4 |}



F54 R— k495 KT Threat Defense Virtual D9 525 >4 |
. Threat Defense Virtual ¥ 5 X4 1) 5 DERE

ca=y FEBEFOV FAZITEMLTEEER, 2=y b2 r—RLZE XL, KW

W2y BREMZ Ay MR Ry 7ARAELET, T TFEEBY OEETYT, HE
WZEoTlE, Fey 7 &Nl ry MRRERTERNS AN 7352080 ET, 2L X
X, FTP 86t D FINJACK /N7 v b3 Ru vy 7 Ensd &, FIPZ7 54 7 RNV T LE
T, ZOLEIE. FTP #i 2 BT 2 0LERH D £,

« 5 ST TLS/SSL S 054, H A RIBIXRI ST, it — T —ICEENBAET D
L BESNTERN ) By havET, HiLna=y h~OF LW & LT D% E
NV ET, HEINTWRWER (S Laenb—c—8%) 138 c25%03, ELL
HREET,

« F—H A H =T 2 A ADVXLANZHH— F LTWERA, 7T ZZHI#Y » 27 OHD
VXLAN ZH#R—FLET,

DSRAYUGODTIAHILE

«cLACP AT A IDITHBVER SN, VAT AOERIENIZTT 744 T 112722 TV
iﬁ—o

o JTGAXDANIVATF v VTHEBEIL., T 7 4 N THINZRD . RA—V FEERNI3 T,
FIFNVEITIE, TR_RTDOAL B —T 2 A ATA L Z—F Y N ~VARAE=FY U IRE
NZ > TWET,

cRIGLTer T A LR 7 D7 T A Z FFEEHEREN 5573 S ICIERIIRICRITS L E 3,

KM LT — XA HA—T =2 AD T T AF HEHEEMEIL. S5H% L., 2IRESH
IR AR T3 mEITENE T,

«HTTP 7 7 ¢ v 7 TlX, 5 ROERERLEIENR T 7 4L N THIZ > TOET,

Threat Defense Virtual 7 S X3 ') 5 DEHTE

Firewall Threat Defense Virtual DEEIZICZ S A XV o T 2R ET HITIT, IROZ A7 ZFETL
iTO

Management Center ~®D T /34 X DB
JTABY T ERERRT DRI, %27 T AKX/ — RZER L TH 5, Firewall Management Center

«C\'7‘:‘/\‘/]);<2"Z;{§7 N }\“7{3 \/:L:‘y }‘ k LTjEjJ[] LSETO

FIE

AT w71 [Secure Firewall Threat Defense Virtual getting started guides)] [FEFE] (6> T 7 T AKX J— K
ZREALET,

B 751 ~—F+% 35" FTO Threat Defense Virtual DY 5 X4 1) >4


https://www.cisco.com/c/en/us/support/security/firepower-ngfw-virtual/products-installation-guides-list.html

| 754 <—+%35% FTO Threat Defense Virtual D% 525 1) >4

s5z250k8 ||

JIGAENOTXTOL= b :

c JT ALK I T X AR T L— A TRIERNCT HMNENH Y E
9, "DeploymentType": "Cluster” % % & L C Firewall Threat Defense Virtual % B35 &
ZIZ, Day 0 L CINAETLET, TRUSNDOL AL, 7 7 A BB SN TEREZ
WREIZ 22 07212 C, &5/ — REHEB L TCUY VR 7 L —22GNITHLERH Y £
7

« (KVM D%4) KVM AK A b EOFRTH VM IZ CPUN— R8—=F 4 g =27 (CPU &
YHY) EHHTOMERS D T,

ATy T2 FLRAAVBEORILV—THNORE L RT7a T34 AL LT, %/ — F% Firewall

Management Center (ZiB1 L £ 97,

BEkX— 2 L7o7 A A0 (EkOm) « EAREEZSRLCIEEN, B—0F
NARATY TAZ R L, %05 /) —REBINTEET, A 22BN EEIfTo72
WIWIERE (AL A, 778 Aarybae—LRY—) I, Hlfll ) — Kb+ XTor 5
AB ) — RICHEAINET, 7T AFERKT D & ZIZHIE ) — REBRIRLET,

92 A2 DIERK

FIE

ATy T

Firewall Management Center N 1 BLLEDT /N4 A TY T AX B L £7,

1R BRI

—IROBEREIX Y T AZ U U TG L TWER A, TDTH, 7 TAZ Y T EHHZLTH
B, REEITHOLENRH Y 3, —EOMIEIL, RELTCLEI L7 TAXDIERET 7 v 7
LET, e A X =T AZIPT RLAZRELED., BVI R EDHR— hif4
HNDOA B —T 2 A AZATHERELTED L72NTLEEN,

[T 734 A (Devices) |>[7 /31 A& B (Device Management) | DJIEIZIERIN LT 5, BN
(Add) 1>[7 T 2% (Cluster) ] DIEICER LEF, > >

[7 7 A& DiEM (Add Cluster) ] 7 4 ¥ — RRERRIILET,

F54 R— 4957 ETO Threat Defense Virtual D7 525 1) >4 |}


management-center-device-config-77_chapter1.pdf#nameddest=unique_36

T34 _R—+4 5% ETO Threat Defense Virtual D2 524 Y >4 |
B /525068

1:[2 5 RZDiEM (Add Cluster) ]79 4 F— K
Add Cluster Wizard
o Configuration 2 . Summary
A Create a cluster for supported models. Note: For the Firepower 4100/9300 and threat defense virtual (AWS/GCP/Azure), use the Add Device option.

Make sure connected switches match the MTUs for data interfaces and the cluster control link interface.

Cluster Name *

| clusterl ]

Cluster Key

[ )
= )

Control Node
You can form the cluster with just the control node to reduce formation time.

Node *

[nodew v ]

VXLAN Network Identifier (VNI) Networ Virtual Tunnel Endpoint (VTEP) Networl

[ 10.10.1.0 I / [27 (30 addresses) v ] [ 209.165.200.224 I /

Cluster Control Link * VTEP IPv4 Address * Priority *
[GlgabitEthemetO/? v ] [ 209.165.200.225 ] [ 1 ]

Data Nodes (Optional)
Data node hardware needs to match the control node hardware.

Add a data node

AT T2 H# ST 7 47D [7 T A4 (Cluster Name) | EFBFEHD [ T A% % — (Cluster Key) ]
EEELET,

o [7 7 AHX4% (Cluster Name) ]: 1~ 38 L5 ASCII 3LF4,

o [7 T A% % — (ClusterKey) ]: 1~ 63 3LFD ASCII 3LF4, [7 7 AH *¥— (Cluster
Key) |DfEIIR 5 —% AT 572DIEHINET, ZOKEX, T—F XA RT 7 4>
7 (BEReRIEDEHCHRE S NS /N y M) 1B LEYA, T—F AT 7 1w
70X, W7V T TXFARE L TEEINET,

ATw 73 [l /— K (Control Node) JIZ2WTIE, DX I ITHEELET,

o[/ —F (Node) ]: &MHNZHIME / — RIZT 5T /34 A% IR L F9, Firewall Management
Center/NV T AXETHRT D&, 2D — RPRINCY T A X TEIMSUCHIE , — RiZ
20 ET,

GE)

7 — R& ORI Error @) 7 A 2V BERSKTOEEAIE, 20743 &2 ) v L
THREOHEZRRLET, 7 7AZOEKEX Y 2LV, MEEREL TN T A
ZDIRITR D ME R H Y £F, WRITHEZRLET,
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Configuration Issues

o Incompatible Smart License(s) - AnyConnect APEX
configured on node1

0 node device deployment is pending.

Close

FREOMEZRRT DI1E, R — GO VPN 7 A & AZHIER L, R T ORE
DEFZT A AR L ET,

« [VXLANX v h U — 27§53 F(VND)* >~ h 7 —2 (VXLAN Network Identifier (VNI)
Network) ]: VNI ®* >y RU—2 D IPvAa+ 7 Xy MEEELET, ZOFRy NU—7 T
IPv6 IV R — F ENTWERE A, [24]. [25]. [26]. F7ERNIY 7%y hEIEELET,
IP7 FLAIL, ZOXy NU—7 LOK 7 — RICHEIZEID Y TonET, VNIX Y b
U—271%, MELVTEP * v MU —7 ETBRET o s b S n/ Ry U —2 TT,

o [7 T AHXHE Y > 2 (Cluster Control Link) ]: 7 7 AX il Y o 7 \ZERH T 2981
H—T oA AT LFET,

s MRAE h kv RARA > M(VTEP)® v s U —72 (Virtual Tunnel Endpoint (VTEP)
Network) ]: WA L X —T 24 A Xy T =T DIPV4 YT xy hERELET, Z0
F v T =27 TIEIPV6 TV AR — F SN THEHA, VIEPR Y hU—Z[XVNIF > kT —
7 EFHORy NU—27THY, WY ZAXZHIEY 7 IR IRET,

* [VTEP IPv4 7 R L2 (VTEP IPv4 Address) ]: Z D7 4 —/L FiZi, VIEP X v F 7V —7
DRANOT L ABABRIZAT ENET,

[FT7AA VT« (Priority) ]: #lfHl ) — ROBRICKT DD/ —RKOTIF7A4F VT 1 %
HELET, 7744V T 41E1~100THY ., | BNEREDTTA AV T 4TI, o) —
FED T4 4V T 4 B ELSRELTYH, 7T AXNRONERINT-LEZIT, 20/ —
R35| X fEXHlfH , — Rz £9,

ATy T4 [F—4%/)—F (DataNodes) | (A7 a>) T, [T—%/—FK%ZiBM (Addadatanode) ] %
IV w7 LTI TAXIZ/— REBMLET,
7 T AL DK E EELT 272D ) — ROR T TAZEBERTHZEH, T3TO
J—R&EZZTENTLHZELAETT, &7 —F% / —RFTUTERELET,
o[/ —F (Node) |1: BT BT A AETRLET,

GE)
~%%®% Error @) 7 4 2L RERENTWBEAIE. ZOTA2v%2U vr L

BEOMBEEARRLET, 7 ITAXOBKEF YL L, BEEMELTNLZ T
&®%WKE5%%ﬁ%Di?O
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« [VTEPIPv4 7 KL A (VTEP IPv4 Address) ]1: 2D 7 4 —/L KiZi%, VIEP *v hU—7
DRDT FUANRHEBIMIC AT SNET,

[FFA4 A VT 4 (Priority) ]: HliHl /) — FOBIRICKHTH20 /) —FOTI5A4F YT 1 %
BRELET, 7944V T 4131 ~100 THY, 1 B"EDTITA AT £ TT,

AT w75 [ffT (Continue) %27V w7 LEd, [MEE (Summary) ]ZH#EE L. [£R1F (Save) 127 U v
y L/i‘@‘o

TIART =AW T v HERIZ, 7T AKX ) —FRIREESRET, 77— MA MT v 7RI
WX, 7 AZHEY IR END VXLAN £ VA —T =2 A ARG ENTWET,

[T 734 A (Devices) |>[7 /31 A& H (Device Management) ]-X— 27 T A XL NFRII
9, VIAZERBELT, 7 I7AX ) —RERRLET,

H3:95R5DEH

ftdcluster (2)
" Cluster(Individual Interface Mode)

172.16.0.50(Control) Snort 3 Firewall Threat 770 Manage Essentials, IPS (3 Default AC Policy N/A
172.16.0.50- Routed Defense for VMware more...)
17216.0.51 (SHGIES Firewall Threat Essentials, IPS (3
L 770 N/A { Default AC Policy N/A
17216.0.51 - Routed Defense for VMware more...)

BERGF O 7 — RiZid, e—RT7 A arBnErRInEd,
4:/ — FDEH

D ftdcluster (2)
" Cluster(Individual Interface Mode)

® 172.16.0.50(Control) Snort 3
172.16.0.50 - Routed

D 172.16.0.51(Disabled) Snort 3

172.16.0.51 - Routed

U5 RE ) — RO EE= S —FBICiE, [B& (Notifications) ] 74 2 %2 U w7 L,
[# A2 (Tasks) ] %R L E£ 9, Firewall ManagementCenter |, / — ROXERIT LIZT T AH

BgRS AT R LET,
Q. search Deploy O & ® ‘ v
Deployments Upgrades Health Tasks & ‘ ‘) Show Pop-up Notifications
@ 0 running 3 success 0 warnings 0O failures [ Q, Filter l
@ 1010013 Deployment to device successful. m
@ 1010112 Deployment to device successful. m
@ TD_Cluster Deployment to device successful. 48s

ATYT6 VIAXDEAt () %227 ) v 7 LT, T AEHFOREEZRRELET,
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EEAVEDREIL, 7 TAXND ) — RTiE7e<, Z7I7AXERICEHATEET, =& 203,
J)—RILICHETALELERETCXETN, A FZ—T oA ATV T AEZRERITOWTORKET
xFET,

AT9FT1 [T A (Devices) 1> [T /31 A& (Device Management) |>[7 7 A4 (Cluster) ] [Hiiai
2, 77 AZ O [2f (General) 172 EDRENFRININET,
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B /sx506m

5: 93 RARHRE

ftdcluster

Cisco Secure Firewall Threat Defense for VMware

Cluster  Device Interfaces InlineSets Routing DHCP  VTEP

General o License &
Name: @ ftdcluster Performance Tier : FTDV50
Transfer Packets: Yes Essentials: Yes
Status: [ Export-Controlled Features: No
T 1010112 Malware Defense: Yes
Cluster Live Status: View IES: Hes
Troubleshoot: Logs  CLI Gamer: Wes
URL: Yes
Secure Client Premier: N/A
Secure Client Advantage: N/A
Secure Client VPN Only: N/A
Security Engine System
Intrusion Prevention Engine: Snort 3.0 Policy: None
Health Applied Policies &
Policy: Initial_Health_Policy Access Control Policy: Default AC Policy
2024-11-04 [}
00:08:18

Prefilter Policy: Default Prefilter
Policy

SSL Policy:
DNS Policy: Default DNS
Policy

Identity Policy:

NAT Policy:

Platform Settings Policy:
NGFW QoS Policy:

Zero Trust Application Policy:

FlexConfig Policy:

Advanced Settings & Cluster Health Monitor Settings ® ¢
Application Bypass: No
i P Health Check Enabled

Bypass Threshold: 3000 ms N

Timeouts
Object Group Search: Enabled

Hold Time 3s
Interface Object Optimization: Disabled

Interface Debounce Time 9000 ms

Monitored Interfaces
Service Application Enabled
Unmonitored Interfaces None

Auto-Rejoin Settings

Attempts Interval Between Attempts Interval Variati...

Cluster Interface -1 5 1
Data Interface 3 5 2
System 3 5 2

[&f% (General) ]HEIIZIEZ, ROV T AZIZEAOHANERINET,
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s35z2580k8 [

o [£&f% (General) 1> [4A1 (Name) ]: Edit () %227 Vv 27 LT, 7T AXDFRLELET

L¥ET,
Generadl
Name: @ ftdcluster
Transfer Packets: Yes
Status: [
Control: 172.16.0.50
Cluster Live Status: View

ZTDO®RIZ, [4HT (Name) ] 74—/ RERELET,

General ®

Name: [ ftdcluster ]

Transfer Packets: [:]
Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: b

Cancel

o [&#% (General) ]>[F (View) ]: [Fr (View) Vo 27 %7 Vw7 LT[7TAZR
7 —H# A (Cluster Status) | ¥ A T7 2T HRy 7 A% EET,

Generadl V4
Name: @ ftdcluster
Transfer Packets: Yes
Status: [
Control: 172.16.0.50
Cluster Live Status:

TS5 4 R— %559 KTO Threat Defense Virtual D7 S X% 1) 4 .



B /s5x506m

T34 _R—+4 5% ETO Threat Defense Virtual D2 524 Y >4 |

[ T ABZAT—H A (Cluster Status) | XA 7 27 Ry 7 ZATE, [TXTHE (Reconcile
Al) 27V vy LTTF—%a=y NOBEREHFRATTHIL b TEET, /— b2
FALHNEY 7l ping EFITTHZEHTEET, 77 AX il ) > 7 ~® ping D

FAT 45 —2) ZZRL T LEE W,

Cluster Status

Overall Status: & Cluster has all nodes in sync

Nodes details (2)

[ Refresh ] [ Reconcile All ] lQ Enter node name

Status Device Name Unit Name Chassis URL
? In Sync. 172.16.0.51 172.16.0.51 N/A
> InSync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 14:08:46 | 20 Dec 2024

o [ (General) [>[hF 7/ =—k (Troubleshoot) ]: hT7 TN a—T 4T ul%
ERBLOF = RLEY, VIAXCLIZFRLIZY TEET, VTARAXDRNTT
Ny a—T 40T (44 X—) R LTIEI0,

6: cSTINYa—F4v5

General

174
Name: @ clusterVFTD
Transfer Packets Yes
Status: (-]
Control: 10.10.43.21
Cluster Live Status View
Troubleshoot:

ATv T8 [T/Af R (Devices) |>[T/31 R EHE (DeviceManagement) | >[T/3A X (Devices) | Df
Oy FE T A= —T, VTRAZADOFEA L N—%FIR L, WOBRELRETH &

MTXET,
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7: TN REETE

ftdcluster

Cisco Secure Firewall Threat Defense for VMware

Cluster  Device Interfaces InlineSets Routing DHCP  VTEP
172.16.0.50
General & &b System
Name: 172.16.0.50 Model:
Troubleshoot: Logs cu Serial:
Mode: Routed Time:
Compliance Mode: None Time Zone:
TLS Crypto Acceleration: Disabled Version:
Time Zone setting for Time based
Rules:

Device Configuration: import  Export  Download
OnBoarding Method: Registration Key
Associated Device Template: None
Health Management o @ Inventory Details
Status: ° Remote Host Address: 10.10.012 CPU Type:
Policy: Initial_Health_Policy 2024-11-04 00:08:18 Secondary Address:

CPU Cores:
Excluded: None Status: o

Memory:
Out of Band
Status - Check Latest Status Storage:

Chassis URL:

X 8:/— FD=ER

s35z2580k8 [

Chassis Serial Number:
Chassis Module Number:

Chassis Module Serial Number:

172.16.0.50

172.16.0.50

172.16.0.51

o G

Cisco Secure Firewall Threat Defense for VMware

9ABBB37GVVJ
2024-11-04 08:51:07
UTC (UTC+0:00)

770

UTC (UTC+0:00)

(&

CPU Xeon ES series
2300 MHz

1 CPU (4 cores)
8192 MB RAM
N/A

N/A

N/A

N/A

N/A

o [£&f% (General) >[40 (Name) ]: Edit (&) %227 Vw27 LT, 7T AL AL N—DFKR

HEEELET,

General

Name:
Troubleshoot:
Mode:
Compliance Mode:

TLS Crypto Acceleration:

[«
=

10.89.5.21

Logs cLI
Routed
None

Disabled

FD%IZ, [4H] (Name) | 74—V FEFRELET,
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General ®

Name: [ FTD2 ]

Mode:  routed
Compliance Mode: None

TLS Crypto  Disabled
Acceleration:

Force Deploy: >

B (Management) |>[HRA K (Host) ]: 734 AR ECTEHIP T RLAZAET T 58
41X, Firewall Management Center CH LW\ KL AZ —FHEXHETHry hT—7 LDOT /A
AZEFETED LT DMENDH Y £7, BHICHERZ BN L, [EE (Management) ]
TEBT [ARA R (Host) |7 FLAZMREL T D, #Hia HEANILET,

—

Management ()

Remote Host Address: 10.89.5.20
Secondary Address:

Status: (]

ATVTY VxR T L= LD THERDNETIZI TAL ) — FERBLESGEIL, $XTDr 7 A%

J—REHEHL T, 7 7AZHEY 7 ICBERY Y AR T L— L EHNLET, T3
ADY Xy N UCERFHEHEZSRL TLEE0,

FANZ Y Y VAR T L— LD FRIEANI LG EIE. ZOFIEEZAFy 7 TEET,

TIAZEEY T DT T 4w ZIZET —Z Ny MRENREGENDT20, 7T A XD
YINET ANy ROV A RIMATI TAZ NT T 4 w7 O —r3—~vy K (100 /X
A4 F) BEOVXLAN DA — 3=~y K (5434 8) IZHRIETDHMERHY 7, 7T AKX
EERT DL, MTUIRT —H A v 2 —T7 A ADHFKMTU (T 74/ FTliE1654) L0 b
154 34 P REWVERHRESNE T, B TT—FA X —T A AD MTU ZETHE1T,
7 Z AZEIEY 7 D MTU HERT LI LT &, 28 2IE, &K MTU 1L 9198 /3 A
NCHDLTD, T—HF A H—T 2 A ADRKMTU L9044 12720 7 T AZHIHY > 7 1%
9198 IR ETE T, MTUDFKEEZSHL T IZE0,

GE)

7T AZEY 7 IR SN TWAD AL v F O MTU 2@l (EVvvE) ICRELTL
W, FOLAWNWE, JITAFBRMICKR LET, 7T AZIIBM LT/ — Rt 77 Al
WY 7 MTU & —E7 537 v A X Tl 2 — RIZ ping #6575 Z & TMTU O A

B 751 ~—F+% 35" FTO Threat Defense Virtual DY 5 X4 1) >4


management-center-device-config-77_chapter1.pdf#nameddest=unique_54
management-center-device-config-77_chapter1.pdf#nameddest=unique_54
management-center-device-config-77_chapter16.pdf#nameddest=unique_519

| 754 <—+%35% FTO Threat Defense Virtual D% 525 1) >4

A3 —Jzx

AV8—T 14 RADEE .

WEF =y 7 LET, ping DT D &, BHNERIND =D, Bt AA v TF D MTU ~A—
BHEBEELTHRMTTHIENTEET,

1 ADETE

ZZTE lrDA L E =T A AN TAZ VTR D LA A —T o A%
ETDIFEICHOWTIHALET, A v —T =2 ATEEONL—T v RA v F—T = A R
ThHY, TNFNREHOIP T RLAZIPT RLA FP—ANSEELEST, A7 TAXR
IP7 RLRZ, #DV FTAEZDEDDEET FLATHY , FICHEOHIE ) — FICELE
T TRTCOT—F A F—T A AHMERA VH—T =2 ATHILERDH Y F7°,

\)

GE) VAo F—To A RIFHTEXERA,

FIE

ATvT1

(#7249 bk (Objects) 1>[ATP ¥ FEE (Object Management) 1>[7 FLRAT—)L
(AddressPools) | ZEIR LT, IPv4 £721LIPv6 7 RL AT — L ZBMLET, 7 KL A 7 —
NEZBRL TSN,

KIETH, 792D =y MEERIUEDOT FLAREGENL LI LT ZE W, Fifd
IP7 RLRIZZDOT =T EENEFAN, FA—Fy bV —7 RIZHFEEL TV D LERH Y
FT, K=y MCEID S TORD EfRr—I VT RLAZHEFNIRET HZ LT TEEE
Ho

ATY T2 [T/AM R (Devices) |>[T/31 REHE (DeviceManagement) | ##R L, 7 7 A X ORRIZH

LEdit () %27 ) v s LET,

RART9T3 [ ¥ —7 x4 A (Interfaces) %7 Vv L, T—HA X =Tz ADEdit(P) %27V >

7 LET,

ATw T4 [IPv4] T[IPT KL A (IPAddress) | &~ AZZANJLET, ZOIPT RL AL, DV TR

ZOEET FLAT, WIZBRAEOHIE~=y MIBLET,

ATYTE VB LT RL AT —)L%& [IPvAT KL 27 —/L (IPv4 Address Pool) ] Ry 7F& U Z k

MHEIRLET,

GE)
DA E—T 2 A ATMAC T R R % FHTHIY Y T5H5E 1L, FlexConfig Zf/H L T
mac-address pool & Epkd 2 MENH D £7,

AT v T6 [IPv6]>[FEA (Basic) ] T, [IPv67 FKL A7 —/L (IPv6 AddressPool) | K v XU A K

Mo, B LT RLAT— L@ IR L £,

ATy T BEEBY, oA L F—T 24 AREZITVET,
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ATvT8 [Save (RFE) 127 Vv LET,

Zi T, Deploy>Deploy (ICBEIL T, RY L —%2E VY TETF AL R ZTF A LET, &
FANRITEATHETHEHHASLETA,

— _ ==

DIRADANILVAEZZ—DEXTE
[7 T A% (Cluster) ]¥3—TD[7 T AZ~NVAE=H—DFRE (Cluster Health Monitor Settings) ]
B va I RORTHH SN TV DOIRENTRRSINET,
H9:UFREDANILRAEZS—DETE

Cluster Health Monitor Settings ® ¢
Health Check Enabled
Timeouts

Hold Time 35
Interface Debounce Time 9000 ms

Monitored Interfaces
Service Application Enabled

Unmonitored Interfaces None

Auto-Rejoin Settings

Attempts Interval Between Attempts Interval Variati...

Cluster Interface -1 5 1
Data Interface 3 5 2
System 3 5 2

RI1INISRABANIIREZRL—DEKXTE (Cluster Health Monitor Settings) ] % 3> T—TILDT4—IL K

J4—ILFK SR BA

ZA LT T b

(Timeouts)

(4R (Hold Time) |[$RETX 52#HIZ03~450Td, T 74/ MI3P T, /—F
DIRBEA TR T DT, 7T AKX ) —RNiEZ7 T AZEIEHY v 7 Tl
D) —RlZN—hE— R 2o —U%EELET, /— RBMEEE
MNICET /— Rbn—FE— A o=V %%E L20WGE,
ZOET ) — FIISEREEITT v BIREEE s E1,
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15280~ L2E=2—0%E ||

J4—ILF

Bl

A B —T =2 A ADT N
7 v AW (Interface
Debounce Time)

FRETE 2% 300 ~ 9000 X VR TT, 77 4/L ML 500ms T
T, A E—T oA ADT NN AT, A F—T = ATE
ERBEELTWDERRIN, 7T7AXNL ) — RPHIBRENS E
TOKHEITT,

Monitored Interfaces (&
ZRYDTHREA A —
JxMR)

AVHE =T 2 AD~NVA F 2y 73 VI EErE=F—LF
T, BEEORIA X —T 2 A ADTRTOYIAR— R, FED
J— R ETIEBEENBAE LD, Blo, — R EOFE CindA v 2 —
T2 AATT I T 4 THR— b RHDEE, £/ — KIET 7 A XD
SHHIBRESINET, /J— KRR R_R—% 7 5322 BHIRT5ETOD
REflE, A v F—T A ZADX AT L ZD ) — KPHESIHEI ) —
RChDHM, T TAXIBMLLEY ELT0DENITE > TR
e ET,

P—eRXTFV r— g
> (Service Application)

Snort 7'1 & X L QN disk-full 72 ADBEFEI N THNDE0E D
ZRLET,

=X RGN OA
VH—T A A
(Unmonitored
Interfaces)

Fo B ) U TRBHNDA L E—T oA ARFERLET,

H B G O E
(Auto-Rejoin Settings)

JIGARBA B —T A
A (Cluster Interface)

7T AZHNEY 7 ITEENREE LT RICHEBEAESOREEL TR
L%,

1T (Attempts)

FEETE AHEMEIL -1 ~ 65535 T9, T 74/ ME-1 (IEHIFR) <
T, FREEGOFITREEHRELET,

AITOMME (Interval
Between Attempts)

FRETE2HMHIX2 ~60 T, 774/ MI5SHTT, BEER
ITOMBRE BN CTERLET,

gD =— 3
(Interval Variation)

FRETEL®MHIZ1~3TY, 7740 MIWED 15T, #A17

TLICHIBERLS TN EINEERLET,

F—H A B =T oA A
(Data Interfaces)

T—H A H =T 2 AR ENEE L RICBEHEESOREL
ForLET,

#AT (Attempts)

FRETE AHPMIL -1 ~ 65535 T¥, T 74/L ME3 T, HiEA
ORITEEERE L ET,

RATOMME (Interval
Between Attempts)

FRETEL%MAIL2~60 TI, 774/ MESHTT, BHEGR
TOMMREE B TERLET,
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J4—I)LFK SR BA

RO = — g [FEETX AL ~3TT, T 7+ MIBEDO 2 T4, 347
(Interval Variation) TLICHRERELS TANE I ETERZLET,

AT I (System) WE— 7 =23 E L= RICHBIHME A ORELZFR LET, AT
F—iZix, 7V r—varloXr A4 LT N, —EBHORWT
TN =g VAT —RZ AR ERHY ET,

AT (Attempts) FRECE 2% -1 ~ 65535 CF, 7 74/ ME3 T, BiES
OFRITHEER AR E L E T

AATOMME (Interval FBECTEDHPHIL2 ~60 TT, T 74/ MELSHTT, HHEER
Between Attempts) TOMWBEZ B TERLET,

RO = — g [FEETX AL ~3T), T 74/ MIBBEO 2 T4, 347
(Interval Variation) TLICHRERELS TANE I EERZLET,

)

FIE

ATy
ATvT2
ATvT3
ATv74

ATy TH

CE) VAT LADNNAF =y 7 2RT DL, VAT LONNATF =y 7 BEGLSN TN DY

BlCEH SN N T 0 — LV RIZERRESNEF A,

THOLOREIT. 2O a v SERETEET,

FEEDOR—FF ¥ RNV ID, B—DOWHA L Z—7 = A Z 1D, Snort 71t 2, ¥ L disk-full
T AEERTEES, ~NAET=HF VT IEVLANY T A v X —T A A, F£721L VNI
RBVIZR EDRIEA v F—T = A ATIEEITSINEE AL, 77 AFGMY D=8 7
RETEEHA, 2OV 7RI E=INTWVET,

Devices > Device Management % %R L £,

BESDH7 TALORICH 5 Edit (@) &2 Y v 7 LET,

[Z7 7 A% (Cluster) | %227V v 7 LET,

[T AZD~NVATE=H—DFRTE (Cluster Health Monitor Settings) ] &7 33 > C, Edit (£)
Vw7 LET,

[~VAF x> (HealthCheck) | A7 A X% 27 U7 LT, VAT LDNVAF v 7 %K
W LET,
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ATvT6

ATy T1

Hold Time

Interface Debounce Time 9000 Range: 300 to 9000 milliseconds

» Auto-Rejoin Settings

15280~ L2E=2—0%E ||

10: R T LNLVAF v DEME

Edit Cluster Health Monitor Settings ®

Health Check @D @

v Timeouts

Range: 0.3 to 45 seconds

> Monitored Interfaces

Reset to Defaults Cancel m

B MR UEER (2L 21X =2 A v F—T7 = A ZAOBIHEIERE., / — RKRPAAL v FD
A B =T 2 A ZADHEMUEE, VSS R vPC (F£721% VNet) Z2TERLT D A A v FDIBIN)
EATH L XTI, VAT LADSVATF oy JHEEEE I L, Wb LicA v F—T =4 AD
F= XY T BN TSN, MREYOLEERET LT, REODLEENTTHD /) —
iR SN, VAT LAONNAT =y JIEEEZBRERNI A v X —T =2 ARE=H
Vo cEET,

F—/V Rl & A 2 —T 2 A ADTNY o AR AR E L ET,
o [A—/v REERHE] (Hold Time) ]: / — RO/x—hE—F A7 —% X A vt —Y ORI

PELET, BECXAHMIZI ~45 T, T 7+ MIIWTT,

s [A U H—T 2 A ADT Ny AW (Interface Debounce Time) ] : 7 /N7 > ARERIE 300

~ 9000 ms OFIFH THERELET, 7 74/ ME500ms TF, fEE/NhSL<TDHE, A
VHE—T A ADEEE LV RHEICHRHTEET, TV CRARMEZEL TS L, ERH
DOFREENE L 2D Z EICEFEELTLESWN, AV F—T 2 ADAT —F ATFNHA
THE, A HF—T oA AREL L C—I TS NDET, /—NIEESNZI VR
B L E T, 0%, /— RKiZ7 7 A2 HHIBRELE 9, EtherChannel 73 % 7 LK HE
ST v IRRBIZEBITT 2568 (A vTFB Y a— RKEiz, AA v F TEtherChannel 2%
BN IpoT272E) | TAT RN E D EL 2D | F— DA RZBWTHIO Y
FAR ) — ROFNERIRT-D, VT AK ) —RTA U —T 2 ADBENFREIND
ZEERBITFAZENHD T,

NVAF oy 7 RGO BBHES 7 7 ASREENAZI~A X LET,
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11: BBBEHESDRE

~ Auto-Rejoin Settings

Cluster Interface

Attempts Range: 0-65535 (-1 for unlimited number of attempts)

Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

Data Interface

Attempts Range: 0-65535 (-1 for unlimited number of attempts)

Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

System
Attempts Range: 0-65535 (-1 for unfimited number of attempts)
Interval Between Attempt 5 Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Interval Variation

[V FAHA B —T x4 A (ClusterInterface) 1. [7—% A % —7 = A A (Datalnterface) ].
BLO[T AT A (System) [WCRDEEZRELET (WE=7—IZiX, 77V Fr— a3 O
WA LT T b, —BWEORNT T = a VAT A ARERDHY ET)

« [ATHC (Attempts) | @ FFREG OFATREEZE 0~ 65535 OFIPHOEICHRE L £7, 01THE)
HEAEEMNMELET, [T AXA X —T x4 A (Cluster Interface) | DT 7 # /b Ml
I%-1 (JEHIFR) T3, [T—%A % —7 x4 A (Datalnterface) | & [ A7 A (System) ]
DT 7 /v ML 3 T,

o [ATTOMME (Interval Between Attempts) | : FAEARAITOMIEE 2 ~ 60 D/ HAL TER L
9, T7ANMEIXS 3 TT, 7 TAZA~OHFSME ) — RBRITT 2 KA FHRERH
(X, Bt OBEEI AR D 14400 4 (10 H) ICHIR S v E 9,

o [l D /N Y =—2 3 > (Interval Variation) ]: MRZEMIEEINE I DEERLET,
1 ~3D&IHCHEEZRELET (1: EHERL, 2: BERIOMREO 245, 3: ERTOMFED 3
%) o =& E MRE S HITREL., 0% 2 ICRE LSS, &AIORITH 5
%, 2 HORITA 10 5% 2x5) . IBHORITA 20 5% 2x10) &2V ET, 7
T AV MEIX, [7 T A A X —T = A A (Cluster Interface) | DIFEIT L, [T —F A >~
% —7 x A A (DatalInterface) 1B L[V AT A (System) | DAL 2 TT,

ATvT8 [EFE=HXV U ITXBEDA X —T xA A (Monitored Interfaces) | £721L [F=4 U > 7 %IG45k D

A v H#—7 A A (Unmonitored Interfaces) |7 4> RUTA X —T oA ZA%BEH LT, =
Y THBDA =T =24 AERELET, [V—ERAT TV r—varoE=2Y) 7
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AFvT9
ATy 710

1525 /—roEz [

A2 5 (Enable Service Application Monitoring) | & 4> £721X4 72 LT, Snort 7’1 &
A & disk-full 7 r ¥ ADE=Z Y T e AHETITENIT L LB TEET,

122:FE=BYIREA VA —T A ADETE

~ Monitored Interfaces

Monitored Interfaces (9) Unmonitored Interfaces @ (0)

I Q_ search

GigabitEthernet0/Q
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthernet0/3
GigabitEthernet0/4
GigabitEthernet0/5
GigabitEthernet0/6
GigabitEthernet0/7

Management0/0

AVBE—T 2 A AD~NNVAF =y 7 3) VI EEEE=F—LET, FEOWRIEA ¥ —T7 =
A ADTRTOYBR— R, BED /) — K ETITEENRREELEZR, B0/ — F EOR Uik
AL H—T 2 A ATT I T AT R—=IBBDIEE, 0/ —REI7 7 AZNLHIBRSLE
T, S KB ANR—% T TZAZNLHIRT 5 E TORIZ, A1 F—T A ADXA T L
FD ) — RBRELHEA ) — R THDH), FRFI7TAZIISMLEL > ELTWENIC L > TR
RYET, TTAHNEITIE, ~NAF 2o 73T TCOA o F—T A A, BILO Snort 7' 1
£ 2 L disk-full 7 2t A CHN 2> TWET,

WVIELUSNDA =T 2 f ADNVA TR Y 0 T H BRI TEET,

MO MR VEFR (2L 2IET =2 A X —T7 A ZADOBMHEIEE, / — KA A vF0D
A B —=T = A ZADHEMEIENL. VSS R0 vPC (£ 721% VNet) ZIERET 5 A A~ F DiEN)
EITH L XTI, VAT LADONVAT =y JHERREA BN L, Bk L/ef v ¥ —T A AD
T XY T HEHILTLEEY, PR YOEERFE T LT, RECEENTTH /) —
NIZREI ST D, VAT ADNVATF =y JHEREEBREANC A v X —T = A AT =X
Vo7 TcEET,

[PRfF (Save) 1227 U v 7 LET,
RELRZRMALETRELEDORMZEML TIZSW,

DSRZ/—FDEE
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754 R— 45 519 KTO Threat Defense Virtual D9 S X% 1) >4 |
B 59525/ —roem

FLWISRAE/ — FDEN

1OULEDH LN T2 ) = RERFDOT7 7 A2 ITEMTE £,
FIE

ATY 1 [T314 A (Devices) |>[7 /31 AEH (Device Management) |DIEIZEIR L, 7 T A X D More
%27 Yy 7 LT[/ —R%ZiEM (AddNodes) ] #BR L £7,

13: 7 — KMiEM

Unregister

Cluster Live Status
Break Nodes

Edit Configuration
Break Cluster
Revert Upgrade

Health Monitor

Troubleshoot Files

[7 7 A% DEH (Manage Cluster) |V 4 ¥ — RRFEREINET,

ATy T2 [/—FK (Node) | A=a—05bF /A ZZERNL, LEIEUTIP T N LR & EIER 2
wLFET,
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14:[9 5 X2 DEE (Manage Cluster) ]9 4 H— K

Manage Cluster Wizard

‘ Configuration 2 Summary

Cluster Name *

Cluster Key

Type an ASCII string between 1 and 63 characters

Confirm Key

Control Node
You can form the cluster with just the control node to reduce formation time.

Node *
VXLAN Network Identifier (VNI) Networ Virtual Tunnel Endpoint (VTEP) Networl
;" /
Cluster Control Link * VTEP IPv4 Address * Priority *

Data Nodes (Optional)
Data node hardware needs to match the control node hardware.

Node * VTEP IPv4 Address * Priority *
Type device name v ] [ 209.165.200.226 ] I 2 l Remove
Add a data node

Cancel

ATV T3 EBIZ/—FREBNTHIE, [T—%/—FK&iBM (Addadatanode) 127 Vw7 LET,

ATv 74 [fT (Continue) 127V 7 LEJ, ME (Summary) (&R L, [fR1F (Save) 127 U v
7 LET,

BREREINTWDS / — RIZiX, ve— K7 A arnFranEd,
15: 7 — KD &%

D ftdcluster (2)

" Cluster(individual Interface Mode)

® 172.16.0.50(Control) Snort 3
10.10.0.13 - Transparent

D 17216.0.51 Snort 3
10.10.02 - Transparent

7T AR ) — ROBEREE=F—F 2121, [@% (Notifications) 1 7 A a2 %27 U v 7 L,
[# A2 (Tasks) | &#&ERLET,
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Deployments Upgrades ©® Health Tasks &y ‘ C’ Show Pop-up Notifications @
m 0 waiting 1 running 0 retrying 20+ success [ Q Filter
0 failures
%.o Cluster
Data node 172.16.0.51 configuration deployment is in progress for cluster ftdcluster 23s

/ — FDERS

= RWRAZ U RTRTNARAZRDE N, 7T AL/ — FeflfrcEsd, 7724
BEREMEERLZRWVIRY | i) — REBRANT 5 2 &3 TEEtA, T—¥% / — FOREITHE
ShEd,

FIE

ATy 1 [T/31 A (Devices) |>[T /3 AEH (DeviceManagement) ] DJEIZEIR L, R4VT2/ —F
D More() &7V w27 LT[/ — RZERH (Break Node) | ZiBIRL 7,

16: / — KD

Disable Node Clustering
Unregister

Packet Tracer

Packet Capture

Health Monitor

Troubleshoot Files

T arT, IVTALZD[EEM More) | A==2—05 [/ — K&ERFL (Break Nodes) ] %33
RLT12L LD/, —RERITEET,

AT T2 BIDHEEEZ RO LN, 1TV (Yes) 1227V v 7 LET,
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17 fERR D HETE

Confirm Remove

Are you sure you want to remove node 172.16.0.51 from the cluster? It will be
converted to a standalone device.

-

7T AL ) — RO EE=F—TF 5121, [@F (Notifications) | 7 A 2% 27 U v 7 L,
[# A7 (Tasks) ] Z&ERLET,

7 2R3 DR

FIE

JIGAREMRBE L, TRTCHO /) —RERAZ L RTa T f AERTE £, HIEH — Fik
A A =T 2 AL X2 )T 4R) O —DORELHRFLETN, T—% /) — K TIERENH
Eanxd,

ATy Tl J—FEBRATLZZLIZEY, §XTHY T AKX J— K Firewall Management Center C4& Hf X

NTWLHZLZMRLET, 772/ —FORE B4~—Y) 2ZRLTIZSN,

ATY T2 [T/314 A (Devices) ]>[7 /31 AEH (DeviceManagement) |DJEIZEINL, 7 7 A X D More

%27V v 7 LT[V T7AF %M (Break Cluster) ] Z#B38R L £,
X 18: 9 5 X2 DRk

Unregister

Cluster Live Status
Add Nodes

Break Nodes

Edit Configuration
Revert Upgrade
Health Monitor

Troubleshoot Files

b7

ATV T3 VTR EMRET DI HIROLNZE, 1TV (Yes) 1227V v 7 LET,
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19: fERR D HEE

Confirm Break

A cluster break will be performed on nodes registered to the management
center, and nodes will be converted to standalone devices. Before you break
the cluster, use Cluster Live Status > Reconcile All to detect any missing
nodes so they can also be converted to standalone devices. Are you sure
you want to break cluster ftdcluster?

-

7T AL DfERE T =X —3 5I2i%, [ (Notifications) | 7 A 2> %227 U w7 L, [XAY
(Tasks) | ZZINL E T,

DISRRAN) T HEENIZT S
) — ROBIBRIHZ T, FIRZA T F U ADTEDIC—EIC ) — REET 7T 1 kT 55
ANHYVET, ZOFEX. S — RE—WRHET 7T 4 kT H-0D0 DT, /—RiE

5| % #¢ = Firewall Management Center D7 /SA A Y A MIFRINET, /— RBET 7747
Wb e, TRTOT—HZA LB —T oA ARV Yy hE T INET,

FIRr

ATy T BT b=y MR LT, [T/31 A (Devices) |>[7 /3 AEH (Device Management) ]
DNEIZEIRL T More() 227 Vw7 L, [/ — KOOI TAKX ) 7 %279 % (Disable Node
Clustering) ] Z#3R L ET,

B20:9S5RE2) T EENT S

ID\'sab\e Node Cluster\ngl

Break Node
Unregister
Packet Tracer
Packet Capture
Health Monitor

Troubleshoot Files

Hl ) — RCTrIAZV T HBENT DL, T—F = FO1LOWH LW, — Ricy
£, B, PREPREEREICOWTIE, Hl#ll /) — FEEZMRET D &I~ TORRS Fo v
TENDIZD, FLWEIE — N ETH A BT D NEN DY £, H#H — R 7 TR
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ANOME—D ) — R THIEE, TD ) —RTIITAZ) TN+ 5Z LIXTEEY
/\/o
ARTFYT2 J—FRDITAZ) T EEHNTH L 2R LET,

J— RIi&, [T731 A (Devices) 1>[7 /31 ZAEH (Device Management) ] Y A ~ DA R{TORLIZ
[ (#%) (Disabled) ) ] &EFRSNET,

ATV T3 I I7RAXY U TEFHOENCT DL, 7T AX~OHESM 31 5—) 2L TLES
/AN

DS RIANDBESM

(2 21T, A v B —T 2 A ATEENRELIZTZODIZ) /— KRBT T2 NSEIRENTE
B FRETEI T IRX ) T BN LIZGAE. 7 T AXICTEHTHESMT 50END
DVET, 7 TAZ~OBESMEFITT HHIC, EENRINTWDLZ 2R LET, /—
K& 27 5 2AZNHHIRTE ZHHAOFEMIZOWVWTIL., (7722 ~DOFSM (54 2—) |
EHRRLTLEEN,

FIE

AT BEAMNITI 2=y MIX LT, [T A (Devices) 1> [7 /31 A& H (Device
Management) ] DIEIZEIRL TMore() 227 Vv 7 L, [/ —RDOI FZAZ) T EHMNZT D
(Enable Node Clustering) ] Zi®R L FJ, >

ARTVT2 /) =KDV TRAZY U THHHNITDH L MR LET,

HlE/ — FDOER

EFE O OHIE ) — FELEETHAREBOHFEZ, ) — RTrIFAX Y 7 H2BH L, FH LElE=
=y NOBIRZFHF->TG, 7 7AZ ) T aBEANCT LHETT, Hlfl /) —NcdbH=
=y NERBICHRETALERS LT, 207 a v OFEEFEHLET, 2B, R
EFREEREIZ OV TIL, WO HETHIE ) — REEZ586]4 25 & _XTOHEHN Fe v
TENDTD, FLUWEIE S — N BT LT D MENDH Y £,

HilfE ) — R 2 2R3 5123, ROFIEEZFEITLET,
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FIE

ATv T [T/IAM R (Devices) |>[T/31 REHE (DeviceManagement) | >More()>[7 FAX DT A7
AT —4 A (Cluster Live Status) | Zi®IR L C [V 7 A X A7 —H A (Cluster Status) ] ¥4 7 &
TRy 7 AEMREET,

H21: 9 5R3DRAT—E R

Cluster Status ®

Overall Status: & Cluster has all nodes in sync

Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name l

Status Device Name Unit Name Chassis URL
In Sync. 172.16.0.51 172.16.0.51 N/A
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025 m

ATFv 72 #lifl= ML=y MZOWT, More()> [ — L& HfHIIZZF (Change Role to
Control) ] Zi®R L £7,

ATY T3 v VOEFEEERT DL )CKkOONET, T=v /Ry 7 224N LT[OK] 27 Y v
7 LET,

7 SR HEDwRE

T ALRECRETEET, /—FOVTEPIPT FL X k713 — ROBEIEA LS OIE %
EHEITLHEL, 77 AZTHBNRKDONTHERINE T, 7 7 A PHERENDLET, b
TT7 47 OFMBIET HAREENRHD T, / — ROVTEPIPT RL AR/ — FOMEIEIA
MEEFETLHE, WBEZTDH /) — ROBPRNA SN T ZJAXICHEBEMSNET,
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FIE

ATY 1 [T/34 A (Devices) |>[7 /A AEH (Device Management) |DJEIZER L, 7 T A X D More
O%7 Vv 7 LT [XE%ZMmE (Edit Configuration) | Z=IRN L E 7,

& 22: 5 E DHRE

Unregister

Cluster Live Status
Add Nodes

Break Nodes
Break Cluster
Revert Upgrade
Health Monitor

Troubleshoot Files

&

[7 7 A% D& (Manage Cluster) |V 4 ¥ — FRFRENET,
ATV T2 VITAXEEERH LET,
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23:[0 S R B DEE (Manage Cluster) 179 4 F— K

Manage Cluster Wizard

° Configuration 2 Summary

A Editing the cluster bootstrap configuration requires disabling all cluster nodes temporarily. This operation may result in traffic disruption, and you should
perform bootstrap changes during the maintenance window. Make sure connected switches match the MTUs for data interfaces and the cluster control
link interface.

Cluster Name *

Cluster Key

[[sesses )

Control Node
You can form the cluster with just the control node to reduce formation time.

Cluster-level changes

Node *

VXLAN Network Identifier (VNI) Networ Virtual Tunnel Endpoint (VTEP) Networl

[ 10.10.3.0 ] / [24 (254 addresses) v ] I 10.10.10.0 ] /

Cluster Control Link * VTEP IPv4 Address * Priority *
|GigabitEtherne10f7 ~ ] [ 10.10.10.2 ] [ 2 ]
Data Nodes (Optional) Node-level changes

Data node hardware needs to match the control node hardware.
Node * VTEP IPv4 Address * Priority *
[ 10.10.10.1 I [ 1 ]

AT 73 [#ifT (Continue) 127V 7 LEJ, ME (Summary) | &R L, [fR1F (Save) 127 U v
7 sz—aﬂo

DI3RZ/—FDERE

I T AL ) — ROBGRIR U256, 7731 A D5 Firewall Management Center (Z5%f L T2
TAB A N— T EBETEET, =& 21E., Firewall Management Center 23 FFE D 7 12 &
ATCEHBEINTWD N, Xy NV—ZIZWER S D56, 7—4 /) — ROBEKIKINT 52 &
N E£T,

FIE

ATwF1 7T A O [Devices] > [Device Management] > More () Z 3K L. ¥KIZ [Cluster Live Status] % i3
R L C [Cluster Status] ¥ 4 7 2 /AR v 7 AZHEET,
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Unregister

Add Nodes

Break Nodes

Edit Configuration
Break Cluster
Revert Upgrade
Health Monitor

Troubleshoot Files

b7

15247 —roEs ||

ATFY T2 [TRTEMBA (Reconcile All) 127U vZ7 LET,

R25:FRTCERE

Cluster Status ®
Overall Status: Cluster has all nodes in sync
Nodes details (2) [ Refresh ] [ Reconcile Alll] [Q Enter node name
Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.51 172.16.0.51 N/A :
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A E

Dated: 13:56:52 | 06 Jan 2025

UG AR AT —H ADEEMIONWTIE, VITREZDE=LZY 7 37—) 2R LTL

fiél/\o
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. Y SR FEIE/ — FOHEIBR (B5f2%) &% L L) Firewall Management Center ~ 0 & £%

DS RAFFEIF/ — FDHEIBR (Z&#EFR) & %7 L (FirewalManagement
Center ~ &£k

FIE

ATy T

Firewall Management Center 725 7 7 A Z Z BEk R CE 4, Tk, 7722132 0%
FHEFF SN E T, 7 T A X & H L) Firewall Management Center (ZiB I3 25815, 7 7 A X %
BIIERT 5 Z LN TEET,

T T AEMNG ) — RERIT 5 Z & 72 <. Firewall Management Center /> 5> / — R % B &7
5L TEET, /— RldFirewallManagement Center (R /R INTWERAN, FEI7 TR
ZD—ETHY, BIEE N7 70 v 7 ZPELTHIE , — FIZ b Z L HAlEETT, BIfEENME
L CW 5l — R&Bek iR 5 Z L 1L TE £H A, Firewall Management Center 7> & Z R
FREIC 2o T2 ) — RITBEMR L CTOENEVERAN, FHERE NI TNV a—T 7T
L, 7 7AZO—HELTHERLTEBS ZELAETT,

7 T AL DGR
« Firewall Management Center & 7 7 A% & O] OT X TOBENUIR S ET,
o [T/3A4 AP (Device Management) | X—200 57 7 A X PHIBREILET,

« JTABEDT T v N7 4 —ALHERY —"T, NTP % fff] L C Firewall Management Center
MOREHZZET DL IICRESNTWDLIEEIT, 7 7 AZ R e — I ARFHERICE I
i‘é—c

cREITZFDEFILRDTZD, VTAZIINT T 4 v 7 OB ERKATLET,
NAT R° VPN 72 E DR Y ¥ — ACL, BEOA ¥ —7 = ZfITHERFF S ET,

[dl U & 721351/ Firewall Management Center (227 7 A X Z &Gk 5 & RENHIBRES DT
O, JIAZIIEDORER TR T 7 4 v 7 OB EAFIE L E T, 7 7 AZFEFEDE EHMiR S
oD, 77 AZPREZBMTEET, BEFICT 78X a0 br—L RY —ZERT
TETH. T T4 v ERELHT LENC, BEEICMORY —2HEH L ThORELY
BT HHLENDHY £7,
4RO SRS
ZOFIETIE, WITNLD ) — F~D CLL T 7 & ABRBETT,

Devices>DeviceManagement Zi®R L, 7 7 A X —F7-1%/ — KD More() &7 U v 27 LT,
[Z$%f70% (Unregister) | Z#IR L £7,
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26:9 5 AR EF/ — FDOBERMBR

2 8

Unregister @
Cluster Live Status
Add Nodes

Edit Configuration
Break Cluster
Revert Upgrade

Health Monitor

Troubleshoot Files

ATV T2 7 ITAXMN) — REBEMETHEIRODLNTZS, 1T (Yes) 1227V v o7 LET,
ARTYT3 VITRZAUN=DIDEF LT AL R LTENTLHZLICED, 7722 EFH LW (F
721Z[R C) Firewall Management Center (Z 88k T& £9°,
a) 1207 F A% ) — RO CLLICHERE L, configuremanager add ==~ > K& H L CTH LW
Firewall Management Center Z i3l L £ 9",  [Threat Defense H¥ A % —7 = A AD CLI T
DEH] ZZRLTIEZINY,
b) Devices> Device Management Z &R L, [T/34 XM3EM (Add Device) 1 %7 U v 7 L%
R

JTAZ)—=RD1 DT A AL LTEMT LT T, KOOI 725 7 — FHEmHS
NETJ,

ATy T8 HIR Lz ) — REFHEBNT 2 HECO WAL, 77 2% ) —ROolRE] 22R LTS
Wy,

—_ — -
DSRARFDE=Z)2Y
7 Z A%, Firewall Management Center & Firewall Threat Defense @ CLI TE=# —TX £7,

[ T AZAT—H A (Cluster Status) ] ¥ A T 127 HRy 7 AL, [T/34 A (Devices) ]
>[7 /34 AEH (Device Management) ]>More() 74 2206, L [T /34 A
(Devices) 1>[7 731 A& H (Device Management) ]>[7 7 A # (Cluster) ]-X— >[4
% (General) [fEHIE>[2V T AKX DT AT AT —4 A (Cluster Live Status) 1V 7B 7T
JBEATEET, > > >

F54 R— 4957 ETO Threat Defense Virtual D7 525 1) >4 |}


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/get-started-device-management.html#id_46848
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/get-started-device-management.html#id_46848

T34 _R—+4 5% ETO Threat Defense Virtual D2 524 Y >4 |
B /sx50x=5y>y

R27: 0 S REDRAT—H R

Cluster Status ®

Overall Status: &5 Cluster has all nodes in sync

Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name l
Status Device Name Unit Name Chassis URL
In Sync. 172.16.0.51 172.16.0.51 N/A
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025

HlfH ) — RIZiZ, £0Ou—NV 2Rt T I3 749740 Tr—203H0 £,
I T AL RN AT =L AL, ROREPEZENET,
o [ (InSync) : / — R Firewall Management Center |2 %56k S AL TV E T,

o BERORE T (Pending Registration) : / — N|L7 7 AZ O—ETT A, F 72 Firewall
Management Center ([ZEEk SV TWERF A, / — ROBEKITRK LI=HE1E, [T3T
ZME (Reconcile All) 1 &7 U w7 L TOREREHARITTEET,

o VT ALK 7S (Clustering is disabled) : / — R Firewall Management Center
RS NTOVETDE, ZITRIDET VT A TIRAN=TE, 7 ITRAZ U ITK
ElX, B CTHAMET D2 TER D LGHIIELRETICHRF & ET, £/, /—F%
7T AZNLHIRT D Z & b ARET T,

o 77 AZZHH... (Joining cluster...) : /— KW ¥ ¥ —L LTI TAZIIHBIMLT
WET2, ZIMNEE T L TWEH A, B0 (Z Firewall Management Center (2 88k S 41
\iﬁ—o

J—FRZ &I [HE (Summary) | & [JBFE (History) | &£ RTXET,
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28:/— KD WEE (Summary) ]

vszane=49>5 |

Status Device Name Unit Name Chassis URL
v In Sync. 172.16.0.50 Control 172.16.0.50 N/A :
[ Summary ] [ History ][ CCL Ping ]
ID: 2 CCLIP: 10.10.3.2
Site ID: NVA CCL MAC: 0050.5689.5e5¢c
Serial No:  9A2VSEQSQFW Module: NGFWv
Last join: 08:22:47 UTC Jan 6 2025 Resource: 4 cores [ 8192 MB RAM
Last leave: 08:22:24 UTC Jan 6 2025
29:/ — R [[BFE (History) ]
Status Device Name Unit Name Chassis URL
¥ InSync. 17216.0.50 Control 172.16.0.50 N/A
[ Summary ] [ History ] [ CCL Ping ]
07:53:30 UTC Jan 6 2025  CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment hold for app 1is
07:53:30 UTC Jan 6 2025  CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment hold for app 1is
07:53:27 UTC Jan 6 2025 CONTROL_NODE CONTROL_NODE Event: Cluster unit 172.16.0.50 state is DATA_NODE
07:53:27 UTC Jan 6 2025 CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment is on hold for 18.
07:53:27 UTC Jan 6 2025  CONTROL_NODE CONTROL_NODE Event: Cluster new data node enroliment is on hold for 18.

+ System (&) > [Tasks] ~X—1/,
[# A7 (Tasks) ] S—UIZIE, / — RDBBERINDHT-NT T T A XK GRS A7 OFHTEH

WEIRENET,

« [T /31 A (Devices) |>[7 /31 A& (Device Management) ]> cluster name, >

TNA AD—ERR_R—=V T TALZEZRERMT L E, IPT FLUAORIZE D v — )L RFER
ENTWAHEIE ) — REET, T_XTOALNA— ) — RERRTXET, BEFD /) — R
2, =R o7 A arBnEzrEnEd,

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode |
memory | resour ce usage | service-policy | traffic | xlate count}

7 T AR EROENT — X F1213F OMOEREFR T HI2IE, showcluster 2~ K%

L £

« show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options]
| health | incompatible-config | loadbalance | old-member s| packet-distribution | trace [options]
| transport { asp | cp}]

75 AR ERAEFRT HIZIE, show cluster info 2~ > F&EH LEJ,
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DI3RAAANILREZA—HFyaRk—FK

DISREDANIIRAEZHR —

Firewall Threat Defense 7327 7 A % Offilfl / — R T 5454, Firewall Management Center (37 /3
AARAN) w7 T—=F a7 AN IEIERA RN v 7 EZEMMIEELES, 7T AH
D ~NVAFE=L—F, KO R—=F 2 b TR SN TOET,

MEF v aR— R 7 TRZ MR Y 7 TALHEN, BEOA N v F vy — MZHE
THHEREFRLET,

s "MRBRTEI VIR, I TABDTA T AT —H A Hx OBBEIEORE, &
W ) — KD A7 (§lfE ) — RERIZT—% 7 —F) | BLOT A ZADREN
FREINET, 7310 ADRIEIE, [#%) (Disabled) | (731 A3 7 2% LT
Ex) | [IHNMREETIEM (Addedoutofbox) 1 (/X7 VY v Z T v K7 Z A X T Firewall
Management Center (ZJ& L CWRVEHN/ — K) | £720% [#E%# (Normal) ] (/—F
DOHABRIZRIRAE) OWFTNNTT,

« VT AL DFEIE 7 va ZiE, CPUHER, A UHEHEK, AHL—bh, HAL—
N, T 27T 4 7780, BEXONAT BT 57 FJAXOBIEDOA N v 7
NFERENFET,

A

GE) CPULAEVUDANY v, 5—Z 7L —> L Snort DFHE
Ol & DI %= L ET,

ARV I Fr—F, 2FED, CPUMAIER, AT VMR 2=y b, BILUEE
fekE, FEE SNIHIRICRIT 57 7 A X Oftat 2 ME TR LET,

\mir

TS Yy VaR— R 129000 4V N TY T AKX ) — REROAR S EERL
i?o
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« Firewall Management Center D 1 DLL EDT A A3 7 T A X ZAERR L TV D EHER L
\i‘a—c

FIE

AT w71 System (@) > Health > Monitor Z %R L £,

[E=% U > (Monitoring) ] Tt ¥ —rarus v RuafRALT, /— READ~LAE
SH—IT I RALET,

AT9 T2 T4 2Y 2 KTExpand(>) & Collapse (V) 227V v 7 LT, BEHMNGD T T ALXTINA A
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« [BEE (Overview) |: MLOFEFIERSINIZH v aBR—RKNLOEERA N v 7 2FKR
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AL DHEEE

«[CCL]: A v H—T 2 A ADAT —H AR L OERN T 7 4 v 7 O EHER,

FG_NEI v ThHE, SFESFLA N I Xy aR—RNIBETEET, PR—FX
NNTWBEYT TAZ AR v 7 OEFER7R ) A MZOWTIL,  [Cisco Secure Firewall Threat Defense
Health Metrics] Z#Z&M L T 72 &0,

HLEBO ey 72y RE&EEEZHRECTEET, KETIEMG (74108 hb,
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AL LOBMGH K THERELET,
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(/= FEHDO~NVAE=ZF—DER) T 74/ FTIE, T ZE=F—F, W ONDEHE
HEZRINIZE vV aR— R TCEFHEBLIORT7 4 —~ 2 ZADA N w72 HELET, A b
Uo7 Zyiadh— RIZIZRO DR EENET,

«Overview : CPU, AEV ., A ¥ —7 = A A, PEffetERR s, MOERFELL v a
R=FNODOFERA N v I 2EFRLET, T4 AZHHABEEEER T AERLE
FNET,

« CPU : CPU fEHIZE, 7'mtABIEBLOWEL2 7RIl CPU EHSEA 5 A E T,
s Memory : 73N ADAEVEHE, T—27F1L— L Snort D AEVFEMAREEARET,
e Interfaces : £ VX —T =2 A ADAT—HABIOERN N7 7 1 v 7 HEIER,

» Connections : #&festal (V77 ho7ua—, T 77 4 7w, ©— 27 8tk L)
BLONAT B 7> b,

« [Snort] : Snort 7' 1 & AT BHE T 2 EHE R,

*[ASP K>~ (ASPdrops) ]: SEIERHEEAT IR Yy FEN7/T » MIBEET 5 HiEE
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FGR_NEI w7 THE, SFESFLA N I Xy aR—RNIBETEET, PFR—FX
NWTWBET A ARA R v 7 OafER7R ) A MOV TIL,  [Cisco Secure Firewall Threat Defense
Health Metrics] &L T30,

ATw 78 EFEE=4%—0f EMicH D77 A5% Add New Dashboard(-+) 227 V v 7 LT, {fiffalfE
AN I TN—TNEMBEOE Yy bERRL, WAZ AL vy aR— RE/ERLE
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JTABBERDOL v a2 — ROBFEIX, 7 TAZDAN) v 7 T —T%RRLTHhH, A
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DISRAREZDEZ TN a—Ta42
CCL PingY—/nZflifl+ 5L, 77 2ZHMY 7 BIELSKEEL TS Z L 2R TE X
To THA AL TAZTHAMRERKROY —VEMHATLIZ L TEET,

c NI TNYa—=T T Ty AN )= KRBT TAZIIBINTERWNGE, NI T a—
TAYT Ty ANNBABIERSNET, £/, [T/NM1 R (Devices) |>[T/NA RE
¥ (DeviceManagement) 1>[2 5 X4 (Cluster) |1>[—f% (General) | =V 75 k7
TNy a—T 4T T7ANEERLTHE T a—RTHZELTEET, N T T a—
TAYT T ANDEREBRLTIZIV,

More() 227 Vw27 L, [NF7T N a—T 422 77 A/ (Troubleshoot Files) | % &R
LT, [T/3f AEH (DeviceManagement) ] X—UMNH 7 7 A VEAKTHZEHTEE
R

« CLL 77 : [T/NM4 R (Devices) 1> [T/3\1 A EH (Device Management) | >[¥ 5 X &
(Cluster) 1>[—#& (General) | “U T T, ZTAZD KT TNy a—T 42 TITHENLD
—HOERFEACLIM 2R R TEET, 77 AXIIx L TRO 2~ R ABIZFAT
INFET,

« show running-config cluster

« show cluster info

+ show cluster info health

« show cluster info transport cp
+ show version

* show asp drop

+ show counters

 show arp

» show int ip brief

« show blocks

« show cpu detailed

« show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2

[~ F (Command) | 7 4 —/V RIZEED show 2~ > REANTHZ L TEET,
FEIZOWTIL, CLIHIOFRREZRL T IZ3V,
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7S5 RA—HFIE) > ~D ping DEIT
JTARICBIN LT — Ri%, 77 AZH#Y 7 MTU & —89 537 v b B X CHil4E
J— RiZpingZEETHZE TMTU DA ZF = v 7 LET, ping VKRS 5 & @EIN
AR END 720, BEiAA v TFOMIUA—HAEEL THAITTH 2N TEET, 2OV —
NEMRTZ2E, 77 AZGHIEY 7 OBFGRICRENH D581, T7TIC7 FAXIIEIMLT
WD RTOD /) — RIZFH T ping #ETTEET,

FIE

ATY 1 [TINA R (Devices) |>[T/31 REH (Device Management) | DJIEIZEIR L, 7 T A% OFf
DO More() 27 Vw7 LT[ITAEZDT AT AT —4 A (Cluster Live Status) | 23R L FE
hd‘o

H30:95R3DAT—2 R

Cluster Status ®
Overall Status: Cluster has all nodes in sync
Nodes details (2) [ Refresh ] [ Reconcile All ] [Q Enter node name I
Status Device Name Unit Name Chassis URL
In Sync. 172.16.0.51 172.16.0.51 N/A
In Sync. 172.16.0.50 Control 172.16.0.50 N/A

Dated: 13:56:52 | 06 Jan 2025 m

AT9 72 /=KD 125%BEHL, [CCLPing| 27 U v 7 LEd,
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31: CCL Ping

Cluster Status ®
Overall Status: Clustering is disabled for 1 node(s)
Nodes details (2) [ Refresh ] [ Reconcile All ] IQ Enter node name
Status Device Name Unit Name Chassis URL
Clustering is disabled 172.16.0.51 172.16.0.51 N/A
In Sync. 172.16.0.50 Control 172.16.0.50 N/A

[ Summary ][ History ][ CCL Ping ]

ping 10.10.3.2 size 1654 repeat 2
Sending 2, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:
7?

Success rate is 0 percent (0/2)
3

Dated: 20:29:19 | 06 Jan 2025 m

J = FiE, RMTU =T 237y b A XA LT, 7T ZAZ2HIHY) 7 Tio4
TPH ./ — R ping #¥5 L ET,

DIRAR)TDEEEN

ORIV a iR, 2T AREY U OERICET DS RS S ENET,

Threat Defense DHEREE VU S XA 1) VY

Firewall Threat Defense D —ESDFEREIL 7 T A X ) 7 TIEV AR — &N T., —EIEHI#E 2=
K2 T R— SN ET, ZTOMOEREIZ OV CIREY A EHICET 28 ERND 58085
D E£7,

HR— SN TWEWVERREISRE VT
ROFEHEIL, 7T AZ ) L 7B E FFRETES, 2~ FHEGSNET,
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I T ALY 7 THYAR— FE TV FlexConfighiE (WCCP A > AT v g L 7pd) %
FRTDHITIE, ASA O— R EDa L 7 4 X2 b —r g0 HA REZERLTLIIEEN,
FlexConfig Cl%, Firewall Management Center GUI (21372 2% < D ASA HREZ X E T £ 77,
FlexConfig AR U & —ZZM L T 7230,

e JE— kK 77+ A VPN (SSL VPN # L U IPsec VPN)

N7V w777 RTIE, A R VPN (KU o —_"—=2B L Wb— b _X—R) [T R—
FEINTWERA,

*DHCP 7 A 7> b, ¥—— BLOTmF, DHCP U L—3¥R— LS THE
B

AR R RN A B =T = A A (VT

o A
cHEN—T 4 TBLOT Y vy VT

* Firewall Management Center UCAPL/CC £— F

*DHCP 7 7A 7 > b, #—="— BLOTmFL, DHCP J L—F¥ A —F SN THE
‘j‘o

DIRB) T OHRREPTIGEEE

The following features are only supported on the control node, and are not scaled for the cluster.

\}

GE)

Traffic for centralized features is forwarded from member nodes to the control node over the cluster control
link.

If you use the rebalancing feature, traffic for centralized features may be rebalanced to non-control nodes
before the traffic is classified as a centralized feature; if this occurs, the traffic is then sent back to the
control node.

For centralized features, if the control node fails, all connections are dropped, and you have to re-establish
the connections on the new control node.

GE)

To view FlexConfig features that are also centralized with clustering, for example RADIUS inspection,
see the ASA general operations configuration guide. FlexConfig lets you configure many ASA features
that are not present in the Firewall Management Center GUI. See FlexConfig /8 U 3 —.

* The following application inspections:

* DCERPC
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« ESMTP
« NetBIOS
« PPTP
«RSH

« SQLNET
« SUNRPC
« TFTP

« XDMCP

* Static route monitoring

BRSREEISRZ YT

Connection limits are enforced cluster-wide. Each node has an estimate of the cluster-wide counter values
based on broadcast messages. Due to efficiency considerations, the configured connection limit across the
cluster might not be enforced exactly at the limit number. Each node may overestimate or underestimate
the cluster-wide counter value at any given time. However, the information will get updated over time in
a load-balanced cluster.

BAFIVION—TAITEIVITIRRY VY
Rl A v Z—T oA ZEF—FRTIE, &K/ — R KBRAZ L RT R —2 L LTI —F 477 n
harvz3Z7LET, v— FOEEX, &/ — RBEBNZITNET,
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Router A

All units are using OSPF
with neighboring routers

ECMP Load Balancing

FORTIE, V—Z ATV —F B ~DHEI X NZANARDLHZ L EFELET, NRTF
NEN1LSO /) —RE@BEELET, ECMPZ2FEHLT, 4 XXM TrI7 747 Du— KT
YU T EITOVET, &/ — RiL, AL —Z LEET AL XL, FNTETRRELRDBNA—F ID

PERLET,
BHEEIL, K/ — RICEARIZL—ZIDNRESND LI, W—ZIDDI T AR T —)L&EHR
ETHVLERHY 97,

FIPEOSREBY VYT

« I[f FTP data channel and control channel flows are owned by different cluster members, then the data
channel owner will periodically send idle timeout updates to the control channel owner and update
the idle timeout value. However, if the control flow owner is reloaded, and the control flow is re-hosted,
the parent/child flow relationship will not longer be maintained; the control flow idle timeout will
not be updated.

NAT &S RAY VY

NAT can affect the overall throughput of the cluster. Inbound and outbound NAT packets can be sent to
different Firewall Threat Defenses in the cluster, because the load balancing algorithm relies on IP addresses
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and ports, and NAT causes inbound and outbound packets to have different IP addresses and/or ports.
When a packet arrives at the Firewall Threat Defense that is not the NAT owner, it is forwarded over the
cluster control link to the owner, causing large amounts of traffic on the cluster control link. Note that the
receiving node does not create a forwarding flow to the owner, because the NAT owner may not end up
creating a connection for the packet depending on the results of security and policy checks.

If you still want to use NAT in clustering, then consider the following guidelines:

XU ARP 2L BIA VX —T = A ADOLGEIE, vy BT T RLARIZONT T |
XV ARPIGENEFEEINDZ LDV FHA, ZHUL, 7T AXICHE LR IeoTH]
REMED®H D ASA LI — 2 LR ETBUREHERF T2 2 L 22T, Ty AL
e B —HF. ALY VFTAZIPT RLAZET oL 7 7 RLRAICOWTIT AL
TAv T V= ERITIPBR EAT V=2 b N T vX U T EERTILERDD 7,

AEBIA v H =T 2 ZADA B —T = A APAT 2L : A ' F—7 = A % PAT . fHRIA
VHE—T 2 A ATIEVER— SN TWERA,

*» PAT with Port Block Allocation—See the following guidelines for this feature:

* Maximum-per-host limit is not a cluster-wide limit, and is enforced on each node individually.
Thus, in a 3-node cluster with the maximum-per-host limit configured as 1, if the traffic from
a host is load-balanced across all 3 nodes, then it can get allocated 3 blocks with 1 in each node.

* Port blocks created on the backup node from the backup pools are not accounted for when
enforcing the maximum-per-host limit.

* On-the-fly PAT rule modifications, where the PAT pool is modified with a completely new
range of IP addresses, will result in xlate backup creation failures for the xlate backup requests
that were still in transit while the new pool became effective. This behavior is not specific to
the port block allocation feature, and is a transient PAT pool issue seen only in cluster
deployments where the pool is distributed and traffic is load-balanced across the cluster nodes.

* When operating in a cluster, you cannot simply change the block allocation size. The new size
is effective only after you reload each device in the cluster. To avoid having to reload each
device, we recommend that you delete all block allocation rules and clear all xlates related to
those rules. You can then change the block size and recreate the block allocation rules.

* NAT pool address distribution for dynamic PAT—When you configure a PAT pool, the cluster
divides each IP address in the pool into port blocks. By default, each block is 512 ports, but if you
configure port block allocation rules, your block setting is used instead. These blocks are distributed
evenly among the nodes in the cluster, so that each node has one or more blocks for each IP address
in the PAT pool. Thus, you could have as few as one IP address in a PAT pool for a cluster, if that
is sufficient for the number of PAT’ed connections you expect. Port blocks cover the 1024-65535
port range, unless you configure the option to include the reserved ports, 1-1023, on the PAT pool
NAT rule.

* Reusing a PAT pool in multiple rules—To use the same PAT pool in multiple rules, you must be
careful about the interface selection in the rules. You must either use specific interfaces in all rules,
or "any" in all rules. You cannot mix specific interfaces and "any" across the rules, or the system
might not be able to match return traffic to the right node in the cluster. Using unique PAT pools per
rule is the most reliable option.

* No round-robin—Round-robin for a PAT pool is not supported with clustering.
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* No extended PAT—Extended PAT is not supported with clustering.

* Dynamic NAT xlates managed by the control node—The control node maintains and replicates the
xlate table to data nodes. When a data node receives a connection that requires dynamic NAT, and
the xlate is not in the table, it requests the xlate from the control node. The data node owns the
connection.

* Stale xlates—The xlate idle time on the connection owner does not get updated. Thus, the idle time
might exceed the idle timeout. An idle timer value higher than the configured timeout with a refcnt
of 0 is an indication of a stale xlate.

* No static PAT for the following inspections—
* FTP
* RSH
* SQLNET
* TFTP
+ XDMCP
* SIP
* If you have an extremely large number of NAT rules, over ten thousand, you should enable the

transactional commit model using the asp rule-engine transactional-commit nat command in the
device CLI. Otherwise, the node might not be able to join the cluster.

SIPAf VARG aVEYSREYLY

A control flow can be created on any node (due to load balancing); its child data flows must reside on the
same node.

SNMP & U S RA 1YY

You should always use the Local address, and not the Main cluster IP address for SNMP polling. If the
SNMP agent polls the Main cluster IP address, if a new control node is elected, the poll to the new control
node will fail.

When using SNMPv3 with clustering, if you add a new cluster node after the initial cluster formation,
then SNMPv3 users are not replicated to the new node. You must remove the users, and re-add them, and
then redeploy your configuration to force the users to replicate to the new node.

syslog LV S X225

* Each node in the cluster generates its own syslog messages. You can configure logging so that each
node uses either the same or a different device ID in the syslog message header field. For example,
the hostname configuration is replicated and shared by all nodes in the cluster. If you configure
logging to use the hostname as the device ID, syslog messages generated by all nodes look as if they
come from a single node. If you configure logging to use the local-node name that is assigned in the
cluster bootstrap configuration as the device ID, syslog messages look as if they come from different
nodes.
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CiscoTrustSec &V S X% 1)

Only the control node learns security group tag (SGT) information. The control node then populates the
SGT to data nodes, and data nodes can make a match decision for SGT based on the security policy.

VPN &EOSRAY DY

VPN HfEZ T CE 20130/ — RIZ0TH Y, 7 72X OF Mg EIIEH S EE

oo HliH 7 — R CREENRAE LGA IR, X TORERFO VPN ##i3 Kbil, VPN = —H|Z
Lo TUT—v2ADHr L e £, HLWEHNE, — R2BE Iz & 2, VPNEHLA Fik
MNTDHMENRHD 77,

PBR £ 721X ECMP #3425 & EDEBIA > X — T = A A~DERIZOWTE, a—hL 7T
RLUVATIERL, WAL VT AXIPT RLAICERGTHOLERH Y £,

VPN BHE O F— LFEAEX, 33 TCo/ — Rz I E T,

\}

=) VEeE—h T77EAVPNILX, Z7F7RAZY T TIEHAR—FSNEREA,

INTA—T R RT—1) U5 &R

When you combine multiple units into a cluster, you can expect the total cluster performance to be
approximately 80% of the maximum combined throughput.

For example, if your model can handle approximately 10 Gbps of traffic when running alone, then for a
cluster of 8 units, the maximum combined throughput will be approximately 80% of 80 Gbps (8 units x
10 Gbps): 64 Gbps.

HlfE/ — FDEE

Nodes of the cluster communicate over the cluster control link to elect a control node as follows:

1. When you enable clustering for a node (or when it first starts up with clustering already enabled), it
broadcasts an election request every 3 seconds.

2. Any other nodes with a higher priority respond to the election request; the priority is set between 1
and 100, where 1 is the highest priority.

3. Ifafter 45 seconds, a node does not receive a response from another node with a higher priority, then
it becomes the control node.

A\

GH) If multiple nodes tie for the highest priority, the cluster node name and then the serial number is used to

determine the control node.

4. Ifanode later joins the cluster with a higher priority, it does not automatically become the control
node; the existing control node always remains as the control node unless it stops responding, at which
point a new control node is elected.
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5. Ina"split brain" scenario when there are temporarily multiple control nodes, then the node with
highest priority retains the role while the other nodes return to data node roles.

\)

6=

You can manually force a node to become the control node. For centralized features, if you force a control

node change, then all connections are dropped, and you have to re-establish the connections on the new

control node.

DIABADNATRALSEY T4

IIAZY TR, )= R F—T A ADIEFHEZE=F2— L, /— FHTHEHoREL
BRA LI AT_A TV T4 2FEBLET,

J—KANJLREZAY DY

Each node periodically sends a broadcast heartbeat packet over the cluster control link. If the control node
does not receive any heartbeat packets or other packets from a data node within the configurable timeout
period, then the control node removes the data node from the cluster. If the data nodes do not receive
packets from the control node, then a new control node is elected from the remaining nodes.

If nodes cannot reach each other over the cluster control link because of a network failure and not because
a node has actually failed, then the cluster may go into a "split brain" scenario where isolated data nodes
will elect their own control nodes. For example, if a router fails between two cluster locations, then the
original control node at location 1 will remove the location 2 data nodes from the cluster. Meanwhile, the
nodes at location 2 will elect their own control node and form their own cluster. Note that asymmetric
traffic may fail in this scenario. After the cluster control link is restored, then the control node that has the
higher priority will keep the control node’s role.

AB—DTIAREZAY Y

£ —Rit, FHTOTRTCOBRLENTENN— RV 2T A 2 =T 2 A ADY VT AT —H R
EEoH L, AT —HXAEFE I — FioHRELET,

TRTCOMEA A —T 2 A ARE=F Y T ENET, 72750, =V I TEBHDIE,
BHITE A =T 2 f ADHTE, ~NAF 2o 7 iF. A B —T oA AL|T, T=H—
Vo Tkt 7y ar TEMNITDHIENTEET,

)= RDEFE=FHNGEDA v Z—T 2 A ANRKB LA, £/ — Kid7 722 hHEIBRSH
4, J—FNIZ500 2 URBICHIBRESNET,

BEEEDRAT—H R

When a node in the cluster fails, the connections hosted by that node are seamlessly transferred to other
nodes; state information for traffic flows is shared over the control node's cluster control link.

If the control node fails, then another member of the cluster with the highest priority (lowest number)
becomes the control node.

The Firewall Threat Defense automatically tries to rejoin the cluster, depending on the failure event.
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(G¥)  When the Firewall Threat Defense becomes inactive and fails to automatically rejoin the cluster, all data
interfaces are shut down; only the Management interface can send and receive traffic.
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Every connection has one owner and at least one backup owner in the cluster. The backup owner does not
take over the connection in the event of a failure; instead, it stores TCP/UDP state information, so that the
connection can be seamlessly transferred to a new owner in case of a failure. The backup owner is usually
also the director.

Some traffic requires state information above the TCP or UDP layer. See the following table for clustering
support or lack of support for this kind of traffic.
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%= 3: Features Replicated Across the Cluster

Traffic State Support Notes

Up time Yes Keeps track of the system up time.
ARP Table Yes —

MAC address table Yes —

User Identity Yes —

IPv6 Neighbor database Yes —

Dynamic routing Yes —

SNMP Engine ID No —

DSREANEREEET HHE

Connections can be load-balanced to multiple nodes of the cluster. Connection roles determine how
connections are handled in both normal operation and in a high availability situation.

EfHOO—IL

See the following roles defined for each connection:

Owner—Usually, the node that initially receives the connection. The owner maintains the TCP state
and processes packets. A connection has only one owner. If the original owner fails, then when new
nodes receive packets from the connection, the director chooses a new owner from those nodes.

Backup owner—The node that stores TCP/UDP state information received from the owner, so that
the connection can be seamlessly transferred to a new owner in case of a failure. The backup owner
does not take over the connection in the event of a failure. If the owner becomes unavailable, then
the first node to receive packets from the connection (based on load balancing) contacts the backup
owner for the relevant state information so it can become the new owner.

As long as the director (see below) is not the same node as the owner, then the director is also the
backup owner. If the owner chooses itself as the director, then a separate backup owner is chosen.

For clustering on the Firepower 9300, which can include up to 3 cluster nodes in one chassis, if the
backup owner is on the same chassis as the owner, then an additional backup owner will be chosen
from another chassis to protect flows from a chassis failure.

Director—The node that handles owner lookup requests from forwarders. When the owner receives
anew connection, it chooses a director based on a hash of the source/destination IP address and ports
(see below for ICMP hash details), and sends a message to the director to register the new connection.
If packets arrive at any node other than the owner, the node queries the director about which node is
the owner so it can forward the packets. A connection has only one director. If a director fails, the
owner chooses a new director.

As long as the director is not the same node as the owner, then the director is also the backup owner
(see above). If the owner chooses itself as the director, then a separate backup owner is chosen.

ICMP/ICMPv6 hash details:
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* For Echo packets, the source port is the ICMP identifier, and the destination port is 0.
* For Reply packets, the source port is 0, and the destination port is the ICMP identifier.

* For other packets, both source and destination ports are 0.

» Forwarder—A node that forwards packets to the owner. If a forwarder receives a packet for a
connection it does not own, it queries the director for the owner, and then establishes a flow to the
owner for any other packets it receives for this connection. The director can also be a forwarder. Note
that if a forwarder receives the SYN-ACK packet, it can derive the owner directly from a SYN cookie
in the packet, so it does not need to query the director. (If you disable TCP sequence randomization,
the SYN cookie is not used; a query to the director is required.) For short-lived flows such as DNS
and ICMP, instead of querying, the forwarder immediately sends the packet to the director, which
then sends them to the owner. A connection can have multiple forwarders; the most efficient throughput
is achieved by a good load-balancing method where there are no forwarders and all packets of a
connection are received by the owner.

GE) We do not recommend disabling TCP sequence randomization when using
clustering. There is a small chance that some TCP sessions won't be
established, because the SYN/ACK packet might be dropped.

Fragment Owner—For fragmented packets, cluster nodes that receive a fragment determine a fragment
owner using a hash of the fragment source IP address, destination IP address, and the packet ID. All
fragments are then forwarded to the fragment owner over the cluster control link. Fragments may be
load-balanced to different cluster nodes, because only the first fragment includes the 5-tuple used in
the switch load balance hash. Other fragments do not contain the source and destination ports and
may be load-balanced to other cluster nodes. The fragment owner temporarily reassembles the packet
so it can determine the director based on a hash of the source/destination IP address and ports. If it
is a new connection, the fragment owner will register to be the connection owner. If it is an existing
connection, the fragment owner forwards all fragments to the provided connection owner over the
cluster control link. The connection owner will then reassemble all fragments.

Port Address Translation Connections

#LWERBRORAE

Traffic redirection is not supported in this release. When a new connection is directed to a node of the
cluster via load balancing, that node owns both directions of the connection. All the subsequent packets
for the same connection should arrive the same node. If any connection packets arrive at a different node,
they will be dropped. If a reverse flow arrives at a different node, it will be dropped as well. For centralized
features, if the connections do not arrive on the control node, they will be dropped.

By default, AWS GWLB uses 5-tuple to maintain flow stickiness. It is recommended to enable 2-tuple or
3-tuple stickiness on AWS GWLB to ensure the same flows are sent to the same node.

TCPOY U TILF—42 70—

The following example shows the establishment of a new connection.
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The SYN packet originates from the client and is delivered to one Firewall Threat Defense (based on
the load balancing method), which becomes the owner. The owner creates a flow, encodes owner
information into a SYN cookie, and forwards the packet to the server.

The SYN-ACK packet originates from the server and is delivered to a different Firewall Threat Defense
(based on the load balancing method). This Firewall Threat Defense is the forwarder.

Because the forwarder does not own the connection, it decodes owner information from the SYN
cookie, creates a forwarding flow to the owner, and forwards the SYN-ACK to the owner.

The owner sends a state update to the director, and forwards the SYN-ACK to the client.

The director receives the state update from the owner, creates a flow to the owner, and records the
TCP state information as well as the owner. The director acts as the backup owner for the connection.

Any subsequent packets delivered to the forwarder will be forwarded to the owner.

If packets are delivered to any additional nodes, it will query the director for the owner and establish
a flow.

Any state change for the flow results in a state update from the owner to the director.

ICMP & U UDP DY > TILTF—2 70—

The following example shows the establishment of a new connection.
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The first UDP packet originates from the client and is delivered to one Firewall Threat Defense (based
on the load balancing method).

2. The node that received the first packet queries the director node that is chosen based on a hash of the
source/destination [P address and ports.

3. The director finds no existing flow, creates a director flow and forwards the packet back to the previous
node. In other words, the director has elected an owner for this flow.

4. The owner creates the flow, sends a state update to the director, and forwards the packet to the server.
5. The second UDP packet originates from the server and is delivered to the forwarder.

6. The forwarder queries the director for ownership information. For short-lived flows such as DNS,
instead of querying, the forwarder immediately sends the packet to the director, which then sends it
to the owner.

7. The director replies to the forwarder with ownership information.

8. The forwarder creates a forwarding flow to record owner information and forwards the packet to the
owner.

9. The owner forwards the packet to the client.
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T RE Minimum | Minimum | 2£48
Firewall Firewall
Management | Threat
Center Defense
MTU ping test on cluster | 7.6.0 7.6.0 When a node joins the cluster, it checks MTU compatibility by sending a ping
node join to the control node with a packet size matching the cluster control link MTU.
If the ping fails, a notification is generated so you can fix the MTU mismatch
on connecting switches and try again.
VMware 33 X *KVM | 7.4.1 7.4.1 Firewall Threat Defense Virtual |X VMware 36 X OVKVM T K 16 / — K
@ Firewall Threat OENA L H =T 2 A ADT TARAE) TV R—=bTBHLII12R2D
Defense Virtual ® 7 = F L7,
AZY T
Cluster control link ping | 7.2.6/7.4.1 |\ ¢*417> | You can check to make sure all the cluster nodes can reach each other over the
tool. cluster control link by performing a ping. One major cause for the failure of a
node to join the cluster is an incorrect cluster control link configuration; for
example, the cluster control link MTU may be set higher than the connecting
switch MTUs.
New/modified screens: Devices > Device Management > More > Cluster
Live Status.
Troubleshooting file 7.4.1 7.4.1 You can generate and download troubleshooting files for each device on the
generation and download Device page and also for all cluster nodes on the Cluster page. For a cluster,
available from Device you can download all files as a single compressed file. You can also include
and Cluster pages. cluster logs for the cluster for cluster nodes. You can alternatively trigger file
generation from the Devices> Device M anagement > M ore > Troubleshoot
Filesmenu.
New/modified screens:
* Devices > Device Management > Device > General
* Devices > Device Management > Cluster > General
Automatic generation of | 7.4.1 7.4.1 If a node fails to join the cluster, a troubleshooting file is automatically
a troubleshooting file on generated for the node. You can download the file from Tasks or from the
a node when it fails to Cluster page.
join the cluster.
View CLI output fora |7.4.1 =Y You can view a set of pre-defined CLI outputs that can help you troubleshoot

device or device cluster.

the device or cluster. You can also enter any show command and see the output.

New/modified screens: Devices> Device M anagement > Cluster > General
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Firewall Firewall

Management | Threat

Center Defense
75 ABE DL AE=|T73.0 WEND | T TAZDANNVAE=H —REEmRETZTDHE IR E LI,
5 —DE

POR/EE Sl [T/84 R (Devices) |>[T/34 RAEI (Device
Management) ] >4 5 X4 (Cluster) >[5 AZDANILAE=F—
MDEXTE (Cluster Health Monitor Settings) ]

GE)
LARIZ FlexConfig ZfE/H L CZ O OREEIT - 2541, BRI
9" FlexConfig DFX E & HIFR L T 72 &0, HIBR Lo 723561,
FlexConfig D% E1Z & - T Management Center DX T EEX I E

7,
7 IGAE ~JLAF= |73.0 WIS | TAFDANIVA TS — H v aRh— KT TAXDRELE TR
B— v aR—R T&HEHIThDFE L,

BHVAR S Lz - [V AT L (System) ] > [IEEM (Health) ]>
[E=%— (Monitor) ]

VMware 8 X U'KVM |7.2.0 7.2.0 Firewall Threat Defense Virtual IX VMware 8 X O'KVM T K4 / — K
@ Firewall Threat OERIA VB —T 2 A ADT FAZ) T2 R—FLET,
i DI = .
Defense Vuicual 77 S S U7
ABY T

s [7/31 A (Devices) 1>[7 /31 A& H (Device Management) ]>
[7 5 2% DM (Add Cluster) ]

«[T/34 R (Devices) |>[T/31 REE (DeviceManagement) ]>
[F## (More) | A==—

* [Devices] > [Device Management] > [Cluster]

PR—=FINTWNWBETT Y 74 —25 : VMware BL D KVM ED
Firewall Threat Defense Virtual
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