mERY S—

ZI T EERY DRk, RE, BEL, BLUOrF U oM EEZRLET,
HEERY —IZHoNT (1 8—Y)
« Decryption Policies D EA: & FiifEseff (3 ~—2)
« DIEREBERY >— (3 2—)
cEHERV = DT T HNV T I ary (183—)
EETERWNT T 4w I OT 74NV NUEEAT v ay (195—)
EERY = AT g (22 8—Y)

BEERY—IZDUVT

A decryption policylZ LV | * v FU—7 LD N T 7 4 > 7 ORBGIENIREY £77, 1
DL _EDdecryption policiesZ ¢ 7€ L. adecryption policy® 7 7 A 22> ha—/L KR Y I —{ZB
BT T, Z2O7 78R ary br—L R =2 FHART NS ACRBETEET, 7
NAATTCP Y Ry A 7B ENL &, TR ary br—L RY —FRMIC T
T4y L TRA L £9, IRIZ TCP 4%kt | T TLS/SSL i 5kt v o a vl S vz
YA 1%, decryptionpolicy23 5| ZHENTHE 5L N7 7 4 v 7 OB L OESNFEITSNET,

T4 - FEFERALEESRY O—DER
U4 F—REMALT, ROXA TOEERY O —2ERTE ET,

« 7 by NEE (5 - R4 (Decrypt-Resign) Jb—AT 27 at) o bF7 4y

TNZ DNV B LG, VAT AMICATEAELRHEH L T — "—iEHELHE
LTS, TEFE (man-in-the-middle) & L CTHERE L £,
(1875 L7 (Do NotDecrypt) |17 7 a3 »&ETe 3 DO/L—/L3AR U o —I|Z[RKHZ BN
ENDH, BT FRINETET, 50— L, R —%ElT 5 & X ICH#
ETHESORAHEBICHIELET ez, EHZEOCCREOEHHATLZ 085
NTWLT TV r—2arDEFENANATHIIOBIRTHZENTEET) &

FEHICOWTIE, [T Y MAT s MEER#E 2 L2 5K Y > — D) 22 LT
STEEVY,

w#sRY— I}
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meRys— |

e AT NiR#E ([E5 - BEAO S — (Decrypt - KnownKey ) 1 /v—7 27 ay) 1
DENIEE OV — N—FEAELMEX— T 2T 7 v a VICEHEM T R TEE
To NTT7 40 I PN—MIZ—E LT, NT77 47 ORI I NEREE T 7
g JCEEMT DNTERERER B L GE. VAT AT s -2 LT
tyva Ol b ETF—2IRELE T,

(1875 L7 (Do NotDecrypt) |17 7 > a v &ETe 3 DO/L— L3R U o —I|Z[RKHZ BN
SNETH, ZNOLDOL—/UIT 7 4/ b TEDZ 2> THET, ZhbD—LiE, R
V=% Fld 2 & SITHRET DESOBRIMERICHIS LET (& 2E GEFEO e
BOEERATAHZENMONTWAET IV r—a v OEBENARATHEIHERTH
TERTEET) .

FECOWTIE, 7Y bRy NEeRE R LE SR Y v— Ok (7 =—
V) 1 #BRLTIIESN,

e FOMDEBN—NLT I ay (TayX o FRE=FY I E)

A OWTIE, Mhor—nT7 7 a2 ERLEESRY —OfER (173—) |
L TLTEE 0,

U4 W— RiX, FBE LIZEED SR o— v &2 BERNCER LET, e 2iE A o
vy REEL— LTI, MM ORNEFR Y MU =220 T T 4 v 721 OOREHES
BEL, TV =T U TEMO%y NU—Z 21D N T 7 4 v Z I3 OFEREE FRET
LT EMNBY ET,

UAP= NI ROESIZ, T MDY RBIOS vy > FRER Y — DB — L %
fER L £

« T M RRH# (85 - 784 (Decrypt - Resign) | /v—/AT 27 a ) 74 H—

Rid, U4 P —=RTHELEN—ETH N T 7 4 v 7 D[FES L7\ (DoNotDecrypt) ]
N—VEERLET, ZExiE, BETERWTF I r—yay GEEITGEREOY &
ODEFHL ATV r—ay) oD NI 7 4 v 7 E2EFLRNEIIGERIRTEE
7

FNTT 4y I BERNROEETT 7 AT U+ —)V & BT 5 K I [ 5 L7V (Do Not
Decrypt) | /V—/VidE SR Y S — D ANIHLE S E T,

s AR NEE ((ES - BEEOF— (Decrypt - KnownKey ) ]/L—/L7 7 3 )

U P FTIIS BT E E AN, [E5 L722 (Do Not Decrypt) ] /L— L3R
B E, BRI F9, ZhUCE D, BEIDS L TR TIND OIS E AT
THZLERTEET,

[#85 L% Ly (Do NotDecrypt) 1781 > —D 5l
PUFIX, [E5 L7y (DoNotDecrypt) 1/V—A7T 7 v a &R LIEEZRY —0fT,

W astys—



| #5KYv—
Decryption Policies D E {4 & BTIR G .

Action:
Do Not Decrypt

A

Incoming e - Decryption| Access —
encrypted | “NAeCTYPtable |ecrypianig | policy action: Doy control =22 = Destination
packet traffic action  traffic default <P policy traffic
| | I
Action: Block Action: Block Action: Block
(no inspection) (no inspection)

| | |

& b HifiZedecryptionpolicy Tlid, WO R ENTWD K I, BELEDT A A TH—0F
TANNT I arTHBILN T 7 4 v 7 BT D X0 IfimanEd, 77408 T2
VarORETIE, TNUEDA AR g R LTEBNREN I 74 v 7 BT uy 795
M EEZSNTORWESAREN I 74 v 727 7823y ha— /L THRET DL IITHEET
TFET, VAT AE, B SN N T T 4 v P EFET AN, T ey ) TEET, T
NARFEETERWN T 74w 7T DL, NI 74 v 0 2FNLEDA AT g
YIRLTT Ry T EN, BHBOINNIESLRNWEFICLT, 778X ary b — Ll L 5BAE
EATWET,

BRAGT DI, OIERIE SR v — (B ~—) Z2ZMLTIESW,

Decryption Policies D E {4 L AR &E 4

Supported domains

Any

User roles
e Admin
» Access Admin

* Network Admin

DIERESKRY o —
RONTININDZ A T O R I —2{FRTEET,

T UM REHERY —IF, TU MU NERERET OV EERHLET, D
F0. s —AN—IRE SRRy N7 OINBIZH D £F, DX A TDL—LIC
X, [185 - 584 (Decrypt - Resign) | /V—/AT 7 v avidb£4, £/, FHEL-Z b
T77 4w GEAEOCREOEGERATDL T 7 4 v 77 E) @45 [ES LWL (Do
Not Decrypt) | 77 v a v &G BMONL—VHER L E 7,

T AT R A MR LSRR Y v OfE (4R—) 2BRLTLES
vy

w#sRY— I}
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B 7o resrErERLEESRY o — O

TN

FIE

ATy T
ATy T2

s AN RIRHERY =X, AT N A RET DL VB LET, oF
V., s —N"—dREI TRy NV =T OWNEIZH Y £, DX A TDL—/
X, [E5 - BEE O % — (Decrypt - Known Key) [/V—/T7 27 v arnibv£d, £/, i
ELIZ N7 7 47 GEHEOE U EOEMEHT L NT 740 v o E) 20N 2 [EE
L72\y (DoNotDecrypt) 17 7 > a v EinBNOL— LV HERK LET, Zhbor—u
IERANTEN o TOETHA, MBS THTEE L TAMCTZ ENTEET,
TN REGHRELER LI2ESRY v— OFEk (735—2) 22RLTLES
vy

s ZTDOMDT Vv ar ([EE L7V (DoNotDecrypt) . [ 2 v 2 (Block) ]. BXO[Y
vy LT v v (Block with Reset) ] Z&%e) .

Mhov—nT 7 va ezl LIEESRY — OfEHKR (173—) | 22RLTLE
él/\o

FMERREZERAL-ESRY) — OER

ZDORAT T, TV MU R R#ET DLV EER L TEERY > —2{EkT 507
HEIZOWTHALET, 2F 0, s — " —3 RSNy NT—7 DINBIZH D £7°,
ZDHATDON—ZIE, [ - B4 (Decrypt - Resign) | /V—/LT 7 a i £9,

WERD O —%ElT 5 & &%, EHO [ES - BREDF— (Decrypt - Known Key) ] /L—/b
LD [155 - FFE4  (Decrypt - Resign) | /b—/ 72 8 I DN —/L 2 [FRHERR TX %
T

EHEEREZRDNC LGSR, BE5RY) U—2ElT 201 T 7~ b &EER L TEID HTHH
ERHYET, HERY O —2FEHATIENT, Ty hETRTCOBEESFT7 V=7~ GEIER
78 BARTOIMNENHY £, MOV TL, TEAEREHT 7> FotElk) B T4
HEHAYR— I TEHRI) =47V b ZERLTIEEN,

1R BHHEIIZ

TU ATy Mg e RET DE SR Y =2 BT DRI, FHESIRT A ZADOPE CAGE
HELZT v 77— FELBERTLILERH Y £, Zd, ROVWTANDTIETIITTE
i‘j‘o

« Objects> Object Management > PK| > Internal CAs (2 &) L T PKI # &M L, WL CA FEF
HEF 7 7 PEEKRLET,

s ZOEFRY —DIVERFEE THEIT,

F 72 Secure Firewall Management Center |22 7 A > L T2 WAL, v/ A LET,
Policies> Access Control heading > Decryption 22 U v 27 L$79,

B &Ry —


management-center-device-config-77_chapter5.pdf#nameddest=unique_203
management-center-device-config-77_chapter5.pdf#nameddest=unique_198
management-center-device-config-77_chapter5.pdf#nameddest=unique_198
management-center-device-config-77_chapter34.pdf#nameddest=unique_1393

| #5KYv—

7YYy rEgREsERLEEERY o — ofm [

ATw 73 [HEEHRY T —D1ERK (Create Decryption Policy) 127 U v 7 LE7,
ATvF4  [4HT (Name) [IC—BEORV v—EASIL, A7 a TP (Description) JIZARY v —
DOFAEATILET,

WOILFIE, \WHERY —LICBEATEEE A,
SREHOE U AR

M AN O N N

ATy TS5 [TU hT Ly R (Outbound Connections) 1 #7227 U v 27 LET,

Create Decryption Policy ®

o Policy Details 2 | Decryption Exclusions

Enter name, description, choose (Optional) Configure exclusions

policy type and certificates. for outbound connections.

n A decryption policy is not required to only perform application or URL discovery; instead, you can use TLS 1.3
Server ldentity Discovery on the access control policy.

Name *

| QOutbound example |

Description

QOutbound Connections (User Protection) Inbound Connections (Server Protection)

How Outbound Protection Works
Cutbound protection matches traffic based on the referenced internal C ificate’s signature algorithm type, in addition to any configured rule
cond
l DECRYPTION EXCLUSIONS J/
—a— —a—
SOURCE DECRYPT RE-SIGN DESTINATION

Internal CA Download
A rule will be auto-created for the selected certificate authority.

£ IntCA e @ v Associated: 1 Network, 1 Port

ATY 76 [TV Ty REH (Outbound Connections) ] #7427V v 7 LET,

B'ERY—
|



B 7oriy resRrEsERLEEE R O— OFR

ATvT1

2AFvT9
ATv 710

Create Decryption Policy ®

o Policy Details 2 ' Blocking 3 = Decryption Exclusions
Enter name, description, choose (Optional) Configure blocking (Optional) Configure exclusions for
policy type and certificates. based on TLS version and outbound connections.

certificate status

ﬂ A decryption policy is not required to only perform application or URL discovery; instead, you can use TLS 1.3
Server Identity Discovery on the access control policy.

Name *

[ QOutbound example ]
Description

Qutbhound Connections (User Protection) Inbound Connections (Server Protection)

How Outbound Protection Works
Outbound protection matches traffic based on the referenced internal CA certificate’s signature algorithm type, in addition to any configured
rule conditions.

J{ DECRYPTION EXCLUSIONS J{
@——0——&
SOURCE DECRYPT - RESIGN DESTINATION
Internal CA Download
A rule will be auto-created for the selected certificate authority.
2 IntCA o ® v ] Associated: 1 Network, 1 Port
*See how to configure

[NECA (Internal CA) 1V & hnb, — /L OFEAELZT v 71— REFITRR L £,

WEBFEFAZEOFEIIZOW T, 77 bR 2 FEED 2O DONEICA DR (155—) |
L7 MR NMEEDT-ODHNEECA DT v 77—k (16 3—) | 2R LTLIEE
v,

EE) Xy hU—27 LAR—bFEEIR L FE T,
FEANZOWTIR, EZRL T Z X0,
o« X T — 7 — L DL

o — R L— L DA

[NeXt] %7 U ‘)7 Lij—o
D HrRYv— Ty s (9R—=2) [TERET,

W Esry -
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TorNDY

FIE

ATy T1
ATvT2
ATvT3

7o rRYy rpgREsEaLREeRy o— ok

RDZRY
L= VS DB 5B — v S

e TN DR =T I a BN BERI— DT 7N NT 7 ar (18
~—)

« Cisco Secure Firewall Management Center Administration Guide @ [Logging Connections with
a Policy Default Action| DFHIIIEST, T 74NV NT IV arouX o Ir 7y a %
#E LET

AR Y =D T m T 4 ORE  HWERY = FEMA T ay (22—Y)

T 7 A~ OO R Y > — O BEEAS 1 OFBFIZIE > T, decryptionpolicyx 7~ £ A =
vhu—b R U — BT £,

REAEZRE L ETRELEDORMAZZRL TIZE,

FMERREZFERAL-ESKRY) — OER

TDRAT T, AT R R#ET DL — VB L TESRY > —%21EWd 5 ik
WZOWTHHALET, 2F0, skt — "—Iff#ESNIoxy hV—TRIZHY 3, DX
A T ON—IZIE, [B5-BEH DX — (Decrypt-KnownKey) [/V—/7T 27 v aindbv 7,

\ERY v —%ABRT 5 & & 1d, WD 5 - BEHDOF— (Decrypt - Known Key) ] /L—/L=
D (1575 - 584 (Decrypt - Resign) | /b—/L72 & HE O — VL ERRFC/ERTE F9,

1R BRI

A UNT R A RET DGR Y = AR DR, WERY — N — DO NERE E A A4
YarilT7y7r—=RNT&ET, ZHhE ROWVTNPOFIETETTEET,
« Objects> Object Management > PK| > Internal Certs (28 L PKI # &M L T, WHEEEH
EFX TV =7 FEERLET,

o« ZDOEBRY L —DVERM S THELT,

EHEEZ AN LIZHEIE, BR Y =2 BT 280 F 7 v b E2ER L THD YT HH4
BRHYET, BER) —2HT L8002, F7y FeIT_XTOEEA 7Y =7 & GRER
E) BABTDODLENRDHY £, FEHICOWTIEZ, EREEHT 7 v FOER] BED T£
HEHHAYR— TRV =47 V=7 b 2ZRLTIEINY,

% 72 Secure Firewall Management Center |22 27 A > L CWeWEEIX, v/ A4 LET,
Policies> Access Control heading > Decryption 22 U v 27 L$79,
(185" Y > —DfERK (Create Decryption Policy) 1 %27 U v 7 LE9,
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TRy FEGRECFERLLZESRY O— OFER

ATvT4

ATy Th

ATvT6

ATy T1

ATvT8
ATvT9

ATy 710

[4A1 (Name) JIZ—EDORY —HE AL, A7 a o ThHEEM (Description) JIZAR Y > —
DA EANTILET,

WOLFIE, HERY —LIIHEHTEERA,

< OB Y A R

M N N N N T
[NERRERI = (Internal Certificates) | U A R, A— L OGEAEZT v 7' 0 — RE TR L
E I
WS CA GEBEDFEMIZ DWW T, TERRGERA 7 V=7 M 22 LTI EI0,
EE) x>y NU—J ER—FE2#EIRLET,
FERNZOWTIE, REZRLTIZE0,

e Xy MU= L—LD4A

o R— R IL— L DS

[f > 737> K8k (Inbound Connections) | ¥ 7 %7 Vw7 LET,

Create Decryption Policy ®

o Policy Details 2 | Decryption Exclusions
Enter name, description, choose oxC

nd certificates.

policy ty

© A decryption policy is not required to only perform application or URL discovery; instead, you can use TLS 1.3
Server Identity Discovery on the access control policy.

Name *

‘ Inbound example ‘

Description

Outbound Connections (User Protection) Inbound Connections (Server Protection)

How Inbound Protection Works
L rvices from external attackers.

Encrypted Traff rypted Traf
NTERNAL SERVICE DECR SOURCE

KNOWN-KEY

Internal Certificates

o)
® 1. InboundCertFacebook Associated: 1 Network, 1Port
® 2. InternalCert Associated: 1 Network, 1Port

Gancel m

Next] #7 U > 27 LET,

WD EERY — T ayr (94—) ICERET,
HERY — OB (10 2—) IR ET,

W Esry -
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» Cisco Secure Firewall Management Center Administration Guide @ ['Logging Connections with a
Policy Default Action] OFLHICHES T, T 74NV T v arouaX I 4 7 v a ki
ELET,

HMARY =0T RT o ORE B ERY) — AT g (22%—D)

7 7 ZAHFEHA~OMDO R Y — D BEAT T OFRBICAE S T, decryptionpolicyx 7 7 £ A @
Y hr— RY =BT T

RELFEZRALETRELEDORERMESML TIZE,

EHD ESR)— Jaovy

FIE

ATy T

ATvT2

ZZTIE, EERY — OERTIC, TLS X—T g v b —R—FHEZT—Z 2Nt F 2
T TR\ — =D E T ey 7T HIEICOWTHLLHIALET, BE5RY >—I12iX
[VEy LT mvZ (BlockwithReset) [/L—ANEETNTWETE, 774/ b THEHIZ
o TWET,

DLFICRRE I N WA EZ A7 2FEITLET,
e T ML R EAET L2 E SR — OER (4 2—)
e T ML R EAET L2 E SR — OfER (7 3—)

[72 v (Blocking) ] — 2k, ROA TV arRNbEd, T 740 MTiE, HS
RV =T 72 arDT_XTOLET v a VBREY IR TET,

o [TLS/R— g UZEESW TR A 7 1 » 735 (Block connections based on TLS version) ] :
TF 2T TRONTLS N—=V a V&2 lT 2 — "=~ D7 v vy 751213, 20
Frv IRy I A%F A LET, T 74/ MTIE, MEHTHD Z LB TVND SSL
v3.0, TLSV10, BELOTLSVLINE RSN ET, Fry 7 X7 U X Mpbflo—
VarEBEIRTEET,

o [P—= " —FEHEBDORT — X A ZEESWTHHiEZ 7 1 v 7§25 (Block connections based on
server certificate status) ] : V— X—FEBED AT —H AR X 2T TRV — " —~ D
a7 ay 7T A2, ZOF v IRy I AEF AT LET, T 74 R TR, (B4
2N (Invalid Signature) ], [HAFREIAL (Expired) ]. [£728%h (Not Yet Valid) ]. B X
O [MEZh7Z2REBE (Invalid Certificate) | DWEINSINTWET, Frv XU X b
AT —H2 ZAZ @R TEET,
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Delete ") &7 U v 7 L CRIRZHEIERT 57, [F 74/ M2 Ut v b (Resettodefault) |% 2
Uy 7 LTT 74V FOBRICELET,

ATY T3 [Next] #27 Vw7 LET,

ROERY
MERY v— ORA (10 2—2) iR ET,

4 | | o ~

Ea5R) o— DFS
ZDEAY T, EDXATDNT T 4 v 7 B\ TN ORINT 2 FEICON T LET,
FUTH T T 4 v ZIZONT, HERY —T[ES L7\ (Donotdecrypt) |/b—/L % {Ek
LES, Zo—d, G770 AT RESRY — (DF 0, [fE%5 - 5E4 (Decrypt
-Resign) ARV =T 27 v a VEHHTLHRY —) I LTOREHIT/>TWET,
IR BRI

TU AT R RET D E SR Y — AR DR, EESRT A 2ADOWE CA
AEHEZT v 7 u— R TL0ERDH D £9, ThiE, ROWTNLDHGIETETTE LT,

« Objects> Object Management > PK| > Internal CAs |2 #) L C PKI 2 L, WHE CA GE
HELT V7 FEERLET,

« ZDOEBRY O —DVERRE S THELT,

FIRr

ATy 1 RTHHPESNTWEEZ AT Z5ET LET,
TR NG R LT E SR Y v — OERR (4 <—2)

FEMZOWTIE, 7T U MDY REEGREAEH LB SR Y o— Ok (7 °—)
ZHERLTLEZEE N,

ATV T2 BHN—IFROFT T a v NHVFET, T_XTOLF T a g, 77 ATy FR#ERY
v— (5 -84 (Decrypt-Resign) [/—/L7 27 a) (L THEDITRY, o4~
TOEERY =T 7> g Ak LT ER ITR D 97,
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B

PEFURL A 7 =Y DA DA
4 7XA  (Bypass decryption for
sensitive URL categories)

RESNTATITINED ST T 4 v 7 &5 LERWEEAIE,
IDF v IRy 7 AEF T LET, BEF VOO
BIZL->TE, FFEDONT 7 4 v 7 (BR-CRFERE 2 )
DB FPEEIE SN TWAEERH Y £, FEMIC OV TR,
BEFWOHIEEO Y FIZBRIWEDEL E S,

BT IV EBINT 52, BN (Add) 1227V v 27 LET,
7Y ZHIRT 5121, Deete ) %227 U v LET,

1B 5 RRE 72T 4 DI 5 DX
A 73 A (Bypass decryption for
undecryptable distinguished
names)

FEAEDOBEAIC L > TR KW T S AN H 572D b
T4 EESLRWERIE. ZORy 7 At NI LE
9, HE. ZOBMER GEHEO U OIBEEA T 5T
9, ZOEIEICHOWTIE TSN TWEJ, TLS/SSL ik
BHEOEVEBODOHTA RTA4

BETERWIEMNLDY A M, VAINFEHLTWVET,

HERRERT 7Y r—a v
DIE T D731 73 A (Bypass
decryption for undecryptable
applications)

AEHEDO B K - THRN KT D2 /iR H 5720 b
T4 T EEELRWGEAIE, 2ORy I AZEAF I LE
R

W OBEL FEEO VDI REAT ST E
To ZOEEIZOWTIE T & CuvET, TLS/SSL Gk
EOELREODHA KT A
BHETERWT 7V r—a 0%, MEggtkEs — & _—=x
(VDB) TH®MIZEFHINET, T XCOT7 S r—r =
> ® Y A M, Cisco Secure Firewall 7 7Y r—< 3 5 4
JEDN—TU TR TEET, YRAaRnFl 5 TE W &l
L7277V r—3 a3 »id, undecryptable % 7" Cilhll STy
£7

HETXRWT AU r— gD A MI, VAL T
BHINTWET,
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B

[FFIZIK U 2 7 Ok CIXE =
% 734 73 (Bypass decryption
for very low-risk connections) ]

Encrypted Visibility Engine (EVE) 3 X TU'URL#7 2V L E =
T—vaillk o TREENTZZ 74T > FOBBEEE LR
MZHEASWT, FHETE 2% — "—THfE L TV 2 IEH TR
YRIDIIFZAT o DT T 4 w7 285 LIWEGEIR,
IDOFzv IRy I AeF N LET,
[Auto-Rule-Low-Risk-Connections] : [fE5 L 72> (Do Not
Decrypt) ] /V—/AMER S, HTLWESRY & —THAIC
o TWET,

RFICIR Y 2 7 O TIEEA % /31 /X & (Bypass decryption
for very low-risk connections) | 47" v a v &EFEHT 52X, %t
ot HT 78 A arv ha—L iKY —TEVE #6825
VERH Y ET, E£lo, HEHIART A R, AR IPS 7
AR ATA=Va 1T UBREZFITLTOWOLERDH Y £
R

TV r—vay A LEEEOSHOBAED U A b 2
BT AT, [BEXaT I77AT7 04— N T TV r—a
7 47 7 % (Secure Firewall Application Detectors) [\ZFE#Eh L &
ﬁ‘o

WORNL, T74NV I DOF T arERLTWET,

B &Ry —
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Create Decryption Policy ®

@ Policy Details ——— @ Blocking e Decryption Exclusions
Enter name, description, choose (Optional) Configure blocking (Optional) Configure exclusions for
policy type and certificates. based on TLS version and outbound connections.

certificate status

Decryption Exclusions

D Bypass decryption for sensitive URL categories

In many environments, certain categories of websites are not inspected for regulatory, compliance or privacy reasons. Customize the list
below to bypass inspection for designated categories.
Note: URL License is Required

URL Categories: Health and Medicine x Online Trading < Finance X

Bypass decryption for undecryptable distinguished names

Bypass decryption based on Cisco's list of known undecryptable distinguished names.
Note: This option is selected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
cause decryption to fail for unsupported distinguished names.

® 56 Distinguished names included v

Bypass decryption for undecryptable applications

Certain enterprise applications are not supported for decryption due to a variety of reasons (Certificate Pinning, Client Certificate

Authentication, etc.). Bypass decryption based on Cisco’s list of known undecryptable applications.

Note: This option is selected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
cause decryption to fail for unsupported applications.

® 56 Applications included v

Intelligent Decryption Bypass

D Bypass decryption for very low-risk connections New

Bypass decryption for very low-risk clients connecting to trusted servers.
Note: The access control policy associated with this decryption policy must have the Encrypted Visibility Engine (EVE) enabled. The
device to which this policy is deployed must run version 7.7 or later and must have a valid IPS license.

Cancel Create Policy

ATv T3 [KRU—0DfEk (Create Policy) 1 %7V w7 LET,
WONL, 70 T REE#ER Y o — Dl &R L TWET,

B'ERY—
|



B asxus—ors

Outbound example

Enter Description

Rules

Trusted CA Certificates ~ Undecryptable Actions ~ Advanced Settings

Source Dest Source Dest VLAN

B7ERY —

=+ Add Category + AddRule

Q Search Rules

eJ

Source Dest

Name Users Applicat... Categori... SSL Action
# Zones Zones Networks Networks Tags PP Ports Ports 9
Administrator Rules
This category is empty
Standard Rules
1 @ Auto-Rule-Undecryp any any any any any y y U4 ) 1DN selectio ©Donot 174
-Rule- any ar an ) ar any
yE any Y ) y ) ’ decrypt Y
L]
any y any ny y ¢ a
L] -
any ny y ) ny any o a
©Do not
4 Auto-Rule-Undecryptat any any any any any any Tags: undec any any  any
yp ) y 4 ny. 9 / / decrypt ou
y =
5 © Auto-Rule-IntCA IPv4-Link-Lo any any any any any Bittorrent  any any Decrypt o a
Resign
Root Rules
This category is empty

Default Action

I Do not decrypt

-J

RTOFI T, — VORI OFIUTKTIET 5 [ 5 L2\ (Do Not Decrypt) ]/L— V23, [ 5

- B4 (Decrypt - Resign) ] /L—/VORIZEBMIEMEINE T, B URL 7 2V OL—
X, T 7 4V b TR 2 > TN D728, BT/ > CWET, [BEEURLY T =

U DIEBD s34 73X (Bypass decryption for sensitive URL categories) | T = v 7Ry 7 A& A

Izl

ATv74

RD

T23E. ZON—VITEDIC > TOET,

2RY

JL—IVEAE DB E 5L — L Seftk:

[V > —DfERL (Create Policy) 127V v 27 L%,

T I FINEDRY =TI arOBEM: EER)— DT 74V T 7 ar (18

« Cisco Secure Firewall Management Center Administration Guide @ [Logging Connections with
a Policy Default Action| DFHIIEST, T 7 ANV NT IV arouX Iy a %

3

W Esry -

R )

BELET.

AR Y =D T m T o OFRE AR —

AT gy (22 9—3)

7 7 ZHFEH SOOI Y 2— D BEAT T OFBICE > T, decryptionpolicyx 7 7 £ A @

vha—L RY S —IZBREM T E T,

RELE 2R LETRELFORMEZZML TS,


management-center-device-config-77_chapter72.pdf#nameddest=unique_942
http://www.cisco.com/go/firepower-config
management-center-device-config-77_chapter42.pdf#nameddest=unique_916
management-center-device-config-77_chapter6.pdf#nameddest=unique_135

| #SRY>—

DAPA ALY

FIE

ATvT1

ATy T2
ATvFT3

ATy T4
ATy TH
ATvT6

ATy 17

7o ey rpEoroonscanssn [

FREEDT-6ODAER CA DAL

ZDXRT T, TV MU NERERET D@V — NV EERT D X, 7V a T
WEBRRRIER) & BT 5 IR DWW TR L £, %RA@Wﬁkbfﬁﬁéﬂtﬁ%ﬁ%E%
EDOT v 7 — FOFHIIZHE- T, Objects> Object Management ZfEf L CZnbHDH A
FFERITTHILELTEET,

488 SRS

WEGREBRER A7 ¥ = 7 MIRESN T LINIERERA 7Y =7 S &AW 5720 0% 42 X
SHEfpL TS ZEwy,

[NEBCA (InternalCA) ] U A b6 [$TERYERL (CreateNew) ]>[CAMARL (GenerateCA) |
Vv LET,

PR CA I [4 5l (Name) | ZfHF, 2 XFO [[E4 (Country Name) (& F5E L £,
[H B4 (Self-Signed) ]E7-I1X[CSR] =27V v/ LET,

INHDOF TV a rOFEMICOWTIE, WHFRERA 7Y =7 b 22 L T &0,

FRENTZT 4 =)V RICHERFEREATILET,
(17 (Save) 1227V v 27 LET,

[CSR] Z R L7 561F, BAERNE T LD, WO LI IC[FEHED A > A h—/L (Install
Certificate) 127 U v 7 LET,

a) ZOFIEDORIDOAT v 72V LET,
b) [MNECA (Internal CA) ]V A F®D CA 2RO X ) IZHE L £,

Internal CA

& IntCACSR & ® v

>See how to configure

¢) [Install Certificate] %2 U v 7 L7,
d) WHICETRENDFERIMESTH AT Z5%E T LET,

(70 hAY L R R Ll B — DR 4 ~—3) | BB T,
K Y S —DIER A HAT L E T

w#sRY— I}
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B 7o v rpgoroonsanry vy Fo—F

DAPA ALY

FIE

ATvT1
ATy T2
ATvT3

ATy T4

ATy TH

Tk

FIE

ATy T
ATy T2
ATvT3

FMRED-HOREFCADT v TA— K

ZOZRITIE, TV MUy REGRERET DESV—NVEFERT D LI, A7 a T
WERERER Z 7 v 7' m— RT3 HIEICHOW TR L £ 7, CSRDIRE & L THRIT SN2 E4
FEFEHEOT v 7' a— ROBIZHE > T, Objects> Object Management Z i L CZ 5
DEAT ZFITTHIEHTEET,

1R BHHIIZ

NWHFRERA 7V =7 MCRE SN TWAINHRBIERA 7Y =7 M EART 572008 %2 &
SHEELTLIEEW,

[NEBCA (Internal CA) 1V A b b, [Hi#RVERX (CreateNew) 1>[CAD 7 v 70— F (Upload
CA) 127 Vv LET,

Wl CA 24T &2 HT £,
FRSNTT 4=/ R, GEWE & COMEREZLY (ST 50, ZRLUTRESTET,

CAIZ/RAT — RRFEE SN TWDIEEE, [EEIL (Bnerypted) | T = v 7R v I A%k AT
LT, o7 4=V RIZXAT—=FRKEANLET,

(77 bRy REEG R LIES R Y >— OER 4 2—) | OFBHIZHE- T,
KU —DEREFITLET,

NMRED-ODOREFAEDT v TO—F

ZDEATTIE, AR\ R ER#ET D5V — VT D L EIT, WERRREZ T >~
7u— RTEHEICOWTHIALET, CATEAZEB L OMEX—DA R — F T I T
W5 X 912, Objects> Object Management Z i/ L THNEHGEHELZ Y v 7 rn—R452L %
TEET,

1R BHHEIIZ

N nuuﬂz)%j_7 Y7 b CHiA éﬂf‘/\%)I/“é—ﬂﬁ)@ﬂ:ffto)mnﬁuuuﬂzﬁ‘&)é L aEfEFR L TL
720,

F 72 Secure Firewall Management Center (212 27 A > L TCWeWEAIL, v/ A4 LET,
Policies> Access Control heading > Decryption #2 U v 7 L$79,
[ 5 HR Y v —D1ERK (Create Decryption Policy) 127V v 7 LE 7,

B &Ry —
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ATv74

ATvT5
ATvT6
ATvT1
ATvT8
ATvT9

ATy 710

oL—L7soavemALE gsKRy v — ok |

[4A1 (Name) |7 4 —/L RIZARY >—D4RTE2 AT L, [#B (Description) |7 4 —/L NIZfE:
EOUMHAE A LET,

[f > /37 N5t (Inbound Connections) | ¥ 7% 27 U w7 LET,
[PNEBEEMIE (Internal Certificates) 1 Y A b735, Add (1) &2 U v 7 LET,
WEGEEA 7 V= 7 NBFIET 2561, 204127 Vv 7 LET,
TSN OEEX, [7y7B—FK (Upload) 27V v 7 L%,
VEREREANTILET,

WEGEERAE A 72 =7 FOBEMESRL T Z &0,

(7 bRy FERiRE N LZE SR Y v — OFER (7T~—2) | OBBICHE-> T,
TR Y 2 —DOIEREHAT L £,

HDIL—ILToavEFRLEESR) O— DIERK

FIRr

ATy T
ATvT2
AFvT3

ATvT4
2TFwv S5

[5 L7y (DoNotDecrypt) 1. [ZBw% (Block) ]. [UEvy kLTI B (Block With
Reset) |. £/ [€=4%— (Monitor) | /v—T 27 arZEH L TESLV—LEERT S
Wi, B AR —%Erk, REL T, L—IZBMLET,

BWERY — ZAERT 5 & X, 5O [1ES - BRADF— (Decrypt - Known Key) 1. %k
D [ES -BESR (Decrypt - Resign) | V—7e ', BEDONL— N & [FRFICER TE £,
EHEEREZRNC LIZGEIE, B R —%2ERT 28012 F 7 > b &{ER L THEIY 4 THH4%
ERHYFT, HERY U —2@MHT LRI, F7y heT_RTOBEEA 7Y =7 b GRRER
2E) AR THMENDH Y F, FEMCOVWTIE, [EEEEF 7 v bOER] BILO T4
FEHEZY R = TR =477 M) 2L TLIEIN,

% 77 Secure Firewall Management Center |22 7' » L TWRaWE &L, B2 A LET,
Policies> Access Control heading > Decryption 227 U v 7 L£79,

[4AT (Name) JWZ—BEDORIV —HE AL, A7 a TS (Description) J1ZA Y v —
DA E AT LET,

WOXFX, BEER) =LA TE A,
cSEEHOE Y A R

M AN N N N T A S

[K~ (Next) 1227 VU vZ7 LET,

INA RAR—=VIEREROZEZ B E LTWET, thoX 4 70EE ([Zr v 2 (Block) ]
RE) DT T4 T BNANRRT A LIXTEER A,

w#sRY— I}
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B e=xve—o7Fornr7o0ay

ATvT6
ATvT1
ATvT8
ATv79
ATy 710
ATy 1

AT T12

TERD

[R VU > —DfER% (Create Policy) 127 U w7 LET,
Y U—ER SN D E TS L ET,

TERY =2 ORIZH S Edit (&7 ) v 7 LET,
[V—L DB (AddRule) (%227 U v 7 LET,
J—WZ [45T (Name) | Z(HT £,

FEMZOWTIE, [TZ a3 (Action) ]V AR MDA —AT 7 arvi s yr L, ROV
Tt r va a2 LT EEND,

* Decryptionrule #7557 7 ¥ a > & T L7200
* Decryptionrule D7 a7 77 2 a v

e DecryptionruleDE=4%— 77 I 3

[fRTF (Save) 1227 U w7 LET,

RDZERY
o JL— LA DB H B L —L S

T I FNIDORY) =T a0 BRI —OTFT 7V T 7 ar (18
~e )

Cisco Secure Firewall Management Center Administration Guide @ [Logging Connections with
a Policy Default Action] DFBIZHEST, T 74NV NT 7 varouX o rrr v a sk
RIELET,

AR Y =07 a T 4 ORE - BERY — A e (22%—)

7 7 A~ OO R Y > — O BEA T OFEBIZIE S T, decryptionpolicyx 7 7 £ A =
v ha—L RY (BT £,

RELE LR L ETRELHFORMESZML TIES W,

— DTI7HILETO Y

BHWER)—DF 7V v T 7V aid, ") v—DF=F—LSHDONL—LE—FLRWES
AREZRIEBAL N T 7 4 v ZIZOWT TV AT AN ED L ) ITBLT 50 % E L £, decryption
rules NE ST FENLRWESFRY o— ZEBT 56, Xy NUV—7 LOTXTOESA]
NI 747 DB HEN, T7HNV T 7y arTRESNET, 774V KT 7 ay
TTay 7 SNERESE N T 7 4 v 712 LT, VAT IO DFEEDOA AT Vg
VBT W LICEE LT EE N,

RV —DFTT7HNV T va s kRETLHE:
1. %77 Secure Firewall Management Center (212 7 A > L CWRWEAIL, v/ A4 LET,

B &Ry —
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| #SRY>—

mETEEVLS T v 0TI rEF TV )

2. Policies> Access Control heading> Decryption 2 7 U » 27 L £,
3. decryption policy D4 HIDFIZSH D Edit () 227V v 27 LET,

4,
70 w7 LET,

% 1: Decryption policy DT 7+ )L +F7H a3y

[T 74/ T 7 a3 (Default Action) 117C, U A RDLIROWTNNLOT 7 a vk

TI74IWETY |BEELS T4 9128 L TITSNE

av

Jay T DA AT g 3T TICTLS/SSL vy v a v a7 ny 7 LE
(Block) P

Block withreset | 2Ll EDA AT 2 g NITHOTICTLS/SSL vy v a vz 7 av s L,

TCP#ifiz VY FLET, RT7 74 v ZIZUDPDOLHeaxrva LA
7o haMERESNAHEAE. 20X T a v ARIRLET, ZOBRA.
axrZyaryLAMTa hayizky, Uty bEINDETERO RSN
RADBNET,

/o, ZOT v arTlE, TIUT0OERV Yy h 2T —LERENS T
W, HEEN T ey 7 SN E N —F— @I ET,

5 L7y (Do
not decrypt)

TR A aryra— LB ERHLTEEL N 70 v 7 B BRELET,

EETEHEWEFS D409y IDTI74IL FLEBA T 3y

R2EELTEEVELSTavD 247

247 e TIOANET |EREREGT I YAy
ov3av
JEfiShic v v a |[TLS/SSL v v a I T7 —HEMiA Y v &M LE |7 740k 7 Do not decrypt
> (Compressed 7T 7 v a VMK Block
Sessi Inherit default
ession) (.n erit detad Block with reset
action)
TNV N T IV a
> Z kK (Inherit
default action)

w#sRY— I}



B e=<=nutrsocvroForarmErToa Y

werRyv— |

247 Bl TIAIET |ERREEGET Iy
o3y
SSIv2 By gy |Byi gL SSLAN—V g 2 TS ET, 7 4 /v b 7 | Do not decrypt
NT T4 BMERFTRE L 72 5 DL, ClientHello 2 > 7(; ha ,/j‘”;%? Block
TUBSSL20T, E(E R T 7 4 v s ORYHSSLI0| j“t S| Block with reset
o N action
T ZEITEELTLIESN, e
HHZLITERLTRS FIFNN T
> Z kK (Inherit
default action)
Unknown Cipher Suite | 3 25 AR EE CTX p\WER- 24— N T, 74, 7 |Donotdecrypt
7 v a Y EMVK Block
Inherit default
(.n ent defau Block with reset
action)
TN T3
v &K (Inherit
default action)
Unsupported Cipher | faH SR 24— MIESLIEB(LE, VAT AMX |5 740~ 7 |Donot decrypt
Suite —]j‘/—l_‘o*‘ }‘ L-Cb\jz'&ho & v T/%{f*[‘_ﬁk% Block
Inherit defaul
( .n erit default Block with reset
action)
TNV T IV a
v & REAC (Inherit
default action)
N IS S TLS/SSLt v ¥ a> Ty va v OFMANENMES|T 74/ 7 |Donot decrypt
¥y via (Session| THO, 7 I7A4T U M=y a il fad |73 aZ# | Block
not cached) FoTyyaEZHHELLTWADIZ, VAT AT (Inherit default .
R N R . . Block with reset
Tyva VBRI NTWVERA, action)
TIHNNT I3
> Z kA& (Inherit
default action)
N Ryx=A 7 = |TLS/SSLNNV Ry A 7 DAy T—3 3 Y HIZET— |7 7 4/ h 7 | Do not decrypt
Z— (Handshake DHAELE LT, 7 a EARK | Block
E Inherit default
rrors) (.n ent defau Block with reset
action)
TN T3
v &K (Inherit
default action)
Decryption Errors cZ27 4 v OEEFLRICZ T —NBELE LT, A= 717 (Block)
(Block) Block with Reset

B astys—
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EETERL

FIE

ATy T
ATy T2

BETEHEVLS T v o0T I MuEERETS

a decryption policy & i WIZAER T 24556, 7 74/ 7 72 a Tk o> TSN D 8 D v
7. T AV TEREMES N TOES, BERETERWET 7 4 v 7 ORETIET 7 40
FNT7varonZEELEASNLILD, BRLTERW NI 7 4y 7 HOT 7 2 TR
HEIhs#Epion 7%, 774/ FTIEEDNMLSATHET,

T OYNERAEE = B2 EH LT — AR E AR T A AT, iR EICHES
LTh, TOLNT T4 97 ZEZFTERNZLIZEELTLEE N, F#EIc>WTIL, E5
=)L FEERERELHIHNFEEEZR LTI,

BHERY—NTCP AT — MNANREMHT L7 7EA 2> ha—L R Y —(ZBEfHT
OBNTWDAGE, —HTHF 7749271, RV —TREINTWLH [N Ry =f 7T —
(Handshake Errors) JIZ%}3 5 [ 5 ARIDT 7 = > (Undecryptable Actions) |12 T
HINET,

e zIE BERY) =D [N R =4 77— (HandshakeErrors) ]723[7' 12~ 27 (Block) ]
WCRESNTWDEA, V= HTDHNT 74w 737 a7 S, #iAX o7 7
valignv Rz 72T —L LTHEINET,

TCP AT — hSA RADFEHNZ OV T, REZBRL T EEN,
* TCP 27 — k /A /R ADRIE
* Bypass TCP state checks for asymetrical routing (TCP state bypass)

EErEY Y
WHETERWNI T4y I DOT 74V MUEEZRET LD (21 RX—2)

kS J49ODTIA4IL FLEBAEERET S

VAT MK DEFRMAEN TERWRESL A TO S T 7 ¢ v 7 T 572012, 18
BCERNWINT T4 v I DT 7 arulERY — YL THETEET, decryption rules
EERERVEGRY =BT OHE. Xy MU= LOTRNTOESTERVES T
T4 v DREHIEL, HETERWR I T4 v 70T 73 a ko TREY £,

BWETERWE T T4 v 7 DEALTICE > T, IROBIRNTE £77,
iR T v T,

HEiE Ty 7 LIt Ty N5, HEen T ey s SVD E TR ARIT LT 5
UDP 72D axryary L AMTa harvoigsd, 2oF 7 a v BED LET,

TR av b=V EFEALTHEELN T 7 0 v 7 ZRELET,
EERI—INST I HIL DT 7 a MR LET,

% 72 Secure Firewall Management Center |22 27 A > L CWeWEEIX, v/ A4 LET,
Policies> Access Control heading > Decryption 22 U v 27 L$79,

mexus— I
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meRys— |

B esxvs—marooay

AT w73 decryption policy DA HIDOHEIZH 5 Edit () 227 U v 7 LET,

AT 74 decryptionpolicy ™7 « % T, [fi5T&72W\7 27 2 3 (Undecryptable Actions) 1% 727 U v 7 L
e

AT 9 FTE5 %7 4—/L KT, decryptionpolicy®T 7 + /)L N T 7 3 a U ZiEIRT L0, HETERWH AT
DRT 74w TR LTEITTINOT 7 a r ZBBIRLET, MOV TIE, TR
WhIT 747 DFT 74V MU AT gy (19%—Y) EESR) O —DFT 74V T 7
var (I8R—=Y) #ZRL TS,

ATvT6 [RTF (Save) 122U v 7 LTHRY V=& RIFELET,

RDEZRY

MEETERWNT 74y DT Vv a TR SN ABHRICET 27 74 haeX o 7k
% & LEJ, Cisco Secure Firewall Management Center Administration Guide?® TLogging
Connections with a Policy Default Action] % &R L CTL 72 &0,

RELFEZRALETRELEORERMESZMLTIZEN,

RYS—EHBA T3y

HERY — O [FMERTE (Advanced Settings) | _X—2id, R Y > —2%@EH &5 Snort 3
IR E SN T RTCOEHMNRT AN, AZHAIND T a— VR ERH Y £7,

BBHRY v— FMIBGER, DT &% 2 BT S A CHT < TR SN ET,
71 RV IO A=

* Snort 2

[ESNIZZERT570—%2T A Y293 % (Block flows requesting ESNI) ]

Encrypted Server Name Indication (ESNI (J2RDEE~DY 7)) X, 7 74T > FIRERL
TWAHNE%E TLS 1.3 H—"—|Z{5 2 % F7{E T, https://tools.ietf.org/html/draft-ietf-tls-esniSNI
I SN TEY, VAT AT — =2 R TERNIZD, SNIEERIILEITIG LT
"y TEET,

HTTPB 7 RNB A XA Y FEEMNIZT S

IOF TV a v EERT D E, TCP ##i D ClientHello 7> 5 HTTP/3 (RFC 9114) MHIR S E
9, HTTP/3 X QUIC h T v AR— 7 haLd—ETHY, TCP b7 AKR— 71 b=
NTIEHY FHA, 7T7A4T 2 MZEDHTTPRDT RRXA VTR Ty 73 5E, QUIC
PRI ZHLDIA E TV D ATREME D & 2 WIERCIERE O FRATIT T D RN Rt S L E T,

W astys—
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| #SRY>—

merys—gar7va I

EETERVS—N—IREEY SA TV MEET S

L. [EE-FHE4 (Decrypt-Resign) [/—/T 7 v a  Al—BT5H T 74 v 7 ICDORE
HEnEd,

IOF T arEAENITLHE, = N—fEHENMEHE I TR WA, BEXGT A
ADFEER (CA) B — "—DFEEORDV IEH I E T, EHIATW RN — 11—
REBAFE & 13X, Secure Firewall Management Center T{EHHTEX 2% CA & LTVU A R S TUWVRWGE
BHEZTY, (Objects> Object Management > PKI| > Trusted CAs) ,

TLS 1.3 E5DHE ML

TLS 13t B AN — V2T E S0, ZOF T a r EZHMILEWESE, HEL—
MITLS 12 FD T 7 4 w7 iZoHr@AINET, [TLSI3ESZORANT T 7T 4 A
25 =) | ZBRLTIEIN,

CERETLSY—/N\—F7A T T4 T4 7A—T DAL (Enable adaptive TLS server identity
probe) 1]

TLS 1.3 508 ER 256, HEMICAEZNI/RY £, Tuo—71F, ——L OEsH 7
TLSEiTH Y . ZOBHMIIY — N"—fEAEZREL Xy v 2952 TT, GEHERN
TTICF Y v 2SN TWDEHA, 7n—713MranEtA, )

BHERY O —REEMMTF LN TWAT 78R a2 ha—L K o —TTLS 1.3 $—_—T A
TUT AT A RPN /2> TV DA, — "—Z4EE (SNI) OFEHANGRIT SN E T2,
ZHIEEENRELS H Y FE A,

WS TLS v — "= T AT T 4T 4 Ta—71%, URIDOY UV —Z2AD XK 52T X TOERT
IERAERTT, KOWTLORMETRELET,

AEFAEORITE 51—/ DN L— /L5 THITHE DN OfER—H T 25612 —F L
i‘g—o

SEHZ W TR, #kB4 (DN) L— L DOEEEBR LTS,

AEAEAT —H A L= TOTNPOREAERT —Z ARMB 8T 256128
L/ij—o

FEARIZ DWW TR, REBE AT — X A D Decryption rule 52 B L TL 7280,

PNE/ANERERASE - NESRERI =X, [E 5-BEM D% — (Decrypt - Known Key) ] /L—/L7 7
Yar THERINDIEHFELRE TE £, SMNBREAEIX, FEFEL— VR TRETE
i‘é—o

FEACOWTIE, BEROX—ToOEE (BFREFNT 74 v 7)) BIXOGEHEL—LOEM%
ZHLTLEEN,

TV F—arID: TR aryba— L RY—FFFEER)—DT Y —
val— VR ERETEET,

RN OWNWTIX, TV — g o —LDOFMESRLTL X0,

cURL AT 3V : 77®RAaryba—)LRY —DOURL LV—/VEEERETE ET,

w#sRY— I}
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