Decryption rules & 7R 1) & — D

ZOEIX, ZOHA FTHHI SN TV ABERIZESWTERISNATEY , XA NTT 77 4 A
BEOHELEHEIAIZHE 9 decryptionrules i L7 SSLAR Y & —DRFEDHI ML L ET, Z D
B 2 FERROARILUZ Y Tid oD, kD =— XA HETIHEL T EE W,
FRTHE, ROL IR ET,

CEHETED NI 7 4 v 7 (B SNTZ KRB — =Ny 7T v FOiRER ) OGS
I, FRIZ A NVAUEE Vo —F 7o — RE2EH LT, BEEZZE2IIANARALET,

cFEEDIP T RLAIZHEH SN D b D72 &, BuIZFHE C & Ddecryptionrulesa, 5 #])
WZEE L ET,

« JLBE ([155-f5%E% (Decrypt - Resign) ]) & #3EE 7% decryptionrules &, A2 TIL/RW
T hanR—=Ta VBLOKEAS— Ty VT 50— A T RE) ICRilE L E
R

s Decryption rule 5] (1 ~<—73")

cEERY =7 4 = FOFEIT 2—=)

c BRIOFEE S LARVIL—V RED T T 4 v 7 (8 X—Y)

cRDOFENL—V  BEDNT T 4 v 7 BT ET D (9 —)

o 5% OFF) Decryption rules : GEHAE L 70 ha =T g v Ex Ty 7 FEERT S
(10 —)

* Decryption policy & 7 7t A @ ha—/L KU > —OBEA T & FERE (18 ~X—)

cTVTUNET DT T4y (20—)

* Decryption rule DFEE (20 ~<—7)

Decryption rule 5|

IOk a T, decryptionrule D AR L, Y AITDNRANT T I T 4 ZTOW T
LET,

AN OWTIL, ROBEZZH LT 7ZEW,
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B e=xso—viv—rozs

mERy

FIRr

ATy
ATvT2
ATv73
ATvT4
ATv7Th
ATvT6

— 14— FDET

IOHATTIE, TUMNTU R T 4y 7 AR T 210\ ERY v—0 0 F— R &5

TTHHEZOVTHALET, ZOFRY —IZiF, 4 2OV —ABEENTNET,

1. TLS/SSLE V=27 EHEHA L TWDAEENREWZD, HE TN ERbhoTnd
ik & (185 L7evy (Do Not Decrypt) ] /L—/b,

2. AVTUVITHESHTHEL LTHHEIND URL AT I (ERESE[RY) 2[ESL
72\ (Do Not Decrypt) ] /L—/b,

3. TLS/SSLE V= 7 %ML TWAAREENE WD, HETERNWI ERNDh-oT5
TV r—va vk [H%5 L7evy (Do Not Decrypt) ] /L—/b,

4. [IntCA] LW IHARIDORIE/A TV =7 ML TERV D N T 7 4 v 7 26T 5 [B5
- 54 (Decrypt - Resign) ] /L—/b,

N—IRBIE L TRETE £d, FEITUTZENTSZ L TEET,

c NT T4 I EE=S—L, AR T Y T HERENRDLNE I DEHET 7200 [
- HE4 (Decrypt - Resign) ] /b—/1,

MDZATD T T 47 % [{87%5 L7V (Do Not Decrypt) ]/L—/b,

« REARFFHELLZETRVESAASL — D [Za v 2 (Block) 1 £721X[VEy hLTT
2 v 7 (Block With Reset) ] /L—/L,

EREREEDIC LB, BEHRY S & BT BRICT v MR L THIY 5T
BB T, @HHEY S —EEAT A, Ty b ETRTOBEAT Ve b GRIER
RE) RRET HBERDY T, FHMCOVTIE, TEREET 7 O] BXO 1%
HEME SR~ b HHY o— AT U=y by #BBLT RS,

% 72 Secure Firewall Management Center (212 71 > L CWVaWEAIE, v/ A LET,
Policies> Access Control heading > Decryption 27 U v 7 L %7,

[E 57K U > —DfER (Create Decryption Policy) 1 %2727 U v 27 LE9,

WHERY —D 48] (Name) |Z# AL, A7 a3 Tl (Description) ] AT LET,
[7 7 b3 REE# (Outbound Protection) 1 #7227V v 7 LET,

[NHCA (Internal CA) 1V A "D, WERRGERA 7V =7 NOL4EIE 7 UV v 7350, [#
JRVERE (CreateNew) %27V v 7 LCT v r—REHIIAEKRLET,

ROBIH 278 L TOET,
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ATvIT1

ATvT8
ATvT9

mexy o —orsn |

Create Decryption Policy ®
o Policy Details 2 Blocking 3 Decryption Exclusions
Enter name, description, choose (Optional) Configure blocking (Optional) Configure exclusions for

policy type and certificates. outbound connec tions.

Outbound Connections (User Protection) Inbound Connections (Server Protection)

How Outbound Protection Works
Outbound protection matches traffic based on the reference ate's signa

CCCCCC DESTINATION
Internal CA Download
[ £ IntCA o @~ ] [ No networks/ports associated ]

‘ IntCA & v

+ Create New v -|
| cove (5 (D

NI A TV =7 OVERRETZIZT v 7 — ROFEMHIZ OV T, kESBRL TS
Uy,

T MR R BHEDT-DDONECA DT v 7 a— K

e T NN L RREED T D DN CA DAERL

(AT vav) EEIERy NT—7 LRy NUV—=I~D T 7 4 v 7 ZHlIRT DITIE,
[*y hT—7 LR— R E2ED Y THEHEIEZ Y v 7 (Click to assign networks and ports) | % 7
Uw 27 LET,

[k~ (Next) 127 U >vZ7 LE7,
MESRY >— O OBPICE-T, V4P —FE%ETLET,

D x5t

ZDZATTIE, BEDIATD T T 4 v 7 2 5inbERNAT 2 HEIC OV TR LET,

FETAHNT T 4 v ZIZONT, HBERY —T[HES L7\ (Donotdecrypt) ]/V— L& AERK
LET, ZO— UL, Y070 MR FESRY — (DFEV | [{E5 - E4 (Decrypt
-Resign) | ARV =727 v aaFEHTLHRY v—) IZx L TOHEEHI /> TWVET,

1R BHHIIZ
TRy NEEG A RET D BEERY v— ZERT DRI, BHEIRT A ZAONE CA
SFHEAT v T — RTAMLERH Y 9, T, ROWTNILDHTETETTEET,

+ Objects> Object Management > PK| > Internal CAs (2@ L T PKI #& M L, WL CA FEF
HEF 77 PEEKRLET,

o ZDOEERY —DVERE L THELT,
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ATy Tl RTHPEINTWEEZ A7 Z5%ET LET,

SV,

TU AT REGRE L LIZE SR Y — OFERK
FECOWTIE, 7Y MT L NG REZ T LB SR Y v — O EZR L T2

ATY T2 BHAS—DIFROA T a v R’b Y £1, T_XCOLT g id, TU AT RE#ERY
v— ([E5 -84 (Decrypt-Resign) |/V—/T 7 a2 ) R LTHDIZRY, hod X
TOEESRY —T 72 a3 TR U T ES IR0 £9,

IHH

B

P URLA 7 =Y O 5D/
A /XA (Bypass decryption for
sensitive URL categories)

BESNIITIIMNED T T 4 v 7 BEF LR0EGET.
IDF v IRy AeA N LET, BEFVOMIEOE
BIZE->TE FFEDO T 7 4 v 7 (BR-CREFERE R )
DEGNEIEINTHWAGEERH Y £9, FEMIC OV T,
BEFVLoOMIBROYFHIZBRWEDOESZ I,

BT Y ZBMT DIk, B (Add) 1227 Y v 7 LET,
H7 A3 EHIGRT HI21E. Delete ) %27V v LET,

SRR IREIA DR 0
4 7XA  (Bypass decryption for
undecryptable distinguished
names)

AEFAEOFEL I L - TSR T 2R H 5720 k
T4 I EESLRWEAIX, ZORy 7 A4 I LE
b, EE. ZOBEEIXFEHEO E R OICBEEM T ST
F7, TOBEIZOWTIE THA SN TWET, TLS/SSL FE
HEOE LV EHODHA KT

BETERWEINADY A M, VAaPFEHLTWVET,
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IHH

B

EHRERT 7V r—va v
DI F D31 73A  (Bypass
decryption for undecryptable
applications)

FEFAEOHFEL I L o TN KRBT D afaetnd 57290 b
FIT4 T EESLRWEAIE, ZORy 7 A2 A I LE
‘a‘o

. ZOMEIXFEHEO Y B DICEEMT STV E
o ZOEEIZHOWTIE TR S TWE$, TLS/SSL 7t
EOE DDA KTA4
BWETERWT I r— g 0k, MEgtET — 2 X— 2
(VDB) THEIWICEH INET, T XCTOT SV Fr— g
DY A M, Cisco Secure Firewall 7 7V r— 9 5 4
JADN—TV THERTEET, YAanBE5TERWE
L7=7 7V r— 3 i, undecryptable % 7 ikl S 41T
*7,

EETERWT XYV A —2 30D A M, VAL T
BHINTWET,

[FRICAR Y 27 OB CIXE S
% /XA /XA (Bypass decryption
for very low-risk connections) |

Encrypted Visibility Engine (EVE) 3 X ONURLZ7 3V L E =
T—a Lo TRESNTZ I T4 T > bOBEAEEL X
JZHEASWT, B TE 29— =28 L TV 2 IEH T
VAT DI FATV ND T T 4 w7 B85 LIRWEGEIR,
CDF =y IRy I AeF T LET,
[Auto-Rule-Low-Risk-Connections] : [{£75 L 72> (Do Not
Decrypt) ] /L—/VMERCE AL, FTLWEESAR Y > —TCTHZIZ
2o TWET,

[RRICAR Y R 7 O Tl A % /31 /XA (Bypass decryption
for very low-risk connections) | 47" v a v &EFEHT 512X, %
ST BT /A ay hr—LRY L —TEVE 2T 5D
VENH Y 9, £z, BEHART A AL, AR IPS T
AV ATNA=Da 1T UBEZETLTVOILERD Y
R

77V = ay YA EEEEOSEOBAED Y A b A fiE
RYDIE, [BFaT I AT AN T T r—var
7 47 7 % (Secure Firewall Application Detectors) (2@ L &
R

WOKIY, TN DOF T g rE R L TWET,
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Create Decryption Policy ®

@ Policy Details ——— @ Blocking e Decryption Exclusions
Enter name, description, choose (Optional) Configure blocking (Optional) Configure exclusions for
policy type and certificates. based on TLS version and outbound connections.

certificate status

Decryption Exclusions

D Bypass decryption for sensitive URL categories

In many environments, certain categories of websites are not inspected for regulatory, compliance or privacy reasons. Customize the list
below to bypass inspection for designated categories.
Note: URL License is Required

URL Categories: Health and Medicine x Online Trading < Finance X

Bypass decryption for undecryptable distinguished names

Bypass decryption based on Cisco's list of known undecryptable distinguished names.
Note: This option is selected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
cause decryption to fail for unsupported distinguished names.

® 56 Distinguished names included v

Bypass decryption for undecryptable applications

Certain enterprise applications are not supported for decryption due to a variety of reasons (Certificate Pinning, Client Certificate

Authentication, etc.). Bypass decryption based on Cisco’s list of known undecryptable applications.

Note: This option is selected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
cause decryption to fail for unsupported applications.

® 56 Applications included v

Intelligent Decryption Bypass

D Bypass decryption for very low-risk connections New

Bypass decryption for very low-risk clients connecting to trusted servers.
Note: The access control policy associated with this decryption policy must have the Encrypted Visibility Engine (EVE) enabled. The
device to which this policy is deployed must run version 7.7 or later and must have a valid IPS license.

Cancel Create Policy

ATv T3 [KRU—0DfERk (Create Policy) 1 %7V w7 LET,
WOBNL, 70 T REE#ER Y o — DR L TWET,
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Outbound example

Enter Description

Rules  Trusted CA Certificates ~ Undecryptable Actions  Advanced Settings

=+ Add Category + AddRule Q Search Rules ® ]
Source Dest Source Dest VLAN " Source Dest . =
Name Users Applicat... Categori... SSL Action
# Zones Zones Networks Networks Tags PP Ports Ports 9
Administrator Rules
This category is empty
Standard Rules
1 @ Auto-Rule-Undecryp any any any any any any any ) any 1DN selectio ©Donot ¢ O
-Rule- any any any ar an any an, any ar any
yE any Y ) y ) ) ’ decrypt Y
L]
y y y y ¢
L]
any Y y ) V any 7 ni
©Do not
4 Auto-Rule-Undecryptat any any any any any any Tags: undec any any any any 0
VP ) Y ) y y Y [s} W y decrypt o a
y =
5 O Auto-Rule-IntCA any any IPva-Link-Lo any any any any any Bittorrent  any any Decrypt B
Resign
Root Rules
This category is empty
Default Action I Do not decrypt v ]

RIOFITIE, — DR OB G T 5 [ 5 L7V (Do Not Decrypt) ] /b—/L25, [H7%
- &4 (Decrypt - Resign) ] /L—/VOHNZBEMNZEMEINE T, #E URL V73V DL —

M, T 7 4V M TIHEBRARENIZ 2o T DT, BN/ > TnET, EURLY 7 2

U DIEBD s34 /XX (Bypass decryption for sensitive URL categories) | T = v 7Ry 7 A& A
W LSS, ZOA— AN > TOET,

ATy T4 [RY T —DFERL (Create Policy) 127V v 7 LE7,

RDBERY
o L= VS DB B — v S
T I FINEDRY =TI arOBEM: EER) L — DT 74NV T a v

« Cisco Secure Firewall Management Center Administration Guide @ [Logging Connections with
a Policy Default Action| DOFHIIEST, T 74NV NT IV arouX I r 7y a %
RELET,

MR O —DFa T f ORE HERY — AT g

7 7 A~ OMO RV 2 —OBIEA I OFBICAE S T, decryptionpolicyx 7 27 £ A =
vhu—b R —IC BT £,

RELE 2R L ETRELTFORMEZZML TILZS W,
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B svoznssLovi—n #E0r57492

RUDFEFEESLLEWVIIL—I  HFEDrS T4 vy

Bl OFAID decryptionrule TiL, PR > b7 —72 (internal & LCERE) AN N T 7 1 >

T3 FENEE A, S L7 (Do Not Decrypt) ] /V—/L7 7 2 a > i, ClientHello H1(Z

—BT D70, EWICEBLBE SN ET,

TR = 4 = FEFT LR,
DYALDO—FLEIIRNT v 7 LT, HONFHEiSh D L OIZLET,

Decryption Policy Example

Enter Description

R o—%REL TRONL—LEBMLET, L—/

Rules  Trusted CA Certificates ~ Undecryptable Actions ~ Advanced Settings
+ Add Category + AddRule Q. Search Rules ® ]
Source Dest Source Dest VLAN Source Dest
Name Users Applic... Categ... SSL Action
# Zones Zones Networ.. Networ.. Tags i Ports Ports 3
Administrator Rules
This category is empty
Standard Rules
1 DND - internal source network any internal any any any any any any © 0o not oo
decrypt
Any (Exce . * Decrypt - .
2 Decrypt test site 2] ny 1 Client Thi
yp y y y y Y Astrology Resign 2 u
[
3 [ ] Auto-Rule-Undecryptable-DNs any any any 4 3 ny y 2] any 1DN select Do not V2 n|
decrypt
Finance (# 0
4 Auto-Rule-URL-Categories any any any any any any any Health ani any g ° nIot P |
Online Tre ecryp
[
5 Auto-Rule-Undecryptable-Apps any any any any any any Tags: und' any any decDr[;pnft 2|
6 © Block bad cert status y y y any any 7y y any 1 Cert Statt @Block 2 dn|
7 ® Block SSL 3.0, TLS 1.0 any any any any any any any any 2 Protocol ' @Block 2|
* Decrypt -
8 @ Auto-Rule-IntCA any any any any any any any any any Resign P V|
Root Rules
This category is empty

Default Action

)

Do not decrypt

GE)

PN DNS H—/3—22 5 N# DNS U /L3 (Cisco Umbrella (AR T 75 A 7 2 A2 &) IZEM
INT T4 I RBLIGEIT. ENOLD T T 4 v 71T [EF L7V (DoNotDecrypt) ]/V—
NEIBIMTEET, NEDNS —"—THHOr VRSN5854, Tz L7 40
ZY TR —IZENMTHIEHTEET,

72l A F—Fy hb— K H—s3— (J=& 21X, Active Directory [ZFH %A F #17- Microsoft
WESDNS U Y LX) el A Z—x >y MZANIDNS N7 7 ¢ » Z7IZiE, [E5 L7 (Do
Not Decrypt) [ /V— AT LT 4 VBV U T EREA LW EE@IHRLEST, 20897
LA, b7 4 v P EREBIIRETDIN, 7Tuy /3B EERNTOILERLD 7,

JL—)VDFER
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ROFHL—L  HED LS5 Tvo58275 [

Add Rule
Name Insert
| DND - internal source network | Enabled below rule v ‘ ‘ 4
Action
| Do not decrypt v |
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
Available Networks | Source Networks (1) Destination Networks (0}
Q, Search by name or value | Internal o By
Networks Geolocation

any Add to Destination

IPva-Private-All-RFC1918
any-ipv4
any-ipv6

Internal

IPv4-Benchmark-Tests
Enter an IP address ‘ Add | Enter an IP address | Add
IPvd-Link-Local

IPvd-Multicast

Satest m

L3 |—l—| —

RDFEFIL—IL - BEDFZI T4 I EEST S
ZOBEITIE, RONL—IIA T a0 TT, ZOL—E, BRONTEZZATDONT T4 v 0%
BERBIOEHRL ML, *y hU—7 ECTHAT 0BT 288 IR L £,

WERY =7 (= FEFET L%, RY % RELTROL—AZBMLET, L—L
DYVALD2EBDONEIZRT Y7 LET,
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Decryption Policy Example

Enter Description

Rules

Trusted CA Certificates  Undecryptable Actions

Source Dest Source Dest VLAN Source  Dest

Decryption rules & K1) & —0 il |

MBAEELTAbINN-—Da30F2TOY I ERFERT S

Advanced Settings

+ Add Category + AddRule Q Search Rules

Default Action

JL— )V DFER

Do not decrypt

% D FEjDecryptionrules : SEBAZE L O FajL/N—2 3
vEJAv I ERLIFERT S

=AY,

7% D decryption rules

. RS ERR TR OB LER L — VDT, RIERGEAE & 24

ThWrr har =gy EERERIEE T ey 7750 —1TT,

BWERI) =04 P —FREFIT LK, R —%2RELTROL—ILEZBMLET, Tb
% [1H5 - &4 (Decrypt - Resign) | /V—/VOREIONEIZNT v 7 LET,

[l Decryption rules& K1) & — Dl

Name Users  Applic... Categ.. SSL Action
# Zones Zones Networ.. Networ.. Tags Pe Ports Ports 3
Administrator Rules
This ¢ y is empty
Standard Rules
1 DND - internal source network any ny internal any any any any any any any any ©Donot ]
decrypt
. Any (Exce . » Decrypt - -
any ) r ) a an any any B
ﬁ 2 Decrypt test site any y any 3 y y g Astrology 1 Client Thi Resign O
[
3 [ ] Auto-Rule-Undecryptable-DNs any any any any any any any any any any 1 DN select Doinot o
decrypt
Finance (/ 0 "
4 Auto-Rule-URL-Categories any any any any any any any any any Health ani any 5 o n1o E
Online Tra ecryp
@ Do not
5 Auto-Rule-Undecryptable-Apps any )! ny 3 3 any Tags: und: any any any any =
yp pp ) y v d ) ’ decrypt -
6 @ Block bad cert status any an) any any any any any any any any 1 Cert Statt @Block m]
7 ® Block SSL 3.0, TLS 1.0 any any any any an an Ny any any any 2 Protocol ' @ Block nj
* Decrypt -
8 @ Auto-Rule-IntCA any Y any 3Ny 2 any any 3 an, 2Ny " yP o
Resign
Root Rules
This category is empty
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B%DTH Decryptionrules - AEBFE IO FALN—S 305 T0v s 5358075 |

Decryption Policy Example E

Enter Description

Rules  Trusted CA Certificates ~ Undecryptable Actions  Advanced Settings

+ Add Category + AddRule [ Q, Search Rules &
Source Dest Source Dest VLAN 3 Source  Dest 2
N U Applic... Categ... SSL Acti
# =me Zones Zones Networ.. Networ.. Tags St PRIC Ports Ports e on
Administrator Rules =
This category is empty
Standard Rules
: 2 @Do not _
1 DND - internal source network any any internal any any any any any any any any decrypt A}
2 Decrypt test site an) an an; an) an, an an; an an) Any (Exc 1 Client Thr Ehecrypt® & 0
P 4 any 4 4 4 4 4 4 any Astrology Resign u
@Do not -
3 @ Auto-Rule-Undecryptable-DNs any any any any any any any any any any 1DN select decrypt o0
Finance (#
: @Do not =
4 Auto-Rule-URL-Categories any any any any any any any any any Health ant any o0
_ decrypt
Online Tra
©Do not -
5! Auto-Rule-Undecryptable-Apps any any any any any any Tags: undi any any any any decrypt oo
ﬁ 6 @ Block bad cert status any any any any any any any any any any 1 Cert Statt. @Block & o
ﬁ 7 ® Block SSL 3.0, TLS 1.0 any any any any any any any any any any 2 Protocol© @Block & o
* Decrypt - 2
8 @ Auto-Rule-IntCA any any any any any  any  any any Sy Gl any, Resign s
Root Rules
This category is empty
Default Action [ Do nhot decrypt v ]

JL—)VDFER

Add Rule ]
Name Insert

| Block bad cert status ‘ B3 Enabled below rule v ‘ ‘ B

Action

| © Block ~ \

Zones  Networks  VWLANTags  Users  Applications  Ports  Category  Certificate DN CertStatus  Cipher Suite  Version Logging

Revert to Defaults

Revoked: Self Signed: Yes No
Valid: Invalid Signature: Yes No

Invalid Issuer: Expired: Yes No
Not Yet Valid: Invalid Certificate: Yes | No
Invalid CRL: Server Mismatch: Yes | No

Cancel m
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. Bl : SIAER T—2 X EERFE=1ET 0 v~ 9 5 Decryption rule

Add Rule

| Name Insert

| Block 551 3.0, TLS 10 | EBEnsbled | betow rule ~| |7

Action

© Block v |

Zones Networks VLAN Tags Users Applications Port Category Certificate DN Cert Status Cipher Suite Version Logging

SSLv3.0
| TLS v1.0
| () TLswia
| () sz
| [ TLsw13

Revert to Defaults

ol m

5l : SEIAEXR T—2 X ZFEMRE =X 0wy 9 % Decryption rule

Tt @D decryption rulesid, i b BARH) Tl b BN KB 72 L — L D72 RIE7RFERE L 24
ThWa halR—T g U EAERERIT T ey 72T AL—TT, Ok YT a roOfllE.
FEEDOAT —H AL ST AT 7 4 vV BEMERIX T 0y 7755 EERLTWET,

|

FIE

ATvT1
ATvT2
ATvT3
ATvT4
ATvF5
ATvT6

ATy T17
ATwv T8

BEE [Wf5AA—1 (CipherSuite) ]& [/3— 3> (Version) |D/L—/L4&%, [7 2 v 2 (Block) ]
FX[VEYy hLTZr >y (Block withreset) | D/V—/L T 7 L a UIMERH I TV HL—
NTORMERLET, [BEEXA— bk (Cipher Suite) | BLV[/A—2 3> (Version) 1%, [
5 -BE% (Decrypt - Resign) | £721% [1E5 - BERID+— (Decrypt - Known Key) ] /L—/b
T varyEALRNTLEEN, =D INbDEMEEMONL—LT 7 g b bic
T2 &, AT LD CClientHello LBIZFH L, THRITE RV T 4 —~< o A4 U % AEE
HRH Y E,

% 72 Secure Firewall Management Center |22 27 A > L CWeWEEIX, v/ A LET,
Policies> Access Control heading > Decryption 22 U v 7 L$79,

decryption policy DF{IZd 5 Edit (@) 227 UV v 7 LET,

decryption rule DREIZH 5 Edit () 227V v 7 LET,

[Jb—v@DENN (AddRule) (%27 VU v LET,

Vy— DB (AddRule) | XA T a7 Ry 7 AD [4HT (Name) ] 7 4 —/L K2, L—/LD
AETE AT LET,

[REEAR T —H A (CertStatus) | %27 U v 7 LET,
FREAFEART —Z ATROA T a R ) 7,

[l Decryption rules& K1) > —D i
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5 : SEBAZER T—AR REEREILT O Y 9 5 Decryption rule .

YT DAEHEFEAT —Z APMFET D L EICRET 2581, [TV (Yes) 1227 U w7
L%,

T DAFAER T — X ANFE L2V E EICRAET 2581, Wz (No) 127U v
7 LET,

NP ET D E X/ Ay T L 5EE. HEE (Any) 1227V v 7 LET,
DFEY, UEE (Any) | Z2ERT DL, GEPHERT = 2OFEICEHD L —/WT—#
LET,

ATFwTF9 [T/ ar (Action) ]V ARMT, [EH (Monitor) 1527 U v 27 LTA—MWZ—ETDH T
T4y DOHEFERLCa JICEEHT DI, [Fry s Block) [F/2E[VEy LT Y
7 (BlockwithReset) %27 V> 27 LChI7 74w 7% 7 my 7 L, MEIZSCTHERE Y By
]\ ]\/i—é‘o

ATYTI0 N NA~OERERGFTHITIE, X—VOFEICH L B (Add) 127V v 7 LET,

ATV TN KU = ~DOEFERET DI, 2=V D EHICH D [R1FE (Save) 1227 U v 27 LET,

£l
#HA%IE Verified Authority & V9 FRAER A EH L TV ET, #f%kI% Spammer Authority &

WORRGERZGEEL TWEYA, VAT LEBAIL, Verified Authority DREF]E IS K
N, Verified Authority DF1T L7 HH CAREE AT » 7' m— R L £ 7, Verified Authority
DUARTZ AT LIZREIED 1 22 R S W 7720, v AT AE L 13 Verified Authority
MO ENIZ CRLEZT v 7 a— R LET,

WROKNT, B2t EE T = v 7 T 5EHERAT —Z 2DV — V& ER L TNE
T ZAUT LY. Verified Authority 2> HFEIT 7208 CRLICIFREFR SN TEH T, Bl
W CHEDHROBIER L& THORENICH LN E IR F =y 7 ShET, Z0#
ETHE, ZNHOFEHETH S LINTZ N T 74 v 7 FT7 782 3 ha—Lzky
WEBLUOBMEINERA,

Revoked: Yes | Mo IE| Self Signed: Yes Mo IE|
Valid: Yes | Mo Any Invalid Signature: Yes | No |E|

Invalid Issuer: Yes | No II| Expired: Yes No IE|
Not Yet Walid: Yes = Mo |E| Invalid Certificate: Yes Mo |E|
Invalid CRL: Yes = Mo |E| Server Mismatch: Yes Mo IE|

WORNT, AT —FZANFELRNWZ L2 F = v VT 2EHERT —Z ZAD/L—/L5
HERLTHWET, ZOFRETIE. HIRYIIIZ/2> TR WGERRELZ A L TR 51k
SN T T4 v ERALET,
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Decryption rules & K1) & —0 il |
. Bl FObanR—2a U EERELIET O YT S Decryption rule

Revoked: Yes | Mo IE| Self Signed: Yes No IE|
Valid: Yes | Mo E] Invalid Signature: Yes | Mo E|

Invalid Issuer: Yes | Mo IE] Expired: Yes | No | Any
NotYetValid:  Yes Mo IE| Invalid Certificate: ~ Yes  No | Any |

Invalid CRL: Yes Mo ;’-‘-.nyJ Server Mismatch: Yes Mo A"',-'|

WOBITIX, ERRRITEOIAE, AOEL SW-EHE, BRI OHFHE, B
F OGN 7REAENREE N T 74 vV THEHAISNLTWAEGE, T 74 v 732 0n—
AT —F LT,

WORIL, BEROSNINY—_R—ZIZ—T 5., FILCRLVBEFDTRWGEAIZ—E
FTAHHHER T —F 2D — VG Z R LTV ET,

Revoked: Yes @ No Any| Self Signed: Yes Mo F\:",'J

Valid: Yas Mo E| Invalid Signature: Yes Mo E

Invalid Issuer: Yas Mo |£| Expired: Yes | MNo II

Mot Yet Valid: Yes  MNo IE| Invalid Certificate: Yes Mo II]
o Any o Any

Invalid CRL: | Yas | N

Server Mismatch: |‘fc~~; M

Bl 7A kaN—2a3 0 FEREIETT A YD 9 % Decryption rule

ZOHITIE, TLS1.0. TLS 1.1, SSLV3 2 EDEXFaT AN Rol-FRy NU—7 |
DTLSBXSSL Y m barcrr vy 35 5EERLET, 2oL, o hari—vg
VI INED LD ITHEEET DI HOWNTH H D LEEICHAT 2 7208 ENTWVET,

FErXaT T e ha/EIT XTI AT e, MNA[RERTZO, Ry NU—7 LRI B0
NHYET, ZOBTIEH, ROXH12720 £9,

* decryptionrule ® [/N— 3 > (Version) |"X—Y &AL T, —#Ho7a harzray
ITBHIEMTEET,

¢ SSLV2 IFEEAF & R S5 72, decryption policy @ [fE SRR DT 7 v a v
(Undecryptable Actions) | ZfEH L T7 2y 7 TEET,

e FBEIC. EME TLS/SSL IV R — R ENTWAWEH, 7 uvy 7T AMLENRH Y F4,

[l Decryption rules& K1) & — Dl



| Decryption rules& K1y & —a i

|

Bl FObalnA—2arEERERLIET O Y YT S Decryption rule .

X

[l 55 A A — b (CipherSuite) ] & [/3—3 3 > (Version) |D/L—/L 4%, [7 2 v 27 (Block) ]
FX[VEYy hLTZr >y (Block withreset) | D/V—/LT 7 L a UIMEH I TWHL—
NTORMERLET, [BEEXA— bk (Cipher Suite) | BLV[/A—2 3> (Version) |1 %, [{&
5 -BE% (Decrypt - Resign) ] £721% [1E5 - BEXID+— (Decrypt - Known Key) ] /L—/b
TrvarERALARNTLES N, L—LDINSDEMEEMONL—LT 7 a bbbl
EHT 5L, AT LD ClientHello LFRIZFH L, THITE W AT 3 —< 2 ANET 5 AlHE

FIE

ATwvT1
ATvT2
ATvT3
ATvT4
ATV 75
ATvT6

ATy T17

ATvT8
ATvT9

PEDR S D £97,

% 72 Secure Firewall Management Center |22 27 A > L CWeWEEIX, v/ A4 LET,
Policies> Access Control heading > Decryption 22 U v 27 L$79,

decryption policy DH{IZ & % Edit (F) 227 U v 7 LET,

decryption rule DREIZH 2 Edit () 227V v 7 LET,

[b—v@DENN (AddRule) [%727 U v/ LET,

L=V DEN (AddRule) ] ¥ A 7 7Ry 7 A0 [4E] (Name) | 7 4 —/L RIZ,
ARiE AT LET,

[77 3 ay (Action) 1V A Kb [7 vy 2 (Block) 1£721L[VEy hLTZ w2 w2 (Block
withreset) | %27 U 27 LET,

[/N— = > (Version) | "™X—T %7 Uv 7 LET,

SSL v3.0, TLS1.0, TLS114 ¥, EX a7 Thi oz a braldF v IRy 7 AxF
VICLET, BlEmE X aT ERASNTWA T halDF v IRy I A A7 LE
7,

WO EHI 2R L TWET,

JL—JL D

Add Rule

| Name Insert

| Block unsecure protocols|

Action

| ® Block v |

Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status

SSLv3.0
TLS V10
1 TLS VI
| (O msviz

| [ TLsni3

| Revert to Defaults

Cancel m

2Ty 0 MBS U THOL—VE 28R U E 9,
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Decryption rules & K1) & —0 il |

. AT a3 nf : SRAEHNADEREET O Y Y DT =217/ Decryption rule

ATvIN

[EM (Add) 122U v 27 LT,

AT a ol SERREFBANLDOERE-IITOVYIDIT =TI

Decryption rule

FIE

ATy
ATvT2
ATv73
ATvT4
ATvT5
ATvT6

ATy T17

ATvT8
ATvT9

ZON—E = AN—REAFEOFNAICESWT NI Ty v Y R E T T ey 2505
BEIZOWTOTAT T HR L, b OD LEEMICHAT 270G ENTWET

kA4, Ela— R dl4s . R B X OYHBEAL TR T E 908, @I eL 0BT
R EInFET, 2& 203, https://www.cisco. com DEFAEDO HBL T CJ.sco.comTTo (7=72
L, ZHESTLHHEMTIES Y A, —MRIRARTE RO 5 HIEICOWTIE,  ICisco
Secure Firewall Management Center 7 /34 A& EHN A K] Oikhll4 (DN) —L D% S
LTL7ZEWn)

7747 2 FEROURL ORA ML, = "=ZfEE (SNI) T, 7747 b
TLS N FV:%?@SNI?IK%E%{EE}EH LT\ 1{%%7:1‘@—571‘; ]\Zl (7”:&%_6:1\ auth.amp.cisco.com)
EHELET, RIZ, $—"—F, H—DIP 7 RLATTRTORERFEEZR A M LARRS,
PRt A MESL T DT DI 7R, ST DR — LEEHETF = — 2R L 9,

F 72 Secure Firewall Management Center (22 27 A > L CWe WAL, v/ A4 LET,

Policies> Access Control heading > Decryption 27 U v 7 L %7,

decryption policy D#&IZ& 5 Edit (@) %27 VU v 7 LET,

decryption rule OAEIZH 2 Edit (X)) 227 U v 7 LET,

L=V DEN (AddRule) 1%#727 VU v 7 LET,

[L— L DENN (AddRule) ] ¥ A 77 ARy 7 2D [4E] (Name) | 7 4 —/L RIZ, b—/1LD

AHiE AN LET,

[77 a2y (Action) 1V A Rnpb[7ry 2 (Block) 1£721L[VEy hLTZr v 2 (Block

withreset) | %27 U 27 LET,

[DN1%227 U v o LET,

[ FIHE72 DN (Available DNs) ] T, 1BI19 2554 2R L 7,
« ZITHRLA TV 2 NEERLTY A MIBIT 2121E (#THRIFICEmTE ET) |
[ I ATREZ2DN  (Available DNs) 1Y 2 b Elcd 2 Add () 22 U v 7 LET,
cBIMT DA TV =7 PBIOI V=T MRHET HI21E, [ AHEZ2DN (Available
DNs) 1 U A D EIZHD [4BTETIIMETHERE (Search by name or value) ] 7’127 k%

sV L, ATV NOALMETIIA TV =7 FOEEA)LET, A& T 5
EVARBEF SN, =BT 547 V=7 PRI ET,
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ATy 710

ATvIN

AT T12

ATy 713
ATy 714

ATy 715

AT a ol SEREEANADEREIETA Y Y DT =27 )L Decryption rule .

F T NIRRT AHIZIE, FOF TV a2V I LET, TRTOF TV
BT HI1E, A7V v 7 LTI TER (Select All) ] #3#IRL 9,

[th7 ¥ =2 MZBI (Add to Subject) ] F 7213 [FAT0IZBM (AddtoIssuer) %27 U > 7 L
e

EVk
BRULIEAT V27 V2RI 7 TR Rry X TYAMIBEMNTLZEHTEET,

TECTHRET DV 7 7 VIHEA 235584 03 H 55613, D &BMML E7, [Subject DNs]
F 7213 [Issuer DNs] U A FD FIiZ&H % [Enter DNorCN] 7> 7 v&2 27 ) v 7 L, @4 7
B4 2 AL TC[AAdl 227 Y v 7 LET,

EHLHDY A MIH CN EIEDN ZBEMTEETHN, [7 =2 DN (Subject DNs) |V
A NMZIBINT 5 DN TT,
=)V BN 50, FREEE LT T,

BTLEL, V= ~DOEFEEFEL, XR—=VDOFEIcH 25 BN (Add) 1227V w7 LE
j—o

RY = ~DEFEZRIFT DL, 2=V EEICH D [BR17FE (Save) 1227 U 27 LET,

£l

ROBIL, goodbakery.example.com (Zxf L THAT S A7 FEEFS X U goodca.example.com
(2K TRAT SNTREE R T 234 LV — VR F 2R LTV ES, ZbOiE
HECTKESLESNTZ N T 70 vy 73S, 778X ar be— Il X0l
e

Subject DNs (1) Issuer DNs (1)

GoodBakery

CMN=goodbakeryca.example.com

Enter DN or CN Enter DN or CN
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. Decryption policy & 77 £ X 3> bA—)L R L —OBEEM 1T & MR TE

Decryption policy £ 7YX a> kO—JL R o—DEF
BT T & MR TE

FIE

&
ATy T2
ATvT3

ATvT4

ATvTh

ATvT6
ATy T17

ZDH A7 T, decryption policy %7 7 & A v hu—L R Y —|ZEEMT D HEE, T
7R arybhr— R —DOHERINDFEMRE LR ET D HECHONTHHLET,
decryption policy & > A7 A THEMT 212X, T T7 78R ar be— R —{ZBET
\idqo

15 H B HIIC
ZDOHA ROBINAES T, BT ADEERY —2ER LTI 0,
decryption policy DFEMIA 7' > 2 NZOWWTFELIE, HERY — FA 7> 3 v,

% 72 Secure Firewall Management Center |22 7' & L TWRWEGHIL, =27 A LE T,
Policies> Access Control heading > Access Control 227V v 7 L %7,

BLOT 7 ER 2y ba—A RY »—2EkT 20, [Edit()] %227 ) v 27 LTHFORY
v—EmELET

WO RT L 91T, 185 (Decryption) 15227 U w27 LET,

€~ Return to Access Control Policy Management

' Access &

ackets + @ Prefilter Rules + () Decryption » @ SecurityIntelligence + () Identity » @ Access Control © More

Q. Type to search No Decryption policy selected ]

ROPUNTRTEOIZ, VANTEERI —DA4HTIZZ Uy 7 L, SOIZ[RET 7Y r—3 3
Ve & URLZ7%E (Early application detection and URL categorization) ] &4 12 L F£ 7,

Decryption Policy ®

Decryption Policy

lDecryption Policy Example Edit” v ]

Early application detection and URL categorization @

=) - |

EA (Apply) 1227V > LET,
WOBNRT 21T, [FEH (More) 1> [FH#IERE (Advanced Settings) | Z#72 V v 7 L£7,
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| Decryption rules& K1y & —a i

ATvT8

ATvT9

ATy 710
ATvIN
ATvT12

ATy 713

ATv 714

ATy 715

ATv 716
ATy 71

Decryption policy £ 72t X 2> bO—)L R o —OBEEN 1+ & MR E .

€ Return to Access Control Policy Management

' Access &

L Packets » @ PrefilterRules » () Decryption + @& Security Intelligence -+ (O Identity + @& Access Control © More

[ Q, Type to search ] Total O rules Advanced Settings h

HTTP Responses

Source

[

Name Action il
Zones Networks ) t
Logging il

Mandataru (Nn riles)

[TLSY— =7 A 77 47 4 i (TLS Server Identity Discovery) | DA [Edit (£)] & 7
UwZ LET,
ROBNRT LI, Fov IRy 7 Aed I LET,

TLS Server Identity Discovery @ ‘

Early application detection and URL cate:
We recommend that you enable early ap,

detection and server identity.
Since TLS 1.3 certificates are encrypted, for traffic encrypted with TLS to
match aceess rules that use application or URL filtering, the system must
decrypt it. The setting decrypts the certificate only; the connection remains
‘ encrypted. Enabling this option is sufficient to decrypt TLS 1.3 certificatas; you
6o not need to create a corresponding SSL decryption rule

‘ Revert to Defaults Cancel m

[OK] %7 U w7 LET,

=YD EFIZH D [R1FE (Save) 1227 Vv 7 LET,

ROKNRT LT, X=VOEESICHL[T78Aa ba—LR ) —EFHIZKES (Return
to Access Control Policy Management) | % 27 U » 7 L&,

ahan,  Firewall Management Center

CISCO  Ppolicies. [ Accass Control [ Policy Editor

4~ Return to Access Control Policy Management

~
Home o <
L Packets » @ PrefilterRules + (O Decryption - @ SecurityIntelligence » () Identity » @ Access Control ‘ © Advanced Settings
|
Oxeizew General Settings 174 Threat Detection

[Edit ()] 227 Vv 7 LT, 77®Aary ba—Al—LiimELET,

R—=YDFET, TI7AN T 7 arORRIZH D[ ] G borXr rBLOT
VAR 3 (Default Logging and Inspection) ) #27 U v 7 LE7,

[FEfcBAtARF I 1 ¥ > 2 (Log at starting of connection) | &, R L7=Z DDA T v a &4
ST LET,

FEMEIZ DWW T, [Cisco Secure Firewall Management Center Device Configuration Guidel]l @ 7

i

A aryhe— R ) —0uXx SR E [Logging Settings for Access Control Policies | [#¢
FEl LT EE N,

[Applyl 27 U v 7 LET,
NR=YO EBIZH D [fR(F (Save) 1227V v 7 LET,
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. TLI4NETBHRITavY

RDBERY
L= VS DB L 5B — v S
e T 7N EDORY =T I aryOBM: HEER) S — DT 74V T Vg

« Cisco Secure Firewall Management Center Administration Guide @ [Logging Connections with
a Policy Default Action| DOFIIIEST, T 74NV NT 7 arouX 747y a %
BIELET,

AR Y =D u T OFRTE B ERY — AT v a v

7 7 A~ E Y > — OB OBIUGE ST, decryptionpoliey 7 7 & 2 =
bRl Y BT E

RELFZRALETRELFEOREMESZMLTIZE W,

TJLI24IWNE3TBERT T4V

LI ANEZ Y TZT 7 AFEORIIO 7 =— T, L0 Y —2AEHEOKRXWVEHMIEE
T HENATONET, TV 7 4B 7%, Wi~y X —%H Lz, KOBELR LR
R g VSRR RN A T RO & T A &L TV ooBmE T, M E TSN E
KR

TV 4 NZY U TNE, X2V T 4 D=—RE " T T 47T a7 7 A ESW TR
BEVENRHDBT-, UTENRETERY) U —L A AT g U nLBNTBEVERHD £
@—O

« Microsoft Outlook 365 72 & DO — B2 ENT 7V r— 39

e —R— Ry I 7w lFolL 77 N7 a—

=JL ==

Decryption rule D&% E

FIE

decryption rules (ZHELE S NN DR ST T U T ¢ ARRIE DR IE 1

Decryption rules : [fE5 L 72\ (Do Not Decrypt) | /V—/V7 7 L a U iMEH &b 0— L& BR
L IRTOV—NOuFr 7240 LEYT, (ZHUMERTT, #eshTninhZ
74y AT AR RERTRTOIHLAIE. TOL— O TEEMIILET, )

AT F1 %72 Secure Firewall Management Center (212 74 > L CWARWEAIE, v o4 LET,
AT w72 Policies> Access Control heading > Decryption 227 U v 7 L%,
AT w73 decryption policy DF{IZH % Edit () 227 UV v 7 LET,
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| Decryption rules& K1y & —a i
Decryption rule M 5% 7E .

AT T4 decryptionrule DE{IZH D Edit () 27 U v 7 LET,

AT9 7S5 [BX 7 (Logging) 1 #7427V vr LET,

ATV T6 [#HOK TR X792 (Logat End of Connection) |27 U v 27 LET,
AT9TT [IRTF (Save) 1 &2 Y v/ LET,

ATYT8 N=VR EFICHD [IR(F (Save) 1227 U v 7 LET,
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&
it

. Decryption rule ®
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BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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