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KPP R —F SN THET,

% 2: dynamic attributes connector'N\—2 3 o E LUV TS Y b T+ —L THR—FEATWVWEIARIEDY R L
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L1 A7
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L3I R)
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22 (A7
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N—=gr [ Fn [EYA [EYA YA YA WNZ W AVAY- N =g EA =LA = WNZ | IEWN EA =LA
3.0 Ao
LI R)

N—=Tzar [ Fn [EYA [EYA YA YA [ =S EYA [EYA [EYA YA YA WNZ | EYA [EYA
3.1 (A7
LI R)

770 Mg [ 3w [AVAVAN 155 )N N = [EYA WO RS | D [AVAT-SN NEIA [EVA [EA [EUA Wz [z | FExbG
e
(Security
Cloud
Control)

Secure (=4 WWE | RS | 13 BN [AVAV A VAV A 155 Tl N E [EVA [EA BN AVAY- S =4 BTN (B
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Secure (= (Eaa [E4A [E4A [E4A [AVAY-a =4 [AVAT-d W= [E4A =4 =9 [AVAY-a =4 = [ESA
Firewall

Management
Center 7.6
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Firewall
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. Amazon Web Services I %9 42 : A—HF—EREA VA R— SN fzT—2I2D\T

AmazonWebServicesaA %7 4 : 1—H—EREA VU R—rahf=-FT—

AIZDLVT

dynamic attributes connector |%, 7~ U 3 — TR 2572012 AWS 7> 5 Secure Firewall Management
Center ~EIHEMZ A R —FLET,
A UiR— kb EN-ERES
AWS B IROER)JEVEZ A R —F LET,
« X7 AWSEC2 UV Y —AEZERT H1DIfEHTE 22— —EROF—LHEDT,
FERZ OV TIE, AWS K% = A > h® [Tag your EC2 Resources] # &ML T 72 &0

¢« AWS NODORIE~T v D IPT RL %,

DEGR/NROIER

dynamic attributes connector Wi, e e, ec2:DescribeTags, ec2:Describevpcs, 33 &L N
ec2:Describelnstances GZ%bE’JJE‘@@% VIR — k %%@ﬂ‘jﬂé N ) C/b‘%fj%olb‘“‘j_b‘ﬁlﬂz‘gf
T

dynamic attributes connector [Z%f L THR/NEDHERZHFD AWS 21— —ZER L F T,

FIE

ATy T
ATvT2

ATvT3
ATv74
ATvTh
ATvT6

ZDOH AT TIE, BMJENE % Secure Firewall Management Center (2 126{5 9~ 5 728 D /MR O HER
EROV—ERTH Y MERETDHEZOWTHALET, 26RO Y X Mo
TlX. Amazon Web Services 217 ¥ : 2 —H—HE[R L A VR — F ST —FITDOWT (16
N—=V) ZZRLTIESN,

18 HHIIZ

Amazon Web Services (AWS) 7H U v bR TTICRESIN TV ARLENDH Y £9, Z%1T
I IIFIEDFEINZOWNTIE, AWS RFXF 2 X FOZORHELZER LT ZEN,

EREn— NV ERO—F—L LTAWS a v Y —uiza /(v LET,
FovaRh—FRhro, [€Fa2UTa. PATUOTA4T14BKUVESF (Security, Identity &
Compliance) 1>[IAM]% 7 U v 27 LET,

[7V 2RXE®E (AccessManagement) |>[1—H— (Users) |47 U v 7 LET,

[—H DB (Add Users) 1 %27 U 27 LET,

[=—H#—4 (UserName) | 7 4 —/L N2, 22—V =% T 2572004 HEZ AT LET,
[T 27 8AX—-T 0T T AZEDHT 7 EA (Access Key - Programmatic Access) |57 U v 7 L
F7
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ATy T17
ATvT8

ATv79
2TFv 710

ATvIN
ATvT12

ATy 713
ATy 714

ATy 715

ATv 716
ATy I
ATy 718

ATv 719

2Fv7T20
ATy IT2

dynamic attributes connector [Zxf L THR/MEDIER EHFD AWS 1 —H—ZE4ERLFE T, .

[MEBRDFXE (Setpermissions) |X—C, 22— —Zfif 4,7 7 B A ZFFAIETIZ RN (Next) ]
IV LET, Brba—P—IlT7 7 B AMELHETEET,

MEZIE T, 22— =2 7 ZBmLE7,

[——D1ER% (Create User) %27 YV v 27 LET,

[esvE X 72— (Download.csv) 1527V 7 LT, 2—HF—DF—% a3 Ea—F—|THF
you—RLET,

GE)

Zn, 2= —0OXF =2 TG 50ERH L HE— DS T,

[FAC% (Close) 1227 Vv 7 LET,

EROHND [T AT T 47 4T 7 ERAEE (IAM)  (Identity and Access Management (IAM)) ]
NR—=TU T, [T EREE (AccessManagement) ]>[R') — (Policies) |27V v 7 L¥7,

[R VU > —DfERL (Create Policy) 127 UV v 27 LET,
[R Y > —DfERL (Create Policy) ]~—C, [ISON]#727 U v 7 LE7,

1 o 3 4 5

~ Set permissions

Copy permissions from

M existing user

Ia) Attach existing policies
2 @% Add user to group dliem

Q

Create policy

74—V RIZRDORY > —% AN LET,
{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"ec2:DescribeTags",
"ec2:Describelnstances",
"ec2:DescribevVpcs"

1,

"Resource":
}
]
}

[k~ (Next) 127V v 7 LET,

[LE=2— (Review) ] &7 U v 7 LET,

[RY 2 —DfER (Review Policy) | X— T, LEREREAST L, [FRU > —>D1ERK (Create
Policy) 1 %7 Vv 7 LET,

[ U — (Policies) |"— T, BMET 4 — /L FIZRY =4 DTN TEIT—#E2 AL,
Enter ¥ —Z L £,

ER LR o—% 2 ) v 7 LET,

[72 <32 (Actions) |>[72vF (Attach) 227 U v 7 LET,

LR
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ATV T2

ATvT23
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WBLZIE U T, BT f— L Rl —F—Z O E-1T—E#% A1 L. Enter F—Z L *
ﬁ—o

[RVU—%7T%vF (Attachpolicy) |27 U 27 LET,

RDERY
AWS 2% 7 X DERL (18 X—) |

AWS O 1D 2 DYERK

FiE
ATvT1

ATy T2
ATvT3

ATy T4

ZOXAYTIE, RY—THMHT 5720, AWS > Secure Firewall Management Center (27—
FaFETDART T D TECHOWTHBILET,
b BRI

dynamic attributes connector (Z%f L CTH/NROHERZFFD AWS o —H —ZAFR L3, (16
~N—) T L7MERRLL ED 22— —ZAER L £ 7,

Secure Firewall Management Center (212 7 A > L £,
Integration > Dynamic Attributes Connector > Connectors #7 Y v 7 L¥£7,
WONWTNNEFITLET,

cH LWV axRxT ZOBEN : Addicon()%ﬁ Uy 7 LT, axJ7Z04%E7 ) v
LET,

« AXY X OFEETITEIRE : More®) E2 2 U v 7 LTinb, TORRICH S [fiE (Edit) ]
FIL[HIBR (Delete) 127 Vv 7 LET,

ROMEHAE AT LET,

& iER

281 (Name) (W) Zoaxxy #x—BEIS#T 5402 AT LET,

EHBA (Description) W (FTvay)

ZILRERE (Pull Interval) (T 740 ME30F) AWS G IP ~ v B 7 2 BS54 5 [HiE
T,

IJ—< 3> (Region) (WE) AWS VU —Y g a—RE AN LET,

7O AF— (AccessKey) | (ZH) 77 EBAFZF—H AN LET,

HWEF— (SecretKey) (W) EgEE A LET,
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Amazon Web Services ¥ 1Y) 74 YIL—F a1y 4 . 1—HF—R .

ATY TS5 [R1F (Save) 1227V w27 LET,
ATYT6 [AT—H A (Status) 1 FC [OK] BNERENTNWDZ EafERLET,

Amazon Web Services X1 ) 7« JI)IL—T 2RI 32 : A—H—ER

dynamic attributes connector | £, AR Y > — T4 57212 AWS 7> 5 Secure Firewall Management
Center ~ENEMEZ A > R— M LET,

WEGR/IEDHER

dynamic attributes connector {23, H7p< LB, ec2:DescribeTags, ec2:Describevpcs, 38 LN
ec2:DescribeInstances (CENIBMED A VR — M2 T25RY —2 o2 —F —RNUNET
@—O

dynamic attributes connector [Z%f L THR/NMEDHER Z D AWS 1 —HF—ZER L F T,

ZDOHX AT TIL, BiJEME% Secure Firewall Management Center (21515 3% 72 D fic/NB O HER
EROV—ERT AT FERETHHEZOWTHBILET, ZRHDORBED Y X MZown
TiX. Amazon Web Services =17 % @ —H —4E[R L A LV AR— M7 —ZIZ20T (16
N—=) R LTIEIN,

1R BRI

Amazon Web Services (AWS) 7 H UV FRT TICRESNNTWALERH Y £9, ZhElT
I FEDFEMZONWTIE, AWS FF 2 A hDOZORHEEZBMBL T EE,

FIE

ATv 1 FHEr—LVERO—P—L L TAWS 2 Y —in /(v LET,

ATvT2 FyvaR—Khb, [EFa2VTa4. FTATOT14T14HBEUESF (Security, Identity &
Compliance) 1>[IAM]% 2 VU v 7 LET,

ATy T3 [7UOEREE (AccessManagement) |>[1—H— (Users) 127 U v 7 L7,

ATy T4 [2—HFDEMN (AddUsers) 1227V vZ7 LET,

ATy TE  [—H—4 (UserName) | 7 4 —/V K2, 22—V —%Bl+T 57004012 AN LET,

ATYT6 [TI78AXF—-T 07T ACEDT 7 A (Access Key - Programmatic Access) %7 U v 7 L
£

RTv T [HEROBEE (Setpermissions) ]X— T, 2—HF = H T 7 ¥ AZFFAMETIT[RA (Next) ]
Vw7 LET, b —Y—IlT 7 B AL ETEET,

ATYT8 WMEIEUT, 2=V —IZ¥ T EBMLET,

ATv 79 [2—V—DER (Create User) 1 %27V v 7 LET,
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ATy 713
ATy 714

ATy 715

ATv 716
ATy T11
ATvT18

ATv 719
ATvT20
ATvI2A

ATvT22

ATvT23
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. dynamic attributes connector (2% L TER/NROMERZHF D AWS 1 —F—ZER L F T,

[esvZ X 7> — K (Downloadcsv) %7 U w27 LT, 22— —DF —%aL a—F—|ZHF
vru—RLET,

GE)
nn, 22—V —0F—ERETIHILEND HHE— DS TT,

[FAC% (Close) 127 Vw7 LET,

FEOHND [T AT T 47 4T 7 ERAEE (IAM)  (Identity and Access Management (IAM)) ]
R—=UTC, [T E2REE (AccessManagement) ]>[R') — (Policies) |27V v 7 LE7,

[R Y > —DFERL (Create Policy) 127V v 7 LE7,
[V v —DfEk (Create Policy) ]1-3—C, [JSON] %27 VU v 7 L%,

1 ° 3 4 5

~ Set permissions

Copy permissions from

M existing user

[0 )] Attach existing policies
'I.‘ Add user to group directly

Q

Create policy

T 4=V RIZRORY) >—% A LET,
{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"ec2:DescribeTags",
"ec2:Describelnstances",
"ec2:DescribeVpcs"

] r

"Resource": "*"
}

]

}

[k~ (Next) 127V v 7 LET,

[LE=— (Review) 1 &7V v 27 LET,

[ Y > —DfEsd (Review Policy) ] ~— T, MLEREHRAEZATI L, AU > —D1ERL (Create
Policy) 1227V v 7 LT,

[/RV > — (Policies) 1" X—Y T, BR7 4 —/VRIZHR) > —ZDT_XCTEIT—HE AT L.
Enter ¥ —%# L £7°,

B LT=ARY o—% 27 Vw7 LET,

[72 3> (Actions) |>[F7#vF (Attach) |22 U v 7 LET,

MEIZIGE U T, MR 4 — N Rz —V =4O EI1x % AL, Enter ¥—%# L F
R

[RVU—%7T%vF (Attachpolicy) |27 U 27 LET,
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s tx2074 5—F 3555045 |

RDZRY
AWS 2 %7 X OERL (18 X—7)

AWS X)) T4 JIL—T 2RV ZDEK
TDOHRATTIE, R —THHAT D702 AWS ¥ =2 U T 4 Z)L—77>5 Secure Firewall
Management Center |27 — ¥ ZX(5T 5 2RV ¥ AT D HIEC O W T L £ 7,
188 BRI
WD & HT XTITWET,

e AWS RF 2 A MY A b [BF2U T 4 V=T O] IZHRBEESNZFIET, AWS
X2 T 4 SN —TFEER LT,

« dynamic attributes connector |25t U Che/NRDOMHERR 2 7> AWS 2 —HF—ZAEp L £ 7,
(16 ~—2) T LIHERM Eoa—F—%2El L £ 7,

FIE

AT w71 Secure Firewall Management Center (212 71 > L 77,

AT w72 Integration > Dynamic Attributes Connector > Connectorsz#7 U v 7 L £,
ATYT3 KONWTNNEFETLET,

CH LV TR 2 O : Addicon (MY % 2 U v 2 LTinb. a2 ¥ OLHTE S Y v
Li—é‘o

« AR T BZOREEITHIE  More() &2 U v 7 LTHE, [TORRBICH S [Fife (Edit) ]
FX [HIBR (Delete) 1227 U 27 LET,

ATy T4 ROWEHEANTILET,

g SER

%11 (Name) (WZH) Zoaxy Zix—BI#T 240802 A LET,

#5588 (Description) Wl F7vay)

ZIVRERE (Pull (T 74V ME30F) AWS 6 1P~ v B 7 &2 B3 5 R T
Interval) 7

[Z VR (Pull Interval) ] Of/MEIX 1 BT, mRIMEEDEIC
RETEET, RMEZIRVMEICRET 2 Z & ITBED LEEA,
ZhUE, REDO NI 74 v 7 BERSNDATRENERH V. %475
B, TNOD NT 7 4y 71T 25 RPIAET D ENH D
7= T9,
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https://docs.aws.amazon.com/managedservices/latest/userguide/about-security-groups.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/working-with-security-groups.html
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B awsv—crevax0556m75

fEe Bl

IJ—< 3> (Region) (WH) AWS ) —Y a3 a—KRKEZ AL £T,

AWS Access Key (W) 772X —%2 AN LET,
AWS TRz 52 (WZH) FEgEs AL ET,

ATy TS5 [f#1F (Save) |27 U7 LET,
ATYT6 [AT—H A (Status) |FNT [OK] BREREINTWNWDEZ L 2R LET,

AWS H—EXZ5 AR 2%EHT 5

O Ny 7 TIE, AU —THEMT 5 Secure Firewall Management Center -~ Amazon Web
Services (AWS) H—E R X 7D axxy ¥ w{ERT 2 FIEICHO VTR LET,

FEIZOWTIE, ROE IR AWS R¥ a2 A b A FD U YV —2ABHL T ZEWN,
* What are tags?

* AWS IP address ranges
* Tagging your AWS resources
* Guidance for Tagging on AWS

* AWS service points

FIRr

AT 71 Secure Firewall Management Center (212 7' > L 797,
AT 72 Integration > Dynamic Attributes Connector > Connectors#27 U v 7 L7,
ATV T3 RONTNPEFITLET,

CH LR 2 05Ed : Addicon (BB % 2 U v 2 LThE. a2 X OLRE S ) v
LET,

« ART BZOREEITHIE : More() 227 U v 27 LTH S, {TORRBICH S [fRE (Edit) ]
F72IE [HIBR (Delete) 1227V v 27 LET,

AT T4 ROEREANDLET,

[} Bl

&1 (Name) (W) Zoaxy Zax—gIl@nlT 24002 A LET,
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https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/vpc/latest/userguide/aws-ip-ranges.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
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https://docs.aws.amazon.com/general/latest/gr/rande.html

| Dynamic Attributes Connector

Azure 245 48 - 1—F—HgRE A Lk— bahiF—2zo0T [

& s5ER

EEA HE (AT ay) .

(Description)

URL () HERESNTORWERY | URLEEF LN TL &N,

ATY TS5 [fRT7F (Save) |22 U7 LET,
ATYT6 [AT—H A (Status) 1FIC [OK] BNERENTNWDZ EEMERLET,

Azure RO R : A—H—EREAM VR—FESN=T—2IZDUVT

dynamic attributes connector | £, ARV > —THEH T %72 9DIT Azure 7> 5 Secure Firewall Management
Center ~ENEMEZ A > R— M LET,

14 oiR— kSN -BIMENE
Azure NHRDOENEMEZ A AR — N LET,

BT V=R VYR TN—T BLOW TR T g SCBEEMT b —
ED~T,

SEFIZ OV TIE, Microsoft RX a2 A FOZDON_N—J 2B L TLEE N,

« Azure NORAR~ T > D IP T KL A,

WEIGR/NRDIER
dynamic attributes connector ©. EEME A R — M52, DR b ) —F —HERZ £
/):L\——"j:v—z)§‘/z‘g«6@—o

dynamic attributes connector (%9 % F/INBDHERE % D Azure 11— —DIERKL
ZOHX AT TIL, BifJEME% Secure Firewall Management Center (2155 3% 729 D fic/NBE O HER
ROV —ERT AT MERET DHIEZOWTHHALET, ZNHDRBRMED Y X MIoWn
TIiE, Azure IR 7 4 - 22— F—HE[RE A VR — FSNTT —FIZHO0T 235—) 25
LT ZEN,

188 BRI

Microsoft Azure 75 7> h FBEICHEF o TWAMENH D 3, HET HITIE, Azure R =2 A
YERYA RDOZON=TEBRLTIZEN,

{
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/tag-resources?tabs=json
https://azure.microsoft.com/en-us/free/
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. dynamic attributes connector 2%t 9 % /MR DHER % 35D Azure 1 —F —D1ERK

FIE

ATy T
ATvF2
ATvT3
ATv74
ATvTh
ATvT6
ATvT1
ATvT8

ATvT9

ATy 710
ATvIN
ATvT12

ATy 713
ATy 714
ATFv 15

YT Ry T v arOFiA#H E LT Azure Portal (I 7 A > LET,
[AzureActive Directory] #27 V v 27 LE7,
WETHT 7V —3 a D Azure Active Directory DA A XV A% BOFE T,
B (Add) 1> [7FTVT—> 3 oD% (Appregistration) 1227 U v o7 LET,
(4B (Name) ] 74—/ RIZ, ZOT7 AV r— a2kl 5200482 A LET,
MBOLEIZR LT, ZOR=JIZZEDMmOERE AT LET,
[&&k (Register) 1227 U v 7 LET,
WDNR—=TT, 7I9AT 2 NID(T 7V r—va D EBMEENRD) ETF U NID(T 4 LY
FUID & HIFEEND) ZHEEEOELIL, a—LET,
WIZH 2R L ET,
g just-a-test # -

£ earch (Cmd-=/) « [i] Delete & Endpoints (] Preview features

e @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =

Quickstart
#" Integration assistant A Essentials
Manage Display name : just-a-test Client credentials : Add a certificate or secret
= ﬁ Application (client) ID : 44%af2cd "l B " "H. m w32 Redirect URIs : Add a Redirect URI

Branding 8 properties

Object ID Dol N YW . Application ID URI : Add an Application 1D URI
3 Authentication
ﬁ Directory (tenant) I : ScdSade s me-as"les » B ol %97590 Managed application in L. : just-a-test

Certificates & secrets
Supported account types : My organization only

Il Token configuration

[7FA4T v 27 LT %/ (Client Credentials) ] DFEICH D [FEHZEE/ZIZ—27 L v bD
B0 (Add a certificate or secret) | %27 U v 7 LET,

Ly 747 by —27 Lk (New Client Secret) [ %7 U v 7 LET,
ZoRENTEHmAEANTI L, B (Add) 127U >y 27 LET,

ME (Value) 17 4 — /v ROEE 27 Y v 7 AR—RliZab—LEd, [—72 L FD (SecretID) ]
TR, ZOERZ FA T Fv—27 Ly R T,

Certificates (0)  Client secrets (1) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

= New dlient secret
Description Expires Value & Secret ID

azure-doc-test 12/11/2023 Tom . wmmN e A mANROL. D AR % B P JREE D {

AzurePortal D A A L _X—UIZRY | [T A7 U3 (Subscriptions) |27 Vw7 LET,
VT2V T araiuiE s )y 7 LET,
7V TR—=RIY TRV FvarsIDEabt—LET,
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dynamic attributes connector (239" % R/NRDER £+ D Azure 1—H—DIER .

 Essentials Copy to clipboard

Subseription ID 012490 " ™ol | WAL ™ "0cd [ _ Subscription name  : Microsoft Azure Enterprise
Directory : cisco-fpiden™ o & LT ) Current billing period : 6/1/2023-6/30/2023

My role : Owner Currency : USD

Offer : Enterprise Agreement Status : Active

Offer ID TME oy Secure Score : Not available

Parent management group : 5cd5 s e w0 Bul™ ol * = iln

ATvT16 [T 7 AHH TAM) (Access Control IAM)) %27 U 27 LET,

RTv 717 [EM (Add) 1>[A—/LEIY HTOEM (Addroleassignment) %27 U v 7 LET,

ATV T18 [U—4— (Reader) | %27 U7 L, [k~ (Next) 1227V 7 LET,

ATY T [AN—DER (Select Members) 127V v 7 LET,

ATYTN X—=TVOFHMT, BELIZT TV r—arO&4HiE7 U w7 L, [ER (Select) 127 U v

7 Lij—o
» Microsoft Azure Enterprise SEIECt members W
Add role assignment
Select (D)
Qj Got feedback? | Just

- > 3 No users, groups, or service principals found.
Role  Members Review + assign

Selected role

Reader

Assign access to

@ User, group, or service principal
O Managed identity

Members

1 Select members

5 Selected members:
Name Object ID

Mo members selected just-a-test
Remove

Description

Optional

..‘:,.:.;-;-. Previous | | Mext

AT T2 [fEREEIDH T (Review+Assign) |27 Vw7 L, a7 M- THIEZZE T LET,
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B roreaxo 506w

RDRARY
[Azure 2% 7 2 DAERL (26 X—2) | #ZHL T &0,

Azure O 7 DYERL

ZDOX AT TIE, RY —THHT H7=HIZ Azure 7> Secure Firewall Management Center (Z
TR ERET D AR ZEAERT D HEICOWTERA L ET,

1R BRI

dynamic attributes connector (2% 9 5 f/NBRDOMHEIR % Ff> Azure = —H —D1ERL (23 ~X—7)
THLI L 7ML L Azure 22— — %Rk L £,

FIE

AT w71 Secure Firewall Management Center (212 74 > L 77,
AT w72 Integration > Dynamic Attributes Connector > Connectorsz#2 U v 7 L £,
AT9T3 RONTNNEFETLET,

CH LV TR 2 O : Addicon (BB % 2 U v 2 LTinb. a2 ¥ OLHTE S Y v
Li—é‘o

« AR T BZOREEITHIE  More() &2 U v 7 LTHE, {TORRBICH S [Fife (Edit) ]
F7X [HIBR (Delete) 1227 U 27 LET,

ATy T4 ROWEHEANTILET,

fi& Bl

£ 81 (Name) (WZH) Zoaxr 2 x—BIl# BT 24812 A LE
R

$%B8 (Description) S (A7 a ),

ZILRERE (Pull Interval) (F7 4/ MI30R) Azure 205 1P v v B0 7V 254
L@ TY,

[ VRl (Pull Interval) ] Of/IMEIX 1 BT, e RKITTE
BOMICHRETEET, R/MEZERVMEICRET 22 1%
BEOLETA, UL, KED NI 71 v 7 BRAERSH
LEREMER DY BETLIHE, ENOLD T T 4 v 7T
BT 2R RDFEAET 2 ATREMED B 5 72D T,

IR YT 321D (WA) Azute 7 A7 V) 7 a o ID AN LET,
(Subscription Id)

AW

F+ > kD (Tenant Id) (WME) F FIDEASILET,
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ATy Th
ATvT6

Aure 4—E2 25 3z 20k ]

fEe AR

92247 > kID (Client1d) (W) 7747 MNIDEASLET,

D934T D=Ly b WA 794 T7 v o>—2 1Ly 2 ASTTLET,
(Client Secret)

[fRTF (Save) 1227 U w7 LET,
[AT—H% A (Status) ]FNZ [OK] BEREINTWD Z & AR LET,

Azure U —EX 25 a9 2 DERL

FiE
ATvT1

ATy T2
ATvT3

ATv74

IOy 7T, AU —THH T % Secure Firewall Management Center ~@ Azure H— & &
2T DaAXy BZEERT D HECOWTHHLES, ZnboZ ZICEEff T oI 7 R
L A1, Microsoft IC K> CHBEHEFHFINET,

FEAMIZ DU TIE, Microsoft TechNet @ MEAE R Y U —27 —ERX X 7| 2B L TLEE
/AN

Secure Firewall Management Center (212 21 > LE T,
Integration > Dynamic Attributes Connector > Connectors#7 YV v 7 L¥7,
WONTINNEFITLET,

s H LW a7 ZOEN : Addicon()’%? Vo7 LT, axrZ 20417 ) v 7
LET,

« AR X OREETZITEIE : More®) 22 U v 7 LTinD, TORRICH S [fE (Edit) ]
F721X [HIBR (Delete) 1227V v 7 LET,

ROE®RENTILET,

fi& ELL

&A1 (Name) (WH) Zoaxy ¥ e —BIZEINT 24812 A LE
—a—O

E%B8 (Description) S (7 =),
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fEe

AR

JILTEIRE (Pull Interval)

(FZ7 )V MI30F) Azure H IP~ v ¥ o 7 2 BET
LT,

[Z/ViEbE (Pull Interval) ] Dfc/ MBI 1 B CTF, w&KIFME
BEOMEICRETEET, R/MEZIRVEICHRET S Z LT
BE#OLETFA, ZNFE, REONT 7 40 v 7 BPAERIN
HEREMER BV | BN T DG E. ENHLD T T 4 v I
B3 2 5ERDFEAET DA REMED B 572D TT,

YITRH) T avID
(Subscription Id)

(W) Azure 7 A2 V729 IDEASILET,

T3> bID (Tenant Id)

(MZB) ST FIDEZASLET,

22472 kID (Client Id)

(WZE) 7947 FIDEZASILET,

D947 D—9 1Ly b+
(Client Secret)

(WIB) 72947 DY —2 Ly hEANLET,

ATY TS5 [R1F (Save) 1227V v 27 LET,

ATYT6 [AT—H A (Status) |FIZ [OK] BNERINTND Z L EHERLET,

Cisco Cyber Vision a7 2 Z1ERLT 5

Z D H AZ TlL, Cisco Cyber Vision 2> 5 Secure Firewall Management Center (27 — ¥ % 25{5 9

D HEZOWTHBI LET,

48 HHEIIZ

Cisco Cyber Vision (%, dynamic attributes connector 23 E/T STV D~V U L EFETE H 45

NHVEF, IPT RLA, R—F

. BXOAPI F—Z R L TWLHRENRDH Y £7,

Cyber Vision %=1 >V — /LG APL % —% R} 51iE, [ (Admin) ]>[API]>[k—% >

(Token) 1 %27 U > 7 LTirb, [#R (Show) 1227 Vv 7 LT h—27 U &FRKRL,

&

IV L TCh—=2 %7 ) v R—KZav—LFET,

FIE

AT w71 Secure Firewall Management Center

A4 LET,

AT 72 Integration > Dynamic Attributes Connector > Connectors %2 U v 7 L £,

ATV T3 ROWTNIEFEITLET,
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Cisco Cyber Vision 2+ 2 #EfK T % .

CH LN TR 2 2 05E0 : Addicon (R %2 U v 2 LTh . a2 X OLRIE S ) v
L/iﬁ—o

« AR ZOFEEITHIR  More®) 227 U v 7 LTob, TORRICH S [fid (Edit) ]
E72IE [HIBR (Delete) 1227V v 7 LET,

ATv T4 ROEREALET,

[l ERBA
£ 81 (Name) (WH) Zoaxy e —BIZ#NT 2482 A LET,
£%B8 (Description) W (FTay) .,

Cyber Vision 7'V 7 ¢ » 7 | A7 ¥ = 7 k73 Secure Firewall Management Center |Z 258 415 &
A (Cyber Vision Prefix) X2, ZDCyberVision DIPT RLVANWOHLHAFTIv I ATV
7 N aiT D 72D DEBFOLFIN AT LET,

1 ©>® Cyber Vision IP 7 KL A0 H 5 551E, 172 EDEEOE
EASITEET,

JILERE (Pull Interval) (77 4V ME60FTF) , CyberVision 67 —H~ w7
7 IS4 2 [,

[ VERE (Pull Interval) | O/ MEIZ 1 T3, HERIMEEOE

ICRETEET, R/MERIRVEICRET 22 LITBBO LEY
o ZHUE, REONTZ 7 4 v I PERSNDAIREMERH D | 5%
YL E. ENOD T T 4 v 7T HF R AT D AR

RSB B 12 T
RRX k (Host) (WZH) Cyber Vision DFERERfHR A R4 E721LIP T FL A% A
HLET,
R—k (Port) (WZH) Cyber Vision DV v AU R— &2 AT LET,
M=o (W) APL b—27 B ATJLET,

ATV TS axy ZERGFTLENS, [TAN (Test) 1227V 27 LT, TARMBEIT LI & amRL
£

ATv 76 [fR1F (Save) 1227V w7 Liﬁ‘
AT9 1 [AT7T—X A (Status) |FIZ [OK] BERINTND Z L ZHERLET,
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B ssszxrarossnmes

NATHEFRA AR Z T S

FIg
ATy I

ATy T2
ATvT3

ATvT4

TR AT TIE, FEICHEEFTAIPT RLADOT Ry 7 U R ME/ERR L., IR LR (&
TV b T30 THAET A HECOWTHALEST, 7T RLRADY R MINERLE X
WOTHLHEH T ET,

1R BHHIIZ

IP7 RLAZELT XA N7 7 A /V%&ER L., Secure Firewall Management Center 7> 5 7 7 &2 A
A[fE7e Web $— N—(CEIE L EJ, IP7 KL AZIZCIDR Ril2 B0 H I ENTEEY, 7
FARARNT 7 A ML, LTIZDE 1 DDIPT RLADHLEED HLENRH Y £,

e TI7EAGEA—LD [FFAf YA N HOIP 7T RLADOU A K& T 7 & AH#
=D [Tay 7R AOROIPT RLADY A SBIFEETIHRENDH Y £9°,

TEXARNT 7 ANTEITHRK 10,000 HDOIP 7 FLAEEETE £,

Secure Firewall Management Center (212 27 A > L£ 7,
Integration > Dynamic Attributes Connector > Connectors %7 U v 7 L7,
RONWTINNEFITLET,

CHL TR 2 03 : Addicon (B % 2 U v 7 LTink. 9% ¥ 0&NiIES ) v
LET,

« a7 X OFFEFETITHEIER c More() 227 U v 7 LTnD, ITOKRRBICH S [t (Edit) ]
F 721X [HIBR (Delete) 1227V v 27 LET,

RONEHE NI LET,

IHH Bl

ZH1 (Name) ZETEATILT, axX 7 X ERELET,

Bz (A7 ay) FHZ AN

ZILERE (Pull TALFI IR I AN, TR T 7 AANSIP T LA ZHE
Interval) THMEEDEETERLET, 7740 ME30BTT,

[Z/ViERE  (Pull Interval) ] Df/MEIL 1 B TY, BKRIMEEDHEICEHE
TEET, RMEZIRVMEICRET 2 Z & I3BEIO LETA, ZHUL,
REO T 7 4w 7 BERSNDARERD Y, ENT 256, Zhb
DT 74y 7T D5ERBBEET DA RERS HT-OTT,

URL IP7 FLAERETA7-DIZURLE AN LET,
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Github 124 2 24655 % ]

IHH A

BIMOURL DB (A7 ay) BEDOU A MIESICURLZEMTHIZX, Voo as
Uy 7 LET,

AEEAE fER) Web ¥ —/S—~DE ¥ 2 7 REHRICAEA & T =~ — N LR

(
BlE. ROF T arnbyET,

« [FEBAE #HS (Get Certificate) | >[Hf§ (Fetch) |27V v 27 LT
FERAEZ BEIRICEUS T 500, TR AR REZRSA X, FRAER (CA)
Fr—rZFHTEETS (46—) ToHIATWA LI
FE)TCIHEHELRSELET,

[(IBAE % 1S (GetCertificate) |>[Z7 74 ILH S (Browsefrom
file) 1227V v 27 LT, ElZ¥ v ra— RLEZEHEF =— %
TyZTar—RLET,

ATY TS ax I XEREFTDHRIC, [TAR (Test) 1227 V27 LT, TAMPRITH I EEMERL
£7

ATvT6 [fR1F (Save) 127V w7 LET,
AT9 1 [AT7T—H A (Status) |FIZ [OK] BERINTND Z L ZMHERLET,

GitHub 2RV 7 Z 1T %

Ok varTiE, R —THEMHTH7ZHICT —# % Secure Firewall Management Center (2
YEIET 5 GitHub 2Rk 7 Z B ERLT 5 HIEICHOWTHHALET, b 72T b
TWAIP 7 FLALE, GitHub (K> TEHSNTWES, BIENT 4 L2 ZFRT 2 45
EH0 EHA,

FHEMICOWTIE, TGitHub D IP 7 RL A2\ T #H LT &,

)

GE) IPT7 FLAOEBIZKINT 5720, URLIZEE LRWTL 7ZEW,

FIE

AT w71 Secure Firewall Management Center (212 74 > L 77,
AT w72 Integration > Dynamic Attributes Connector > Connectors = 7 U v 7 L £,
RT9T3 KOWTNNEETLET,

ﬁ%UA:*ﬁ&®ﬁm:Ammmmﬂayéﬁvyﬁbfﬁﬁx:1*7&®%ﬁ%79y7
Liﬁ‘o

Dynamic Attributes Connector .


https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/about-githubs-ip-addresses

Dynamic Attributes Connector |

B coogeclod 2255 - 1—F—HERE S LK— FERETF—BZDNT

« AR ZOEEITHIR  More(®) &2 U v 7 LTob, TORRBICH S [fid (Edit) ]
E2IL [HIBR (Delete) 1227V v 7 LET,

ATy T4 4T (Name) | &4 7 a3 D [#M (Description) 1% AfLE9,
RATFwTS (A7 ay) [ZVHERE (Pullinterval) | 7 ¢ —/L KT, #JEME =7 ¥ 2 GitHub 7> 5 1P
7 RLAZEBST 2HE AN CEELET, 7 740 ME 21,6007 (6 KfH) T,

ATYT6 [fR17FE (Save) |27 U 27 LET,
ATw T [AT—H A (Status) |FNT [OK] BNEREINTWNWAEZ L 2R LET,

Google Cloud IV % : A—H—1ER LA Vi R— b f=T—2IZD
VT

dynamic attributes connector (%, NV > —THEHT 572912, Google Cloud 7> 5 Secure Firewall
Management Center ~BIF)EMEZ A o AR— b LET,

4 viR— rEhi-BHE%
W OERJENE A Google Cloud 725 A ' AR—F LET,
« 7L 1 Google Cloud V Y — A ZHEHF L 72D TE 5% — LIEDORT,

FEAIZ OV TIE, GoogleCloud RF = A > hd [T ~ULDOIERREEH] 22 LTS
AN

Xy MU= Z 7 ik TANF— FTT e = MIEEMT b F— L ED

~7,
FERIZ OV TIE, Google Cloud R = 2> b X 7 OEk LB 22 LTS
AN

* Google Cloud NOEAE~ > D IPT KL A,

WER/IRDHER

dynamic attributes connector Tl&, 272 < &b BIREMEEL A AR — F TE 5 AR EE (Basic
Viewer) HE[RZ Ffoa—H —mNUECTT, >

dynamic attributes connector (2% L T&/IMNE DR % 5D Google Cloud 1 —H—Z{ERk L
F9,
ZDOH AT TIL, BB % Secure Firewall Management Center (2 25{5 9~ 5 728 D i/ NB O HER
ERfOV—ERTH U MR ETDHHIECOWTHALET, Zno0EMED U A Mzown
TIX. GoogleCloud =27 # : 2 —H —fR& A VR — hINToT —HIZHONT (323—)
EZBL TSN,
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FIE

ATy T
ATv T2

ATvT3

ATy T4
ATv S5

2Ty T6
ATy T17

ATvT8
ATvT9
ATy 710

dynamic attributes connector (23 L TH/INRDHER % 5D Google Cloud 1 —H—Z4ERL L F T .

1R BHHIIZ

Google Cloud 7 #1 7 > bR T TIZRRE SN TV D MENH D £, REFEICET 2 5EAIEH
WZ2WTIX, Google Cloud R = A > b TEREEHE] 2L T 7E3W,

FrEE R — V&> —H—L LT GoogleCloud 7 7> hMzua /A LET,

[IAMB LUVEEE (IAM & Admin) [>[H—EX7HI > k (ServiceAccounts) |>[H—E
RAF7H2 DR (CreateServiceAccount) | %27 U w7 LET,

ROEHE NI LET,

e —E X7 H 7 4 (Service accountname)  Z DT H 7L N EFERBIT B 720 D4,
7= & 21X, CSDAC,

e —E X7 H 7 MID (Service accountID) : U —E AT HU L WL EATI LR, —FE
DEEANTTTHHERDH Y F5,

e P —ERT AU MDA (Service account description) : AT a3 VOB E AN LE
R

P—E AT H 7 hOFEAIOWVWTIE, GoogleCloud ¥ = A hd [H—E R T H v MZ
DNT] ZZRLTZEN,
[1ER% L C#ifT (Create and Continue) ] %27 U v 7 L9,

[ZDOH—ERTHT Y b~DT 72 A% 22— —|ZFF [T % (Grant users access to this service
account) | BZ v a U NERINDHET, WMEOFERIZHENE T,

a2 — T HEARE S (Basic Viewer) m—/L & HEL £, >

[5€T (Done) 127 Vw7 LET,

P—ERTHU L hDY A NRRRENET,

B L2 — AT D FOITOKRREIZH D More() 27 U v 7 LET,
[FF—DEH (ManageKeys) | %7 U > 7 LET,

[¥—®Di:EM (ADDKEY) ]1>[#1L WL\ F—D/ERK (CreateNewKey) 127 U v 7 LET,
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. Google Cloud O+ 2 DYERL

ATvIN
ATvT12

ATy 713

& JustaTest [E] HELP ASSISTANT
DETAILS PERMISSIONS KEYS METRICS LOGS
Keys

A Service account keys could pose a security risk if compromised. We recommend you avoid downloading
service account keys and instead use the Workload Identity Federation . You can learn more about the best
way to authenticate service accounts on Google Cloud here .

Add a new key pair or upload a public key certificate from an existing key pair.

Block service account key creation using organization policies.
Learn more about setting organization policies for service accounts

ADD KEY ~

Create new ke .
Key creation date Key expiration date

USON]1 %27 U > 7 LET,

[ER% (Create) 1227 U v 27 LE,

JSON F—Rara—F|ZF¥vra— RKEnET,

GCP a7 Z & T 5 & X, F—Z FRIZENTENTIEEN,

RDERY
[Google Cloud = 7 Z DAERL (34 <—) | ML TIEIN,

Google Cloud 2 %> # DERL

Flig
ATy

ATy T2
ATvT3

ATvT4

48O SRS

Google Cloud JSON FEXDH —E AT AU v T —2 WL ET, T X7 X OFREICHLET
T

Secure Firewall Management Center (212 27 A > L£7,
Integration > Dynamic Attributes Connector > Connectors %7 U v 7 L£7,
WDONWT NN EFEITLET,

-%Lwﬂ*ﬁ&®ﬁm:AmmmmH'y%ﬁUyﬁLT#%\3*7&@%%%7Uy7
L%,

« AR ZOFEEITHIER  More@® 227 U v 7 LToD, TTORREICH S (M (Edit) ]
F 7T [HIER (Delete) 127V v 7 LET,

ROEHENTTLET,
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office 365 174 2 2T 5 [

E SRER
Z A1 (Name) (ME) Zoaxy ZE—EICHNT 2482 AN LET,
£%BA (Description) P (FTvay) .

JILFERRE (Pull Interval) (F7 4/ MI30) AWS 226 IP = v B0 7 2B+ 5 M
T‘é—o

[ZViEbE (Pull Interval) | D/ IMEIX 1 FTH, RKRIFMEEDOfE
WICRETEET, R/MEZARVMEICRET 5 Z LITBEID LEHE
oo ZHUE, RED T T 4 v 7 BAERSNDATREMDRH Y | 7%
UELHEE. TNODONT T 4y Z7IZET H55RMAET D AHE
MRH LT TT,

GCP!—> 3> (GCP (#4Z5) Google Cloud 23L& SALTWAHGCP U —Y 3 & AL
region) F9, POV TIE, GoogleCloud D ¥ o Ak [ —T g
vev—r ] EBRLTIIESN,

Y—EXTFHIU b+ Google Cloud —E A7 517 k@D JSON 2 — RZ /LD fF1F £ 7,

RT9 TS [f£1F (Save) 1% 7V ‘)7 Liﬁ'
ATYT6 [AT—H A (Status) |FIZ [OK] BERINTND Z L ZMHERLET,

Office 365 O 1~V X Z#4ERLT 5

ZOXRAYTIE, R —THHT 5720 D7F — % % Secure Firewall Management Center [ Z25(5
9%, Office 365 # 7 D axy X & {ERT 5 HFIEIZ DOV T Liﬁ‘o b0 7B
FHNTZIP 7 KL AL, Microsoft IZX > CTHEHBEEHSNET, T —FXZ2FEHTD-DICE
BT 4 N2 B ERT D BT H D A,

ZERZ DWW T, docs.microsoft.com @ [Office 365 URL B L NIP 7 R L A& ] B LT
<TEEV,

FIE

AT 71 Secure Firewall Management Center (212 7' > L £,
AT w72 Integration > Dynamic Attributes Connector > Connectors #27 U v 7 L %7,
ATV T3 RONTNPEFITLET,

CH LT 2 03N : Addicon (M) %2 U v 7 LTinb. 9% ¥ 0&HiES ) v
LET,
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B oceneraxss 1 —ERE A Uk— FEREF—4IC

Dynamic Attributes Connector |
21T

« AR ZOEEITHIR  More(®) &2 U v 7 LTob, TORRBICH S [fid (Edit) ]
E2IL [HIBR (Delete) 1227V v 7 LET,

ATy T4 ROEFEREASLET,

[}

BIL)

£ 81 (Name)

(WH) Zoaxy 2 x— #2480 A LET,

£%B8 (Description)

B (F7var) .

ZILRERE (Pull Interval)

(F7+/V MI30F) Azure 726 [P~ v o 7 &2 B4 2 M
<7,

[ZVifkE (Pulllnterval) | Of/IMEIZ 1 TY, HKRITEEOHE
ICRETEET, R/MEZERVEICERET D Z L3k LE
T, THUL, RED T 74 v 7 BAERISNDAREMERH D |
FETDGE, ENOLDNT T 4 v 7 ICETAERBI AT D
AREMER H B 72T,

AN—X APIURL (BaseAPI
URL)

(WZH) 7 7 v b LB D451%, Office 365 1HM A BUSGT 5
URL Z AH LET, FEMITOWTIL, Microsoft Rk = A > M
A F® TOffice 365IP 7 KL 2 & URL ® Web —E 2] &
LTL7EEW,

A2 RBZR4E (Instance
name)

(WZH) VA IMDBA VAR AL ET ) v 7 LET,
DT X, Microsoft K= A > b¥ A b [Office365IP 7 KL
AL URL D Web H—E 2] 2B LTLEEW,

T7oavnIPEEMNCT
%

(WAZ2E) trueE 7= ixfalsed A J),

ATv TS5 [{R#17F (Save) |27 U w27 LET,
ATYT6 [AT7T—H A (Status) |FIZ [OK] BERINTNDZ L ZHERLET,

vCenter ARV 3 . A—H—EREA ViR—bFEN=T—2IZDU\T

Dynamic Attributes Connector

X, AU —THEHT B 728512 vCenter 7> 5 Secure Firewall

Management Center ~Ef)JEMEZ A AR— F LET,

4 viR—rEh-BHEN

vCenter 7> IR DBV EMEE A A — N LET,

o ARV —TFT 4 T VAT A

*MAC7 FL- R
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dynamic attributes connector (23 L TH/MRDIER % 5D vCenter 1—H—D1ER .

s IP7 LA

*NSX % 7

WER/IROER

Dynamic Attributes Connector Tl&, D72 < &b, BIENEZ A AR — F TE H3AMY RN
fRAFFoa—HF —NNETT,

dynamic attributes connector 2%} L TH/INRDHERR % #5 D vCenter 1 —H —DERK

FIE

ATy T
ATvT2
AFvT3

ATvT4
ATvTH
ATvT6
ATvT1

ATvT8
ATvT9

ATy 710
ATvIN
2TFw 12

ZDOH AT TIL, BMJEME% Secure Firewall Management Center (2 25{5 9~ 5 728 D i/ NR O HER
EROV—ERATH U MR ET D HIECOWTHALET, Zno0EED Y A Mzown
TIX, vCenter IR # : 2—W—ERE A VR — FENTT—HIZHONWT B6—V) &
LT 7ZE0,

1R BHEIIZ

vCenter Server 7 1V 2 RN T TIZRE IV TWAMENH D F9, BRIETEDFEANIZ ST
1%, vCenter K= X > b ® vCenter Server DA A h—)L &t N7 v ST 2EHZ S
LTLEEN,

vCenter IZEHEZF LT s/ A LET,

[A=a2— (Menu) ]>[&EHE (Adminigtration) 1 %27V v 27 LET,

ERIDORA T, [T YA UF Y (SingleSignOn) 1> [1—H—& 45 )L—F (Usersand
Groups) | 27V v 7 LET,

[FAA > (Domain) 1 U A b, 2—F—ZBINT D5 FAS L OAHTE7 Y v 7 LET,
[—FDEM (AddUser) 1227 Vv 7 LET,

RSN RAEAD L, BN (Add) 1227V v Z LET,

FEADRA T, [TH R (AccessControl) >[4 O0—/3)L#ERE (Global Permissions) ]
Vv LET,

[0 (Add) ] (F) 22V v7 LET,

[=—H%— (User) 1 74—/ R T, 2—HF—%AEH L7z vCenter KA A L DAHIZZ Y v L
£7

BR7 4= Pz, a—Y—DAFIO—Mae AT LET,

[2—/L (Role) 1 VA M, [weAHY HA (Read-only) | %7 U2 LET,

[F~DisHk (Propagate to children) | F = v 7 Ry 7 A& A I LET,
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B ceneraxssnnm

Add Permission Global Permission Root %

User vsphere.local

Q just-a-test
Role Read-only

Propagate to children

| SARNSRE ‘“

ATy F13 [0K] %227V w7 LET,

RDERY
[vCenter =7 Z DIERK (38 X—) | ML TLL7ZE Y,
vCenter 2 1R 2 DYERK

ZDOHAY T, RY > —THHT 5728127 — 4 % Secure Firewall Management Center |Z 125{5
9% VMware vCenter O 2 % 7 & AR 5 FIEIZ DWW TR L £,

188 BRI

BRI TWRWGEIZEZMHH L T vCenter & #F T 5561, WL (CA)F = — > % FE)T
BET25 (46 —) 2L T EEN,

FIE

AT w71 Secure Firewall Management Center (212 74 > L 77,
AT w72 Integration > Dynamic Attributes Connector > Connectors#2 U v 7 L £,
ATV T3 KOWTINEFETLET,

CH LN TR 2 2 0580 : Addicon (B % 2 U v 2 LThE. a2 ¥ OLRIE S ) v
L/i-g‘o

« AR ZOFEEITHIR  More(®) &2 U v 7 LTob, TOXRRBICH S [fid (Edit) ]
FITL [HIBR (Delete) 1227V v LET,

ATy T4 ROWEHREANTILET,
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vCenter I~ 2 DYERL .

fEe

Bl

%81 (Name)

(W) Zoaxy 2 —gIl@h+ 24802 AN LET,

#%BA (Description)

EETHMAEZATILET,

JILERE (Pull
Interval)

(7 +/)V MI30F) vCenter 226 1P~ v o Z &2 BET ARET
‘g—o

[7/ViEBRE  (Pull Interval) ] Df/MEIL 1 # T, BRITEEDOMHEIC
RETEET, /MEZEWVEICERET D Z L3880 LEEA,
X KRED N T 74 v I DERSINDAREENH D, 4T D
e, TNoD N7 7 4w 7T DFERNBFEAET RN H D
7= T9,

KRRk (Host)

(W) WOWTNNEATILET,
» vCenter D 5ERAESi AR A M4
s vCenter ® IP 7 K L A
s (A7 ary) F—F
Ax—24 (https:// 72 E) FRITKRROAT v az AL
TN,
7= & %21¥. myvcenter.example.com $£72/3192.0.2.100:9090

aA—+H— (User)

() BARBRT bFEAIRY HH n— L 2RO — Y —Da—¥—
HEANLET, 2= FAFRLCFVNCF LRI LET,

INAT— K (Password)

(ME) 2—HP—DRAT—FEZ AN LET,

NSX IP

vCenter Network Security Visualization (NSX) %3 2551%. &
DIPT RLAZ AN LET,

NSXa1—H— (NSX
User)

HKIEBTHLEEAT —VEEFFONSX 22— —D 2 —H—£ % AJ)
=

NSX4& A4 7 (NSX
Type)

NSX-T ZAJ L £,

NSX/S X — K (NSX
Password)

NSX 2 —H—D AT — REASHLET,
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. vCenter O 1% 2 DIERK

E SRBA
vCenter SEBAZE (vCenter |k OB H Y £,

Certificat ’ 7
ertificate) « AR (CA) F=— > A FBHTRET S (46 <—) THHIL
LT, BB LERAER (CA) F=—2 %860 (T £,

« [Bf5 (Fetch) %27 VU v 27 L CiERAE A ABIAICEIST 5 05,
TNRARAREZR AT, FRRER (CA) F = — v % FE TR
% (46 2—) THBHASN TV L) ICFEH TiElE % B
LET,

[(IBAEZ%#HS (Get Certificate) 1>[EN#F (Fetch) 127 VU v 7
L CiEAEZ HEWICEAS T 50, ZRUDNRARERGA X, &
AER (CA) F=—rZFEHTRGT S (46 ~—) Tl
NTWDEHICFECREAELZ IS L E 7,

[EIBAZ % H1F (GetCertificate) |>[Z 7ML BHSHE (Browse
fromfile) |27 U v 27 LT, LARNCH U rm— R LICFEHH
Fr—rET v Tr—RLET,

Wiz, GEAETF = —ZIEEICRET 502~ LET,

Add FMC Adapter

Name* Certificate chain was successfully fetched. e
Here are certificate details (priority order descending)
Descri
g
Domai
IP* firepower
Port* 14733
User* rest
Password® | .eeeeeee
Secondary IP firepower
Secondary Port 14833

Secondary User
Secondary Password

FMC Server Certificate” | updated 3IN CERTIFICATE-----

| Test | ‘ Cancel |

HATa TRy 7 AOEHICHAHHECATF =— % EMT A L. kO XD RIEAENER
IhET,
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Webex 304 4 24555 [

Certificate chain was successfully fetched. e
Here are certificate details (pricrity order descending):

ZOHETIERHELZ RS TE WAL, 8GR (CA) F=— 2 2 FEICHRET S (46 ~X—
V) THHAIhTWA X, iEEF = — 2 FETHRSE X ET,

ATy TS5 [1RT%E (Save) | 27V v 7 LET,

Webex O ~0 2 Z1ERT %

Ok varTiE, R —THHT H7-HICT —# % Secure Firewall Management Center (Z
PEIET D Webex IR 7 Z ZAERLT B HIEICHOWTHB LT, b 72T b
TWSIP T FL AR, Webex IZL» TEHISNLTWET, BINEMET 4 L Z 2T 2 4%
TH0 EHA,

FEMIZ DWW CIE,  [Port Reference for Webex Calling] ZZ& M LT 72 &0,

FIE

AT w71 Secure Firewall Management Center {212 7 A > L £ 7,
AT w72 Integration > Dynamic Attributes Connector > Connectors %2 V v 7 L £,
RTYT3 KOWTNNEFRITLET,

cH LWV aRs ZOBEN : Addicon()%ﬁ Vo7 LTnb, axxZ ZO4RTEZ Y v
LET,

« ART ZOREEITHIE : More() 227 UV v 27 LTH B, {TORRBICH S [fike (Edit) ]
F 721X [HIBR (Delete) 1227V v 7 LET,

ATY T4 ROEHREASLET,

E EL)
£ B (Name) (WH) Zoax s X e —BIZ#iT 4012 AN LET,
E4BA (Description) A (A Fa ) .
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B zomoxvs06m
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fEe

B

JILTEIRE (Pull Interval)

(F 74V ME308) Webex 725 IP v v B 7 2 HGT 5
b T3,

[ZViEbE  (Pull Interval) | O f/IMEIL 1 B CF, HRITMEED
EICRRECTEET, R/MEZRWMEICRET 2 Z LITBEID L
FHA, UL REDO ST T 4 v 7 BEMRIND FTREMDN &
. ZUTLHGE. TNODONT T v 7T R AE
THRREMNH BT TT,

[ B /3A 2 —D I P
(Provider Reserved IPs) ]

(WZE)  (WZH) TRIEAIP 7 FLAZEST 5120, %)
(Enabled) JIZAT7 A4 RLET,

ATY TS ax I XEREFTDHR0IC, [TAR (Test) 1227 V27 LT, TAMPKRDTHZ EEMERL

\ijﬂo

ATvT6 [fR1F (Save) 1227V w7 LET,
AT9 T [AT7T—H A (Status) |FIZ [OK] BERINTNDZ L ZHERLET,

Zoom O R T X DYERK

Ok varTiE, R —THEMT H7ZHICT —H % Secure Firewall Management Center (2
HEIET D Zoom 2 %7 X HAEKT B HIEIZOWTHHALET, 2o ZIZBEEMIT 5T
WHIPT RLALE, Zoom T K- THEELENTWET, BIBMEY 1 V2 ZERT 2 LT H

D EHEA

SR DWW TIE,  [Zoom network firewall or proxy server settings | [#eaf] 2 L T 72 &0y,

FIE

AT w71 Secure Firewall Management Center {212 7 A > L7,
AT w72 Integration > Dynamic Attributes Connector > Connectors %7 U v 7 L £,

RATYT3 WOWTNNEFEITLET,

cH LW a7 ZOEN : Addicon()%»fﬁ Uo7 LT, ax7 2047 ) v

LEJ,

« AR ZOEEITHIER  More@®) &2 U v 7 LTob, TORREICH S Mt (Edit) ]
F 721X [HIBR (Delete) 1227V v 27 LET,

AT T4 ROEREADLET,
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el P LAy |

& BTl

£H1 (Name) (WZH) ZOaxy 2 & —gIlH3 T 240802 A LET,

£%BA (Description) SR (FTvay) ,

ZJILRARE (Pull Interval) (77 4V ME30F) Zoom 225 1P v > B 7 A BT % [H]
BRI,

[Z/ViEl@E (Pull Interval) | Of/IMEIL 1 B CTT, HKRITMEED
EICRETEET, R/MEZERVMEICRET D22 LB L
FHA, ZHUE, KREONT 7 4 v 7 PAERS D ATREMEDN &
D, ZNTLH56. TNODNT 7 0 v 7T DFERVRAE
THAREMERH DT TT,

[T X —DFRIFHIP | (M) TRIFEAIP T RLAEZRET 51, [A%)
(Provider Reserved IPs) ] (Enabled) JIZAT A4 RLET,

ATYTS ax I XERFTDHR0C, [TAR (Test) 1227 Vv 27 LT, TAMPKRDTDH I EEMERL
£,

ATYT6 [R1FE (Save) 1227 U w27 LET,

AT9FT1 [AT7T—H A (Status) |FIZ [OK] BERINTND Z L ZHERLET,

BALFTIvIBHET 1 IILEZERT S

Dynamic Attributes ConnectorZ i L CEFR T 2BMEBMET 4 L 21X, 778X a3 ba—L

RV —THEHATELX AT Iy 747V =2 b & LT Secure Firewall Management Center T2

BISNET, =& xiE. MBHMHO AWS —/—~0D 7T 7 & X% Microsoft Active Directory
(AD) TEHRBINEMBE I NVL—T DA N—DRIZHIPTE ET,

N

GE) YT A b, Office 365, Azure V"—E A% 7' Webex £721% Zoom TlXEhf @M~ 4 V2 %
ERCTE £, TNHLDEATDI T RAET V27 ME, MEDIP 7 LA L £
KR

TRy ba—LOFEMIONWTIE, (XA TFTIv I BTNV EEFEHALTCT 7R
Vha— =L EERT S (52 —) | ZBRLTLEEY,

1R B
ax 7 X EERTD (153—)
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AT 71 Secure Firewall Management Center (212 7' > L £,

AT 72 Integration > Dynamic Attributes Connector > Dynamic AttributesFilters %27 U v 7 L £,

RATY T3 RONWTNNEFETLET,

el sz Add BB 22U v LET

« T4 NE DIFEETITEIRE  More®) E2 2 U v 7 LTinD, TORRICH S [fE (Edit) ]
F 721X [HIBR (Delete) 1227V v 7 LET,

ATY T4 ROEHREALET,

IHH

A

4 Hii (Name)

AR Y 2 —3F &L O Secure Firewall Management
Center 77 =7 b v 3*—T % (SRR >
FA4FIv o ATy b) BV, ¥4
TIvI TNt FATIv I ATV=
7 e L) @I D72 0—E D4R,

27 % (Connector)

YA RMpb, ERT2ax7 20401227 ) v
7 LET,

[Query (7 =V) ]

Add 27U v 7 LET,

ATy T5 7 ZBNEIEHRET DICIE, KROEHREADLES,

HE HL:L
*— (Key) UZXpbXx—%27 vy 7 LET, F—iLa
X7 EPLRFRSNET,

#efE (Operation)

woOWTnNEr7 ) w7 LET,
o F—AEICIEMEIC B S EDITE, [FL
V (Equals) 1.
AEDNT LD B —ET HHEIT,
F—ZEIC-HIEDITT, (BT
(Contains) 1,

fi (Value)

HEE (Any) JE72IE[TXT (A 227V v
L, YA 1D EOEZT Y v 7 L
F9, [BIOMEEENM (Add another value) | %

7Yy 7 LT, 72 VIMEEZBINLET,
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nuEn7 1206

ATYT6 [FLEa—%FR (ShowPreview) |27 U v 7 LT, 72 VIZLo TRENIZFHy hT—7
FIFIPT RLADOY A REFRLET,

ATYT1 BT LEL, [IRMF (Save) 1527V v 7 LET,
ATwF8 (A7 a) SecureFirewall Management Center D% A 7 v 7 A7 V=7 Nt LET,

a) KRB THRy N —27EFHE v — L& FFO2—H— L LT Secure Firewall Management
Center (127 A4 LET,

b) Objects> Object Management > External Attributes> DynamicObject #27 V v 7 L ¥ 7,
TERC LB =V, ¥ A F Iy 737 V=7 he LTRRSINET,

EIRIRME T 1 L7 DA

O Ry T, BB T 4 V2 OBREFE N DR LET,

151 : vCenter
OB, 1 >OFEREZ R L TWET : VLAN,

Edit Dynamic Attribute Filter

Name* Connector*

vCenter

Query* ‘:l
(@) network eq (any) myVLAN
> Show Preview ‘m‘

wOFNL, OR THEEENTZ 3 2OFMEZRLTWHWET, 72U L3 DDOKRARA FDOWTNT

Add Dynamic Attribute Filter

Name * Connector*

vCenter hosts vCenter

Query™* ‘:l
eq (any) host-2868
host-2869
(31 host
host-3780
> Show Preview Cancel ‘
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B zsascns—zsnemeda

51 : Azure

WOHNE 1 >DOEMZRLTHET

S BEET 7Y =y a3 v E LCH I Sh
60

Add Dynamic Attribute Filter

Name* Connector*
Azure Finance

Azure
Query*

(31 Finance eq (any) App

> Show Preview

Cancel ‘

5 - AWS
WORFNE, 1 DOHHMELZ IR L TUWET : fliH3 1 @ FinanceApp,

Add Dynamic Attribute Filter

Name* Connector®

AWS AWS

Query™* ‘_l

@ F Al eq (any) 1

inanceApp i
> Show Preview Cancel ‘

foalk/m (CA) Fr—VZ2FHTHWERIT S

RART = — 2 % HBIICEECX ROSATL. KOT S 9 FEAOFIRO TR L
C. vCenter ¥ 72| Firewall Management Center {2 % = 728t T D 72O DFEAET = — %
BELET,
AEHET = — %, b— FREIE L 3T O FGEEAE T,
PEHZIE LT, ZRHDOFIEOWF»EHEH L CRICER TE £,

e vCenter F 7213 NSX

* Firewall Management Center

SEBHZEF T — 2 MEYS : Mac (Chrome 3 & U Firefox)

Mac OS T Chrome ¥ L (X Firefox 7 7 U &2 H L CGiEAET = — v 2 HE T 5121E, ZoF
NEZfEH L E 3,
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2B (CA Fr—2FHcneTs i

1. =3IV U RUEf&EEd,
2. ka<wr REANLET,

security verify-cert -P url[:port]

ZZTO, urlif, vCenterr ¥ 721 Firewall Management Center ~@ (A ¥ — A% & Te) URL
<7, Bl

security verify-cert -P https://myvcenter.example.com

NAT % 721X PAT %l L T, vCenter %£7-21% Firewall Management Center |27 7 & A7 5%
e, WO L OIZAR—bEBINTEET,

security verify-cert -P https://myvcenter.example.com:12345
3 FEEF = — 2Rk ET LT XA NI 7 A NVITRIELET,

D I V) S BEGIN CERTIFICATE---—— B -——- END CERTIFICATE----- X)) 7

c WEARRT XX (2L 21X, GEAFOLHT. o («BLUS) IZEENDTF
A b, BEOWD > ZBAKRERANLET,

4. vCenter Firewall Management Center, Cisco APIC, ZxfL CIANHDH A7 Z# VR L F
ED

SFEAZEF = — > MERYE : Windows Chrome

Windows C Chrome 7' 7 VW & L CGiEHET = — 2 RET A%, ZOFEEFHEHALE
7,

1. Chrome Zf#£M L T vCenter  721% Firewall Management Center |22 74 > L £7,
2. TIUPFDT FLAN=T, RAMOEMCHLIny 7 %27 v 7 LET,
3. [FFHZE (Cettificate) 1227V v 7 LT,

4.  [REBA®D SR (Certification Path) | ¥ 7% 27 U v 7 LE7,

5 Fxz—rOREM (DFV. &¥) OiEAEZZ Y v 7 LET,

6. SEBREDRRE 7Y v 7 LET,

7. [FFH (Details) | #7 %27V v 7 LET,

8 [ZrAnmZar—75% (CopytoFile) 127 Vv LET,

9. Tu 7 MIES T, iEHET = — 2R E G CERIEXOGEHEY 7 A VA2 ER L £
TO

T AR—= T 7 ANVEROBEREZ RO N6, IROBIRT X HIZ, [Base 64 =
22— K X509 (.CER) (Base 64-Encoded X.509 ((CER)) 1% 7V v 7 L%7,
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B zsascns—zsnemeda

& =¥ Certificate Export Wizard

Export File Format
Certificates can be exported in & variety of file formats,

Select the format you want to use:
(") DER encoded binary X.509 {,CER)
(®) Base-64 encoded X, 509 {.CER)
() Cryptographic Message Syntax Standard - PKCS 7 Certificates {P7E)

Include all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)

Include all certificates in the certification path if possible
Delete the private key if the export is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store ((S5T)

Mext Cancel

10. fRICHE-> T AR— & T LET,

11. FEAFEAZT XA M7 4 X CHEET,

12 F=—rHNOTRTORHFH L TIOTrE 220 KL ET,
TXRANTT ¢ ZIHFEAFE L RO etk £ CIEFRICE 1T 20BN H Y £,

13.  vCenter ¥ 721% Firewall Management Center |ZXf L CZIHD X A7 Z#0 KL £,

SFEAZEF = — > MERE : Windows Firefox

Windows = 7213 Mac OS T Firefox 7' 7 VW DFEHET = — U ZHET 512X, ROFNEEfE
ALET,

1. Firefox Zf#H L T vCenter ¥ 72 (% Firewall Management Center (212 271 > L £ 7,
2. ARAMNOEMIHLZry %27 v 7 LET,

3. FRED (B DifMi &2 3%~ (Show connectiondetails) 1) %727 U v 27 LET, IROXILHI
R LTVET,
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7o RHEAEY —TnF1F3vs A 701y roER [

& O https:/

Site Information for

Connection verified by a certificate issuer
that is not recognized b)' Mozilla. Show connection details

Clear Cookies and Site Data...

4. [£#0 (More Information) | %27 U >~ 27 LET,
5 JAEORTEZ YV v LET,

6. MEROXAT TRy 7 AIETR=U B H550%., & AL CAICKIGT B X T ~_—
CEI7 Vv LET,

7. [P (Miscellaneous) |7 v arFTAZn— L LET,
8. [# 7> r— K (Miscellaneous) ]47® [PEM (F=—>) (PEM (chain)) [%#27 V7 L
9, ROKIIHZRL TWET,
Miscellaneous

Serial Number 50:E0:3D:46:00:C9:A6:A6:87:AA:DA:BA:3C:C4:11F:71:7D:BF:D1:E2

Signature Algorithm SHA-2586 with RSA Encryption
Version 3

Download

9. Ty ANVEREFELET,

10.  vCenter ¥ 721% Firewall Management Center |ZXf L CZIHDX A7 ZH 0 iR LET,

T EAGEAR) O—TOFAF IV I XTI bD
{2 F

dynamic attributes connector Ci%, THEINA 7 =7 k& LT Secure Firewall Management Center
TRRIND BB AV EEZRETEET,
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B 7oexsmr—n r—ros1F39s £ TV H RZDOWT

TOERGEHIL—ILIL—ILDEZAFTIVvI AT FZDUT

ax 7 ZafER L, BB T 4 V2 B ERL TEDax s ZIRFT D&, XA T Iy F
7Y =7 K% dynamic attributes connector’)» b iE #6175 # Cisco Secure Firewall (2 HE)HYIZ 7w o =2
SnEd,

INOLDOFAFTI v A7V ME, 77 ERGIEL— LV EZ1E, © [BIREME (Dynamic
Attributes) | ¥ 7 X—U CEHTE 7, HMECBMEEITERCELEE LT AT Iy oA
TV MEBITEET, e T RAHE T 0y 2 L—L T, L— A NOM DS
I T 24T V=7 Mo THBE == ~DT 7R &7 vy 7 T 58 LEEE L
TWMBEEAA T I v A7 V27 FEBINTE £,

N

GE)  WHTF A, Office 365, Azure —E A X 7 Webex £ 721 Zoom TIZEIEMN T 4 V¥ %
ERCE A, TNHEDXATDI T RAT V=7 NI, MADOIP 7 RLAZHEM L E
—gqo

BAFTIVIBRET AN EERT S

Dynamic Attributes ConnectorZ i L CEFR T 2BMBEMET 4 L 21X, 778X a2 he—L

RV —THHATELX AT Iy 747V =2 b & LT Secure Firewall Management Center T/

Bl Ed, & 21X, MBEMD AWS Hh—/"—~D7 7 & X% Microsoft Active Directory
(AD) TEEINIZMBEI NL—T DAL R—=DRICHIRTE £17,

N\

CE)  WHTH R b, Office 365, Azure —E 2% 7' Webex %7213 Zoom TIZEMIEM 7 4 V&2 %
ERCTE £, TNHLDEATDI T RAET V27 NI, MEDOIP 7 L AL
7,

TR b=V OFIIZONWTIE, XA FI v I BET A NVFEFEH LT 7 A2
vha— b= VBT S (52 —) | BB LTI,

1R B
ax 7 ZEERTD (153—)

FIE

AT w71 Secure Firewall Management Center (212 71 > L 77,
AT w72 Integration > Dynamic Attributes Connector > Dynamic AttributesFilters %27 U » 7 L £,
RT9T3 KOWTNNEETLET,

cHLLT oz o Add ) 22 U o s LET
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el P LAy |

« T4 NEOFEEITHIR  More®) 227 U v 7 LTob, fTORRBICH S [fid (Edit) ]
E2IEL [HIBR (Delete) 1227V v 7 LET,

ATy T4 ROEREASLET,
1EH ELE)

47 (Name) ARV 2 —3F L O Secure Firewall Management
Center 77 =7 b v 3x—v ¥ (SEREME >
BAFIVO AT H b)) BT, ¥A
FIvI T anNEE (FAFTIv I ATV
7 FELTC) @AT DD —ED4HI,

2% 7 4 (Connector) YRS, T axs XO4FE7 Y v
7 LET,

[Query (7 =V) ]
Add Vv LET,

AT TS 72U BBNERIIRET D103, ROEREZADLET,

HE 55

F— (Key) YA RDBF =27V v LET, F—iFa
X7 A PLEMRSET,

#{E (Operation) KOWTNEZ Y s LET,

o X —ZEICIEMEIC BT DITIE, L
VN (Equals) o

AEDONTIINDER B —ET D551,
F—ZEIC—H ST I2F, [E0
(Contains) ],

5 (Value) UEE (Any) 172X [T_T AID 1227V v
7L, VANDPL 12U EDEEZZ Y v 27 L
F9, OEZEN (Add another value) | %
7V v 7 LT, ZZUIZMEZEMLET,

ATYT6 [FLEa—%FR (ShowPreview) |27 U v 7 LT, 72 VIZL-> TRENTZFy hT—7
FEIPT RLADOY A RERRLET,

ATYT1 ETLEL, [IRMF (Save) 15227V v 7 LET,
ATw T8 (F7 L ar) SecureFirewall Management Center DX A+ v 7 47V =7 bR LET,

a) KRB THRy U —27EFHE v — L EFFO2—H— L LT Secure Firewall Management
Center ([ 7 A4 LET,

b) Objects> Object Management > External Attributes> DynamicObject #27 V v 27 L ¥ 7,
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B s rzvrBEL—LoEH

TERL L72BI B = V13, #AF I v/ A7V =27 FELTRRSINET,

BAFIVIBRBEIL—ILOEH
B AFI 7 BIEIZIIRO DR H Y £97,

o BELELIFIE) . ¥4 FTIv 747 V=2~ (dynamic attributes connector 7> 5 D %
DIRE)

dynamic attributes connector Clx, 7 77 R7aNAf X —nH 7 —4% (fy NT—I7IPT
KL A7 L) ZINE L, % Secure Firewall Management Center [ 23515 L C, 7 7 & Al
Hr—NVTHEHTELLOICLET,

dynamic attributes connector D FEHIIZ- DUV TiX,  [Dynamic Attributes Connector (221N T |
EHRL TSN,

o (EETLDOHA) . SGTA T V=7 M, FETERLEZZ Y, FRIXISERER LT
BEHrET, FHIZOWTE, BETBIWEEt 2V T4 I —TF X7 (SGT) D
AERBIV X2V T4 N —TH T EBRLTLIEE N,

« (EFEIEDH) o CiscoISERVER LR —va vy IPAT V=7 b

o GBEITLDOH) , CiscoISERNEER LT N, AZATET T2/ b (R RS 7

Q7 ANA T2l MEBMEENET)
HAFI v BT, 778 A3 ha— l— LOEETCEMER L O L LA
TEXET, WMOEEFHIIMES T LI,

B ABATOF Tl MIAND A IND

cBEDE A TDOFT =7 MNIORESSINSD
72L z21E, HEL LMD ERESGT 1, SGT2, BLOT A AKX A7 1 BN L2567
NAAXAT 1D SGT 1 £/21XSGT2 TR ESN=56. V= A nN—FLE7, Bloflé L
T, BXa2 VT4 N—TH 7L IPTRLAZYRANTAEAFTI I AT RO

EFERLEGE. 72O T 74 v I BENLDIP T KL 2OW T ERET (72
13565E) LT AEAICL— AN —E LET,

BAFTIVIBEIAINRAZEZFERLTZ 7R3> cO—)LIL—IL %
ER T %

ZDOME YT, AT Iv I AT V=0 MR LTT 7 AL — VRS 5 071k
COWTHHLET (CALDXAF Iy FT V= NI, RNCHER L7z BRI 7 ¢ L4
WCbRATRASNET)

AT v @7 4 V%% DNS R Y & —IZBINT 2120, [HARNZ: DNS AU o —DfE
i) ABRLTEEN,
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H4+3v BT AL EEALT7 o vRay ka—L—nzERT 5 [

1R BHHIIZ

(AT Iy VBT ANV Z2ElT 2 43—2) | THBER T L9, Zhbo
FAFI v VBT 4 N e IR ER TE ET,

)

CE)  WHT XA b, Office 365, Azure —E 2% 7' Webex ¥ 7213 Zoom TIZEMIEM: 7 4 LV Z %
ERCTE £, TNOEDEATDI T RAT V=7 ME, MADIP 7 L AZEMA L £
7,

FIE

AT 71 Secure Firewall Management Center~0 12 7' >~

AT w72 Policies> Access Control heading > Access Control %27 U » 7 L £,

RFYTFI TrEA AL hn— K v—o#ich S Edit (P E2 Y v s LET,

ATy T4 [—LDEN (AddRule) 1227V v LET,

ATy 75 [@FENE (Dynamic Attributes) | % 7% 27 U v 27 LET,

AT 6 [MEHAARE R BN (Available Attributes) | £ 27> a T, VA NS [AA T I v 4TV x0
I (Dynamic Objects) 1% 27V v 27 LET,
ROKNIFI 2R L TWET,

- Add Rule ®

Name ‘ J Action | @ Allow v @ Logging OFF B Time Range | None v Rule Enabled @D
Insert |into Manda... v @ Intrusion Policy {"u:w v B File Policy | None v

Q Zones Networks Ports Applications Users URLs Dynamic Attributes (1) VLAN Tags

[ Q_ search Dynamic Attribute Objects ] Selected 1| Total 23 Selected Sources: 0 (Q_  Selected Destinations and Applications: 0 Q
Filter by type Clear Selections Dynamic Attributes
() security Group Tags (O any (Dynamic object,

2 oynamic Objects FinanceNetwork (Dyn: "»*)f*‘é‘@’j

D github_actions (Dynarr
[:J github_actions_macos (D

[ aithun ani (D

+ Create External Attributes @ /Add Source Dynamic Attribute /Add Destination Dynamic Attribute
Comments ~ Cancel Apply and Add New Rule m

51X, dynamic attributes connector TYERX S V7= A X v 7 BT 4 VW Z %I T 5 ar1c 24
FIvIEHEE WO LFDEA T Iy ATV =7 bERLTVET,

AT 71T BOF TV =7 M aEETE I3 eEEIGEM L £,

ATy T8 MBS U T, —UOZMGEBML £9,
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RDZRY
(AT Iy 7R —Dfl: (523—2) | 2L T I,

Dynamic Attributes Connector @ Exh{t

IR =ANDEAT Iy I FT V=T bERIET DUENRLRoTG/IE, ROZ X
7 Cit3 % X 912, Secure Firewall Management Center ¢> Dynamic Attributes Connector % %)
WZTHZEMTEET,

FIE

AT 71 Secure Firewall Management Center |22 71 > L CWRWEAIE, v/ A LET,
AT w72 Integration > Dynamic AttributesConnector #27 V v 7 L£7,
AT w73 [#%) (Disabled) JIZAT A FLET,

Secure Firewall Management CenterZ R L7- 5 JJL
a—T4aY

ZDH A TIX, SecureFirewall Management Center D b7 7 /vy o —T 4 > 7 7 7 A4 L EAK
T HHEICONTH L ET,

FIE

AT 71 Secure Firewall Management Center (212 7' > L £77,
AT w72 System (@) > Health>Monitor 27 V v 7 LE7,
ATw T3 MDA T, [Firewall Management Center (Firewall Management Center) | %27 U v 7 L%

T

AT T4 EMIZHD[VATLE NT TN a—T 47 OFH (System and Troubleshooting Details) ]
z27 Vv 7 LET,

ARTYTS [N T TN a—T 47 77 A NVDHER (Generate Troubleshooting Files) %27 U v 7 L E
—é—O

AT v T6 CiscoTAC £/1IR_N—F a—F 4 x—F (T 7 7 A VZ#EME L ET,
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ioal/m (CA) Fr— V2 FHTHWEIT S

RALRT = — & BHICER TERWEEIL. ROT 7 UV FEREOFIEOWTNZEH L
C. vCenter ¥ 721X Firewall Management Center (2% & = 7 (ZH T D 72O DFEHET = — 1 %
BfsLET,

FEAETF = — %, v— FEAE LT TO MEEHETT,
MEIZETL T, INHDOFIEOWT N ZFEH L TIRICER T £7,
e vCenter ¥ 7213 NSX

* Firewall Management Center

SERAEF T — 2 DEE : Mac (Chrome § & U Firefox)

Mac OS “C Chrome 3 L O\ Firefox 7 7 U &2 H L CGGEAETF = — 2 BB 5121E, Z0F
JIEZ R L FE9,

1. Z#—IF Vo FuEEEd,
2. koa<wr REANLET,

security verify-cert -P url/[:port]

ZZTO, urlif, vCenterr ¥ 721 Firewall Management Center ~0 (A% — A% & ¢e) URL
<9, B

security verify-cert -P https://myvcenter.example.com

NAT F 7213 PAT %/l L T, vCenter £ 721% Firewall Management Center |27 27 &£ X7 %
e, WO L HIZAR—MEBENTEET,

security verify-cert -P https://myvcenter.example.com:12345
3 FEHEF=—BRET L= T XA N7 7 A NMRTFLET,

e T RTD - BEGIN CERTIFICATE--——- BIO - END CERTIFICATE----- XH) )

« BRI T XA L (o b 2 FEREOAHT, ol («BLUS) IZEENDT X
A b, BEOW» - ZHEREZRSNL X,

M

4. vCenter Firewall Management Center, Cisco APIC, IZxfL TINBHDX AT IR L E
D

SEBHEF = — > MEF : Windows Chrome

Windows C Chrome 7 7 V¥ 2 H L CREHET = — > 2 BET25121%,. ZOFIAREZEH L E
jAO

1.  Chrome Z{#fiH L T vCenter % 7213 Firewall Management Center (272 7' 1 > L £ 77,
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B zsascns—zsnemeda

2. TIZUYFDT RUANR—=T, KA MNOEMIHLIRy 2 %7 ) vy 7 LET,
[REFIE (Certificate) 122 U v 7 LET,

[REB D A (Certification Path) | % 7% 27 U v 7 LE 7,

Frz—r O AL (DFV ., &) OREHEZZ Y v 7 LET,

6. SEBREDRRA VY v/ LET,

7. [Ft#1 (Details) 1% 7 %2 U v 7 LET,

8 [Z7AMIatE—795 (CopytoFile) 127V w7 LET,

Q. Tu 7 MIE- T, FEAET = — L 2E &2 G T CERERDOFEAEY 7 A VEER L £
kR

T AR— 7 7 ANEROBEREZRD SN H, IROKIZRT X 92, [Base 64 =
21— K X.509 (.CER) (Base 64-Encoded X.509 (CER)) 1% 27 U v 27 L%,

o ~ w

X

€ ¢ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:
{_JDER encoded binary X, 509 {.CER)
(®) Base-64 encoded X, 509 (.CER)

(") Cryptographic Message Syntax Standard - PKCS #7 Certificates ((P7E)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 [PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store (L55T)

Mext Cancel

10. R T AR— b EET LET,

11. FEAEAZT XA h=T 4 X CHEET,

12 F=—rHNOTRCOFERAEICH L TCZOT oA ZHD KL FT,
TXRANTT ¢ XK FEE L RO Eeth £ CIEFRICAE D 1T 2R H Y £7,
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13.  vCenter ¥ 721 Firewall Management Center [ZXf L CZNHDX A7 Z#D KL ET,

SERAEF = — U DELS : Windows Firefox

Windows & 7213 Mac OS T Firefox 7 7 VW OFEAET = — U ZHET 512%. ROFNEEfE
ALET,

1.  Firefox Zf#f L C vCenter % 7-(% Firewall Management Center (212 7 1 > L £,
2. HRAMOEMCHI v E7 ) v LET,

3. HRH ([BEiDitiA F (Show connectiondetails) ) #27 U w27 LE4, ROXIIHI
ZRLTWET,

& o https:/

Site Information for

Connection verified by a certificate issuer
that is not recognized by Mozilla. Show connection details

Clear Cookies and Site Data...

4.  [FFH (More Information) ] %7 VU v 7 L&E7,
5. EHAEORTEZZ Y v 7 LET,

6. MROXAT TRy JRIEZTX=URdD 5500, & AL CAICKIET 55 7 ~—
EIV I LET,

7. [ Dftt (Miscellaneous) |7 v a v EFTAZua— L LET,
8. [# 7> m— R (Miscellaneous) ]47?® [PEM (F=—>) (PEM (chain)) | %727 U7 L
F9. ROKIFHIZRL TWET,
Miscellaneous

Serial Number 50:E0:3D:46:00:C9:AB:AB:87:AAIOA:BA:3C:CA:1F71:7D:BF:D1:E2

Signature Algorithm SHA-256 with RSA Encryption
Version 3

Download

9. TIrANEREFELET,
10.  vCenter ¥ 721X Firewall Management Center (2% L CZNHDX A7 Z# DKL £,
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| IEEEVEE T

X ToEH

dynamic attributes connector & {RF# T 521X, RESNT-NER Yy N —2IZFNEA VA F—
L LTLZEVY, dynamic attributes connectorld, EHAREZR Y —E R L AR — FD 5 HLER G
DOHEFFOEIICRESNTOETN, HEPEETE LWL D ITHERT OILENH Y £
ﬁqo

dynamic attributes connector & Secure Firewall Management Center 23[F] U% v b U —27 EIZ(F{EL

TWA 13X, Secure Firewall Management Center % dynamic attributes connector & [7] UfR7# X 41
TeNERR Yy NU— 71Tt s 2 Z LN TE £,

TTTAT o ADRBRTIECERR S, AT AFBEIFE S LS E T, £ TH, S
P—E 2L (DDoS) RLHMEBWER EDFETT 7747  AMOBERTM, 7vy 7,
FIFHS A SNV E T OO K EH L DLERH Y £7,

1A

\l

=2y b TOEREH

7 7 4/ h Tld, dynamic attributes connector |, A— b 443/tcp (HTTPS) T HTTPS % L
TA > —x v NMEH T Firepower ¥ A7 A L HET 5 L 2 ITHRKINLTWET, dynamic
attributes connector 25 > ¥ —FR v MIBEET 7 A LRWE T EHHIC, TrXih—
W= TEET,

WONEHIZ XV | Secure Firewall Management Center 33 K O H—/3— & Dii{E |2 dynamic
attributes connector 23192 URL 8@ Sk ¥,

% 3: Dynamic Attributes Connector 7 7 = R & {4

URL HHh

https://fmc-ip/api/fmc_platform/vl/ o

auth/gener atetoken

https://fmc-ip/api/fme_config/ GET BXWPOST XA F v /A7 V=s b

v1/domain/domain-id/object/dynamicobjects

https.//fmc-ip/api/fmc_config/ vl/domain/ v o REMLET
domain-id/object/dynamicobjects/
object-id/mappings?action=add

https://fmc-ip/api/fmc_config/ v BT REIERLET
v1/domain/domain-id /obj ect/dynamicobjects/
object-id/mappings?action=remove

% 4: Dynamic Attributes Connector vCenter 7 77 & R &4

URL HH

https://vcenter-ip/r est/com/vmwar e/cis/session | £33

HEMA.
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URL

B

https://vcenter-ip/rest/vcenter fvm VM A2 BE L ET

https://nsx-ip/api/v1/fabr
vimrid

icivirtual-machines/ | A~ o N2 BEEAT T S AL7- NSX-T # 7 2 B L4

DockerHub /5 5 Amazon ECR ~D #5617

Dynamic Attributes Connector ® Docker - A —371%, Docker Hub [J3E] 7> 5 Amazon Elastic
Container Registry (Amazon ECR) IZBAT SN TWET,

HLNWT =V SR =V ERT A%, 77 AT U=V ERE 7T nbRO$R
TOURL ~DT 7 AT TIHILENH Y 7,

* https://public.ecr.aws

* https://csdac-cosign.s3.us-west-1.amazonaws.com
* https://d2glxqk2uabbnd.cloudfront.net

* https://d510dvt14r5h8.cloudfront.net

Amazon CloudFront URL DFEMIIZ DUV TlE, EKS Anywhere ® K% = A > FZZBI L TL
=12

Dynamic Attributes Connector Azure D7 ¥ 7 R E {4

dynamic attributes connector (X, FAIAFAD SDK A YV v REMOH L TA A X o AE# %
HLET, ZNBEDAY v RiL, https://login.microsoft.com (FZFEA) &
https://management.azure.com (- > A X » AEHROEEH) ZNEICHFOHE L E9,

Dynamic Attributes Connector 0 & F&

HERE Minimum | Minimum | 248
Firewall Firewall
Management | Threat
Center Defense
FlLnaxsx 7.6 7.6 AWS BX 2 U T 4 7 —7 AWS —E 2 & 7 1L Cisco Cyber

Vision
b oaxy X, Security Cloud Control & [AlERIZ, A7 LI &

@ Secure Firewall Management Center % A 7 v 7 A7V = 7 N & %[F
ISCEXE

F 7" I A ® dynamic attributes connector 2 H X A F I v I ATV o
U NEZETHITNE, AT VLIADEAFTI v I BIEaxs 2D
IN—=T 3 3.0 BLETT,
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https://hub.docker.com/
https://aws.amazon.com/ecr/
https://aws.amazon.com/ecr/
https://public.ecr.aws
https://csdac-cosign.s3.us-west-1.amazonaws.com
https://d2glxqk2uabbnd.cloudfront.net
https://d5l0dvt14r5h8.cloudfront.net
https://anywhere.eks.amazonaws.com/docs/getting-started/nutanix/domains/
https://login.microsoft.com/
https://azure.microsoft.com/en-us/
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hERE Minimum | Minimum | 240

Firewall Firewall

Management | Threat

Center Defense
Dynamic Attributes 7.4.0 7.4.0 ZOBENEAINET,
Connector

Dynamic Attributes Connector 7% Secure Firewall Management Center (25
FNH L D720 F L7, dynamic attributes connector Z i 325 & |
BRI T S AZERT 5 2 L7 T 7 & AL — /L T Microsoft
Azure 78 ED Y T RR=ADT T v N7 —LnbHIPT FL A&
BeEET,

FERITE R
o ZOHENZE £ 5 dynamic attributes connector : Dynamic Attributes
Connector [T DWW T (1 ~—2)

¢« A& > R7 1 dynamic attributes connector : Cisco Secure Dynamic
Attributes Connector Configuration Guide

SHTER/ZE B S HU7- T : Integration > Dynamic Attributes Connector
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https://cisco.com/go/dyn-attr-conn-canonical
https://cisco.com/go/dyn-attr-conn-canonical

BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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