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What are connection settings?

Connection settings comprise a variety of features related to managing traffic connections, such as a TCP
flow through the Firewall Threat Defense. Some features are named components that you would configure
to supply specific services.

Connection settings include the following:

« Global timeoutsfor various protocols—All global timeouts have default values, so you need to
change them only if you are experiencing premature connection loss. You configure global timeouts
in the Threat Defense platform policy. Select Devices> Platform Settings.

Connection timeouts per traffic class—You can override the global timeouts for specific types of
traffic using service policies. All traffic class timeouts have default values, so you do not have to set
them.

Connection limitsand TCP Inter cept—By default, there are no limits on how many connections
can go through (or to) the Firewall Threat Defense. You can set limits on particular traffic classes
using service policy rules to protect servers from denial of service (DoS) attacks. Particularly, you
can set limits on embryonic connections (those that have not finished the TCP handshake), which
protects against SYN flooding attacks. When embryonic limits are exceeded, the TCP Intercept
component gets involved to proxy connections and ensure that attacks are throttled.

Dead connection detection (DCD)—If you have persistent connections that are valid but often idle,
so that they get closed because they exceed idle timeout settings, you can enable dead connection
detection to identify idle but valid connections and keep them alive (by resetting their idle timers).
Whenever idle times are exceeded, DCD probes both sides of the connection to see if both sides agree
the connection is valid. The show service-policy command output includes counters to show the
amount of activity from DCD. You can use the show conn detail command to get information about
the initiator and responder and how often each has sent probes.

TCP sequencerandomization—Each TCP connection has two initial sequence numbers (ISN): one
generated by the client and one generated by the server. By default, the Firewall Threat Defense
randomizes the ISN of the TCP SYN passing in both the inbound and outbound directions.
Randomization prevents an attacker from predicting the next ISN for a new connection and potentially
hijacking the new session. However, TCP sequence randomization effectively breaks TCP SACK
(Selective Acknowledgement), as the sequence numbers the client sees are different from what the
server sees. You can disable randomization per traffic class if desired.

» TCP normalization—The TCP Normalizer protects against abnormal packets. You can configure
how some types of packet abnormalities are handled by traffic class. You can configure TCP
Normalization using the FlexConfig policy.

» TCP state bypass—You can bypass TCP state checking if you use asymmetrical routing in your
network.
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Bypass TCP state checks for asymetrical routing (TCP state bypass)

If you have an asymetrical routing environment in your network, where the outbound and inbound flow
for a given connection can go through two different Firewall Threat Defense devices, you need to implement
TCP state bypass on the affected traffic.

However, TCP state bypass weakens the security of your network, so you should apply bypass on very
specific, limited traffic classes.

The following topics explain the problem and solution in more detail.

The asymetrical routing problem

By default, all traffic that goes through the Firewall Threat Defense is inspected using the Adaptive Security
Algorithm and is either allowed through or dropped based on the security policy. The Firewall Threat
Defense maximizes the firewall performance by checking the state of each packet (new connection or
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established connection) and assigning it to either the session management path (a new connection SYN
packet), the fast path (an established connection), or the control plane path (advanced inspection).

TCP packets that match existing connections in the fast path can pass through the Firewall Threat Defense
without rechecking every aspect of the security policy. This feature maximizes performance. However,
the method of establishing the session in the fast path using the SYN packet, and the checks that occur in
the fast path (such as TCP sequence number), can stand in the way of asymmetrical routing solutions:
both the outbound and inbound flow of a connection must pass through the same Firewall Threat Defense
device.

For example, a new connection goes to Security Appliance 1. The SYN packet goes through the session
management path, and an entry for the connection is added to the fast path table. If subsequent packets of
this connection go through Security Appliance 1, then the packets match the entry in the fast path, and are
passed through. But if subsequent packets go to Security Appliance 2, where there was not a SYN packet
that went through the session management path, then there is no entry in the fast path for the connection,
and the packets are dropped. The following figure shows an asymmetric routing example where the
outbound traffic goes through a different Firewall Threat Defense than the inbound traffic:

1: Asymmetric Routing

' ™y b ~
/-' L /.J |
( 1sPA ) ( 1sPB )
L% = J \ B /-'
€
S : ==
Security _~  Security
appliance 1 appliance 2
Outbound?Traffic \
Return?Traffic 4 Inside “; 2
“__network J =

If you have asymmetric routing configured on upstream routers, and traffic alternates between two Firewall
Threat Defense devices, then you can configure TCP state bypass for specific traffic. TCP state bypass
alters the way sessions are established in the fast path and disables the fast path checks. This feature treats
TCP traffic much as it treats a UDP connection: when a non-SYN packet matching the specified networks
enters the Firewall Threat Defense device, and there is not a fast path entry, then the packet goes through
the session management path to establish the connection in the fast path. Once in the fast path, the traffic
bypasses the fast path checks.

Guidelines and limitations for TCP state bypass

TCP state bypass unsupported features

The following features are not supported when you use TCP state bypass:
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* Application inspection—Inspection requires both inbound and outbound traffic to go through the
same Firewall Threat Defense, so inspection is not applied to TCP state bypass traffic.

* Snort inspection—Inspection requires both inbound and outbound traffic to go through the same
device. However, Snort inspection is not automatically bypassed for TCP state bypass traffic. You
must also configure a prefilter fastpath rule for the same traffic class for which you configure TCP
state bypass. Otherwise, packets might be dropped unexpectedly because the TCP Normalizer is also
not engaged.

* TCP Intercept, maximum embryonic connection limit, TCP sequence number randomization—The
Firewall Threat Defense does not keep track of the state of the connection, so these features are not
applied.

* TCP normalization—The TCP normalizer is disabled.

* TLS server identity discovery cannot be used with TCP state bypass on an inline or inline tap interface.

TCP state bypass NAT guidelines

Because the translation session is established separately for each device, be sure to configure static NAT
on both devices for TCP state bypass traffic. If you use dynamic NAT, the address chosen for the session
on Device 1 will differ from the address chosen for the session on Device 2.

TCP RT— F NAINADETE

FIRr

ATy I

XN —T 4V TEBREETTCP A7 — hF = v 7 A RATHIT1F, WEBEELZITHHA
FEFRY NIV DORIZHEHAT D NT 74 v 7 7 7 AZFEBRSERL T L, P—E AR
Vo—Z2HHALTCRNT 74 v 77 FATTCP AT — " ASA RRAEZEHNMILET, £72. FL
N7 47k HET D7V 7 X fastpath RV O—%FREL TN T 74 v 7 b AV AXRY
VarENANRASELILELHY FT,

NANRRANZ Lo TRYy NV —=0 DX 2 VT A MR FT 5720, EOT7 7V r—2a & TE
DIZTHIRL £,

NI T 4w T AEEFRT HILE ACL 2B L7,

72l ZIE 1011110102223 BDTCP b T 7 4 v I D RNT T 4 v 7 77 A% ERT HITIE,

ROFNEEFEITLET,

a) Objects> Object Management > Access List > Extended % 8&4R L 97,

b) [EIET 7 AU A N%iBI1 (Add Extended Access List) | %27 U v 7 LET,

) A7 Y=/ D [4HT (Name) | (bypass 72 &) AL ET,

d) [EM (Add) 127 Vv 7 LTA—EBMLET,

e) 77 a LEFA (Allow) 1OFFIZLET,

f) [#E5C (Source) 1 U A MDTFIZ10.1.1.1 EAHLTLHEEM (Add) 1527V w7 L, 5%k
(Destination) ] U A D T2 10222 & AL THEI (Add) 127 V7 LT,
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P

axX ;&

g [FA—hF (Port) 1227V > 7 L, [EIRFEAHDKEEILHA— b (Selected Source Ports) ] U A k
O FT[TCP(6)] Z#INLCLHEM (Add) 1227V v 7 LET, A— bEBFIIANLET, T
RCOR—baeHAA—=F57m hal LTTCP ZHMITBIML £,

h)y [HEETZ7®A UA K x> VU (Extended Access List Entry) | %A 7 1 7R v 7 AT [LEM
(Add) 1227V v Z LT, V=% ACLIZBILET,

i) MEBETZ7®A URAKAZ7Y=7 kb (Extended Access List Object) | XA 7R Z KRy 7 AT
[R1F (Save) 1227 V> 27 LT, ACLA7 V=7 hafRIFLET,

TCP AT — h NANADPF—E A RY v— L—LZHELET,

221X, TORNT T 490 JTADTCP AT — h RNANRRE T 0 — )UIZERTET AT,
WO TFNEZEEITLET,

a) Policies> Access Control heading > Access Control 23R L C, Z OV —ERZME LT
DT NAAZEY B TENTWDLRY U—&fRELET,

b) ATy b T7u—ATORKIZHD FEH (More) | Ru v 7 X0 U RHINNG [FRHERE
(Advanced Settings) ] %27 U » 2 L. [Threat Defense— & A7 U *— (Threat Defense
Service Policy) ] D Edit (@) %27V v 27 LEd, [

c) [L—rDiBM (AddRule) 1227V v 7 LET,

d) [Fa—/\LIZER (Apply Globally) ]> [~ (Next) ] Zi&IRL £,

)  ZDON—MIK U THER LTZHEE ACL A7 ¥ = 7 F&IEIRL T, [k~ (Next) | &~
Uy o LET,

f) [TCP 27— k A /NADFA%{t (Enable TCP State Bypass) | Z &R L 97,

g) (AT var) "ARASINDERD [T A K (dle) 1 XA L7 7 FEHfELET,
T 7 AN ME255TY,

hy [T (Finish) 127U v 27 LTOV— A ZBMLET, LETSCT, —b &P —EA
RY = NOBERMEICRT v 7T K Rey 7 LET,

i) [OK] %27 U7 LT, y—EARY O —|IMAT-EFE2BEGFLET,

i) [EEM (Advanced) JTTIRAF (Save) 122 Vw2 LT, 72/EAay ha—1L K o—
WMA AR ZRAFLET,

N7 4w 7 TADT VT 4 )V fastpath D/L— /L ERELET,

TV 4 NE V=L RNIZACLA 7 V=7 NefEATEERA, TDD, L7 004 L—
JVICIHEREDS, FT30 T AR ERTDHDHR Y NT—20 7V =7 M ERIIIERT 5000
INCTRTI T 47 VT AEBEEERTILENRS Y 7,

WOFMETIX, 778A arba— R o=l SNTWAE T LT 4V R —nd
TIZHDHZEEFMHEE LTWET, L7 4 A ZR) —Z2FRER L TOARWEAIT., [
1) &— (Policies) 1>[FL 74 L% (Prefilter) ICBEHL T, TRV —%EkLET, 7
78R aryha— R Y o=l L, V=V EERT DX, ZOFIREZEHTEET,

ZOFNEIL10.1.1.1 225 10222 ~D TCP b7 7 4 » 7 @ fastpath /L — /L ZERS 2 B2 1H >
TWET,

a) Policies> Access Control heading > Access Control % 3% L C, TCP /XA /RZA H—E R R
Jo— = umEhR) —ERELET,
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b)

d)

e)

g)

h)

)

TP 27—k iq iz0BE ]

RY—OADOFT S FOLEMIZH L [V 7 4 0% KU v— (Prefilter Policy) ] DU >
Ix7 Vv 7 LET,

[TV 74 nZ R — (Prefilter Policy) |4 A 70 /ARy 7 AT, #lleRY —NER
BININTWRNWT A RZEI VB TEHRY — 2RI L ET, ZORERTILER [OK]
I Vw7 LIRNTLTIEEN,

FIFNEIDT LT 4 NE R —IZITN— B BINTEXWNWD, DAZAERY —
PERTAHMLERH Y 77,

[V 74 nZ KU — (Prefilter Policy) | %A 70/ ARy 7 AT, Edit(@)&%2 U7 L
FI, ZOT 7 alEoT, R U—ORENTRERFT LWT T UHF T ¢ Ry H35
TET,

[FV 7 4% L—)LDiENN (Add Prefilter Rule) 1% 27 U > 27 L, RO 7T w357 ¢ Zffi
LC—VERELET,

« [4HT (Name) ]: B2 & > ThM ) RFW4RT (TCPBypass 72 &)
«[7 27 3 (Action) ] : [Fastpath] Z®R L £ 7,

(A H—TxAAFT V27 b (Interface Objects) |: TCP AT — kXA X2 % 71—
INN— L E LTCRIE LTS AITEGE T e b T 740 FO ERE (any) O FEE
WCLET, £ F—T =2 AN—2ADONL—VEER LTSHEE. [EETA 2 —7 =
AAF T Y= & (Source Interface Objects) ] U A FD/L—WZEAL7ZHD LR T
AVH =T 2 ARAFTT V=7 FEBRIRL, 80X [EE (any) ]OFFIZLET,

«[*> hU—2 (Networks) ]: [iX{Z7C%* > 7 —7 (Source Networks) ] U A ~Z
10.1.1.1 &, [585cx >~ F U —2 (Destination Networks) ] U A hiZ102.2.2 Z;BL &
To Xy NU—7 FT7 V2l NeERAT 50, F2E7 RLAZFETENT 52 &
MTEET,

o [AR— b (Ports) ]: [ERFEAEFILAR— b (Selected Source Ports) ] T, TCP(6) % i3

WL, R—bZADETIZEM (Add) 1227V vy 7 LES, 259252 LT, TCP
A= hEBICEFRR, T (BLUOME—D) TCP b7 7 1 » 7 12— /L3
SHET,

GE (Add) 127 Vv 7 LTT LT 4 0Z R Y —Z—ZEBMLET,

[MRTFE (Save) 27 Vw7 LTI LT 4NE R —ICEEZRGFELET,

INT, TVI7 4 VEREY 4 RUELTT 78X ar br—U R o—OffE Y 4
VRUICRD I ENRTEET,

TorEA arybte— L R —DORET 4 RUIIX [T V7 4% R — (Prefilter
Policy) | A 7 TRy 7 ANRMMINIEEIZR>TWET, [OK] 27 Y v 27 LTF L
TANE R —DFEI Y TUTEL L RFLET,

TV 4 NE R —DENYBCEER LEEAE, 778X a2 be— L K)o —7T
[R1F (Save) 127 U v/ LCEDOEFEEZRAFLET,

INT, BBEZTDLT AL AERE LR TEET,
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TCP > — 7V ADS U FLED T4+ E—TIL

FIE

ATy T

% TCP HEEICIX 2 OHM > — 4 v 2 F S (ISN) BEIVETHLATEY, 12017 747
FTAER S, b9 1 DIV —/NTHERELE T, Firewall Threat Defense 7 /31 A1, &I &
A5 O J5 17 TiliE 3 5 TCP SYN @O ISN 2 7 > % AL L £7,

RESRORA FDISNE T VX LT 52 L1280, WEERF LWERICHEH S LD %kO

ISNZTHILCH LW EYyva e/ YUy 7T 50%MIELET, 272L, TCPY—4

AD T K MM, TCP SACK (GERIRPIMEGRIGE) ZFEEMIHELET, 7 747 2 F1%

W= U AFE DY — =D ﬁ?é%®&£&ét@f#

ez, T—EBARIZ T T NENDLTH, BN U TTCP Iy —r v AR ST &

IMEEELTH N TEE T, WIS, T XA M2 ENTHRNE N DAVR L ET,
BIOBEINEER SN T 7 AT U — A THOUM—r o AFZNT X 2 S, N T
T4 TIEEST A LTINS DOD, WO T 7 AT I — LTI OEWEERETT D
gz))focb\ﬁljo

e« FRA A TeBGP v /L F 7Ry FHFH L TUWT, eBGP E7 TMDS5 # il L TV 584
FUREMMEIZED, MD5 F = v 7 AT ENET,

» Firewall Threat Defense 7 /31 A2 X 2 D> —4r LV ABE B D T v Z MU ARER WAAS
TNA R AT 556,

«ISA 3000 D/ N— R = 7 SASRZEAA L TODEE ISA 3000 237 — & /XA D—f
Tl 72d &, TCPEEHUE Fu vy 7S ET,

NoT7 4T 7T RAEEFRT DR ACL Z/E L ET,

tkzi EEDRARNPS 10222ICEEENDTCP b T T7 49 I DNT T 40 T A
FT DL, WOFIEEZFEITLET,

a) [ATPxH k (Objects) 1>[A#TP v FEE (Object Management) ] %R L £ 7,

b) BR[O ERX )R (AccessList) | > [#:3E (Extended) | #3R L £,

c) [WEET Z7&AYU A NZIEM (Add Extended Access List) %227 U v 7 LE 7,

d) F7Y=7 b [4HT (Name) | (preserve-sq-no 72 &) # AN LET,

e) [BN (Add) 127V v 7 LTA—EBMLET,

f) 77 va AL [FFA] (Allow) |OFEFICLET,

g)  [%fE5C (Source) | VA REZEHDEEICZL T, [4E85L (Destination) ] U A hDFIZ
10222 E AN LT, B (Add) 122V vy 7 LET,

hy [F—F (Port) 1227 Vv 7 L, [EREALDOEETLH— I (Selected Source Ports) ] U A
FDTFTI[TCP (6)] &N L T [EM (Add) 1227V v 7 LET, A— MEZIIATE
T ITRTCOR— b2 A—F 571w hal LTTCP & HMIBML £,
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i) [T 7B A VA K = hVU (Extended Access List Entry) | # A 707Ky 7 A T8
N (Add) 1227V 27 LT, /b—/% ACLIZEML £,

j) [ERET 72 A UA KN A7 V=2 b (Extended Access List Object) | A 72/ HR v 7 A
CHRAE (Save) 127U v 7 LT, ACLAT Y= 215 LET,

TCP v —r LV AFEGD T o H MMEE BN T 2 — AR — b— L EZRELET,

T2 ziE, ZDONT T 4T ITADT U MMbE T o — )BT B, ROFIEE
EITLET,

a) [R1U— (Policies) | >[7 U X%l (AccessControl) 1% &R LT, ZOH—E 2%
VELTHTNANALAZE VY TORTWARY O —%fmELET,

b) ATy b T7u—ATORKIZHD FEH (More) | Ru v 7 X0 U RHINND [FRMERE

(Advanced Settings) ] %2 U > 7 L. [Threat Defensem— & A7R U *— (Threat Defense

Service Policy) | D Edit() =27 Vv 7 LET, [

) [N (AddRule) 1227V v LET,

d) [FO—/\LIZER (Apply Globally) ]>[~ (Next) ] Zi&IR L £,

e) T ON— It UCERR LTZPEiE ACL A7 Y =7 M &R L T, [k~ (Next) ] &7

Vw7 LET,
f)  [TCP I —/ v A& 5D T % Ll (Randomize TCP Sequence Number) | DR % fi#hx L
EJc AN

g) (A7vay) ZoMOER AT > a L EMLEIZSUTHRE LET,

h) [ 7T (Finish) |27 Vv 7 LTV —AZEMNMLET, HEISUT, L—EH—ER
RV —NOUBERMNBIZRNT v 7T RRay 7 LET,

i) [OK] %27 Vw27 LT, Y= AR =M T=EFEZRFELET,

j) [Z£#0 (Advanced) JT[RTF (Save) 127 Vw7 LC, 7Z7&Aarta— R —
WCINMA e ER 2R L ET,

INT, BBEZTLT7 (A ACERZREATEET,

H—EX R —DIL— LD

WO RE Y 7Y —ERRY — )b—LOH R L E T,

SYN 75 v k DoS IWEMN L DY —/\—DIRFE (TCP RITZ1E)

BBFE R —HO SYN 7 v hEFRA MIEETDEE. SYNT T vTF 4 v 7 — b A fhE
(DoS) WHBENFAELET, ZNHDO/ry MI@E, ATV —T7 4 TENTZIPT RLAND
FEENET, SINSXTF Y NOT T 9T 4V ITREFNTEL S &L SYN F o —2 2
DIRWMpEE . BB —F =05 O ERICK L TH—E 2 2Rt c&x 220 £,

SYN7 T w7 4 0 VWL T-DIZ I A fIR T & 3, PR &%, XETE
DM CTHEN /2D N Rz 7 HEFET LT WEERERD Z & T,
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FIE

ATy T

P O HEGE L 2 WMl A #8 2 5 & . Firewall Threat Defense |3V —/S—D 7 u ¥ L L CHEifE
L. ZOEEGNF —7 v FARA RO SYN F =2 — (2B & 72X 9512, SYN Cookie 5% fiff
FALTZ 47 b SYNERIZHT 2 SYN-ACK JuE &L LET, SYNZ v ¥ —F, A
HIZHIE ZVERL T D 7201, MSS, # A LAZ T BLXOZEOMOIER DL N> 2 2 )
HRESEES N D SYN-ACK TR SN DA D —47 2 A% 5 T4, Firewall Threat Defense 1L, 1E
LW — U AR S THENRIERY 0 > RONIZZ T4 7 2 E0HiIRENT ACK %5795
ELITAT Y INBAEMTHD Z EEBREL, b—N"— DA T ET, X%
FATT D R—x ME, TCPARATRAE L MEENE T,

PR 2 Ed 5 &, —"% SYN 77 v B ) OIR#ETXET, LEITSUT, TCP
RITZEOMEHEREZANL T, R v —OfREE=FT&ET, ROFIATIL, = F
V—xz RO av AT OWTEBHLE9,

1R BRI
« RET DY —/S—D TCP SYN Ny 7 1 27 F o — L VAR IR 25 E L T\ D 2
LR LET, Th XV @mWIBHEERHIRZRET D & AR 747 2, SYN
KEEPIZY—N—ZT7 7 B A TE R 20 £, MIHIEReHIRICE O el 2 IRET 512
X, =" —DFE, Xy FV—2 = "—DFEARIEZ AZITHIT LT ZES N,

« Secure Firewall Threat Defense /34 A F D CPU 2 7HIZ L - TiL, {2 T2 L D80
FHAGENRER T, FREid L OWIHIEER O R KRR E SN TV A A B 2 556 )
HYET, HEOEE., T3 AT A n-1 OBNPEGR L OWIHEGE 2T LEST, 2
T niFaTvToB T, I BT 40T RBY . 6 SDORIFERRE IO
4 OO AR E LGB, K4 A T T3 0B EHATEEY, ET O
AT EMERT DT, T3 AD CLI Tshowcpucore 2~ REAHLET,

RS2 =DV A NTHL VT T4 v 7 77 A% EERT DR ACL Z 1B L £7,

ol 21X P T KLU A2 10.1.1.5 £ 10.1.1.6 D Web Hh—N—Z{#ET 720D VT 7 4 v

7T ARERLET,

a) [ATPxH k (Objects) 1>[ATP v FEE (Object Management) ] &R L £7°,

b) BERNL[FTIVERX JR L (AccessList) ]>[#i3k (Extended) ] &R L £,

c) [WEET Z7&AYU A NZIEM (Add Extended Access List) 1 %27 U v 7 LE 7,

d) FT7V= b+ 4T (Name) | (protected-servers 72 &) & AL ET,

e) [EM (Add) 127V w7 LTL—AZBIMLET,

f) 77 va AL [FFA] (Allow) |OFEFICLET,

g)  [XfE7C (Source) 1 VA RZZEADEFIZL T, [5E5E (Destination) 1V A hd FiZ
10.1.1.5 E A LT, B (Add) 1227 V27 LET,

h)y  F7=. [56%¢ (Destination) 1 U A F®D FIZ10.1.1.6 E AS LT, B (Add) 127V v
7 LET,
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ATvT3

SYN 75 K DoS Bsehh 5 D —i— g (Tep k72 |

iy [A—©F (Port) 127V 7L, FIHAEERAR— DU A THTTP] 2% L T, [5G
SJEIZENN (Add to Destination) %27 U w7 L&d, $—/3—THTTPS #fki & 4 — k
ENTVDEAIEL, HTTPS A— hbEML ET,

) [PEET 7B A UA K = hVU (Extended Access List Entry) | # A 702/ R > 7 A T8
m (Add) 1227 Y v 27 LT, b—/b%& ACLIZEMLET,

k) [EETZ7EA VAN AT b (Extended Access List Object) ] XA 7 B 7R v 7 A
T[#RTF (Save) |7 Vw27 LT, ACLAZ 7V =7 NEfR{FLET,

MR IR 2R ET D2 —E A R = b— L2 ELET,

7oL 23 RIRHIHEESR DG EF 2 1000 H5HRE L. 7 74 7 > F T L Ol iR % 50 #f5el27%

ET AT, WOFIEEFITLES,

a) [R1— (Policies) ] >[7 % X%l (AccessControl) | Z##IRL T, ZOH—bE A%
MBELETHTNAAZE DS TONTWDRY —%fwELET,

b) Ty b T7u—ATORKIZHD FEH (More) | Ru v 7 X0 U RHINNG [FRMERE
(Advanced Settings) ] %27 U » 2 L. [Threat Defense— & A7" U *— (Threat Defense
Service Policy) ] D Edit (@) %27V v 27 LEd, [

) [V—vDENM (AddRule) 1227V v LET,

d) [Fa—/\LIZER (Apply Globally) ]> [~ (Next) ] Zi&R L £,

e) ZODN— I L THERR L2 E ACL A7 Y = 7 R AR LT, [k~ (Next) ] %7

Uy LET,
f) [#£#% (Connections) ] > [ A#EARERS (Maximum Embryonic) ]1Z 1000 # A L %
‘j—‘O

g) [U3547 2 rH=Y DR (ConnectionsPer Client) |>[RA#MHIEFE (Maximum
Embryonic) 11250 # A LET,

h) (A7 v ay) ZotmoEsEAs 7Y a v ELEIOR U CHETLE T,

i) [T (Finish) 227 V27 L COV— A ZEMNMLET, REIZLLCT, b—LEP—ER
R —NOMBERMEIZRT v 7T FRay 7 LET,

) [OK]Z2Z Vv Z LT, =2 RY o —TMA-LEHEEFELET,

k)  [Ff#f (Advanced) | C[RfF (Save) |27 Vw27 LT, 77X arba—LR ) —
N Z TR A R_ A7 L ET,

(A7 a ) TCP RATZFOHFEHROL— FERELE T,

TCPIATZETIIR DA T v a v 2 LT, MeHERONEL — FBRESNET, T3C
DAT a3 NUIT 7 AN MERDHV FET, TNHEDOL— N =—XIZHE2>TWDIEEIT, =
DFIEEZEM TEET,

e [L— LEFE (RatelInterval) ]: JBIEESHLY 4 RO DY A X (1~144043) . 77 4V b
X305 TY, ZORMBORIC, AT MIHEOHZ 30EY T Y 7 LET,

o [/3—A F L— |} (BurstRate) ]: Syslog A vt —T RO LEVMAE (25 ~2147483647)
T 7 4V M 1REIZ400 T, N—RA K bL— R E/X5HE, T/ AL Syslog A v —
¥ 733104 ZER L £ T,
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s PE¥ L — K (Average Rate) | : Syslog A v &—IAEROEE L — RO LEVME (25 ~

2147483647) . 7 7 A/V NI 1 BREIZ 200 [EITH, SEHL— 2B D L. TN AT
Syslog A vt —37 733105 Z ARk L £,

INEDOAT Y a e 55813, ROFIRZETLET,

a)
b)
©)
d)

e)

2)

h)

)

)

[PV b (Objects) |>[# TPy FEE (Object Management) | IR L 7,

[FlexConfig] > [T¥AX b #T 2 x4 kb (Text Object) ] ZiERN L £,

VAT LNTEFRA TV =7 b threat_defense_statistics D Edit () =27 U v 7 LET,

BEITEEARE TEETN, [4——TF4 K (Override) |'E7 v a > &, B (Add) ]
Vw7 LT, T AL == 4 REAERT HZ L2 HLEL ET,
(T7EAary a— LR —DFEOVYTEHLTC) =R R —%ED YT
DT NA AZERINL, B (Add) %227V v 27 LT, BREHRY A MIT A A%

BHLET,

[A—/X—F 4 K (Override) 1 %7 V7 L%,

FTV 2l M3 OO N RKERIZD, 3IZRLETHEISCT[IT S b
(Count) 1227 Vw7 LET,

L— hMEE, A=Ak L=~ BIOEHL—FE LTI ~3DOEF THLEREZ AT
LET, A7 V=7 boOBBHEZSBL, ELWHEFTHEEZAILTND Z L 2R LT
<IN,

(A7 V=7 hOA—"—F A F (ObjectOverride) %A 7 1 7Ry 7 ATHEM (Add) ]
7 Vv LET,

[TF AN FT V=7 O (EditTextObject) 14 A 717 ARy 7 ATHESFE (Save) |
7 Vv LET,

ATy T4 TCPATZEORAHEREFI L ET,
TCP RATZME O EHE R ZH N T H121% FlexConfig R Y V— %R ETHMENH VY £77,

a)
b)

<)

d)

[T/34 X (Devices) ] > [FlexConfig] Z %R L £,
WY =% T TIZT AL RZED Y TTWLEAIE, ZORY —ZfRELET, #0 Y
TTWRWERIE, BTLOARY —%El L T, EEZT 57 A AT HTET,
[FH FTHE 72 FlexConfig (Available FlexConfig) ] U A I C [Threat Detection Configure] % i%
WLTP>1%227 Vw27 LET, A7 V=7 bD [RGB FlexConfig (Selected Append
FlexConfigs) 1 V A MIZEBMINE T,
[fR1F (Save) 1272 Vw7 LET,

(A7Fvay) [FrEa—iE (Preview Config) | 7 U v 27 L, WTNHLDT /A A
AEINT 22 LT, RENPELWIZ EEMEGEETEET,

WOREBIRFICT N ACEEXAENDCLI 2~y RAERENET, Thboa~vr R
X, P—ERX R —BLOEBRHOFEHERICKLE R a~vy RREENRLET, 7L
Ea—D A7 —L LT, BIMENZCLIZEERLET, T 74/ MEEHEHLTWY
L6, TCPRATZEOMHERO a~ > R, RO X220 T (b3 <T5
O BITESNTWET)

###Flex-config Appended CLI ###
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threat-detection statistics tcp-intercept rate-interval 30
burst-rate 400 average-rate 200

ATy TE ZT, BEEZTLT A AEREERTEET,
RTF9T6 kOavy RE[HHALT, 7/35 2D CLI 2»5 TCP fITZEOHFHER 2T =4 —L %7,
« show threat-detection statisticstop tcp-intercept [all | detail] : B8 % 52 1F TR S iz BN
10 DY —N"—%FRLET, al F—T— KL, FL—ZXAENTNETRTOH—/—0D
BT — 4% %F R LET, detall ¥—T7— KX, BEY TV 7 F—452FRLET,
VAT LEV— MEROBICHEOR Z 30 BV T T LT, T+ FD 305y
MEOEE. 60 7 Z & ICHEERNINE S ET,
GE)

shun a2~ REMHEHLT, FARNIPT RLANODHBEELZ 70y 7 TEET, TRy /%
HIER4 %121, noshun 2~ R&EMFHLET,

« clear threat-detection statistics tcp-inter cept TCP X1 75215 O FHE S A2 HIFR L 7,

1 -

hostname (config) # show threat-detection statistics top tcp-intercept
Top 10 protected servers under attack (sorted by average rate)

Monitoring window size: 30 mins Sampling interval: 30 secs

<Rank> <Server IP:Port> <Interface> <Ave Rate> <Cur Rate> <Total> <Source IP (Last Attack
Time) >

1 10.1.1.5:80 inside 1249 9503 2249245 <various> Last: 10.0.0.3 (0 secs ago)

2 10.1.1.6:80 inside 10 10 6080 10.0.0.200 (0 secs ago)

Firewall Threat Defense 7/Nf X Z FL—XJ)L— FIZRTT S

7 7 4V h Tld, Firewall Threat Defense 7 /34 A (X, h L —A/L— MKy 7 ELTEREIN
FHA, BRIND LT DI, T/ A3 537 > b OfFfe rlaeRER 2805 L,
ICMP EZEARHEA v E—Y DL — MlllRZ T HEN S Y £9, ZNEITHITIE, F—EX
RY == EHFEL, ICMP 7T v N7 4 —LRERY U— % T 20ERH Y £,

\}

GE)  fFEARERM Z S 9&. TIL N 1 Oy MI R vy FENETH, I TIL 3 - &
FEVW Ny BREENTWARREMENH D E WO BED T, v g % L THEER B
AVET, OSPFhello /N7 > RpED—ERD /Ry MEITTL2N 1 THEEINDT2D, (7 vl ek
Mo THLARAWERPNELDZENHDIRICEBELTLKEEY, N TFT74v 7 7T A
ERTHERITIL, ZNHOBEFHITIERE L T EIN,

y—exRy L — i
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B Firewall Threat Defense 7/54 2% k L—2L— MZERT 5

FIE

AT v T 1 Traceroute L R— b2 BT DT 7 4 v 7 7T A% EHET HILE ACL ZERRL L £,
72 2iE, OSPF h 7 7 4 v 7 %R, T RTCDT RLVAD NI T 4 w7 7T AEEFHT DI

.

a)
b)

¢)
d)

e)
f)

2

h)

)

k)

ROFINEZFETLET,

[Py b (Objects) |>[# TPy FEE (Object Management) ] #8R L £ 7,
HRo [T EX JR b+ (AccessList) | > [#:5R (Extended) ] &R L £,
[(JERET 7 2 AU A %181 (Add Extended Access List) | %7 U v 27 LET,

F7 V=7 FO [4aE] (Name) | (traceroute-enabled 72 &) # AL E 7,

[EM (Add) 12727 VU v 2 LT, OSPF Z[RIT D0 — L& BN L E7,

T variz[7ay s (Block) JWZEEL, [K—b (Port) 1227V v LET, 5%k
A— K (Destination Ports) ] U A R FT7 1 b 2/L& LT [OSPFIGP (89)] Z &R L,
GBI (Add) 127V v 27 LT, 7o ha/LzEREARY A MIBMLET,

[HEET 72 A UA K = b VU (Extended Access List Entry) 1 %A 7 02 77K v 7 AT [1B
n (Add) 1%7 Y v 2 LT, OSPF/L—/L% ACL (BN L £,

GEN (Add) 1Z27 U v 7 LT, ZOMT X CTOEGEZTDLHL—/VEBILET,
772 a AXEFAT (Allow) O FEFIZ LT, [EEIC (Source) & [405E (Destination) ]
VA MO GEZEIZLET,

[(JEiET 7 A U A~ =2 bV (Extended Access List Entry) | %A 7 122K v 7 AT[iB
m (Add) 1227 Vw27 LT, L—/L%& ACLIZEML £,

OSPF 4575 /L— /L3 [T _CFFr] (Allow Any) [/bv—L D EIZHDHZ L E2MERLET, &
S LT, = E KTy T Ry 7L TEHLET,

WERT 7 2A UA RN A7 =2 b (Extended Access List Object) ] %4 7 1 7K 7 A
T[RTF (Save) %27 V27 LT, ACLA7 V=7 haR{FLET,

ATV T2 FHEWRERHIOE AT 7 VA P DY —ERA R = — L ERELET,
7ol 2. ERATRER R A2 7 m — ST 7 U AV M DI, IROFIEZFEITLET,

a)

b)

¢)
d)

2

[[R1) >— (Policies) 1 >[7 % & Xl (AccessControl) | Zi®RL T, ZOY—E 2%
WL T EHTNARZED Y TOHNTWDRY —%fRELET,
Ry h7a—{TORKBICHD [FE More) | K v 7 H 0 U REIND [FERE
(Advanced Settings) ] %2 U > 7 L. [Threat Defense?— & A78 U *— (Threat Defense
Service Policy) | D Edit (&) %227 U v 27 LET, [
Ly—/v DB (AddRule) 1227V v LET,
[ e— VUi (Apply Globally) ] A#3R L T, [k~ (Next) 127 U > 27 LET,
ZON—ZH UCHERR L3RR ACL A7V =7 F &I LT, [k~ (Next) 1 %7
Uy 27 LET,
[77 U A2 b TTL ®4A%hE (Enable Decrement TTL) ] Z 8RR L £,
(AT ay) ZofoEA 7Y a &2 BB U CRE L E T,

B r—cxRy—
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ATvT3

h)

)

s—ezxys—neE=2u>5 [

[T (Finish) |27 V27 L COLV— A ZEMLET, HEIZHLLCT, b—LEP—ER
RY T —NORBERMNEIZNT v 7T RRay 7 LET,

[OK]%7 VU7 LT, y—EARY O —IMAEEELREFELET,

[F£#0 (Advanced) ] CT[f7F (Save) 127 Vw27 LT, 77kAary ra—LR) —
WCMA AR ZRAFLET,

INT, BBEZTLT A AER L REATEET,

ICMP BEARGEA vE—UD L — MR A B2 L E T,

a)
b)

e)

[T/84 R (Devices) |>[F5 v b7+ —LEKE (Platform Settings) | #3&R L £,
RV =T TIZT AL RAZE D BT TWBELEEIR, TOR) —%2FHELET, #HlIY
TTWARWEATX, # LV Threat Defense 77 v b 7 4 — LR ER Y v —% 1B LT, ¥
AT DT A AZEID Y TET,

HK)6 [ICMP] IR L £79,

[L— hPBR (Rate Limit) 1% (50 72 £12) WL ET, b— MlRATHO 2 BOIR%E
DAEREIND LT, [/3—A A X (BurstSize) | % 1072 EICHERT 2 L TEET,
ICMP/L—/)V T =T L, ZOZAZITITEERARDOT, EOEEICTLIENTEET,

[PRFF (Save) 1Z227 YU v 7 LET,

ATYT4 TINT, WEBEZTLT A AEELRATE T,

H—EXRYS—DE=ZZRYY

TNAADCLIZFEHA L CH—E AR —BHEOFEREZE=F—Tx 9, KIZ, FHZ=
< REWNWL DR LFET,

* show conn [detail ]

BEMAE LR LUET, G RIT. 77 7260 L TRl e oRitE 2 R LET, -
EziE. Ty 770X, TCPAT— b XA RAORMBTHDH T 74 v 75 R-LET,

detail ¥— U — R&fHT D L. 7 v FEiRE (DCD) 7'm—7OfFRnFRanETd,
ZOBEHIT. REMEISERTTEEN Y — T SN EEA R LET, & 213 DCD
KSR DFE s EAI IR D L 91272 0 97,

TCP dmz: 10.5.4.11/5555 inside: 10.5.4.10/40299,
flags UO , idle 1ls, uptime 32ml0s, timeout 1mOs, bytes 11828,
cluster sent/rcvd bytes 0/0, owners (0,255)
Traffic received at interface dmz
Locally received: 0 (0 byte/s)
Traffic received at interface inside
Locally received: 11828 (6 byte/s)
Initiator: 10.5.4.10, Responder: 10.5.4.11
DCD probes sent: Initiator 5, Responder 5

« show service-policy

H—ERRY I— .
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Threat Defense H—

H—ERKY o— |

Dead Connection Detection (DCD; 7 » FEEgek) OFHEHME ZL—E A RKY v —D

atEma£R LET,

» show threat-detection statisticstop tcp-intercept [all | detail ]

Wz T RSN AL 10 h—"—2F R LET, al ¥F—U— R, hb—2x3h
FTRTOV—N—DEET — 2 % FRr LET, detail ¥—7— K%, BEYV 7Y
VI F= B EFRLET, VAT AL — MEROBICKEORKE 30 YT T
L7, T 740 D30 nEEOSE, 60 B I LITHEHERSIE S NET,

W5

EXR) —DERE

Minimum | Minimum
Firewall Firewall
Management | Threat
e Center Defense | EiEAH
Threat Defense %-— ™A | 6.3 5 Threat Defense % —EARY o —2T7 /A o ba—/L R —D
RY — (Any) BERA T arO—E L TRETEH LT/ £ L7, Threat
Defense —EARY > —%EH LT, FFED K 374 v 7T TR
P—EREWHATEET, PAR—FINTWVWDEEEIZIZ, TCP AT —
R XA RA TCP YV —7 V AFK B DT H ML, /\’7/ NEQUAYE T
RERFE (TTL) OEORGy. 7 > R, V77492 77T
LB F4 7 0 8T E o X OWIIEE O R KE DO HIBR D%
. I, ~N—T7 7 e — X, BLOT A RO X A LT
T RN ERHY FT,
HrELE T : [R1Y) >— (Policies) 1>[7 %2 £ X #lffl (AccessControl) ]>
[7 2 XHlfE (AccessControl) ], [Ff#ll (Advanced) ] # 7. [Threat
Defense— B A 7R U 2 — (Threat Defense Service Policy) .
PR—FEINTWDETT v b7 4—24 : Secure Firewall Threat Defense
7 v R 6.5 TE 7 v Rkt (DCD) ZA#hC L7z 41%. show conn detail =~
(DCD) DI&IEMIF X (Any) v RAEFER L CHREMN &SN 5 fﬁiﬁ%ﬁﬂ?ﬁf% £9, 7w K

WIRZE RO, B &
W7 5 2 ZND DCD
DFR— K,

B AT 2 . T 7T 4 T i AR TE £9, show
conn DT, =2 RRA V" Ta—7 SW-HENTEINET,
BT, DCDMNYT TFAZTHR—FEIND LD FE L

HLVWEES/-2< 2 R : showconn (/D7)
PR—BFENTNWBE7F v M7 4—2I : Secure Firewall Threat Defense

B v-—cxKRys—
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Threat Defense —E XK 1) O —DERE .

Minimum | Minimum

Firewall Firewall

Management | Threat
R Center Defense | EiiBA
WO R Rz 7 A |11 =% P—ERARY —ZiE LT, FIEIEReHRIZE L7z & S ITHIERe
v R4 X (MSS) & (Any) ® SYN cookie Z KT D72 DD P —R—Dig K7 AL h A X
HELET, (MSS) Z#RETEET, Ziud., RAVHERELRET 5 —F

ZRY —DFAITERNH Y FT,

BINEZIXE T I 7= E : [Add/Edit Service Policy] 77 « ' — Ko
[Connection Settings]
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BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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