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el ZIX, TRTOIATFRATAT Ty A NvETay 7 L),
ShockWave Flash (swf) 7 7 A VDA ET w7 Lz TEET, Fi-
X, =—¥ N BitTorrent (torrent) 7 7 A V& X 7 a—RKL7zE EIZT
F— b T LI, VAT LAERETETET,

EATAREY 7 A MR, =27 n e AT VT N e FTTEH 7 7 A NS A
TREENTVDZ LIERLTESY, vy =7 BEEATHS
FTREMER B 2 72D T

VAT ATRERRER 7 7 AN XA T DY ANMIONTIE, [RY ¥—
(Policies) 1>[7 7 & Aiil##l (Access Control) |>[~v/V T =T &7 7 A
Jb (Malware & File) | Z@RL T, —FHRFH LT 7 AL R Y >—
ZVERC L CTovD, L—v B0 (AddRule) 1227V v 27 LET, 77
ANEAT AT ) ZEBRT DL E, VAT LAPBRETEL 77 AV F
AT 7ANE AT (File Types) 1V A MZERENET,

GE) BNV T —SNDT7 7 AN N—VIX, VAT L NRT p—~
VAN E B2 DAREMER DY £9, =& 21X, HTTP ~ 7
TAv T TCRIVTFRAT AT TrANVERBLES E35E (2
& 21X YouTube 1T & D Flash = > F Y ik LET) | ¥
KIGEDA X EPERSNDFTREMERH Y £,

TryANIN—=IVT I | T7ANIN—NDT I alloT, V= NLOFHIZ—HK LI T
Ta v T4 e AT ADMLERS B HFENRESINE T,

BIRLET 273 a el T, VATFATT 7 ANEBRIGET I, 77
A ZxE LT Spero T, B— /L =L = T AHT. £ ITEIR ST &
FITTHENERETEET, [Frv Block) |77 v ar&i@RY
BE, VATATT I SNHEmE VY bTANEIDLRET
%\ijﬂo

DT varBrXOF Ty g roHBICHOWTE, 77 AL L—
NTrvary 33—=) EBRLTLIIEEN,

77 A — VBB L ONER TIE R, —L TS g U OJEET

FHENET, FEMCOVWTIZ, T AN I—L T 7 g v BEmIE
o4l _—>) #ZRLTIEEN,
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27A4ILIL—=ILTHO a3y

TrANN—NEFERTHE, aX o/, Tuv s, £REFLT 2T AX Y UORGLE R
L7 7 AN BATEFMICHECEET, &7 7 A0 — 2T, V=V DEHIZ—FKT D
KT T4 IRV AT AL S TEDIL I EINDEDERETD1OOT 7 2 a U HREEHE
I eNET, IREZFET LT, 7740 R) =212 EOAL—ARNEERT VLN
ERHVET, 12077 AN KIY—RNIZ, Z7ANVEAT, 77V r—vary Faba
Ju, BREFEOENIIG U CRR DT 7V a v 237582 D — VAR TE £,

T74ILIL—ILTH 3y

o [7 7 A M (DetectFiles) [ V— NV EFEHTBE. 77 A NVDIBEEFHFAI LN G, R
EDT 7 AN FATOKRHET —FR—=RA TR TE £,

s TrANT Oy I NNV EFERTLE, FFEOT 7 ANIATET Oy ) TEXET, 77
ANVERENR T o v 7 SN EIlEmE VY 247 var, BIUO®Fy 7 Fyv Eh
27 7 ANEEENRT AL ANMRFT DA T a VEBRETEET,

s[vNU =T VT RNV 7T 7 (Malware Cloud Lookup) | /V— VAT DHE, Fv
Y= il o7 7 A NVOMWEZRG L TRl LT 9 2 TEDIRELZFFA TE E7,

[T 7 w7 (BlockMalware) | V—/VEEHAT L E, BFEDT 7 AN XA TD
SHA-256 Ny ¥ afliZ 3 LI=%. AMP 7 57 RERAEL T, Xy hU—7 @i+ 5%
T ANV T 2T REENTVENEIDEHM L., BEERT 77 A V2T 0y
TEFET,

TJ7AILIL—ILTFTHOoa3vDAT 3y
BIRLEZT 73 a0l T, SFEEFERA T avrdidbn £1,

FZ7A4NLIL—IL | F7AILDOTAY |IILITTDT | F7AILOBREN|IILDTT IS
THarv0AT | aREDN Ay 2 AETEED | ATRED JRILYOT Y
vary T AT ged
MSEXE fH @ No IEu s FE TArRE | No IV L EITATRE
Spero 7 * 77 ANEEET 77 ANEEET
(Spero Analysis* TET TET
for MSEXE)
EULDEA No Fv : RBZR 7 7 | No 0 R T 5
(Dynamic A NVOMEDELT A NVOMWEDFAT
Analysis*) AlRE T 7 A )V E ik ARET 7 A IV Ak
fFo&ET fFC&ET
Fas U=l Y-S [=A NAY-S (A
(Capacity
Handling)
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FYRI—TLYTHEE T FALRY — |

T7A4NLIWL—IL | FZ7AILDOTAY |IILITTDT | F7AILOBREN|IILDTT IS
T arv0AT | HNaREDN By A AE[EEA | ATEED DRIV TY
vav THRETRED
o—J L <)L AYAS-4 I AYAY-4 =g
7= T o T
(Local Malware
Analysis)
oy b |13V (HELD) TEuy (HESE) AAY-4 AVAY-4
(Reset
Connection)
T ANVORLE 1R BT AT IR L |V T 0 BR L
(Store files) RCDT7ANE | T7ANVOWEIZ | RXRTCDOT 7 A )VE |77 A ILVOHEIC
RfFCEET —HT BT AN |RFECEET = I
HATERETE HATERFETE
E3CH E3cn

TN DF T a rDEMIONWTIE, AT =T EA T s (T AN IA— T

va )

A

34 X—=) BIOEDOT T Ry 725 T X,

FE

.
=]
=

[7 7 A O (Detect Files) | %721
NNOLRAF (Store files) | Z A M FE T2 ITED, 71T

(Malware Cloud Lookup) ] 721

TUvavEGTA T Y a > ([Spero 43
43#1 (Dynamic Analysis) ].
X7 7 ANVORGEA TV ay ([ =7 (Malware) ],
[ A% L (Custom) ]) EREATDERMDT 7 AV —/LZBINE T2 135
Z Snort 7' 1 ANFEEB) X I,
ZOREHRIZ T T 4y IR
ZTEINDNNE, =5 TR
FEMIESnort OFFEENC XD F T

(Clean) 1.

AV WS VIEN
AAMN BT T 4 w7 BB D HE

E
BOT AN N—LEHIET S L,
—WINC R T T 4 v I DA AT g U S VE T,
S (Y GV SO/ AVE ING /N s ey the itd

W U T 72D

T4y OEEESIBLTIE IV,

AR DA & BB D B

£,

[Z77ANVDT7 a7 (BlockFiles) ]/V—/VTC[7 7 A
(VO x2T 7T RNV IT v
I[vvU =T 7uavZ (Block Malware) | 7 7 A /L /L—/L
THTE 721X MSEXE (Spero Analysis or MSEXE) ],
Flk[m—Av =T =7 5587 (Local Malware Analysis) ]) i
[~ (Unknown) ].

[EH

YLD TFHEA T ay (Z7A4ILIIL—ILTHaY)

VAT LTI, T AMIINANT =T REENDINE D DEYIRT S 720l

NI g v ERHTONL DD FENEH S NVET,

T ANN—VTF v a BN TEHE S a

-
=~

T AIA A

WIS LT, Y AT AFROY — )V L EFE

TT77ANVERELET,
1. Spero oM (37 X—Y) BIPAMP 77U KONy 7T v 7 (37 2—)
2. a—Jn <y =758 (Local Malware Analysis) (37 ~X—3)
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3. @Y HT (Dynamic Analysis)

vy 7hEor 7y asons [

(38 2—3)

TN — VDB OWTIE, AT =T HEOA Y 3 otk (35 2—) 25

LTL7ZENY,

EYUT AL, ZOT77ANEA TIESNTTRTDO T 7 AN ET 0y I T52 48T

EFET, FHIIOWVWTL, V7 ANVE A TICEBITR_RCOT 7 A NDT s

EBRBLTLLEEW)

o

(41 ~—72)

(A7 =2 ) AMP for Endpoints Z i L7z~ /L7 = 7Bl (47 X—2) BIOY 7 by
7 D35 2 A 2D AMP for Endpoints BB T 2R LS L T 7230,

<V = T EOF 7 g Dbk

ROKTIE, HHATDT 7 ANGHORRERR, BLOK<LY = THEFGIEZ LT
77 A NOWHEDBRE SN D FTECHOWTHHLET,

DIZAMP 7 Z 0 R
IR LETS

R0 ET, FATOHE
77 A NVEHATT,

THEAT = HIPREIH T T T DRE

Spero 3T FATARET 7 A ND |0 =T~V T =T |~ =T ORENRY
HE1&E5HT. Spero ¥ | AT ETITBRI T | 7 4 7T DGEIZO R, HE
TRXTF X &gl | L0 HEEMENME | 25 A (Unknown) 705

[*/vD7 =7 (Malware) ]iZ
EEINET,

a—h)<)L gy
4587 (Local Malware
Analysis)

A HT L 0 VEE T
DY —=ANDIR
<. FrZman
<V = T IR
R EITRERN LD
HHIZR S ET,

BE) BT &0 bR
DFFAIEMEL 72
£7,

<V =T ORFENRY
T4 T OBEITDH, HE
M [RBH (Unknown) |75
[T =7 (Malware) ]I
ERINET,

A /3HT*  (Dynamic
Analysis*)

A L7 AR
77 A NVDFEMRSY
HT Secure Malware
Analytics

RRT 7 A NWATRT
Vw7 779 RER
A FLIRTS
FATLVALT v
n—REInET, &
Hro5E TITIZA LI
235370 £

BERAaATICE T T 74
IVOEZEDEASWVIRE S
nET, WEIXT 7 ALK
U —IlREIN TN D
A 2T L EUVEIZHESN
TWAEERHY £7,

Spero AT & =B —0
V=V = TN

AMP 7 77 FDY
V—AEFEH LT
VT =T BREE LR
MNH, a—h~<)b
U = T i L #hin sy
WraRETHLLH
DIpnNY — R
BLET,

FAYSrHT. Spero 47
Hr & 0 b FEMEE DMK
<Y FEF, FEI7H
77 A VEHT
T

<V = T DRFENRY
T4 T OEGEIZDRH, HE
M [RBH (Unknown) 175
[*/vD =7 (Malware) ]iZ
ERINET,
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FYRI—TLYTHEE T FALRY — |

DHEAT = HIFREIE IV T T DYEE
Spero 73T L BRIy | 7 7 A LB LD B—HN= T =T | w7 ORREENH D
Hr Spero ¥ 7R F ¥ D |G EERT 256 | & LTHERIAGEINTWD

EEMFIZ AMP 7 5
7 R OEHEEE &
L%

L0 LR OREIC
RIS D3N F£ 9

77 A NDGE . B HT
DFERIZFESNTEBA =
TRERINET, 774
JVARY —TREINLTH
DA T L& UVMEIZEE
SNT, B X Spero 4T
TV Y = 7 NFEE ST
WAL, MEED [(RH
(Unknown) 1206 [</V
v =7 (Malware) JIZAE®H
SNET,

a—HNwT =T
S BT & RS HT

DR A TDT 7
AN EERT 5
Z & TREMZR A R
BonET

EL o h—FD%4A
LV HHETHY
V—AWEL 720 E
_g—«

~IVT =T ORREHED B D
L LTHERBESA TN D
77 A NDOSE . BRI
DFERIZIESWTEBE A 2
TREEINEST, v—70
=)L = T L
U= T BRRE SIS GA
I T AN KRY —T
RESNTWDLEE AT
L EWEIZESWT, HE
23 [4~B] (Unknown) |75
[v/vD =T (Malware) ]iC
EHRINET,

Spero 77T, ©m—%
=T =T AT
B L OB Hr

RS

30T _RTOXAT
DT 7 AN &R
1ITT57=DHEET D
Uy —2ANkxbH%£<
AU

VT =T OR[N B D
ELTHImEISNTWD
77 A NDGE . B HT
DOFERIZIE ST A =
THERIVET, Sperosy
MrEiIe—hL <Ly
T T LT = T NERE
Y Wik W= ol = i
VIR = TRIE ST
DEEA T LEMEICHE
DT, MHED [
(Unknown) |75 [< /b
7 =7 (Malware) ]IZEWH
SNET,

B Ay rT—OLY I THEE T T ALK S—




| Yy brT—b=LYz7H#EET7ALRY o—
Spero 47 .

ik vl A= HIREIE QI T T DFE

FEEeEnhl=77A |~y =THHOT | ER7 74 0E T USHHE TSN E R
NEALTDTXTD|A B RINEHY oy 7 SET Ao )
TrANVDEEET | EHA

H7) (ZOFF

Hi e~ 1r o =7
B4~ 2 o Tl
HFETA, )

)

GE)  FHEINEII 7 A NVOMEERETILOTIEIH Y ¥, 77 A ARSI ONETH D
MEIDPEHETHERND 1 DT EEHA,

Spero 53HT

Spero AT Tl FATAIRE/R 7 7 A VD T 7 A MEEDRE (X Z T — 20~y X — {7 &)
EMARET, ZOERITEEDNT Spero & 7 A2 F v ZHEM LT, 7 7 A VDBRGDIATAHE
77 ANTHLIGE. T3 ATFN%E AMP 7 77 RND Spero & 2— U AT v 7 TV
VNZEFE LET, Spero VI AT ¥ IZHEDNWT, FDOT 7 ANNBIAT =T v E S )E Spero
TUVUMNRELET, o, T ANEAMP Y T U RITEETDHZ E7< . Spero i ATHIC
EETDLIIIN—NERETHILHTEET,

Spero ZPHTHIZ 7 7 A VA FE)TEET HZ LT TEEEA,
AMP 7 77 KONV 7T v

R~ VT = T E R L2 O R E 72D 7 7 A L DOBE . Management Center |3+
N =2T 7T RNy T v 7 %2EITL, FDOSHA256 Ny ¥ 2 fBEIZESNWT T 7 A LD
'H%& AMP 7 77 RIZHELET,

NRT =~V ABWETDHEDIC, VAT AIZ 7T RLiRENLMEEF v v =it
AMP 7 70 RT/ =V ZFE T3 2R VIC, BEHOT7 7 A LDF % v o 2 FHLOMWE 2 H
LET, 2OF¥ v a2l onTIL, Fv v ralGrEHoA2MME B8 =) 25
L TLSIEEN,

m—7% v~y =7 5547 (Local Malware Analysis)

0—H L= = TN T, HERRT SNA A TTalos A 7 U V= AT )V—7 bk
SNHHLV— NV EFEH LT, EITRHEY 7 A4 /L, PDF, Office 3(iE, BLXOZFDMO X A7
D7 7ANTRG R IA TONT =T OFELET— )LV THRETHZ LN TEET,
B—ANVSHTTIZAMP 7 70 RIZ7 2 2 FT8T, 77 A VB FETLRNED, m—HhL
TN =TT E VAT A Y Y — AR TX FT,

VAT AEIAR— I N =TI Lo TN =T BT 5 & FOBFEO T 7 A VOHE
Z [RB (Unknown) 176 [v 7 =7 (Malware) JIZEH LET, TDOET, VAT L35
LW =27 A hEABRLET, VAT AI~AL T 2T BRI Lo 722 LThH,
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FYRI—TLYTHEE T FALRY — |
B = amnnaoanmms

77 ANVOMWEZ [ (Unknown) |26 [IEF (Clean) 1 ICHEHTHZ LIXLEHA, 17—
TN =INT 2T R EIT LT, VAT AT 7 A UER (SHA-256 /Ny & 2 fli, ZA A
AT Ty ANOWERE) Xy v all AIVTC, FREOHIBNIZZED T 7 A V& B
B LIS O 2 TR THUv Ay =T M TCE 5 L5 LET, ZOF v
VaDFFEAOVWTIE, Fx v Y aFHAMEOFDMI B8 ~—) ZZHLTIZIV,

a— vy = T 0T TlE, Secure Malware Analytics 7 7 W R & O@E #fSL T 50813 H
DEEA, IZIEL, Z7ANVEEZATI v 7oA 70 RICKET LD, £z, Ty
T—heu—HNw T =T i — bty M T — RE 50l 77U FEo@EE
ERETHLENDH Y £77,

X v v ¥ a FHAMEEOAIM
AMP 7 5 RO T VbR S L7, B A a7 ICBEM T S -E. BLO0e—h1 <
NT =T M KL o TEID B THRMEIZIE, ik ATRERFR] (TTL) ARESNET, MHE

WEF SR E £, TTLIE THRE S BIRIC Do > ThEFS NIRRT, v v v 2 FmR
HESNET, MEHBIOBEET 2EMA 3 73RO TTLEAEIY 4 TohE T,

o« 7 ) —1 1 4 W
N ERE
e L =T ¢ 1 KRE

TOFXF v v alliT AT, Fr v a SINEWERLZA LT T Moo= L0555
ENTHAE, VAT NI =N N T 2T T — 2 RX—=ABLRNAMP 7 7 U RIZH LW
MEZHERZ ) LET,

X541 (Dynamic Analysis)

Secure Malware Analytics (LLRI[® Threat Grid) . A2 D 7 7 A VoM. BILOEEA TV
VAT Ty M7 A= LTEHNOTTHT 7 A V2 BBINICEET D LI T 7 AL
R —%RETEET,

THRARE, THAAART 7 A NVERAFT D0 E 9 DBk < #ikk 727 7 A /L% Secure
Malware Analytics (FRE L72WTNNDONT Y v 7 750 REIIIA T VIRATFITA4T
A) ITHEELET,

Secure Malware Analytics TR D &5 7 7 A i E D D EHErT 572018 KRR » 7 ABEET
TrANEFIT LTI 7 ANVOEEEZ ST L, 77 A MI~ AT =T INEEND ATREM 2R
BRA AT 2B LES, BEA AT NG, BEA 2T 2E0 4 TREENE TN DSBS O
P~ — UR—= 2R RTEET, £/, Secure Malware Analytics Tl FHENEE L7 7
ANVDFFEMLUR— FERR LD | MR EE LR 7 7 A VDT —ZBIRESNLTZAY
TV TRBLUAR— N EFRRLIZV T 52 TEET,

Cisco Secure Malware Analytics DFERIIZ DU TiX, https://www.cisco.com/c/en/us/products/security/
threat-grid/index.htmlZ Z /& L CT< 72 &0,

BT 2 FATT D L DIV AT LaRET HI1E, Bk (19 ~—) O hte vy
ZZRLTIEEN,
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T AN EAT
s T AN Y AKX

c T F AN IN—ILDT T g v

SHIZ, RONZ—=U B £,
VAT AIRELET 7 AN A= T DT 7 A NDHREEELET,
c INTHDOEBRHZ 7 7 AND VT =T 7T 7 Ry 7T v T OMWEEN A E 38 H
RAZIe > TWAHMENRH Y £,
« VAT KIBEN IR~ AT 2T L LT 7 A NVERRINETOHERSH D £,

BT & 2 v N T AP

XX XU T A BEFHATLE, TR AN T T REBETERVEA. FHREHEORK
BITZELIEGEI, VAT LB TU N7 7 A Vv —RICEE TER0nE | BInystroxt
G D T 7 AN —HRGET DI ENTEET, VAT A, iFRENRET S &%
FLE7 7 ANVEEELET,

—HERDT IS, AIT N, ADN= R RITAL TEEYNT 2T AR =V J 2T 7 A V&
RIFCEET, vV U=7 AhL—Y Ny 7 (40°—2) HBRLTIIEZE N,
XY TFXSNET 7 ANET 7 AN AP L—Y

Ty ANA N UBRER AT S, BIRLE=T 74 (FT 74 v 27 TRINSRTE) %
XX TF ¥ LT, Z7AADAE—EF AL ZADN— K RTGA THwL T 2T & F L=<y
7 (LA P—AIRTOBEA) ICHBIICRETE £,

FTNRAAMT 7 ANTX Yy TF ¥ LI2%IC, UTFTOERKRAH Y £,
TN T DD, YT T X LT 7 ANET N, ADNN— K R7 A TIRGFET 5,

s IBIWIZFIMTONLIZED T — AT L2 T 572010, RELEZ AV Ean—FLay
Va—XIZX 7 ra— RRT5,

cAMP 7 50U RV 77 v X EITENONT OB ERDXY T v 77 A VA2 FHTE
2 LFE9,

EETREELLT, TS AR T 7 A NVEREFELERIT, BT EZRHELTH, T30 X
PRI EHMEXZENERFEL TN, ZOT77ANVEBREXY 7Ty T2 L1300 A,
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MR TEET, P L. 77 ANV V= ANTLT =T 2539 R Ly 77 v FE2TIHE
X, YATANAMP 7 70 RIZZ =Y 2170, HERBRNPIEDLE T, KV EELE
T, TOBEIZEY, VAT AEIRY NI TZDT7 7 A AR2EBICHRE S, 774V
O EFERZENEICHB CE D ETIE, 2077 A VEREFETE A,

VAT AN T 7 ANEX Yy T F T ENMRETOINCED LT, I FRAEETT,
o [o#7 (Analysis) [>[7 7 A /v (Files) |>[F ¥ 7 F ¥ &7z 7 7 A/ (Captured Files) ]

MWHEDX Y 7T ¥ INT=T 7 A VBT DIEHR @O ORIl 7 7 A VIMRFEES T
DOPEEESNTZNE I, 77 A NVOMWE, BEAaTRE) ZERTLHZ LTk,
Ry NI —7 F TR SN~ Y =7 OBIER 22 BT OW TR I HRETT 5,

cTFANDI TV =7 FUEFRLT, Xy FT—IDFINRN=ADHGBL Ot —%

RFFL TV D ARR M EHRT 5,

T ANET V= A NEIH AL DY X MTBMT 5 2 & T, LR o HEIC

X, 7V = FRE~v =T OHERREERF DT 7 AV E LT D,

T7ANRY =TT 7 AV =)V EFRE LT, FFEDHXA T EINIFFED 7 7 A VHIERE
R WEHTEL5H) O77 ANV EXY 7Ty LTIRELES, 774K —2T 7R
avbta— L RY —EBHEMT T, ZRET NSRBI LZ®%, 8T 7 4 v 7 NO—E
T AN, IRMESNET, £, RET L7 7 AN YA XOFK/ME & R Z 5%0E
TEET,

VAT LN I T o TIRTET 7 ANVITEENE R A,

XX ST ¥ L7 7 A VERIL, [987 (Analysis) 1>[7 7 A /L (Files) |>[¥x¥ 7 F ¥ L7
7 7 A )V (Captured Files) ] CHE/RL, a =247 74 VTl F v ra—R$T52 L0
TEET,

NI T AL —Y Ry

T AN RY —HERIZE > TIE, T, ABRNAN—K RIAL TR DOBEDT 7 ANV T —
BERIFTHENHVET, TRALRCTNA T 2T A L= Ny 7 2R ETEET, &
AT BINT 7 ANEINT 2T AR —Y Ny IR FTHZ LI, AV FBXIU
ET 7 ANERGET DO, 774U N—K RIALTIZLVZL AR LR TEE

TO

VAT DMTEMCENT 7 ANVEHIRLET, TS ZADTTA <Y N—F FIA 7

I TRE R BB+ Te< . v AT =T A P L—U Sy 7 bRBESNTOARVES, 77
ANERGFTDHZ LT TEERA,

ZapbE I N— R R4 7L IT S RO FiF 720 TR, R— &
NTWRWAN—=R RIALTEZRDfFT D& T8 ABIRT DR SV £3, v LU=
TARNL—=U Ryl Xy NI, VRAAPLDORFEATEET, v LT =2T AML—U 8y 7
DY R— FBBERGEE, VA — MZBMnEbEZan,
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NI 2T AR =Y Ry I RREINTOWRWEES, 77 A VERGET DT A AEHE
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ELBL TSN,
T7ANIATIZE DT _NTOT 7 A NDT vy

PN 2T T A MBIEOTE Y JITMAT, VT =T 2G50 E 2 I2hrb b3, FiE
DEATDT_XRCDT7ANET Oy I THLERSLIGAT., TNEEITTEET,
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DRINTF7AILFAX
(78 ) (Minimum

file sizefor advanced file
inspection and storage
(bytes)) ]

[BEGIZ7Z7AILA R
RODIAVERFEDISD
DERRXI7AILHA4X
(Minimum file size for
advanced file ingpection
and storage (bytes)) ]

INHOREFUTEEELET,

CRDT AT I REHEHL T AT |01

LBBETEDHT 7 AP A X
* Spero 74T
e Y KRR v 7 L ERFiHE

e — N =T =T 4y
Hr/ClamAV

CT=HATA AN g

s VAT LNT 7 AN — L EFEH
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SHA-256 hash values for files larger than (in bytes)) ]
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DX AT BFEITTHIE, BEHE, T RAEHE, ¥y NU— U EHE L~V —T
HDHVERH Y F£9,

FIE

TrRA s hr— LR =T 0 T, [FEMEE (Advanced Settings) &7 U v 7 LE
D

[Z7ANBLO~LT =7 O%E (Files and Malware Settings) | OFEIZH 5 [#R&E (Edit) ]
(£ &7V vr7 LET,

ROVIC[FT (View) ]| (@) BERINDGE, HEITLEMEARY = bk SN THY |
RELEETHMHERN DY £, FENT v V7RI TV AHEAE L, [Inherit from base
policy] #4712 LT, MELANILET,

TT7ANBIOIINT 2T DA AR a N T =< AL AN —=VDF T a (44
N—=) THHIN TWOEEDOF T v a v ERELET,

[OK] %2V w27 LET,

[fR1F (Save) 1527 Vw7 LTHRY U —%RIFLET,

RDBERY
cREAEEZ R L ETRELLOREMZZR LTI IZEN,

>) AMP for Endpoints Z{ERA L=</ 7

¥ Z 3@ AMP for Endpoints 1Z, AT A HIRft S 41U, Firepower B EHE L, v~ 7 =T
Bt 2 Al 55 T & DRI O~ L = 7 B T,

AMP forEndpoints |3 A I DT B —T T4 X7 T ADE KR~V = THEY UV 2— 3
<Y, =P —DT RRA U F (A Ea—FRENM VTN, R) TREaXT XL
LCEITL, @ER~LY =T OFA, @ETHENZ2EB. B3X0%—Fy MNUKR A K
. o, 7avy 7 LET,

AMP for Endpoints OF|m5IFRKD &0 TH,

ryrkT=o2Lz7HEHETTALR) S — I


management-center-device-config-74_chapter4.pdf#nameddest=unique_45

FYRI—TLYTHEE T FALRY — |
<)Ly = PRAEIOD LSS : Firepower & AMP for Endpoints

CEARIKD T DI RS B~ T = T RINEY =L TR T A L ERE L, TRTO
2= F—DT 7 A MIHLTT T v a AFF U BIOERA XY L EFTT 5

NI TN DOFIT: be— b~ M7 s ANVER, Ay b= T AL b
V27 M) BEORKRROF R L

TR TVLAY 3 bR — VOSEISERBERERET D : HERE, BEINLTH 72N
EITARE T 7 A NVDEITEEILT BT I r—yary 7JayX 7 B R MY

o AN MEEDOIER, TN—TR) —IESKEDT ) r—a v OFETT vk
VI BEIOH AL LOFRIENEZT T r—va U A S OERL

« AMP forEndpoints BHl 2 > YV — VA L Ty = 7 OB 5, EHar Y —
VOB OTHR T Web A B —T = A REMHTH L. = RARA b AMP &
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< IL = 7 HEDLLE: : Firepower & AMP for Endpoints

R5HRGBOBRBICEIEELATILY 2 TREDED
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