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MO —ZIEREFEHCTEET,

RBYPR—FENTHET,

% 2:Cisco Secure BRI RV 2 N—2avBLUVTSY b IT+—L THR—FEATWSIRI5DY R+

CSDAC /A— |AWS Azure | Azure Cyber AT |GitHub |Google |Microsoft [vCenter |Webex |Zoom
sSavF H—E |Vision |1z K 45y | Office

5k 287 k 369

TH+—L

N— g v | %G K hix K hix x x x x K hix PO x x

1.1 (o7

L3I R)

N— g | JEG K hix K x x x K hix K PN x x
20 (A7

LI R)
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. Amazon Web Services IR 9 % : A—H—EREA VA R—bFEh=T—2I12D0\T

CSDAC /x\— |AWS Azure Azure Cyber R |GitHub |Google |Microsoft [vCenter |Webex |Zoom
SavlF H—E |Vision |z K 451y | Office

5 b 289 N

T4+ —L

N—T g | %t BTN BSITN x x BTN BTN BTN BTN x x
22 (A7

LI R)

N—T gy | %hn e KIS % X e e KIS BTN Kt e
23 (7

LI R)

777 R |5t K his ESInN x x Kt K his ESInN % X X
I (Cisco

Defense

Orchestrator)

Secure BTN BTN BSITN x ESIIN BTN BTN BTN BTN pSII BTN
Firewall

Management

Center 7.4.1

FEICOWTIE, ROHEZZML T ZEW,

AmazonWebServices A9 4 : A—H—¥EREA oR— bEaNE=T—
R[22 T

Cisco Secure B EMEa X7 Z 13X, 778 A v ba—L KR o—THEHATL72DIZ AWS 2»
© management center [ZEIHJEMEE A AR — R LET,

A4 viR— b Shi-BEM
AWS N OIROEEEZ A > AR—F LET,
« X7 AWSEC2 U Y —AZEHT LI TE b a—F—EROFT— LEOT,
FEAIZ OV TIL, AWS R = A > h® [Tag your EC2 Resources] # &ML T ZEW

c AWS NORME~> v D IP T RL X,

WEGH/NRDIER

Cisco Secure @JH’JE‘IE:'* 4 W—@i\ ’}\fi < k %) . ec2:DescribeTags, ec2:DescribeVpcs, BX
N ec2:DescribeInstances (CENMBEIED A VR — N &[T 5K —%F oo —F —NN3E
-/C“—aqo
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
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Cisco Secure BIIEE IRV 2 (1T L THRMRDIER 1D AWS 1 —HF—#ERLET . .

Cisco Secure EIHIEMH IRV 2 2 L TR/INEDH#ER ZHD AWS 2 —H—ZFER L F

-d-o

2Ty I
ATv T2

ATvT3
ATv74
ATvTH
ATvT6

ATy T1
ATvT8

AFvT9
ATy 710

ATvINn
ATv 712

2TFv 13
ATy 714

ZOHX AT TIL, BiJEM:%Z management center | Z15(F 9% 72 D D/ NBEDOMER & R o —E
AT AT b ERETDHIECOWTHALET, ZhbDEMED Y X MZOWTIE, Amazon
Web Services = 17 ¥ : Z—HF—EfRE A VAR — FEINTT—HXIZHONT (16 2—Y) 2%
LT 7ZEn,

1R BHEIIZ

Amazon Web Services (AWS) 7H UV bR T TICREIN TWARLERNH Y £9°, T %17
I IIFIEDFENZOWNWTIE, AWS RF 2 A PO ZORRHELZEZRL T EEN,

FIE

BEHAED— LV EFFOL—PF—L L TAWS a2 Y —ir /A v LET,
FovaRh—Rhrb, [€Fa2UTa. PATUOTAT14BKLUVESF (Security, Identity &
Compliance) 1>[IAM]% 27 U v 27 LET,

[7V 2RXE®E (AccessManagement) |>[1—H— (Users) |47 U v 7 LET,

[—H DB (AddUsers) 1 %27 U7 LET,

[—H—4 (UserName) | 7 4 —/L RIZ, 2—W—ZAT 572004 H 2 AT LET,
[T 27 8AX—-T 0T T AZLDHT 7 EA (Access Key - Programmatic Access) |57 U v 7 L
£,

[HEFR DX E (Setpermissions) ] S—C, 2 —H =2l T 7 B RAEFFAIETIT [~ (Next) ]
Vw7 LET, THEFEETITOWET,

MG U T, 22— =2 7 ZBMmL£7,

[——D1ER% (CreateUser) %27 YV v 27 LET,

[esvE X 7> a— K (Downloadcsv) 17 U v 27 LT, 22— —DOF—%aL a—F—|ZHF
you—RLET,

GE) Zhd, 22— —DX—2BUSTILERNH DME— DS TT,

[FAC% (Close) 27 V27 LET,

ERMOIND([TAT T 474 &7 7 ERAEEH (IAM)  (Identity and Access Management (IAM)) ]
R—=U T, [TV EREE (AccessManagement) ]>[R!) — (Policies) %7 V v 7 LE7,

[V > —D1ERL (Create Policy) 1227V v 27 LE7,
[R VU —DFERL (Create Policy) ]~<—C, [JSON] %2727 VU v 7 LE 7,

Cisco Secure BB +2 4 [}


https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/

B awsaxosonm

ATv 715

ATv 716
ATvT11
ATv 718

ATy 719
ATv 720
ATvIT2

ATvT22

ATvT23

Cisco Secure BIfEIE IRy 2 |

+ Set permissions

[ { A @  Copy permissions from Attach existing policies
'ﬂ.‘ And user.to.group M existing user directly

Q

Create policy

T 4=V RIZRORY —% AT LET,
{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"ec2:DescribeTags",
"ec2:Describelnstances",
"ec2:DescribeVpcs"

] ’

"Resource": "*"
}

]

}

[k~ (Next) 127 Vw7 LET,

[LE=2— (Review) | &7 U7 LET,

[RY > —DfkiE (Review Policy) ] <~—C, LERFEREATI L, [RY > —DEK (Create
Policy) 1227V v 27 LT,

[RV > — (Policies) 1" —Y T, MRT7 4 —/VRIZHR) > —ZDT_XCEIT—HE AT L.
Enter ¥ —%# L 7,

B LTzR ) o—% 27 U v 7 LET,

[7% <3 (Actions) | >[7Z v F (Attach) 1227 VU v 7 LE£7,

VBT T, BRETZ 4 — N RliZa—F L0 E 72 1T—M% AL, Enter ¥—%H L £
R

[NV —%T % >F (Attachpolicy) 127 U7 LET,

RDERY
AWS 2 X7 X OERK (18 X—7)

AWS O 19 2 DYERK

CIDOHAT T, T7®A arbie— LR —CHEHT 5720, AWS 7> 5 management
center [Z7 — X HFET HART X ERET HHEIZHOOTHH LET,
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I Cisco Secure BjfEME I~V &
Aaure 375 % - 1—F—HREA VR— bashF—212o0T [

1R BHHIIZ

Cisco Secure BjJJEM: 2 % 7 # 1Z%F L T/ NBOMERR 2 £ AWS —HF — % {Epk L £ 97,
(17 =) T LR LD 22—V — % 1Bk L £,

FIE

AT w71 management center (21 71 > LE T,
ATv 72 [#& (ntegration) ]>[CiscoB)REME T+ % (Cisco Dynamic Attributes Connector) ] % 2
Uy Z LET,
AT9F3 [2x7 % (Connectors) | &7 U w7 LET,
ATY T4 RONTNNEFETLET,
cHLWaxs ZOBN: BN (Add) 1712y (@) 227V 7L Thb, axz2o
Ak 7 Uy LET,

c AR BOREFETITHIG : FoM ©) A2 U v LTHhE, (TORRICH D [k
(Edit) 1 £721 [HIBE (Delete) 1227V v 27 LE7,

ATYTE ROEREASLET,

1 Bl

271 (Name) (WH) Zoaxs 2 ux—RIZH#hT 2402 AT LET,

EHBA (Description) M (A Fvay) .,

LR (Pull Interval) (T 74N ME30F) AWS 225 IP v v B 7 2 BG4 2 [HIR
<7,

1)—< 3> (Region) W) AWS Y —Yara—RE A LET,

T EAX— (AccesKey) | () 77 BAF—H AN LET,

X — (Secret Key) (WH) fEws A LET,

ATvT6 [R1E (Save) 1227V v LET,
ATy T [AT—H A (Status) |FIC [OK] DERENTWD Z EEHERLET,

Azure ARD 3 : A—H—EREA ViR— SN =T—RIZD\T

Cisco Secure BB R 7 # 1X, 77 A2 ar ba—L K —THEHAT L7, Azure
7> management center ~ENFEMEEZ A AR — N LET,
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. Cisco Secure BIMIEME IRV 2 [ZKT 2 R/IDBEOIER Z 5D Azure 1 —H—DIERL

4 viR—rEh-BHEN
Azure N BIROFENMEE A R— P LET,

BT )Y VY= RTN—T BROYVT AT Y S g SCEEMT biicd—k
ED~T,

FEANZ DWW TIL, Microsoft FX 2 XA FDOZDOR—=UEBR LT ZE 0,

« Azure WO~ VD IPT FL A,

DEGR/NROIER

Cisco Secure BRI % 7 4 T, BIEIEE A > B — hBI01E, A< &b U —F—HER
EFEOZ—F—PSUETT,

Cisco Secure ENFIEME O U 7 [Zx 3 D R/INEDHER Z 4D Azure 11— —DERK

ATy
ATvT2
ATvT3
ATvT4
ATvT5
ATvT6
ATvT1
ATvT8

ZOHX AT TIL, BiJEM: % management center | Z15(E T2 72D D/ NROMER Z R o —E
AT AT NERETDHEZOWTHALET, ZNHDRMED Y R MIOWTIEL, Azure
AR A= —HEREA AR FENTET —ZIZONT (19%—2) 2ZHL TS
AN

1R BHHIIZ

Microsoft Azure 7 H U o F ZBEIZEf > TWARENRH Y £9, RET DITIL. Azure RF = A
YR A PDOZDON=TUEBRLTLEE N,

{1

FIE

YT 27T arOfA#H E LT Azure Portal (IZ12 7 A LET,

[AzureActive Directory] #2 V v 27 L7,

BRET DT 7Y r—3 3 O Azure Active Directory DA > A X 2 A% FLOF£7,

BN (Add) 1>[7FUTr—2 3 >D&EHE (Appregisration) 1227V v 7 LET,

[471 (Name) | 7«4 —/V RIZ, ZOT7 7V r—va a2l T 5720040 AT LET,
DO MLEIZIE LT, 2OX—=UIZZDMOEHRE AT LET,

[&&k (Register) 1 &2 27 U v 7 LET,

WDOR—=UT, 77AT 2 NID(T 7V r—rarID EBMEND) ETF > NID(T 14 LY
FUID & HIFEEILD) Z#EEZEOET,

WA R L E T,
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/management/tag-resources?tabs=json
https://azure.microsoft.com/en-us/free/
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ATvT9

ATy 710
ATvIN
ATvT12

ATy 713
ATy 714
ATv 715

ATv 716
ATvT1
ATvT18
ATvT19
ATvT20

Cisco Secure EIfIEME IV 2 (CXT 2R/INEDHERZEH D Azure 1—F—DIERL .

g Just-a-test # -

2 Kearch (Cmd+/) « [i] Delete @& Endpoints [E) Preview features

Lo R @ 6ot a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —

& Quickstart

#" Integration assistant A Essentials
Manage Display name : just-a-test Client credentials - Add a certificate or secret
= ‘ Application (client) D : 449af2cdn ™ol @™  "H.m of w32 Redirect URIs : Add a Redirect URI
Branding & properties
Object ID R TR R REE . O Application 1D URI : Add an Application ID URI

2 Authentication
Directory (tenant) ID : ScdSade ™ meme o Bead™ o ®97h90 Managed application in l... : just-a-test

Certificates & secrets i
Supported account types : My organization only

il! Token configuration

[7FA4T v h27 LT %/ (Client Credentials) ] DFEICH D [FEAZEE/-IZ>—27 L v bD
B0 (Add a certificate or secret) | %227 U v 7 LET,

Ly 747 kv —27 L >k (New Client Secret) [ %7 U v 7 LET,
goRSNTFEHmAEANTI L, B (Add) 127U >y 27 LET,

[fE (Value) |7 4 — /L ROfEE 27 V) v 7 AR—Ricabe—L%d, [ —7 L > FD (SecretID) ]
TERL, ZOEBI7 74T b —27 Ly R TT,

Certificates (0)  Client secrets (1) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password

= New dlient secret
Description Expires Value & Secret ID

azure-doc-test 12/11/2023 ToM o wBm. e . RO D e i R P a0 @

- =

AzurePortal D A A L _X—UIZRY | [T A7 Y S a (Subscriptions) |27 Vw27 LET,
YTR7 VT araibiE 7 ) v 7 LET,
7Yy TR—=RIZHTAZ7 ) TFarsIDEab—LET,

A Essentials Copy to clipboard

Subseription 1D 012490 " ™ol | WAL ™ "0cd [ _ Subscription name  : Microsoft Azure Enterprise
Directory : cisco-fpiden™ o™ & T T ST Current billing period : 6/1/2023-6/30/2023

My role : Owner Currency : USD

Offer : Enterprise Agreement Status : Active

Offer ID TME oy Secure Score : Not available

Parent management group : ScdS e o™ w0 Bul™ ol * =oln

[7 7 & A4 (IAM)  (Access Control JAM)) %27 U v 27 LET,

[EBhn (Add) 1>[BE—/LEIY ZTDEM (Addroleassignment) %7 U > 7 LET,
[V—%— (Reader) |7 VU7 L, [K~ (Next) |27V v7 LET,

[A 2 /3—DER (Select Members) 127 U v 7 LE1,

NR—=UDEMT, BEE LT TV r—va 04170 v 7 L, [EIR (Select) 1|27V v
7 LET,
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. Azure O 9 2 DERL

» Microsoft Azure Enterprise SEIECt members W
Add role assignment
Select (@)
Qj Got feedback? | Just

Mo users, groups, or service principals found.

Role  Members " Review + assign
Selected role
Reader

Assign access to
(.D User, group, or service principal

O Managed identity

Members

1 Select members

Selected members:

Name Object ID
Mo members selected just-a-test
A Remove
Description
Optional

Previous | [ Next
[z ] =

AT T2 [fEREEID YT (Review+Assign) |27 Vw7 L, a7 M- THIEZZE T LET,

RDBERY
Azure T X7 A DR (22 ~—2) ZZMLTIESW,

Azure 21T 2 DYERK

CORAZ TR, 778A arba—)LRY =TT 57012 Azure 7> management
center [Z7 — X ZF(ET D AR X AT 5 HIEIZOWTHBH LET,

1R8O BRI

Cisco Secure BB IE 2 1 7 X (kT 2 I/ NMBROIEIR & £F> Azure = —F—DIER (20 ~2—
V) Tt L7=HERLL D Azure 2 ——Z{ERE L £,
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Aure —E 24 v a2 20k |

FIE

AT w71 management center (21 71 > LE T,

ATv 72 [#& (ntegration) ]>[CiscoB)fEE T+~ % (Cisco Dynamic Attributes Connector) ] % 2
Vw7 LET,

ATvF3 [2x7 % (Connectors) | &7 U w7 LET,

ATV T8 KOWTINEFETLET,
cFLWaxs ZOBM B (Add) 7 A=y (@) 227Uy 7 LThb, axs 20
GuiE sV v 7 LET,

« AR BOMEFETITHIG : F0M O A2 U v LTHhE, (TORRICH D [k
(Edit) 1 £721% [HIBR (Delete) 1227V v 27 LE7,

ATy TS ROWE#HEATILET,

{[E] SR ER

£ 81 (Name) (WZH) Zoaxy ¥ e —BIZ#iNT 24812 A
LFET,

£%B8 (Description) W (FTvay)

JILFERE (Pull Interval) (F7 NV MI30) Azure 2B P~y B 7 %
BAET5ME T,

HJTR4H1) T3 2ID (Subscription (W) Azure W7 227 ) 7> a3 IDE AT LE

Id) R

F+ > kD (Tenant Id) WE) F FIDEASILET,

25472 k1D (Client1d) (WB) 2947 FIDZATILET,

D347 DV —9 Ly k (Client WH) 729A4T7> D —7 Ly NEASHLET,
Secret)

ATvT6 [fR17F (Save) |27 U w27 LET,
AT9 T [AT7T—X A (Status) |FIZ [OK] BERINTND Z L ZHERLET,

Azure Y —E X245 2% 3 DIERK

IONEY I TIE, T78A 2 bua—)L R —TF A3 5 management center ~~? Azure
Y= RE T Daxy ZEERT D FIECONCHBPLEYT, 20X ZICEEMNT -
IP 7 FL A%, Microsoft IZ L-> THBAEGRINET,
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FEAMZ O TCIE, Microsoft TechNet @ [MEAE R~ hU—7 —E R X 7| 2R L TLEE

[#%& (Integration) ]>[CiscoBifIEM a4 2 (Cisco Dynamic Attributes Connector) | % 7

AN

FIIE
AT w71 management center (Z1 71 > LE T,
ATvT2

UwZ LET,
ATvF3 [2%7 % (Connectors) | &7 U7 LET,
ATV T84 RONTNNEFEITLET,

cH LW ax s ZOBEN: B (Add) 71 =2 (=)

Luiz7 Uy LET,

7V 7 LThb, axZ 20

c ARV BZOREETITHIG : FOM G 22U v LTHhH, [TORRICH S [k
(Edit) ] £721X [HIBR (Delete) 1227V v 27 LET,

AT TS ROEREANDLET,
{[E] SR BA
£ B (Name) (WZH) Zhaxy X E—BIZ#iNT 248152 AN

Liﬁ‘o

£%B8 (Description)

S (7 a ),

ZILRERE (Pull Interval)

(F73VMI30F) Azure 2B IP~ v B T %
BA 2R T,

H TR 1) T aID (Subscription
Id)

W) Azure Y7227 ) 7 ar IDE AN LE

77> kD (Tenant Id)

H) ST NIDEASNLET,

2247 > kID (Client1d)

VH) 77947 NIDEATILET,

D3AT7bD—9 Ly + (Client
Secret)

WAR) 7294 T hD—r Ly FEAHLET,

ATvT6 [f1F (Save) 1227V v LET,

ATy T [AT—H A (Status) 1 FIC [OK] BNERENTNWDZ EafERLET,
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ARTFE2 taxsaons ]

NATERFIRD ZDER

TR AT TIE, FEICHEEFTAIPT RLADOT Ry 7 U R ME/ERR L., IR LR (&
TV b T30 ) THAET A HECOWTHALES, 7T RLRADY R MINER L XIS
WOTHLHEH T ET,

1R BHHIIZ

IP7 RLAZELT XA N7 7 A /V%&/EH L. managementcenter 75 7 7 & A R[HE7: Web ¥ —
N—IZEELET, IPT7 FLRAIZICIDRERLEZZD L ENTEET, 7F AT 7 A0
I, 1ATIZ2E 1 DD IP 7 RLADREEDDLENRH Y £,

THXARNT 7 ANTEITHERK 10,000 HDOIP 7 FLAEEETE £,

)

ATy T
ATy T2

ATv73
ATv74

ATy TH
2Ty T6

ATy T17
ATFvT8

GE) IPT7 FLARIZAF—2L (http:// T2l https://) ZEDRNTLIEEN,

FIE

management center (22 7 1 > LE T,
[#t& (Integration) ]>[CiscoEf0EME a4 4 (Cisco Dynamic Attributes Connector) | % 7
Uy 7 LET,
[ 27 # (Connectors) | %7 Vw27 LET,
WDONTNNEFITLET,
LW axs ZOEMN GBI (Add) [ 7 A2 (@) 227Uy 7 L Thb, ax720
S4EiE7 Uy 7 LET,

c ARV ZOREETITHIG : FOMe G 22U v LThH, [TORRICH S [k
(Edit) ] £721X [HIFR (Delete) 1227V v27 LET,

[£487 (Name) | & A7 a > [#B] (Description) & AJJLET,

(A7 vay) [ZviElE (PullInterval) | 7 4 —/L RC, #1EME =2 % 25 GitHub 7> 5 1P
7 RUVAEBSTHBELZHHEMCERELET, 774/ MI30MTT,

[URL (URL) 1 74—V RIZ, IP 7 RV AZEUGT 54 URL % 1 /TIC 1 DT OANLET,
(ER) Webhr— N—~Dt X o 7 REHICENET = — U3 MERIGEIL, ROA T a v
NHYET,
« [(EBAE %#HS (GetCertificate) |>[H§ (Fetch) |27 VU v 7 L CiEEZ HEIMIZEUS
T BH0, TNNRAREREAIE. RAH (CA) F=— 2 OFEFTORE 392—) T
MAESNTND L) ICFI CRENFEAIE L ET,
 [(EBAE S (Get Certificate) | >[7 7 A LD HSH (Browsefromfile) 1227 U v L
T, U v e —RLEGEETF = — %27 v 7 — R LET,
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B citwaxssonm

ATYTY  ax I HERGETLHAN, [TAR (Test) 1227 Vv 7 LT, TAMPKRITLHZ L 2MREL
£

ATy 10 [R7E (Save) 1227V v 7 LET,

ATV TN [AT7T—H A (Status) ] FNZ[OK] NFERINTND I EE2MERLET,

GitHub O~ U 2 DERK

ORI varTiR, T8 A arbe— R =TT 5700 T —H % management
center [Z351F 95 GitHub =2 % 7 Z ZAERT 2 1A OW T L £, 2 b0 & ZIZBERt
FToNTWDIP 7 FLALE, GitHub IZ K-> TEE S TWE T, BINEMET ¢ V& Z/ERT
HUETHY FH A,

ZEHICOWTIE, TGitHub D IP 7 RL ZIZDWNW T 28R LT &N,

Y

GE) IPT7 FLAOEBICKKT 5720, URLIFEF LN TLEEN,

FIE

AT 71 management center (21 71 > LE T,
ATv T2 [#4& (Integration) ]>[CiscoBffIfEME T x4 2 (Cisco Dynamic Attributes Connector) ] % 2
Uy 7 LET,
ATv T3 [2x27# (Connectors) ] &7V v LET,
AT T4 RONTNNEFRITLET,
cHLWa R OB BN (Add) | 742> (@) 2270y 7L Thb, a7 4D
G )y 7 LET,

c ARV BZOREFETITHIG : FOM ©) 22U v LTHhE, (TORRICH S [k
(Edit) 1 F£7213 [HIBE Delete) 1227V v 7 LET,

ATw 75 [4H7 (Name) | & A7 a v d [ (Description) 1% AL £,
ATvT6 (A7 ay) [ (Pulllnterval) | 7 4 —/v KT, BEM =27 %72 GitHub 7° 5 IP
7 RV AZRST 2HEEZEN CEF LET, 7740 T 21,6007 (6 K T3,

ATy T -7 (Save) 1227V w7 LET,
ATy T8 [AT—H A (Status) ] FIC [OK] BNERENTNWDZ E 2R LET,
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Google Cloud T4 % : 1—4—1gR&E A vfi— kshi7F—41zo0T [

Google Cloud IV % : A—HF—1ER LA Vv R—bENF=T—2IZD

LT

CiscoSecure BB %7 # (X, 778 A 2> bo—L R ) —THEMATH7HDI2, Google
Cloud 7% management center ~ENHJEIEE A AR — b LET,

A4 UR— b EIh-BHEM%
W OB EME % Google Cloud 72 5H A ' iR— F LET,
« 7L : Google Cloud V Y — A Z BT H - DIHEHTE D ¥ —LEOT,

FERIZ OV TIE, GoogleCloud K = A2 b [T ~LDER EFHL 22 L T2
AN

s Xy NU—=IZ X7 R, TAVE— FET e MCEEMT BN — L fED
~7,
FEABIZ DWW T, Google Cloud R¥= A >+ [ X FOIERR L& 22 L T ZE
AN

« Google Cloud NOfAE ~ > D IP 7 KL A,

WER/IROHER

Cisco Secure I EIE a7 % Tix, D7 &b, BENEEZ A VR — FTE 2 EARMEESE
(Basic Viewer) HERRZ RO —H —NHLETT, >

Cisco Secure BIfIE T RV 2 (3t L THR/IRD#ER % 5D Google Cloud 1 —H— %1k

BLET,

&
ATy T2

ATvT3

Z DX AT TIE, BJEME % management center [Z35{F T2 72D O/ NEOMHER & R o —
AT AT NERET DHEZOWTHHLEST, ZNHDEED Y 2 MIOW T, Google
Cloud =7 & : 2—HF =R L A VR — FSNTT—=HIZHONT 27 ==Y) 2ZRLT
<IEEWY,

1R BRI
Google Cloud 7 71 7 > b T TIZRRE SN TWDMENRH VD £, REFEICET 2 5EAIGEH
IZDWTIX, Google Cloud R = A > b [EBEEE] #2H LTI X0,

FIE

FrE#E e — L& Ffo2—H—L LT GoogleCloud 7 h v heur 74 v LET,

IAMB L VEEE (AM & Admin) [>[V—EX7HAH >k (ServiceAccounts) ] >[H—E
A7 HhH2 bDOYER (Create ServiceAccount) 127 YV v 7 LE7,

RONEHE NS LET,
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https://cloud.google.com/resource-manager/docs/creating-managing-labels
https://cloud.google.com/resource-manager/docs/tags/tags-creating-and-managing
https://cloud.google.com/run/docs/setup

. Cisco Secure BB~V & 2% L THR/INEDHER %D Google Cloud 1—5—Z M LF T,

Cisco Secure BIfEIE IRy 2 |

e —E 2T H 7 4 (Service accountname)  Z DT H 7L N EFERBIT B 20 D4,

7= & 21X, cspac,

e Hr—bE X7 H 7 FID (Service accountID) : H—VE AT Hh v NEEBEAH LR, —&

DIEZ AT HHERH D £,

s P —ERT AU MDA (Service account description) : AT a3 VOB E AN LE

j‘o

P—E AT H 7 hOFEAIOWVWTIE, GoogleCloud ¥ = A hd [H—ERTH v MZ

ONT] ZZRLTITEEN,

ATy T4  [fER L THAT (Create and Continue) 1 %27V v 7 LE 7,

ATFYTE [ZOV—ERT I b~DT 7 A% 2—W—ZFFA[9 25 (Grant users access to this service

account) | BZ v a U NERINDHET, WO RIZHENE T,

ATFYT6 a—W—ICEAEEE (Basic Viewer) 2 — /L& ftE5ELE4, >
ATy Tl [587 (Done) %7 VU7 LET,

P—EAT DO DY A SNEREINET,

ATYyT8 (ERLEY—ERAT TS FOITORRICHS F0M ) 22V v 7 LET,

ATy 79 [F—0EH (ManageKeys) 1527 U v 7 LET,

ATYv 710 [F—0DEM (ADDKEY) |>[#HLWWF—DERK (CreateNewKey) 1227 U v 7 LET,

< JustaTest [£] HELP ASSISTANT
DETAILS PERMISSIONS KEYS METRICS LOGS
Keys

Service account keys could pose a security risk if compromised. We recommend you avoid downloading
service account keys and instead use the Workload |dentity Federation . You can learn more about the best
way to authenticate service accounts on Google Cloud here .

Add a new key pair or upload a public key certificate from an existing key pair.

Block service account key creation using organization policies,
Learn more about setting organization policies for service accounts

ADD KEY ~

Create new key .
& Key creation date Key expiration date

ATvyITN [ISON1 %227V v7 LT,
ATvT12 [fERk (Create) 1227 VU v/ LET,
JSON F—Rar bt a—FicFvrn—RanEd,

ATYT13 GCP a7 ZaMNT 5L EIE, F—E2FLICENTEBN TSN,

RDZRY

Google Cloud =7 Z DERL (29 ~—2) ZZMRL T EIVY,
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https://cloud.google.com/iam/docs/understanding-service-accounts
https://cloud.google.com/iam/docs/understanding-service-accounts

I Cisco Secure BjfEME I~V &
Google Cloud 21 % 2 D& .

Google Cloud 2% 2 DERL

388 BRI

Google Cloud JSON JERXDH —E AT AU v T —2 WL ET, T3 7 X OFREICHLET
o

FIig

AT 71 management center (212 71 > LE7,

ATv 72 [#4E& (Integration) ]>[CiscoBifEMEa#4 4 (Cisco Dynamic Attributes Connector) ] % 2
Vw27 LET,

ATwF3 [2x7 % (Connectors) 1 &7 U w7 LET,

RT9T8 RONTNEFRITLET,
cHLWaRZ XOEM: EM (Add) 742y (@) 27V 7L Thb, aRxZ XD
Guia sV v 7 LET,

c IR Y XOREETITHIR : Z0M G 227V v 7 LThb, ITORRICH D [RE
(Bdit) ] £721% [H1B2 (Delete) 1% 2V v 27 LET,

ATy TS ROWEHREAILET,

& s EA

£H1 (Name) (W) Zoaxy 2 x—RBIZHAIT 248052 A LET,

5288 (Description) M (AT vay)

JILFERE (Pull Interval) (F7 4L ME305) AWS 205 TP~ v BV 7 &2 BT 5
kR T,

GCP!)—< 3> (GCPregion) | (4 Google Cloud AR E &L TW5 GCP J —V g v %
AJTLET, FEMIZ OV TIEL, GoogleCloud D K¢ = A > |
—varvky—r] 2B LTSN,

HY—EXF7hIU b Google Cloud % —E A7 17> h® JSON =2— R&[LE 0 fF1F
£7,

ATwT6 [fR1FE (Save) 1227V v LET,
ATy TT1 [AT—H A (Status) |FIC [OK] BNERENTNWDZ E 2R LET,
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https://cloud.google.com/compute/docs/regions-zones

B ofiice3ss axs sotER

Office 365 O ==

ATy I
ATy T2

ATv73
RTv74

ATy TH

Cisco Secure BIfEIE IRy 2 |

7 37 DR

IDOEAITIE, Tr7EA Y hr— R Y —THEMT 578D T —F % management center
(ZEET D, Office 365 % 7D a7 X EAFT 2 HEIC OV THB LES, ZhbDF 7iZ
BEEAHT B4V IP 7 R LA 1L, Microsoft (2L » CREFEH SNET, T—X=HT5729
WCENEME T 4 NV Z 2 AERT D BT H D £H A,

ZERZ DWW I, docs.microsoft.com @ [Office 365 URL B L NP 7 R L A& ] B L T
<TEEV,

FIE

management center [ZH 27 A L £ 7,
[#%& (Integration) ]>[CiscoBIfI/E T +% 4 (Cisco Dynamic Attributes Connector) | % 7
Vw27 LET,
[2%27 % (Connectors) | %27V 7 LET,
RONTINNEFATLET,
cHLWwaxs ZOEN: B (Add) 17/ =2y (@) 27y 7 LThb, axZX20
Gz )y 7 LET,

c ARV ZOMREFETITHIG : FOM §) 22U v LTHhE, (TORRICH S [k
(Edit) 1 F7213 [HIBE Delete) 127V v 7 LET,

ROMEHRZ AT LET,

fi& AR

ZHi (Name) (WZH) Zoaxr X e —BIlBT 24012 AN LET,

E%BA (Description) S (7 a ),

JIVER (Pull Interval) (F 74V ME 30 ) Azure 156 P~ v B 7 ZEUGT 5
g T,

~N—2X API URL (BaseAPI (WZE) T 74V b ERR DA X, Office 365 1f # %4 BUfS

URL) TAHURLEZASLET, EFEMIZOWTIX, Microsoft KaF =

A Y bHA L@ [Office 3651P 7 K LA L URL @ Web H—
ER] ZZRLTIIZEN,

A2 RB A4 (Instance (W) VA RN VAR AL E 7Y v 7 LET, 3
name) 22V TIE, Microsoft R = 2> b4 A ko [Office 365 IP
7 RL AL URL DO Web —E 2] 2B LTLZEN,

ATarvDIPEEMCTS | (EH) truex-iXfalsed A S,

ATy T6 [fR1F (Save) 127V v LET,
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https://docs.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide

I Cisco Secure BjfEME I~V &
vCenter 1% % - 1—F—HRE A VR— bahF—212o0T [

AT T [AT—H A (Status) 1FIZ [OK] BDEREINTWNWDZ EEMHERLET,

vCenter ARV 3 : A—H—EREA VAR—FEIN=T—2IZDU\T

CiscoSecure B @t x 7 Z X, 727 A ar bu—L R > —THEHT5H72HIZ, vCenter
7> 5 management center ~EEMEZ A L AR— M LET,
A UiR— hEN-ERES
vCenter 7> LR OB JEMZ A > AR— M LET,
N R P S S AN
*MAC7 RL-X
cIP7 FL2A

*NSX % 7

WERIMNEDHERR
Cisco Secure BIEM: a7 ¥ Tid, A7 &b, BMEMNEZ A Vo FR— T 53RA&A MY ER
FEBR A& Ff o — P — 3BT,

vCenter I 17 2 DERKL
ZOFAITE, 778Aar br— R Y —THEHT 5 72HIZT — ¥ % management center
123557 % VMware vCenter D 2 R 7 Z ZAERRT 5 HIEIZ DWW T L £97,

FIE

AT w71 management center (21 71 > LE T,

RATv 72 [#4E (Integration) ]>[CiscoEffIEMHE I #4 42 (Cisco Dynamic Attributes Connector) ] % 2
Vw7 LET,

ATYTI RONWTNNEEITLET,

LW ZOBEN: B (Add) (7 A=2> (@) 27Uy 7 L Thb, aRX7 4D
LHizE T Vv LET,

« AR BOMEFETITHIG : F0M O A2 U v LTHhE, (TORRICH D [k
(Edit) 1 £7213 [HIBE (Delete) 1227V v 27 LE7,

ATy T4 ROEREASLET,
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. vCenter O 2 DIERK
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fEe

A B

%81 (Name)

(W) Zoaxy 2z gl 24080z AN LET,

£%B8 (Description)

EETHMAEZAN LET,

ZILTEIRE (Pull Interval)

(T 7 4V ME308) vCenter 25 IP ~ v ¥ 7 & G 5 [Hk&E
"C:\_é—o

AR+ (Host)

(W) ROWTrE AT LET,
« vCenter D TERIER[R A 4
e vCenter O IP 7 K LA
(A7 ay) A—F
AX—A (https:// 72E) FRERERDOAT v am AN L
NWTLEEW,

7= & 21X, myvcenter.example.com ¥ /=3
192.0.2.100:9090

aA—#H— (User)

(W) RARRTHHARY EHr— L2 oa—H—Da—H—
HHEANNLET, 2=V RITRICF/NCF 2B L ET,

ISR J—F (Password)

(WE) 22— —D AT —REZ A LET,

NSX IP

vCenter Network Security Visualization (NSX) %3 2541,
TDIPT FLAEZANLET,

NSXa1—H— (NSX
User)

FARRTHEER A 2 — /L 2 ONSX 2 —HF— D —HF—4 % A S
l_/i‘é—o

NSX% 4 7 (NSX Type)

NSX-T Z A LET,

NSX/SRX T — K (NSX
Password)

NSX 2—HF—D 2T — R&Z AN LET,

. Cisco Secure BB~ 2



| Cisco Secure BjfEME I~V &
vCenter IR & MDYERL .

[} A B
vCentersEBAE (vCenter |ROERILNH V £7,

Certificat ’ G
ertificate) AR (CA) F=— > OFBHTORE (39 2—) THHL
Fo k51T, MU LRI (CA) F=— 20 HT £

(B (Fetch) 1% 7V v 7 LGB EE BEICEIGT 50,
FNMBARAREAR S AL, WRER (CA) F = — > O TFE TCOHfE
(39 =) THHASNTWD LI ICTE CREAELZ B L
i‘a‘o

[(IBAZ #H13 (Get Certificate) | >[H#3 (Fetch) 127 U v
7 U CREEZ HEWICESS T 20>, ZABARAREZR GG,
WRER (CA) F=— > OFEITORE (39<—) THHS
NTWDEEIICTFECIFAEZRIG L £,

- [GEBHEZEE (Get Certificate) 1> [T 7 1 L HBHE

(Browsefromfile) 1227 U >~ 27 LT, Lpiic¥vra—RL
A ET == ET v T — FLET,

Wiz, GEAETF = —ZIEEICRET 502~ L ET,

Add FMC Adapter

Name* Certificate chain was successfully fetched. e
Here are certificate details (priority order descending)
Descri
4
Domai
IP* firepower
Port” 14733
User” rest
Password® | .eeeeeee
Secondary IP firepower
Secondary Port 14833

Secondary User
Secondary Password

FMC Server Certificate” | updated 3IN CERTIFICATE-----

s e eiaes w e e 7

| Test | ‘ Cancel |

HATa TRy 7 AOEHICHAHHECATF =— % EMT A L. kO XD RIEAERER
IhET,
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B webex oo 50t

Certificate chain was successfully fetched.
Here are certificate details (pricrity order descending):

ZOFIE TR EEZBF CERVHEIE, BIER (CA) T = — > OFBHTOREG (39 <—)
THASN TS LI T, FAEF = — 2 2 FHTRETE £7.

ATw TS5 [fR1FE (Save) 1227V v LET,

Webex 317 2 D1ERL

DB arTiE, TR aryiua— iR Y —TCHEHT S 7DIZT —F % management
center [Z1X{5 95 Webex 217 # Z BT 2 HIEIZOWTHBILET, b0 Z 7B
THNTWAHIP T RL AL, Webex ICL > TEHINTWET, BIBEMET V¥ ZERRT
LZMETH Y FHA,

FEMIZ DWW TIE,  [Port Reference for Webex Calling] # 2 L CL< 72 &0,

FIE

AT 71 management center (212 71 > LE7,

AT 72 [#& (ntegration) ]>[CiscoBlfEE a1+~ % (Cisco Dynamic Attributes Connector) ] % 2
Uy 7 LET,
ATwF3 [2x7 % (Connectors) | &7 U w7 LET,
ATy T4 ROWTNNERERITLET,
cHLWaxs ZOEN: BN (Add) 17 A2y (@) 227V vy 7L Thb, axz72o0
ik 7 V7 LET,

« AR BOMEFETITHIG : FOM O 22U v LTHhE, (TORRICH S [fE
(Edit) 1 £721X [HIBE (Delete) 1227V v 27 LE7,

ATy TS5 ROWEHEATILET,

fi& B

281 (Name) (WZH) Zoaxy X e —BIZ#iNT 482 AL
F7,

EHBA (Description) SH (7 =),

JILFERE (Pull Interval) (F 74V MI30F) Webex "5 P~y B V&
ST 5RE T,
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https://help.webex.com/en-us/article/b2exve/Port-Reference-Information-for-Webex-Calling

I Cisco Secure BIFIEMEaI RV ¥

zoom 215 2 0tER [

fEe Bl

[ A F—DTFTKIFEHIP (Provider | (WZH)  (WMZH) THRIFEAIP T L AZTUGT 51TIE,
Reserved IPs) ] [£%) (Enabled) JIZATA RLET,

ATV T6 ax I XERFT DRI, [TAB (Test) 1227 V27 LT, TAMPKRDTH I EEMERL

32’9‘«0

ATy T [IRF (Save) 1227 U w27 LET,
ATY T8 [AT—H A (Status) |FIZ [OK] BERINTND Z L ZMHERLET,

Zoom O 19 F DYERKL

ATy T
ATy T2

ATv73
ATvT4

ATy TH

o rvarTliE, T78Aarbe— R Y =TT 572927 — 4 % management
center 25595 Zoom 2RV X EAERKT HFIEICOWTHBHI LES, Znb 0¥ 72t
FTHNTWDHIPT FL A, Zoom(IZ K> TEHINTWET, BIRBEMET V& ZAFRT 5
MEITH Y FH A

FEMEIZ DWW TCIX,  [Zoom network firewall or proxy server settings | [3555] 2 L T2 S0,

FIE

management center [ZH 27 A L E7,
[#84 (Integration) ]>[CiscoBifaEME a4 4 (Cisco Dynamic Attributes Connector) ] % 7
Uy 7 LET,
[Z2 % (Connectors) | %7 U7 LET,
WONTINNEFITLET,
cHLWaxs ZoBM: B (Add) 17 A= (@) %2270y 7LThb, axs 20
Guia sV v 7 LET,

c AR BOREFETIIHIG : F0OM ) 22U v LTHhE, [TORRICH D [k
(Edit) 1 E7215 [HIBE (Delete) 127V v 27 LET,

WROEREATILET,

fi& ELL]

281 (Name) (WZH) Zoaxy X e —BIZ#NT 482 AL
*7,

£%B8 (Description) S (7 =),

JILFERE (Pull Interval) (F7 4/ MI30F) Zoom» & IP~ v B r 7 & Hifs
T 5ME T,

Cisco Secure BB +2 4 [}


https://support.zoom.us/hc/en-us/articles/201362683-Zoom-network-firewall-or-proxy-server-settings

Cisco Secure BB+ 4 |
B ouEno L ronm

fEe A

[T a A X —=DTKFEHIP (Provider | (M) THIWEAIP T FLAEEUST 512, A2
Reserved IPs) ] (Enabled) 1IZAZA4 FLET,

ATYT6 ax I XERFTDHRIC, [TAR (Test) 1227 Vv 27 LT, TAMPKRDTH I EEMERL
£

AT TT [#R1F (Save) 1227V v LET,

ATY T8 [AT—H A (Status) |FIZ [OK] BERINTND Z L ZMHERLET,

BIRRIET 1 ILF DIER

Cisco Secure B R R 7 X 2 L TERT 28B4 V21X, 77 EBA a2 bar—
WAV —THHTELHAF Iy 7477 k& LT managementcenter CTABH ZAVE T,
7= & 23X, MBI AWS r—/N—~D 7T 7 & X% Microsoft Active Directory CEFs S L7z
MBI N—T DA N—DITHIRTE 7,

)

GE) PLHTF A b, Office 365, Azure & —E 2% 7' Webex. F7-1% Zoom TIIEIEMET V&
EERCEERA, TNODOXATOI T RAET V=7 NI, BMEADOIP 7 FLRAZRAEL
7,

7 7 A — L OFERIZOW T, BB T o v Z B LT 7 ' AEAL— L OE
B (43 —) ML T EE,

1R BHIIC
ax 7 ZOER (15 =)

FIE

A7 71 management center (212 71 > LET,
ATv 72 [#& (ntegration) ]>[CiscoB)fEME T+ 4 (Cisco Dynamic Attributes Connector) ] % 7
Vw7 LET,
AT 73 [Dynamic Attributes Filters (¥ A+ v 7 @7 v %) 1227V v 7 LET,
cHLWaxZ ZOEM : BN (Add) 17 A =2 (@) #2770y 7 LTnb, axs 40
k7 V7 LET,
« RS HOREETITHIR : FOM ) 22V 07 LTHE, [TOKRRBICH S [k
(Edit) 1 F£7213 [HIBE Delete) 1227V v 27 LET,

. Cisco Secure BB~ 2 I
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ATV T8 ROGHREATLET,

wrEt 7 Laons [

IHH

B

4 i (Name)

TR aryro—L K —BIW
management center 47 2=/ hv R —T ¥y

([4VER/E™E (External Attributes) | >[4 4 7
Sy YF* T4 b+ (DynamicObject) ]) T
7 AN B (FATIv I ATV b
L) @B 2 7= D—E D4 Hil,

=% % (Connector)

UA b, AT a7 204H%E27 ) v
7 L/iﬁ—o

27 =Y (Query)

cHLWT 4 X OEN : BN (Add) 17
Ay (m) %7Vv7LET,

« T4 VE DFREE T - F0M ()
7V w7 LThE, [TORRBIZH D [
£ (Bdit) ] £7201% [HIBR (Delete) 1%~
Vo LET,

ATy TS 7Y EZBINELIEIRET DI, ROEREATILET,

] = FiEA
F— (Key) YA Pbx—%7 ) vy LET, F—id=
X7 2B SNET,

#fE  (Operation)

KoOWTNE7 Y v 7 LET,
o XA EICIEMEIC - ESE 5T, [FL
VN (Equals) o
AEONTINDER D —ET BHEIT,
F—HHIl I E DT, &
(Contains) o

i (Value)

UEE (Any) 1E7X[TT (AID 1227V v
7L, VAIDG 12U EDEEZS U v 7 L
£7, [BIOMEZEIEM (Add another value) ] %

77Uy 7 LT, 72V IEEZBIMLET,

ATYT6 [FLEa—%FE R (ShowPreview) |27 Vv 7 LT, 72V IZLX-oCENZFRY hT—7

F/AZIP T RLADY A REFRRLET,

ATV TT T LD, [IR1E (Save) 1527V v 7 LET,
ATy 78 (A7 3>) managementcenter DX A I v I/ AT V2V FEMKERLET,

Cisco Secure BB +2 4 [}



Cisco Secure BIfEIE IRy 2 |
B auEes L sz0nm

a) WIKRETH Ry N =7 FHEEF e — /LA FF O —% & L Cmanagementcenter (2172 7 A 2 L

\iﬁqo
b) [ATP P + (Objects) >[4 TPz FEE (Object Management) 1 %27V v 7 LE
—éﬂO

c) DA T, [SVEREME (External Attributes) [>[# 4+ 3w 94+ T4 b (Dynamic
Object) 1227 Vv 7 LET,
PERR LB B =V, A A I v 47 V=7 M LTERINET,

FHHEE T 1« L2 DH
ZO Ry 7T, BREE T AV OREFE N O LET,
{51 : vCenter
WoBIE, 1 >OFEHELERL TWET : VLAN,

Edit Dynamic Attribute Filter

Name* Connector*

vCenter

Query* ‘ |
E%l network eq (any) myVLAN

> Show Preview ‘ Cancel ‘

’OFNL, OR THEEENTZ 3 DOEEEZRLTWVWET, 7= UI3 2DOFRA MOWTHnZ
#ﬁbgﬁj‘o

Add Dynamic Attribute Filter

Name * Connector*
vCenter hosts vCenter
Query* ‘:|
eq (any] host-2868
host-2869
(a11)  host
host-3780
> Show Preview m‘
{5l : Azure
KOBNL T SDDGMEERLTHWET  b—N=RUFET7 SV r—var bt LT 7T sh
6 o
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I Cisco Secure BjfEME I~V &
iR cn Fr—oFncons [

Add Dynamic Attribute Filter

Name* Connector*

Azure Finance Azure

Query* +

(211) Finance eq (any) App

> Show Preview Cancel ‘
5 : AWS

WOBNE, 1 >OFEHEEZ/RLCWET : fE2Y 1 @ FinanceApp,

Add Dynamic Attribute Filter

Name * Connector*

AWS AWS
Query* ‘:l
(21 FinanceApp eq (any) 1
L L
> Show Preview Cancel ‘

EIIL.\I:IEE)% (CA) FI— /O)%EEJJ—C@HX

WRERT = — & AR TERWEEIER. ROT7 7 U FEAEDOFIEOWTINZHEH L
. vCenter, NSX. F 721 ManagementCenter |2 2228 B 7= O SN D EAEF =~ —
YEBSLET,

AEAET = — 0%, — FREAE L T TO MREHE T,
WIS T 21213, 2L OFIEOWTNNEME AT 268N H Y 3,
« vCenter % 7213 NSX
Azure 7213 AWS IZHEHE T 2 72 OICGEAE T = — 0 2 G+ 2 L8 TH D A,

* Management Center

SFRAZEF 1 — > MEE : Mac (Chrome & & U Firefox)

Mac OS C Chrome ¥ & O Firefox 77 W & L CiEAEF = — L 2 HET 512 ZDOF
B2 H L FET,

1. #—3IF VU Ruzfl&Ed,
2. koa<wr REANLET,

Cisco Secure BB +2 4 [}
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B z2zscns—osncons

security verify-cert -P url[:port]

Z ZC. url IX vCenter % 7-1% Management Center ~® URL (AF— A% ETe) TI, KIT
FlERLET,

security verify-cert -P https://myvcenter.example.com

NAT 7213 PAT Z £ L T vCenter & 7213 Management Center |27 7 & A 5515, &K
DEIITH—NEBMTEET,

security verify-cert -P https://myvcenter.example.com:12345
FAEAET = 2R E T L= T XA N T 7 A VITRIELET,

e I RTD ——-—- BEGIN CERTIFICATE-——--— b ) J— END CERTIFICATE-—-—- ERFIRII eSS

« WEARRT XX b (oL 2, FEAFOLHET. o Z («BLUS) IZEENDLT*
A M, BEOW» > ZHEREZRSNLET,

vCenter & Management Center Dfiij 5T, TN HDX A7 &KL ET,

SFBAZEF = — > MERSE : Windows Chrome
Windows C Chrome 7' 7 U & L CGiEAHET = — U ZRET A%, ZOFEEHEHALE

—gﬂo
1.

2.

> w

vCenter ¥ 721% Chrome Z /i L Cr 714 > L %7, Management Center
TIUYDOT RLANR=T, KA MMOEMNZHLry 722 ) v 7 LET,
[REBAE (Certificate) 1227V v 7 LET,

[REBH D /XA (Certification Path) ] ¥ 7 %27 U v 7 LE 7,

Frz—r O (DFV ., &) OFEHEZZ U v 7 LET,
SERAEDRRE 7 Y v 7 LET,

[EM (Details) 1| %7 %27 U2 LET,

[77 A MZa—+% (CopytoFile) 142 VU v 7 LET,

Tar T M-S T, GEHET = — 2K 2 G CERIERXOGEHEY 7 A VA2 ER L £
ﬁ‘o

T AR— 7 7 A NEROBRERD N6, ROKNIZRT L ST, [Base 64 =2
21— K X.509 ((CER) (Base 64-Encoded X.509 (CER)) ] %27 VU v 7 L%,

. Cisco Secure BB~ 2
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10.
11.

12.

13.

FELER (CA) F z— > OFEHTOME .

& ¥ Certificate Export Wizard

Export File Format
Certificates can be exported in & variety of file formats,

Select the format you want to use:
(") DER encoded binary X.509 {,CER)
(®) Base-64 encoded X, 509 {.CER)
() Cryptographic Message Syntax Standard - PKCS 7 Certificates {P7E)

Include all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (.PFX)

Include all certificates in the certification path if possible
Delete the private key if the export is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store ((S5T)

Mext Cancel

BRI Ty AR— &% T LET,

AEAEEZ T XA =7 ¢ X THE X7,

F = NOTRTOIERAFIIH L TZOT rE A& Y IRLET,
THANTT 4 ZICAFEHEZ A O % £ CTIRFICHE D T 2 0 ERH Y £7,
vCenter & FMC O FCZNHDH A7 Z# DR L £,

SFEAZEF = — > MERE : Windows Firefox
Windows = 7213 Mac OS T Firefox 7' 7 VW DFEHET = — U ZHET 512X, ROFNEEfE

HALET,

1. Firefox Zf#H L T vCenter ¥ 7= (% Management Center {22 7'+ > L £ 7,

2. ARAMOEMNIHLZuy &7 v LET,

3. HARHE (DMl 2 £k (Showconnectiondetails) 1) #7 U v 7 LE9, ROXIIHF

R LTWET,

Cisco Secure BB +2 4 [}
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B 7rexav o nKus—cosqrzvorIvy tOmR

@ O https:/ or vsphere.core.inventory.se

Site Information for

Connection verified by a certificate issuer
that is not recognized b)' Mozilla. Show connection details

Clear Cookies and Site Data...

4. [£#0 (More Information) | %27 U >~ 27 LET,
5 JRAEORTEZ Vv LET,

6. MEROXAT TRy 7 AIETR=U RS H550%., & AL CAICKIGT B X T ~_X—
CEI7 Vv LET,

7. [P (Miscellaneous) |7 v arFTAZn—L LET,
8. [# 7> r—K (Miscellaneous) ]47® [PEM (F=—>) (PEM (chain)) [%#27 VU 7 L
9, ROKIIHZRL TWET,
Miscellaneous

Serial Number 50:E0:3D:46:00:C9:A6:A6:87:AA:DA:BA:3C:C4:11F:71:7D:BF:D1:E2

Signature Algorithm SHA-2586 with RSA Encryption
Version 3

Download

9. TrANEREFLET,
10. vCenter & Management Center D[fj 5 C, TN HDHX A7 ViR L E T,

72X a2 brO—=)LRYS—TODEAFTIVIAT
ol FDFEA

B R 7 & TlL. 77 B AHEIL—AVT, XAy 7 ATV k& L TCmanagement
center IR RINDF AT I v I T4 NVEEHERLTEET,
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FoeREEL—LOFA+2 o4 Tz rizonT

TIOERRGEHIL—ILDEAFIvoATOTY DT

ax 7 X EEML, BIENE T A NVZEIER L CED IR XIRGETDE, XA FI v oA
Tl RN EBEE R T 205 EFRF A Cisco Secure Firewall IZHEIIZ Y v v 2 S E
b@‘o

HAFI v ATV MI, ¥F=2 VT4 7 N0—74%2 (SGT) OFERFIEERERIC, 772
B AHI L — O [E)JEME  (Dynamic Attributes) [ % 7 _X—T T TE E9, HEICEESE
BBt e LTHE AT I v A7 V27 bABINTEEYT, e xiE, 778 RHIET
By 7=V TR, A NOMOREEI —B T 547V =7 Mo THEF——~D7T
7 AET vy T LHEREREE LB AT Iy s ATV MEBINTEET,

\)

GE) AT ¥ A b, Office 365, Azure ' —E A X 7| Webex, F721d Zoom TITENEIET < L4
EERTEERA, INOEDOXATOI T RFT V=7 bME, MEBEDOIP 7 RUAZEML
\i‘g_c

HHEE 74 I A EFERLE7 7 EXGIEHIL—ILOIER

DM I T FAFTIv ATV FEERALTT 7RI —VEERRT D 71
IZHOWTERB L E 9,
1R BHIIZ

R BT V2 OER 36 ~—) TS TWD X912, BB 4 V2 ZER L
=7,

\}

GE) T A b, Office 365, Azure — VB A X 7' Webex. F7-1% Zoom TIIEEM:T 4 L%
EERRCE EHA, INOLDXATDI T U RFT V= ME, MADIP 7 KL AL
*£9,

FIE

AT 71 management center (212 71 > LET,
RAFvT2 7rA arbe— LR —OICHD [k (Bdit) 1 (£) 2270 v7 LET,
AT9 73 =B (AddRule) 127V v 7 LET,
ATy 74 [@FENE (Dynamic Attributes) | % 7 %27 U v 27 LET,
AT 75 [HEAATEER B (Available Attributes) |27 a > T, VA MBS [FAFI v F TV
I (Dynamic Objects) 1% 27V v 27 LET,
ROKNIF 2R L TWET,

Cisco Secure BB +2 4 [}
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. Cisco Secure Dynamic Attributes 3 %7 2 DEZN 1L

ATvT6
ATy 17

Add Rule Q
Name Insert
Enabled into Mandatory v
Action Time Range
Allow v =] None r  +
Zones Networks VLAN Tags Users Applications Ports URLs Dynamic Attributes Inspection Logging Comments
Available Attributes (= + Selected Source Attributes (0) Selected Destination Attributes (0)
Q, Search by name or value any any
| Dynamic Objects v | | ikt

FinanceNetwork |;tntl‘
W

ATOHFIIE, Cisco Secure BIFYEME 2 % 7 ¥ CTER S NI=BIEM 7 4 V2 IZkHET 5
FinanceNetwork & WIOZRIDHEAFT I v I AT V2 FERLTWET,

HEIOA T V=7 M EFEETLE T EEIBML 7,
BN U C, =W o &4 28Mm L £,

RDBERY

['Cisco Secure Firewall Management Center 7 /3 A AR A K] & 77 224l oFE (F
~DY )

Cisco Secure Dynamic Attributes 3~ 2 O ENL

ATy T
ATy T2

ATvT3

VTR =ANOIAFTIv I ATV = b ENET DUENRLS IR T2 5E1E, ROHF A
7 T3 % X 512, Secure Firewall Management Center ¢ Cisco Secure BiffJJ@PE = ¢ 7 ¥ % I
T D ENTEET,

FIE

Secure Firewall Management Center {22 714 & L TWRWEEIZ, =7 A  LET,

[#%& (Integration) ]>[CiscoBIfI/E a1 +% 4 (Cisco Dynamic Attributes Connector) | % 7
Vw27 LET,

[#£%) (Disabled) JICAT7 A FLET,

. Cisco Secure BB~ 2
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m vV N

>,

IRURSAvERALE RS TLYa—F125 |

A FERLE-FSOLY2a—TFTa0T

EBERNT TN a—TF 47 & CiscoTAC & OEHEA KIS A7-0I1, RO R T Ty 2—
FAUT =N AL TOWET, 2DV — AT AR, BIfEE o R & BNE
ITENTWS Ubuntu AR A MEED 22—V —L LT s A4 LET,

AVTFART—EADHER
@M= R 7 # Docker 22T F D AT —H AZMRT HIZIE, kOa~vy READLET,

cd /usr/local/sf/csdac
sudo ./muster-cli status

HOBlZRISR L £,

CORE SERVICES

Name Command State Ports
muster-bee /bin/sh -c /app/bee Up
127.0.0.1:15050->50050/tcp, 50443/tcp
muster-envoy /docker-entrypoint.sh runs ... Up
127.0.0.1:6443->8443/tcp
muster-local-fmc-adapter ./docker-entrypoint.sh run ... Up
muster-ui-backend ./docker-entrypoint.sh run ... Up 50031/tcp
muster-user-analysis ./docker-entrypoint.sh run ... Up 50070/tcp

CONNECTORS AND ADAPTERS
Name Command State Ports

muster-connector-o0365.1.muster ./docker-entrypoint.sh run ... Up 50070/tcp

IR R Y 4 Docker 2T DEFELL., £E., FT-ITERES

Jmuster-cli status 3 > T FBMEIE L TWAZ 2R L TWAIES, £ MERRELE &
XWaryrrEFE#STHICIE. ROa~vr REANTEET,

21k & )

cd ~/csdac/app
sudo ./muster-cli stop
sudo ./muster-cli start

FEYD I

cd ~/csdac/app
sudo ./muster-cli start

TIVr—2ar TNy ax o i0oBMMEE FSI TV a—T4 0T T74ILDER

CiscoTAC/ B I NZHEIE,. T v 7 aX o 72 FML T, ROLHIC T Ty a—
T4 T T ANEERLET,
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B == rsqozgmRLEES T -T2

cd ~/csdac/app
sudo ./muster-cli debug-on
sudo ./muster-cli ts-gen

TN a—T 4 T T 7 A N4 tsbundletimestampitar T, [FIUT 4 L7 b UICHERR S

nE7,

WDOEITZ, NI TN a—F 4 T T7ANENTFT TN a—TFT 47 T7ANLNOE T D
WA /R L TCWET,

Oy—<ay AR

/csdac/app/ts-bundle-timestamp/info eted T— X R— ZNEHN T 7 A L

/csdac/app/ts-bundle-timestamp/logs avriua 7 rAL

lcsdac/app/ts-bundle-timestamp/statuslog| = > FF DR F—FZ 2 N—T g BIOA A—T
DAT —H A

AVTFFOTINY T DEIIE
WD X, BN T FDLRIEERGTIHEIE, A7 arTHaDarTFoT 1y
ThRAINCTH LN TEET,

cd /usr/local/sf/csdac
sudo ./muster-cli versions

B 2 RIR L ET,

CSDAC version: 1.0.0
CONTAINERS VERSIONS

CONTAINER | APP VERSION | COMMIT
muster-bee | fmc7.4-13
944d50c6c384567693d6eccbal31420deb7f6ce2f

muster-envoy | fmc7.4-25
5e5f6d83164ad4acbefbbl06aa39%2e3£f68£fa738f
muster-local-fmc-adapter | fmc7.4-17
c5902£818baa8e27d7c0b8027490dcacc28c0168

muster-ui-backend | fmc7.4-64
165a1£5f0d763aa75829a30b5ffbddf0012682b6

muster-user-analysis | fmc7.4-43

63cd64e29a92599908c3eb684d91e9£685d8c740
muster-connector-0365.1.muster | fmc7.4-8
28£075d315¢c8867£6670828970c9fbad35fa89cc

7o & X, Office 365 AR 7 Z DTNy 72N T HITiF, ROa~r Fe AN LET,

sudo ./muster-cli container-debug-on muster-connector-o0365.1.muster

ZOART ZDT Ny 7 EENT HITF, Roa~r R AN LET,

sudo ./muster-cli container-debug-off muster-connector-o0365.1.muster

BAFIvIFTPy FORER

2% 7 & 7% managementcenter TA 7 Y = 7 P AERRL L TV D Z & ZfiEid 4 % 121%. management
center CEHIF L L TRkOa~vy FEMHHLET,

sudo tail f /var/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log

. Cisco Secure BB~ 2
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Management Center Z AL b5 TN a—FT 1Y .

Bl : Y LT=F T =7 N OVERR

26-Aug-2021 12:41:35.912, [INFO], (DefenseCenterServicelImpl.java:1442)
com.cisco.nm.vms.api.dc.DefenseCenterServiceImpl, ajp-nio-127.0.0.1-9009-exec-10
** REST Request [ CSM ]
**% ID : 18b25356-fdéb-4cc4-8d27-bbccb52a6275
** URL: POST /audit
{

"version": "7.1.0",

"requestId": "18b25356-fd6b-4cc4-8d27-bbccb52a6275",

"data": {

"userName": "csdac-centos7",

"subsystem": "API",

"message": "POST
https://myfmc.example.com/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d9%ed49p625f
/object/dynamicobjects Created (201) - The request has been fulfilled and resulted in a

new resource being created",

"sourceIP": "192.0.2.103",

"domainUuid": "e276abec-e0f2-11e3-8169-6d9ed49b625f",

"time": "1629981695431"

by
"deleteList": []

Management Center Z{EE L= S TN a—TFTa T

Z DX A TIL, SecureFirewall Management Center ® k7 7 )V o —F 4 V7 7 7 A V&R
T HHEZOWTHI L ET,

48 HHEIIZ

NFTNY a—T 4 T DFEMIZOWTIL,  [Cisco Secure Firewall Management Center 7 R X

ZARL—=vary AR DT TNy 2a—T 4 TOEEBRLTLEE N,
FIiE
AT w71 Secure Firewall Management Center (212 74 > L 77,

ATvT2 YRATL () >[EEM (Heath) |>[E=% (Monitor) %27V v 7 LET,
ATw T3 MDA T, [Firewall Management Center (Firewall Management Center) | %27 U v 7 L%

R

RT9T84 ERICHD [VATLENT TN a—T 4 7 OFfH (System and Troubleshooting Details) ]
27 )y 7 LET,

ARTYTS [N T TN a—T 47 77 A VDR (Generate Troubleshooting Files) ] %27 U v 7 LE
@—O

ATwT6 CiscoTAC £/01IR_N—F a—F 4 x—F T 7 7 A VE#EME L ET,
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Cisco Secure BIfEIE IRy 2 |
B z2zscns—osncons

EI/ (CA) Fr—DFEHTORME

RALRT = — & BHICER TERWEEIL. ROT 7 UV FEREOFIEOWTNZEH L
T, vCenter, NSX, 721X ManagementCenter |2 2RI HEfET 27O H S HFEHHET = —
YEBELET,

AEAET = — 3, — FREAE &~ TO MLREHE T,
W D 121E, TN OFIEOWT NN EMEHATHILERH Y 77,
« vCenter %7213 NSX
Azure 7213 AWS IZHET 2 72 DIREAE T = — Z G T 20 EIH D FH A,

* Management Center

SEFAEF T — 2 DEE : Mac (Chrome $ & U Firefox)

Mac OS C Chrome 3 £ (N Firefox 7 7 V¥ A L CIEAET = — 2 2SI 2I1201E. ZOF
JIEZ R LE9,

1 X=XV Uy FUEREET,
2. Woavy REANLET,

security verify-cert -P url/[:port]

Z ZC. url iZ vCenter ¥ 7213 Management Center ~@ URL (A¥—A%ETe) TT, KIZ
BlErRLET,

security verify-cert -P https://myvcenter.example.com

NAT & 7213 PAT %z L T vCenter ¥ 7=/ Management Center (27 7 & AT 551%, &
DEIITH— NEBMTEET,

security verify-cert -P https://myvcenter.example.com:12345
3. FFAEF - BRE TS LT XA NI A MITRTFELET,

I N 7 S BEGIN CERTIFICATE-——--— b ) — END CERTIFICATE-—-—- X4 3

cRAMRZe T X A b (T2 2, FEAECLEL. o Z «BLUS) EENDBT X
2R, BXOWho Z BEERINLET,

4. vCenter & Management Center D] 7T, ZHHDHX AT Zff 0 IR L £7,

SFEAZEF = — > MEE : Windows Chrome

Windows C Chrome 7' 7 VW & L CiEHET = — 2 RET A1, ZOFEEHEHLE
7,

1. vCenter ¥ 721X Chrome Zff L Tr /1 > L &7, Management Center

. Cisco Secure BB~ 2
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iR cn Fr—oFncons [

2. TIZUYFDT RUANR—=T, KA MNOEMIHLIRy 2% ) vy 7 LET,
[REFIE (Certificate) 122 U v 7 LET,

[REB D A (Certification Path) | # 7% 27 U v 7 LE 7,

Frz—r O AL (DFV ., &) OREHEZZ Y v 7 LET,

6. SEBREDRRA VY v LET,

7. [Ft#0 (Details) 1% 7 %2 U w2 LET,

8 [Z7AMIatE—75 (CopytoFile) 127V v7 LET,

Q. Ta T M- T, GEAET = — 2R 2 ET CERIEROGEHEY 7 A VA2 ER L £
kR

T AR— 7 7 ANEROBEREZRD S H, IROKIZRT X 92, [Base 64 -2
21— K X.509 (.CER) (Base 64-Encoded X.509 (CER)) 1% 27 U v 27 L%,

o ~ w

it
€ ¢ Certificate Export Wizard
Export File Format
Certificates can be exported in a variety of file formats,
Select the format you want to use:
{_JDER encoded binary X, 509 {.CER)
(®) Base-64 encoded X, 509 (.CER)
(") Cryptographic Message Syntax Standard - PKCS #7 Certificates ((P7E)
Indude all certificates in the certification path if possible
Personal Information Exchange - PKCS #12 [PFX)
Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties
Enable certificate privacy
Microsoft Serialized Certificate Store (L55T)
Mext Cancel

10. R T AR— b EETLET,

11. FEAEAZT XA h=T 4 X CHEET,

12 F=—rHNOTRTCOFEAEIIH L TCZOT e AR L FT,
TXRANTT ¢ XK FEE L RO Eeth £ CIEFICAE D 1T 2R H Y £7,
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B =15 ca7—rosncons

13.  vCenter & FMC OfiFi CZNEHDH A7 iR L £,

SERAEF = — U DELF : Windows Firefox

Windows & 7213 Mac OS T Firefox 7 7 VW OFEAET = — U ZRET 5121%. ROFNEEfE
ALET,

1. Firefox Zf#f L T vCenter ¥ 7= (% Management Center (22 7 1 > L £ 7,
2. HRAMOEMCHI v E7 ) v LET,

3. HRH ([BEiDiti A F (Show connectiondetails) ) #27 U w27 LE4, ROXIIHI
ZRLTWET,

& o https:/

Site Information for

Connection verified by a certificate issuer
that is not recognized by Mozilla. Show connection details

Clear Cookies and Site Data...

4.  [FFH (More Information) ] %727 VU v 7 LE7,
5. EHAEORTEZZ Y v 7 LET,

6. MROXAT TRy AIEZTX=URdD L5500, &AL CAICKIET 54 7 ~—
EIV I LET,

7. [ Dftt (Miscellaneous) |7 v a > EFTAZ7ua— L LET,
8. [# 7> m— R (Miscellaneous) ]47?® [PEM (F=—>) (PEM (chain)) | %7 U7 L
F9. ROKFHIZRL TWET,
Miscellaneous

Serial Number 50:E0:3D:46:00:C9:AB:AB:87:AAIOA:BA:3C:CA:1F71:7D:BF:D1:E2

Signature Algorithm SHA-256 with RSA Encryption
Version 3

Download

9. TIrANEREFELET,
10. vCenter & Management Center D[fj 5T, ZNOHDHX A7 VIR F,
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t¥XalT

13—

\l

txay724 [

1 B

Cisco Secure MBI R 7 X Z{RH#T D 121L, RESNTZNEE Yy NU—2ZIZFNEA A
F—L LTL7ZE, BIEMEa R XL, RAAERYT —ERX LR =D BRLERLOD
HEFOLIICREINTWVETN, WENBETE2WVWEIITHETILERLY F7,

@M= % 7 % & managementcenter 23[F U v U —7 BICAHE L TV A 5A 1%, management
center & WHJEME =R 7 ¥ LA UREINTNE Ry MU =7 BT 52 LN TEET,

TIIAT ADQRBTEICEGRZR L, VAT AMBEIEE S LENNET, FTNTYH, o
P—E RIS (DDoS) RHMEBEBX BRI EDTFETT 7 I7A4 7 A O@ENTW, 7 a7,
FIESKESAEIN NI IMENORNELHZCDLERNH D 9,

kT OEREH

F 74V b T, BIBEM R Z (X, A— b 443/tcp (HTTPS) T HTTPS ML CA v
Z —F - MFH T Firepower ¥ A7 AL IEET D L 9 ITHER SNV TWET, BIREMEa xR Z
WA B =y MIEET 7EALRWESIZTH0Il, T ih—N"—%2 iR T&F

‘é‘o

WOTERIZ LV | management center 35 X UMY — N— & DOB(FIC BB % 7 & DM H
9% URL M@ S v E 7,

= 3: BRI - 2 management center 7 7 2 AE {4

URL

e

https://fmc-ip/api/fmc_platform/vl/
auth/gener atetoken

AL

https://fmc-ip/api/fmc_config/
v1/domain/domain-id/object/dynamicobjects

GET BLU'POST XA T I v I/ ATV =2 b

https://fmc-ip/api/fmc_config/ vl/domain/
domain-id/object/dynamicobjects/
object-id/mappings?action=add

~ v BT EBMLET

https://fmc-ip/api/fmc_config/ v U EEIBLET
v1/domain/domain-id /obj ect/dynamicobjects/
object-id/mappings?action=remove

R 4:BHBEMEIRY 2 vCenter 7V E REH

URL A
https://vcenter-ip/rest/com/vmwar e/cis/session | 83

https://vcenter-ip/rest/vcenter lvm

VM E e B L 3
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URL

B

vid

https.//nsx-ip/api/vl/fabric/virtual-machines

B~ o BT B NSX-T # 7 2 BiG L4

DockerHub /5 5 Amazon ECR ~D #5417

Cisco Secure B JEME = r 7 % @ Docker 4 A —1d, Docker Hub [#%3E] 2> & Amazon Elastic
Container Registry (Amazon ECR) IZBATSNTWET,

HLWT 4=V ERo =V 5T 51203, 7747 U4 —IVERT T nbROTR
TOURL~DT 7B RAEHATHLERNH D 97,

* https://public.ecr.aws

* https://csdac-cosign.s3.us-west-1.amazonaws.com

FMEEI R 2 Azure DT U REH

BB R 7 Z 13, MAIABDOSDK A Y v REMFOH L TA v A X U AFREBG L ET,
INBHDA Yy R, https:/login.microsoft.com (FRFEA) & https://management.azure.com (A
YARE L ANEROBEH) ZWNEBICREOH L E T,

Cisco Secure EIRIERE O RV X DERE

T RE B/ &/ Threat | ¥ 40

Management | Defense

Center
Cisco Secure Eifym it |7.4.0 7.4.0 ZOMRENEASINET,
axyH

Cisco Secure Y@M =2 % 7 & 73 Secure Firewall Management Center (Z
BENDEDICRVE L, BEEa s 7 2 AT 5 L. B
BTN AZBERT 5 2 &< T 7 & AL — /L T Microsoft Azure
REDI T RR=ADT T T4 —LNHIPT KL AZRHETE
*7,

FERG -

« TR EEND BIREM 27 Z ¢ Cisco Secure B JE M =
XTHZNZONT (1 X—=)

« AZ v RT7my By EM a7 # : Cisco Secure i@ 2 % 7
X a7 4F¥alb—var AR

R/ S - : [#E (Integration) | > [CiscoZfIEMEa R Y
4 (Cisco Dynamic Attributes Connector) ]
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https://hub.docker.com/
https://aws.amazon.com/ecr/
https://aws.amazon.com/ecr/
https://public.ecr.aws
https://csdac-cosign.s3.us-west-1.amazonaws.com
https://login.microsoft.com/
https://management.azure.com/
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html

BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



