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Ty FU—=IHNDA VAR ACDRAMIDA S H—Fy bSOy FERLET, 4
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HALET, ZO EtherChannel (21X 22D 10Xy b A —F Xy b AL Z—T = A AN
EENET, Y TA L EZ—T oA RIR DRy NT—7 FITEELET,

SR T RTDOA P AZANR—= N F XY RN2A4 B =T 2 A A (FT—RILFL2AT)
AL ET, D EtherChannel IZIX2 2D 10 FHEy A —Y Ry b A F—T A
AMEENET, K77V r—vayNT, A X —T oA AFFE LIS RY T —27 T
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.
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11: — R ERA VR 2 VR EH

| Inside 1 3 {_ Inside 3 ) | Failover 1 ) .__\_Failovers_,_.
. Inside2 ) | Failover 2 )
| Management { Outside
h e/ - 4242
poi. 101 po1.102 po1.103 po3.201 p03.202 po3.203
Data-sharing
mgmt poi ~ po2 po3
two 10gig ifcs two 10gig ifcs two 10gig ifcs

Chassis Backplane

mgmt

Instance A SESESS $03.201 Instance B _n_rr_r_ p03.202 Instance ¢ E===== D03.203
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AVABZ L ANDIEE A LV H—T 24 ATMACT RLAZFEICEID Y CTH L, FEHTHDY
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T2 A ADMAC T RLAZFEFTREL T IEEN,
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2—PEROT VT 4 v 7 AL, 16ERITERINDIEE T, 2—PEROT LT 4 v 7 A
DA G EE RO ZRTET, TV 74 v 7 AL LCTTEBETDHE, Yy —ILT77% 16
HEHAE 004D (yyxx) ICE#AL £, MACT RLATHATE &, L7 4 w7 AFy v —v
AT 4 TR —FT DL ITHIcEnET (xyy)

A24D.00zz.zzzz
V7 4 w7 21009 (03F1) DIFH. MACT RLAIZRD L H12720 97,
A2F1.03zz.zzzz

TILFAVREAVARAE—RDINTA—T URRT—1) UHRE

Ty N7 A —LDERRAN—T"y ~ (B, VPNt a8 X, 77947 AE—
ROTFTINAZANAEY & CPU T 272OICER S ET (Z DfEIE show resource usage
WRENET) o BEOA AL AEHEHT 5L, A AZ U AIZHID TS CPU =
T ORGSO TAN—T y bEFRETHALERHY £9, 72 21X, 27D 50% TA
AB L AEERT 2561, RPN AL—T" hO5S0% it HTH20ERH Y £, I HIT,
A VAR ATHEHARERAN—"T"y NI, TTI7A TV ATHEHARERAL—Ty N LD
BNGEERH Y £,

AVAB L ADAN—T "y NEFHET 5 IEOFEMIZ OV TIL, https://www.cisco.com/c/en/us/
products/collateral/security/firewalls/white-paper-c11-744750.html % 2/ L T< 72 &0,

AR R ESATAY
2ODMEBDY ¥ —L TA VAR AR L CEaTAEZEHT 2N TExET, &%
E. 10HDA v AZ U AEFFOY v — % 2O AT 55, 10 HOE T AMEST 2 1Ek
TEFET, T2, BAAMA LV AZ UV RLFE LYYy —VIWCAZ L RT 0 VARV ARERE
THIEHLTEET, FEMAREMHICONTEL, A4V AX U ADEMS LRSS (17 =)
EHZBMLTLLEEN,

\}

GE) 7722V 73 R—FShEEA,
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122822051 t>2 [

AIDARZVADTAtE R
TRTOTA L AE, AV AZ VAT ETEAL Yy — L LIS NET, KOTEME
WAEBRL TS,

« Essentials 7 A £ A I T ¥ — U ERICE D Y THN, Y — T LIZ1OTHEDHTH
nET,

HERETA BRI/ AV AF L AIZEYD Y TETN, Uy —VICOIHET LTI oD T
A ADOBEFHEHALET,

AR BZVADEHERHREH

ETILDYR—
* Secure Firewall 3110
* Secure Firewall 3120
* Secure Firewall 3130
* Secure Firewall 3140

\}

GE)  Secure Firewall 3105 XV R — F SN TWEF A,

BRKAVTFFAVAREIVAREETILHEYD) Y—X

BaLTFFALAB L RTK LT, A AR RZEY Y TAHCPU 27 (L0 BEMIZIZA
Ly R) ofaRETEEd, a7 &0v) HREE, éiéifx/\ul\?:77 X7
F ¥ AT 5 ORI A Sk, RAMIZ 27 OFUIHE - TEIICEI D 4T o,
TFUYATREIIA VAL ABHT-D 0GB IR ESNET,

RIETLISEDORRKAVTFAVRAZVREEY V—R

ETI RRAVTFAVRAE Y |ERAAEEZCPUTT (AL )
S

Secure Firewall 3110 3 22

Secure Firewall 3120 5 30

Secure Firewall 3130 7 46

Secure Firewall 3140 10 62
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B st zo5q ks esmem

YI LY TEHR®

V=V TEITENTWVABFXOSDNR—V g o E HBMERH LR, KA LV AZ L ATRRS
N—37 9 @ Threat Defense V7 N7 = 7 2 EITTE £,

N TRASEY T4 EH
« RATHAVERERR D 2 DDA L R Z U RF BT ORMEEmIZ T LE RS D £,
DTy —v RZh D L,
FHCETAVTHDH &,

A LA A =T 2 A ANREV B TENTWDZ &, EaHEEZAEINCT SR, T
TOA LV E—T 2 A% ¥ — 2 THANE UREICTDHI &,

cBULYY—ATa 7y A NEREFRATLIZ L, a7y A NEAITE RS> TWTED
FNFEHALN, EHFRIT—BLTCHBLERH Y F9,

Management Center (D &4+
VY —VEHLE Yy =V EOTRTDA VAL L AZONTE, TA B ADFEIED DI,
[i] U Management Center Zffi 192 LEH VY £,

FGAECADHA K54 2 EFHIREIR

— MG RS
« HL—0> Management Center (3, ¥ ¥ —¥ EDOFT_XTOA U AZ U AZEHL, v —VH
EHERTOMLENRD Y T,

A VAZ L ADY G ROBEIZ TR — SR THEEA,
cTLS W57 78I L—a v
A S
 Management Center UCAPL/CC E— R
e N— Ry T~D7nu—%7n1n—RK
+ CDO 7 7 v Nl Management Center IC L B ¥ —3 D7 T A< VEHE A7 LI R
Management Center (Z K 5 ¥ ¥ — L OERIGTHEAER I R— S TWERA, 7272

L. CDOEHXGA A K v A& 3T O 4 7" L I A Management Center (2B 132
Z LIEARETY
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St zosiq4 k54w espsE [

BB A—TI(4 R

Y —VEBHOT R A A —T 2 AT AHR—FENTWEYA, EHOEHA
H—T 2 ADIHEHHTEET

cHPA L H—T = ADDHCP 7 R L v o 73720

VIANY IS B —T 4R

e ARETIT, V¥V VLAN Y T A L F—T 24 R TOWTORIALET, A RAF
ANTYH T A v Z—T = A 2 EARNAER TX £7,

A VAR VARIHA =T 2 A AFEV Y TCHGA, XL GEVLAN) FT T 4w
I DOREFELET, XTRLNT T 4 v 7 BETLENRRDNRY, BA v H—T A A%
DY THNTLIEEN,

HTAH =T 2 A RIT = FEIIT A R{ I A T DA =T =2 f ATYR— &
nEI, .

« 5% K 500 > VLAN ID Z{ERk T £,

cATA Y M, FREFNANY YT B =T 2 A AL LTHTA U F—T = A A %Al
AT ixTEEEA,

e T VA==V T L THTA v F—T oA AT 546, T0OBIcHHT
RCOYTA L H—=T 2 A ALHBEDO T 2 — A — =Y 7 L LTOMANGIR I
9, OV T A L E—T A AT 2=V F == 7 L LT, —HE@EE DT —
BAHE—T 2 A AL L TERTHZLITTEERA,

EtherChannel

» £ K 48 @ EtherChannel Z X ETEX T2, WA L ¥ —T = A4 ADOFIZ L > THIBB =1
iﬁ‘o

» EtherChannel (21X, K8 ODT VT 4T A v H—T o AEHRETEFET,

¢ EtherChannel N X TDHOA v F—T =2 A A, FIUAT AT EA T EHEERETH DN

ERHDET, AT 4T XA TIERIA5 £T2ESFPOWTINTT, Biedb X247 (Hié
K77 AN) OSFPEIBIESHEDLZENTEET, REEDOA VX —T oA A THEZK
SBRETHZILETA LV H—T oA AFE (IGBE 10GBDA X —T = A A2 E) ZIRIE
SHEHDLHZ LT TEETAN, HWED [SFPEH (Detect SFP) IR E AL TV HGHITE
BISCTI, ZOEAIIRRDA LV H—T o f AKBEMHTE, Hm DR E ) M &
nET,

« ¥ —UUE, VLAN # 7 f& ® LACPDU Z# AR — L TWEH A, Cisco I0S vlan dot1Q
tagnative 2~ > RZEH LT, BEAAL v FDORAT 4 7 VLAN X X 7% A X—T )L
T bHE, V=YX I EDLACPDU % K v 7 LET, BEAL v T OXAT «
7 VLAN # ¥ 703, LT L T< 7230,
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B 5t zonq s chpem

+ 15.1(1)S2 LARI® CiscoI0S ¥ 7 " =T N_R—V a v & FITT 5 v — L TlE, A v T A
% > 77 ~® EtherChannel DR R — F SN TWEHFATLZ, T 74NV DAL v F
RETIE, ¥ —DEtherChannel 287 1 A A X v 7 \[ZHHF SN TWHEA., T4~V
AA v FOERNA 770D L RO DAL v FITHHE S 41TV 5 EtherChannel [ XEE) L
T A, BMEZED D720, sack-mac persistent timer =< > RZ@E LT, +072 0
n— R Z R CTE LD RERME, 726 201X84, 0 (IEHI[R) Ll zRELET, /-
i, 15.1(D)S2 72l FVRELIEAAL v T VY7 v oT N—=Va T v 7L —KT
xE7,

F—RHEEFALAEF—TAR

HEHEA L E—T 2 A AT D RKA AZ L AH 14, 72 & %2 1E. Instancel ~ Instancel4d
|Z Ethernetl/1 ZEIV Y CHZ LN TEET,

AVAR AT EDRRIEHEA X —T 24 ZH 10 7= & 213, Bthernetl/1.10 24 L T
Instancel (Z Ethernetl/1.1 ZE| D ¥ TAHZ LN TE £9,

Max. 10 shared interfaces per instance
Ethin 12 13 14 15 16 /7 1/8 19 1/10

| Max. 14 instances
| per shared interface

Instance 1

e RTUART LY N T A T IV EF— R AV AX L ATCT—HIHEAA L F—T = A
AEEAT LI TEEE A,

AU TAEY NC, IR TA U E =Tz A RE LT[ F—T = A
AL LT TEEEA,
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A VRV RADEE .

T2 VA== VISR LT =, =T oA AT H LI TE R
/‘-/O

FTIAIFDOMACT FLA
e T RTDA L HZ—T =2 ADMACT FL A1Z, MACT RL X F— b BB SN ET,
PTA B —T A ATIE, MACT RLZ2ZFETRETHHA. DHENELLIIThb
HEHC, FAUEA =T 2A A LOTRTOYTA X —T 2 AT—HDMAC T
FLZAZHHALES, fVAX AL E—T A ZAOHEMACT RL & (153—)
EHRLTLIEEN,

[N LN =JL ==
AR RZ 2 ADETE
A VAR AERET DRI, ~IVFA v AX AT — R&EA%0Z L, Management Center |Z
Uy —VEBML, VYA H—T oA RAERETILERHY £T, Uy —VREED
AR A RXTHIEHTEET,
TILFAUREVAE— FOEIE

CINT A UAE A= REFINZT HITIE, =/ —/LAR— b T Threat Defense CLI {ZHEf¢
THMENRDY £9, T— FZ®E L7 5, Management Center (B TE £,

)

GE)  EHER— P CTSSHIZHE CX 728, BB &28E T 572012, 2> Y —/biR— F &l
Aotz LET, ZOFEL, a2 Y—rR—brexdtHlt LTnET,

FIE

ATFYT1 vy —vary—LiR— Mo LET,
a2 —/LR— X FXOS CLI IZ#2fki L £ 737,

AFw T2 2—HF—4% admin BLUVZA T — F Admin123 Tu 27 4 > L4,
HIHTEXOS I /A v Lz X3, NAU—RELEHETLLIRODLNET,

GE) RRU— KRBT TIREFEEINTWT, NRT— RKBbnbRWEAIE, T35 A2 HA
A= L THRAT—RETFT 74 MUy FTAHAMLERHY £, HA A—ID
FIEIZHOWTIE, FXOSDO NTF TNy a—F 4 7 HA REZRLTLIE I,

1 -

firepower login: admin
Password: Adminl23
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B =17 x5 25— roant

Successful login attempts for user 'admin' : 1
[...]

Hello admin. You must change your password.
Enter new password: ***kkkk*

Confirm new password: **xkkxkk*

Your password was updated successfully.

[...1]

firepower#

ATFY T3 BEOE—F (RAT 4 TFFzr 7)) 2R LET, T— KRR AT 4 7OEEIF. =
DFRINEEFGATLCINT A LV AX A (2T F) T— NIEHBETEET,

show system detail
11

firepower # show system detail

Systems:
Name: firepower
Mode: Stand Alone
System IP Address: 172.16.0.50
System IPv6 Address: ::
System Owner:
System Site:
Deploy Mode: Native
Description for System:
firepower #

AT 74 Threat Defense CLI IC#5%: LE 7,
connect ftd

1

firepower# connect ftd
>

AT F5 Threat Defense (CfJH T/ A 45L, = Fa—Y—F 14 28K (EULA) ([ZRET
HEIROOENET, Dk, CLIEY NT v 7 A7 VT ERFERENET,

Ty NIRRT AL, BEHA L E—T oA ADIPT RLARE AR ETE
1, L, SAFA VAR AE— NICEHRTH L, ROBEOHRDEEINET,

EHENAT =R (FElw 7 A CRHIRRAE)
* DNS #—3

 Search domains
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ATvT6

7128022 —koant [

TNFA AL LA TFT— R av s RO—BRELT, BHIPT FLRAEF— T2 A %2ty
FLET, SVFA U AX L AT— RIZEH L7, FXOSCLI CEHREZLEFETE £7,
FXOSCLI ® v ¥ —VEHREDETE (67—) 22 LTIEIWN,

CNTA AR A= REFIZL, v — VB, U H—T =2 A%FHE L, Management
Center ZHFE L E T, IPv4A B I WEILIPv6 OB T KL AEEEMHEHACTX£9, DHCP I
PR—FENTVWERFA, av FEANTLHE, REZHEEL TV 77— FTHL912KkD5
NET, ERASE (TRXTKXF) AN LET, VAT2WUT7—bhL, T— NEHEDO—B

ELT, avr RCRELEEHER Y N —IRELFHEANRAT — FERWTERENMHEES
NEF, vy —TDOKRA I Mfirepower-model | IZFRESNVE T,

[Pv4 :

configure multi-instance network ipv4 ip_address network_mask gateway ip_address manager
manager_name {hostname | ipv4_address| DONTRESOLVE} registration_key nat_id

| Pv6

configure multi-instance network ipv6 ipv6_address prefix_length gateway ip_address manager
manager_name {hostname | ipv6_address| DONTRESOLVE} registration_key nat_id

KO manager 2 AR—F 2 FEZRL TS EEN,

« {hostname | ipv4_address| DONTRESOLVE} : Management Center ® FQDN 7213 1P 7 K L
ADWTNNEIELET, WM O SSLIESLIEET ¥ * v E2 2B DT /S A AR
T 512, D b 1 BHEDOT /3 A (Management Center F 72133 v —3) ([ZERIEAHE
RIPT RUARMETT, Z0Oavwy RCIRr—V Y DHRANELIXIP T RLAEE
EL2WEATX, DONTRESOLVE Z AN LTL Z&, ZOHE, vy — U ICBERE
RIPT RUARAELIIARA NAPKLEL 2D | natid 5 ETHLERH D £,

s registration_key : ¥ v — 3 &gk T 5 & X2 Management Center CHIFET DIEED T ¥
A DBERX—F AN LET, BEEF—1X37 XFUTICTHILERDH Y £9, BT
ZiE, T (A~Z, a~z, 0~9)  BIUONA T2 () REBHY ET,

enat_id: —HOMITEEARERIP 7 FL AL IIAR R MANTRE STV ARWEA I,
¥y — v EEERT D & £ IZ Management Center THIFET 2{EED —ED YU X A LT
FIZHRELET, IR — DT RLRAELITIHRA MERE LARWESIC LA L
RV FETN, RAMEIXIPT FLRAZIEET 255 TH. WICNATID ZRET 5 2
CERHERE L ET, NATID (X337 LFLATICT 20 ERH Y £9, ARRCFITIE, FET

(A~Z, a~z, 0~9) . BIONNA 7> (1) RERHY ET, ZDIDIL, Management
Center |Z¥ Gk T HMOT A RIIFEHTE EHA,

FT—RETTT7AT AT — RIZETIZIE, FXOSCLI #f#H L. scopesystem. set deploymode
native DIIEIZ AT 2 MERH Y £, FXOSCLI D v —VFERTEDOER (673—) %
ZML T I,

1 -

> configure multi-instance network ipv4 172.16.0.104 255.255.255.0 172.16.0.1 manager
fmcl 172.16.0.103 impala67 winchesterl

WARNING: This command will discard any FTD configuration (except admin’s credentials).
Make sure you backup your content. All previous content will be lost. System is going
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. Management Center ~ND T ILF A VR A VA v —T DB

to be re-initialized.

Type ERASE to confirm:ERASE
Exit...

>

Management Center ~ND I I)LF A VR A VR v —TDiEM

ATy T

VIWVTF A VAR AL ¥ — 1 % Management Center |[ZIBJI L £7, FEHE ¥ —L vy —T0F,
VY=Y MGMT A ¥ —7 = A ZZ M LT~ OFEEHZ A LET,

Management Center Z /L T, T XTOI ¥ —VRELA VAFX U AZHRETEET, Secure
Firewall Chassis Manager ¥ 7213 FXOS CLI TOREIT VAR — SN TWEH A,

48 HREIIC

VX =V EYNTFA VAL AT NICEBLET, LT A AKX AE— ROAME (21
R=) L TIZIN,

FIE

Management Center T, ¥ v —FBIP 7 RV AL LIIARA MAEHEHL Ty —%iBML

7%

a) [T/31 R (Devices) |>[T/3/ REHE (Device Management) [OJEIZEIR L Tnb, [B
i (Add) ]>[¥¥—% (Chassis) |DNAIZIER L E7,

12: % —SMEM

evice Add v

Device
£ High Availability
Cluster

=

Group
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b)

d)

2)

Management Center N ILF A VRE VXL v—L DEM .

13: v —SMEM

Add Chassis 9 X

This operation is only supported on 3100, 4100 &
9300 chassis

Hostname/IP Addresst

10.89.5.9

Chassis name

engl

Registration key*

Device Group

Select...

Unique NAT IDt

. winchester

t Either host or NAT ID is required. | Cancel | m

[FA F4/MPT KL A (Hostname/IP Address) ] 7 4 —/LV KiZ, BMT5 % —DIPT K
VAETNIRA N EALET,

RARMLEIZIPT RLAROMNLRWEEIX, ZO7 4 — /L REZEHOEFFIZLT, —
BEONATID 28 ETE £,

[Z % —4 (Chassis Name) ] 7 4 —/L NiZ, Management Center TD ¥ ¥ — 3 DR R4 &
ANTLET,

[B#k%— (RegistrationKey) ] 7 4 —/V KIZ, Management Center DEFE G E LT v —
VERELZEZIHEHLEO LRI USRS —Z AN LET,

Bk —iE, 1EIRY A RRERIEE L —2 Ly P CTF, F—ITid, JEFLANM 72 ()
EEDLTENTEET,

<IVF RAAL VRBBETIE, BIED RAAL TR, v —3Z2 ) —7 RAA ZEY
HTET,

BUED RAA U NY =7 RAL U THDHEE, Vv —VIFABMICIEED R A A BN
SENFET, BIEDO RAAL UR —T7 RAAL U TRWGE, BEE, VY — Y aRETH-
WIZ, V=T RAL NIUDBRZDLENHY T, v =V 12D RAL ZDOHE
TAHZENTEET,

EE) v —v&ETNARTL—TFITBEMLET,

Ty —VORERICNAT ID 2 L7256, [—EDONATID (Unique NATID) ] 7 1 —
/U RIZFA U NATID 2 AJJ L9,
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Secure Firewall 3100 2T )LF A VR Z VR E—F% |

NATID (21X, #EHmpe g7y () 80BN TEXET,

h) [#E (Submit) 1227V v LET,

T — I M[T/INA R (Device) | >[T/31 REHE (Device Management) ]-<X— VIZEMN X

NET,

ATy T2

7350, [#RE (Edit) | (F) 22V v2

VX —VERRBIORET DX, [ v — (Chassis) 150 [E# (Manage) 1 %7 U >

Li‘a‘o

VX —vD [V —~vF—Tx (Chassis Manager) | X— UM, B (Summary) ]3—

URERSNET,

14: v —2EH

Chassis Manager: TPK-4

Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor

=JL ==

U —A A= 1A ADEE

Summary Interfaces Instances System Configuration
b
Management IP:  192.168.1.34 Version: 7.4.0 {build 1572) Last updated:Jan 12, 2023 12:23 PM
Network Module 1
M w2 W3 4 s 16 T e
T N
1/9 110 um 112 113 114 115 1116
== Core Utilization 20 Power Modulel Power Module2
Show details
Faults Live status at: 12-Jan-2023 12:23 Interfaces Live status at: 12-Jan-2023 12:23 Instances Live status at: 12-Jan-2023 12:23
Categorized Faults
© 111 - Critical 2/2 - Waming & @ 3 Instances Found
A 0/0 - Major 0/0 - Info Up: 1 Down: 16
0 Dedicated 13 Dedicated
W27, Manor 0 Shared 3 Shared 3 0 0
View in Health Monitoring & Good A\ Erver @) Oftine
Hardware Statistics - 7 i 124 312:23
2 1 of 1 operable 1 of 1 operable 8 of 8 operable
Security Engine @ Excellent Power Supplies © Excellent Fans @ Excellent

T —I LYV, WEIA A —T A A, A VARV ADVLAN Y T A B —T = f X

EtherChannel - > % — 7 = A ZAD LK/ A —

WELA X —T = A AT o TWOET,
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MBS A—T A ROBRE .

\)

GE) L= T7 7 R—bEHEL, thOFXy NU—7FY 2 — VEEEFEITT HITI1E, Cisco
Secure Firewall 3100/4200 D% > h U —27 Y 2 —/LVOEH 2B L T ZE W,

\)

GE)  [T3A ZAD[EM (Sync Device ) ] % > OFEAIIZ-SVTIL, Management Center & DA > X —
72 A ADEEORM 2B L T ZE0,

MBS B —T 1A ADETE
AUHE—T oA AW ENBLOENCT L0, /X —T =2 ADWHELT 27
Ly AERETDHREDN— R =2 TRENARETT, A v F—7 oA A&MHT DL,
AVHE—T oA A% — VIR U TEICENIC L, A U AX U AT HENCT 5
VNGB F£3, T 740 FTIER WA U H—T oA AFEHIT > T ET, VLANY T
AU —T oA ADYE, BEREBIIBA VX —T7 o4 ADDKSNET,

FIE

ATy T1  [T/NL R (Devices) 1> D [T/31 REI (DeviceManagement) | T, [ v — (Chassis) ]
FIo [ (Manage) |27V v 27350 [#E&E (Edit) | (£) 227V vr x4,

15: v —LDEE

192 168.1.34 Defense Multi- 7.4.0 l Manage
b Instance Supervisor

TPK-4 Firewall 3120 Threat —.
N 3 N/A
—_—

T —U D[y — v —T % (Chassis Manager) | ~X— I3 E | [ (Summary) | X—
UNRERINET,

ATFvT2 [A¥—T7=AA (nterfaces) |27V v 7 LET,
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B 2= s5-—czqz0nx

16: 4 23— (R

Chassis Manager: TPK-4
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
——
Interface Name Port Type Instances VLAN ID
® Ethernet1/1 Data instance2
@ Ethernet1/2 Data instance1
® Ethernet1/3 Data instance1
® Ethernet1/4 Data
® Ethemet1/5 Data instance2
@ Ethernet1/6 Data Sharing instance2
@ Ethemet1/7 Data Sharing instance2
@ Ethemet1/8 Data Sharing
@ Ethernet1/9 Data
® Ethernet1/10 Data instance3
® Ethernet1/11 Data instance3
® Ethernet1/12 Datp instance3
® Ethernet1/13 Bata instance3
® Ethernet1/14 Data
@ Ethernet1/15 Data

ATv73

Secure Firewall 3100 2T LF A VR AV RAE— K%

CONSOLE unknown USB @

WETIA X —7 oA A [#R&%E (Edit) ]

Save Cancel

Network Module 1

" -SR-S 17}

et
W

ws e 1 112 113 114 115 1416

Admin Speed Admin Duplex Admin State Auto Negotiation Admin FEC

1Gbps Full Enabled No Auto rd
100Mbps Half Disabled No Auto s
100Mbps Half Disabled No Auto s
1Gbps Full Enabled Yes Auto e
1Gbps Full Disabled No Auto rd
1Gbps Full Enabled No Auto rd
1Gbps Full Enabled No Auto rd
1Gbps Full Disabled Yes Auto rd
Detect SFP Full Disabled Yes Auto rd
10Gbps Full Enabled Yes Auto rd
10Gbps Full Disabled Yes Auto rd
10Gbps Full Disabled Yes Auto e
Detect SFP Full Disabled Yes Auto rd
10Gbps Full Enabled Yes Auto rd
10Gbps Full Disabled Yes cl108-rs rd

(#£) 27Uy LET,




I Secure Firewall 3100 [CT)LF A VR BV RAE— K%

ATvT4
ATy Th

ATvT6

ATy T17

ATvT8

masva—7r120%z |

17: 98B/ 232—7 4 ADHEE

Edit Physical Interface

Interface ID

Ethernet1/8 Enabled
Port Type

Data

Admin Duplex

Fu v
Admin Speed

1Gbps

LLDP Transmit
LLDP Receive
Auto Negotiation

Flow Control Send

[£%) (Enabled) ] F=v 27 Ry 7 ZA&2A LT, A2 —T=A ZAEHMELET,
[R—r~Z A7 (PortType) ] C. [T —% (Data) | £721F[7—# 4 (DataSharing) ] % EiR
LET,

18::R— + 2 A4 7 (Port Type)

Port Type
pata v

Data

Data Sharing

[T =7 L v 7 A (Admin Duplex) ]| Zi%E L £7,

1Gbps LA EDESE L, TINT 27 Ly 7 ADREYR—NLET, SFPA ¥ —7 = A AL [2
& (Ful) |OHZEVFR—FLET,

[&FEE (Admin Speed) ] ZREL £,

SFP DO41% [SFPE M (Detect SFP) ] 38R L CTA > A h—/LEN TV 5 SFP £ 2 —/L
OEEHERH L, WYL HEZFEHLET, T2y 7 AIFICETET, HEIxrIr=—
Ta EFEICATT, ZoOFTFvarid, BTRY NI =TV a2 — N ERIOET MIER
L. EEABEICEGT 558 I ERMTT,

(f£:&) Link Layer Discovery Protocol (LLDP) /37w M & HGWZ3 5121%, [LLDPi%(/E (LLDP
Transmit) ] ¥721% [LLDP32{& (LLDP Receive) ] A 2L £ T,

Secure Firewall 3100 [ZT)LF A VA A VU RE—F % .



. EtherChannel D% E

ATvT9

ATy 710

ATvIN

Secure Firewall 3100 2T )LF A VR Z VR E—F% |

EE) 7ue—#l#EloAR—X (XOFF) 7 L —A%EHhT HI12iE, [7 2 —HlilEE (Flow
Control Send) ] =4 IZLET,

Tu—HEIC LY B L TWAAS — Ry FAR— MI EBELTWS S — RN 2 E8iEE
b —HOMT—HHEIETE A LI TEHZLICEo T, BERO T 7 0 v 7 L— &l
TEET, BEER— R CTREBENELT (WA A v T THRa—A 7Y Y —203%8) | %
WU ETINT 7 4 v 7 225 TERLRoT5G8, R—AT7 VL —L%&FEETHI LITL-T,
ZORENMREEINAETEELEFIETDHLOIC, ZOR— M oHEFR— MIBEMLET,
K= TV —b%ZETHE, FEMT AL RIT—Z 7y hOREEZTIET DT, §E
BERE DT — & Xy MEEDSFFIESE T,

(GX) Threat Defense |£, VE—RMETN T 7 4 v 7% L — MITEX DL oI12, A—X7
L—ADEFEEYR—FLTET,

L, R=AT7 b—=bDZEIFVR— S TWERA,

WEBA A~ FIZIE, TEIL 250 234 FD 8000 /N 7 7 DT a— )L —LinhH ) AL v
FIINy 7 7 &R — MIEFNZEID Y TET, Ny 7 7HEN /2 — b T — & —
~—7 (2MB (8000 N7 7)) Bz HE, 7r—HEINENI/LSTNDHTXTOA
B =T 2 A ANHBR—AT L —LAREEINET, £, XN T 7 BRR— MO, T —H—
~—7 (3125MB (12503 > 7 7) ) #x D&, FEDA L H—T 2 A APHHR—AT L—
LREEEINET, R—XDEE#R, Ny 77 HEMEY +—F—~v—27 L0 L TRHIDS &,
XON 7 L—AZEFETEET (Fr— UL TiH 1.25MB (5000 Ny 7 7) | R— KT &1225
MB (1000 3> 7 7) ) Uy 7 N—=FrF—F, XON 7L —L%52ZETHLENT7 74 v 7 5
T ET,

SO23X ICERSINTWVWAZa—HIfll 7 L —2DHNYR—FENTWET, 534 FY T«
NR—Z2O7 a0 —HlENI R — SN TWHER A,

(EE) [HEhRrTF=— 2 (Auto Negotiation) | & A I LT, #WE, Vo7 AT —X
A, BT o —fl#fllz x> = b5 0 F—T oA AR ELET, 1Gbps Alifi
DOHEETIE, ZORELEMETEEHA, SFPA ¥ —7 = A ADLE HEEN 1Gbps [ZFRE
SNTWDLGRICOHR, BEIRIV=—2 a3 VAN TEET,

[fR1E (Save) 1227 Vw7 L, [f ¥ —7=xA A (Interfaces) | X—TDf EIZH D [T
(Save) 1227 Vw27 LET,

INT, R v—2rry—VICBRATEET, LHEARY P—2REATLETHEDRY £
/IJO

EtherChannel D&%

EtherChannel (ZR— FF v /L EBFEEIND) 1, RCAT AT XA T EBEDERK §HD A
VN A B =T 2 A A FLR I ENTE, RACHEELT 27 Ly 7 RCEET HLERH Y
F9, AT AT XA FIERIA5 £F72I1ESFPOWT T, BARD5 (47 FREHT 7 A4 7)
DSFPABESHELZENTEET, REBEDA LV H —T oA ATHEZKLSRETHZ LT
A B =T 2 AKE (IGBEI0GBDA VX —T oA A2 E) HRBESEDLZLITITEEE

. Secure Firewall 3100 (2T )LF A VY AA VU RE— K%



| SecureFirewall 3100 (2T LF A VX2V RE— K%

ATy T

EtherChannel D% E .

AR, IEEA [SFPZ R (Detect SFP) JIZEE STV A A IIFISTT, ZOLEITR
HAVE—T 2 A AKEEHHTE, HAOKKEENEH S ET,

U VHEKHEIE 2 F 2 (LACP) Tlt. 2 oD%y NU—27 F34 2TV o 7 44951
ZuhalsF—4% 2=y b (LACPDU) 2T L5 LICLoT, £ ¥ —7 x4 ANREKN
EhE9, LACP TiX, =—¥ 0N AL7%2< TH, EtherChannel ~» VY > 7 @ HERENE L
BRI SN ET, /-, a7 4 Xalb—ra  OBEY PRI, AV A X —T <
A ZADWIHENIELWTF ¥ RV T NA—TICB RSN TWHZ ERTF v ShvET, [F)

F—RTRAVE =T 2 A ARZ T LI L ETT ¥ RNV TNV—THNDRAL LN, A H—
T2 A RAfERTE, a7 Falb—variFF=vrIhEthr,

% — 7% EtherChannel % /£ 9 % & . EtherChannel 1% [— 5 1: (Suspended) ]IRHE (Active
LACP — FOHE) 72X [# 7> (Down) 1IREE (On LACP E— FOHE) 12720, Yt
VI WRT v 7 L THMmET A AZEID B THETEDOE LI/ Y £9°, EtherChannel (%,
A VAZRZBMESND &, 2O [—KEEIE (Suspended) 1IREEDHEIR L £T,

s BRI
WA =T 2 RN, N—FRU =T RNTA—FE2RELET, WA 7 —T =

A ADKRE Q1 ~—2) Z2ZRLTIEEN,

FIE

[T/34 R (Devices) |> @ [T/31(4 AEHE (DeviceManagement) | T, [~ ¥ —3 (Chassis) ]
FIo [P (Manage) |27V v 27350 [#wE&E (Edit) | (£) 227V vr L%,
19: v —SOER
TPK-4 Firewall 3120 Threat Fp_"'
—

192 168.1.34 Defense Multi- 7.4.0 l Manage
b Instance Supervisor

| TN

VX —vD [V —vFx—Tx (Chassis Manager) | S— UM [EX (Summary) ]3—
UNRERENET,

AT T2 [ % —T=xA A (Interfaces) | %27 U7 LET,

Secure Firewall 3100 (2T )LF A YRRV RE— K% .
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. EtherChannel D% E

20: 43—z R

Chassis Manager: TPK-4
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
——
Interface Name Port Type Instances VLAN ID
® Ethernet1/1 Data instance2
@ Ethernet1/2 Data instance1
® Ethernet1/3 Data instance1
® Ethernet1/4 Data
® Ethernet1/5 Data instance2
@ Ethernet1/6 Data Sharing instance2
@ Ethemet1/7 Data Sharing instance2
@ Ethemet1/8 Data Sharing
@ Ethernet1/9 Data
® Ethernet1/10 Data instance3
® Ethernet1/11 Data instance3
® Ethernet1/12 Data instance3
® Ethernet1/13 Data instance3
® Ethernet1/14 Data
@ Ethernet1/15 Data

AT 73 B (Add) ]>[EtherChannelf > % —~7 = A A

21 : EtherChannel 03& 10

ync Device | [ Add |

C | Sub Interface

EtherChannel Interface

CONSOLE unknown USB @

Save Cancel

Network Module 1

" -SR-S 17}

o [l
v

ws e 1 112 113 114 115 1416

Admin Speed Admin Duplex Admin State Auto Negotiation Admin FEC

1Gbps Full Enabled No Auto rd
100Mbps Half Disabled No Auto s
100Mbps Half Disabled No Auto s
1Gbps Full Enabled Yes Auto e
1Gbps Full Disabled No Auto rd
1Gbps Full Enabled No Auto rd
1Gbps Full Enabled No Auto rd
1Gbps Full Disabled Yes Auto Vd
Detect SFP Full Disabled Yes Auto rd
10Gbps Full Enabled Yes Auto rd
10Gbps Full Disabled Yes Auto rd
10Gbps Full Disabled Yes Auto e
Detect SFP Full Disabled Yes Auto rd
10Gbps Full Enabled Yes Auto rd
10Gbps Full Disabled Yes cl108-rs rd

(EtherChannel Interface) 1% 2 U » 27 LEd, >

ATV T8 UTFD[Af X —T7 =A% (Interfaces) ] /3T A—XEFRELET,

Secure Firewall 3100 2T LF A VR AV RAE— K%




| SecureFirewall 3100 2T LF A Y RE2VRE— K%
EtherChannel D% E .

R22: 48— 14 ADHKE

Add EtherChannel Interface

Interfaces Configuration

EtherChannel ID: (1-48)
1 Enabled

Port Type
Data

Select Member Interface(s)

Available Interfaces (14) Selected Interfaces (2)
Ethernet1/1 Ethernet1/4
Ethernet1/2 Ethernet1/5
Ethernet1/3 5y
Ethernet1/6
Ethernet1/7 «

Ethernet1/8
Ethernet1/9
Ethernet1/10

a) [EtherChannel ID] (2%, 1 ~48 D ID Z$FE L £7°,
b) [Enabled] A4 2 LET,
¢) [R—hr&A7 (PortType) 1 T, [7—%# (Data) ] £72i%[7—# A (DataShared) ] %

WIR L E T,
R— NEATOEHEMIONTIE, AV F—T A AZALT BX—) 2BHRLTLE
éb\o

dy WPA X —T oA AR — FTF ¥ VBT 5120, [ERTRERA VX —T = A A
(Available Interface) ] U A h TAdd (@) 2R L, [BIRL7A > F—7 =1 A (Selected
Interfaces) | U A MIB#EIL £7°,

FTRTDA o F—T = A ZAZBMELITHIRT 21203, ZE\ERAANZ %27V v 7 LE
j—o

(GE) TTIAAZ L ACEHDETOHNTNDA F—T = ATBIMTE EEA,

ATy 75 ({EE) LLFO[%E (Configuration) ] /37 A —X ZFHE L E7,

INHOFEDEL (LACP REZKM<) 1E. EtherChannel [ZEH DA H —7 = A ADBE{:
ERELET, AR E—T oA AOFKEIL EEZTINET A, =& 21X, [LLDPERF
(LLDP Transmit) | &4 2T 255 1F,. TORELFFOA L F—T = A4 ZADOHBBIMSvE

Secure Firewall 3100 (2T LF A YRRV RE— K% .



. EtherChannel D% E

. [EPIEE (Admin Speed)

Secure Firewall 3100 2T )LF A VR Z VR E—F% |

1% 1Gbps ICRET D E. 1Gbps DA v F—T =2 A ADHEE

WHTEMTEET,

b)

<)

23:a074F2L—3 VRE

Add EtherChannel Interface

Interfaces Configuration

Admin Duplex

Admin Speed

1Gbps

LACP Mode

Active

LACP Rate

Default

Auto Negotiation
LLDP Transmit
LLDP Receive

Flow Control Send

Cancel Save

AU B =T 2 A LT [BET =27 L v 7 A (AdminDuplex) ] & 3R L £4
([ — % (Full Duplex) ] £72i1% & (Half Duplex) ]) .

BELET 2T YT ADRAUNN— (B —T oA ZA5BMNTHE, R— FF ¥ RIVITER
W MmEnEd,

Ry 7HZT YA RNTAUN—A U Z—T = A A0 LTz [EHEHE (Admin Speed) ]
EIRL E7,

BELEHETIIRWA LU R—( V=T 2 ZAZBMTH L, R— b F v RIUTIEFIC
ZIMTE A,

[LACPE— R (LACPMode) |1 ([T 277 47 (Active) ] £721% [On] ZEIR L L7,

[T 27T 47 (Active) 1: LACP 7 v 77— MR EBLOZELET, 77747
EtherChannel X, 7 7 7 4 7 £721%/3 2 7 EtherChannel & 85 2 MeSr CT& £7,
LACP N7 7 4 v 7 /NI TH2MERDLGEUIMNE. 7277 47 F— REFEHT
LMEMRH Y FT,

«[4 > (On) ]: EtherChannel (X#Z4 > TH Y, LACPIIfH SN EHA,
EtherChannel 1%, B> 4> @ EtherChannel @ % & #5552 Mt T £9°,

(A o

. Secure Firewall 3100 (2T )LF A VY AA VU RE— K%



| SecureFirewall 3100 (2T LF A VX2V RE— K%

ATvT6

YIS =T/ ADHEE .

(¥) £— R% [On] 75 [Active] ICEE T 57, [Active] 7°5 [On] IZEHE T 5 &
EtherChannel 3B {EIRREIZ /2 5 F THRR 3 0 b 2 endH v £,

d) [LACP#JE (LACPRate) | ([T 74/ (Default) ], [ (Fast) |, F7zid [HEH%E
(Normal) 1 Z&IRL £,

774 I [ (Fast) ] T9,
e) [LLDPi%{Z (LLDP Transmit) ] F721% [LLDPZ{E (LLDP Receive) ] # A4 IZL T, AV
IN—A VB —T = A A|ZHL7} Link Layer Discovery Protocol (LLDP) #%E % i®IR L £ 7,
f) AU N—A U F—T = A ANTKER [V 0 —Hilf#l%{E (Flow Control Send) ] X iE 4 4 (1T
LET,

[M#7FE (Save) 1227V w27 L, [A > —7 A A (Interfaces) | X—V DA LIZH D [R1F
(Save) 1227 Vv 7 LET,

INT, RV —%2Tx—VICEBRATEET, ZHIIRY V—%ERHTLIETHMICRY £
Po

YITA A —T 24 ADEFE

&

T —UITIERK 500 OV T A 2 —T = f AEBINTE 7,

A H =T 2 A AT EDOVLANIDIZ—ETHILENHY T, 4 AX 2 ANTIX, VLAN
IDIFED B TOHNETRITDOAL L F—T oA AREKT—BETHLINENHY £, B nr A
VH—=T A ATEYETHNTWABIRY, VLANID 30 A > % —7 =4 A ETHFIHAT
EET, L, AUDZHEHLTHNTSH, YT A Z—T A ARFIROT T F x5
W2 9,

OBV a T, FXOSVLAN V7 A v X —T = A AZONWTOHMALET, £ AH
VANTY T A v F—T = AeEBNER CTEET, VY —v A X =T f ALV AH
VAA B =T x4 A B3N—=) EBERBLTIEEN,

FIE
[T/34 R (Devices) 1> D [T/31 AEHE (DeviceManagement) ] T, [¥ ¥ —2 (Chassis) ]

FIo [E# (Manage) %27V v 7320 [#&% (Edit) | (4) 227027 LET,
H24:>v—2DERE

192 168.1.34 Defense Multi- 7.4.0
i tdoct L Instance Supervisor

TPK-4 Firewall 3120 Threat F o .
Manage NJA
e

VX —vD[Vr—Y~F— % (Chassis Manager) ] X— 2B &, [EH (Summary) ]~X—
UNRERINET,

AT T2 [A % —7=AA (Interfaces) | %27 U7 LET,

Secure Firewall 3100 (2T )LF A YRRV RE— K% .



Secure Firewall 3100 2T )LF A VR Z VR E—F% |

B yo5-—z1zome

25: 43 —TJxz(AR

Chassis Manager: TPK-4
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
——
Interface Name Port Type Instances VLAN ID
® Ethernet1/1 Data instance2
@ Ethernet1/2 Data instance1
® Ethernet1/3 Data instance1
® Ethernet1/4 Data
® Ethernet1/5 Data instance2
@ Ethernet1/6 Data Sharing instance2
@ Ethemet1/7 Data Sharing instance2
@ Ethemet1/8 Data Sharing
@ Ethernet1/9 Data
® Ethernet1/10 Data instance3
® Ethernet1/11 Data instance3
® Ethernet1/12 Data instance3
® Ethernet1/13 Data instance3
® Ethernet1/14 Data
@ Ethernet1/15 Data

CONSOLE unknown USB @

Save Cancel

Network Module 1

" -SR-S 17}

o [l
v

ws e 1 112 113 114 115 1416

Admin Speed Admin Duplex Admin State Auto Negotiation Admin FEC

1Gbps Full Enabled No Auto rd
100Mbps Half Disabled No Auto s
100Mbps Half Disabled No Auto s
1Gbps Full Enabled Yes Auto e
1Gbps Full Disabled No Auto rd
1Gbps Full Enabled No Auto rd
1Gbps Full Enabled No Auto rd
1Gbps Full Disabled Yes Auto Vd
Detect SFP Full Disabled Yes Auto rd
10Gbps Full Enabled Yes Auto rd
10Gbps Full Disabled Yes Auto rd
10Gbps Full Disabled Yes Auto e
Detect SFP Full Disabled Yes Auto rd
10Gbps Full Enabled Yes Auto rd
10Gbps Full Disabled Yes cl108-rs rd

ATy 73 [EBM (Add) |>[HTA2—T 4R (Subinterface) |27V v 7 LT,

26: 9T 3 —T x4 ADEM

ync Device | [ Add |

C § Sub Interface

EtherChannel Interface

ATFYTE RONRTA—FEHRELET,

Secure Firewall 3100 2T LF A VR AV RAE— K%




| SecureFirewall 3100 (2T LF A VX2V RE— K%

ATy TH

1vz2avznemn [

B27: 97403 —T x4 REE

Add Sub Interface

Parent Interface
Ethernet1/1
Port Type
Data

Sublinterface 1D

100 (1-4294967295)

VLAN ID
' 100| (1-4094)

Cancel Save

a)

(17 (Save) 1227 VU wZ L, [f ¥ —7=xAA (Interfaces) ] X—TDf LIZH D [(RTF
(Save) 1% 27 Vv 7 LET,

IRT, RV vr—2ry—VICRRATE ET, £HIEIRY O—2RHETL2ETHADARY 8
Po

A RBEAMEM

ATy

NATFA VAL AT = RTHE, 1 OUEDA VRS R E Uy —ATBINTE £, FR—
NENBA L AZ L ADEKIT, ETFT ML S TR ET, A 2 AKX AT &L FiHREA:
(17 =) ZZBELTLLEIN,

1R BHHIIZ

~NNTFA L AZ AT ROAEME (21 X—) F LT Management Center ~D~ /LF A
AR — VDB (24 X—V)

FIE

[T/84 R (Devices) |> @ [T/34 AEHE (DeviceManagement) ] T, [~ ¥ —3 (Chassis) ]
FIo [ (Manage) |27V v 27350 [#w&E (Edit) | (F) 227027 LT,

Secure Firewall 3100 (2T )LF A YRRV RE— K% .
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TPK-4
192.168.1.34

Firewall 3120 Threat
Defense Multi-
Instance Supervisor

Secure Firewall 3100 2T )LF A VR Z VR E—F% |

?I4I0

TN

VX —vD [V —vFx—Tx (Chassis Manager) | S— VMBI, B (Summary) ]3—

URERSNET,

ATFY T2 [AAZ A (Instances) %27V w7 L, [f > AX L ADEN (AddInstance) [ %227 VU v 7

L/iha‘o

29: Instances

Chassis Manager: TPK-4
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
—
Name Version Resource Profile
~ @ instancel 7.4.0.1572 Default-Small
Ports
Interface Name Type
Ethernet1/2 Data
Ethernet1/3 Data
> @ instance2 7.4.0.1572 Default-Small

Management IP

192.168.1.35

192.168.1.37

Management Gateway

192.168.1.254

192.168.1.254

Licenses

N.A

N.A

AC Palicy

N.A

N.A

Bl -

Platform Settings

N.A

N.A

Add Instance

RATv T3 [ (Agreement) | T, FEFIONEIZOWTEMEL, [FE L £ 7 (Iunderstand and accept the
agreement) | A T L, [k~ (Next) 127 U7 L%,

. Secure Firewall 3100 (2T )LF A VRAVRAE—F %



I Secure Firewall 3100 [CT)LF A VR BV RAE— K%

1vz2avznemn [

30: 8244
Add Instance X

o Agreement 2 | Instance 3 | Interface 4 | Device 5 | Summary
Configuration Assignment Management

End User License Agreement

Effective: May 10, 2022

Secure Firewall Terms and Conditions

By clicking 'Accept’ below or using this Cisco Technology, you agree that such use is governed by the Cisco End User License
Agreement and applicable Product Specific Terms available at:
https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html

You also acknowledge that you have read the Cisco Privacy Statement at:

https:/fwww.cisco.com/c/en/us/about/legal/privacy-full.html

If you are a Cisco partner accepting on behalf of an end customer, you must inform the end customer that the EULA applies to
such end customer's use of the Cisco Technology and provide the end customer with access to all relevant terms. If you do not
have authority to bind your company and its affiliates, or if you do not agree with the terms of the EULA, do not click 'Accept’ and
do not use the Cisco Technology.

| understand and accept the agreement.

ATV T8 [ AZ L AFE (Instance Configuration) [ TA 2 AKX L ANRT A—H ZFBTE L, [k~ (Next) ]
Vv LET,

Secure Firewall 3100 [ZT)LF A VA A VU RE—F % .



Secure Firewall 3100 2T )LF A VR Z VR E—F% |
A REVAMEM

R3:4 R VRERTE
Add Instance X

Agreement o Instance 3 | Interface 4 | Device 5 | Summary
Configuration Assignment Management

Display Name*
ey e Permit Expert mode for CLI

instance4

Device Version* Resource Profile*

7.4.0.1572 Default-Small +

IPv6 Both

IPva
Management IP*

192.168.1.38
Network Mask*
255.255.255.0

Network Gateway™

192.168.1.254

FQDN Device SSH Password*
ciscocom || e

Firewall Mode* Confirm Password*
Routed || seemene

Show Password
DNS Servers W wor

1.2.2.2,3.3.3.3,5555, 4.4.4.4

* Display Name

o [T A= 3 (Device Version) ]: U A REINTWBEN—T g 43, BIEVYYy—
IZZ = RENTHWE Ry r—VTY, Bl Sy r—2iK7 v 77 b— T 512
%, [T/N\1 R (Devices) 1>[>¥—>DT7 v TS L—F (ChassisUpgrade) | #& M LT
K&, ToT T L —FKThL, A= Ua bHiln—Va VORERA=a—
ICFRENET, Wy =Y Sy n— R4 5I20E, FXOS CLL Z 4 2 4273
HY FEF, CiscoFXOS N T TN a—TF 47 HA K (Firepower Threat Defense % 5517
L T % Firepower 1000/2100 35 J T Cisco Secure Firewall 3100/4200 [a]i}) Z#ZH L TL 72
SV,

o [IPv4], [IPv6], F7-iX [} (Both) ]: ¥ ¥ —vOEHA X —T A ALFE LRy b
U—27 FOEBIP T FLAZRELET, XYy NV—U AT = U oA ZiiE L
FT =TV AT MU =A THLAREMER DD ) . v — OS2 —
Tz A RAFEA VAL ALIFEIN, FAVAX A FRYy NT—2 ETHMBED P T

. Secure Firewall 3100 (2T )LF A VRAVRAE—F %


https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html

| SecureFirewall 3100 (2T LF A VX2V RE— K%
1vz2avznemn [

RLAZFEEHLET, 74/ KT, ZOIPT KL AT SSH THE6E L T Threat Defense CLI
W77 ATEET,

« (fE&) FQDN

[Z77 AT U4 —/LE—FK (FirewallMode) ]: [/b—7 v K (Routed) ] F7=iX [FEi&f
(Transparent) |, 77 A 7 VA —/LE— ROFEMIZONTIE, TV AT L b 77
AT V4=V E—RELFINV—T v R 7747 04—/ E—RFZZRLTIEZIN,

 [DNSH—,3— (DNS Servers) |: EE ~ 77 4 v 7 FHHD DNS r—_—Da < XYg]y
JA &2 AN LET,

« (£E) [CLIO=F A/ X— hE— FOFFA] (Permit Expert Mode for CLI) ] : =% A /3— |
E— RTIE, BER NI TNV 2—T (7|2 Threat Defense v = /VnH T 7B ATE &
R

COF T arvEAEMMCTLE, SSHE Y a Ly b A VAKX L ACHEBET VAT 5
=P =N A= R E— REFBTEET, ZOF T a 2T 5L, FXOS
CLINBA LV AE L ARLT 7 BATAHAL—PF—DIRPTF A N— N E— RERBTX F
To A VAL UAMOZBEEEZECTICIE, ZOF T v a 2 WhicT 5 L aBED LE
7

~=a 7 VOFIETRD S3L7235E. £ 7213 Cisco Technical Assistance Center 7> H 3K &
NG EDOH, TXFAN—KE—RFEFEHLET, ZOF— FEET 5121, Threat
Defense CLI T expert 2~ > KZ&EH L %9,

[VY—RAT7 a7 74/ (Resource Profile) |: UV Y —A7 177 A /LT CPU AT D&
ELET, RAMIZaT7 ORI > THICHID B THI, 74 A7 KBTS AZ A
TLIZAGBIZERESINET, ¥ —IZiE. Default-Small, Default-Medium, Default-Large

DFTHLE VY= TaT 7 AARGERTVET, Add(T) %22V v +5L, =
DY = DT T 7 ANEBINTEET, BT Y —AT0 T 7 A NVERETDZ LT
T&EHA,

Secure Firewall 3100 (2T )LF A YRRV RE— K% .
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B x5 z0eEm

Secure Firewall 3100 2T )LF A VR Z VR E—F% |

32:)—RFOT7 74 ILDEM

Add resource profile X

Name*

silver

Description

MNumber of Cores*

24

Cancel Add

« AT ORI 6 TT,

GE) aT7Enbirng v AZ AL, aTERENA o AZ AKX 4 CPUMEH
ERHE L RDGEDRH D ET, aTEPDRNA LV AZ X, BT
T4 VAROEADOREEZ FOTRVET, FT T4 v D Rr v TR
FAELTHGEITE, K< 0a7z2E 0 4 TTliZan,

e T IXMEEL (6. 8. 10, 12, 1472F) THRAMETEHIV Y CHZIENTEET,

 FIATFRER BRI THIL, ET ML TRARY 3, A A U ZAOHE: L HiiRSE
(17 =) 2B LT EEN,

BTCEESERYV Y —AT 0T 7 A NEHVYTDHE, A AF AR B— K&, O
OB S D Z ENH Y 3, ML Snz@mal AitEST £72137 7 A X O%H
W, BRAHZYVAXDY VYV —RAT a7y A NNEENLBTEHEXE, TRXTOAN—DH A
ANELTHHI L ETEXLHETREHERLTIEIN,

o [T /34 ASSH/NA U — R (Device SSH Password) ] : CLI 7 7 & A ] ® Threat Defense % Hf

Fa—P— AT —F (SSH F£/-iZ=ar Y —) ZHELET, [/SATU— FOHER
(Confirm Password) | 7 4 —/V RIZ/NATU— K& 69 —FEASLET,

ATFYTE [ H—T A ADEY YT (Interface Assignment) | T, V¥ — A X —T oA A% A

AL ANZEID YT, R~ (Next) 127 Vw7 LET,

. Secure Firewall 3100 (2T )LF A VY AA VU RE— K%
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1vz2avznemn [

H3B:AVE—TTAADEY LT

-

Add Instance X
Agreement 2 | Instance o Interface 4 | Device 5 | Summary
Configuration Assignment Management
Available Interfaces (5) Selected Interfaces (3)
Ethernet1/7 = Ethernet1/4
Ethernet1/8 < Ethernet1/6 <
Ethernet1/14 Ethernet1/9

Ethernet1/15
Ethernet1/16

>

K«

Cancel Back m

%

AL L H—T o AL, ETA 3y () BERSNET,

ATvT6 [T/3A AEH (Device Management) | C, 7 /3 AEAOHKEZITV, [~ (Next) 1 &7
Uy 7 LET,
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A REVAMEM

3M:TINA REE

Add Instance X

Agreement 2 ) Instance 3 ) Interface o Device 5 | Summary
Configuration Assignment Management

Device Group

Access Control Policy*

inside-outside +

Platform Settings

instance-settings +

Smart Licensing
Malware

Threat

URL Filter

Cd[lcu' BL”" m

* Device Group

o [7 7 2 AR U 2 — (Access Control Policy) | : BEfED T 7 & AHHIAR U o — & BR 3
L0 HLWARY —2 Bk LET,

[T v b7+ —LFKE (Platform Settings) |: BEFDO 77 v N7 4 —ARER Y v — % 15
WRT20, FHLWARY —ZEkLET,

CARX— bk ZM4EURA

ATw 7T [EH (Summary) | TRHEZMR L, [fR1F (Save) 1227 U v 7 LET,
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v

va7agEnnrzsv1Z ||

35: &4
Add Instance X
Agreement 2 ) Instance 3 ) Interface 4 | Device ° Summary
Configuration Assignment Management
Instance Configuration #  Device Management - This info is required only during instance creation. ke

instanced true
7.4.0.1572 inside-outside
Default-Small
192.168.1.38 instance-settings

255.255.255.0

MALWARE THREAT, URLFifter

192.168.1.254
routed

‘‘‘‘‘

cisco-fw-4.cisco.com

enabled

Interface Assignment - 2 dedicated and 1 shared interfaces attached Show A

Cancel Back m

A VAL A RAFT DANS, ZOMEE TRELRETEET, RETDOLE [ RAF R
(Instances) ] HEIZA > AX L ARBMENET,
RATYT8 [ AKX A (Instances) ] HH T, [fR1F (Save) 127 Vw7 LET,
ATYvT9 v —MER AR LET,
JEBtR, A VAL U RX [T N AEH (Device Management) | “X— 2T 3A A L L GEM
SNET,

ATLEEDHARETAX

SNMP 2 8Dy v — LULDREERITHO ZENTEET, £/, Vv — L FXOSHREZ A~
AN—=brFEEF I AR—= TBZ2 ¢ TEET,
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Secure Firewall 3100 2T )LF A VR Z VR E—F% |
B sweoz:

SNMP D% E
T — LD MIB I, WENRDDA L AR ADTF— R A B —T 2 A ZAENLTT
JEREATEET, ZIUL, V¥ —VDVAT AR THELET, TOA U AF AR, vy —
2 SNMP [EHICOMFERATEET, Vv —VOBFH A L X —T A4 A% LT SNMP 1T 7
AT A LIETEERA,

1R BRI
ALVAZLAD T DIZSNMP 3 ELET, SNMPESIHL T 7EE0,

FIE

ATY 1 [TINA R (Devices) | > D [T/314 REHE (DeviceManagement) ] T, [~ v —3 (Chassis) ]
o & (Manage) 127V v 27 +50 [#w&E (Edit) ] () 227U y7 LET,

R36:rv—DEE

TPK-4 Firewall 3120 Threat
192.168.1.34 Defense Multi- 7.4.0 N/A
atdbi e Instance Supervisor

V¥ —TD [V ¥ —~F—T % (Chassis Manager) |-<X— VB E, [EH (Summary) ]3—
UNRERINET,

ATw T2 [VAT LR (System Configuration) 1 %27 U v 7 LEJ,
ATY T3 [SNMP] %27 Vw27 LT, Ry XA NNLA U AX U AEERLET,

37: SNMP

Chassis Manager: 192.168.1.42

Cisco Secure Firewall 3110 Threat Defense Multi-Instance Supervisor

Summary Interfaces Instances System Configuration

SNMP " :
Choose an instance for the SNMP configuration

Import/Export

None v

figuration will be applied to the chassis.

inst1

BIR LAV AZ U ANEY Y —2 D SNMPIZT 7 BATEE T,

ATy 74 [Save RTF) 1227 V7 LET,
ATFvTE Uy — IR ARERLET,
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| SecureFirewall 3100 (2T LF A VX2V RE— K%

\"

X
I

n\l'll

ATy T

ATy T2
ATvT3
ATy T4

Sr—sBEDS vti— b ErETo 2k— [

BREDA vR— XTI RAKR—F

REDT Y AR— MEREZFH LT, Yv—Dar7 47— a  #EEZED XML 7 7
ANEO—IN A Ea—F| I AR—NTEET, TOar 74 Fal—Tary7yA)b
EHRTAUFAR—PL Ty —VIGREIZZ 7 4 Falb—a VEERZHEAL, L<bhroT
WARRICE LTV, AT ABENSEEIEZ0 T8 TEET, £, BiRscHn
Wz EN TR, RMAZREDHT LW ¥y — vy —VREEA VAR — b THZLHTX
£7,

TJ AR— T DS, VY —VREDHENTI AR—FENET, A VAF L ADI LT 4
Fal—Ta VBEEFTI AR—FENEHA, A1 VAX R, TRAADNY T T T
HICHRE 2 L CTEBNC ANy 7 7 v T 0ERH D £7°,

AVR—=FTHE, P —LDHEDTRTORENA VR— M7 7 A LVOREICEEXHRZ 5
nET,

186D B HIIZ

REZA YR — T 50y =T, UTORMER B L TWLRERH D T3,
cFALy Y=Y VT RUT RN—=Ta v
« [f] U Threat Defense A A% L AA A —

cFB{URXy NRU—ZFEV 2—)L
F|i§

[T/34 R (Devices) 1> @ [T/ 31 AEH (Device Management) ] T, [+ —3 (Chassis) ]
HIo [ (Manage) |27V v 27350 [#&E (Edit) | (F) 2270y r7 LET,

38:ov—VDERE

e . Defense Multi- 7.4.0 N/A
192.168.1.34

TPK-4 Firewall 3120 Threat - . .
Instance Supervisor e

VX —T D[V —~vF—Tx (Chassis Manager) | X— UM X, [EH (Summary) ]3—
UNRERINET,

[ AT LEXE (System Configuration) 1 &7 U > 27 LE7,

[ > AR—F~=x=Z AR — 1 (Import/Export) 1 %7 U 27 LET,

BEEZTT AR— T DX, UTOFIEEZFETLET,

a) [=Z AKR—bF (Export) | =V 7T, [RFZAR—FTAHIZIFZZZ%7 Y vZ7 (Clickhereto
export) | &2 U w7 LET,
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B o —sros k- rERETI K-

39: T AR— T 74 ILDIERL

Chassis Manager: 192.168.0.116

Cisco Secure Firewall 3130 Threat Defense Multi-Instance Supervisor
Summary Inerfaces Instances System Configuration

SNMP

Import/Export

Download

This will dewnioad the config fite exported

+ Download

b) [=7 AKR— K77 A VBN IEFIZIER 4V E L7z (Export file created successfully) ] &9
WHEE=FV T LET,

0:T9AR— T 7AIDBNEREITERShELE

Dismiss all notifications

L )

Global X
Device Configuration Export

Device Configuration Export

Exporting device configuations

© Giobal X
Device Configuration Export

Export file created successfully
Download Export Package

c) WHAvt—Y ([ AKR— Xy r—DOF 7 m— R (Download Export Package) ])
7V w7350 [Fvrra—F (Download) |27 Vv 27 LT, =7 AKR—hrT77 AL
XU r—RLET,

. Secure Firewall 3100 (2T )LF A VRAVRAE—F %



| SecureFirewall 3100 2T LF A Y RE2VRE— K%
vr—vF5y tor—sonzz [

K41:54o00—F

Chassis Manager: 192.168.0.116

Cisco Secure Firewall 3130 Threat Defense Multi-Instance Supervisor

Summary Inerfaces Instances ystem Configuration

SNMP

Import/Export

This anfig file &
+ Download

77 AT o LR CREINE T,

ATYTE REEZAVAR—FT DL, [42R—bF (Import) |>[ZZI2774)L% KBy 7 (DropFile
here) ]| =TI Sfo7 7 A NVE KT v 7 LET,
X 42: 4 oR— bk

Chassis Manager: 192.168.0.116

Cisco Secure Firewall 3130 Threat Defense Multi-Instance Supervisor

Summary Inerfaces Instances ystem Configuration

SNMP

Import/Export

Import
Ws will replace the current chassis CG-‘:":,I\'I.H on with new configuration s O nfigy 04
Cl
Download
This will downi config

+ Download

N—T Ty MDA —LDERTE
=TTy R T —AEETIE, VY EFHETAEOOIET I EMEERELE
T, BEO Yy —VETHRY O—2LFTEFET, Vv — VT LICBRIREDLERGES
X, BHORY v — %R T 20 ERNH Y £,

O — TS5y N IA—LEER) O—DER

[T v h 74 —LOE (Platform Settings) 13— ([T/3 R (Devices) 1>[FT5 v b 74—
LEE (Platform Settings) 1) #fH LT, 77 v F 74 —2RERV o—2FHLET, =
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B onsoxe

&
ATvT2

ATvT3

ATy T4

DNS D%

Secure Firewall 3100 2T )LF A VR Z VR E—F% |

D= VITE, BEY —DFNAL AD I A TRRENET, [AT—F % (Status) ]5TC.
RY —DFT A A=y NIRENET,

FIE

[T/31 X (Devices) 1>[F5 v b7+ —LEKE (Platform Settings) %@ L £,

PAEDREY o — DR A, HY v—&[a— (Copy) ] FB) . [#R&E (Edit) | (£) . 7

IZ[4I% (Delete) ] (W) TxE4,

EE POF Sy hFEAL A ThH, BBICEE LAY I RIN TH - THHEIR LA
WTL7ZEW, R =2 RRIZHIBRT 2RI, FNHDX—47 > MIBIORY) >—%
EETALIICLTLEE N,

HLWRY —Z BT 5121, [FHLwaA Y — (NewPolicy) 1227V v 27 LET,

a) Rey 77Xy VAN [y —V 7Ty 874+ —ALOFE (Chassis Platform Settings) |
IR E 7,

b) FHLWARY T —0 [4AT (Name) |, 3L OB U T[] (Description) | & AJILE
7

c) WMEILUT, RNU—%EHT 2 [EHATREZ2 > ¥ — (Available Chassis) ] Z &R L,
GEA (Add) 127V vs (FRREIRTv 7 & Kavyr) LT, BRLEZT /N ZEBMN
LE9, [ (Search) ] 7 4 —/L FITHRLFHNEZ A LT, ¥y — DY A FERDY
AT ENTEET,

d) [Savel %7 U7 LET,

VAT AIED, AU —BERSN., REDOTZDIZHNNET,

NI —=DF—=0y oY= EET LI, MET DTy M7+ —LRERY 2 — D

Ch D [RE (Edit) ] (4) 227Uy LET,

a) [RY T —DEIY YT (Policy Assignment) | %7 U v 7 LET,

b) RV —IZy v —TEFIVYTHIZIE, EHFTREZ Y ¥ — (Available Chassis) |V A K
Ty —T %8R, B (Add) 122Uy 27 LET, RIZv 7 TR My 7% M
THILEHTEET,

c) Vx¥—TOFEN Y TEHIFRT HIZIL, [EIR L7 v — (Selected Chassis) ] Y A F T
X — LV ORICH D [HIFR (Delete) 1 (W) %2V w7 LET,

d) [OK] %2V v LET,

VX —VTHRA MDD IP T R L ANOERNVERREA T, DNS — " — 25 E T 5 BN
HNFET, NSOV Y —UDNSHEIF., TA AT T b 74— LRETREEIND A~
AH AT LD DNS BREEITELRY 9,
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ons o i

BEEDODNS b —_R—ZRETIHE. Vv —C L2 —"—DFREILZT v F LT *
To 4 DO DNS —R—T N —TFIZELN o THRKL DO —N—%2FETEET, &2

X, 4 5OV — =T 1 OOV —=NR=FN—T%RELTZY, TN BEDOY—1—T4D
DY—=NR—=TN—TZRE LT TEET,

FIE

AT w71 [Devices > [Platform Settings] Z##IR L, > v — R Y O —ZAERETZITME L £,
AT w72 [DNS] Zi&IR L 7,
43:DNS

MI_chassis_settings #

Enter Description

DNS
DNS Resolution Settings

5SH
Specify DNS servers groups.

Time Synchronization

Time Zones (_) Enable DNS name resolution by device
Syslog
DNS Server Groups Add
dns1 (default) s

AT 9 T3 [T31 AT X HDNSA iR % A %h2 3 %  (Enable DNS name resolution by device) ] A7 A # %
HMZLET,

ATy 74 B (Add) 1227 U2 L, DNS r— =7 L —T7ZBINLET,
44:DNSH—/\—J )L— T DB

Add DNS Server Group X

Select DNS Server Group*

I dns1 v | - New Group

_qu:-cc} l m

AT Y TS5 BEFED DNS h— =7 ) —T %8R 50 (DNS hr—_— T —T 47V =7 hDOIERK %
BHR) . TEZV I LT [H LW —F (New Group) 1 %7 U v 7 LET,
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Secure Firewall 3100 2T )LF A VR Z VR E—F% |
B ssussussHroezuz roBE

HLWIIL—T%BMNT5L, UTOEATa Ry 7 ANFRENET, 4ATE. K40
DDNS #—_R—IP 7 RLR&ED U ~XYEE LTHEEL, B (Add) 1227V v/ LE
j—o

45:FHLWDNSH—N— T IL—T AT b+

‘ New DNS Server Group Object X

Name*
dns1

DNS Servers

10.9.5.4

[ Cancel | m

ATYT6 [IRT7FE (Save) 1227 U w7 35HE, DNSH—_—0U 2 MTBMENET,
ATFY T EBICY—R_=T N —T%BNT2I00%, ZbLOFEAE#EYIRL £,

FBETEDLDNS b—_N— L, T R_XRTHOINL—TEEbETHRK4DOTT,

ATV T8 [IR1FE (Save) |27 U w7 L, T RXCORY —LBHEERFELET,

SSHBEXUSSH7 IR )X FDERTE
BHA LA —T 2 ATEHI—F N5 v —~DSSHE v a V&2 5I21E, SSH
Y= R—ZHHZL, FrEShiry FU—T ZRELFET,

Fig
ATw 71 [Devices > [Platform Settings] ##IR L, v —T ARV o—ZAEREITmEL T,

ATwF2 [SSH] iR L £,

ATV T3 U —U~DSSHT 7B AEGINT DI, [SSHY— —DF%L (Enable SSH Server) |
ATA X EBILET,
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46: SSH

MI_chassis_settings

Enter Description

DNS
SSH Server

SSH
(:) Enable SSH Server

Time Synchronization

flzecones Algorithms

~ Encryption
aes128-cbe
aes128-ctr
aes128-gecm_openssh_com
aes192-cbec
aes192-ctr
aes256-cbe
aes256-ctr
aes256-gem_openssh_com
chacha20-poly1305_openssh_com

~ Key Exchange
ecdh-sha2-nistp256

Host Key* 2048

Volume Rekey Limit

Time Rekey Limit

ssHssUssH7o 2z Y2 roBE |

You have unsaved changes | m

Policy Assignments (1)

SSH Client

Strict Host Keycheck disable

s Algorithms Vi

~ Encryption
aes128-cbc
aes128-ctr
aes128-gcm_openssh_com
aes192-cbe
aes192-ctr
aes256-chc
aes256-ctr
aes256-gcm_openssh_com
chacha20-poly1305_openssh_com
~ Key Exchange
curve25519-sha256

s Volume Rekey Limit S KB
¢ | KB Time Rekey Limit > | Minutes
< | Minutes

ATv T4 FAIEND [TATY XL (Algorithms) | ZF%ET HI2iE, [#RE (Edit) | (£) 22V v

L/i‘ﬁ_o

Secure Firewall 3100 [ZTT )LF A VY RA VRE— K%
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B sshssussH7o YR FO®

47:7)L31) XLD:EM

Add Algorithms X
Available Algorithms (17) Selected Algorithms (3)
aes128-cbc ~ Encryption
aes128-ctr aes256-gem_openssh_com
aes128-gecm_openssh_com ~ Key Exchange
aes192-cbc ecdh-sha2-nistp521
aes192-ctr ~ Mac
aes256-cbc hmac-sha2-512
aes256-ctr

chacha20-poly1305_openssh_com
~ Key Exchange
curve25519-sha256
curve25519-sha256_libssh_org
diffie-hellman-group14-shal
diffie-hellman-group14-sha256
ecdh-sha2-nistp256
ecdh-sha2-nistp384
v Mac
hmac-sha-1
hmac-sha2-256

Cancel . Add

a) [M55{k (Encryption) | 7 /LT Y X AAERINLET,
b) [F—%#: (Key Exchange) | 7 /LY A LAZBIRL £7,
F—RETIL, WTHOYFEE L HEMTITRE TCERWIEAMELMEHLET, F—23H
EELABLIOHAAR N XF—LlAEGDLEALZ LT, SAMNGENEILET, ZOF—5H#H
FHRIZEY | AR — GREEDNAIRE L 72 0 £,
¢) [Mac] BAMT N TY X hZEIR L £,
ATy 7F5  [FRAFF¥— (HostKey) ] TiZ, RSA X —_XT DET 2T AV A XE AN LET,

TV T AE (Ey MEAD X, 1024 ~ 2048 OFFAND 8 OEETT, HHET 5 F— 170
YA XPREWVIZE, RSA F— T QLRI DRERITER S 20 97, 132048123252
LEBBOLET,

ATV T6  Y—O[F—FAEKDRY = — AR (Volume Rekey Limit) ]2, FXOS 23t v 3 > %&4H)
Wid2ETIZEDER THEAIIND N T 747 DEE KBHENTHELET,

AT9 T H—0 [F—FAEROFEMBIIE (Time Rekey Limit) ] TiX, FXOS 3t v ¥ a v &UIWr4 5
AN SSHE v v a V7 A RVIREEZHLT GNH RS Z DM THRELET,

ATv T8 [SSHZ 74 7> b (SSH Client) ] Tix, RDFREEITVET,
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(X 48:SSH

MI_chassis_settings

Enter Description

DNS
SSH Server

SSH

~
Time Synchronization @ ) Enable SSH Server

e Zones
Time Zones Algorithms

Syslog

~ Encryption
aes128-cbe
aes128-ctr
aes128-gecm_openssh_com
aes192-cbec
aes192-ctr
aes256-cbe
aes256-ctr
aes256-gem_openssh_com
chacha20-poly1305_openssh_com
 Key Exchange
ecdh-sha2-nistp256

Host Key* 2048

Volume Rekey Limit

Time Rekey Limit

ssHssUssH7o 2z Y2 roBE |

You have unsaved changes Cancel ‘ m

Policy Assignments (1)

SSH Client

Strict Host Keycheck disable

Algorithms rd

~ Encryption

aes128-cbc

aes128-ctr
aes128-gcm_openssh_com
aes192-cbe

aes192-ctr

aes256-chc

aes256-ctr
aes256-gcm_openssh_com
chacha20-poly1305_openssh_com

~ Key Exchange

curve25519-sha256

Volume Rekey Limit S KB

Time Rekey Limit % | Minutes

o [HFE /R A N¥—F = 7 (StrictHostKeycheck) |: [A%) (enable) ], [M&%) (disable) ].
FoEX[Fr 7 b (prompt) | ZBIRL T, SSHAA M —F = v 7 ZHl#I LET,

e enable : FXOS BBk T 5K AN 77 A MTZFDHR A b F—=NEE1EE LR WA,
PRI SN FE T, FXOSCLITY AT A RAa—FE 3V —E 2 2a—70 enter
ssh-host =~ > KZFEH LT, FEITRA M2 BINTH50ERH D £,

eprompt : VX —UVIZEEEMAINTOVRWVERA M —2FF R EI3EGT T L 91K
HHIET,

edisable : (F 74V ) ¥ —VIFBECHRFESNIL I EBRVER M F—%2 HEW
(ZHRFATLE9
o [T XL (Algorithms) |: [#R&E (Edit) | () 227V v 27 LEY, B
(Encryption) ], [F—7%2#2 (KeyExchange) ]. 3L U [Mac] 7 /LT Y X AEZRINL £,

o [F—FERDORY = — AR (VolumeRekeyLimit) | : ZDERHR CHFAISND b T 7 4 v
7 DOED FRAZKBHEMN THRELET, 202225 L FX0SITty v a 20k L%
‘a‘o

o [F—FAERROFFRHIBE (Time Rekey Limit) ] : FXOS 3t v o = & YIMird 5 /il SSH
Ty alBnTA RVTHDLIENTE LR Z BN THRELET,

ATw 79 [SSHT7 7 AU AL (SSH Access List) | Z#R L9, SSH ZEHTHI12iL, IPT7 KL A&
7Ry NI =0 ~DT 7B RAEFAITHLENDH Y 77,

Secure Firewall 3100 (2T LF A YRRV RE— K% .
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B ssussussHroezuz roBE

49:SSHT7 VR R K
MI-chassis »
Enter Description

DNS
SSH Access List

SSH

SSH Access will be allowed to the configured networks
SSH Access List

Sl MNetwork List rd
Time Synchronization i

any-ipv4
Time Zones .

any-ipv6

@ By default, SSH access is denied unless you add a network to the list.

ATy 710 [RE (Edit) ] (F) 227V v 27 LThy NIU—2 47V =7 FEBEML, [{R£F (Save) | %
27Uy 27 LET, IPT RLRAEFEHTANTEZ L L TEXET,
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Syslog D& E .

B50:%y hI—5 A TSy b

Add Network Objects X
Available Network Objects (14) + Selected Network Objects (1)
Search Network Objects Remove All
any IPv4-Benchmark-Tests
any-ipvd
any-ipv6 | € |

IPva-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8
IPva-Private-172.16.0.0-12
IPv4-Private-192.168.0.0-16
IPv4-Private-All-RFC1918
IPv6-IPv4-Mapped
IPv6-Link-Local
IPv6-Private-Unique-Local-Addresses
IPv6-to-IPv4~-Relay-Anycast
test

Enter IP Host or Network

Only Network Objects of type 'Host’ and 'Network’ are supported. 'Range’ and 'FQDN’ objects are not supported

Cancel ‘ Add

ATy TN [&AF (Save) 1227 Vv 7 L, TR_RTORY —EHEZRIEL T,

Syslog DX TE

T — Db Syslog #HMETE EF, ZH D Syslog 1X, % —3® FXOS AL —7 ¢
VIVAT AL INET,

FIE

AT 71 [Devices] > [Platform Settings] Z38R L, v —3RY U —%EREIIREL 7,
AT w72 [Syslog] ZiEIR L 9,
AT 73 [m—Hn%6% (Local Destinations) |27 U w27 L, LAFD7 4 —/L RIZATTLET,
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51: Syslog O O — 11 LR 5%

MI_chassis_settings ~

Enter Description

DNS

Local Destinations Remote Destinations Local Sources
SSH
Time Synchronization Console

e Zonos @ ) Enable Admin State
, s :

Syslog

Level | Critical

Monitor

("I Enable Admin State

Level

File
@ ) Enable Admin State

Level | Critical

Name* | messages

Size* | 4194304 * | Bytes
&l £ EA
[Z2>Y—/V (Console) | BV T av
[EHLRAE  (Administrative X —vRar Y — U syslog A vbE—TERRTDHENED
State) ] 7 4 —/V K MEEELET,

a ZIGBINT S E b, 3 —LTsyslog A v E—U %
FoRTHEAIE. [AE (Enable) 1F = v 7Ry 7 Z&A
WCLET, (AL (Enable) [T = 7Ry 7 RAE4 71275
&L syslog A vbE—Vidu ZIBMENETH, 2y —L
WCETRENEEA,

[L-UL (Level) 1 74—/ K |[[Z2>Y—/ (Console) ]>[EHIKAE (AdminState) ] T [H%)
{t (Enable) | F = v 7Ry 7 A%eA N LIGAK, 2>
V= WIERRT LEBEDA v 2= LUV ERIRL 7,
V= DAy —JUIIZED LRV, ED A v — U0k
RENET, ROWVTINITRY £,

« B2 (Emergencies)
* [Alerts]
* [Critical]

[‘E=%# (Monitor) | &2 2
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Syslog D& E .

Bl

B

[ HEIREE (Administrative
State) | 7 4 —/LV R

X —UNE=HF T syslog A v E—VERRTLNE IR
RELET,

syslog A v E—2 2w ZITBEMNT 5 & L HIT, E=XITFR
TH%E1E. (AL (Enable) | F =y /Ry A4 IZL
9, (A%t (Enable) | F v /Ry 7 A%+ 71275 L,

syslog A v E—Iu ZIEMENETH, E=HXIZR RS

NWEH A,

v AR

[LUL (Level) | Ka v 74

[‘E=% (Monitor) ]>[BHUIKEE (Admin State) ] T [A Mk
(Enable) |F =y 7Ry 7 A&t A LE-EEIE, = &a
TRTDHEEDA vE— 1//\“/1/%:3;%%1/?3“0 T=HIZ
%mv&wuimfyt~yﬁ§%éhiﬁo&@wfh#
W27 E£9,

2& (Emergencies)
* [Alerts]
* [Critical]
* [Errorg|
* [Warnings]
* [Notifications]
* [Information]

* [Debugging]

RATv T4 [VE— MR (Remote Destinations) | fHIK T, v ¥ — Ik o TEREINTEA v E—T%
RIETE DRRIBEOINEE 7DD 7 4 —1 RIZAH LET,
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52: Syslog ') E— hE#RE

MI_chassis_settings ~

Enter Description

DNS

Local Destinations Remote Destinations Local Sources
SSH
Time Synchronization Server1

Tima Zones @) Enable Admin State

Syslog

Level Critical
Hostname* | 10.89.4.2
Facility Local7
Server2

(M Enable Admin State

Level I 3 v
Hostname*

Facility

Server3
(I Enable Admin State

Level

Hostname*

Facility

syslog A v&—T% U E— MELIZERFT D 2 & T, S syslog — N TRIHA[RER T 4 A 7
RIS CTA =V 2T =47 L, RIFRICEX T T2 E2BETCEES, 2L %

X, FFEX A 7 Dsyslog A v E—UB3a ZIZEE Sz & IR T 7 v a VinSATE N5
IO ELZY, a7 —4EZHMH L CLR— NHDOBIO 7 7 4 MTEDORERERITF L
e, A RNEFEORZ Y 7 ML CHREHERAZ BB L2 TEET,

Z2X:01 & EA
[Admin State] 7 4 —/L K VE—h a2 77 AWM syslog A v =5 RAT HEHE

L. (%) (Enable) | T =v /Ry 7 AEA N LET,

. Secure Firewall 3100 (2T )LF A VRAVRAE—F %



| SecureFirewall 3100 (2T LF A VX2V RE— K%

Syslog D& E .

EA) B
[Lv (Level) | Fry 7% | 2T KRAFT DA v =V OREMJE LV 2R L £,
vy U AR FOULALEDOA =R F—h 77 A NVITRIEE N

FI, ROVFTINITRY £,
« B2 (Emergencies)
* [Alerts]
« [Critical]
* [Errorg|
* [Warnings]
* [Notifications]
* [Information]

* [Debugging]

[RA RA/IP T KL A
(Hostname/IP Address) ]
7 4 —)L R

VEe—h B 77 ANVPHEET DRAMELIZIPT N
Xo

GE) IPT7 FL AT B A M EHEHAT 28541%. DNS
YP—REBRETHMLENRH Y F7,

(77> VU7 ¢ (Facility) ] R
EIA VIV

TrAN A=Y DOR—2L L THEHT 5 syslog —3D
VAT A ZHEREEERLET, ROWTNNITRY £,

* local0
* locall
* local2
* local3
* local4
* local5
* local6
* local7

ATv TS [m—H)LiEETT (Local Sources) |27 Vw7 L, LFDOT 4 —/L KIZASHLET,
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53: Syslog D O —H JLIEIETT

MI_chassis_settings ~

Enter Description

DNS

Local Destinations Remote Destinations Local Sources
SSH ——
Time Synchronization Faults
Time Zones @) Enable Admin State
Syslog
Audits

@ ) Enable Admin State

Events

(M Enable Admin State

Z2n) FiEA
[EE > EEREOAML VAT MEERX T AN LET,
EE > EEREOAMIL Bifin 72 LET,

AR b > EBRBOBEMIE | AT 20 e r2H8hcLET,

ATYT6 [R1E (Save) 1227 Vw27 L, T _RTCOR) —EHEEFELET,

EFZIBRIHI DR E
NTP Z#{FEH L CHER 2 — N VAT AZEHL, Xy NT—7 VA7 A OREZ % IEfEIC
FHALET, ZDKL D RKEEIL. CRL ORGER CIEfER A A D AR T eatelp B L, i
ZNEBELRBAECHEIZRY £, HRK4EBDNIP —R"Z2RETEET,
Y
GE) « FXOS TiZ. NTP X— g U 3 &2fFHLF9,

e NMEENTP Y — "D A T X MEN13LLEDEE, 77V r—3a A v AH 2 AT FXO0S
U —V EDONTPH—NEFEHITEEEA, NTPZ 747 2 A NTP — 1 EEET 5

NS, AT LER 1 FORMUET,

MEADNTP — "%ty b7 v 7 LTWAEAIL. ¥—/ 3 ED Jete/ntp.conf 7 7 A JLTE
DA NTHAMEEFERTEE T, NTPH— DA T X AMEN 13 LLEOEE1E, ntp.conf
T7ANDANTHZLMEEZET L TH—"EZHEET 50, BIONTPH— (72 & 203,

poolntp.org) ZEHT 52 LN TEET,
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puEson: [

1R BHHIIZ

NTP —/XDE A M Z AT 55615, DNS VP — 2R TETHILENH Y £, DNS O
E (50 =) ZBRLTIIEEN,

Fig
AT w71 [Devices > [Platform Settings] Z#{R L, v —3 R Y U —ZERE2I3mEL T,

ATv 72 [FZOFRM (Time Synchronization) ] Z3#RK L £ 9,
54: 8% 0D EHA

MI_chassis_settings #

Enter Description

DNS
SH Via NTP from Management Center
Time Synchronization ® Use Custom NTP Server
Time Zones
NTP Servers Add
Syslog |7
ntp1 M

AT w73 Management Center 7> 5 % 2 Bif$ 3 5354 1%, [Management Center ONTP#EH  (Via NTP from
Management Center) | %7 U v 7 LET,

ZOF T al kY, v —3 & Management Center D 53R UREZIZ 720 £97,
ATy T4 HENTP b—_"—%fEHT 5121, [HAX LANTPH— " —%{#H (Use Custom NTP Server) ]
27V w7 LET,
a) [BI (Add) 1%727 Uy 7 LTH—_"—%BMLET,
55: NTP 4 —/—®DE

Add NTP Server X

Select NTP Server*

| ntp1 v | -+ New Server

Cancel Add

b) Ry 7 A Ao =L EREHOY—N"N—ZFR L CLHEMN (Add) 1227V v27T
L0, B (Add) 17 A 2> >[#HiY—3— (NewServer) |7 U v 7 LTH LW —

NezEmLET, T
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B 2v—onsx

56 : %1 L LN NTPH—/\—®D3EMM

Add New NTP Server X

NTP Server Name*

ntp1

IP/FQDN*

1.ntp.esl.cisco.com

Authentication Key

Authentication Value

Cancel Add

L 4

c) HLWH—R—DFEIT, ROT7 4 — IV RIZAL, B (Add) 1227V 27 LET,
« INTPH#—3—4; (NTP Server Name) ]: Z D — =557 5 72O DA A,
« [IP/FQDN] : #—_—0D P 7 FL A E 713K A .

o [#3FE¥— (Authentication key) ]33 & N [F2AEMH (authentication VALUE) ] : NTP H—
N=MMHEF—1ID LEZEE L £, =& 2IiE. OpenSSL 281 > A h—/L & 7= NTP
PN N—T 5 2428 p8 LR T SHAL ¥ — %47 5121, ntp-keygen-M =2~ >

RZ AL Tatp. keys 7 7 A L THF— 1D LIEAZHERLET, ZOFXF—IL, 7747
YREY=AROMFIIHH LT, AvE—U XAV X NOFERIERT X —E%
W DDA LET,

NTP ¥ —/3Z85E Tl SHAL AR R— MENET,
ATY TS [fR7FE (Save) |27 U w7 L, T R_RTCORY —LBHEEREFELET,
BALT—2DETE
T —IDEA LS = ERELET,

FIE

AT w71 [Devices > [Platform Settings] Z#IR L, v — R Y O —ZAERETZITME L £,
ATv T2 [# ALY — (Time Zones) | ZiEINL £,
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wrsvzavzEz—roEsE ]

B 57:84LV—>

MI_chassis_settings #
Enter Description

DNS
Time Zone:

[uTC+00:00) UTC v

SSH

Time Synchronization

(UTC-12:00) Etc/GMT+12

Time Zones Zor
(UTC-11:00) Etc/GMT+11

Syslog

(UTC-11:00) Pacific/Midway
(UTC-11:00) Pacific/Pago_Pago
(UTC-11:00) Pacific/Samoa
(UTC-11:00) US/Samoa
(UTC-10:00) America/Adak
(UTC-10:00) America/Atka

MITE_1000 Cea ICEAATL 1N

ATYT3 Fry T XY A= a—nbibl7R [# 4 LY — (Time Zones) ] Z#IRL £7,
ATy T4 [R1F (Save) 1227V v 7 L, $XTORY —EHERMALET,

VILFALREZVRAE—FDEH

Z0O® 7 v a Tk, FXOSCLI TOREELERLY ¥ —IlEHV Y TonzfA v F—T oA A
DOEEREY ., HEY —RETIIRNWEZ AT IZOWTHAL T,

AR VRIZENYEToNZAVE—T 1A ADEE

AUVABADA B =T 2 A ZTEND YT, B0 Y THBELZY TEET, HrLng v
H—T 2 A AEEBMLTZY, RERAOA X —T A ZAZHIRLIZDLTH, AV AX L AD
RENE2 B EBIIF/NB T, AV AX AR5 2912, B0 24T 517 EtherChannel
DAL=y T hffmET o2 b TEET, LEL, EXa2 VT 4R —THEHILTW
HAUVE—T oA AERHIRTDHE, REICEEZHEIET,

A B =T A AL, TZE®ANL—/L NAT, SSL. 7 A 5T 4T 4 /L—/L, VPN, DHCP
= N—Tp & A U RAB L ADREILBIT HEL OGFT CEHESR I TS RN H 0 £
T AVE—T oA RAEHIBRT D E, TDOA X —T A AZEHESSIT N TWBRERENR T
THIBR SN E T,

X274 V= EBRTIR) iR EEZITEE A,
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B xsrzmvscontrs—oz120%E

\)

GE) &AM EZEAT DT, o=y NI LTRIUA VY F—T7 =2 ADOEEELTHIMLENH
DE9T, 5 LRTHE. SFTHEENRTEL LA WAEEMENDH Y £9-,

1R BHIIZ
s A UABUVADEE 21 X—) I TAVH—T = AEHELET,
s TTIZHEY B THNTWDA ¥ —T = A A% EtherChannel IZIBIMNT H121%, FT1 A
BUAINA B —T 2 A ZAOEN Y TEAEER L, KIZ EtherChannel (A % —7 = A A

BT A MLENSH Y £9, H LV EtherChannel D34, F DB TA VA X AT
EtherChannel ZE| W 4 CHZ LN TEE T,

FIE

ATYT1 [T/AL R (Devices) | > M [T/3\1 REHE (DeviceManagement) ] T. [~ % —3  (Chassis) ]
FIo [EH (Manage) [ %27V v 7350 [#RE (Edit) | () 22V v 7 LET,
K 58:v—DEE
TPK-4 Firewall 3120 Threat

192.168.1.34 Defense Multi- 7.4.0
ik hgoct Instance Supervisor

TN

VX —vD [V —IvFx—Tx (Chassis Manager) | S— VMBI B (Summary) ]3—
URERENET,

ARTFY T2 [AAX A (Instances) |27 Vw7 L, AV F—T oA AEEETLHA L AR ZADRIC
b5 [HRE (Edit) ] () 227V vyr7LET,

59 : Instances

Chassis Manager: TPK-4 EX e |
Cisco Secure Firewall 3120 Threat Defense Multi-Instance Supervisor
Summary Interfaces Instances System Configuration
—
Add Instance
Name Version Resource Profile Management IP Management Gateway Licenses AC Policy Platform Settings
v @ instancel 7.4.0.1572 Default-Small 192.168.1.35 192.168.1.254 N.A NA N.A su
Ports
Interface Name Type
Ethernet1/2 Data
Ethernet1/3 Data
> © instance2 7.4.0.1572 Default-Small 192.168.1.37 192.168.1.254 N.A NA N.A ]
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moscu o> v—gEREnzE |

ATV T3 [ ¥ —T A ADEY 4T (Interface Assignment) |H[H AT R IIND E T, [k~ (Next) ]
Vw7 LET,
K60: 143 —T A4 RDEIYHT

Edit Instance X

1) Instance Configuration o Interface Assignment 3 Summary

Available Interfaces (13) Selected Interfaces (3)
Ethernet1/1 Ethernet1/2
Ethernet1/3 Ethernet1/4
Ethernet1/5.11 < Ethernet1/5 =
Ethernet1/5.12 <
Ethernet1/9
Ethernet1/10
Ethernet1/11
Ethernet1/12

Ethernet1/13 >
Ethernet1/14 &
Ethernet1/15

Ethernet1/16

Port-channel1 <

Cancel Back m

HHEA LB —T oA RATE, EHET A 2 (%) BRERINET,
AFYTE A2 H—T oA ZEEFEL, [k~ Next) 1227V v 7 LET,
ATw 75 [EH (Summary) HEi[E T [fR1F (Save) 1227 U v 7 LET,

ATv 76 @A A ERTHI2E, o=y MR LTRUA V¥ —T7 = A ADEEEIT I LIRS
DET, 2o LTI SrTHENPEL SBEELRWATREERH Y 77,

FXOSCLI DL v — L BEETFEDER

oy —VEHA A =T 2 A ADIPT RLA LT — U = A ZEET 54, Management
Center #H LW 32—V ¥ IZEFTHHE, BHENRRY - R2EETIHE, Fhii~vLT
A VAR A= REENT 5855615, FXOSCLI b3 T TEET,
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ATy

ATvT2
ATFvT3

ATy T4

Secure Firewall 3100 2T )LF A VR Z VR E—F% |

REDNERE

FIE

Ty —iar ) —LiR— MIERELET,
2 —)LiR— ML FXOS CLI IZ B8k L £,

GE) a2 Y=V R— P 2HT25Z 2L £7, Management Center D ¥ — 77
N7 4 — LR ETHRE SN TWDLEEIE, SSHEMEH L CTERA ¥ —7 = 1 ATHHi
THIELTEET, L, BEHIPT NLRAZERT L LUMESET,

a—HZ admin &, Iy T v TREICGRE LT NNA Y= REEH L e A v LET,
BEHIPT FRLAOEFEHPIPVET FLAELIPV6 T FL A (FHE60h—Fb 1) #fEHATEE
7,

IPv4 :

scope fabric-inter connect

set out-of-band static ip ip_address netmask network_mask gw gateway _ip_address

IPV6 :

scope fabric-interconnect

scope ipv6-config

set out-of-band static ipv6 ipv6_address ipv6-prefix prefix_length ipv6-gw gateway address
i -

IPv4 :

firepower-3110# scope fabric-interconnect

firepower-3110 /fabric-interconnect # set out-of-band static ip 10.5.23.8 netmask

255.255.255.0
gw 10.5.23.1

IPv6

firepower-3110# scope fabric-interconnect

firepower-3110 / fabric-interconnect # scope ipvé6-config

firepower-3110 / fabric-interconnect /ipvé6-config # set out-of-band static ipvé6
2001:DB8::34

ipv6-prefix 64 ipvée-gw 2001:DB8::1

Management Center #2558 L £ 7,

AT, BIFED Management Center 2> 5 ¥ v — ¥ Z X fERT 2 M E R H Y 77,

enter device-manager manager_name [hostname {hostname | ipv4_address | ipv6_address} ] [nat-id
nat_id]

Bk —D AN EROLNET,
Zoawr RE, FORa - Ty AN TEET,
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ATy TH

ATvT6

moscu o> v—gEREnzE |

+ hostname {hostname | ipv4_address|ipv6_address} : Management Center ® FQDN F 721X IP 7~
RLURZEELE T, RO TLS-1.3 B S{LiBET v RV % 2 B DT /A ARITHEL T
B2, 27 TH 1 BLLEDT /A4 X (Management Center F 7213 ¥ — ) (28RS
REZRIP 7 R L AL ETY, hostname ZF57E L2V AR, ¥ v —UIZEEARE/R IP 7
RURAETAIARA MABLEEL 2D | nat-id ZF5ET H20HE R H D 3,

e nat-id nat_id : — ORI TREGER[GE/RIP 7 R L AL 7213R A MABRE IR TV RWEES
X, v — & BT D & &2 Management Center CHIRET HEEDO—FEDT X A A
LFHNEFE L ET, ZiE hostname ZFEE LZRWIGEICHAEL 2D £T 03, FA M
FIUXIP T RLRAZEET2HATH, WICNATID ZRET D Z L AL L £, NAT
IDIF37T LFLLFICT 2 UERDH Y 9, ARRLTFITIE. T (A~Z, a~z, 0~9) |
BLONA Ty (1) oERHY £9, ZDOIDIL, ManagementCenter (28 Fk3 S thd T 3
A AT TEEEA,

* Registration Key: reg_key : + ¥ — 3 &% 8k7 % & &2 Management Center T & f5E7 51T

BOU A A DB —HERT L0 T MRERENET, B —I1%37 XFEUTF

T DMERDH Y £, AR723CFITE, T (A~Z, a~z, 0~9) | BROANA 7
) EBBY EF,

51

firepower-3110# enter device-manager boulder fmc hostname 10.89.5.35 nat-id 93002
(Valid registration key characters: [a-z],[A-Z],[0-9],[-]. Length: [2-36]
Registration Key: Impala67

admin /XA T — R&ZLH L ET,
scope security

set password

NAT— K& A LET, password
INAT — RZ&fER LE T, password
i -

firepower-3110# scope security
firepower-3110 /security # set password
Enter new password: Sw@nsong67

Confirm new password: Sw@nsong67
firepower-3110 /security #

YINVFA VAL U AE— REBHZL T, VAT LET T IA4T UV AE—RIZELET,
scope system

set deploymode native

HEET L X ok b ET,

15'] .

firepower-3110# scope system
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firepower-3110 /system # set deploymode native

All configuration and bootable images will be lost and system will reboot.
If there was out of band upgrade, it might reboot with the base version and
need to re-image to get the expected running version.

Do you still want to change deploy mode? (yes/no):yes

firepower-3110 /system #

E— REw LT A AX U AE— NIRRT IZIE,  Iset deploymodecontainer | & AJ) L &7,
show system detail =~ > RZ2H L T, BEOET— REMERTEET,

TILFAVABARE—FROEZAY Y

k7 a Nt wIATFALUABZ U AE—RDY Y=V EAVABVAD N T TV 2 —
T4 TBIORBHIIRNL L ET,

TILFAVARRAAEBEDE=2) YT

show system detail

ZOFX0Sa~wy NiE, BEOE—F (AT 47 FiF=ar77)) &R LES, -
AT 4T (TTIFAT U AE—REBMETIND) OEAIE, SATFA L RAZ A (2T
F) E—NIEBMTEET, vAVTFA L RZ U AE— RO 17 MNATNE 7R

lfirepower-<E7 /L>] T, 77 I7A4 T AE— RO a7 ME, Threat Defense (ZF%E L 7=
ARANLTT (F 740 hTiX [firepower] ) o

firepower # show system detail

Systems:
Name: firepower
Mode: Stand Alone
System IP Address: 172.16.0.50
System IPv6 Address:
System Owner:
System Site:
Deploy Mode: Native
Description for System:
firepower #

scope system > show

ZOFX0Sa~vy Rk, BITEOE— REREATRRLES, VT A LV AZ U RAE— RO
2 7 MNARNT B 7e Mfirepower-<E7 V> T, 7774 T AE—RKDOTm 7 NI,
Threat Defense (ZE%XE L7248 A M4 T9,

firepower-3110# scope system
firepower-3110 /system # show
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1

A3

-~

A3

~

-~

122802 4v58—72120E=4y>5 |

Systems:
Name Mode Deploy Mode System IP Address System IPv6 Address
firepower-3110
Stand Alone Container 10.89.5.42

3110-1# scope system
3110-1 /system # show

Systems:
Name Mode Deploy Mode System IP Address System IPv6 Address
3110-1 Stand Alone Native 10.89.5.41

3110-1 /system #

ARAVE—DIARADE=ZR) Y

show portmanager switch forward-rules hardware mac-filter

oy N, KA LVAX L ACHEHAOMEA X —T 2 A4 ANEID B THENTZ20DA
AR ADNERAA v FHRENL— NV EFRRLET, A —F x>y b 1/2 1 ftdl 128 Y B THH,
A =By MR ICEVETOENET,

ECMP 7' )L—=7 1540 i ftd1 (2#] 0 24T H 4L, ECMP 7 /L—7 1541 1% ftd2 (128 4 CTHNE
—g‘o

secfw-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter

VLAN SRC_PORT PC 1D SRC_ID DST PORT PKT CNT DMAC

1 17 0 17 19 29164 0:0:0:0:0:0

2 0 19 0 19 17 67588 0:0:0:0:0:0

3 0 1 0 101 1541 0 a2:5b:83:0:0:15

4 0 1 0 101 1541 8181 ff:ff:ff:ff:ff:ff
5 0 2 0 102 1540 0 a2:5b:83:0:0:18

6 0 2 0 102 1540 431 ff:ff:ff:ff:ff:ff
7 0 17 0 0 0 11133 0:0:0:0:0:0

8 0 17 0 0 0 0 0:0:0:0:0:0

ooy RN, EYEA X —T oA ANRFHIZED B TOENTZ2OD A AKX ADWN
AL v TFEREN—NEFTRLET, A —F 3> b ULITfdl & ftd2 O TGN E T,

ECMP 7' /L —7" 1540 i ftd1 (2810 4T H 4L, ECMP 7 /L—"7" 1541 1% ftd2 (280 BT HE
7,

MCAST Z L —7 4096 1%, ftdl & ftd2 DI TT7 o — R¥x¥ A N NF7 4 v 7 BT A0
RSN ET,

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter

VLAN SRC_PORT PC_ID SRC_ID DST_PORT PKT_CNT DMAC

1 0 17 0 17 19 2268 0:0:0:0:0:0

2 0 19 0 19 17 4844 0:0:0:0:0:0

3 0 1 0 101 1541 0 a2:5b:83:0:0:9

4 0 1 0 101 4096 546 ff:ff:ff:ff:ff:ff
5 0 1 0 101 1540 0 a2:5b:83:0:0:c

6 0 17 0 0 0 1263 0:0:0:0:0:0

7 0 17 0 0 0 0 0:0:0:0:0:0
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Secure Firewall 3100 2T )LF A VR Z VR E—F% |
B xsox1v8—sz1z0Ez8yy

ooy N, HEYTA =T oA ANRTHIZE D B THENTZ20D A VAKX ADWN
WAL v TFHBENL—NVERRLET, A —FF > b 1/1.2452 13 fidl & fid2 O cHBFINE

j—o

ECMP 7 /L —7" 1540 % ftd1 {ZH1V 25T H 4L, ECMP 7 /L —7" 1541 |3 ftd2 [ZHIV B TH L E

-g‘O

MCAST 7 /v—7" 4097 1%, ftdl & fid2 OfICT7 B —R¥ ¥ A b T 7 4 v 7 #E8T 5720

WA S ET,

firepower-3140 (local-mgmt) # show portmanager switch forward-rules hardware mac-filter
VLAN  SRC_PORT PC_ID SRC_ID  DST PORT PKT CNT DMAC

1 0 17 0 17 19 21305 0:0:0:0:0:0

2 0 19 0 19 17 50976 0:0:0:0:0:0

3 2452 1 0 101 1541 430 a2:5p:83:0:0:f

4 2452 1 0 101 4097 0 ff:ff:ff:ff:ff:£ff

5 2452 1 0 101 1540 0 a2:5b:83:0:0:12

6 0 17 0 0 0 11038 0:0:0:0:0:0

7 0 17 0 0 0 0 0:0:0:0:0:0

show portmanager switch ecmp-groups detail

Zoa<wy REMH LT, &A1 A X AD Eemp-Vport-Physical In— ~= v B> 7 Ol %2 —
BERRLET,

\}

GE)  WER— b 181, WAL v F LA LV AL ARBDONy 7 T Lv—0 TV 02—

T A ATT,
firepower-3140 (local-mgmt) # show portmanager switch ecmp-groups detail
ECMP-GROUP VPORT PHYSICAL-PORT
1 1536 256 18
2 1537 257 18
3 1538 258 18
4 1539 259 18
5 1540 260 18
6 1541 261 18
7 1542 262 18
8 1543 263 18
9 1544 264 18
10 1545 265 18

show portmanager switch mcast-groups detail

ZDa~vry REFEHLT, MCAST ZV—F A _"— o FPOEEME —ER T LET,

firepower-3140 (local-mgmt) # show portmanager switch mcast-groups detail
MCAST-GROUP
1 4096
Member-ports
Ethernet 1/1
ECMP-ID 1541
ECMP-ID 1540
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show portmanager counters mcast-group

TOa<wy REMEH LT, MCAST Z L —7 34 N7 2 el LET,

firepower-3140 (local-mgmt) # show portmanager counters mcast-group 4096
PKT_CNT: 8106

show portmanager counters ecmp

Toavwy REMEALT, ECMP ZA—7 47y N7 X ERERLET,

firepower-3140 (local-mgmt) # show portmanager counters ecmp 1541
PKT_CNT: 430
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YILVFA ARV RAE— FDERE

x®2:
Hae =/ /) Threat | 540

Management | Defense

Center
Cisco Secure Firewall 7.4.1 7.4.1 Secure Firewall 3100 |X. BE—DFNA R (T FI5A TV AFE—R) F
3100 D LTFA L AK 3B D A TFA L RAZ A (IATFA U AZ S ZE—F) &L
AT, TREETEXET, vALFA L RAZ U AE— FTH, BRI LT

NAAL L THEET 2O TFA LV AZ L AZ 1 ODY v —
CRBTEET, YAFA U AFURE—RTE, 20T A VA%
VADT v T L — K (ThreatDefense 7 » 7' 7 L— R)  LiTBlz,
IR =T 4 VT VATAE T 77— AT =T INT v T T — x4
(¥ —vDT T T L—R) [ZhRDHZEIZERELTLIIEIN,

BRUAER ST

«[T/31 R (Devices) |>[T/3/4 REHE (DeviceManagement) |>
[Ef (Add) 1>[¥+—% (Chasss) ]

« [T/3\1 R (Devices) 1>[T/31 REHE (Device Management) |>
[T/31 X (Device) 1>[¥v— ¥ r—T+ (ChassisManager) ]

«[T/N4 R (Devices) | >[FTT v b T+—LERE (Platform
Settings) ]>[#H LUK — (New Policy) 1>[Yv¥—> TS5y
b 7+ —LE%E (ChassisPlatform Settings) ]

« [T/N1 R (Devices) 1> [ ¥— DT v FTJL—F (Chasss
Upgrade) ]

/28 S U7z Threat Defense CLI =2~ > | @ configure multi-instance
network ipv4, configure multi-instance network ipv6

H/ZEHE S 7= FXOS CLI =2~ > K : create device-manager ., set
deploymode

7Z v b7 +—LODOHIR : Cisco Secure Firewall 3105 TlE¥ R — k Zh
TWEHE A,
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