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HANT, EHONy 2 TAITY XAEFERLUCRIRENET,

)

GE)

AA wF T, T2V X A source-dest-ip F 7213 source-dest-ip-port  (Cisco Nexus OS F 7= 1%
Cisco IOS @ port-channel load-balance =~ > K& &) ZEHTHZ L2 LET, 77
AZND ASA ~D T 7 4 v 7 BEFIZHMSNRLSRDZENH DD, m—FNT v
I TNAAY ALTE, vlan ¥F—U— FEEH LRV T 7ZE0,

EtherChannel N U > 7 i — K NS o 2882 MITF L ET,
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EtherChannel @ 7T & 14

EtherChannel O TR % .

KR — R NT U U ZIEEICATRE L IIR Y £H A, NAT 2R ET HHE1E. 747 — K X
oy b VL= Ny FETIPTY RLARKR— MRERERVES, VE—2 T T7 40w 270
Ny T allESWTHIO =y MUEEEINDTZD, 7T AXIIIEAED ) X —2 T T 4w
JEELWL=y MU XA VT NTDHMERHY T,

EtherChannel 1213, TUREMEMEENHAAENTWET, 2T, T_XCTHOY 7 DEHE T o b
ANAT—H AT —LFET, Vo IDIOTREENRRAETDHE, P T 7407135V D
Uo7 B THABENET, EtherChannel D XTD Y 7 BFFED = b ETIEIE L7228,
MEOa2=y "REET 7T 40 T THDIHERIL. TO2=y MITZTAZPLHEIBRENET,

MTEXA YFIRT LNDES:

1 ->® Threat Defense |2 DX EH DA X —7 = A A%, A% K EtherChannel IZ A5 Z &
MTEET, 120 Threat Defense (2D EEEDA & —T = A ADFFHIENLDODIE, VSS,
vPC, StackWise. = 7213 StackWise Virtual DT DA A » F 128k T 5 & & T,

AA wFIZ L5 TiE, A% R EtherChanne IZHR K 32EDOT 7T 4 7V 7 R ETE £,
T OMEETIZ, VPCNDTE DAL v F N, TNENI16{EDT 77 47V > 7 @ EtherChannel
Y R— P TEHLENRSHY £9 (] : CiscoNexus 7000 & F2 U —X 10 XAy b 4 —H
Xy h 'Y a—))

EtherChannel C8MEHDOT 77 4 7V v 7 2V HR— b T B2 v FOBE, TEVATLT2E
DAA > FIZHERET 5 &, A% K EtherChannel IZE K 16 HOT 757 47V v 7 2R ETE
7,

WOKTIE, 4 /) — KV TGRAERBINE ) —RITAEZTDI6T VT 4TV ITDANK
EtherChannel Z7~ L =9,
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. Management Center ~D 7 /3 R D4 — T )L & B0

Router or Router or
Access Switch Access Switch

Switch 1 ' ' Switch 2 Switch 1 ' ' Switch 2

Ei_ Virtual Switch Link _ﬁi Ei_ Virtual Switch Link _ﬁi

[ — | |- : =
[:;orl-channel1NOde 3[:nart-c:hannen port-channeli ===
(| (| |

Management Center ~0 7 /N1 XA D7 — T JLiE#R & BN

7 FAZY T EBETHANS, TS A2 EFTHHLERH Y £, BAEMICIE, 9To
=R ZAZHEY 7 2 LTEETERWIRY, 77 2AZTEBLEEA, LEd->
T, 77 AZEZRETDENS, 7 T ZAZHHHYD > 7 OWEFRTE T LBERDH Y £,

FIE

ATV TN IIAZGIEY 7 2y hT—7 EHRry NT—2 BIOT—H Xy NI—T & —7
JLTHERE L E T,
ATYT2 TyTAN)—LEF T AN —AOBGRERELET,
a) ZIAHGIHY DRy NU—TIZ, T—H A H—T 24 ADHKRKMTU L0720
EH 100 31 FEL 72D LI MTU 2R ELET,
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ATvT3

ATvT4

Management Center ~07/\ XD /7 — 7 )L H#x & B0 .

F7 I NTE, 7T AZEY 7 D MTU 1% 1500 /3 T, ZD=d, 7T AH
=KD ZAZEY > 7 OMTUIL 1600 XA MIRESINET, T—F A H—T =
A A K Y EHNMTU 2T 2855813, ZAUTS CTERAA v T D7 7 AXHEY
7 O MTU 0 L T 7ZE 0,

b) A7 3 @ EtherChannel # 5@, 7 v 7 A RN —ABLOF T U A RN —A¥$ERTY T
AEZENEY) oA BE—T 2 ZAERELET,
7T ALEIEY 7 DB ONTIE, [T AZHII 7 A H—T = f AL F b
U—7 (10_—Y) | 2R LTI,

¢) As32 R EtherChannel Z 587 v A MU —ABIOF T A N —LEEROT —F A
H—T oA AR ELET,
A3 K EtherChannel D7 — 7 WAERED FIEIZHOW TR, 7 9RAZ A X —T x4 AT
DNT (9_—=Y) | ZBRLTIIZEN,

FUCRAABIRIT V=T NOALZ Y KT a7 /34 AL LT, %/ — K% Management
Center (23BN L £7,

Bk — 2 A L 72 Management Center ~D7 /34 ZDBNEZHRL T EEW, B—DF A
AATY TAZEER L, D/ — REBMTEET, 730 AZBIMLIE X To724)
WHE (T4 A, T7®A arba—RY—) &, ##ll/) —Fhb3_XTHr IR
Z )= RICRSNET, 7T AZEZMT D & EITHIE, — FE@IRLET,

I ) — RIZT BT AL AT T AXFHEIMY o7 2G%0 LET,

oo /) —REBIMTHE, TNHD ) —RE 7 7 AXZGEY) v 7 REEMEALET,

GE) 7T AFHEHY 7 O&4FI, £TIZIP T FLRAEZRELRNWTLEE N, JTRAEZD
TERSERIC, 7S5 AZGEY o7 A v B —T 24 ADMTUDR R S E T —F A X —T =

A AMTU £V % 100 31 FEUVMEIZHBIPICRE SN D720, RENLE R 2D E
L7,

a) il — NIZT 25734 AT, [T/34 A (Devices) 1>[7 /31 AEE (Device Management) |
DIAITER L, [#RE (Edit) ] (F) 22V v2r LET,

b) [ ¥#—7xAA (Interfaces) %27 Vv 7 LET,

) AV H—TxAREARX—=TMILET, 77 AHZH|fHY > 2 |Z EtherChannel Z 3%
BEE, TRTOANR—2 A X=T N LET, WA v Z—T = A ZADFRLB LT
A=V Ry FREDOHEEESZRL TIZIV,
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92 A2 DIERK

Management Center N 1 LA EDT RA AT T A X B L ET,

d)

e)

(24514 % Threat Defense D% 5 2 & M EBCisco Secure Firewall 3100/4200 D7 5 2% 1) >4 |

1:95R8H#) v I4 08— 14 ZOFEMIE

Edit Physical Interface

General IPva IPv6 Path Monitoring

Name:

b Enabled

(f£%&) EtherChannel Z3BJ L £, EtherChannel DR EAXZR L T 72 &0,

7 ZALENY 7 CREIR N T T 4 v 7 EBHETE DL, ZTAXFHIEY 7 DA
VN =T 2 RAZX LT OnE— REFHTAHIZLEBED LET (T 741
MET 7T 47— RTY) . ZFZARAZEHY 71X LACP N7 7 4 v 7 DF—/3—~y
REVEE LEFA, ZHUIRE SN, RELTEXY NV—7THLIMHLTT, iF:
5 — 4 EtherChannel % Active T — RIZRETHZ L 2RBEIO L £,

[{#7F (Save) 1> [EBH (Deploy) |DIEIZZ U w27 LT, A H—7 = A ADLEH &l
J—RICERLET,

FIE

ATY T [T314 A (Devices) 1> [7 /314 A& (Device Management) | DNEIZER LT 5, [EI
(Add) 1>[7 T A% (Cluster) | OIEICER L EF. > >

[7 7 A% DiEM (Add Cluster) ] 7 4 ¥ — RRERRIILET,
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2:[9 5 R5MEM (Add Cluster) ]9 44— K

Add Cluster Wizard
o Configuration 2 | Summary

4 Create a cluster for supported models. Note: For the Firepower 4100/9300, use the Add Device option.
Cluster Name*

ftdcluster

Cluster Key

Control Node
You can form the cluster with just the control node to reduce formation time.

Node* Cluster Control Link Network*

172.16.0.50 10.10.10.0 /| 24 (254 addresses)
Cluster Control Link* Cluster Control Link IPv4 Address* Priority* Site ID
Ethernet1/7 10.10.10.1 1 0

Data Nodes (Optional)
Data node hardware needs to match the contrel node hardware.
Node* Cluster Control Link IPv4 Address* Priority* Site ID
172.16.0.51 i 10.10.10.2 2 0 Remove

Add a data node

AT T2 H# ST 7 47D [7 T AFX4 (Cluster Name) | EFBFEHD [ T A% % — (Cluster Key) ]
EHEELET,

«[7 7 A% 4% (Cluster Name) ]: 1 ~ 38 350 ASCII X741,

« [ 7 A% %— (Cluster Key) ]: 1~ 63 35D ASCII 3LF5, [ 7 AH F— (Cluster
Key) |DOfEIIH 5 —% AT 572 DIERHINET, ZOEX, T—4 XA RNT 7 1>
7 (BEHCIRREDEH-CIRE SN D /N v N &) [T B L EdA, T—H /AT T 4
70X, W7 VT TXFARE L TEEINET,

ATw 73 [l /— K (Control Node) JIZ2W\WTIE, DX I IZHEELET,

«[/—F (Node) ]: HHNZHIE /) — RIZT 27 /34 A% 3R L £3, Management Center 73
U IAB BT DL TD— RPN T A ZITEMSAVTHIE, — Rz b %
ﬁ—o
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(24514 % Threat Defense D% 5 2 & M EBCisco Secure Firewall 3100/4200 D7 5 2% 1) >4 |

/HF%@@KFﬁ%A@mM]Cﬁ)743Vﬁ§%éﬂfwé%6@\%@
TAarvE7 Yy 7 LTREDOHEEZFRILET, 7 T AXDOEKEX ¥ L
L. MEERRLTHE 7 T AZDBRIZELLERH Y £, RICHlZRLE
j‘o

3:FREDMEE
Configuration Issues

Incompatible Smart License(s) - AnyConnect APEX
configured on node

o

@ node device deployment is pending.

Close

FROMEZERT HI2E, VR — F5854D VPN T A v X &2 HIBR L, R
DORTEDEE 2T A AEHLET,

[T AXHNEY 7 %> kT —2 (Cluster Control Link Network) ] : IPv4 %7 % v h & §5
ELET, TOA 2 F—7 =2 ATIEIPV6 TV AHR— F SR TWER A, [24]. [25]. [26].

F0x

RNV 7xy hafRELET,

o[ T AHXHE Y > 2 (Cluster Control Link) ]: 7 7 A Xl Y o 7 \ZERT 2B A
A —7 = A A FE 7213 EtherChannel % EE#R L F 9,

G

ALY A B —T A ZADMTU T, Ib@EWT—Z A v F—T A
AMTU £ 9 % 100 34 FZUVMEICHBICRESNET, 7 7 4/0 b Tlk, MTU
1% 1,600 /N1 R TH, MTU 2035561, [T/N\M1 R (Devices) | >[T/AM RE
¥ (DeviceManagement) | >[4 32— x4 X (Interfaces) | X—T %ML T
<TEEW,

7 AFEHIENY IR SN TWD AL v T O MTU @bl il (Gl 125%
ELTLEEN, £HL7enE, 7T REFERITKL F9,

o[ T AZHHHY 7 TPv4T K LA (Cluster Control Link IPv4 Address) ]: 2D 7 4 —/L K

[N

I ABHEIEY T Fy NU—7 OBRPIOT RUANEBAIC AT ENET, LE

WG LU THRA N RLAERETEET,

[FTAA VT 4 (Priority) ]: filfHl / — ROBIRICHTHZD /) —ROTIT7A4 AV T 4 %
RELET, 7ITA4F VT 41Z1~100THY | 1 BEEDTTA AV T 4T, o/ —
FEVT A4 FV T4 2 ELKEELTH, 7 TRAEZBEME SN EXIT, 20—
R 5| e dlE, — Nic7ze v £,

[ FID (SiteID) ]: (FlexConfigiffE) ZD/— RFDOH A FID % 1~8 DR TASL

F9, HEOICHRETDEYA FNHIZ T RAZ YV ITRBEHICRVET, ToL 7 FDOT—
HIUB—ar, A MNLEM, 792 7a—%b )T 72F, LEMHEELEEEE L
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SHBRZEEANE LY A T TAXOBIMO I AKX <A X, FlexConfig #§HE % {f
ALIEGEICORZRETEET,

ATy T8 [T—%/—F (DataNodes) ] (A7 ar) T, [T—4/—F%iBM (Addadatanode) | %
IV o7 LTI TAZIZ ) —REBIMLET,

0T AR DK E BT DTOIHE ) — ROBRTI T AZEZERTDHZ LS, TXTO
J—FREZZTEMTHZELAEETT, &7 —4% /—RFCTUTERELET,
[/ —F (Node) |1: BT BT A AEETERLET,

G ) — paomic (25— Emon) | @) 7o avpfrsnT0agaE. 2o
TAarE7Y) v LTREOHMBEERTLET, 77 AXOBMEF ¥ L
L. MEEEMRLCHD 7 7 AZ ORISR D LER DD £7,

o [7 T AZHIHEAY 7 1Pv4T K LA (Cluster Control Link IPv4 Address) ]1: 2D 7 4 —/L K
Wi, 27 AZGHY 7 Ry NU—=27 OIROT RUARHBEBRIZA) SIVET, SHEIZ
JGUTHAART RLAZRETEET,

[T A A VT ¢ (Priority) ]: il /) — FOBERICHFT LD — RS T4V T 4 %
BRELET, 7944V T 4131 ~100 THY, 1 B"EDTITA AT 4TI,

[+ BID (SiteID) ]: (FlexConfig#4fE) Z o/ — KDV A FID%Z 1 ~8DETASNL
FI, EEOICRET D EVA MHIZ TFAX VL IREHR0ET, T4 LI FD—
AV —ar, A MNLEM, 7522 70—b )T 1L, TEMEZEELM L
SHLHZEEHME LY A REZ T AXOBINMO I A%~ A XL, FlexConfig H&HE %
ALESAICORRETEET,

AT w75 [ffT (Continue) 127V w7 LEd, [MEE (Summary) ]ZHEE L. [£R1F (Save) 127 U v
7 LET,
[7 /34 A (Devices) |>[7 /31 A& (Device Management) ]-X— 27 T A XL NFEREN
¥, F9ARAFZERELT, 77 AZ ) —RERRLET,
R4: 95 R3DEE

_ fdcluster (2)
Cluster

172.16.0.50(Control} Snort 3

Firewall 3120 Threat Defense  7.1.0 Manage Base, Threat (2 more...) Default AC Policy
172.16.0.50

A 172.16.051 Snort 3

17216051 Firewall 3120 Threat Defense  7.1.0 N/A Base, Threat (2 more...) Default AC Policy
72.16.0.5

BERGRT O/ — RiZiE, ve— K7 A arBERINET,
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5:/—FD&EH

ftdcluster (2)
Cluster

172.16.0.50(Control}] Snort 3
172.16.0.50

B‘\?Z'I 6.0.51 Snort 3
172.16.0.51

7T AL ) — ROREEE=F—7F 521X, [@H (Notifications) | 7 A 2% 7 U v 7 L,
[# A7 (Tasks) ] ##R L ¥£9, Management Center |, / — ROBERT LIZ7 T A X B ERH

A7 LET,
Deploy Q Ge 3+ @ adminv
Deployments Upgrades @ Health Tasks ‘) Show Notifications
0 running 3 success 0 warnings 0 failures | Filter
© 10.10.1.12 Deployment to device successful. 1m bds
© 10.10.1.13 Deployment to device successful. Im3s
© TD_Cluster Deployment to device successful. 35s

ATYT6 VI AZD[MmE (Edit) | () 2270y 27 LT, TS AEAORELEELET,

EEAVEDRTEIL, 7 TAXND ) — RTlER<, 77 AXRRICEATEET, =& 23,
J)—RILICHETLALELERETCXETN, A2 —T oA ATV T AZLERITONWTORRET
xFET,

ATw 1 [T/314 A (Devices) |>[7 /31 A& (Device Management) |>[2 7 A% (Cluster) ] [Hiifi
W2, 77 AXO [ (General) 172 EOBRENTKTRINET,
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6:9 5 RBEHE

ftdcluster
Cisco Secure Firewall 3120 Threat Defense
Cluster ~ Device  Routing Interfaces Iniine Sets
General rs License e
Name: fdcluster Base: Yes
Transfer Packets: No Export-Controlled Features: No
Status: Malware: Yes
Contol 172.16.0.50 Threat Yes
Cluster Live Status: View URL Filtering Yes
AnyConnect Apex N/A
AnyConnect Plus N/A
AnyConnect VPN Only N/A
Security Engine Health
Intrusion Prevention Engine: Snort 3.0 Initial_Health_Policy
Policy: 2021-10-30
1:21:20
Applied Policies ’ Advanced Settings e
Access Control Policy: Default AC Policy Application Bypass No
Default Prefilte :
PN Default o Bypass Threshold 3000 ms
Object Group Search: Disabled
SSL Policy:
Interface Object Optimization: Disabled
DN Policy: Default DNS Policy
Identity Policy:
NAT Policy:

Platform Settings Policy:
NGFW QoS Policy:

[4f% (General) ]fHEIZIZ, kD7 T AZIZEADHANFRSNET,

« [£&% (General) >[4 (Name) ]: [#R&E (Edit) | (#) 227V 27 LT, ZTRAED
BB EERTLET,

General
MName: ftdcluster
Transfer Packets: No
Status: A
Control: 172.16.0.50
Cluster Live Status: View

ZTDO®RIZ, [4HT (Name) | 7 4 —/V FERELET,
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General (-]

Name: | ftdcluster

Transfer Packets:
Compliance Mode:

TLS Crypto
Acceleration:

Force Deploy: —+

s [&f% (General) 1>[2 7 AHX AT —% ADFKx (View cluster status) ]: [/ T AZ AT —

2 ADFER (View cluster status) | Vo7& 27 Vw27 LTC[Z T AX AT —H A (Cluster
Status) 1 ¥ A 7 7Ry 7 AxPE £,

General Fe
MName: ftdcluster
Transfer Packets: No
Status: A
Control: 172.16.0.50

Cluster Live Status:

[V T AHX AT —H A (Cluster Status) | ¥ A 7 7Ry 7 AT, [TXTHA (Reconcile
Al) 127V v 7 LTTF—Fa=y NOBEREHRATTS22Lb6TEET, /— b2
FALHIEY 7 ping BFEITTHEHLTEET, 77 AX il ) > 7 ~D ping D
FAT (49 X—) EBHL T EE,
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Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (2) Refresh Q. Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 N/A :

> In Sync. 172.16.0.51 172.16.0.51 N/A E

Dated: 11:52:26 | 20 Dec 2021

o [2f% (General) ]>[h7 7/ =— bk (Troubleshoot) ]: N7 TNy a—TFT 4Tl %
EWRBIOF e —RLzY, V7 IAXCLIZERLIEY TEET, JTAXDKNTT
Na—T 47 8N—V) EHRLTIIESN,

7: 53 TNa—TFa2Y

General 'y

Name: © clusterVFTD

Transfer Packets: Yes

Status:

Contral:

10.10.43.21

Cluster Live Status:

Troubleshoot:

ATY 78 [T/INA R (Devices) |>[T/31 REHE (DeviceManagement) |>[7T/34 X (Devices) | DA
Ry FE T A= —T, VTAXNDEZEA L N—%2BIR L, ROBEEFET D&
MTEET,
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8: T/ RELE

ftdcluster
Cisco Secure Firewall 3120 Threat Defense
Cluster Device Routing Interfaces Inline Sets.
General /3T System
Name: 172.16.0.50 Model:
Mode: Transparent Serial.
Compliance Mode: None Time:
TLS Crypto Acceleration Enabled Time Zone:
Version
Device Configuration: (import | ((Expont ] ((Downicad Time Zone setting for Time based Rules:
Inventory:
Management e Inventory Details
Host: 172.16.0.50 CPUType:
Status: CPU Cores:
Memory:
Storage:
Chassis URL

Chassis Serial Number:
Chassis Module Number:

Chassis Module Serial Number:

9:/ — FOER

172.16.0.50 v |
[ 172.16.0.50 |

172.16.0.51

o [2f% (General) ]>[471 (Name) ]: [#REE
VN—DRIRHEERE LET,

General

Name:

Transfer Packets:
Mode:
Compliance Mode:

TLS Crypto Acceleration:

17216050
oG Health

Gisco Secure Firewall 3120 Threat Defense Status: °

FJZ2512139M Policy nitial_Health_Policy 2021-10-30 01:21:29

2021-12-2219:39:13 Excluded: None

UTC (UTC+0:00)
710
UTC (UTC+0:00)

View

c|
CPU Ryzen Zen 2 2800 MHz
1CPU (32 cores)

34335 MB RAM

NIA

NIA

N/A

NiA

NIA

(Edit) ] (&) 227V w27 LT, ZITAZA

@
10.89.5.21

Yes
routed

MNone

Enabled

ZORIZ, [4HT Name) | 74—V RERELET,
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General (2]

Name: 10.10.1.13

Transfer Packets:

Mode: routed

Compliance Mode: None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -

« [BHL (Management) [>[HRA K (Host) |: 7 /3 AHETEHEHIP 7 NLRAEZEET LY
#r1%. Management Center CHI LWT RL 2 & —HIETHRy NT—7 EOTFT /31 RIZE|
ETELL2CTH0ERNDHY £3, R EZ Sz, [E# (Management) |FEI
T[AADL (Host) ]OT7 FLAZREL THE, a2 HEANILET,

Management @:ﬁ?

Host: 10.89.5.20

Status: v

=N, =
A 23 —Tx4 XADEFE
F—H A H—T A A% A K EtherChannel & L CiRE L £,

FIE

ATV 1 [T/IA4 R (Devices) |> [T/ 14 REHE (DeviceManagement) | iR L, 7 7 A X DREIZH
Z[#R&E (Edit) ] (4£) 220y 7 LET,

AT T2 [ % —T=xA A (Interfaces) | %27 U7 LET,

RATw T3 A/ K EtherChannel 7— X A v ¥ —7 = A%FHELET,
a) EtherChannel |% 1 LA EFRE L E ¥, EtherChannel DFXEZ S L T 7ES W,

EtherChannel (21X 1 DLAED A NR—A U B —T 2 A ZAZEDH LN TEET, 2D
EtherChannel (X9 _XTD J — RIZE=R o> TWBTd, &/ — NITHBER A L N—f U H—
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B /sxs50~1z2x2=9—0%E

b)

<)
d)

f)

Tx2A RFT DT TY, EL, A=y hERURMEZA ESELH0DIC, A —
EEBICTHZ L BRI LET,

({£E) EtherChannel IZVLAN Y7 A vV X —T 2 A ZAZRELET, ZOFIEDOEY O
DI B TA =T oA R ENET, VT A F—T A AOBMESZL TL
720,

EtherChannel f > % —7 =1 20 [#&&E (Edit) | (£) 227V v2r LET,

N—T 2 RE—=RFRDA =T 2 A ADRE (FFZ VAT LY hE— ROBFHIZTY v

CIN—T A B =T = ADHRE) [T, 4RI IPT RLA, BEOEOMD

TA—HEFRELET,

GE) VIRBHEMY o A4 B —T 2 A ADMIUNT —& A L Z—T = A4 ZADMTU L
D 100 A R EKREL WA, T—F A v H—T = A 2D MTU &5 T4
BoHDHENITT—NFREINET, T 74N NTE, 7 TAXHI#EY > 7 OMTU
11,600 N1 R TF, F—FA X —T A ADMTU ZHELTHEIL. 75
ZAHNEHY > 7 O MTU L L TL 72 &0,

EtherChannel O F#)j 7 2 — 3L MAC 7 RLU A% E LET, [FEAIXE (Advanced) | %
IV L, [T7T4772MACT FL A (ActiveMAC Address) |7 4 —/V RiZ, MAC7T
FL Az HHH P TRELET, HIT 16 &y D 16 #H T,

72L& 21E. MAC 7 R L A7 00-0C-F1-42-4C-DE ®#34 . 000C.F142.4CDE & A1 L £,
MACT FLRFZ<=NLTFF¥ AN EY bty bafOZ LidTEEHA, 2FD, E0D
2HFED 16 ERTEHKIZTH LT TETERA,

[AH L /RAMACT KL A (Standby MAC Address) ] IXi%E L2V TL 7Z&0, BRI
£

BER Ry U — 7 OBGME L BT 5 7= 012, A3 F EtherChannel 12137 12—
JWMACT RUAZHETLHMLERHY £, MACT RLUABRTFEFRE SN TWDLEE,
ZOMACT RUAFBIEORH~=y MIEEV £7, MACT RLUAZEEL TN
e, fille=y hBAEEINTGE, FILnflfla=y MIA ¥ —7 =4 ZTH L
WMAC T RLARAZEMRHLES, ik, R xy N —7 OEIEDRHAET 5 A]
BEMERH Y 3,

[OK] %27 Vw27 LET, DT =4 LA F—T =2 ZZHOWTHRIROFNEE D KL
ij_o

ATy 74 [Save (RE) 127V vr LET,

T, [EF (Deploy) 1>[ERl (Deployment) 1227 U w7 L, BV Y TET /A AZRY
VEEBTELLSICRY E L, BHIIRY V-2 RIATLETHNIRY A,

= - =R oo
DIRAADANILAEZZ —DEERTE
[Z T A% (Cluster) |"S—Y D[V T AZ~NVAE=L —DFE (Cluster Health Monitor Settings) ]
TV aliF ROKRTHMASN TV DOREDERSNET,
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10: 9 5REFDAN)LAEZR—

Cluster Health Monitor Settings

Timeouts

Hold Time

Interface Debounce Time
Monitored Interfaces
Service Application

Unmonitored Interfaces

Auto-Rejoin Settings

Attempts
-1

Cluster Interface
Data Interface

System

| IZ& 1+ % Threat Defense M4 5 X 42 M EFACisco Secure Firewall 3100/4200 DY S X&) 45

15280~ L2E=2—0%E ||

DERFE

9000 ms

Enabled

None

Interval BEetween Attempts Interval Variation

5 1

3 5 2

3 5 2

RI1INISRABANIIREZL—DIKTE (Cluster Health Monitor Settings) ] t% 3> T—TILDT4—)L K
T4—ILF EL: )]
BALTI K

{R-84 R (Hold Time)

/) — FOWREEZHERT DD, JITAF ) —RiZI7 T7AZHIEY
J T ) — RNy~ E—F A= EELET, /— QN
REEEREENICE T /— R0 b AN—hE— R X v —UZZFE LN
Bt TOET ) — RIIREREEIET v RIREEE s E
7

AV H =Tz A ADT N
7 > ARERE] (Interface
Debounce Time)

AH =T 2 ADT NG AR, AV H—T oA A TEEN
FELTWA LRI, 7T AEZNEL /) — KRHIBRENNSETD
e <9,

Monitored Interfaces (&
ZRYDTHREL R —
Jx4AR)

A VEBE=T 2 ADNVA F w713 v IEELE=F—LF
T, BEDORIA VX —T 2 A ADTXTOYFR— M, FED
J— R ETIEEENEAE LN, Blo /) — K EOFE Ciniiof v & —
T2 ARTT VT 4T R—=MRBIGE, D/ —RNZ7 7 A2
HHIRENET, / — FRRALNR—2 T T2 NLHIRTHETD
BERIZ, A v Z—T =2 A ADEA T, 2D ) — RPMESLIEH* ) —
RTHDI, FEFT7TAXITSIMLLY ELTWEMNICE > TR
0 ET,

P—RT Y r— 3
> (Service Application)

Snort 7 12 AR LW disk-full 72 AREHINTHENE I 7
TR LET,
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. DSREDANILAEZZ—DHRTE

J4—I)LFK SR BA

F=L Y TRGHNDOA | F= 2 ) TRHBNDA o F—T = A FRLET,
VE—T AR
(Unmonitored

Interfaces)

BEBEEDERE

JGABEAL B =T oA | 7T AZHIEY 7 DOABFERKEOREDREAZFRLET,
A (Cluster Interface)

Fe B HE =T 2 A AT —=H A H—T =24 AOHBHEEEOREELFZRLET,
(Data Interfaces)

AT A (System) W=7 —IFD HE B G OREL R LET, NEHOEEIZIL,
TV r—=a @O LTy N FELET ) r—a
AT —=H AR ENDHY £,

)

ATy I
ATvT2
ATvT3
ATvT4

ATy TH

G¥)

BlIERAE NN T 4 — L RIZFRRENER A,

VAT DDNNVAF =y 7 2 BINCT oL VAT LAONVATF =y 7 PELEN TV DY

ORI varhbINGDOREEITOZENTETET,

FEDOR— NFr 3L ID, H—oWEA( % —7 x4 A 1D, Snort 7’1t X, IO disk-full
Tuv ABEHRTEET, ~NAEF=Z Y UTIFIVLAN Y T A X —T A A, F£721% VNI
LBVIZR EDOFABRA v —T = ATIIFEITENE YA, 7RG 7024 T
ERETEERFA, 2OV U7 ITFICE=F—SNTWET,

FIE

[T/314 R (Devices) | > [T/ A4 REHE (DeviceManagement) ] Z#R L £7°,

EERT 257 7AZORICHS [fRE (Edit) | (£) 227V v7 LET,

[T A% (Cluster) &2V v LET,

[T AZD~NVAE=H—OFTE (Cluster Health Monitor Settings) |7 2 > C, [fRE
(Bdit) ] (#) &7V vsLET,

[~VAF x>7 (HealthCheck) | A7 A X% 27 V27 LT, VAT LD~NNVAF v 7 %K

Wz LET,
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1M:RTLANLRAF v DEMIE

Edit Cluster Health Monitor Settings X

Health Check @)
v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds

Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

MWD FRaPEE (22T —H A v H—T A ZDOBMNEIR, / — KRAAL vFO
A B —T 2 A ZADHIMEAEEN, VSSROVPC 2B T D A A v FDIBI) %175 & X2,
VAT LDNVAT =y JTHEREE NI L, B LA v =T oA ADE=F ) T IR
MZLTLKEEY, MR YOERNRET LT, REDEENTXTO ./ — NZR#H S
b, VAT LADSNNVATF =y VIEREEZHEANI A LV —T 2 A AEE=F Y I TEE
7

ATy T6 ARV REM LA H—T 2 f ADT T AR ERE LT,

o [—/V FEFRE] (Hold Time) ]: / — KD/ N—hE— h AT —X% X A vE&— OREMHERE
FHEELET, IBETE2HMIL3 ~450WT, T 74V MI3IWTT,

[ B —T A ADT R AR (Interface Debounce Time) | : 7 /37 > AFERIE 300
~ 9000 ms DFIFHTHAERELET, 7 74/ ME500ms TT, fEE/hS<TDHE, A
VHE—T oA ADEE LV REICRHTEE T, TV CARMEELS T L, BRH
DAREMNELS D Z LITEBLTLEEWY, f v F =T = AD AT —F AFFHNRIEE
ToHE, A F—T oA RXFEEL LTI HITSNDHET, /—FNIEESNZI VR
B L E3, 2%, /— RNiX7 722 oHIBREVE T, EtherChannel 73 % 7 LK HE
MHT » TREIZBITT 256 (A4 vy TFNRYa— KEN7, AA v T TEtherChannel 73
BT o172 8) | TADCAKHB LV RS2 K= DAY RIZBWTHID 2
TAB ) — ROFNERIR T, VT AL ) —RTA 2 —T 2 ADBENERIND
EEBFLHENRDHY FT,

AT Tl ~NARAF =y 7 REEOHEFHER Y TAXEREE DAL ~A A LET,
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B 'sx50~122=5-0

12: BBBEHEADORE

v Auto-Rejoin Settings

Cluster Interface

Atternpts

Interval Between Attempts

Interval Variation

Data Interface
Attemnpts

Interval Between Attempts

Interval Variation

System
Attempts

Interval Between Attempts

Interval Variation

Range: 0-65535 (-1 for unlimited number of attempts)

Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous
duration), or 3 {3 x the previous duration).

Range: 0-65535 (-1 for unlimited number of attempts)

Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous
duration), or 3 (3 x the previous duration).

Range: 0-65535 (-1 for unlimited number of attempts)

Range: 2-60 minutes between rejoin attempts

Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

[V FAHA B —T x4 A (ClusterInterface) |, [7—H A ¥ —7 = A A (Datalnterface) ].
BELOR[AT L (System) [WIROEZFHELET (W=7 —IZix, 77V Fr—2 3 O
HMEALT TN, —BUORWT TV =2 a VAT ARERDY ET) .

o [R17% (Attempts) ] : FFEA ORATIEEE 0 ~ 65535 OHFFAOMEICERE L E3, 01XHE
HRESEENMELET, [T AX A H—T x4 A (Cluster Interface) | DT 7 # /L Ml
-1 (JEHIFR) T, [T—%A > ¥ —7=AA (Datalnterface) ] & [ A7 L (System) ]
DT 7 F v MElE 3 TY,

« [AITOME (Interval Between Attempts) | : FHfEARITOMEE 2 ~ 60 D/ HAL TER L
FT, TIANMEZS HTT, 7 TFAXSOFSME /) — RBRITT D KRG FHREH
X, B OBEEIAR D 14400 4 (10 H) IZHIBR S v E T,

o [ NY =—3 3 > (Interval Variation) | : @& NI E > EHZLET,
1 ~3DFHATHEEZZFELET (L: ZE L, 2: BHAIORRO 2%, 3: EATOMED 3
f5) o =& E MRE S DITREL., Bo% 2 ITRE LSS, &AORITH 5 50
%, 2BIHORITR 10 0% (2x5) | 3FEHORITA 20 5% 2x10) &2 EF, 7
T AN MEIL, [T AFA X —T =4 A (Cluster Interface) | DIEAIT L, [T—HF A
4 —7 A A (Datalnterface) | B L[ AT A (System) | DHEIF 2 TT,

ATV T8 [T=XVUTHGEDA 4 —T x4 A (Monitored Interfaces) | E72IL[E=F VU > 7 xtE4L D
A > ¥ —7 xA A (Unmonitored Interfaces) |V 4 > RUTA V¥ —T = A AERBEL T, £=
BV TRGDA L BE—T 2 A RERELET, [M—ERXT7 TV r—varox=F) 7
ZHNZF 5 (Enable Service Application Monitoring) ] &4 > £72134 72 LT, Snort 7' ut
A & disk-full 7B ADE=Z Y T2 AHEITENIT L LTS ET,
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ATvT9
27w 710

1525 /—roEz [

R13:E=ZRAYIRHELA 2 EZ—T 24 ADETE

v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring

AE=T A ZADNNAF =y 73 VI EELEE=F—LET, FEOWwmA L F—T7 =
A ADTRTCOYER— b2, FED /) — K ETIIEENRRE LR, Bl /) — N EDOR Cig
AL E—T 2 A ATT I T 4T R — RO IEE, 0/ — RNE7 FAZNLHIBRIILE
T, S KB ANR—% T TAEZNLHIRT 5 E TORIZ, A1 X —T A ADX AT L
FD ) — RBHELE A/ — R THD0, 37 FAXIISML LY ELTWANI L - THE
RVET, TTZANITHEH, ~MMATF 2y 7 FTRTCOAS v F—T A A, BI O Snort 7' 12
£ 2 L disk-full et XA THEI > TWET,

WHLISN DA o Z =T 2 f ADNVA T=HX ) T BB TE £,

B0 MR VEE (I2E 23T —FA 2 —T =4 ZADBMEIBR, / — KA v F D
A B =T 2 A4 ADFIML/EN L, VSSROVPC 2T 2 A4 v F DB £1T5 & &I,
VAT LDNVATF oy VRN L, B LIcA =T A ADE=F ) TR
LTSN, MRRYOEENET LT, REOEERSTITO/ — FICRB Shi
b, VAT LDNNVAF =y VIR EBEANCCA VI —T oA A2E=F ) I TEE
7

[fRTF (Save) 1227 U w7 LET,
REATZREBALETHRELTDOREMZSHBL TLEIN,

DSARAZ/)—FDEHE

JIIGAREBALHIE, 274 FXal—arvEBEL, V5RAX ) — NEEHTXFE
—gﬂo
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B sLvo525/ —roen

FLWISRAE/ — FDEN

1OULEDH LN T2 ) = RERFDOT7 7 A2 ITEMTE £,

FIE

AT T [T/34 2 (Devices) 1> [T /31 A& (Device Management) | DJEIZER L, 7 T AXD %
Ot &) %27V v 2 LT[/ —K%EM (AddNodes) ] Z#RL E¥, >

14:/ — FDiEM

ra

Break Nodes

Edit Configuration
Cluster Live Status
Break Cluster
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

[7 7 A% D& (Manage Cluster) |V 4 ¥ — FRFERINET,

ATYT2 [/—F (Node) | A=a2—nbHT7 /A ZA&ZRRL, LEIECTIP 7 FLA, BEIER,
FOHA M ID ZFRELET,
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gL szas—roiem ]

15:[ S A2 DEE (Manage Cluster) ]9 4« ¥ —F

Manage Cluster Wizard
o Configuration 2 | Summary

Cluster Name*

ftdcluster

Cluster Key

Control Node
You can form the cluster with just the control node to reduce formation time.

Node* Cluster Control Link Network*
172.16.0.50 v 10.10.10.0 /24 (254 addresses)
Cluster Control Link* Cluster Control Link IPv4 Address* Priority* Site ID
Ethernet1/7 v 10.10.10.1 1 0

Data Nodes (Optional)
Data node hardware needs to match the control node hardware.

Node* Cluster Control Link IPv4 Address* Priority* Site ID
172.16.0.51 W 10.10.10.2 2 (
Node* Cluster Contral Link IPv4 Address* Priority* Site ID
| Type device name Il [10.10.103 | |3 | |o Remove

Add a data node

ATY T3 EHIC/—FKRZBMT 52, [T—%/—K%EM (Addadatanode) 1 %27 U 7 LET,

ATw T4 [FfT (Continue) %27V w7 LEd, MEE (Summary) ]ZHMEE L. [£R1F (Save) 127 U v
7 Lij—o

HAEBRGFEIN TS/ —RiZiE, e— 7 A aryBERRrENET,
16: 7/ — D&%

] - ftdcluster (2)
== Cluster

172.16.0.50(Control) Snort 3
172.16.0.50 - Transparent

a?Z.‘IS.D,S‘I Snort 3
72.16.0.51 - Transparent

752K ) — NOBEEREE=F—F5HITi3, @5 (Notifications) | 7A 2> %27 U w7 L,
[# A2 (Tasks) | R L £,
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B —rors

Deployments Upgrades O Health Tasks (_) Show Notifications
I
0 waiting 1 running 0 retrying 20+ success 0 failures | Filter
**: Cluster
Cluster configuration is being enabled on data node 172.16.0.51 7s
[ ——

/ — FDERS

= RNAZ U RTRTNARAIRD I, 7T AL/ — FeflfrcEsd, 7724
BREMEERLZRWVIRY | i) — REBRANT 2 2 &3 TEEtA, 7—¥% / — FOREITHE
IhET,

FIE

ATY 1 [TIAA4 R (Devices) 1> [T/3\4 REHE (Device Management) | DIEIZEIR L, BRANT2 / —
RO ZDM () %27 YU v LT[/ — F&FRS (Break Node) ] Z#IR L £7,

17: 7 — RO

Disable Node Clustering
Break Node

Delete

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

FFars T, ZITAXD [FEM (More) | A==—0b [/ — R&FRIL (Break Nodes) | %%
RLTI 2L ED ) — RERINTEET,

ATw T2 BHOHEEROONTZEH, [IXW (Yes) 1227V v LET,
18: fRIR DFEE

Confirm Remove X

Are you sure you want to remove node 172.16.0.50 from the cluster? It will be
converted to a standalone device.

No Yes
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BT |

7 I AL ) — RO EE=F2—T 5121, [EH (Notifications) | 7 A 2% 7 U v 7 L,
[# A2 (Tasks) | ZEIRLET,

7 2R3 DR

JIGAREMEL, TR_RCD ) — RERAFZ L RTa TN L A CEBRTE 4, #li — Fix
A HE—=T 2 A ALEX2 )T AR —DORTEEHRFLETE, T—F ) — N CTIHXRENH
Eanxd,

FIE

ATYT1 J—RERETHLICED, XTDHDI T AH 7 — R Management Center TH&EL X 1T
L2 EEMRLET, 772X ) —FOBREAE (40 2—) 2B L TLIEEN,

AT9 T2 [TINA R (Devices) |>[T/31 REH (DeviceManagement) | DJEIZERINL, 7 T A XD %
Ot ¢) %27V 27 LT [7 T AL &SRB (Break Cluster) ] 2R L £,

19: 9 5 X5 DR

e
Add Nodes

Break Nodes

Edit Configuration
Cluster Live Status
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

ATYTI IV ITRAFEMRERTDHEORDENTZH, [T (Yes) 1227V v 7 LET,
B 20 : f2BR D FETE

Confirm Break X

A cluster break will be performed on nodes registered to the management
center, and nodes will be converted to standalone devices. Before you break
the cluster, use Cluster Live Status > Reconcile All to detect any missing nodes
so they can also be converted to standalone devices. Control node deployment
will be triggered, if static route is configured on diagnostic interface. Are you
sure you want to break cluster ftdcluster?.

No Yes
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B /sx5vvzmmiv3s

7 T AR OfiRREE =X —95H21%, @A (Notifications) | 7 A 2> %227 U w7 L, [XAY
(Tasks) | ZEIRL £,

DIRBYV T HENT D

ATy T

ATy T2

ATvT3

J— ROBIBRIZEZ T, £72FA T ADTDIC B ) — REIET 7T 1 7T 58
ANBHYET, ZOFIEX, /— RE—ENHET 7T 4 7T D000 TT, /— KX
5| % #¢ % Management Center D7 /XA AU A MIERENET, /— KBIET 7T 4 71725
L. T RTOT—F A B =T = A AR ¥y MU SNET,

FIE

NI D=y MIK LT, [T/N1 R (Devices) 1>[T/31 AEHE (DeviceManagement) ]
DIEER LT ZDM &) 22V v 2 L, [/ —F D2 FAZY 7 5EHT % (Disable
Node Clustering) ] 2% L £7,

B21:9SR2 )T EEBNT S

Disable Node Clustering
Break Node

Delete

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

Hl# ) — R T ITRAEZ VT EBHIITHE, T—% 7 —FO1OBH LWGIE , — Fic7z D
F9, Aok, FREPREEREICOWTIE, #ili# ) — RERZm@HT 25 & T X TOHHRS F e v
TINDTZH, FLWEIE , — N ECHi A BT A HBERS Y 7, il — KR 7 72
ZNOME—D ) — RTHDIGEE, £O /) —RTITAZ N T EEHICTHZ LIXITEEY
Mo

=KD TAZY T EMNT D L el LET,

J— KX, [T/31 A (Devices) |>[7 /31 A& # (Device Management) |V A kD4 HIOREIZ
[ (#%) (Disabled) ) ] & &RSNET,

IS AZY T EFHOENCT AR, 7 TFAZ~OFEBM 36 2—) 2B L TLLEX
/AN

D3RI ~DBSM

(72 21E. AV F—T oA ZATEENREELZTZDIZ) J— KRNI 7 2ZM0HIBRENT-%
B FREFE T IRAX ) T BB LIZGAE. 7 T AXICTFETHESMT H5MLEND
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sims —rozE ||

DNET, 7ITRAX~OFEBZMERITTDENI, BENMEHEIN TS Z EE2HERLET, /—
K& 7 Z A2 NLHIRTE BB OFEMZ OV, (772X ~0HESM (62 2—) |
LTI,

FIE

AT BEAMNITI 2=y MIX LT, [T/NM R (Devices) | >[T/\1 REHE (Device
Management) | DIEICEIR LT ZDMs ¢) 227V w2 L, [/ —FDZFZAZY) T 5HR)
{29 % (Enable Node Clustering) ] Z 3R L £,

RT9T2 2=y NTITARAZV U THBEINTDHZ LR LET,

HilfE /) — FDER

HlE ) — FE2EETLRBOFET, Gl — R CTr 722 72BN, #H L=
=y NOBRZFFo TG, 7 7AZ Y T EBEANCTLHETT, Hlfl /) — o352
=y NEBBICIEET HDMNENHLEAIL. 207 a v OFIEAEH LET, B, hik
EHFREERIC OV TIE, WO FETHIE ) — RETAZEHT 5 & T X CToERN Ke v
TENDT=D, BLWHE ) — F E TR 2 ML T2 0ERH Y F7,

HilfH ) — FZZE T 51203 WOFIHREZFETLET,

FIE

RT7vF1 [TINA R (Devices) ]>[T/34 A& (DeviceManagement) |>Z®fth ¢) >[7 T 2A&DF
A T A7 —4 A (Cluster Live Status) ] Z#IR LT[ T A X X7 —H# A (Cluster Status) | % A
TarlRy s AEHEET,
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| BCEECE )

22: ) 3ARIDRAT—HER
Cluster Status

Overall Status: [&l Cluster has all nodes in sync

Nodes details (2)

Status Device Name
> InSync. 172.16.0.50 Control
> InSync. 172.16.0.51

Dated: 11:52:26 | 20 Dec 2021

Refresh

Unit Name

172.16.0.50

172.16.0.51

Chassis URL

N/A

N/A

Q, Enter node name

ATy FT2 flfflra=y MZLizna=y MZHOWT, Z0M () >[o—LZHI#IICZ T (Change Role to

Control) ] Z&EIN L F7,

ATY T3 v VOEFEEERT DL ICKROONET, T=v I/ Ry I A4 N LT[OK] 27 Y v

7 LET,

7 S RAFHEDRE

I TALBREEMETEET, VITAXX—, JITARAXHBE) I A4 2 —T A A, T
I TABEIHY Ry N =T BERTLH L 7T AXIABIHER SN THER I NE
T VTAEPHERENDET, bT 7 4 v 7 OFMBRBAET L AEERAHY 5, /—F
DI FTAZEIHY 7 OIPT RLA, J— ROBENERL, £72130 A NIDZEETLH L, &

BEZ D ) — ROBNEA SN TY T AZICHEBMENET,

FIE

RAT9T1 [T/IAA4 R (Devices) | > [T/ 1 REHE (DeviceManagement) | DIEIZERIRL, 7 7 A XD %
Dt G Z27 Vv s LT [RELME (Edit Configuration) | 1R L £,

. IZ# 1+ % Threat Defense W% 5 X 2 M EFACisco Secure Firewall 3100/4200 DY S X% ) > 5



I 1Z# 1+ % Threat Defense D~ 5 X 2 M B FfCisco Secure Firewall 3100/4200 DY S X&) v 4

vsz2azEnmEe

23: R EDIRE

E
Add Nodes
Break Nodes

uster Live Status

Break Cluster
Revert Upgrade
Delete
Health Monitor
Troubleshoot Files

[7 7 A% D& (Manage Cluster) |V 4 ¥ — FRFERINET,
ATYT2 VTAXBEERHLET,

24:[9S5R8DEE (Manage Cluster) 17 14— K

Manage Cluster Wizard
o Configuration 2 | Summary

4 Editing the cluster bootstrap configuration results in disabling clustering temporarily. This operation may result in traffic disruption, and you should perform bootstrap changes during the
maintenance window.

Cluster Name*

ftd_cluster

Cluster Key

Cluster-level changes

Control Node
You can form the cluster with just the control node to reduce formation time.
Node* Cluster Control Link Network*
172.16.0.51 ~ [ 1010.100 | 1|24 (254 addresses) - |

Cluster Control Link*
Ethernet1/7 | 10.10.102

I0E |

Data Nodes (Optional)
Data node hardware needs to match the control node hardware.

Node* Cluster Control Link IPv4 Address*
172.16.0.50 v )| 1010100

Node-level changes

7 J AZHIME YU > 7 23 EtherChannel D&, A v A —T =2A AD Ra v X7 A= a2—0FK,
b5 [HRE (Edit) ] (F) 22Uy 27 LT, A F—TxAADAL"— 7L LACP

DRELEMETETET,
ATwv 73 [KiAT (Continue) 1% 7V w7 LET, MEE (Summary) (%R L, [fR1F (Save) 127V v
7 LET,
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B '5x5/ —roms

DI3R3/—FDEE

7 T AH ) — ROBEIIE LT8G 1EL. 7731 A )5 Management Center [Z%f L T2 7 A X
A=y THEBRETEET, 72 & %X, Management Center NFFED 7 v A THEI I
TWAH0, Ry NI—=2Z IR S L5E, 7—% /) — FOBRICKT 22 EnH Y £7,

FIE

AT9F1 75 AF0 [Devices| > [Device Management] > ZMDfth (5) #%33# L. WKIZ [Cluster Live Status]
Z IR L T [Cluster Status] # A 7 12 7R v 7 A& & £,

B2:95R30D54TRAT—HR

s
Add Nodes

Break Nodes

Edit Configuration
Break Cluster
Revert Upgrade
Delete

Health Monitor
Troubleshoot Files

AT T2 [T _CEHBA (Reconcile All) 1227V 27 LET,
H26: T RTCEBEE

Cluster Status (7]

Overall Status: = Cluster has all nodes in sync

Nodes details (2) Refresh ‘ G Q, Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A
> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021
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PSR ERIE/ — FOBIBR (BEkMERR) & #i L L) Management Center ~ D & % .

JTGAR AT —HZZADFHMNZHONWTIL, 7 TARAXOE=FY T (2—) 23BLTL
7230,

DS RAFEIF/— FOEIBR (Z8#FR) & %7 L L'ManagementCenter

~DEER

Management Center 705 7 7 A X B ERRCTE 9, ZNICED ., 77 RAZITEOE EHMERF
SINFET, 7T AKX %ZH L Management Center [ZIBMT 2551X, 7 7 A X B8GR5
TENTEET,

I TAEMNS ) — KRRV D Z L 72 <. Management Center 75 / — R & B GfiEhr+ 25 2 &

HTXF£9, /— FiX Management Center IR RSNV TWERFAN, L7 T7AZDO—HThH
D, Bl&EkE b7 7 4 v 7 HPELTHIE , — RiZ7e 5 Z & B ARETT, BIEEIE L TV S il i)
J— RaBek iR 5 Z LI1LTE £ A, Management Center 2> HEZFEANFIREIZ /R 572/ — N

FBEIER L CONEVWERAR, B L NI TN a—T 4 T D, VT AZD—
WELTHELTEBSZEBAHETT,

T T RAH DRERRER
* Management Center & 7 7 A% L DR]OFT X TOWENUIRr S E S,
o [T /31 AEBL (Device Management) | X— 0057 T A X PHIBRSIVET,

« JTAEDT T N7 A —AKERY > —T, NTP %ffi lj L T Management Center 7> & Kf
MaZET DL I0ICHRESNTWVDELAIE, 7 7 AR — LV HERICRINET,

CREIZFDEFII DD, VIARAZIINT 7 4 v 7 OB EHATLE T,

NAT X VPN 72 EDFR Y v —, ACL, BL A v ¥ —7 = A ARIIHER S5,
[d] U FE 721351/ Management Center ([Z7 7 A X Z {38k d 5 &, REVHIBRSN DT, 7 7
ABNIFDORETIN T 74 v 7O AEILELET, 77 RAEREITIFTDOEFHFINLT-
W, 7T AIREEZBINTEET, BEFICT 78R ar e —L R —Z2@RIRTEX £
B, NTT 4w EEELAET DN, BEEZIMORY) o—2FHEA L T LRELRERT
HYBERHD F9,
1R BHEIIZ
ZOFETEH., WITNHD ) — F~D CLL T 7 ¥ ANNETT,

FIE

AT9 1 [T/AM R (Devices) |>[T/31 REE (DeviceManagement) | DIEIZER L, 7 T A X)) —

RO ZFDM G) %27V v 7 LT RERER] [HIBR (Delete) | #3&IR L £7,
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ATy T2
ATvT3

ATy T4

(24514 % Threat Defense D% 5 2 & M EBCisco Secure Firewall 3100/4200 D7 5 2% 1) >4 |

R 27:95R2EIE/ — FOHIR

Disable Node Clustering
Break Node

Packet Tracer
Packet Capture
Health Monitor
Troubleshoot Files

7 TAZMN) = REHIRT L L oROLNIZH, [1TW (Yes) 1227 Y v 7 LET,

JFGABAUN=DNIDEFLNT NAA XL LTEBMTLHZ L2k, 772758k Lw (%
721Z[E C) Management Center (28 &k TE £7,

JTAZ )= RD12ETNAZAELTEMTHETT, RYVDOI ITRZ ) — K EnE
@—O

a) 1207 T A% /) — RO CLLICHEKE L, configuremanager add ==~ > K& H L CTH LW
Management Center % %5/l L 9", Threat Defense 581 % —7 = A A CLI TOEHE %
ZML T I,

b) [T/31f R (Devices) |>[T/31 RAEHE (DeviceManagement) | ##ER L. & (Add) 1>
[F/34 R (Device) 1 %72 U v 2 LET,

RBEED ) — REFEBMNT A0, 77 A% ) —FORE 403—) #BLTLLEE
v,

DSARIDE=R)Y

7 Z A 4%, Management Center & Threat Defense ¢ CLI CE =4 —TCX £,

o [7 T AR AT —H A (Cluster Status) | XA 7 a2/ Ry 7 AL, [T /34 A (Devices) ]
>[F /34 2% # (Device Management) 1> Z DM () 71 2 b, £ [T/ A
(Devices) ]>[7 7/ A A& HE (Device Management) |>[27 7 A4 (Cluster) ] X— >[4
% (General) |8k >[27 7 AX DT A 7 A7 —4 A (Cluster Live Status) |V > 7 /nH 7T
JEATEEST, >>>
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management-center-device-config-74_chapter1.pdf#nameddest=unique_53
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v5z280x=2y>5 |

28:9 SARADAT—HRR
Cluster Status (2]

Overall Status: =l Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 N/A

> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

HlfE, — Rk, 20—V E2RmT T 7749747 —2RH0 ET,
I TGAL R UN= AT —=H AR, RORENREENET,
o A (InSync) : / — K Management Center (Z 8 &k S 4L CUVE T,

o BEROEE YT (Pending Registration) : /— RiX27 7 AX O— T, /2
Management Center [Z 58k SN TWER A, / — FOBRIKB LIZSGEE, [T
ZMA (Reconcile All) 1 %27 VU v 7 L THEEHRITTEET,

o 7T AKX TR (Clusteringis disabled) : ./ — K% Management Center {2 &85k X
NWCWETR, ZFREDIET 7T 4 TIRALN=TT, 7 TRAZ ) THREIF, %
THAMET 2 PERH LG EITEEETICHERCEEd, £/, /—F& 7T R¥F
NHHIBRT D Z &L ARETT,

o 7T AZIZHHH... (Joining cluster...) : /— KB T ¥y — LTI T AZIIHIMLT
WETD, ZIMNEFE T L TWEH A, BI04 IZ Management Center (28 &k SV E T,

J—FRZ &2 [HE (Summary) | & [JBFE (History) | &£ RTXET,
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B 'sxs0x=5y>y

29:/ — KD [BEE (Summary) ]

Status Device Name Unit Name Chassis URL

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

R 30:/— ko [[BE (History) ]

Status Device Name Unit Name Chassis URL
l Summary ] l History ]
Timestamp From State To State Event
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...

e VRF L (3 > [Tasks] <—2,
[# A2 (Tasks) |"S—VITIE, /— RBIBERSI N DTN T T A X ERS A7 DEAIEHR
MEREINET,

o [T /34 A (Devices) ]>[7 /3A A% (Device Management) ] > cluster name, >

TNAAD—RRRR—=V T T AZZREMT DL, IPT FLRADRIZ LD 1 —L3FoR
SNTWBHHIH, — FEET, TXTOALN—) —FERRZTEES, Bgpfho/ —F
WZiE, m—= RT3 UBRFERSNET,

* show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode |
memory | resource usage | service-policy | traffic | xlate count}

7T AR BIROERT — X FI213F OMOEREZFK T 5121, showcluster 2~ K%
EHLE9,

« show cluster info [auto-join | clients| conn-distribution | flow-mobility counters| goid [options]
| health | incompatible-config | loadbalance | old-members| packet-distribution | trace[options]
| transport { asp | cp}]

7T A B EREFTRT DL, showcluster info 2~ R&EEH L £,
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DSREANLREZR—FyaRk—FR .

DIRAAANILREZA—HF vy aRk—FK

Cluster Health Monitor

Threat Defense 287 7 A % Ol / — R Tod 5% . Management Center [I7 /31 A A MY w7
TR AL I EPLIEIERA N v 7 BEMICIEELE T, 7 TAF D~V AE=H —
I, RO R—xr P THER S TOVET,

MEL a2 R—F 7 TRAZ MR Y 7 TALHE, BLOA M) v 7 Fy— FCH
TOHEREFRLET,

s MREYREZ Y a iR, FTAXDTA T AT —H A flx OBBBHEORE, &

BB ) — R 2 A7 () — RERIET—% /—F) | BIOT A ZDIREN
FRINFET, T, ADIREEIX, [ME%h (Disabled) | (7 /34 AR 7 A X ZHEn iz
LX) | [WIHREE TN (Added outofbox) ] (NT VU v I T T R T ALT

Management Center {ZJ& L CWRVENN . — F) | F£7203 2% (Normal) ] (/ — R
DEARAIZREE) DOV TN TT,

o VT AKX DIEHE Y va v ZiE, CPUEARE, AEUFEHE, ANL—FF L —
b, 77T 4 7B BIXONAT BHBICETD 7 T AXOBEDA N v 7
NERENFET,

GE) CPULAEVDAN) wIIX, T—H 7L —1 L Snort DfEHE
Ol = D ™ LET,

e ANy I F¥—Fb, DFEY, CPUEHEK, AEVMHHEK, AL—"7v , BILUOE
TR, FRESNIEHMICBITS 7 9 22O HEZMNETRLET,

\mh

ST v aR—R 122000 4V x2y NCITTAK ) — REKROATR A ERL
_g—

T4y M, VT AZ ) — R W@ﬁ%%l"TéIﬁﬂ&/kﬁiw
BENANFETRINET, 207 XL, /J— RICEoTARMNRED L S 120 En

TWENERLET, 20Uy NeffHT L E, ANOMOREE & RBICEE
L CEETEE7,

o J—FMEIY 4V 2y MZIE, /—FLULD A N w7 RERRNTFERENET,
7T AZ ) — RBED CPUEHER, AEVHE, AJL—F WhHLVv—K 772
T4 T IR %i@mwﬁmﬁ BT DA N v TF—2REREINET, &
DT —TNEa2—TlE, T—%ZBEMT T, A —HEFHEICHETEET,

CAUNR= NI = VA By aR—RK: IV TAL )= RFOBEDA N v 7 TR

F9, BV X EFHLTC/ —RET7 4N Z V7L, BE/— ROFMERRTEE

9, A M) w7 TF—X{ZiE, CPURHAR, 2 V#EHAR AHWL—F, HHL—b, 77
T TG, BXOYNAT BN EENE1,
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B /525 ~rzomw

cCCLA v aR—KR: 7 I7RAZDHIEY v r5—%, DFVANL—FEHIIL—1E2 T
Z 7R TERLET,

s NI TNYa—T 4TV T HBEIERESND N T TN 2T 4 DNy
L FIE~DERZR Y o 7 R4 L F 9,

o WFRAEH : SEIFERITAF AN v X aR— KUYy MIEREIND
TS A HIFR T 5 72 8 O FRIL Al GE 70 IR P,

e HARZLE Y aR—R: VTAZBERDA RN v 7 & ) —=RL~ULD A MY v 7 Oy
WHT AT —2%2FRLET, 270, /— FROBERITEBHHA NV v 7 IComEA S
N, /J—RKBNET27 7 AZERTEHESNETA,

DIRAEANILADRKR
ZOFIEEAFETTHITIE., BHEL—Y— AT F o Ra—HP— FFdEFa VT4 TF
VAN 2= —THEILERH D £7,
JTGARNNVAE=ZL—L, JTFTABZLFD ) — RO~NVARAT —F ZDFMR E o — 24t
LET, 2OV TAFXNVAE=H —F, —HEOX v 2R — R TT TAZDNVART —H
A LA AR L E9,

15 H B HEIIC
* Management Center O 1 DLL DT A ANE 7 T AX BB L T D NEHER L 9,

FIE

ATv Tl YRTL ) >[EEM (Health) |>[E=%4 (Monitor) | #&R L £,

[E=% V27 (Monitoring) | T/ —var v RuzEHALT, /— REHDO~LVAE
= —ZT 7' ALET,

ATV T2 TANALAYANTIERM (Expand) ] (#) & [0 72724 (Collapse) ] (V) %27 Vw2 L
T, BHARD I TAZT XA ZAOY A NERBEEZIZIT0 27 FE T,
ATV T3 I TAZDNIVAKEZFRT DT, VT AZLE 7YV v LET, T74/NVETlE, 77
AHF=H =L, WL ODNDOFRIERINTZF v aR— RCEEEBLIONT7 r—< 1 AD
ANV 7 ERELET, AN v I Xy vadh—RIIROLOBEENET,
« [MEZE (Overview) | : MOFERIERSINIZE v 2R —RKNnHDOFE R A MY v 7 2FoR
LET, /— K, CPU, AEVU, AJJb—b, Hib— b, HEHREHTE R, NAT ZHE#R
BmENGEENLET,
o [Bfi7 53 (Load Distribution) ]: 7 7 AKX J— RO T 7 4 v 7 L8y FOSTHL
o [A 2 X—=RT p—=< > A (Member Performance) ]: CPU =R, A E VU HHE, AJA
N—T ~, HBAOANAL—T> ", 72U T 4 7708k, BLONAT T % — R
VO FHE L

by

=
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ATvT4

ATy Th

ATvT6

ATy T17

15248 ~aLz0xTE |

«[CCL]: A v H—T 2 A ADAT —HZ AR L OERN T 7 4 v 7 OFEHER,

FG_NEI I THE, SFESFLA N I Xy aR—NIBETEET, PR—FX
NTWBEYZ TAZ AR v 7 OEFER7R ) A MZOWTIL,  [Cisco Secure Firewall Threat Defense
Health Metrics] 22 L T 72 &0,

HLEEO ey 72y RE#EEEZHRECTCEET, KETIFMG (74108 hb,
KETEH2 BB OHMERMTEES, Rny XX U205 [Custom] ZER LT, B
AL LOBMGH K THERELET,

T A arE s ) v LT, BEIEHZ S DICRET 5, BEIEHE2 A4 7200 B2 F
ﬁ—o

BR L2 RFRIEHIC DWW T, F L R I 7 DRIAA— =LA ORHT A 227 v 7 L
E3

JEBHT A 0%, GBI U 7Z RSN OB EZ R LET, BMEOHIL, B OB MR & &
THEAZ R LET, HEORBEOGA., BEOTEITBNEREINE T, EROFEMEZ TR
T 5121, RO EEchH L7 M arE2 7 ) v LET,

(/= FEBEDO~NNAE=H—DGR) =Y L OT A ZRLOLEMZH 5T Z— hdk
T, /—FOEEWT 7— &t LET,

EHEWET 77— MRS v 2 2a5bED L. /— FOEEEOMENRRINET, Ky 77T v
T4 FUIS, BLSODEFET T — FOBMEO —HpRFRINES, Ny I T v T Es
Vo7 35E, EFETT— MIEOFME = =2 £,

(/= FEBHDO~NVAE=ZF—DER) T 74/ FTIE, T ZEF=F—F, W ONDEHE
HEZRINIZE vV aR— R TCEFHEBLIORT7 4 —~ 2 ZADA N w72 HELET, A b
U 2By adh— RIZIZRO DR EENET,

«Overview : CPU, AE V., A ¥ —7 = A A, PR, MOERFELL v a
R=FNODFERA N v I 2EFRLET, T4 AZHHABEEER Y0 AERGE
FNET,

« CPU : CPU fEHIZE, 7'mtABIEBLOWEL2 7RIl CPU EHSEA 5 A E T,
s Memory : 73N ADAEVHEHE, T —27F1L— L Snort D AEVFEMAREEARET,
e Interfaces : f VX —T =2 A ADAT—HABIOERN N7 7 1 v 7 HEHER,

» Connections : #&festal (R 77 h7ua—, T 77 4 7w, ©— 27 8tk L)
BLONAT B 7> b,

« [Snort] : Snort 7' 1 & AT BT 2 EHE R,
[ASP K17 (ASPdrops) |: & X EAIMT Ry F ST/ v MIB#ET 5 7t
58

FG_ANHEI v ThHE, SFESFLA N I Xy aR—RNIBE#TEET, PFR—FX
NWTWBETNNAARA R v 7 OaFER)7R ) A MZOWTIL,  [Cisco Secure Firewall Threat Defense
Health Metrics] Z#Z& L T 72 &0,
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(24514 % Threat Defense D% 5 2 & M EBCisco Secure Firewall 3100/4200 D7 5 2% 1) >4 |
B s5x521r09s

ATYT8 "NAE=Z =D EMICH DT 7 A5 E ([+]) 227 Uy 7 LT, fEHMRRA N v 7
N—=TNEMBOEEE Y FEMIR L, WAZ LTy v al— e EkLET,

TGABBERDY S a R — ROBEIT., VIFAZDA NI v I T N—TFERIRLTHh D, A
MU v 7 &R LET,

HDIRZAR) Y

JTGALDNVAE=R =L, 7T AFEZD ) — RICEETHHEHEmE . Ao,
T —<r A, BXOCCL b T 7 4 v 7 OfetT — % OERNFEREZ B L £,

K2: D9SRB A )Yy

AU D 5 BA X
CPU 7 AL ) — LD CPU A MY v O | percentage
(F—2 7L —2 &snortiZONWTENENE
ZO
AT 7T AR ) —REDAEY AN v 7 O | percentage
(F—& 7L —2 Lsnort iIZOWTENEIE
7?“) o
T—HAN—T"y k 77 AZDERFBBLIORET—4 N7 7 1 v |bytes
7 DfEat,
CCL A/L—7"» k 7T AZDEFRBLVFEECCL T 7 4 v |bytes
Dt
#&ft  (Connections) I TAENDT 7T 4 T IR, number
NAT Translations 7 2K D NAT ZEHHK, number
Distribution 1Dy 52 ENOBRSA L, number
Ny b 7 ALRNDIR T & DYy MElE O, | number

— — AN ~ — ~ N
DSRIDES TN a—T429
CCL PingY—/NZfEHT 5L, 77 2ZHM#Y 7 BIELKEEL TS Z L AR TEE
T TNNARELT TRAETHARMRERKROY —VEMATLHZEHTEET,

s NI TNYa—T 4T Ty AN J— KRBT TAZIIBINTERWGE, T Ty a—
T4 T T ANPHBRNCAERSNET, 72, [T/AM R (Devices) | > [T/ RE
¥ (DeviceManagement) 1>[¥ 5 X4 (Cluster) 1>[—#% (General) | =V 76 7
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552 5—41) 5 ~0 ping DET ]

TN a—T 4T T7ANEAERLTCA T 0 —RTH5ZLHTEET, FTT L a—
TAT T ANDERESBL T EEN,

oM G %27V v L, [NFT Ny a—F 12 77 A (TroubleshootFiles) ]% i3
RLUT, [T/31 A& H (DeviceManagement) ] X—Y 067 7 A NVEAKRTDHZ L H T
\‘i‘g—c

« CLI 77 : [T/34 R (Devices) 1> [T/3\1 A& (Device Management) | >[¥ 5 X4
(Cluster) 1>[—#& (General) | TUT T, VTAXD KT TNy a—T 4 2 TITHKNLD
—HOERFHACLIH 2R R TEET, 7 7AZICK L TRO 2~ > ROSAEBRIZIAT
SNET,

+ show running-config cluster

« show cluster info

+ show cluster info health

« show cluster info transport cp
* show version

* show asp drop

« show counters

 show arp

» show int ip brief

« show blocks

« show cpu detailed

« show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2

[Z~> R (Command) |7 4 —/V RIZEED show a2~ REANTHZ L HTEET,
FEACHOWTIX, CLIIEIOEREZRL TLEE W,

9 2 RAZ—Hl{E#) > ~D ping DEIT

pingZFEIT LT, TRTDIFRAX ) — KRBT FAXEEHY v 7 %/ L CHEICEETX S 2
LEMRTEET, /= BN TAXICBMTERVWERFIKNDO 1S, 7T AXHIHY
DERENELL 2N ETT, e xiX, 7 T7AXGIY > 7 OMTUMN, i L TWDHAA >
FOMTU £V H KREVMEIZHE SN TV D AEEERH Y £7,
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management-center-device-config-74_chapter1.pdf#nameddest=unique_42
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(24514 % Threat Defense D% 5 2 & M EBCisco Secure Firewall 3100/4200 D7 5 2% 1) >4 |
B /52x5—#my> 5~ ping 0xf

FIE

ATY 1 [TINA R (Devices) |>[T/31 REH (Device Management) | DJIEIZEIR L, 7 T A% OFf
DEML G EZ U LT[ TFAEDTFA T AT —% A (Cluster Live Status) | %R L
iﬁ—o

H3M:95REDAT—5 R

Cluster Status (7]

Overall Status: =l Cluster has all nodes in sync

Nodes details (2) Refresh Q. Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 N/A

> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

AT9FT2 /=KD 125%EBL, [CCLPing| 27 U v 7 LEd,
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s5z258yv506 |

32:CCL Ping
Cluster Status

Overall Status: @ Clustering is disabled for 1 node(s)

Nodes details (3) | Refresh l l Reconcile All l _0\ Enter node name

Status Device Name Unit Name Chassis URL

[ Summary H History CCL Ping

ping 10.10.3.2 size 1654
Sending 5, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

wlem 1A AA N A alee APT

» Clustering is disabled 10.10.43.22 10.10.43.22

Close

J—RiX, ®RRKMTUIZ 8T 257y A X&EHLT, 7T AZH#Y) > 7 THOFTN
TO/— KT ping ZEFE L ET,

Dated: 18:38:41 | 01 Mar 2023

D3RR T Db

INHOHNTIE, —RNZREROFING ENET,
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ATAVILEDT7AT7o4+—IL

Node 1
management
10.1.1.1/24 (Pool: .2-.9),
: 2001:DB8::1002/64
© = o o| = .| (Pool: 8 IPs)
= o = = £ o
® E| © | © =
Cluster Control Link
192.168.1.1, .2, and .3
<I__ portchi Spanned | >

port-ch1.10 inside VLAN 10 10.10.10.5/24, 5001:DB8:2:5/64
| MAC: 000C.F142.4CDE |
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64
MAC: 000C.F142.5CDE

— ]

c""--—-—.__ ,_,.>
. | port-ch5 |
Switch o VLAN 10, VLAN 20 Trunk o
= o™
= =
3 <
= S
l @)
=
A y
Client Server

WieBEXa VT4 RAALUDODT—2 77 4 v 7121, #72% VLAN 3BT Hi
F9, & 2ENET Ry b U —27 HIZiX VLAN 10, #MEry FU—Z7 121X VLAN20 & L

To BFITHE—OYIR— IR HV | INFAAL v FE IV —F IR IhET, hToF0 7
WA F—=T RS> TWVWEDT, WELY v 7 EOFT_TONRT v F2802.1q 0 P SN E
9, 1%, VLAN 10 & VLAN20 DI 7 7 A4 727 4 —/LTT,

A /Xy R EtherChannel Z 95 & X3, AA v FTTRTCOT—H Vo IR NL—TFE
LT 1-2® EtherChannel & 72V £9°, NEHARARRIZR o258, A4 v FEFEYV D=y
MATrIT 74 v 7 2B OEBLET,
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L N |

NS T4 v D

Cluster Control Link
pori-ch1
192.168.1.1, .2, and .3
Node 1
§/\ /\ ethl/6 '
gl | [ ] ethirz @9
A =N A ethl/8 (Y ethoi1 o
\ &
—_ w
o ‘ mgmt | g;
=2 Node 2 B o
8 M 30 EJE eth1/6 o8 3
i ‘o 273 -
" sl ) o2 313 ethi/7 S5, 8
S AW §%3% 3 eth1/8 ethe/1| SRES §
i Sdom | o200 o
X =283 238D =
55 S mgmt P23
- 58 3 Node 3 om &
S O _ B/ ethlf6 > M
o ] Mo | [ ] ethiz em o
@/ X | [ 2V ethiss ctho/1 | | &
V V V vV
mgmt |
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

WEF Y U =27 LR Y FU =2 DRIT, 877 4 v 7 2RI TEECE £

FoRicRT L 9c, ENc—F DA 3 REtherChannel 3% 0 . WNESA A v F IS T
WET, MHFITERCH Y, AL v TFICER SN TWET, HETHILE, £ EtherChannel
FIZVLAN B 7 A v Z—T = A Z%AETHZ b T ET,

55RO EEN

o va i, 77 AX Y T OEWEICET AEEMIERAE T E T,

Threat Defense DAEEEE UV SRR 1T

Threat Defense O —HEOMEREIL Y T A X U 7 TiIHAR— &N, —EIflEo=y ~7=0F
THR—=FENET, TOMDOEREICOWTIEY ARERICET2EERHL5508H0 £
j—o
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VSRR T THR— FShEHEE
WOEMIEIL, 7 T AZ ) L/ PR L FERETET, 3~y NLEESET,

\)

GE) 27 7AZV 7 THHER—F I TV FlexConfighiE (WCCPA > A7 v g L 7pd) %
FRTHITIE. ASA O— R EEO a7 4 Fal— gy HA REBRLTLLEE N,
L

FlexConfig Tl%., Management Center GUI (Z1Z72\ % < D ASAMEREZ #RE CT& £J°, FlexConfig
N —%ZRLTITEEN,

« JE— K 77 A VPN (SSL VPN i L U} IPsec VPN)

*DHCP 7 7 A4 7 b, —— BLOTFEFX, DHCP J L —FH#KR—FEIN T FE
R

BN RNA B —T 2 A A (VTI)

o i A]

cHEN—T 4 TBLOTY v T

* Management Center UCAPL/CC € — K

VI3R5) T DR REHE KA
WROEREIL, HIfH — F EZT T R—bShET, 7 I7RFZDOHEELATr—) 7 ESnEE
Mo

\}

GE)  thREPRBEEED N T 7 4 v 71X, 7T AZHIEY 7 BEATA A=) — Fh b — R
\CHRE S NE T,
HAABMEE AT 285801, TREFABERED F T 7 ¢ v 7 SR pRIBEE L | T S
NADBNCHS A TON T, BIE ) — RSO ) — RICHEEESND Z ERHY £9., Z0HS
X, T 74 v 70 — Rick ZEnE,
B RS RE [C SO\ TIE, Il ) — R CEENRRAETH LT XRTOEEN Fr vy FEN5HD
T, B LW ) — N LT 2 BT 20N H D 9,

)

GE) 792XV 7 TH b SN T % FlexConfig §E (RADIUS A > A7 g Vip L) &%
R DI, ASA DR BED a7 4 X ab—va A RESRLTIEEND,

FlexConfig Tl%. ManagementCenter GUI (Z(X72 % < D ASABERE A 5% E C& £ 9, FlexConfig
R =B L TIEEN,

cRDT TV r—ray AV ANRT a0
« DCERPC
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https://www.cisco.com/go/asa-config
management-center-device-config-74_chapter79.pdf#nameddest=unique_376
management-center-device-config-74_chapter79.pdf#nameddest=unique_376
https://www.cisco.com/go/asa-config
management-center-device-config-74_chapter79.pdf#nameddest=unique_376
management-center-device-config-74_chapter79.pdf#nameddest=unique_376
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« ESMTP
« NetBIOS
« PPTP
«RSH

« SQLNET
« SUNRPC
« TFTP

« XDMCP
CARET 4T N—hk =R T

« %A hH VPN

¢ IGMP /L FF ¥ A~ 2 tu—/L FL—r Fa ha)V (F—& FL— g5k i3y
FAZERITGBMENET)

PIM~/LFH¥x A harba—)L L —r 7o ha)if (F—F 7L — kil s 7
AL RIS NET)

cHATFIvIN—T 4T

BRMREEIIRZ YT

BEHIRIT, 7 7 A2 el snE T, £/ — i3, 7e—FFy 2 Ay b—DIckk
DI TARAZEERDA T ZOWEMDH Y £, 77 AZ 2R THERHIREZHREL TH, %)
FMEEZEBR LT, BEICHIRETEA SN 2WEERH Y £9, 4/ — FTE, EEORAT
DI T AZEEDT Y o ZED KRG E 723 NGl S D TREME S D 9, 22 L.
B—RNRZ T ENT 7 T AR TR, KEOREE & ICHERBERSNET,

FIPEOSREZY VT

«FTPDF v /Lt ar ba— L Fx XD 7a—RNENENHNDT T AL AL R—Z Lo
TR SN TWDHAE, DF ¥ RO —F—1ZEWMIZT A RV HAALT TR T v
TTF—hEarir—)L Fy xOF—F—IZEEF L, TA KV ZA LT Y MaETH
LEd, 27F2L, avie— L 7ao—0F—F—nN)e—RKSnT, arbtr—/L 77—
DEHBRAT ¢ 7 INTHEIE, Bl e —BfRiTMR SN R< e ET, LEEn>T,
arhr—LT7u—0T A RV EALT T MNIEFINETEA,

BRlA B2 —T AR E—FTOIILFXFYRAMIL—F 4T

ERA o Z =T 2 A= RTIE, wFFr X MIELTa=y FBMEGNCEEST 2 Z LT
bV EEL, T—FBION—=T 4 7Oy MITARTHIE =y P TR S THRE S
No0T, Ny b7 U r—varpEEEISNET,
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NAT & O S RBY VT

NAT 1Z, 27 7 AZ DRAR IR AN —T"y MIEBEZHEX 52 RBVET, AT FE
KT U NI RONAT X7 v b3, ERENT T A X NOPBIO Threat Defense (23518 S
HZERBHYVET, B— R ARTU T TATY ZLFTIPT RLALR— MUKFELTWE
TN, NAT BMER SN L&, AN T U RET YRR RET, Xy hOIPT KL
AR — N PER D)5 TT, NAT A —7F—"TlI 72V Threat Defense (22|35 L7237 v M,
I IALRENY T ES L CA—F RSB SN DT, 7T AXEIEY I KED N T
T4 IMEALET, NATA—F—F, X2V 74 BIORY o—F = v 7 OFERITIN
CTAT Y hOEREZER TE R WAREMERH D720, ZEM S — KX, A—F—~Dlxk~
0—ZER LN EICEBE LT EEN,

FNTHI TAZY VI TNAT 2EAT 25513, ROTA RTA40E2BEBLTLIEIN,
eAR—h Ty 7EIN Y TITLD PAT : ZOBEREICHOWTIE, ROTA FIA4 2B L

TLIEENY,

e RA MDD ORKHIRIL, 7 7 AZ2EOHIRTIERL, /7 — RZ & I@ B0
SNET, LEB->T, FA MBIV ORKFIES1ICRESINTWASI /) — KI5
AL TIE, AL DNT T 4T N3DOD /) — RKI_XTUWZe— R KANF T &
NTWBEHE, 35070y 7 %% /) —KRIZ1DTOH VY THENTEET,

NI T T T =Ny 7T v ) — RTERENTZR— Ty 7id, AA R
B2 0 O KHIBOERARIIZZE SN EE A,

« PAT 7— )LNSERICH LW IP 7 K L AD#iPH T H S5 On-the-fly PAT /L—/L D
EHETIE, TLWT—ABNED R > T THWEEEET D xlate N 7 7 v 7 HE
Kizx3 2 xlate N 7T v FTOERPEBRLET, ZOMETR—FO7Tm v 7E
DY THREEICEA R b O TIE L, AR BEN ST T4 v I NI TAK ) — K
MCTr— T 7 E8ND7 T AZERTORRLGID K72 PAT 7 —/L D
METd,

c JTAXTEMEL TV AEA, 7y 7E0YTHA REETTHI LI TETEY
lo LY A XT, 7 ITRAFNOKETNA A% a— R LERICOBEINI/RY F
T, KT A ADY v — ROLBERZEGET 572012, T XTOT v 7 E ) 4T
= ZHIBRL, N H O/ —VZEET 53 X Thxlate 7 V755 Z & 2 BHE)
WLET, TO%, Tav YA REELL, Tay ZED Y TOL— L EFERTE
E3

s XA F w7 PAT D NAT 77—/ 7 RL AR : PAT =NV ERETDHE, 7T AKX

T—=VHNDOKIP T KL AZKR— 7 ay 7238 LEY, T740 Tl 70w
IXS12AR—hTTB, AR—hr7 ey 780 Y TOL—NLERETDHE, RDVIC2—FDT
0y 7REMEHINET, ZhbD7ay 737 7 AFZNO /) — RETHEICIHIN
Blz, %/ —FIEIPAT 77— AHNDIPT RLAZ L2 12U EDOT oy 7 n3sb0 F
T L7enRo T, HEIND PAT #eixt L THA ThHLAEITIE, 7 7 A X D PAT
TNV EDDHIPT FL A% 1 DFEFIZTHZ LR TEET, PAT 7—/L®D NAT L—/b
TPRFEHFR—F 1 ~1023 2 EDD LA T aZRELZVWEY, R—Fr7 oy
71% 1024 ~ 65535 OAR— hPHE D S— L £77,
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cnsg1+zvon—5129 |}

c EHDON—VIZRBIT D PAT 7 — VORI 85D /NV— TR U PAT 7 —V &2 45
Wi, =BT DA =T 2 A ADFRITEE LA O LER DY £, T3TD
=V THEEDA VX —T oA ABERT D, HDHINITITONAL—LT EED] A
VE—=T A REMMHT L, WTIUDEEIRT HLERH Y £T, L— BRI hTeo
THEDA v E—T oA AL EE] DA v F—T oA ABBESEL - LI TEXEH
ho IBRIESHED E, VAT LBV X —V NT T 497 L7 T AZNOGYR ) — Re—3
SHLZENTERIRDGENDHY £3, L— T EIZEAD PAT F— LV E2EHT 5
Z 8T, BRbLEEEOEWAT Y 3 T,

c TRV L :PAT— VDT Rt i, 77AZ ) 7 TiEER—FE
*FH A,

HEEPAT 72 L : JEBR PAT 137 T A X Y T CTHR—FENFEHA,

s Hilfl ) — FIC Lo TEBEIND X AT I v 7 NAT xlate : #illf#ll / — K3 xlate 7 — 7 /L & #E
FrL, 7—% /—RIZERLET, ¥4Iy 7 NAT 2B LT o8ia T —% / —F
WZAF LT & ZIT, ZOxlate 3T — 7 VNIZR WA, 7 —4 / — RIdHilf#l / — Rl xlate
EERLET, T—% ) — K2 ITA LET,

o IHR D xlates : AT AE O xlate 74 RN EIHSINERFA, LEBR-T, 74 Fv
BERIN T A RS A LT T N B2 D EMERH Y F9, refent/N0T, 741 KVZA~—
ERREEINTZZA LT T MEDREWGEIE, HBXO xlate THHZ LERLET,

cRDA L ART 2 a HIDAZT 4 v 7 PAT 1 EH D XA,
* FTP
* RSH
« SQLNET
* TFTP
* XDMCP
» SIP
« 1 HEBZDIEFIZE L O NAT —L 13 b DAL, T 7341 AD CLI T asp rule-engine
transactional-commitnat 2~ > R&ZEH L CrI7 s var aly M EFVEEDIC

THRERDHY T, AMCLRVE, /= BT TRAZIBINTEROARENH ) £
T

TOFAFTIVIN—Ta27

N—T 4 7T 23— F ERETTETINET, — MIHIE S — 20 L TFEE
I, 7—4 /) —RIE-INET, V=T 47\ y ML, 7—% /7 — RICEFET L L
B — RV FA L7 FERET,
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33: /%> K EtherChannel E— KTDHAFIv o IL—FT 424

Router A

Only control node uses OSPF
with neighboring routers.
Date nodes are invisible.

EtherChannel
Load Balancing

Y

Cluster nodes

%N\
Router B

T—=4% = N, — R — bR 5 L0 4% — FAEBICEE OHWr 21T\ &
ﬁ—O

OSPF LSA 7 —# X—R X, #lffl /) — Ko7 —% /7 — RiIZEM s EEA, #HlH — RKoA
A v FF—R=0NRELIEEA. IANRN— L —EPNHEEHEZRELET, A1 v F A ——Z
HRTIEH Y T A, OSPF 7t ANIP T KLAD 1 D& /NL—Z 1D & L GERL £,
VETIEIHY ER-AN, RAEZT 4 v 7 —ZIDEEVYTHZENTEET, 2T, WL
N—HIDINY TAZBRTHEHAIND LI 3, BIVIARZMRT 512X, OSPF / »
ANy THT—T 4 VTR ESRL T EE,

SIPA ARG IUEDSRREAY VY
Bl 7 —iZ, (a—=KRXZ 0 71280) FED ) — RI/ERTEETN, +5—X7
0—{XF LT/ — FICEETHIHERDH Y £4°,

SNMP &S RXA2) VY

SNMP R— U 7, AL 7T AZTIPT RLATIEARL, BiZu—bv 7 FL A& EH
LTLEE W, SNMP=—V 2 bRAAL T T AZIPT RLAZR—U 7T 584,
LWV, — RBBIREINA L. FHLWEIE Y, — ROFR—1 > 73 L E T,
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syslog LV S RAY VYT .

7 F AR T TSNMPYV3 2 L TV D548, PO 7 7 AZTERBRICH LY T AKX ) —
RZBMNT5E, SNMPV3 22— — I L/ — FicEil STz A, 22— —Z2HIBRLTH
BML, FEEHERLT, 22—V —%Z2H L\ — RICHHIICERT 2 0ERNH Y £9,

syslog LV S X225

« T AZDE ) — RITEHF D syslog A vb—VHERLET, X 72RELT, &
/J—F®syslog A vtE—Y N~y Z— 7 4—)L RCTRIUT A A ID 2T 50, o
IDZEHToNERETCEET, L&A FAMEEILZ ZAZNOTITD ) —
FicERshThASNET, RAMET A AIDD ELTHERT L icnF o 7a
RE LTSS, TXTO /) — RTAERS D syslog A v E—U81D0 7 — RBAERS
NTWDLEIICRRET, V7 I7RAF T AT v RETHD Y ToNTa—TL ) —
K4 ETNAAID ELTHEMTAEIICe XU 72 E LA, syslog A vtE—U0F
ENENRID ) — R AERSN TS EIICRIET,

Cisco TrustSec &7 S R A Y 45
il — REZgntex=2 VT 40 7 0—7427 (SGT) HHREFE LET, 0%, HilfF/ — K

MBET—4 )= RIZSGT NS ND T2, 7—4 /—FiE, £F 274 HY =230
T SGT O—EK & HWrTx F9,

VPN &EOSRARY DY
A M VPN 1%, HRERRIBERE T, HliHl ) — ROAN VPN iz R — s LET,

)

GE) VE— KN T727EBAVPNIZ, Z2IAX ) T TIIYR—FENETA,

VPN BEEZ I TE 201361/ — REZ2TH Y, 7 7 A X O THMEEIEIEH S S
oo HH ) — RTREENBAE LTEEAX. T XTOBEFO VPN B kb, VPN = —H(Z
EoTIF—EAOHEr L0 9, FrLWHIE 2 — R2RE I & &2, VPNt & Fif
NTDHIUBENRDY T,

VPN k> RV % A% RN EtherChannel 7 K L A IZHEGE9 5 & . #5505 HBWAQICHIEE /) — NiZix
EEINET,

VPN B#E O % — EGEEIL, 7T/ — iR I ET,

INTHF—T R RS—1 %R
D=y N2 TAXIEGTDE, B TEXDARFZ TAX T r—< U AL, &HKE
FHANL—T"> F DK 80%IT72 D T,

7ol zIE, ETADNEMBE TR 10Gbps D T T 4 v 7 BFUHETE DA, §2=y hDY
TAB T, BRAFHANL—7"> FNI80Gbps (8 == k x 10 Gbps) D#J 80% T 64 Gbps |Z
0 ET,
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4 > - — |
HE/ — FDEFE

TIAED ) — KL, 77 AZGY) 7 2N L CGRE LTI, — Ra@ELEJ, HiER

D LY TT,

1. /=R LTIITIREZV T HEA =TI LTz E (2%, 7TARAZY IR A
F—TIELDIRETF D=y MO TEIHLIZEE) 1T, 20/ — FITBREER%
3B TTr—REy A M LET,

2. TIOAFVT A DOEVMED ) — RN ZORBBEERIIGELET, 7ITA4FV T 40151 ~
100 DFFANTREES N, | NEREDTITA LY T 4 TT,

3 ASPRBLTYH, TI9AF VT 4 DEWVD ) — KB DINEEZIE L TR WEEATE,
FD /) — RRHEE S — R £9,

)

GE) ®wmEOTIAFT VT 4 2F> /) — KB EEOHIGEIX. 7T AX ) — K4, RICV I TLER
FEH L TRl — RS RESINE T,

4. BWO T TARIISM L) —ROTT7AF )T 4 DOIFNRENBEETEH, D/ — KR HE
BN HIE ) — NI b 2 & 13H Y 8 A, BEFOFIE ) — RITFEICHIE, — Ko EET
T, 72720, HlH ) — RREEEEIET L L, ZORETH LWGHIE ) — RBRESNE
7

5. 27V v hT VL Ar] ¥ FUATRINTEEORE ) — RBNEET D55, ERIEA
PR EW . — R — FOZREZREEL, o/ — NET5—% /— FOKENIZREY
9,

GE) /= FZ2FHETRERHECHE ) — FIZT 22 R TEET, PREPABERERIC OV TIE, HiE
J— FEEZBRET D & T XTOERN Py 7S50 T, FrLWEIRE, — N LTz i
WESL T DM ENH Y £,

DIRAZADINA TRAZEY T«

JFGABZYTNE, )= ReEA v E—T oA ZADEFEMET=Z—1L., /— R CTEEIRES
BRSZZLICED, A T_A TV T o BERLET,

J—EKAJIREZAYY

G/ —RiE, 77K 72N L TTr—RX¥ A b —FE— N7y hEEHRY
WCIEELET, BREFMERIA LT U MIKANICT =%/ — b — b= bR Ty FE
XZEDOMD ATy FEZFELRWEE, il — 37 I 220867 —4% 7 — F&HllRL £
o T—=F ) — FBHHH — R b7y b EZE LRWEE. R0 O — R Ll
J— FRERSNET,
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AVE—TIAREZL YL .

J— RCEBRICEENEE LD TIE R, Xy NIV OEENFKNT, /—KB7 7 X
ZHIEY 7 2t UTHAICEE TERWEE, 77 AZIX TAF Uy v T LAy v F U A
WCBATTAHREMELNH Y £9, 2oV A TIE, DS T—% ) — RV E Ol ) —
REBBIRLET, 72 21F. 22007 T AXal— g BT —ZICEENRELZRA.
nr— a1 OTEORE ) — Rix, ar—a 20575 —%)— K227 722N LHIBRLE
T, —J. vwr—ar20/— KX, MAOHIE ) — REERL, MEDOY 7 AX EFRK L
T, ZOVFIUATIE, RN T 7 4w 7 BT D AREHERH S Z LICER L TLES
WV, 7T ARG o METEEND & L ESENAR OB EIE 2 — RAEIE S — R o&El
L ET,

FEAIZOWTIE, Hl ) — RoEE (60 ~—) 2L TIIZSNY,

AB—TIAREZZYVY

& — R, FATOTRCOELENIN— R 2T A X =T 2 A AD) I AT —H R
BE=HZ L, AT =2 AEEZMIE ) — FITRELET,

« A3 R EtherChannel : 77 7 A % Link Aggregation Control Protocol (cLACP) % ffifl L &
T &/ —KiE, VI RATF—HZABLOCLACP 7’0 ha A yE—VEE=X LT,
AR— M E 7 EtherChannel T7 77 4 7 ThHh D02 E I MEHB LET, AT —F A4
J—FRIZHEINET,

ANVAE=Z) T AT D E. (FEER EtherChannel 2 & 1) X TOWFA & —
TxAANT 7NV I TE=LEINET, 7 a0 TA VAT oA AT LIZE=HF ) T
EECTEET, MASNIEA VA —T 2 ADKRET=F—T&E7, L& ziE, HLSh
7= EtherChannel [ZFEENFEAE L TWDIREE L HWr S TIE72 Y ¥ A, ©F V. EtherChannel
DFTRTDA L N—K—NMIZ TAZHIED ) TR TLHILERH Y F,

)= ROE=FRBDOA L H—T A APKLTZGE, 20 — RiZZ 72 2AZ 0 HHIRS
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