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= B R T By SN SN e
o ron rn“(‘;ﬁHub deploy_ngfw_ I‘:itvi‘:‘ Iam‘hz;op‘::;on m..sé‘:ina':,:yme rﬂhgﬂbffu
. cluster.yaml settings files folder zip files copy to target folder
'
4
Linux Host Create
cluslnra::ycr.z\p
8 9 loa 10 .
R e B T R M
tompials manager les 1 tompiate oot
D=9 AR—X FE
(1 2—J LR A R GitHub o7 L — Ty A NV X T m— L
— £
(2) g2—H VR A B infrastructure.yaml 33 . 0" deploy_ngfw_cluster.yaml 7 >~
~— T—bheEHELET,
(3) 72— VR A R Configuration.json 7 7 A /L Z IR E CHEHF L £,
\\‘_-/’
4 Linux A8 A k cluster layer.zip 7 7 A 'V Z B L £ 97,
( 5) a—H VR A cluster layer.zip 7 7 A /L % Lambda Python 7 7 A /L' 7
— N a—LET,
/6\ 2—J LR A K cluster manager.zip 35 X O cluster_lifecycle.zip 7 7 A /v
— AR L £
(7) R—H VAR A R Lambda B Python 77 7 A /W76 zip 7 7 A /L Z ARRK
— L, =47y h7xAFicat’—LET,
(8) AWS =2 —)L Infrastructure.yaml 7 > 7 L — h Z BB L £9°,
(9) AWS 2> Y —)L cluster layer.zip, cluster lifecycle.zip, 5 J& O
- cluster manager.zip # S3 /X7 > MIT7 v 7 m—RNL &
D
10 AWS 2> Y —)L deploy ngfw clusteryaml 7> 7 L — h & B L £,
ey
11) AWS 1Y — )b R7A LT, 77 AZDORMAEZHBLET,
L
FERAH

WD 7 a—F vy — hiL, AWS TO Threat Defense Virtual 7 7 A X OFEEFDO T —7 7o —%

RLTWET,

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4
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7o7L—+ I}
1 Create
da
Local Host cunfiqﬁatiun
. script
. Deplo}threat 3 Attach Verify if nodes Create target Register instances
AWS ' . ave roup and GWLE; o the target grou
Console V.r,j;':[;:nce — tlcr;ﬂi?\:;f:fe — 1 Joinehd custer E"ECE target group [ mus}nggd;a °
to the GWLB interface IP
a
Management Rczgr:;t:{
Center Node
J—9 AR—R FE
:_/i"\_. o— LR Ak AWS [ 1F Day 0 #§5% D ERK
\\ -/-'
2 AWS 2 Y — )L Threat Defense Virtual 1 > A% A& BB L ¥ 7,
3 AWS = —)L AVABLRIA VH—T oA A LET,
4 AWS 22— =R TZAFIZBMLTNENE I DEHRLE
‘é—c
5 AWS =Y —)b B—ly NI N—T L GWLB &ZE L Ed, #—F v
k7 NV—"7"% GWLB IZHI D 4 TET,
6 AWS @2 Y —)L T—HA L E =T 2 A AP EEHLTY =Sy T
N—TNA VAR ARG L ET,
I./E'\.I Management Center W — REBE L E9,

— (o)
TIL—F
LIFO7 7 b — NI GitHub TAFTE £9, AT A-FEE, 77— M THRESNT
IRTA=ZH . T 74 Ma, HEHFRERME, BXOEBNICL Y BT,
s infrastructure.yaml : £ > 77 A N7 7 F ¥ BEHOT 7L — |,

« deploy ngfw cluster.yaml : 7 7 A X EEIHAOT 71—k,

\}

GE) 772 %27—FZRET LN, $R—FINTND AWS A L RAF AL AT DY A | %
WL TL7Z&a, ZDY R NZ, deploy ngfw clusteryaml 7 > 7 L— kD /X5 A —4# InstanceType
(A TR Tz £7,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}


https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/aws/templates/infrastructure.yaml
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/aws/templates/deploy_ngfw_cluster.yaml
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B cloudFormation 7> FL— FEERLI AWS ADR S v & DEE

CloudFormation 7> 7L — b Z#{ER L= AWS ~D X2 v U D ER

CloudFormation 7 > 7 L — b &2 H L CAWS ICA X v 7 Z#REI L £ 7,

ATv T

1R BRI

s Python 3 %1 > A h—/L L7z Linux 2 a2 — & —NHLETT,

« 77 A4 )3 Management Center (2 HEIE G S5 X 9 12T 511X, RESTAPIZEH T 5
BHEF MR & 5> — Y — % Management Center C/EKT 24N H Y F97, Cisco Secure
Firewall Management Center 7 NI = A hb—3 3 T4 REZZRL T Z3VY,

» Configuration.JSON THEE L7=AR U > —4 & —EF 257 7 & AR U 2 —% Management Center
[ZIBIL £,

FIE

ToTL— FEERLET,

a)

b)

<)

d)

GitHub YR N 2 a— L7 4 /L ZIER L E§, https:/github.com/CiscoDevNet/cisco-ftdv/
tree/master/cluster/aws M L T 7230,

VBT A— 2 — %2 LT, infrastructureyaml 3 X (tdeploy_ngfw_cluster.yaml %25
HLET,

cloud-clustering/ftdv-cluster /lambda-python-files/Configuration.json % #Ji#iz% A F L £
D

RITH 2R L ET,

"licenseCaps": ["BASE", "MALWARE", "THREAT"],
"performanceTier": "FTDv50",
"fmcIpforDeviceReg": "DONTRESOLVE",
"RegistrationId": "cisco",

"NatId": "cisco",

"fmcAccessPolicyName": "AWS-ACL"

« fmcIpforDeviceReg 7% &< DONTRESOLVE O F FIZ L7,
* fmcAccessPolicyName (%, Management Center ®7 7 £ AR U L — & —FH L TV D LHE
B0 ET,
() FTDv5 B XU FTDvIO BEEIL VR — ST it A,
cluster_layer.zip & W) 4 RID 7 7 A V& VER LT, B2 Python 74 7 7 U % Lambda B
BUTRHE L £,

cluster_layer.zip 7 7 1 /L & ER T 5 12i%, Python 3.9 234 > A b —/L & #17= Amazon Linux
EHERTLZ L 2RBEO LET,

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4


http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/aws
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/aws
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ATy T2

e)

CloudFormation 5> 7 L— + %A L1- AWS ~0 2 2 v s DER [

(G¥) Amazon Linux BetE 23 ML 85518, Amazon Linux 2023 AMI ZfEf L CTEC2 1 A
2 A %AERT A >, Amazon Linux O Hi/3— a3 > % 5479 % AWS Cloudshell
PEHATEET,

cluster-layer.zip 7 7 A V& AERK T DI21E. HAHNZ Python 74 77 U /8w o5 — T OFEHICTHE
R S AL 5 requirementsitxt 7 7 A L EERR L Tnb, =V A7 U7 R EFRITT HMEN
HYFET,

1. Python /3> 7 — Y OFEMIZF5E L T, requirementstxt 7 7 A V&2 ER L £ 7,
PUFIE, requirementstxt 7 7 A LV TIRET 5 7Ry r— U OFEHITT,

$ cat requirements.txt
pycryptodome

paramiko

requests

scp

jsonschema

cffi

zipp
importlib-metadata

2. DY =)VAZ YT FEFE{TLTC, custer_layer.zip 7 7 A LV EAER L £,

$ pip3 install --platform manylinux2014 x86 64
--target=./python/lib/python3.9/site-packages
--implementation cp --python-version 3.9 --only-binary=:all:
--upgrade -r requirements.txt

$ zip -r cluster layer.zip ./python

GE) A A b= urllib3 RISk 78 EDRFBIR OB S = 7 — 13 E LT 5
MAT DRy =V R N—T 3 LI requirementsitxt 7 7 A VIZE, Zi)é
ZEEBEOLES, TOK, A VAN VEHEFRTLCHAEMHIETEET,

fEF O cluster_layer.zip 7 7 A /L% Lambda Python 7 7 A /L 7 4 L X Za b — L £7,
cluster_manager.zip 3 X 0" cluster_lifecyclezip 7 7 A L Z1ERE L £ 97,

makepy 7 7 A /ViE, ERINZV RS MIANICZHY £9, XY, python 7 7 A )b
MW Zip 7 7 AMIERMG S, ¥ —F v 73 VFIZab—ShET,

python3 make.py build

Infrastructureyaml ZEH L., 7 7 A BEOHIMEEZ A€ L ET,

a)

b)

AWS =Y —/LC, [CloudFormation] (&)L, [HrL\ U Y —2A (fF4E) ZfEH (With
new resources(standard)) ] Z3®INL T, [A¥ v 7 OEAK (Createstack) %227 U v 7 LE
D

[T 7L —hr774VDT v 7a— R (Uploadatemplate file) ] ZEINL, [7 7 A /LD
U (Choosefile) &7 Vv 7 LT, #—%7 v b7+ /LZ )5 infrastructureyaml Z 3R L
£,

[k~ (Next) 127V v 27 LT, LEREFEHREASTLET,
[k~ (Next) ]. [A#¥ v 7 DIERL (Create stack) | DIEIZZ UV w7 LET,
JEBHET LB, [HJ) (Outputs) 1IZFEI L, S3 @ BucketName ZEH X O F 4,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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. CloudFormation 7> 7L — b Z{ERA L= AWS ~D R4 v DER

2: Infrastructure.yaml O & 11

Outputs (16)

Q

Value Description Export name

AZ me-south-1a Availability zone
ApplInstanceSGIid sg-02b07af19c3e746d9 Security Group ID for Application Instances

ApplicationSubnetlds subnet-03217efc6049e5fee Application subnet ID

Name of the sample Amazon S3 bucket
BucketName neo-cls-infra-s3bucketcluster-13pgzkjjrx66 with Private Static Web hosting
Configuration

http://neo-cls-infra-s3bucketcluster-13pgzkjjrx66.s3- . .
BucketUrl . URL of S3 Bucket Static Website
website.me-south-1.amazonaws.com

CCLSubnetid subnet-Ocaf6c4801922d8b1 CCL subnet ID

EIPforNATgw 15.184.208.231 EIP reserved for NAT GW

Security Group ID for FMC if user would like

FmclnstanceSGID sg-0a0d3797b04370aa3 to launch in this VPC itself

Security Group ID for Instances Inside
IninterfaceSGId sg-0522ebe5acb8a2827

Interface
InsideSubnetlds subnet-056fdc9fe5389bf88 Inside subnet ID

Security Group ID for Instances

InstanceSGId s9-Obe5b62647eb53dec Management Interface

LambdaSecurityGroupld sg-0347d191d724b2574 Security Group ID for Lambda Functions

subnet-0989fbaeb522a906¢,subnet- List of lambda subnet IDs (comma

Lol R i 0c7a9b649d5067930 seperated)

MgmtSubnetlds subnet-08c386d4b06890532 Mangement subnet ID
UseGWLB Yes Use Gateway Load Balancer

VpcName Name of the VPC created

AT w73 cluster_layer.zip, cluster_lifecyclezip, 35 XU cluster_manager.zip % infrastructure.yaml C{ER,
L7 S3 Ay M7 v a— RLET,
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CloudFormation 5> 7 L— + %A L1- AWS ~0 2 2 v s DER [

X 3:83/845 vy +

neo-cls-infra-s3bucketcluster-13pgzkjjrx66 .

Objects Properties Permissions Metrics Management Access Points

Objects (3)
Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [4] to get a list of all objects in your bucket. For others to access your objects, you'll

need to explicitly grant them permissions. Learn more [/}

© Copy S3 URI Copy URL M Download Open [4 Delete Actions ¥ Create folder
[ Upload
Q

Name Last modified Storage class v

@ cluster_layer.zip i September 30, 2021, 17:49:01 (UTC+05:30) Standard
[ cluster_lifecycle.zip { September 30, 2021, 17:49:01 (UTC+05:30) Standard

@ cluster_manager.zip i September 30, 2021, 17:49:01 (UTC+05:30) Standard

AT 74 deploy _ngfw_cluster.yaml % 258 L £,

a) [CloudFormation] \IZfEh L, [HrL\ U vV —A (HEHE) ZfEH (Withnew resources(standard)) ]
FER LT, [A¥ v 7 OIER (Createstack) | %7V v 7 LT,

by [T 7L —hrT77A4 VDT v 71— (Uploadatemplate file) ] ZEINL, [7 7 A /L DiE
U (Choose file) 15227 Vv 7 LT, #—%4 v M7 4 /L4715 deploy_ngfw_cluster.yaml %
BIRLE T,

c) [k~ (Next) 127 U w7 LT, LERIEFREZATILET,

d) [k~ (Next) ]. [A#¥ > 7 DIERK (Create stack) | DINEIZZ U > 7 LET,

Lambda BA#5237% W O 7' & A %2 # L, Threat Defense Virtual 7 H E)J|Z Management
Center |8k SN E T,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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. CloudFormation 7> 7L — b Z{ERA L= AWS ~D R4 v DER

$:EBRRASNEYY—X

Resources (19)

Logical ID Physical ID Type Status

ASmanagerTopic n uth-1:797661843 -manager-topic [2 AWS::SNS:Topic (© CREATE_COMPLETE
ClusterManager 1-1-manager-lambda [3 AWS::Lambda::Function © CREATE_COMPLETE
ClusterManagerLogGrp /aws/lambda/neo-cls-1-1- er-lambda [2 gs:LogGroup (© CREATE_COMPLETE

ClusterManagerSNS1 :aws:snsime-south-1:797661843114:neo-cls-1-1-autoscale-manager-topic:ae9962ae-deSa-4274-afa1-b38fb815eedc NS::Subscription (© CREATE_COMPLETE

ClusterManagerSNS1Permission neo-cls-stack-ClusterManagerSNS1Permission-1QUGC6QPBYAMM : (© CREATE_COMPLETE

utoScalingzAutoS

. (© CREATE_COMPLETE
calingGroup

FTDVGroup
AWS:EC2::LaunchTempl

CREATE_COMPLETE
£ o -

FTDvLaunchTemplate 73774baBe52a7e70 [4

InstanceEvent 1-1-notify-instan AWS:Events:Rule (© CREATE_COMPLETE

AWS::Lambda::Permissio

InstanceEventinvokeLambdaPermission neo-cls-stack-InstanceEventinvokeLambdaPermission-1HIW8J9L3S6E2 n © CREATE_COMPLETE

AWS:Lambda:LayerVt
LambdaLayer arn:aws:dambda:me-south-1:797661843114:layer:neo-cls-1-1-lambda-layer:1 SRR AR (© CREATE_COMPLETE

LambdaPolicy neo-c-Lamb-JNZAR9J36KYQ :IAM::Poli (© CREATE_COMPLETE
LambdaRole cls-1-1-Role [2 @ CREATE_COMPLETE
LifeCycleEvent 5-cls-1-1-lifecycle-action [2 AWS:Events:Rule (© CREATE_COMPLETE

LifeCycleEventinvokeLambdaPermission neo-cls-stack-LifeCycleEventinvokeLambdaPermission-7036X3FAVFF7 RIS (© CREATE_COMPLETE
n

LifeCycleLambda > AWS::Lambda::Function (© CREATE_COMPLETE

LifeCycleLambdaL ogGrp aws/lambda/ne mbda [4 AWS:Logs:LogGroup © CREATE_COMPLETE

AWS:ElasticLoadBalanci

e (© CREATE_COMPLETE

ey amn:aws:elasticloadbalancing:me-south-1:797661843114:l0adbalancer/gwy/neo-cls-1-1-GWLB/186e8004d09d30c5

AWS:ElasticLoadBalanci

(© CREATE_COMPLETE
ngV2:Listener

listener arn:aws:elasticloadbalancing:me-south-1:797661843114:listener/gwy/neo-cls-1-1-GWLB/186e8004d09d30c5/f8f58ff3f92fcd13

asticLoadBalanci

] arn:aws:elasticloadbalancing:me-south-1:797661843114:targetgroup/neo-cls-1-1-GWLB-tg/0091e49395247c955
ngV2:TargetGroup

© CREATE_COMPLETE

ATV TE WNTFRLD ) — Riza 71 L., showcduster info 2~ REFEH LT, 752X DR L
HA}JD‘L/iﬁAo

5:952% /—F

Details Activity Automatic scaling Instance management Monitoring Instance refresh

Instances (2) C Actions ¥

Q

[ ] Instance ID Lifecycle Instance ty... Vv Weighted capacity v aunch template/confi

[ ] i-0a8a98d3bda571dc9 [4 InService c5.xlarge neo-cls-1-1-ftd-laun

[ ] i-0f6c3f8ea3ba2b044 [4 InService c5.xlarge neo-cls-1-1-ftd-laun:

1XT ) v 494959 KTO Threat Defense Virtual D2 S X% 1) 4
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mws <oy 5z220:nEH [

6 : show cluster info

Copyright 2084—2022, Cisco and/or its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
All other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v2.13.0 (build 198)
Cisco Firepower Threat Defense for AWS v7.3.8 (build 69)

[>
>
[> show cluster info
Cluster res—cluster: On
Interface mode: individual
Cluster Member Limit : 16
This is "123" in state CONTROL_NODE
1D a
Version 9.19(1)
Serial No.: 9AWDHS75AGV
CcCL IP 1.1.1.123
CCL MAC @642 .3261.alde
Module : NGFWwv
Resource : 4 cores / 7680 MB RAM
Last join : ©5:58:46 UTC May 18 223
Last leave: N/A
Other members in the cluster:
Unit "288" in state DATA_NODE
ID 5 gk
Version : 9.19(1)
Serial No.: 9AXO2RCE9INM
CCL IP : 1.1.1.288
CCL MAC : B68B7.abked 4442
Module : NGFWv
Resource : 4 cores / 7680 MB RAM
Last join : ©85:58:47 UTC May 18 2823
Last leave: N/A

AWS TD Y 5 X% DFBIRE

77 AL & FE)TRMT 2121, Day 0 A% L, £/ — R L ThofE, — e
Management Center (ZiE/1 L &7,
AWS [A] [+ Day 0 ¥ R D 1ERX

BERRL 7213 A X~ A TR OWT NN EEHTE £, BEHROEHZ B0 LE
R

AWS [A] [T B R & 5/ L 1= Day 0 R D 1EFX
EEMRICEY, 7 IF7A2DOT = AT v TP BEVERSNET,

"AdminPassword": "password",
"Hostname": "hostname",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": "ip address start ip address end",

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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B aws@ih x5 <4 R EER L1z Day 0 RO R

"ClusterGroupName": "cluster name",
[For Gateway Load Balancer] "Geneve": "{Yes | No}",
[For Gateway Load Balancer] "HealthProbePort": "port"
}
}
RIZHI 2R L ET,
{
"AdminPassword": "Sup3rnatural",
"Hostname": "ciscoftdv",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Cluster": {
"CclSubnetRange": "10.10.55.4 10.10.55.30", //mandatory user input
"ClusterGroupName": "ftdv-cluster", //mandatory user input
"Geneve": "Yes",
"HealthProbePort": "7777"

}
}

)

GE) LRoREZa— LT T 2561, RED D /mandatory user input Z 23 HIBR L T
<TEEW,

CclSubnetRange Z#%121%, xxx4 M DHIAEDIPT RLAOHEMAERELET, 7 7AX Y~
TIVERFTRER IP 7 RLARN 16N ESH D Z & 2R LE T, Bfh (ip address start) B
J T (ip address end) IP 7 RLADOHIZLL IR L ET,

RIFBIPT ELRERTIPT FLADHI

CIDR FIBIP7 KLR BTIP7RFLR
10.1.1.0/27 10.1.1.4 10.1.1.30
10.1.1.32/27 10.1.1.36 10.1.1.62
10.1.1.64/27 10.1.1.68 10.1.1.94
10.1.1.96/27 10.1.1.100 10.1.1.126
10.1.1.128/27 10.1.1.132 10.1.1.158
10.1.1.160/27 10.1.1.164 10.1.1.190
10.1.1.192/27 10.1.1.196 10.1.1.222
10.1.1.224/27 10.1.1.228 10.1.1.254
10.1.1.0/24 10.1.1.4 10.1.1.254

AWS [ (T H R 2 < A g/ %A L 1= Day 0 iR D 1ERK
av U REFERALTC, 7I9AXDT— A NI v THRELETXCASTEET,
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AWS 145 2 4 7 4 Xt E A L1 Day o ke [

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"run_config": [comma separated threat defense configuration]

}

T—bhozA40—FNZ5DH

WKOFTIE, UX—> " 5747 HD1 DD Geneve f v X —T A A&, 7T AZHIFHY
YIHD1IODVXLAN A U H—T = A AERTZ7— b7 = A 8— RXT YOk & ERk
LET, KFOMEIL/) —RFRIEIZ—BTOHAIMLENDD Z LITHEBLTLLEEN,

PITFWZ, N"—=23 2 74 LIED Day 0 kOBl 2~ LET,

"AdminPassword": "Sam&Dean",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [

"cluster interface-mode individual force",
"interface TenGigabitEthernet0/0",
"nameif geneve-vtep-ifc",

"ip address dhcp",

"no shutdown",

"interface TenGigabitEthernet0/1",
"nve-only cluster",

"nameif ccl link",

"ip address dhcp",

"no shutdown",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"interface vni2",

"proxy single-arm",

"nameif uturn-ifc",

"vtep-nve 2",

"object network ccl#link",

"range 10.1.90.4 10.1.90.19",
"object-group network cluster#group",
"network-object object ccl#link",
"nve 2",

"encapsulation geneve",
"source-interface geneve-vtep-ifc",
"nve 1",

"encapsulation vxlan",
"source-interface ccl_ link",
"peer-group cluster#group",
"jumbo-frame reservation",

"mtu geneve-vtep-ifc 1826",

"mtu ccl link 1980",

"cluster group ftdv-cluster",
"local-unit 1",

"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",

"enable",

"aaa authentication listener http geneve-vtep-ifc port 7777"
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B Aws a5 h x5 <1 XA AR LT Day 0 R OER

}

]

LIFIC, "—2 3> 7.3 LLBIOD Day 0 K OB 2 R LE T,

"AdminPassword": "Samé&Dean",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run _config": [

"cluster interface-mode individual force",
"interface TenGigabitEthernet0/0",
"nameif geneve-vtep-ifc",

"ip address dhcp",

"no shutdown",

"interface TenGigabitEthernet0/1",
"nve-only cluster",

"nameif ccl link",

"ip address dhcp",

"no shutdown",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"interface vni2",

"proxy single-arm",

"nameif uturn-ifc",

"vtep-nve 2",

"object network ccl#link",

"range 10.1.90.4 10.1.90.19",
"object-group network cluster#group",
"network-object object ccl#link",
"nve 2",

"encapsulation geneve",
"source-interface geneve-vtep-ifc",
"nve 1",

"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster#group",
"jumbo-frame reservation",

"mtu geneve-vtep-ifc 1806",

"mtu ccl link 1960",

"cluster group ftdv-cluster",
"local-unit 1",

"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",

"enable",

"aaa authentication listener http geneve-vtep-ifc port

777"

CCL %7 % v MFAIZIX, PRBEAIP T KL AZERL .,

CCLY 7%y FCIDROIPT KL A

ERELET, W OOHNZHOWTIL, EFRDOF3BMEIP T FLALKTIP T FLAD

Bl LTI ZE0,

AWS ~)L AT = v 7 DFFE TIE,
THRELTLIEEN,

ZITHRE

L 7= aaa authentication listener http A~— k % &%
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FERA T4 TB—FNRT YDA

AWS 145 2 4 7 4 Xt E A L1 Day o ke [

WOFITIE, FE. NES. BXOWEA v —T = R &, 772X > 7 D VXLAN
A B =T oA RAEFHLT, IERAT 4 70— FRF Y HOREREZER L £, KFOM
X/ — RZLIC—BTHAVERDHDZ LITHEE LT EEN,

"AdminPassword": "Wlnch3sterBrOs",
"Hostname": "ftdvl",
"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [

"cluster interface-mode individual force",

"interface Management0/0",

"management-only",
"nameif management",
"ip address dhcp",

"interface GigabitEthernetO/0",

"no shutdown",
"nameif outside",
"ip address dhcp",

"interface GigabitEthernetO/1",

"no shutdown",
"nameif inside",
"ip address dhcp",

"interface GigabitEthernetO/2",

"nve-only cluster",
"nameif ccl link",
"ip address dhcp",
"no shutdown",
"interface vnil",

"description Clustering Interface",

"segment-id 1",
"vtep-nve 1",

"jumbo-frame reservation",

"mtu ccl link 1654",

"object network ccl#link",
"range 10.1.90.4 10.1.90.19",

//mandatory user input

"object-group network cluster#group",
"network-object object ccl#link",

"nve 1",
"encapsulation vxlan",

"source-interface ccl_link",
"peer-group cluster#group",
"cluster group ftdv-cluster",

"local-unit 1",

//mandatory user input

"cluster-interface vnil ip 10.1.1.1 255.255.255.0",

"priority 1",
"enable"

]

}

JIALGEHY 7 Ry NT—= ATV el ML, 7 RV AZMBREETREELET (&
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GE) ERoOBREZaE— LT M 2551%, ZED D [/mandatory user input Z 23 HIBR L T
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FIE
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4ODA =T A A FXAT 4T R—FKRT U EZHEHLTWD5EHITS 2OA ¥ —
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AZBHLET, ZNEITICE, [V AX U ADOFEMEE (Configure Instance Details) >
[ EE 7234 (Advanced Details) ] ‘127 T a VT, 7T AKXD Day 0 ERIZHE D T £,
GE) ROMEFTA VAR AL E—T oA AL TNDZ 2R LET,
CAWSHF— NI oA B — RATG Y D4>DA X —T x4 A W 2. NI,
77 ALY 7,
CHRAT 4T O—=RNRTUHDS5ODA 2 —T = A A R B2, W, St
N & [ A7

AWS T Threat Defense Virtual O REBDOFEMIZ- DU TIiL,  Deploy the Threat Defense Virtual
on AWS| #ZML T 7ZE Wy,

ATy 1 EERVIKL T, RELREOBMN — REEMLET,

Threat Defense Virtual =2 > Y —/L C show cluster info2~ > R&fEH L T, §XCTH ./ — KR
ix& Er% \—2%1][]]\/71:_75 & j 71) %EEDAL; L/i‘g—o

AWS F— b D = Af 0 — RNF UV ERELET,
a) Z—4 v FII—F & GWLB ZER L £,
b) X—4 v KNI N—T% GWLB IZE D 4T,

GE) ELWEXxa2 VT4 70—, VAFT—RE, BLOP~NAF = v 7 REEFHT
HEIICGWLB ZRELTWAHZ L &R LET,

) IP7T FLAZMHLT, 7—FA v Z—T x4 Z (N AL Z—T=AR) BEZ—7 v |
TN—FIT 8L E T,

FEAMIZ DWW TiE,  [Create a Gateway Load Balancer] # &M L T &0y,

Management Center (ZHfil4#] / — R Z3BA0 L £3°, Management Center ~0 7 7 A Z OiEAN (FH)
BB (57 *—v) ZZRL TSN,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m_ftdv_aws_gsg.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m_ftdv_aws_gsg.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/create-load-balancer.html
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AWS (2§ [+ 5 GWLB % {# fH L 7= Secure Firewall Threat Defense Virtual 7 S X2 1y V5 DR —4w b 72— )L —/"\—DHRTE .

AWS [Z (T 5 GWLB Z={# A L 1= Secure Firewall Threat Defense Virtual
DSRBZ)TDE—T Yy Tz —ILA—IN—DETE

AWS @ Threat Defense (R 7 2%V 7%, ©— U= A v— K7 % (GWLB) %A
L C, f§7 S {7z Threat Defense (A8 ) — NIZA VAT v a VO NT—27 7 v &
NIy 7BROEELET, GWLBIZ, #—7 v N/ — RO 7 =— )L A — " —F 21386k
RERDNEAE LTSGR, ¥—7 v ) —RiZxy NU—7 7y F&EEE LT 5 L 9 I2E
ENTHNET,

AWS TH =7y N7 = — VA —"—{EEA T2 &, FHEA T AREITEY—F v
b/ — ROBEEFERIZ ) — ROBEDRER SN2 HEIC, GWLBR Ry U —7 307w M EIER
A=y N —=FRIZUVFA VI FTEDXOTRVET, ZOHETIZZ FAXDAT— |
TN T e— ) F—N—EFHLTWET,

AWS Tl%, AWS Elastic Load Balancing (ELB) APl £7-1X AWS 22> Y — /L& LTH—F v
72— VA= N—ZHETEET,

)

((¥)  GWLB 7Y SSH., SCP, CURL, R ED¥ED T har LT NI 7 4 v 7 2 —T 4
TLTWAHBIZE =Sy b — RIZBEENBE LZSGE. EERZ—T v b~D T T 4T
DY XA VT NMIEBIENEET HAREMERH Y £7, ZOBIEIX, T 7 4 v 7 7a—0DFHH
EENL—T 4 I RRRTERAELET,

AWS TlZ. AWSELBAPI £7/71XAWS =22 VY — L Z N LTHE—4 v N T = — )L — "—%H
ETEET,

+ AWS API (AWS ELB API ) @ modify-target-group-attributes ¢, kD 2 2OH L1 F
A—BEERTLHZLICEY, 7u—BoOMEZERTEET,
s target_failover.on_unhealthy : % —7% > R IER T/ < 7> 78512 GWLB 3% v b
T—770—% DX THNEERLET,
« target_failover.on_deregistration : % —7" > N3 BERER S 725512 GWLB 3% > b
T—77na—% DX THNEERLET,

|

WDa~<y KiE, INB2DODNRTA—FEERTHYH T INVD API/NT A — X TE &R
LTWET,

aws elbv2 modify-target-group-attributes \

--target-group-arn arn:aws:elasticloadbalancing:../my-targets/73e2d6bc24d8a067 \
--attributes \

Key=target failover.on unhealthy, Value=rebalance[no_rebalance] \

Key=target failover.on deregistration, Value=rebalance[no rebalance]

FEAZ OV TR, AWS O~ == 7 /L ® [TargetGroupAttribute] %2 L T 72 &0,
cAWS 2 Y —)L 1 EC2 A Y — VT, ROA T a 2R ETHZ LI, [#—

7y N7 )V—"7" (TargetGroup) |"™~—ID[F—45 > 87 = —/)LF—s3— (TargetFailover) ]
FTa v ERANCTHIENTEET,
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https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/API_TargetGroupAttribute.html
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=) EZHRLTIEEN,

AWS (Z & [+ 5 Secure Firewall Threat Defense Virtual 7 S5 X% 1) 5 D
B—Fy Tz — LA —N\—DFEI

Threat Defense Virtual D7 —% A % —7 = A AL, AWS ® GWLB O ¥ —% > k7 /L—7|C
Xk X FE 9, ThreatDefense Virtual 7 7 A X U U FCld, KA VAKX AT H—7F v N T —
TIZHEEMT O TWET, GWLBIX, #—F7 v N A—TDF—7 > F ) — & LTl %
TFIIBEENTWAZDEFRKRA VAR AN T 7 4 v 7 ARSI L TEELET,

188 BRI

FE) T, FE721% CloudFormation 7 7L — F &2 LT, AWS T Z XX ZEH L T\ 54

ERH ET,

CloudFormation 7> 7' L — &2 LT/ T A X BT 256, 7 7 AXER T 7 A v

deploy ftdv clustering.yaml @ [GWLBDFKIE (GWLB Configuration) | &2 3 T

fE A A E72 [FFH%E (rebalance) JEIMEZEI YV ¥ THZ LT [Ty b T ==t —R—
(Target Failover) | D/NT7 A —Z ZHHCTHZ L HTE i?‘ T — TR, 2O

A—H DIEIXT 7 4 /v b T (rebalance) IZFRE SN TWET, 72720, MWz//~
NVTIE, ZO/NRTA—=FDT 7 /v MEIL[FFHE72 L (no_rebalance) JIZFXE I TWET,

TNENDOHPFITRD LBV TT,

« B2 L (no_rebalance) : GWLB &, #EEEL TWRWH —F y M E LIRS S
X =Sy MRy NI —2 7a—%%E LT £,

- BIAE (rebalance) : BEFO X —75 v FHWERE L TR WNBEMIEER 72354, GWLB
Ity N —27 7a—%RIOERKRZ—7Fy MIEELET,

AWS TDO R X v 7 DREBICHOWTIL, BLTFE2SR LTI EEW,
« AWS TO 7 T A2 X OFH) R

* CloudFormation 7 > 7 L — R &M H L 72 AWS ~D R ¥ v 7 O L
FE

ATYT1 AWS 2V — LT, [H—E R (Services) | >[EC2] IZBE L £,
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pre <524 5EET5 [

ARTY T2 [#—F v 87— (TargetGroups) 1 %27 Vw7 LT, =57 v NI N—TDOX—T%FER

L/i—é—o

AT 73 Threat Defense Virtual 77— X% A > Z—T = A AP Z BT HX—4 > NI —TZRIRL £
T, X =7y NI N—TOFMAA—TNFREN, X —F v b7 =— LA — =@l HMC

TEET,
ATy 74 [JEME (Attributes) | A =2 —ZBEHL £,
RTv TS [fE (Bdit) 1227V v 7 LCEMEEZREL T,

ATy 76 [7u—0OFHFHE (Rebalance flows) | AT A X DR L ZHIYV B2 TH—F vy b7 =—)L
F—R—%HH L, ¥—HF v N7z — L F— N —BEHRR OB FED R v h T — 27 X
Ty b L TCIEE RS =7y M — FIZEEERT 5 X 912 GWLB X E L £77,

Azure TY SR A ZEBRHAT S

Azure Gateway Load Balancer (GWLB) | F72133ERA T 4 7D — RNT U HTI T AX %
fEFC& E9, Azure TZ/ 7 A X ZJEBA9 5121, AzureResource Manager (ARM) 7 > 7 L —

FEfH L TR~ o A —bty FEREILET,

GWLB A—ZXD YV S RAZRERADGY U T)L RO D

7:GWIBZERT2EEFS 74 vV DBEAE bROD

Internet
Gateway Load

@fb

Public Load =
Balancer = >

l ® l
@ O Q

Internal Servers Threat Defense Virtual

(VMs or VMSS) Firewalls

Inbound flow uses public IP of
public load balancer.

¥ Flow is forwarded transparently
) )
\>/ from the public load balancer to
the gateway load balancer.

"~ Flow is inspected by a firewall
/  and returned to the gateway
load balancer.

n \  Flow is returned to the public
" load balancer.

=\  Flow is forwarded to an internal
/" server.
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(\b T
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‘x;‘:’ ,;\ Gateway Load /. Outbound flow leaves the
Balancer ‘\1 / internal server.

oublc Load %y, ifi)xi Flow is forwarded transparently
ublic Loa > \~/  from the public load balancer to
Balancer
A~ the gateway load balancer.
1\

“x Flow is inspected by a firewall
/' and returned to the gateway
,f' ;”'5], ’T”, (/) Flowis returned to the public
-/ N/ /' load balancer.
(5 Flowis forwarded to the
=/ internet by the public load

D)

load balancer.
balancer.
Internal Servers Threat Defense Virtual
(VMs or VMSS) Firewalls

Azure 7 — )z A O—FN\SHYEXIXUORT7TOXY
Azure — B A F = — T, Threat Defense Virtual 231 > % —% v b LRV —E R DN
Ty e —kv 7 N TEDHHZBBNRS— N T oA L LTHEEE L 9, Threat Defense Virtual
X, X7 7BXFUDOVXLANEZ A hEFI LT, BH—ONICIZANTA v F—T = A LN
WA A =T o A TEFRLET,

WORIL, B VXLAN B 7 A v EDRT Y v 7 F—F T oA v— RKXZ 35 Azure
F—=h A0 — KR UHICHEEEND T 7 4 v 7 2R LTWET, F—h Yo fo—FR
NZ P, #ED Threat Defense Virtual DI TR T 7 4 v 7 DT RAZBY, v T 7 4 v
7% Ray 750, WEVXLAN® 7 A2 b EOF— R T = A a— KT kD KR
ICHRELET, Azure ¥ — b =oA 0 —RKR_XF UL, VT 74w 08T Vw7 —F U<
Av— RNRT P EFERICEY KL ET,
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Internet
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Threat Defense
== Virtual 1

Threat Defense
Virtual 2

inati Layer3
Destination Public GWLB

]

]

]
wnit: int. segment 1
Azure GWLB Metwork 1 :
1 LN

= Threat Defense
ﬁ’ Virtual 3

Traffic flow between GWLBe to GWLB (Geneve Single-Arm Proxy) in Azure

GWLB % {# 8 L T Azure T Threat Defense Virtual 7 S5 X 2 = B9 571-
HOIEKY—IT o ROTOER
FUTL— R—XDEMH

WD 7 —F ¥ — biX., GWLB [ L 72 Azure T® Threat Defense Virtual 7 5 A Z DT 7
L— MR—=ZBEBHOU—7 7ua—% R L TWET,

1 2 | Modity azure_ftdy_gwlb 9
Download _cluster,json and azure Upload _
Local Host templates and ———_fidv_gwlb_cluster_parameters ClUS'Gf__FUﬂC'IOH
files from GitHub fson with _zip file
. required parameters ta Function app
|
¢ I
3 Create 5 ) " 8
Azure Cloud Resoure Group, Deploy Canfigure Use Function app Craste
Virtual Network > é‘:ﬁ“l’m EE— '”dSttﬁ”IC" tlﬂ 'fg's’t?; — FTPS
and plate etalls cluster wit Credentials
add Subnets management center
6
Cluster Node Verify the
Cluster
Deployment

D=9 AR—=R

FIE

A TERLET,

(1) o —H kA GitHub O 7 > 7 L—h 77 A VX ra—RL
NS *4

(2 o—H LR A b azure_ftdv_gwlb_clusterjson &

S

azure_ftdv_gwlb_cluster parameters.json Z #8272 /3T A —
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4 Azure Cloud HAR LT T L— hERELET,
5 Azure Cloud A UVAL L ADFEMERRE L ET,
6) 7 F AL ) —FK 7T AL DIEFZMERBLET,
7 Azure Cloud Function 7 7° U % i | L C Management Center (22 7 A
Z 7w Bk L ET,
8 Azure Cloud FTPS D v 7' A g B L £
9 72— B LR A R Cluster Function.zip 7 7 - /L% Function 7 7 U |27 » 7
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FERHA
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N
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B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4



| /87U 94495 FTO Threat Defense Virtual D9 5 X5 ) >4
7o7L—+ I}

D—9 AR—=R FIE
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I
\I
\J
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I
-

LT O7 7 b= Md GitHub TAFTTE LT, AT A=FEE, 77— M TRESN
NI A=5% BLIMETHY ., AFTT,
Cisco Secure Firewall /X—27 2 > 741 I TIE, WA v 7 —7 = A 2 ZHEFICr T 2K
RERTE ET, SN, N, BH. BIUCCLA v ¥ —T = ADBEMHEM LT 7 AH
% B4 5121, withoutDiagnostic 7 > 7 L — |

(azure_withoutDiagnostic_ftdv_gwlb_cluster parameters.json 33 J O}
azure_withoutDiagnostic_ftdv_gwlb_clusterjson 7 7 1 V) Z{FEH L £7,

WA —T A ATERTAT 7L — b

e azure ftdv_gwlb_cluster_parameters.json : GWLB % i H 9" % Threat Defense Virtual 7 7 A ¥
DINT AL NI HI20DT T L= |,

e azure ftdv_gwlb_clusterjson : GWLB % ffi 19~ % Threat Defense Virtual 7 7 2 % % &+ 5
TeODT T — b,
FHA R —T ARG L TRERT 277 L— ]

+ azure_withoutDiagnostic_ftdv_gwlb_cluster parameters.json : iZ2#i{ > ¥ —7 = A A & &
T2 GWLB % /B9~ % Threat Defense Virtual 7 7 A X DTG A =2 & AT 57 7 L—
]\ o

« azure_withoutDiagnostic_ftdv_gwlb_cluster.json : 2K > ¥ —7 = A Z72 L CGWLB % H
9% Threat Defense Virtual 7 7 A% % J&RT 57200 DT 7 L— |k,

ke S

« 77 A% )% Management Center |~ H 85 EkCT& 5 X 5129 5121%, Management Center C
Ty b= ERERBIORA T T AD 2=V —HEREFFO2—V—ZFR L £, =
NS OMERZRF>=—%—%, RESTAPI Z#fifi X %9, [Cisco Secure Firewall
Management Center Administration Guidel]] ZZM L T 7231y,

T U7 L— FNORERRHIIEET AR Y v —4 & —ET 57 7B AR Y 2 —% Management
Center [Z3BM L £7,

+ Management Center Virtual 28U T A B A SN TWD Z L 2R L T,
« 7 7 A% )% Management Center Virtual (ZEM S 725, RO FIEEZFATLET,

1. ManagementCenter D77 v b 7 4 —ARET~NNAF 2 v 7 DR— b EFEREL X
T, ZORTEDFEMI OV TIX,  Platform Settings] S L T 7ZE0,
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_gwlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure__withoutDiagnostic_ftdv_gwlb_cluster.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_gwlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_gwlb_cluster.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_gwlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure__withoutDiagnostic_ftdv_gwlb_cluster.json
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-platform.html
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Network: any-ipvé

Interface: vxlan tunnel

Leaked from Virtual Router: Global
Gateway: vxlan tunnel gw

Tunneled: false

Metric: 2
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vdan_tunnel_gwix, 7—4 %7 Ry b —FT=AIPT FL X
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A3 DEMF
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EELET,

F720E

WA 2 =T 2 A AR LT T AR ZREAT DI DICME R RT A—=F 2 L T,
withoutDiagnostic 7 > 7" L — k  (azure_withoutDiagnostic _ftdv_gwlb_cluster_parameters.json,
azure_withoutDiagnostic_ftdv_gwib_clusterjson) #Z % L £,

Azure 7R —# /L2 1 7 A > : https://portal.azure.com,

VY =R TN—T2ERLET,

a) [HEAR (Basics) |#7C, Fay 7 XU URKNpL[H 7 A2 Y7 9 (Subscription) |
BEIR[Y YV —=AZ—7 (Resource group) | R L £,
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://portal.azure.com
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a) Ry NU—7 B{ER L ET,
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7V LET,

[IP7T ]\“I/X (IP Addresses) ] # 7 C, [r7 x>y hDiEM (Addsubnet) 15227 U v 7 L,
B, 2. 7%, BROZ IREHEY 7 OY TRy bEBEMLET,

Threat Defense Virtual 7.4.1 7 7 A X 2l A 2 —7 = A AR L CREAT 25813, 2
7Ry FOVERE A%y TS DRBERDH D £,
b) TRy FEBEMLET,

HALLT T — N RRALET,
a) [¥ERX (Create) |>[T> 7L — FDER (Templatedeployment) | (B R 2 LTV TL—
FEFERALTERM 2270y LET,

b) [T 4 X THMBEDOT 7 L — N %59 %  (Build your own template in the editor) % 27 U v
7 LET,

) [Z7A/NndDr—1F (LoadFile) 147 VU v 7 L. azure ftdv_gwlb_clusterjson %71
azure withoutDiagnostic_ftdv_gwlb_cluster.json% 7 v 7' a— KL &7 (iAo % —7 =
A X7 L CORMZEINLIZSGH) .

d) [R1F (Save) 127 Vv 7 LET,

A VAB U ADFEMERE LET,

a) WMEREEZAN L., (MR L TEMR (Review +create) 147 U v 27 LET,

b) MEEEIZAEHE L7-H ., [fER (Create) 127 U v 7 LET,

A UAR L ADETHR, WTRO ) — Riza /A L, showcluster info i~ K& AL

T, 7T A% DR PR L E T,

10 : show cluster info

p=it
S
>F

> show cluster info
Cluster gwlb-cluster-template-with-AN: On
Interface mode: individual
Cluster Member Limit : 16
This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180

Serial No.: JAKGFV8VH4G

CCL IP : 10.1.1.12

CCL MAC : @@0d.3a55.5470

Module 1 NGFWv

Resource : 8 cores / 28160 ME RAM
Last join : 11:13:24 UTC Sep 5 2022
Last leave: N/A
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. Azure Resource Manager 7> 7L — k% {#f L f= Azure & GWLB TD Y 5 X2 DERH

ATvT8

ATvT9

ATy 710

Azure R—# /L C, Function 7 7'V % 7 U » 27 LT 7 A X % Management Center {28k L F
j—o

(G¥) Function 77U ZfEH L2 W41, B (Add) 1>[T/3(4 R (Device) 1 ([:&A0
(Add) 1> [ 5 AR%A (Cluster) | Tid7e\w) =FEH LT, #l41 / — N % Management
Center \[CEBEEGT A LB TEET, TOMD I T2 F ) — RIZBHEEINE
‘@—O

[EBR+t >4 — (Deployment Center) |>[FTPSM O%4 4 i&$R (FTPScredentials) ]>[1—
HY—Ra—7 (User scope) | > [2—H—R E/XXT—FDERE (Configure Username and
Password) 17 U > 27 L CFTPS ®r 7 A UEWMAE/ER L, [BR{F (Save) 1227V v LE
R

2 — VD8R TR curl 2> F&5%E4T L, Cluster Function.zip 7 7 -f /L% Function 7 7"V
W27y 7e—RFLET,

curl -X POST -u == —+#—%; --data-binary @" Cluster_Function.zip" https:/
Function_App_Name.scm.azur ewebsites.net/api/zipdeploy

GE) curl =~ Rid, FEATHETT2E TS QORR~345) 025 anidv £7,

BA%3 Function 7 7"V 127 v 7' — R E 7, BEMBISH, A ML—T 0 o7
U hFa—lu 7 NFERENE T, Management Center ~D T /A AXEENEBE SN ET,

11: 18

() 9wlban-function-app | Functions
Funeticn App

7 Search (Cmd ) + Create ) Refresh

Overview Ak ¥our aps is currently In read anly made because vou are unning from a package file, To make any changes update the content in your 2 file and WEBSITE_RUN_FROM_FACKAGE apg seting
E Activity log

0, Access control (IAM) T

@ Tags
il ™ nd scive prol - "
¢ Diagnose and solve problems. ] Hame Trigger T. Status o
@ Microseft Defender for Cloud [ clumer-tinetion —_— )
Euwents [praview)
Functions
f2] Functions
12: %21—
= gwlbanb4x5mqdvkpccs | Queues =
7 storage aceount
O Search (Cmd+/) Queve () Refresh
= Overview
D S h
Activity lo
8 e Queue ur
@ Tags
[ ouq https://gwlbanbaxSmadvkpecs queue core windows.netjoutqueue
£? Diagnose and solve problems
[ res 4 q https://gwibanbaxSmadvkpccs queue core windows net/resourceactionsuccessqueue

Ao Access Control (IAM)

@ Data migration
Events

B Storage browser

Data storage

= Containers

4 File shares

™ Queues

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4



| /87U 94495 FTO Threat Defense Virtual D9 5 X5 ) >4

NB ~—20s 52 aEHOF T rRnS [

13: 7 h¥a—

[ outqueue - X

Queve

D Search (Cmd+/) « () Refresh + Addmessage [i Dequeuemessage )X Clear queue

7 Overview Authentication method: Access key (Switch to Azure AD User Account)

Diagnose and solve problems =
& oeg P 5 Search to filter items
B Access Control (IAM)

[T Message text Insertion time: Expiration time Dequeue count
Settings Event thread: f6b5983a-97ad-4414-9223-bbeebTc09ab0
Action: Microsoft. =
Access policy 4054bf2-a39b- Operation: Microsoft 8/2/2022, 9:54:56 AM 8/9/2022, 9:54:56 AM 0
Event time: 2022-07-27T04:48:21.2804777Z
@ Metadata Started function execution

Event thread: f605983a-97ad-4474-Jaaa-bbeeb7c09ab0
Data: Instances Description

Instance ID in scale set: 0
Name: sumisnlb-vmss_0
Status: VM running
Public management IP:
Private management IP: 10.55.1.4
Instance ID in scale set: 2
Name: sumisnlb-vmss_2
Status: VM running
ac54339e-1318-4ac2. Public management IP: 8/2/2022, 9:55:08 AM 8/9/2022, 9:55:08 AM 0
Private management IP: 10.55.1.6
Instance 1D in scale set: 3
Name: sumisnlb-vmss_3
Status: VM running
Public management IP:
Private management IP: 10.55.1.7
Instance D in scale set: 4
Name: sumisnib-vmss_4
Status: VM running
Public management IP-
Private management IP: 10.55.1.8
Event thread: f6b5983a-97ad-44f4-9aaa-b6eeb7c09ab0
B2166a71-d87e-477 First reachable FTD index 0 8/2/2022, 955:16 AM 8/9/2022, 9:55:16 AM 0
Event thread: f6b5983a-97ad-44f4-9a33-b6eeb7c09ab0
Data: Cluster Info

NLBR—XDI S A 2RO TIL RO

Management Center

Virtual
___________________ -
LA
Threat Defense 1
Virtual 1 !
Inside 1
N H
1
Cluster Control
1 Link (CCL)
Internet :
Threat Defense 1
Virtual 2 1
I >
(2 ! —
1 >
H 1
Elastic Load Threat Defense + : Internet Load User
Balancer (ELB) Virtual 3 H 1 Balancer (ILB) Applications
N e |
e 'W‘ i

IO RRaIE, BREEREOWGFDNT T 4 v 7 —%R LT E T, Threat Defense
Virtual 7 7 A X%, Wiiu— FART U LA — KT U ORICIRENR TV E T,
Management Center Virtual f > A X A%, 7 7 A X OEEIMHH S ET,
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[ N8 %6/ L T Azure © Threat Defense Virtual 7 5 24 £BBIT 31D I KY—T> KDTO+HR

AVHE =Ry KPLDOERENT 7 4 v 7id, e — RANT 2k b, £ 25 Threat

Defense Virtual 7 7 A X N T 7 4 v 7 REREINET,

o7 4 v U%. 7T AZ N Threat

Defense Virtual f V' A X L A ko THEINT-H%, 77— 3y VM IZEEEEINE T,
TV r—a VML LDORIENT 7 4 v 7iF, NEa— ST UHICHEESRET, 20

?(ﬁ Y
ﬁ‘o

~<Z 7 (¢ > 7 1% Threat Defense Virtual 7 7 A X IZHEE SN, A1 v X —X v MIFEESINE

NLB % {# F3 L T Azure T Threat Defense Virtual 7 5 X 42 ZEE3 516

DIVKY—IROT7AER

TUoTL—bR—XDOEMA

WD 7 a—F ¥ — ML, NLB Z{#H L 7= Azure T® Threat Defense Virtual 7 7 A X DT 7
L— hR—Z2EHDOT—7 7 —% R L TWET,

1 2
Download
Local Host templates and ——»
files from GitHub

Modify azure_fldv

_nib_cluster.json and azure c Upload _
_ftdv_nib_cluster luster_Function
.zip file

_paramefers.json with

required parameters to Function app

|
; . I
Azure Cloud 2 Flesucurria(t;oup. 4 S:S?f:‘ > ?;’32?1':: UsemF\:;riT;)Srapp Create
Vi”“f'll_l:'j;lwnw — Template E— d.otawls; clus:tegr with — Cr:;e:ials
add Subnets malmgnmgm center
6
Cluster Node Véﬁ:tt:re
Deployment
J—9 AR—X FiE
fﬁ a—f /LR A b GitHub 67 v FL— e 77 AN EX Y m— KL
'-.\. _/.-
i j‘o

:/é\,: a— LR A azure_ftdv nlb_clusterjson &
azure_ftdv nlb_cluster parameters.json & /72 /X7 A —

3 Azure Cloud U —2 7 N—7 Rfixy NT—27  BIOYF 7T %y

NEAERR L,

4 Azure Cloud G AR NTF T L— AR LET,

5 Azure Cloud (U AS L ADFMERE LET,
(6) 7 IAL =R 75 A8 DREMEHRLET,
)
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sv7L—+ ||
J—9 XAR—R FiE
. Azure Cloud Function 7 7" U Z i § L "C Management Center |Z 2 7 A
2 ERELET,
a Azure Cloud FTPS D1 7' A UEMEAERR L E T,
::"'_"\} 2—H LR A Cluster Function.zip 7 7 -f /L% Function 7 7" U \Z7 v
e 2—RLET,

FEIRER

WD 7 a—Fy— ~E, NLB 2/ L7~ Azure T® Threat Defense Virtual 7 7 A % O F#hJERH
DU—r7a—%R L TWVWET,

. 1 2 3 4
Create a VM35 Add day 0 Undat i
i t ) ate scalin
. Azure Cloud Mai;i:: [E)T:CE —— Attach interfaces____, Cc;u;;l?nu[:zt;;:;r:d —_— inF;[ance coun? S
image
Management
Center
D—J AR—X FE
:.f’i"\-. o—H /LR A R Marketplace 4 A —37> 5 VMSS Z1ERk L £7,
\
(2) o—H LR A R AU H—T oA AR LET,
(3) o—H kA N [customData] 7 1 —/b R{Z Day 0 # k&80 L £ 37,
(2) 2— LR A R A= T AR A TR LET,
() N Z P NLB Z & L £
6 Management Center BIE ) — R&EBIMLET,

(e]

TTL—Fk
PLFDOF 7 L— MIGitHub TAFTEET, NI A—XHIZ, 77— MTHEIN
RIA=HLL BLOETHY., BIATT,
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Cisco Secure Firewall /N— 3 & 7.4.1 UUIBETIL, WA v & —7 = A 2% HETI2r 724
ARBATTEET, AL . B BXOCCLA v ¥ —T = ADHEHHLTY 7 A%
%Z B4 5 1Zi%. withoutDiagnostic 7 > 7 L — |

(azure withoutDiagnostic_ftdv nlb_cluster parameters.json 33 J T
azure_withoutDiagnostic_ftdv_nlb_cluster.json 7 7 A /) ZEHL £,

ZWA X —T A ATREMITDIT T L— b

« azure ftdv nlb_cluster_parameters.json : NLB % {i § L C Threat Defense Virtual 27 7 & % 0 /X
TA=BEANNTHIZODT T L— |k,

« azure_ftdv nlb_cluster.json : NLB % f#i [l L "C Threat Defense Virtual 77 7 A % % &3 2% 7=
DT T L— b,

A A —T ARG L CTERTLI T L— ]

« azure_withoutDiagnostic_ftdv_nlb_cluster parameters.json : ZW¥iAf > ¥ —7 = A A &fEH L7
VN NLB /&P T Threat Defense Virtual 7 7 ZA X D/NT A =R 2 AJT 512007 7 L—
Mo

» azure_withoutDiagnostic_ftdv_nlb_clusterjson : iZWiAf % —7 = A Z72 LD NLB Z i L
C Threat Defense Virtual 7 7 A Z ZRAT 57200 DT 7 L— |k,

GIb=E=S s

« 7 7 A% )% Management Center |~ HEPRERTE 2 K 9129 5121, Management Center 'C
Xy N =V EHEBIOA T T ADa—Y — R EFF O —YF—ZER L ET, Z
o DR ZF>2——(X, RESTAPI 2 T& £4, [Cisco Secure Firewall
Management Center Administration Guidel]] ZZM L T 7231y,

e T U7 L — FORBARHIZHET 2R —H L —HT 57 7 AR Y I —% Management
Center [Z3BM L £7,

» Management Center Virtual 3 #EYNZ T A B A ENTWD Z & EMER L ET,
« 7 7 A% )% Management Center Virtual (ZEME 725, RO FIEZFATLET,

1. ManagementCenter0)7 T R A= ARETNAF =y 7 OFR— "NEFERELE
T, ZOFREDFMIZOWTIE,  [Platform Settings] 22 LT X0,

2. NEBBIONEA v A —T 2 A AMBDNT T 4 T DAZT v 7 )— ME{ERCL
9, AXT 4 v b— FOIERDFEMIZOWTIX,  [Add a Static Route] &M L
TLTEEW,

A B —T 2 A ZADART T )b— FDOFER] :

Network: any-ipvé

Interface: outside

Leaked from Virtual Router: Global
Gateway: ftdv-cluster-outside
Tunneled: false

Metric: 10
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_nlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure__withoutDiagnostic_ftdv_nlb_cluster.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_nlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_ftdv_nlb_cluster.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure_withoutDiagnostic_ftdv_nlb_cluster_parameters.json
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/azure/Templates/azure__withoutDiagnostic_ftdv_nlb_cluster.json
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-platform.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3
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Azure Resource Manager 7> 7 L— (£ L 1= Azure & NLB TD Y 5 X 2 DEMH .

\}

GE)  ftav-cluster-outsidelx, MY 7Ry FDF— T =AIPT KL A
<7,

WA v B —T 2 ADAEZT 4 v 7 )b— hDOFREN

Network: any-ipv4

Interface: inside

Leaked from Virtual Router: Global
Gateway: ftdv-cluster-inside-gw
Tunneled: false

Metric: 11

N

GE)  ftdv-cluster-inside-gwi%, W7 %y hOF— U =A 1P 7 FL
AT,

3 F=H LTI 4 v I DNAT V=L ERELET, NAT L—/LORREDFHEHIONT
1%. [Network Address Translation] ZZM L T 72XV,

Azure Resource Manager 7> 7 L— k Z{#F L 7= Azure & NLB TD ¥

T A3 DR

ATy T

ATvT2
ATvT3

B A KM <A XE 72 Azure Resource Manager (ARM) 7 7 L— b & i L C. Azure NLB ®
7T AL R LET,

FIE

T U— UL ET,
a) GitHub VARY N Za— N7 4V Z IR L £7, https:/github.com/CiscoDevNet/cisco-ftdv/
tree/master/cluster/azure ZZ M L T 7230,

b) azure ftdv nlb clusterjson & azure ftdv nlb cluster parameters.json Z B/ /3T A — & T
HLET,

ZWiA =T oA R LTI T AZERHT DT DI E IR NT A= 2] LT,
withoutDiagnostic 7 > 7" L — I azure_withoutDiagnostic_ftdv_nlb_cluster_parametersjson &
azure_withoutDiagnostic_ftdv_nlb_cluster.json Z &% L £,

Azure IR—F /LT 1 A > : https://portal.azure.com,

UY—=R I N—TEERLET,

a) [FEA (Basics) |#7C., Fuy 77X URARNNL[H T A2 Y7 9 (Subscription) ]
BIO[Y V=T —7 (Resource group) | =B L £,
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/azure
https://portal.azure.com
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. Azure Resource Manager 7> L — k& L= Azure & NLB TD Y S X2 DEM

ATvT4

ATvT5

ATvT6

ATy T1

b) MED[V— a3 (Region) ] ZEINLFET,
EEL, 2W. N, SN, 7T AZEIEY 7 DSODOY T Ry NEROEBR Y N —7 %
ER L E9,

Cisco Secure Firewall /N— 2 > 74,1 UIBETIX, A v ¥ —7 oA AZEHETICT T A%
IR CE E97, SN, NED, B BXOY ZRXGH ) v DA L F—T = f ADIEAE
AL T2 7 A% %RE7T %121X, withinDiagnostic 7 > 7 L — k

(azure_withoutDiagnostic_ftdv nlb_cluster parameters.json 33 & O}
azure_withoutDiagnostic_ftdv nlb_clusterjson 7 7 /L) &AL £3,

a) ARy U= 2R L £,

1. [HAR (Basics) 1 # 7T, Kay 7 Xy VAN [T AT YTy gy
(Subscription) 1} X[V Y —A ' /L—7" (Resource group) | ZE#IRN L 7,

2. b) MWAD[Y—T a3y (Region) | ZERLET, [k~ :IP7 KL A (Next: IP
addresses) | %7 Vv 27 LET,
by 7Ry MEBEBMLET,

[IPT R Z (IP Addresses) | # 7 C, [ 7% v FDiE (Addsubnet) 1227V w2 L,
HOR2lr. NES. AN BEO TRZHIEY oY TRy FaBMLET,

Threat Defense Virtual 7.4.1 7 7 A X Z2WiA 2 —7 = A A72 L CREET 52561, 2§
YT Ry FOVERRE AT Y ST HELENRHD 97,

@
=

AAL LT T L— bR LET,

a) [¥ERL (Create) 1>[T>7L— FDER (Templatedeployment) | (WX A LTV T L—
FEFERALTER) 2270y 27 LET,

b) [T 4 X THBEDOT 7 L — NEHEET % (Build your own template in the editor) [% 27 U v
7 LET,

c) [Z7A4NDur—FK (LoadFile) 1% 7 U v L. azure ftdv_nlb_clusterjson 721
azure withoutDiagnostic_ftdv_nlb_clusterjson #7 v 7' u— KL E9 (BliA ¥ —7 = A
A7 L COREBAZRIRL7Z5E)

d) [fRfF (Save) 1227 U 7 LET,

A VAL ADFFEMERELE T,

a) MEREE AL, [FERL TER (Review+create) |27 U v 7 LET,
GE) Z7T7AXHIHY 7 OBIET RUA L TT R AL, BEREZFREL T

SV (K 16MH) , #HEZRELTHE, XT3 —< U ATHET L[N D
nET,

b) MFEIZAK L7=5, [1ER (Create) |27 U v LET,

A VAR ADETHR, WTRD ) — Riza A > L. showcluster info 2~ &AL
T, V7 RAZDOREMEHRLET,
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ATvT8

ATvT9

ATy 710

rzwe 0y 522 0F0EH [

14 : show cluster info

> show cluster info
Cluster gwlb-cluster-template-with-AN: On
Interface mode: individual
Cluster Member Limit : 16
This is "12" in state CONTROL_NODE
ID H)
Version : 99.19(1)180

Serial No.: JAKGFV8VH4G

CCL IP : 10.1.1.12

CCL MAC : @@0d.3a55.5470

Module 1 NGFWv

Resource : 8 cores / 28160 ME RAM
Last join : 11:13:24 UTC Sep 5 2022
Last leave: N/A

Azure ;R—# /LG, Function 7 7'V % 7 U v 7 LT T A X % Management Center {258k L &
j—O

(GE) Function 77V ZFH LZ2WEEEIL, GBI (Add) 1>[7 734 A (Device) | (BN
(Add) 1>[Z7 7 A% (Cluster) ] CTix7avy) ZMH LT, #l#fl / — K% Management
Center ICEEREKT HZ & b TEET, TOMDY T AF /) — NIZABITRER SN E
j‘o

[EBRit >4 — (Deployment Center) |>[FTPSM A4 A Li&#R (FTPScredentials) |1>[1—
HY—Xa—7 (User scope) | > [2—H—H E/XXT—FDERE (Configure Username and
Password) 17 U >~ 2 L CFTPS ®u 7 A UIEWMAEER L, [fR1F (Save) 1227V v LE
ﬁ‘o

72— 7 )V D AR TRO curl @~ F&2 347 L, Cluster_Function.zip 7 7 A /L% Function 7 7"V
W7y 7r—RLET,

curl -X POST -u = —#—%, --data-binary @" Cluster_Function.zip" https:/
Function_App_Name.scm.azur ewebsites.net/api/zipdeploy

GE) curl = B, ST T T2 E TS QaR~37) 202556000 £7.,

BA%78 Function 7 7" V27 v 7 m— RENE T, BEDBRGBSL, A ML—UT A0 RO
U h¥a—lZa ZREREINET, Management Center ~D T /A ABEENBAMG S E T,

Azure TD Y 5 A2 DFEEH

77 AR e FEITREMT 2121L, Day0 Mz ¥l L, 4/ — FZ2REL TOHofli — &
Management Center (23BN L &9,

Azure [6] [+ Day 0 1L D 1ERL

EERK LTIV AY A AERONT 2 TE £T,

Azure [ 1T B E & Z (£ F L 1= Day 0 {8 D 1K

BEMRKICED, 77 AXDOT— A RNT v RS BEVERINLET,
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B Awe i EE A £ L1 Day 0 RO R

"AdminPassword": "password",

"FirewallMode": "Routed",

"ManageLocally": "No",

"Diagnostic": "OFF", //For deployment of version 7.4.1 and later without Diagnostics

template, set this parameter to OFF.
"FmcIp": "<FMC_IP>",

"FmcRegKey": "<REGISTRATION_ KEY>",

"FmcNatId": "<NAT_ID>",

"Cluster": {
"CclsubnetRange": "ip address_start ip_ address_end",
"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",
"InternalPort": "internal port number",
"ExternalPort": "external port number",
"InternalSegId": "internal segment_ id",
"ExternalSegId": "external segment id"

15l
RIZ, Day 0 #R Dl 2~ L E 7,

"AdminPassword": "password",

"FirewallMode": "routed",

"ManageLocally": "No",

"Diagnostic": "OFFE", //For deployment of version 7.4.1 and later without Diagnostics

template, set this parameter to OFF.
"FmcIp":"<FMC_IP>",
"FmcRegKey" : "<REGISTRATION KEY>",
"FmcNatId":"<NAT ID>",

"Cluster": {

"CclSubnetRange": "10.45.3.4 10.45.3.30", //mandatory user input
"ClusterGroupName": "ngfwv-cluster", //mandatory user input
"HealthProbePort": "7777", //mandatory user input
"GatewayLoadBalanceIP": "10.45.2.4", //mandatory user input
"EncapsulationType": "vxlan",

"InternalPort": "2000",

"ExternalPort": "2001",

"InternalSegId": "800",

"ExternalSegId": "801"

}
}

N

GE) LFRoOREZaE— LT T 52561, ZED D /mandatory user input Z 23 HIBR L T
{TZEW,

Azure ~VATF = v 7 OFRETIL, T 2 TE L7= HealthProbePort % 3 48E L TL 72 &0,

CclSubnetRange %1%, xxx4 HIEE D IP T RLAOHMEZRRELET, 77 AX Y~
VAEARER IP T FL AN 16 LI EHD 2 L 2R LET, BMBIP T FL ALK TIP T
R L Z2DH 2RI L ET,
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Azure 145 2 8 7 A Xt E WA L1 Day o ke ]

R4HRBIPT ELRERTIPT FLXDHI

CIDR BItEIP7 KL R BTIP7RLR
10.1.1.0/27 10.1.1.4 10.1.1.30
10.1.1.32/27 10.1.1.36 10.1.1.62
10.1.1.64/27 10.1.1.68 10.1.1.94
10.1.1.96/27 10.1.1.100 10.1.1.126
10.1.1.128/27 10.1.1.132 10.1.1.158
10.1.1.160/27 10.1.1.164 10.1.1.190
10.1.1.192/27 10.1.1.196 10.1.1.222
10.1.1.224/27 10.1.1.228 10.1.1.254

Azure [E] (T H R B2 < A ¥R ZEE A L 1= Day 0 iR D1ERK
a<w U REHEHLT, 79RO T— AN v TREEZTXITCANTEET,

"AdminPassword": "password",

"FirewallMode": "Routed",

"ManageLocally": "No",

"Diagnostic": "OFF", //For deployment of version 7.4.1 and later without Diagnostics

template, set this parameter to OFF.

"FmcIp": "<FMC_IP>",

"FmcRegKey": "<REGISTRATION KEY>",

"FmcNatId": "<NAT ID>",

"Cluster": {
"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name",
"HealthProbePort": "port number",
"GatewayLoadBalancerIP": "ip address",
"EncapsulationType": "vxlan",
"InternalPort": "internal port number",
"ExternalPort": "external port number",
"InternalSegId": "internal segment id",
"ExternalSegId": "external segment id"

i
LITFZ, N—=23 2 74 LIED Day 0 sk OBl 2R L ET,

"AdminPassword": "Sup3rnatural",

"Hostname": "clusterftdv",

"FirewallMode": "routed",

"ManageLocally": "No",

"Diagnostic": "OFF", //For deployment of version 7.4.1 and later without Diagnostics
template, set this parameter to OFF.

"FmcIp": "<FMC_IP>",

"FmcRegKey": "<REGISTRATION_ KEY>",

"FmcNatId": "<NAT_ID>",

"run config": [

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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"cluster interface-mode individual force",
"policy-map global policy",
"class inspection_default",
"no inspect h323 h225",
"no inspect h323 ras",
no inspect rtsp",
no inspect skinny",
"interface Management0/0",
"management-only",
"nameif management",
"security-level 0",
"ip address dhcp",
"interface GigabitEthernet0/0",
"no shutdown",
"nameif vxlan_ tunnel",
"security-level 0",
"ip address dhcp",
"interface GigabitEthernet0/1",
"no shutdown",
"nve-only cluster",
"nameif ccl link",
"security-level 0",
"ip address dhcp",
"interface vnil",
"description Clustering Interface",
"segment-id 1",
"vtep-nve 1",
"interface vni2",
"proxy paired",
"nameif GWLB-backend-pool",
"internal-segment-id 800",
"external-segment-id 801",
"internal-port 2000",
"external-port 2001",
"security-level 0",
"vtep-nve 2",
"object network ccl#link",
"range 10.45.3.4 10.45.3.30", //mandatory user input
"object-group network cluster#group",
"network-object object ccl#link",
"nve 1 ",
"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster#group",
"nve 2 ",
"encapsulation vxlan",
"source-interface vxlan_ tunnel",
"peer ip <GatewayLoadbalancerIP>",
"cluster group ftdv-cluster", //mandatory user input
"local-unit 1",
"cluster-interface vnil ip 1.1.1.1 255.255.255.0",
"priority 1",
"enable",
"mtu vxlan tunnel 1454",
"mtu ccl link 1454"
]
}

LLFIZ, 8A—=2 3> 7.3 LLBIOD Day 0 #k OBl A R LE T,

"

"

{

"AdminPassword": "Sup3rnatural",
"Hostname": "clusterftdv",
"FirewallMode": "routed",

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4
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"ManageLocally": "No",

"FmcIp": "<FMC_IP>",

"FmcRegKey": "<REGISTRATION_ KEY>",
"FmcNatId": "<NAT_ID>",

"run config": [

"cluster interface-mode individual force",
"policy-map global policy",

"class inspection_default",

"no inspect h323 h225",

no inspect h323 ras",

no inspect rtsp",

no inspect skinny",

"interface Management0/0",
"management-only",

"nameif management",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/0",

"no shutdown",

"nameif vxlan_ tunnel",
"security-level 0",

"ip address dhcp",

"interface GigabitEthernet0/1",

"no shutdown",

"nve-only cluster",

"nameif ccl link",

"security-level 0",

"ip address dhcp",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"interface vni2",

"proxy paired",

"nameif GWLB-backend-pool",
"internal-segment-id 800",
"external-segment-id 801",
"internal-port 2000",
"external-port 2001",
"security-level 0",

"vtep-nve 2",

"object network ccl#link",

"range 10.45.3.4 10.45.3.30", //mandatory user input
"object-group network cluster#group",
"network-object object ccl#link",
"nve 1 ",

"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster#group",

"nve 2 ",

"encapsulation vxlan",
"source-interface vxlan_ tunnel",
"peer ip <GatewayLoadbalancerIP>",
"cluster group ftdv-cluster", //mandatory user input
"local-unit 1",

"cluster-interface vnil ip 1.1.1.1 255.255.255.0",
"priority 1",

"enable",

"mtu vxlan tunnel 1454",

"mtu ccl link 1554"

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}



/871 v 9579 ETO Threat Defense Virtual D7 522 1) >4 |
B /525 —roxnEs: owB~—z0EmM

\)

GE) ERloExrab— LTI 11 2561, 8ED S /imandatory user input % %7 HIBR L C
<TEEW,

V5R5/—FOFEER : GWLB N—X D&
U IABRBREND LDy T A ) — FERALET,

FIE

RATw 1 azvmsscreate CLI ZfiH L C, A > A X > 23 0 D Marketplace 4 A — VB~ > 2
r—nty FEERLET,

az vmss create --resour ce-group <ResourceGroupName> --name <VMSIName> --vm-sku
<InstanceSze> --image <FTDvimage> --instance-count 0 --admin-user name <AdminUser Name>
--admin-passwor d < AdminPassword> --plan-name < ftdv-azure-byol/ftdv-azure-payg> --plan-publisher
cisco --plan-product cisco-ftdv --plan-promaotion-code < ftdv-azure-byol/ftdv-azure-payg> --vnet-name
<Virtual NetworkName> --subnet <MgmtSubnetName>

ATYT2 30D B =T xA4 A (Wi, T—%, BLXOY ZAZHIMY 7)) &R LET,
ATYT3 MER LI~ o 2 —ty MCBEIL, ROFIEZFEITLET,
a) [AXVb—F 47 AF A (Operating system) |7 3= > C, [customData] 7 4 —/L R
\Z Day 0 & B0 L £ 77,
b) [f&fF (Save) 127V v 7 LET,
) [Ar—VU 7 (Scaling) |87 a T, AV AZ U ARENER Y T AL ) — RCTHEH
LET, A AZ P ABE, &/ L R 16 OFPRICERETE £

ATV T4 Azure 77— bV = A 0 — FKART UV EFRELET, MO NI, [Azure 7 — F U = A 10—
KXZ % H L7= Auto Scale DE AR #ZMR LT ZE0,

AT 75 Management Center |[ZHilffl / — KZ3BJ1 L %9, Management Center ~~D 7 7 A X D/l (T
JBBH) (57 _—Y) zZRLTIZS0,

PS5R3/—FOFHERA : NNB A—XDEMH

I ITAEABMIND LI TAZ ) —REREALET,

FIE

RATw 1 azvmsscreate CLI 2 L C, A > A X > 2% 0 D Marketplace 4 A — VB~ > A
r—nty FEERLET,

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m-ftdv-azure-gsg.html#azure-gwlb-auto-scale
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m-ftdv-azure-gsg.html#azure-gwlb-auto-scale
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az vmss create --resour ce-group <ResourceGroupName> --name <VMSIName> --vm-sku
<lInstanceSze> --image <FTDvimage> --instance-count 0 --admin-user name < AdminUserName>
--admin-passwor d < AdminPassword> --plan-name < ftdv-azure-byol/ftdv-azure-payg> --plan-publisher
cisco --plan-product cisco-ftdv --plan-promaotion-code < ftdv-azure-byol/ftdv-azure-payg> --vnet-name
<Virtual NetworkName> --subnet <MgmtSubnetName>

RATYT2 4002 —T AR (B, Wi, S BRO ZAXEIEY v 7) 8 LET,
RATY T3 MER LI~ 2 —nty MCBBIL, ROFIEZFATLET,
a) [AXVv—F (7 AT A (Operating system) |£7 3= > C, [customData] 7 4 —/L R
\Z Day 0 A2 B0 L £ 77,
b) [f*fF (Save) 127V v 7 LET,
¢) [Ar—VUr7 (Scaling) |87 a T, AV AZ U ARENTER T T AL ) — RN THEH
LET, A A 2805, ol 1, R 16 OFiPHICERETE £,

AT 74 Management Center (Zillffl / — K& 1B/ L %9, Management Center ~0 7 7 A X DiEN (T
JBEH) (57 ~—) ZZMRLTIZEN,

Azure TDO ST a—TFT 14T VSR EH
[ : NI 74 v T7mr—0720
NG TNY a—TFT 4T

« GWLB TE B X7z Threat Defense Virtual f v A X LV ADIEFH T 0 —T 257 —% A
MIEFENE I PEfER L ET,

» Threat Defense Virtual £ > A%V ADEFEET 0 —T AT — X ANEETHHHE

* Management Center Virtual TA X 7 (v 7 )b— FRERE S TN D0 E D D& i

BLET,
s TFIHAN T b 2 A BT =T Ry b= b U= A P ThHDEME I D
R LET,

e Threat Defense Virtual £ > A ¥ V ANEFHET o —7 N T 7 4 v 7 2ZEF LT
HINE I MMEHRLET,

* Management Center Virtual CaX/E SN72T7 7 EA U A NREFET2—7 b7
T4 I EHFAALTNDNE I NERLET,

« I . 7 T AZ BB TN
NIV a—T g T
enve-only 7 ZAXA L E—T 2 A ADIPT FLVAZHERLET, LD/ — FDnve-only
DI FTABA B =T 2 AZEVARETHDH L MR LET,

enve-only DV T AXA L HE—T 2 ADIPT RVAN, AT V=7 NI NA—TD—F
ThHZ EEMRLET,
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NVEA L EZ—T 2 A ANFT T2 FINV—FTHREINTWAZ 2R LET,

T TGARBTN—T DI FTAEA L H—T 2 A AR VNIA o HE—T = ADRH D
EEMRLET, TOVNIA VX —T oA AL, fSTDELFT V=7 NI A—TF
ZEONVERH Y £9°,

o/ RPMEIZEVARETHL Z 2R LET, &/ — NITHMBDOI TR X A
H—T A AP BHDHD, TNUHIFMHAICE VRETHILERNH D 7,

T UL — MEBETIHESINTZCCLY 7 Ry FOBBET RLA LK TT KL AR
ELWNE I afER LET, BT FL AL, 7%y NN THE R RTRE 72 4]0 1P
T RUVATHRELIXLERHY £, 7221V 7 3y FA%192.168.1.0124 DA, B
BT R L A3 192.168.1.4 THHMLENRH Y £ (RO 3 DD IP 7 KL AL Azure
WZEoTTrREsnTwEd) |

* Management Center Virtual IZHZNR T A B ADRHL0E S EMHERLET,
M RCY Y =R N—TICHEY Y =22 BAL TS & XiZe— LI EET 5=
T—NRAET D,
FNITNYa—=T 4 7 i RTRO A~ PR LT, UTor—LaHlRL £7,

TT— Avbk—U

"error": {

"code": "RoleAssignmentUpdateNotPermitted",

"message": "Tenant ID, application ID, principal ID, and scope are not allowed to
be

updated.”}

« azroleassignment delete--resource-group <V Y — A 7 )L— 74> --role" Storage Queue
Data Contributor"

- az role assignment delete --resource-group <V ¥ — & 7 )L — 74> --role" Contributor"

GCP TD Y S A DR

7 7 AZ % GCP TR 221X, FEITRERRAT LN, AV AX AT 7T L— e LT
A AR AT N—TH R L ET, GCP u— K 3NF 4 F 721 Cisco Cloud Services Router
REDIFEXAT 4T OO —=RKARAT YT ITAXEBFHTEET,

)

GE) BEFNT 7497134 FZ—T A ANAT BMLETHY . 64K BEFHIZHIBE SN TWET,

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4



| /87U 94495 FTO Threat Defense Virtual D9 5 X5 ) >4
riasos ]

N =INY]

Application Subnet '

Management Center Virtual

10.10.13.28 10.10.14.27

)

)<

i

10.10.13.4

10.10.13.30
—_—
LB

Application VM

11111111

10.10.14.29

—OD

Internet

>

<

10.10.13.29

10.10.14.28
application-to-ilb

0.0.0.0/0 > 10.10.13.4

Inbound

_
Outbound

IO RFRuIE, BEEREOWEDONT 7 4 v 7u—%73 L TCWET, Threat Defense
Virtual 7 7 A Z 1%, Wi — RT3 &80 n— RAT U OICERENL TV E T,
Management Center Virtual £ > A% AL, 7 7 A X OERIHEH I VET,

A=y RILDERBNT 7 4 v 71X, e — AT U FICELIL, & 205 Threat
Defense Virtual 7 7 AX I N T 7 4 v I BRERENET, NTF 74 v 271, 7T AXHNO Threat
Defense Virtual £ > A X L AL Ko TREINT-%, 77V r—va s VM IZEEEEINET,

TV r—var VM LDRENT 7 4 v 7k, NiEe— KT Uz EEanEd, 20
. N7 7 4 v 7% Threat Defense Virtual 7 7 A X ZHEIE XL, A X —F v MIEEINE
7,

GCP T Threat Defense Virtual 7 S X 2 ZEBH I 5-HDIT > FY—I
AN AR 4

TUTL—FrR—ZDER

WD 7 v —F v — ~I, GCP T Threat Defense Virtual 7 7 A% OF > 7' L— h_X— Z R D

— —ERLTOET
UV—r77n R~ LTY °
I i : ;
Daownload Edit Create Google
. Local Host lemD\'ales and template joud function
les parameters. file
from GitHulb fv_cluster_function.zip
3 5) Uoicad t 6 7] Wprivate IP 8 | If extemal IP addresses 9 Depioy 10
pload the
ng‘; €= Cé?rt," Goagle Cloud _ Deploy ddresses are are used, set cluster functiol
(AESE function source used, T infrastructure
pucket archive file yam create VPC oTen template
connector cluster_function_infra.yaml
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B GcP < Threat Defense Virtual ¥ 5 X % EBEIT H51-HOTY FY—T Y FOTA+R

J—H9 AR—R FiE
o—# LR A b GitHub o7 v T L— R e T 7 AV EX D —RL
— 7
(2) o—J LR A TUT L= IR T A=A fRELET,
3 Google Cloud Platform GCP & v N EERE L E 1,
(a) a—H LR A Google Cloud B Y — AT —h A 77 7 A )V
— ftdv_cluster function.zip Z1Ek L £ 97,
5 Google Cloud Platform Google %Y — AT — DA T 77 A NET v 7 a— K
LET,
6 Google Cloud Platform infrastructure.yaml % B L £,
7 Google Cloud Platform TIAR—KNIPT RLAMEHAINTWAEASIT
VPC a7 # % ERi L £,
8 Google Cloud Platform SMBIP 7 RLABRMEH SN TV DA,
cluster function_infra.yaml C deployWithExternallP % True
9 Google Cloud Platform JTALEEEA VT TARNT I F v T T — RN EE
BLET,
10 Google Cloud Platform IS AR EFEBLET,
FHRMA
D7 1 —F ¥ — ML, GCP T Threat Defense Virtual 7 7 A X O F#EEHO YV —7 70 —%
ARLTWET,
1 Create
day 0
Local Host configuration
seript
reate 3 4)  Create reate Networl reate
gl | s ot I i bl
day 0 ) attach ta instance group load balancers
configuration instance template
i
'
7 Create 8
Margf;:{ent Accesfzrﬂu\es Control
Health check
traffic
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sv7L—+ ||
J—DAR—R Flg
(1) o—B Lk A GCP [f]1F Day 0 f& % D VERL
5 Google Cloud Platform Day 0k 2 L CA v AX AT 7 L — h&BAER
l/ \i —aqo
3 Google Cloud Platform AR =T oA ABEELET,
4 Google Cloud Platform AAZ AT N—T &R L, A AZ AT T
L— hEEID Y TET,
5 Google Cloud Platform NLB #{Ef% L, A Y AX L AT N—TIZTH v F LE
—g—o
6 Google Cloud Platform NLB D7 7 A T 74—/ L—LZ/ER L £,
{"5’“\} Management Center NNVATF 2w I N T T 4T DT A N— L EVERK
— l_/ i —é—o
( 8 Management Center i, — R&ZBimL x4,

TVILb—Fk
LITO7 7L — MI GitHub TAFTEET, T A—FHEE, 77— FTHRESN
WRIA=Z4 BIMETHY . BHITT,
*Bast-West N7 7 4 v 7 HDI Z AZEET 7 L— b : deploy ngfw cluster yaml

* North-South N7 7 4 v 7DV Z A X REET > 7 L — I : deploy ngfw_cluster.yaml

A2ARIVARTOTL—FE2FERALEGCPTODAS VA ARG IL—T
D R F

A AR AT T —EFERALT, GCPIZA VAR VAT N—T 5B L F 1,

1R BHHIIZ

« JEBHIZIX Google Cloud Shell i L £9, F72i%, {£E D macOS/Linux/Windows ~ >
T Google SDK #fli HH Tx £,

« 77 A4 7% Management Center (2 HEIE GRS 5 X 912 T 5H1T1%, RESTAPIZfEHTE %
EELEHEIR % Ff> . — ¥ — % Management Center CERR T 245 23% Y 97, Cisco Secure
Firewall Management Center 7 KX =2 hL— 3 A RESRLTIIZI N,
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/gcp/east-west/deploy_ngfw_cluster.yaml
https://github.com/CiscoDevNet/cisco-ftdv/blob/master/cluster/gcp/north-south/deploy_ngfw_cluster.yaml
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
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B x5 250TFL— FEBERLEGEP TOA VR E VR IL—TOEE

&
ATv T2

ATvT3

ATvT4

ATy Th

ATvT6

ATy T17

« cluster_function infra.yaml CIFE L7=HR U > —4 & —E T 57 7 & AR Y I —% Management
Center [ZIBM L £7,

FIE

T 7 b— & GitHub b r— ANV T LV FIZHE T — RLET,
W B 77 resourceNamePrefix /X7 A — 4 (ngfwvcls 72 &) oM FE /o —H— AT &2 fiH L T,

infrastructure.yaml, cluster_function_infrayaml, 3 X U'deploy ngfw_cluster.yaml Z#w# L &
—é’_‘O

Cisco Secure Firewall 73— 3 > 7.4.1 LI TIEL, WA v 2 —T7 = A ZA&EHAETIC7 T A%
FREATE T, 4MB. N, B, BEXOCCLA V¥ —T = ADBEHHAL T T AH
% B9 %121L, infrastructureyaml 7 7 1 /L & deploy_ngfw_cluster.yaml 7 7 A /L D[j )7 T
withDiagnostic %1% False IZF%E L £77,

deploy ngfw cluster.yaml 7 7 -f /L{Z, GitHub C east-west 7 4 /L% & north-south 7 = /L % O
HCHDHZECEBLTILES Y, M T 74 v 7 70 —08 - T, @Y7 7 L—1F
EH L —RLET,

Google Cloud Shell Zff /]l L T/3%7 > F&fER L. Google Cloud Bt — A7 —Hh A 77 7 A )L
ftdv_cluster function.zip %7 v 7 — KL E7,
gsutil mb --pap enforced gs://resourceNamePrefix-ftdv-cluster-bucket/

Z Z T resourceNamePrefix %% 7% cluster_function_infra.yaml T#H57E L 7= resourceNamePrefix
BEHEE—HLTND I EEMRLET,

TIAR AT ITANTIF DT —h AT 77 A NVEERLET,

51

zip -j ftdv cluster function.zip ./cluster-function/*

ATZAERR L7z Google Y — AT — 1A 7% 7 v 7u—RKLET,
gsutil cp ftdv_cluster_function.zip gs:.//resourceNamePrefix-ftdv-cluster-bucket/

TIGAEDA LT TANT I F v HRBELET,

gcloud deployment-manager deployments create cluster_name --config infrastructure.yaml

TITAR=BFIPT RLRZMHLTWDHEIE, ROFIEEZFTLET,

a) Threat Defense Virtual & B VPC Zf ] L T, Management Center Virtual Z##) L Tt v b
Ty T LET,

b) VPC =17 # Z{ER L T, Google Cloud B4 #% Threat Defense Virtual & #E VPC |24t L £
R

gcloud compute networ ks vpc-access connector s create vpc-connector-name --region us-central 1
--subnet resourceNamePrefix-ftdv-mgmt-subnet28
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/cluster/gcp
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cercns5220z8ERE ||

AT w78 Management Center 7% Threat Defense Virtual 2>5 U &— hZECE S 41, Threat Defense Virtual (2
SN IP 7 R L ARME 251, #47 cluster_function_infra.yaml C deployWithExternallP %
TruelZREL TS ZEVY,

RTFYTY T TALEEA LT T AT I F v ERBLET,

gcloud deployment-manager deployments create cluster_name --config cluster_function_infra.yaml

AFvF0 77 AZEFERLET,

1

2.

North-South kAR 2 JREEEDIFE -

gcloud deployment-manager deployments create cluster_name --config
north-south/deploy _ngfw_cluster.yaml

East-West bR CREEIDHA -

gcloud deployment-manager deployments create cluster_name --config
east-west/deploy_ngfw_cluster.yaml

GCP TD YV 5 A7 DFHER

7T A2 % FEITRMT 21213, Day0 AL, &%/ — FZRERAL THhoflE — &
Management Center (i1 L 97,

GCP [[] [+ Day 0 #8 R D ERKL
B ERERR E 721X A X~ A AR OWT I EfEHTx £,

GCP [A] [T E =R Z M L 1= Day 0 R D 1ERK
BEMRICED, 77 AXZDOT— A NT v THERBSBEER I ILE T,

"AdminPassword": "password",
"Hostname": "hostname",
"FirewallMode": "Routed",
"ManageLocally": "No",
"Diagnostic": "OFF", //Optional user input from version 7.4.1 -

use to deploy cluster without Diagnostic interface

"Cluster": {

"CclSubnetRange": "ip address start ip address end",
"ClusterGroupName": "cluster name"
}
}
KR LT
{
"AdminPassword": "DeanWlncheS$ter",
"Hostname": "ciscoftdv",
"FirewallMode": "Routed",
"ManageLocally": "No",
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"Cluster": {
"CclSubnetRange": "10.10.55.2 10.10.55.253", //mandatory user input
"ClusterGroupName": "ftdv-cluster" //mandatory user input

}

\}

GE) LiloREx a2 — LTI 17 2561, BEN D //mandatory user input % %7 HIBR L C
CTEE,

CclSubnetRange Z#Tix. 7%~ hNOFHID2 ODIP T FL AL HFED2HODIP T N L
ABFHTE RN EICEBE LTSV, §EMIZ DWW TiX,  TReserved IP addresses in IPv4
subnets] ZZMLTLZE, Z7T7AX D U TIZMERAAIBERIP T RLAN 16U EHD Z &
AR LET, BAGIP T RL ALK TIP 7 RLADOHIZRIZRLET,

RE5FRWBIP7 FLRERTIPT FLADHI

CIDR BtRIP 7 FLR BTIP7KLR
10.1.1.0/27 10.1.1.2 10.1.1.29
10.1.1.32/27 10.1.1.34 10.1.1.61
10.1.1.64/27 10.1.1.66 10.1.1.93
10.1.1.96/27 10.1.1.98 10.1.1.125
10.1.1.128/27 10.1.1.130 10.1.1.157
10.1.1.160/27 10.1.1.162 10.1.1.189
10.1.1.192/27 10.1.1.194 10.1.1.221
10.1.1.224/27 10.1.1.226 10.1.1.253
10.1.1.0/24 10.1.1.2 10.1.1.253

GCP [T H R B 7 A XHERLZE MM L 1= Day 0 HRLDIERL
Aav REEALT, 272207 = AT v TREETXITANTEET,

"AdminPassword": "password",

"Hostname": "hostname",

"FirewallMode": "Routed",

"ManageLocally": "No",

"run_config": [comma separated threat defense configuration]

}

WOFITIE, FE, NI, BLXOWEA v H—T =4 R &, 7T 2AZEY > 7 D VXLAN
A B =T A AR LU THEREER LET, KFOMIZ/  — RFIZEIC—BETHIVLEND
HZEITHEBLTLIEEN,

{
"AdminPassword": "Wlnch3sterBr0Os",
"Hostname": "ftdvl",
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"FirewallMode": "Routed",
"ManageLocally": "No",

"run config": [

"cluster interface-mode individual force",
"interface Management0/0",
"management-only",

"nameif management",

"ip address dhcp",

"interface GigabitEthernet0/0",

"no shutdown",

"nameif outside",

"ip address dhcp",

"interface GigabitEthernet0/1",

"no shutdown",

"nameif inside",

"ip address dhcp",

"interface GigabitEthernet0/2",
"nve-only cluster",

"nameif ccl link",

"ip address dhcp",

"no shutdown",

"interface vnil",

"description Clustering Interface",
"segment-id 1",

"vtep-nve 1",

"object network ccl#link",

"range 10.1.90.2 10.1.90.17",
"object-group network cluster#group",
"network-object object ccl#link",
"nve 1",

"encapsulation vxlan",
"source-interface ccl link",
"peer-group cluster#group",
"cluster group ftdv-cluster",
"local-unit 1",

"cluster-interface vnil ip 10.1.1.1 255.255.255.0",
"priority 1",

"enable",

"mtu outside 1400",

"mtu inside 1400"

\)

GE) 75 2XEY > 7 Ry NU—27 AT x27 ML, 7 RV AERLERKFPITFIEELET (B
KI16fE) , #iHEZRKRELTDHE, XT3 —< L ATEETHEEENRH D 9,

VI RE /) — FDOFEREH

I ITAEDERENDE I TALZ ) —RERALET, GCPTDOZ FAK Y T DA,
AvCPU~ Y U Z A I TE EH A, 4vCPUS Y U Z A TRV R— T4 0 2 —T = A
AL 4 DODBTTIN, £ F—T A A5 DMETT, c2-standard-8 72 &, 5 DDA X —
T2 A ANRYR—bENDI~T U H A TEERALET,
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B ccrryro—s0—FRS HOALZRF Yo OFE

ATy

ATy T2
ATvT3

ATy T4

ATy TH

FIE

50D =7 =X (S, NES, BBL 2. 7 7 A2 Y 7)) %A A7 Day 0 ##
R LT, A RAF AT T = FEfERLET (A Z 7 —2 (Metadata) |>[A ¥ —
N7 w7227 U7~ (Startup Script) | EZ > =) .

Cisco Secure Firewall Threat Defense Virtual A % — h7 v 7 A K Z&R L T 7ZE0,

AVAB VAT N—TEAER L, A VAX AT T L— N EEID S TET,

GCP vy hU—Z7u— KARZ % (NEBLOIER) 2B L, A v AZ AT N—T%E]D
BCTET,

GCP % v U —7 v — KNXZ 4 DA Management Center D ¥ = U7 4R Y 2 —T~)L
AF v 7 &HFAILET, GCP Ry U —27 12— RRNZ YD~V AF =y 7 OFFA (56
N—=V) BBRRLTIEEN,

Management Center (Zfillf#l / — R %380 L £3°, Management Center ~0D 7 7 A X OB (F&)
JEBH) (57 _—=Y) aZRLTIZEN,

GCP Y FT7—00O— kNS UHYDANILRAF v DFF

Google Cloud IZ, Ny 7 U RN NI 7 4 v ZIZINET L0 E ) a2l 2~V AF = v 7
BEREZf2HE L £ 9,

Xy b= — KT B D7 7 AT 07 r—V —)VEAERT DI,

lhttps://cloud.google.com/load-balancing/docs/health-checks] ZZ L T 723y, &I,
Management Center CT~NVAF = v 7 8T 7 4w 7 HFFAIT 27 78 20—V EERLLET,
MER Ry NU—Z7 FFAIZOWTIL,  Thttps://cloud.google.com/load-balancing/docs/
health-check-concepts] ZZM L T ZEVW, 727t R2A arba—L )L—ILaEE5R L TIEE
AN

F7-. BINATFEINAT L— A EZBREL T, ~NAFz w7 NTF7 4 v 7 % 169.254.169.254 O
Google A # T —HH—N—=CV XA L7 NTHRLELHY ET, XA v 7 FH)NAT Of%
TEZBL T &N,

North-South NAT JL—)L D E% 7E I

nat (inside,outside) source dynamic GCP-HC ILB-SOUTH destination static ILB-SOUTH METADATA
nat (outside,outside) source dynamic GCP-HC ELB-NORTH destination static ELB-NORTH
METADATA

nat (outside,inside) source static any interface destination static ELB-NORTH Ubuntu-App-VM
nat (inside,outside) source dynamic any interface destination static obj-any obj-any

object network Metadata
host 169.254.169.254

object network ILB-SOUTH
host <ILB IP>
object network ELB-NORTH
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management-center-device-config-74_chapter41.pdf#nameddest=unique_525
management-center-device-config-74_chapter20.pdf#nameddest=unique_526
management-center-device-config-74_chapter20.pdf#nameddest=unique_526
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host <ELB IP>

object-group network GCP-HC

network-object 35.191.0.0 255.255.0.0
network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0

Y Fiter Rules. X

£ GCPHC ek a7 T8 ILB-SOUTH

© 6eP-He "1 gy ELB-NORTH

Dnsfaise

Dnsiaise

East-West NAT JL— L D% E I

nat (inside,outside) source dynamic GCP-HC ILB-East destination static ILB-East Metadata
nat (outside,outside) source dynamic GCP-HC ILB-West destination static ILB-West Metadata

object network Metadata
host 169.254.169.254

object network ILB-East
host <ILB East IP>
object network ILB-West
host <ILB West IP>

object-group network GCP-HC

network-object 35.191.0.0 255.255.0.0
network-object 130.211.0.0 255.255.252.0
network-object 209.85.204.0 255.255.252.0
network-object 209.85.152.0 255.255.252.0

Entr Descrip

nat-ftdv-cluster 1

Rules

Y Finter Rules X

ouside © GoP-Ho  LB-Eost By IL5-ast
LB Hoalth Chack NAT rule
outside GoP-HO B L5-West By 1L5-Wies

Onsfalse

Dns:faise

Management Center ~D 7 5 X X D3EM (FENEE)

77 AR FETCERM LGS, ZOFIEEMEH L T2 Z A 4% % Management Center (2181
LEd, 77— b EERLESE. 7 7 A X3 HBIAIZ Management Center (288 S %
ﬁ—o

JTAL 2= NOWTNNEFH LT 734 A L LT Management Center [ZiBI L E 97,
Management Center |Z, fiOFT_XTHI T AH X" —%HEWRH L E5,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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1R BHHEIIZ

« T R_RCPDY T AKX 2= ML, Management Center (ZiBINT DHHIC, EFRERD7 T A
ARNIFELTWDLRERNHY £3, /2, o=y MPFIE2=y ") E2HEEET D 2
& HMEETY, Threat Defense show cluster info 2~ > R&fEH L £ 9,

FIE

AT w71 Management Center T, [T/34 R (Devices) | >[T/\4 AEHE (DeviceManagement) | % 4R
LTHhh, B (Add) [>[7T/34 RD3EM (Add Device) | R L, =y ~NDFHH
IP7 RLUAZMH L CHliEl~=>y F&BL £,

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4



| /87U 94495 FTO Threat Defense Virtual D9 5 X5 ) >4

a)

b)

Management Center ~(D %7 5 X 2 DiEM (FEEM) .

15: T34 ZM3EM
Add Device (7]

CDO Managed Device

Host:t

10.89.5.40

Display Name:
10.89.5.40

Registration Key:*

Group:

None v

Access Control Policy:™

in-out v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Select a recommended Tier v

Malware

Threat

URL Filtering

Advanced
Unigque NAT ID:t

test

Transfer Packets

Cancel

[ARAF (Host) ] 74 —/L FIZ, filifle=y FOIP 7 FLRAEIIARA M EANLE
—éAO

W72 /NT f—<v AL fgbhTo, filffla=y FOBEMEHIE L ET0, 772X DEE
D=y hEBINTEE7,

TNAZADE Y N7 v THHINATID 2 L7256, 207 4 — NV RE AT HH0E
DARWVEREMERH Y 9, ZEMICHOWTIE. NATEEE) 22 LT &0,

[#~4 (Display Name) ] 7 4 —/L RiZ, Management Center Tl = F DR R4 %
ABTLET,
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g)

h)

TDRRLITI T AZHTIEIH Y ¥ AL, BINTAHH=2=y NEHATY, % T, oo
FAR A UIN—DZFRT TARERL B RTEFET,

&8k F— (Registration Key) |1 7 4 —/L RiZ, T3 ZAOFERHICHEH L7z b0 LA LB
FrxX—2 AN LET, BEF—IL, 1ERVEHTERIE—27 Ly R TT,

(EE) T\ ARAET A ZATN—FITBEMLET,
BErt 3 <, T8 RAEBT 2RO [T 7 A 2 ba—1 K Y y— (Access Control
Policy) | Z&IRT 252>, HLWARY —ZEk L £,
FLOWRY —ZERT 25A81%, BARY —DRZEERLET, HEIZHETT, %T
RV — WAL~ A A TEET,

‘ New Policy

Name:

basic

Description:

Select Base Policy:

None v
Default Action:
® Block all traffic

Intrusion Prevention

Network Discovery

Snort3:

TNA RZHATEHTA B AEEIR LT,

TNA ADFRERZ, NATID 2/ L7254, [F# (Advanced) 127 v a v ZERML,
[~E®D NATID (Unique NATID) |7 4 —/L RIZ[F U NATID # A1 L £7,

[X7 > FO#RE (Transfer Packets) 1T = v 7R 7 A% A2 L, 7731 AT Management
Center (237 v M EHRET B Z L E2HFRLET,

ZOFTvaiE, T7HNNTHENTT, ZOFT T a EFHIT L TIPS X Snort 72
EOARV IR N =S NT28E81E, T30 ARREHR & LTA XU b AT —2E#
L3y b 7 — X % Management Center (2155 LET, ZOF 7> a U E B LGS
I, A X MEHRTIT A Management Center [Z36(5F S 4L, 737 > b T — 23X E S+
Ao

Bk (Register) |27 V7 LET,

Management Center (%, #ilffl= = R &5 L TRELIHZIC, T _TOT—H 2=y &
BEkLET, =y FREFICREINLTWRWES, 7 7 AZTBMSnEE A,
7 T A2 SEIRREI 727 o 1235620, kiR DRI T, BT 7 =01 %ET 58
ARHVET, THOLRUTIE, 77 A% 2=y FEBEBNTL2Z L2880 LE
ED
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[T/34 R (Devices) |>[T/\14 REHE (DeviceManagement) | X— |27 7 A X4
RENET, FI7AZEZRALT, /77 AF 2=y NaRRLET,

16: 7 5 X3 DEHE

ftdcluster (2)
Cluster

172.16.0.50(Control} Snort 3

FTDv for VMware 7.20 Manage Base, Threat (2 more...) Default AC Policy
172.16.0.50

A 17216051 Snort 3

FTDv for VMware 7.20 N/A Base, Threat (2 more...) Default AC Policy
172.16.0.51

BIERGR SN TWH 2=y M, a— R 7 arRNERINET,
®17: / — K&

ftdcluster (2)
Cluster

172.16.0.50(Control) Snort 3

172.16.0.50

B‘\ 72.16.0.51 Snort 3
172.16.0.51

JTAR =y NOBREREE=F —F HIZi1E, [HE (Notifications) |7 A4 2 %227 U w7
L. [# A7 (Tasks) ] ZE4R L £9, Management Center |%, == FDOEEFEIT LT T
ABBERS A7 HHHLET, WITNhD2=y FOBRICKMLIZSEITE, 77 A4
J—ROBE (72 3—V) HZRLTIES,

Deploy Q &e I+ @ admin~v

Deployments Upgrades @ Health Tasks ‘_) Show Notifications
0 running 3 success 0 warnings 0 failures Filter
© 1010112 Deployment to device successful 1m 54s
© 10.10.1.13 Deployment to device successful 1m 3s
© TD_Cluster Deployment to device successful 35s

ATvT2 75220 [fRE (Edit) ] (#) 227V w27 LT, A REHOREEIEELET,
EEAVEDRTEIL, 7 TAXND ) — KT, 77 AXERICEHATEET, =& 23,
J)—RILICHETALELERETCXETN, A Z—T oA ATV T AZRERITOWTORKET
xFET,

ATY T3 [T/NM R (Devices) |>[T/31 A& (DeviceManagement) >[92 5 A% (Cluster) ] i
2. [&f% (General) ]. [7 1 &> A (License) ]. [¥ AT & (System) ]. BLO [~/ A
(Health) | DR ENFRRSNET,
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TD Native Cluster

Cisco Firepower Threat Defense for VMware

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

[ 1010113 v
‘ General raas | ‘ System oG ‘

RO T AZEAOHEAZZM LTI ZE0,

« [&f% (General) 1>[4 A7 (Name) ]:[#&&E (Edit) | (#) 22Uy s LT, ZIRALZD
RrHEELTLET,

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General

Name: @ TD_Cluster
Transfer Yos
Packets:
Status:
Control: 10.10.1.13

Cluster Live

View
Status: !

ZFD®%IZ, [4AT (Name) | 7 4 —/V FEFHRELET,

General Q

Name: | TD Native Cluster |

Transfer Packets: [ ]

Compliance Mode:

Performance
Profile:

TLS Crypto
Acceleration:

Force Deploy: -+

Cancel m
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o [&f% (General) 1>[7 7 AHX AT —X ADF (View cluster status) ]: [7 T A X AT —
H ADFx (View cluster status) |V 27 %27 U w27 LC[F T AX AT —H A (Cluster
Status) ] XA 7RI ARy 7 AERFHEET,

Cluster Device Routing Interfaces Inline Sets DHCP VTEP

General ra
Name: @ TD Native Cluster

Transfer Yo

Packets:

Status:

Control: 10.10.1.13

Cluster Live @
Status:

[Z 7 AHZ AT —% A (Cluster Status) | XA T 27 HRy 7 AT, M5 (Reconcile) | %7
Vo2 LTTF—#a=y NOBEEHRITTHI L L TEET, /— b7 7 22l
Vo 7ilping #F745Z2 b TEET, 7 7AF—HliIY > 7~ ping DFAT (80
R=) ZZRL TSN,

Cluster Status

Overall Status: Cluster has all nodes in sync

Nodes details (1) | Refresh | Q, Enter node name

Status Device Name Unit Name Chassis URL

> In Sync. 10.10.1.13 Control 10.10.1.13 N/A

Dated: 11:22:40 | 30 Aug 2022
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o [ (General) [>[hT 7/ =—k (Troubleshoot) ]: hT TN a—TFT 4T ual%
ERBLOF T a—RLEY, VIAXCLIZFRLIZY TEET, VTAXD LT T
Noa—T 47 (7195—V) ZBRLTITESN,

18: 5 TNV a—F42Y

General ’
Name: clusterVFTD
Transfer Packets: Yes
Status:

Control: 10.10.43.21

Cluster Live Status:

Troubleshoot:

«[TA A (License) ]: [#R&E (Edit) ] () 22V v LT, 74 At5&KE
BELET,

ATY T8 [TINM R (Devices) 1> [T/3\1 A& (Device Management) | >[7T/3A4 X (Devices) | DA
OBy THET A =0 —T, JTAZADEA L N—%INL, ROBEXHFETH &
MTEET,

« [£&% (General) >[4 A (Name) ]: [#R&E (Edit) | (&) 227V v 2 LT, Z7TAHA
UN—DRIRLEEELET,

General @T
Name: 10.89.5.21
Transfer Packets: Yes
Mode: routed
Compliance Mode: MNone
TLS Crypto Acceleration: Enabled

ZOHIZ, [4FT (Name) | 74—V RERELE T,
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General (7]

Name: 10.10.1.13

Transfer Packets:

Mode: routed

Compliance Mode: None

Performance Default
Profile:

TLS Crypto Disabled
Acceleration:

Force Deploy: -

coee ] TN

« ¥ (Management) ]>[HAA K (Host) ]: 7 /3A ARETEHEHEIP T NLRAZEET 585
AN

&, Management Center TH LW\ RL2Z —HIE TRy bV —7 EOT /A AITH|E
TE5LHI1CL, [E# (Management) JFEKT[AA b (Host) 17 RLAZMRELET,

Management ®Lﬁ?

Host: 10.89.5.20

Status: v

DIS5RAADANILAEZR—DETE

[7 7 A% (Cluster) |7 —TD[F T AXNVATE=H—DRE (Cluster Health Monitor Settings) ]
7 va At RORTHA SN TV DOIRENRRSINET,
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19:9SAEDANILAEZE—DHRTE

Cluster Health Monitor Settings e
Timeouts
Hold Time 3s
Interface Debounce Time 9000 ms

Monitored Interfaces
Service Application

Unmonitored Interfaces

Auto-Rejoin Settings

Enabled

None

Attempts Interval BEetween Attempts Interval Variation

Cluster Interface “1 3 !
Data Interface = 5 2
3 5 2

System

RE:[VSRABANIREZRL—DIKXTE (Cluster Health Monitor Settings) ] t% 3> T—TILDT4—)L K

J4—ILF

.

BALT L

(R84 (Hold Time)

) — FOWREEZHERT DD, JITAF ) —RZI7 TAZHIEHY
J T ) — RNy~ E—F A=V EELET, /— QN
REEEENICE T /= R0 b A—FE— R X v —UZZFE LN
Bit. TOET ) — RIIREREEIET v RIREEE s E
7

AV H—=T x4 ADT N
7 > ARERE] (Interface
Debounce Time)

AH =T 2 ADT N AR, AV H—T oA A TEEN
FELTWA LRI, 7T AL /) — KRHIBRENEETD
e <9,

Monitored Interfaces (&
ZRYDTHREL R —
Jx4AR)

A VE=T 2 ADNVA F oy 713 v IEELE=F—LF
T, BEDORIA VX —T 2 A ADTXTOYFR— M, HED
J— R ETIEEENEAE LN, Bo /) — K EOFE Ciniiof v & —
T2 ARTT VT 4T R—=IRBIGE, D/ —RNiZ7 7 A2
LHIRENET, / — FRRALNR—2 T T2 NLHIRTHETOD
BERIZ, A v Z—T =2 A ADEA T L 2D ) — RPMESLTEH* ) —
RTHDI, FEF T TAXITBIMLLY ELTWDEMNICE > TR
0 ET,

P—RT Y r— 3
> (Service Application)

Snort 7 2 AR LW disk-full 72 AREHINTHENE I 0
AR LET,
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JIRADANIVAE=Z A —DETE .

J4—I)LFK SR BA

F=L Y TRGHNDOA | F=Z ) TRHBNDA o F—T =2 A FRLET,
VE—T AR
(Unmonitored

Interfaces)

BEBEEDERE

JGARAL B =T A | 7T AZHIEY 7 O ABFEKEOREDREAZFRLET,
A (Cluster Interface)

T—IA B =T 2 A RN T =2 A F =T =4 ADHEIHREORELTR I LET,

(Data Interfaces)

AT A (System) W= Z —IFD HE/FE G OREL R LET, NEOEEIZIL,
TV r—=a @A LTy N FELET ) r—va
AT —=H AR ENDHY £,

)

ATy I
ATvT2
ATvT3
ATvT4

ATy TH

G¥)

BIERAE NN T 4 — L RIZFRRENER A,

VAT DDNNVAF =y 7 2 BINCT oL VAT LAONVATF =y 7 PELEN TV DY

ORI Ay INGDOREEITO)ZENTETET,

FEEDOR— N Fr 3/ ID, H—0WE A % —7 x4 A2 1D, Snort 7’1t X, IO disk-full
Tuv ABEHRTEET, ~NAEF=Z Y UTIFIVLANY T A X —T A A, F£721% VNI
LBVIZR EDOFEABA =T = ATIFEITENE YA, Z7TAFZGEY) 7024 T
ERETEERFA, 2OV UV ZITFICE=F—SNTWET,

FIE

[T/34 R (Devices) | > [T/ 4 REHE (DeviceManagement) ] Z#ER L £9°,

ERT 257 7AZORICHS [fRE (Edit) | (£) 227V v LET,

[T A% (Cluster) | &2V v LET,

[T AZD~NVAE=H—OFTE (Cluster Health Monitor Settings) €7 2 »C, [fRE
(Bdit) ] (#) &7V sLET,

[~VAF 7 (HealthCheck) | A7 A X% 27 V27 LT, VAT LD~NNVAF = v 7 %k

Wz LET,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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20: R TLNLAF v OEMIE

Edit Cluster Health Monitor Settings X

Health Check @)
v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds

Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

MHND FRaPEE (227 —H A v H—T = A ZDBMNEIKR, / — KA vF O
A B —T 2 A ZADHFIMEAEEN, VSSROVPC 2B T D A A v FDIBI) %175 & X2,
VAT LDNVAT =y JTHEREE NI L, B LA v =T oA ADE=F ) T IR
MZLTLKEEY, MR YOERNRET LT, REDEENTXTO /) — NZRE# S
B, VAT LADSNNVATF =y VIEREEZHEANI A LV —T oA AEE=F Y I TEE
7

ATy T6 ARV REMEA L H—T 2 f ADT T AR ERE LT,

o ["—/V FEFRE] (Hold Time) ]: / — KD/ N—hE— h AT —X% X A v E&— OREMHEE
FIEELET, FBETE2HMIL3 ~45HT, T 7+ MI3IWTT,

s [A B —T =2 ADT /Ny AW (Interface Debounce Time) ] : 7 /N7 > AFREfEIE 300
~ 9000 ms DFIFHTHAERELET, 7 74/ ME500ms TF, fEE/hS<TDHE, A
VHE—T oA ADREE LV REICRHTEE T, TV UCARMEELS T L, BRH
DAREMNEL D Z LICEB L TLEEWY, f U F =T = AD AT —F AFFHRIEE
ToHE, A F—T oA RXFEEL L Ty—IHITINDHET, /—FNEIEEENZI VR
B L E3, 2%, /— Rix7 722 oHIBREVE 9, EtherChannel 73 % 7 LK HE
MHT v TREIZBITT 556 (A4 vy TFNRYa— KENT, AA v T TEtherChannel 73
BT o172 8) | TADCZAKHB LV RS2 K= DY RIZBWTHID 2
TAB ) — ROFFNEERIRT-D, VT AL ) — RTA U HZ—T 2 ADBENERIND
ZEEBFHENDHY FT,

AT Tl ~NARAF =y 7 RKWEOHEFER Y TAXREE DAL ~A A LET,
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21: BBBREEDHRE

v Auto-Rejoin Settings

Cluster Interface

Atternpts -1 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 1 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 {3 x the previous duration).

Data Interface

Attempts 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 2 Range: 1-3. Defines if the interval duration increases. 1 {(no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

System
Attempts | 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation | 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

[ FAHA B —T x4 A (ClusterInterface) |, [7—H A ¥ —7 = A A (Datalnterface) ].
BELR[AT L (System) [WIROEEFHELET (W=7 —IZiX, 77V r— 3 O
HMEALT TN, —BUORWT TV = a VAT A ARERDY ET) .

o [R17% (Attempts) ] : FFEA ORATIEIEE 0 ~ 65535 OHFFAOMEICERE L E3, 01XHE
HREAEmENMELET, [T AX A H—T x4 A (Cluster Interface) | DT 7 # /b Ml
-1 (JEHIFR) T, [T—%A ¥ —7=AA (Datalnterface) ] & [ A7 A (System) ]
DT 7 v MElE 3 TY,

« [AITOME (Interval Between Attempts) | : FHfEARITOMEE 2 ~ 60 D/ HAL TER L
FT, TIANMEZS 5 TT, 7 TFAX~OHSME /) — RBRITT D KRG FHREH
1. B OBEEIAR D 14400 4 (10 H) IZHIBR S v E T,

o [ NY =—3 3 > (Interval Variation) |: Mf@& NI E 2> nEEHZLET,
1 ~3DFHATHEEZZFELET (L: ZH L, 2: BAIORRO 2%, 3: EATOMED 3
) o =& E MRE S DICREL., Bo%x 2 ITRE LSS, &AORITH S5 50
. 2 HORITR 10 3% (2x5) . 3BEHORITA 20 0% 2x10) L7220 EJ, 7
T AN MEIL, [T AFA X —T A A (Cluster Interface) | DIEAIT L, [T—HF A
42 —7 A A (Datalnterface) |FEB L[ AT A (System) | DHEIF 2 TT,

ATV T8 [T=XVUTHGEDA 4 —T x4 A (Monitored Interfaces) | £72IL[E=F VU > 74D
A % —7 x4 A (Unmonitored Interfaces) |7V 4 > KU TA L Z—T = ZAZBEL T, T=
BV TRGDA =T 2 A AZRELET, [V—ERAT TV r—arOE=41 7
ZHNZ I 5 (Enable Service Application Monitoring) ] &4 > £72134 72 LT, Snort 7' ut
A & disk-full 7B ADE=Z Y T e AHEITENIT L LTS ET,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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R2:E=RA)TRHELA 2 EZ—T 24 ADETE

v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring

AVE=T A ZADNNAF =y 73 VI EELEE=F—LET, FEOWwmHA L F—T =
A ADTRTOYER— b, FHED /) — K ETIIEENRRE LR, Bl /) — N EDOR Cig
AL HE—T 2 A RATT I T4 TR — RO LIGEE, 0/ — RNE7 FAZNLHIBRIILE
T, S KB ANR—% T TAEZNLHIRT 5 E TORIZ, A1 X —T A AKX AT L
FD ) — RBHELE A/ — R THD0, 37 FAXIISML LY ELTWANI Lo THE
RV ET, TTZAHNEITHEH, ~MMATF 2y 7 FTRTCOA v F—T =4 A, BIL O Snort 7' 12
£ 2 L disk-full et XA THEN > TWET,

WHUNDA B —T 2 ADN)VA ET=Z ) U T B HBHZTEET,

MHND FFRaPEE (2237 —H A v F—T7 A ZDOBMNEIKR, / — KRAAL v F O
AV H—T 2 A ADHEMUE L, VSSOVPC Z TR T 5 AA v F DB %179 & 1T,
VAT LDNVATF oy VR E NI L, B LTeA V=T A ADE=F ) TR
L TL &, AR YOEFERET LT, REDERENTXTO / — RIZHEY Sz
O, VAT LADNNVAF =y JHERBEBEANICA I —T oA RAZE=F ) I TEE
7

[fRTF (Save) 1227 U w7 LET,
REATZREBALETHRELTDOREMZSHBL TLEIN,

DSARAZ/)—FDEHE
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DIRBIV T EENT D

J— ROBIRIZIHEZ T, FRIZA T F U ADTEDIZ I ) — REIET 7T 4 71T 55
ROV ET, ZOFIHEIX, /— FE2—RIET 77 4 7T 572000 TY, /—NiX
5| & #¢ X Management Center D7 /XA AU A MIERENET, /—RKBIET 7T 4 71725
EL T RTCOT—H A A =T A ARV Y v MU ERET,

)

GE) 7722V 7 a2ERIcEFIC /) — FOERZUIS RN TIZS0Y,

FIE

ATV T BT b=y MZX LT, [T/ A (Devices) ]>[7 /31 A& (Device Management) ]
DIEIER LT ZOM ) 227V w27 L, [/ —KDZFRAEY I EENTSH (Disable
Node Clustering) ] Z#IR L £7,

ATFTYT2 J—FRDITAZ) T EWHNTH L 2R LET,
J— KX, [T/34 A (Devices) |>[7 /31 A& # (Device Management) |V A kD4 FIDOREIZ
[ (#%) (Disabled) ) ] RS NET,

ATV T3 VT RAFY T EFBOENCT DL, 7T AF~OHFESM (711 =) 2BRLTLEES
/AN

DS RE~DEZM

(T2 2E, A v X —T =2 A ATHWERRELZ2DIZ) /— KB I7 Z X0 bHIRENT-E
Gy FRETFE T A Y T REHZ LTIEGEX. 7 7 AZICTFETHSNT 208N H
DVET, 7 TAZ~OFESMEZITT HHIT, BEENMER SN TWHLZ AR LET, /—
K& 27 722 NHHIBRTE 2EBOFEMIZOWTIE, 772X ~OFSM (91 X—) |
EHRRLTLEEN,

Fg
ATV TN HEADNITDH 2=y MK LT, [T/34 A (Devices) ]>[7 /31 A& (Device

Management) | DIEIZEIR LT ZEDM ¢) 227V w2 L, [/ —FD2I2E) T 2AMC
9% (Enable Node Clustering) | &R L E£3, >

ARTVT2 /J—RDITARAZY U THHMNTDH L afRLET,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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DI3R3/—FDEE

7 T AH ) — ROBEIIE LT8G 1EL. 7731 A )5 Management Center [Z%f L T2 7 A X
A=y THEBRETEET, 72 & %X, Management Center NFFED 7 v A THEI I
TWAH0, Ry NI—=2Z IR S L5E, 7—% /) — FOBRICKT 22 EnH Y £7,

FIE

AT9F1 75 AF0 [Devices| > [Device Management] > ZMDfth (5) #%33# L. WKIZ [Cluster Live Status]
Z IR L T [Cluster Status] # A 7 12 7R v 7 A& & £,

AT T2 [T _CTEBA (Reconcile All) 1227 V27 LET,

23: T RTCEEBE
Cluster Status (7]

Overall Status: = Cluster has all nodes in sync

Nodes details (2) Refresh ‘ ' ' Q. Enter node name

Status Device Name Unit Name Chassis URL
> In Sync. 172.16.0.50 Control 172.16.0.50 N/A
> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

7 TARE AT —=HADFFMIONTIL, 7 TAZDOFE=Z Y 7 (T4~—2) 2ZRL T
7ZEWN,

DS RFFEIF/— FDEIBR (Z&MEFR) & %7 L L' ManagementCenter
~DE %

Management Center 725 7 7 A X B ERRTE 3, ZNITED, 7T A ZTEOFE MR
ENFET, 7T AKX &P LV Management Center [ZiIBINT DAL, 7 T AKX &8GRI 5
ZENTEET,

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4
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ATy I

ATy T2
ATvT3

ATy T4

PSR ERIE/ — FOBIBR (BEkMERR) & #i L L) Management Center ~ D & % .

T ABEMNG ) — RERIT S Z & 72 <, Management Center 2> 5 / — R & BRI 5 Z &
t CTEE9, /— FlX Management Center [ZRRSIVTWERALN, 127 TAZO—HTH
D, BIEHE T 70 v 7 HELTHIE , — NIZ72 5 Z & B ARE T, BIEEME L T2 il
J— KBRS 5 Z LI1X T £H¥ A, Management Center /> 5 B|FEARARRIZ R o7/ —
ITBREER L CHODREWVWEEALN, FHERE N T TV a—T 0 T DM, 7T AZD—
ELTHELTBSZEBHHRETT,
7 T AL DISERFEER -

* Management Center & 7 7 2 % L DFOFT X TOWBENUIRr S vE S,

o [T /31 A& B (Device Management) | X— 0057 T AXNHIBRSIVE T,

c JTAEDT T N7 4 —AFKERY —T, NTP %] L T Management Center 7> & Kf
MAEZZETDHEIICHESNTWDIGAEIL, 7 7 AZR e — I VREHICR S NET,
cHENXEDEFIIRDIZD, VTAZILINT 7 4 v 7 ODWBEFATLET,
NAT R° VPN 72 EDRY 2— ACL, B3RS ¥ —7 = A AMERITHEFF S E T,

[dl U & 7213 51/0> Management Center (27 7 A X Z# A GkT 5 &, RENHIBRSND D, 77
ABNIZEDRER TR T 7 4 v 7 OB EEILLLET, 7 T AXREFLOEEMERFINDHT
W, 7T AAEEEZBINTEET, BEFICT 78R arbae—L R —Z2@BIRTEX £
B, T T4y 7 B BELT DRI, BERICMORY —Z2HiEH LT bakiE & BT
LILENRDHY £,

IR HEIIC
ZOFETEH., WITNHD ) — F~D CLI T 7 ¥ ANNETT,

FIE

[7 /314 A (Devices) |>[7 /3A A (Device Management) [DJEIZERINL, 7 T A X)) —

Ko Zzofs ¢) %2V v 7 LT PRERRR] [HIFR (Delete) ] ZRL £, >

TR — REHIBRT 2L oKRDONTZH, 1T (Yes) 1227V v 7 LET,

I TGAZALN=DIOEFHLNT SN AL LTEMT 22 LIk, 772758 L (F

721X U) Management Center |2 8§k C& £7,

I TAL ) —RD1 2T NA AL L TEMTHETT, BOVDOI T AL ) — RS ihvE

D

a) 1 D07 T AKX ) — KO CLIIZEEE L., configuremanager add =~ > KA L CTH LW
Management Center % i5 L £ 97,

b) [T/34 R (Devices) ]>[T/\f REHE (DeviceManagement) ] Z&IR L, [T /54 ADiB
i (Add Device) 1227V v 27 LET,

HIBR L7z, — REBEBMT 2 B >WTE, 79 2% 7 —FRolEg (12~—2) | &

ZRLTIZSN,

RTY v %9495 ETO Threat Defense Virtual D7 525 ) >4 |}
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— — »
DSRARIDE=Z)2Y
7 Z A4 1%, Management Center & Threat Defense ™ CLI TE=# —TX ¥,

o[ T ABZAT—H A (Cluster Status) | XA 7 v 7Ry 7 AL, [7 734 A (Devices) ]
>[F /34 A% (Device Management) |>Z0fs () 7 A 22, £E [F3A A
(Devices) 1>[7 731 A& H (Device Management) ]>[7 7 A% (Cluster) ]X— >[4
#% (General) |fHIE >[27 7 AX DT A 7 AT —4 A (Cluster Live Status) |V > 7 nDH T
JEATEET, > > >

24: 9 ZRIDRAT—RR
Cluster Status (2]

Overall Status: =l Cluster has all nodes in sync

Nodes details (2) Refresh Q, Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 N/A

> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021

HlfE , — RiZiZ, 20— NVERT T T 74074 —2RH0 ET,
0T AL RN AT —H AL, RORENE TN E T,
o« [A#AF (InSync) : / — RFiL Management Center (Z 88k S LTV ET,

o BERDORE T (Pending Registration) : / — RiXZ 7 AX O—{{ TR, /2
Management Center |28k SV TWERF A, /— ROBEITKRK L 72HE1E, [TT
%#MA (Reconcile All) &7 U v 7 L TREEFRITTEET,

o 7T AKX TR ES) (Clustering is disabled) : ./ — Ki% Management Center {2 &85k X
NWCWETR, ZFREDIET 7T 4 TIRALN=TT, 7 I7RZ ) TREIF, %
THAMET D2 TERHDGEIFEFETICHERCEET, £/, /—FRE 7 724
NHHIBRT D Z & B ARETT,

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4
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o 7 7 AXIZEINH ... (Joining cluster...) : / — KB ¥— LTI FZAXIIHIMLT
WETD, ZINIFE T L TWEHA, SI011%I2 Management Center [Z 88k SV E T,

J— RZ LI (% (Summary) ] & [JEE (History) | Z R R TEET,
®25:/— F0 MEE (Summary) ]

Status Device Name Unit Name Chassis URL

l Summary H History ]

ID: 4] CCLIP: 10.10.10.1

Site ID: NYA CCL MAC: 6c13.d509.4d9%
Serial No:  FJZ2512139M Module: NYA

Last join: 05:41:26 UTC Dec 17 2021 Resource: N\A

Last leave: N/A

26:/— R [[BFE (History) ]

Status Device Name Unit Name Chassis URL
l Summary ] l History ]
Timestamp From State To State Event
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:31 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment hold for app 1 is relea...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...
05:56:29 UTC Dec 17 2021 MASTER MASTER Event: Cluster new slave enrollment is on hold for app 1 fo...

e URF L (3 > [Tasks] <—3,

[# A7 (Tasks) | N—IZiE, / — RBBERISNDT-NT T T R 2GRS AT DEHIE
DERENET,

s [T /34 A (Devices) ]>[7 /A AEH (Device Management) ]> cluster name, >
TRAAD—BEFIRR—TU T TAZERAT DL, IPT FLAORIZZE D v — L3 ER
ENTWAHIH ) — REET, TRTOALN—) = REFRTEET, BPo/ —F
i, m—=RFHOT A arRnrInEd,

« show cluster {access-list [acl_name] | conn [count] | cpu [usage] | history | interface-mode |
memory | resource usage | service-policy | traffic | xlate count}

7T AL EIROERNT — X F 1213 F OMOEREF AT 5121, showcluster 2~ K%
ERALET,

« show cluster info [auto-join | clients| conn-distribution | flow-mability counters| goid [options]
| health | incompatible-config | loadbalance | old-member s| packet-distribution | trace [options]
| transport { asp | cp}]

T w49 %559 KTO Threat Defense Virtual D7 S X% 1) 4 .
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7T AR EREFE T HIZIE. showcluster info a2~ > RAEHAL £,

DI3RAAANILRA EZRA—FyaiR—FK
Cluster Health Monitor

Threat Defense 287 7 A % Ol / — R Tod 5 5%E& . Management Center (7 /314 A A MY w7
T2 AL INLIEIERA M) v 7 ZEHMICIELE S, 7 TR DNV AE=H —
X, RO R—x P THERES AL TVET,

MEL v aR—F 7 TRAZ MR Y 7T AZHE, BLXOA M) v Fy—FCH
ToHEREFRLET,

s MR YRV a s liE, VT TAEDTA T AT = A fix OB O
W ) — KD A7 (§lE ) — REiZT—% /7 —F) | %JZU’T/\%XODKF{E\#
FoREINFET, T ADMKABIL, M%) (Disabled) | (73 AT T A X &R -
LX) | [WIHREE TN (Added outofbox) | (NT VU v I T T R T ALT
Management Center {ZJ& L CWRVENN ., — F) | F£7203 [E% (Normal) ] (/ — R
O 7RRAE) OWT N TT,

o VT AKX DWEE® Y v a s Zid, CPUMHR, A UMHRK, ANL—h HIL—
b, 77T 4 7B BXONAT BHEBICETD 7 T AXOBEDA N v 7
NFERENET,

N

GE) CPULAEVDAN) wIIX, T—H 7L —1 L Snort DfEHE
Ol = D = LET,

e ANy F¥—Fb, DFEY, CPUFEHEK, AEVMHHK, AL—"7v F, BILUOE
FEEIE, FRESNIEHMICBITS 7 T 22O HEZMNETRLET,

\mh

ST v aR—R 122000 4V x2y NCITTAK ) — REKROATR A ERL
_g—

T 4V ML, 7T AKX — RERORFBEIICEB T 287y hBI O
BENANETRINET, 207 XL, /J— RICEoTRMNRED L S IcoHEn

TWAHDERLET, 20UV y "EFEHTLE. ANMOEORE 2 EIZET
L CEETE £7,

— K¥Et T 4 Y=y MZiE, V=R A MY v 7 RERERNTEREINET,
07%&/—%£W®amﬁ%4\%%)ﬁﬁé\AﬁV~%\MﬁV~%\77
T4 T IR %i@mwﬁmﬁ BT AN v TF—aREREINET, &
DT =T N a2—TlE, 7% ZEMT T, A —HEFHHEICHETEET,

CAUNR—=RT =<V ARy aR—RK: FTAX ) —RKOBEDA M) v 7 E2FRL
9, BV I XEFEHALC/ —RET7 42V T L, ¥E /) — ROFFAEFRRTE £

B /7Y Y% %5 FTO Threat Defense Virtual D9 5 X2 1) >4
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55248 apzngr ]

T, A MY w7 F—2 2 . CPUHE, A€ VAL, ADL—1+, HHL—bF 77
T TR, BLONAT BN EENET,

cCCLE vy v alrR—R: Z7IRAXOHIEY 757 —4%, DFD ANhL—rEeHHL—F &2r
Z 7R TERLET,

s NTTN Y a—T 4TV BB EIND N T TN a—T 4 T DRy
L FIHE~DERZR Y 7 AL 97,

CHEIFH  SEIFRITAF A M) v I Xy aR—FRRU 4V xy MIEREND
A HIRR 92 72 8 O FHHE AT RE 7 BRI e,

cHABZLE Y aR—R: VTAZBERDA RN v 7 & ) —=RL~"LD A MY v 7 Ol
T ET—H 2R R LET, 72720, /— FOEPFITEBE A Y v 7oA &
N, J—FKRETDHI I AXERIITEASINEREA,

DR ZAAN)LADRT

ATy T

ATy T2

ATvT3

ZOFIEEAFATTHITIE., BHEL—W— AT F R — FFEFXFa VT TF
VAR 22— —THIHILERH Y £97,

JITGABNVAT=H =X, VTTAALED ) — KONV AAT —H AOFEMR Y 2 — % 21t
LET, TOVFAFZANNAE=F —|L, —HEOX v abh— RTTTAZDAVARAT—H
A LHmERA L ET,

1a s BRI
* Management Center O 1 DLL EDT A ANE 7 T AX ZER L T D NEHER L 9,

FIE

SRTFL () >[EEM (Health) |>[E=4 (Monitor) | Z&IR L £,

[E=% V27 (Monitoring) | T/ —v a4 RuzEHLT, /— REHDO~LVAE
=R—ILT 7 RALET,

FNAAY AT B (Expand) 1 () & [#i0 727274 (Collapse) 1 (V) %227 VU v L
T, BHABD I T ALZFTNNA ZDY A M ZREEZITIT 272 F 3,
T T AL DNVARR EFRT DR, 7R L E I Vv I LET, TNV TIE, 7T
ABE=L =L, WL ODPDOFEFERINIZY v afh— FCEFEBI 0N T+ —v 20D
ANV w7 EHELET, ANV I Ty adl—RIROBOBEENET,
o [BEZ (Overview) |: MO FERIEREINTH v 2R — RFNLOEERA N v 7 2FRKR
LET, /— K, CPU, AEVU, AJJb—b, HIib— b, MG HR. NAT ZHE#
mENEENET,

 [Afi5 8 (Load Distribution) |: 7 7 A% /) — RKEO N7 7 4 v 7 L300y NOSTH
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ATy T4

ATy TH

ATvT6

ATy 17

/871 v 9579 ETO Threat Defense Virtual D7 522 1) >4 |

e [R 23—/ T7 y—~< A (Member Performance) ]: CPU =, A€ UMHE, ASHXR
=Ty b WHANV=T"y ~ T 7T 4 72485, BLONAT BT 5/ — L
AL DHEEE

«[CCL]: A v H—T 2 A ADAT —H AR L OERN T 7 4 v 7 O EHER,

FG_NEI v ThHE, SFESFLA N I Xy aR—RNIBETEET, PR—FX
NNTWBEYT TAZ AR v 7 OEFER7R ) A MZOWTIL,  [Cisco Secure Firewall Threat Defense
Health Metrics] Z#Z&M L T 72 &0,

HLEBO ey 72y RE&EEEZHRECTEET, KETIEMG (74108 hb,
KETEH2 BB OMMEXMTEES, Rny XX U205 [Custom] ZER LT, B
AL LOBMGH K THERELET,

T A arE s ) vy LT, BEIEHZ S DICRET 50, BEIEHZ2 A4 7200 B2 F
ﬁ—o

BR L2 RFRIEIHIC DWW T, FL o R T 7 DRIAA— =LA DORHT A2z v 7 L
E3

JEBHT A 2 0%, GBI U 7ZREREHAN OB EZ R L ET, BMEOHIL, B OB MEREZ] & &
THEAZ R LET, HERORBBREOGA., BHEOTEITBNEREINE T, EROFEME TR
T 5121, BB FEEchH L7 M arE2 7 ) v LET,

(/= FBEBEDO~NNAE=H—DGR) =Y L OT A ZLOLEMZH 5T Z— hdk
T, /—FOEEWT 7— i LET,

EHEWET 77— MRS v 2 2f5bED L. /— FOEEEOMENRRINET, Ky 77T v
T4 FUIS, ELSODEFNET T — FOBMEO MR FRINES, Ny T v T ey
Uo7 35E, EFETT— MIEOFME = =2 £,

(/= FEHDO~NVAE=ZF—DER) T 74/ FTIE, T ZE=F—F, W ONDEHE
HEZRINIZE vV aR— R TCEFHEBLIORT7 4 —~ 2 ZADA N w72 HELET, A b
Uo7 Zyiadh— RIZIZRO DR EENET,

«Overview : CPU, AEV ., A ¥ —7 = A A, PEffetERR s, MOERFELL v a
R=FNODOFERA N v I 2EFRLET, T4 AZHHABEEEER T AERLE
FNET,

« CPU : CPU fEHIZE, 7'mtABIEBLOWEL2 7RIl CPU EHSEA 5 A E T,
s Memory : 73N ADAEVEHE, T—27F1L— L Snort D AEVFEMAREEARET,
e Interfaces : £ VX —T =2 A ADAT—HABIOERN N7 7 1 v 7 HEIER,

» Connections : #&festal (V77 ho7ua—, T 77 4 7w, ©— 27 8tk L)
BLONAT B 7> b,

« [Snort] : Snort 7' 1 & AT BHE T 2 EHE R,

*[ASP K>~ (ASPdrops) ]: SEIERHEEAT IR Yy FEN7/T » MIBEET 5 HiEE
15 o
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TN EITY I THE SESERA NI v I A vV aR—RIB#TEETd, PR—FE
NTNDETF A ZRA Y w7 OEFERZR Y 2 MMZOWTI,

15281 ryvs |

Health Metrics] &L T30,

ATV T8 ~NARE=H—Df EBICH D 7T A5 (+]) 227V 27 LT, EHARERA N v T

[Cisco Secure Firewall Threat Defense

N—TINOMEDOER Y v FEMK L, WAL LT vy ai— FaefEllLET,

I IGAZERDE a2 R — ROEEIT, 7T AZDA N v 7 TN —T 5B THRG, A
MU w7 @R L £,

HDISRZAR) Y

JTARDNVAT=L =T, VT TRAZLFO ) — RIZEETHEHBERE . Ao,
Tx—~<r A, BEXOCCL N7 7 4 v 7 O#EHT — % OELHER 2B L £,

RI:DSARBAN) VY

(F—H 7L —2 L snort lIOWCEFNENE
ZT—\‘) o

ARYwy B: _—
CPU 75 A% ) —REDCPU A MU v 7 OFF) | percentage
(F—=HF L —r LsnortiZ OV TENENE
77—\‘) o
AtV G AR ) —REDAEY AR w7 O | percentage

T—=HAN—T" h I TAEDERBBLORET—H T 7 1~ |bytes
7 OFEE,

CCL A/L—7" K 7T AR DERBLOHIECCL N7 7 ¢ v 7 |bytes
DL,

B¢ (Connections) T TGAZNDT 7T 4 T IR, number

NAT Translations 75 2 KZ D NAT B, number

Distribution 1T LD T A% MO, number

N7y b 77 ALND YT & D3y NS OFSL, | number

DIRZD RS TN a—T429

CCL Ping Y —nZEMT oL, 77 AZHHY) 7 BNELSEELTND Z L 2R TE £
To FALALY T AL CHIARARDY —LEMIIT 5 2L bTEET,
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s NI TNYa—T 4T Ty AN J— KRBT TAZIIBINTERWGE, NIy a—
TAYT Ty AVBABRICAERShES, £7o, [T/AM4 R (Devices) |>[T/N\1 RE
¥ (DeviceManagement) 1>[2 5 X4 (Cluster) |1>[—f% (General) | =V 7»nbH b7
TNy a—T 4T T 7ANEERLTHE T a—RTHZELTEET, F T T a—
TAT T ANDERESZRLTIZIN,

0 G A2V s L, [NFTNAYa—F 1Y 77 A/ (TroubleshootFiles) ]% %
LT, [T/31 AEHL (DeviceManagement) [“X— L7 7 A VAR TH I EHTE
iﬁ—o

«CLI /) : [T/84 R (Devices) 1> [T/ 31 AEH (Device Management) |>[Y 5 X4
(Cluster) 1>[—#% (General) | =V 7T, JZAXD KT TN a—T 4 7ITHENLD
EOEFRFACLIM N2 EZRTEET, 77 AXIIx L TRD 2~ RBHBIICEST
SNET,

« show running-config cluster

« show cluster info

+ show cluster info health

« show cluster info transport cp
* show version

* show asp drop

+ show counters

* show arp

e show intip brief

« show blocks

« show cpu detailed

« show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2

[~ R (Command) |7 4 —/V RIZEEOD show a2~ REANTHZ L TEET,
FEHIUZOWTIE, CLIHAOFRZZR LTI ZE0,

9 S5 RA—HIE) > ~D ping DEFT

ping#FEITLC, TXTCDOITAK ) — KRBT TAZGINY 7 % U CTHAIZBEETE S 2
LEMRTEET, /— KR ITAZIZBMTERVWERFERO 121X, 77 AXHIEY >
DERENELL RNWZ T, 7= xiE, 77 AFHIY 27 OMTUR, #5 L TWDH AL v
FOMTU £V H KREVMEIZHE STV D AREERH Y £7,
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FIE

ATY 1 [TINA R (Devices) |>[T/31 REH (Device Management) | DJIEIZEIR L, 7 T A X OFf
DEM G EZ U LT[ZTFAZDTFA T AT —% A (Cluster Live Status) | %R L
iﬁ—o

M27: 95 RZDAT—2 A

Cluster Status (7]

Overall Status: =l Cluster has all nodes in sync

Nodes details (2) Refresh Q. Enter node name
Status Device Name Unit Name Chassis URL

> In Sync. 172.16.0.50 Control 172.16.0.50 N/A

> In Sync. 172.16.0.51 172.16.0.51 N/A

Dated: 11:52:26 | 20 Dec 2021
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B /55079750

S

28: CCL Ping

Cluster Status @

Overall Status: @ Clustering is disabled for 1 node(s)

Nodes details (3) | Refresh l l Reconcile All l Q_ Enter node name

Status Device Name Unit Name Chassis URL

[ Summary H History CCL Ping

ping 10.10.3.2 size 1654
Sending 5, 1654-byte ICMP Echos to 10.10.3.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

wlem 1A AA N A alee APT

> Clustering is disabled 10.10.43.22 10.10.43.22 N/A

Dated: 18:38:41 | 01 Mar 2023

J—FRiZ, BAMTIUWC—8T A7y " A XE2FEHLT, 77 AXEEY 7 T3~
TD ./ — RIiZ ping #EE LET,

HDSRZDTFTYITFTL—FK

ATv I
ATy T2
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ATv74
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FIE
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EEFHLET,

Q) XTI R AA—T R=VaVZHEHLTA L AF AT T L— b DOab —&Em L
ES

b) HLMERLIET T L= &l TAL A VAR LA TN—TIZT H v F LET,

B—lFy NAA=Y RXR=Ua DT v 77 b— R/Xyr—% Management Center (27 > 7
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Scaling 7 /L —FIZ Lo TEEHZ G- LAWE 21 LET, Zhafh<Iicix
AWS =22 Y — L2 E L, [Auto ScalingZ /L —" (Auto Scaling group) ] -> [FEHIF%
iE (Advanced configurations) [ DNEIZZ U v 7 L, ~VATF = v 7 B LR DR
BTt A% —RHEILELES, Ty 77— RPB%ET Lzh, [FEMERE (Advanced
configuration) JIZFFERBEIL, —FHEIESN=7 a2 A ZHIBR L CTRE 24 VA X
AR LR,

c AWSIZER SN TAZZ AT XY —V U —ANGENRyF Y V=T v 7L —
RLTWBI FRZ AT —NT v 7T 556, il — Ry FYIJ—RT
2 AV vy =) =A== g o CEELET, £D%, Management Center 7>
b& /) —RENyTF VY —RZFETTY v 77— RFTH50ERHD £7,
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SNET,

DIREZ)IDSEEN

OB a Tl I AZY T OEMEICET AREMIEEN S ENE T,

Threat Defense DHEREE VS AR ) VY

Threat Defense O —¥DOREREIL Y T AKX U 7TV A — b7, —EIflE==y FZ0F
THR—bFINET, TOMOERRIZOWTIRES 2EHICET 2EERNH 550360 %
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FRT DITIE, ASA O—fEIRED a7 4 Fab—va v A REZRLTLEI,
FlexConfig Ti&., Management Center GUI IZ1X72\ % < @ ASAMEREZ X E CT& £ 77, FlexConfig
R —%ZRLTIIEEN,

« JE— bk 727 A VPN (SSL VPN 15 L U IPsec VPN)

eDHCP 7/ 9 A4 T7 v b, —R_— BLO7axy, DHCP VY L —iVHR—FrINTWE
7,
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GE)

7 AH Y 7 TH b SN T 5 FlexConfig $HE (RADIUS A > A7 v g LV ip ) &%
RTDITIE, ASA DRI EED 2 T 4 Fa b—va v T4 FE2ZRLTIIZE0,
FlexConfig TiX. Management Center GULIZIZ72\ % < O ASAMEREA 3XE C& £ 7, FlexConfig
RN =B L TIIEEN,

cROT TV r—ary A VAT g
« DCERPC
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* NetBIOS
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« PPTP
«RSH

« SQLNET
« SUNRPC
« TFTP

* XDMCP

AT 4T N— KN FE=HY T
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HE ) — RiZ N ex 2 V7 4 Z—F %7 (SGT) tEHEzFE L4, 0k, #lH/ — K
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DY T ARLEKRDH @ o 2 AEDBIEAM E 72 18 NG S FTREMER & 0 F3, 7275,
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B rreoszsyny

B 29: @R A B —TIARXRE—RTDEAFIVI IL—F 45

Router A

All units are using OSPF
with neighboring routers

ECMP Load Balancing

FORTIE, V—Z ATV —F B~DHEIZ NZANRARDLHZ L EFELET, NRTF
NEN1LSO /) —RE@BEELET, ECMPZ2FEHL T, 4 XX TrIF7 747 Du— K NT
VUV T EITWET, & — Rid, AN —Z LRETH EEIC, FENENELDL—%2 ID

PERLET,
BHFIT, K/ —RICERDINV—FZIDPRESNDIELIC, V—FIDDI TAX T — )V ik
ETHVERHY 97,

FIPEOSREBY VYT

*FIPDF ¥ /b ary ba— L Fxy XD Ta—RNENENRNDT TAL AL N—ZL o>
THAE SN TWDEEIE, DF v 2O —FT—3EHMINZT A RV AL LT T T v
TF—hEarihun—L Fyr RO —F—ZKEFE L., TA KV XA LT T MaxEH
LEd, 27L, arybe—nrvo—o4—F—nNVn—RKIhT, avyhfr—L 70—
WERAT 4 7 ENTHAF,. Bl 7 e —BRiEHERsn2< e Ed, LEB-T,
aryhe—nL 7a—0T A KV EZALTD MIFEFTINEEA,
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NAT &£ SRBY VT
NAT OFEFICSN T, ROBIRFHESEL T ZE W,

NAT (%, 7 7 AZ DRI AN—T"y MIFEBEZHE2 52 03HVET, A R TV RE
ST U MR RONAT N bd, FRENT T A X NOBID Threat Defense (258 S 11
HZZERBHBVET, B— R AFU T TAITY XAIIP T RLA LR — MIEFELTWE
T, NAT 2OMERH ENAEXE, A VAN RET TR RET, XNy hDIPT KU
ARR— F BB B35 TT, NAT A —F—TiL72\> Threat Defense (2275 L7-/37 v MiX

TZRAEGEIY) 7 BN L TCA—F—ITEREEINS =D, 7T AZGEY) I KRED T

T4 I MEALET, NATA—F—F, X2V T 4 BIORY o—F = v 7 OFERITIN
CTCART y O EER TE R WITREMENH D720, ZEM ) — Rk, A—F—~Dlrk~
0 —ZfER L7V EIZIERE LT E &N,

ENTHLY TAX Y T TNAT 2T 2561, ROTA RT7A4 0 E2EBE LTI,

e XL ARP L  HRIIA LV EZ—T = A ZADEPHIT., v v LT T RLAIZHONT TR
XV ARPIGENEEENDHZ ETH Y £HA, ZHIE, 7T AFITHFELRL Ipo T
REMED B D ASA L BN — & LN T BMREMFFT 5 2 2T, Ty A b
V=L —HE, ALY IV TAZIPT RLAZRTY BT 7 RLRIZOWTITAH
TAv T V= EFRIEIPBR EAT V=V b NI vX U T EERTILERHD 7,

e R—h Ty EIDYCIZLD PAT : ZOBEEEIZOWTIL, ROTA KT A4 5L
TLIEENY,

e RA NBHT Y OFEKEHIRIL, 77 A2 2EOHIRTIERL, /— K2 IR E

SNFET, LEERosT, FA ROV OREKAIENTIZHESNLTWS3 ) — K7 T
ABZTIEH, RAMPOLD NI T 4w 7R3 DD/ — RF_XCYZa— FRF 7 &
NTWBIGE, 35070y 7 %% /) —RIZ1 DT OFDYTHIENTEET,

N I T T T =N RNy I T T ) — R TERINTZAR— T ey 7%, FA b
B2 OEKHBOEARFIZITBEINERE A,

« PAT 77— V358 RITH LW IP 7 B L ZADHEIPTEHE S5 On-the-fly PAT /b—/L D
EETIE, LT —ADBEDR>TOTHEWEEEETD xlate N 77 v T HE
*mﬁﬁéxmmﬂ/&T/fmﬁﬁﬁ%%Liﬁo:@@ﬁif~b@7m/7ﬂ
DY THBEICEA R b D TIERL . T—ABRSBENN T T4 v I NI TAZ ) — R
flCe—RRZ v 7a3Nd 7 7AZRERMTOARRLLILD—FFE PAT 77—/ D
METY,

o JTAZTENMEL TV DS, 7y 7EV Y CTHA XEETTHZ LIFTEEY
lo LY A XL, 7 TAZNOET A A% Y a— RLIERIZOAZENIRD F
T, KT NAADY o — ROLBEWZRGET 572012, 7 XToO7a vy 7E) 4T
=V ZHIBREL, T/ — VZEET 53X Thxlate 7 V795 Z & &2 BHE)
WLET, 2O%, 7uav I YA XEEHT L, 7ay 7EY Y TOL— L EFERTE
7

e XA F w7 PAT DNAT 7 —/L T KU AEA : PAT 77—V 2R ETDHE, 7T AX X
T—NVHNOEZIPT RLVRAER— T a7 I8 LET, 774V ETIE, &7 07
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0y JREMIHESNET, 20T a vy 7137 7 AXND /) — RETTHEIZE S
B2, % — RIIEPAT 7= LVHNDOIP 7 RLAZEIZ 1D EDOT oy 7 R3H0 £
T L7z T, MEIND PAT iUk L THATHILAITIE, 7T AX D PAT
TN EDAHAIPT RLAZ 1O IFICTA5Z N TEE7T, PAT 7—/L®D NAT /L—/L
TTPHIEAR— 1~ 1023250559 AT a  ZRELRVED, R—F 7Ty
271% 1024 ~ 65535 OAR— MNP A I 8— L £7,

DN — BT D PAT 77— VOEAA  #HE DAL —LTHE L PAT 7V— V2T 5
Wi, =BT 64 =T oA AOBRICEE L L O LENRH Y £3, T 3TO
=V TRFEDA B —T oA A%ERT D50, HDHWVETXTONL—LT HEED] A
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