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Vw27 LET,

Media Permissions m

Website Identity
Website: auth.amp.cisco.com
Owner: This website does not supply ownership information.

Verified by: HydrantID (Avalanche Cloud Corporation) View Certificate

Expires on:  January 14, 2022

Privacy & History
Have | visited this website prior to today? No

Is this website storing infermation on my Yes, cookies and 65.7 KB of

computer? Pitmlcinte Clear Cookies and Site Data

Have | saved any passwords for this website? No View Saved Passwords

Technical Details
Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA2E6, 128 bit keys, TLS 1.2)
The page you are viewing was encrypted before being tranemitted over the Internet.

Encryption makes it difficult for unautherized pecple to view information traveling between computers. Itis
therefore unlikely that anyone read this page as it traveled across the network.

5. MOX—UITE, iEAFEOFHEMP R RS NET,
Certificate

HydrantID SSL CA G3 QuoVadis Root CA 2

Subject Name

Country us
State/Province  California
Locality ~ San Jose
Organization Cisco Systems, Inc.
Common Name  amp.cisco.com

Issuer Name

Country  US
Organization HydrantID (Avalanche Cloud Corporation)
Common Name H ntll 3

Validity

Not Before Thu, 14 Jan 2021 21:24:29 GMT
Not After Fri, 14 Jan 2022 21:34:00 GMT

Subject Alt Names

DNS Name  amp.cisco.com
DNS Name android.amp.cisco.com
DNS Name  apde.amp.cisco.com

DNS Name api-docs.amp.cisco.com
DNS Name api-visibility.amp.cisco.com
DNS Name  api.amp.cisco.com

DNS Name auth.amp.cisco.com
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() &2V v LTHEOLV—VERELET,

[FERAE (Certificates) | #7427V w7 LET,

WD X 9z, [ FREZRFEE (Available Certificates) ] C. BT A TE 5 CA # />
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ZZTCEEHTEDLDCADAT V=7 FEAERK L TY X MTEIT 2I21%, [ EE7R5EH
4 (Available Certificates) ] U A2 F® Fidh % Add (M) 227V v LET,

BT HEETEDCALT T V2l FBIO N—T%2M%ET DI, [FHTRERERE
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ATFY Tl 727 FEBRRTAICE, FOF TV v 22 Vv LET, T R_TCOFT TV %
BT DX, A7V v 7 LTI TER (Select All) | #i8IR L F 9,

ATw T8 L—/LZBEN (AddtoRule) ]227 Vv 27 LET,
EVhBRLIEAT D27 2RIy TR Fry 79528 TEET,

ATV T L— L EBINT 50, wEEGTET,

RDEZRY
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RET DREAEAT —Z ADEZN—N TEIT, BAT—FAORBEEREILIZ T T 1
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R 2:FIAERT—FIADIL—ILEHOELE

ATF—H ADFEDR

[IZLy (Yes) 1%/ TE

[L\vZ (No) 1 ZERTE

2% (Revoked)

AU —IiE, Y NiEEARIT LTZ CA %15
HLTBY, R —IZ7 v 7r— RSNz CA
AERA BT Z OV — SFERE A g &% CRL
DEENTNET,

R —id, = NGEAEE
HLTRY, RY—IZT7 v 7
AEAEICIZ Z O — NG EE
NEENTOEE A,

HCOE4
(Self-signed)

BH SN — NEEHER. A7 Ve h
EFAT IO % & A THET,

B S — NEERHEN, 2
k& RITITOFANAL & & ATV

A% (Valid)

UTFO3T_XTEmIZLTWVET,

R —NREHFELEZRIT LI CA ZEHT
=2,

cBHITADNTH D,
FEATRITAHTH D,

e ARV U —DEEHTE 5 CADWIT L FEHR
FEEEHETTVER A,

« BED A IEAEO AR OBRMGE &
BT HOEBNICS D,

UFD 1 2L Eafmlz L TWE

RERAE A RIT L2 CA &R
T2,

BLDWNTH D,

FAT LN BN TH D,
RY—DEHTES CA
REBEN R LTV D,

« HAED A GEERED AR
D RETTY,

« BUED A D FERED A L)
DT,

B4 HVES) (Invalid
signature)

AEAEOWNAEITK U CRENEDE L N E TN
AESILEE A,

SERAEONF IR U CEERZED
FEXNET,

AT TEHN ML)
(Invalid issuer)

FAITIED CAGEAED, AU —DfFHETE 5
CAFEHED Y X MIEHINLTWVERA,

FATILD CA GEFIEMR, AV o
CAGEHIED Y A MRS

HIFRGIH

BED B DFEAEOR IR OK T H L #
<7,

WAED B A DSZEA E O A 7R
WENLVEITY,

F72HES) (Not yet
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BAEO B BNEEAEOF IR OB A XV i
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MENLVETT,
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RAT—8 ADFER

[IZLy (Yes) 1%/ F

[LLVvZ (No) 1ZERE

M 70 &

AAENAETIEH Y FHA, UTFD 12U E
T LCUWET,

s SEFAEDIEE RN TH D —E L T

FHA, DFEV | AEAFEOILEFICES) R
i (=& 2IXME- - a—F 4 )
WEENTNDD, MOPEET & FIET 5
ERN OMEENTNET,

HRESNTAMICGREREZEH T £

Aos

« BARRIHIRI DS AT NT A= i LT

b\iﬁ‘o

SEMIZ DWW T, RFC 5280, B7 v 3 v
4219 2R LT &V,

 RAEEDIEAT BAS FE 7213 R IR DA A3

HTT, ZNHDHSHEL, UTCTime F 721
GeneralizedTime & L T 2 — R T& F
T,

FEMICOWTIX, RFC 5280, B 3 v
4125 2L T 7ZE0,

 LHTHOIEAD R S TWERA, =

LI, B AT FLAERD T 4 —
LIZRFC5280, 27 92421.10 TEXK
SINTWERA, ZHuE, NEEARiRE T
R, HOFHIERENBIRE TR — N &
TWRWNWZ ENFRKTERAT HHERH Y
£7,

YR— F SN TOWRWARTHIRIZ A 7R
S F L7, OpenSSLTiX, T4 L7 b
U4, DNS4, EFA—/L, BLVURI#
AT DOHRNPYR—=FINTWET,

cFEESINT-AMIICE L TV— NRGEREE

HTEEEA,

b NEEERAMEE S A AR LT

b\i‘g‘o

AEAEIA T, LUFO§ T2
£,

« AR 7RAEHE ORI T,

o FRE U7o B WIS RERAE 24
« HNRIEARRIHIFKI DS AR,

s HRN2FAT B A E T2 1A I
« RN 4 BT,
FREINTBAMICEL TL— |
FHTX D,

o b— NEEFTENMEE L2 AR 4
W5,
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AT—H ZADEDR

[IZLy (Yes) 1 %% %F

[LL\vZ (No) 1ZERE

772 CRL

SEAAEL Y A N (CRL) OF VR VEBLNE
TIEEHY FHA, AFD 1 2OLL E&Z LT
b\iﬁo

« CRL @ [R[EIDOEHr (NextUpdate) ] E 721
[Fcth DFEHT (Last Update) 1 7 1 —/L D
ERENTH D,

* CRL NEZHBZITITZ2W,
« CRL ORI EINL TV 5,

o CRL AR ZMERT DRI =T —DBREL
77 PEIECRL ORERRR AN /2> T B
BICDI, ZOTT—NIRET S,

« CRL 23 TE Z2uy,

o T X 7= ME—D CRL S IFREOHIF & —
H Lo T,

CRLABENTY . AT DT T
ﬁ—o

« [IRIEIDOFEFr (Next Update)
#r (LastUpdate) ]7 1 —/L
%,

*CRL D HENETH D,
cNANHETH D,
« CRL 23 S iz,
« CRL 75GEPAFE OHGPH & — 2

YN DF— 5

P — NG NP — D — LI E (SNI) 4 &
—EHLEHA, ZHUL, = EBELED
LT ARLERLTCWVARREMERH Y 7,

Y= _LIX, 74T NAT
TSP — "D SNI£4 & —FH L

1 DOFFHENER D AT — 5 Z—HTHHAETH, L—ABNT T 4 v 7 IATHT 7 =
NI LT THDZ EICEELTLEE Y,

CA MSTEBITE & JE4T LI oo L7 i 2 et % 121,

b— h B XU CA GEBAE & £ D

HCRLZA TVl b LTT v 70— RTA2XLERHY FET, ZD%., (EETX D CAGE
FAEDEZRY =DV A MI, GEHTELCADL T V=7 FEBMLET,

EERAA—FDEFIL—IL EH

Tuv 2 ERFV ey MPET oy T ON—LT I g DI DICETAAL — kN DL— LA
WCBIMTE D, VAT LAEEDOKR AL — bR REIHTWES, EHRON AL — &5

te,

|

HEAA— RDU X MDOAT V= MBS L b TEET,

X3

BT HEOITIIEH LT 7Z &0,

e AL — M= NAVF I, NI 7407 %70y 735D TIERNL, N7y o

\)
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HLWE S AL — F2BINT 52 L3 TEXERA, ERFHLOMF AL — MILELHIRE T

T EHEA
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1 DO AA — FFEMAET, EIRL7EKS5 A A — & (Selected Cipher Suites) ] Y A MZHK 50
DIEFAA — MBI EZAAL—F VA MEZBINTEET, A1 — FRFITBINTE 51
BAL—=FELT, ROLOBRYPR—FEZRTWET,

- SSL_RSA_FIPS WITH 3DES_EDE_CBC SHA

« SSL_RSA_FIPS WITH DES_CBC SHA

- TLS_DHE_RSA_WITH 3DES_EDE_CBC_SHA

- TLS DHE RSA_WITH AES_128 CBC SHA

- TLS DHE RSA WITH AES 128 CBC SHA256

- TLS DHE RSA WITH AES_128 GCM_SHA256

- TLS_DHE_RSA_WITH_AES 256 CBC_SHA

- TLS DHE RSA_ WITH AES 256 CBC_SHA256

- TLS DHE RSA WITH AES 256 GCM SHA384

« TLS DHE RSA WITH CAMELLIA 128 CBC_SHA

- TLS_DHE_RSA_ WITH CAMELLIA 128 CBC_SHA256

- TLS DHE RSA_ WITH CAMELLIA 256 CBC SHA

- TLS DHE RSA WITH CAMELLIA 256 CBC SHA256

+ TLS DHE RSA WITH DES_CBC_SHA

- TLS_DH_Anon WITH_AES 128 GCM_SHA256

- TLS DH_Anon WITH AES 256 GCM_SHA384

- TLS DH_Anon WITH CAMELLIA 128 CBC_SHA

« TLS_DH_anon WITH CAMELLIA 128 CBC SHA256

- TLS_DH_Anon WITH CAMELLIA 256 CBC_SHA

- TLS_DH_anon WITH CAMELLIA 256 CBC_SHA256

- TLS ECDHE_ECDSA_ WITH 3DES_EDE CBC SHA

« TLS_ECDHE_ECDSA WITH AES 128 CBC SHA

- TLS_ECDHE_ECDSA_WITH AES_128 CBC_SHA256

- TLS_ECDHE_ECDSA_WITH_AES 128 GCM_SHA256

- TLS ECDHE_ECDSA_WITH AES 256 CBC SHA

« TLS_ECDHE_ECDSA WITH AES 256 CBC _SHA384

- TLS_ECDHE_ECDSA_WITH AES 256 GCM_SHA384

- TLS_ECDHE_ECDSA_WITH NULL_SHA

- TLS ECDHE_ECDSA WITH RC4 128 SHA
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| #SL—0
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« TLS_ ECDHE RSA WITH 3DES EDE CBC_SHA
- TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA

- TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
« TLS_ECDHE_RSA_WITH_AES 128 GCM_SHA256
« TLS_ECDHE RSA WITH AES 256 CBC_SHA

« TLS_ECDHE_RSA_WITH_AES 256 CBC_SHA384
« TLS_ECDHE_RSA_WITH_AES 256 GCM_SHA384
« TLS_ECDHE_RSA_WITH NULL _SHA

« TLS_ECDHE RSA_ WITH RC4 128 SHA

« TLS_RSA_WITH 3DES_EDE_CBC_SHA

- TLS_RSA_WITH_AES 128 CBC_SHA

« TLS_RSA_WITH_AES 128 CBC_SHA256

« TLS RSA_ WITH AES 128 GCM_SHA256

« TLS_RSA_WITH_AES 256 CBC_SHA

« TLS_RSA_WITH_AES 256 CBC_SHA256

« TLS_RSA_WITH_AES 256 GCM_SHA384

« TLS RSA_WITH CAMELLIA 128 CBC_SHA

« TLS_RSA_WITH_CAMELLIA 128 CBC_SHA256

« TLS_RSA_WITH_CAMELLIA 256 CBC_SHA

« TLS_RSA_WITH CAMELLIA 256 CBC_SHA256

« TLS_RSA_ WITH DES CBC SHA

« TLS_RSA_WITH NULL_MD5

« TLS_RSA_WITH NULL_SHA

« TLS_RSA_WITH RC4 128 MD5

« TLS RSA_ WITH RC4 128 SHA

WROFITEBE LTI ES 0,

BT R—F SN TOVWRVEFAAS—  2BNTHE, RETZEMTEERA, L2
X, Xy TR CIL, —BF Diffie-Hellman (DHE) 33 K OV—FEIIAE M #i#R Diffie-Hellman
(ECDHE) B§5AA — "2 LI N T 7 4 v 7 OB SN AR—FEnEHA, b
DO HFAAL = EEH L TA—AZERTHE, T78RA 2 ba— R —%ERH
TERBRVET,
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= NVEMHT DX, HERY > — T[S AA — K (Cipher Suite) ] Z&fFICEA DK
FAAL — R EBINTEXE3, 72, ClientHello 23U SN2 WIEF TRET HHLENH Y
F9, FEHICOWTIE. ISSLL— L DJEF] 28R LT E a0,

W BEAA— M ENA—VEME LTHET 2B, /L—/1% ClientHello A » & — Y THE I L
FPEEAAL— FD5E4e U A Tl <, ServerHello A v —Y D d o — s SNk
FAL—RERAET DI EEBRFTL T &V, ClientHello DALEEH 2, BRI S5T /3 A
2% ClientHello A v &£— VbR — IR TRV AL — &R LE T, 7272
L. ZHCKVRESNIETRTOREAAL — MBHIBRSND Z LT D56, VAT A
TIHTLDV A M ERFLET, VAT AR R— FEINTWORWEEAAL — N EREFT D
B, BEOFHMBIIES STV ARNnE v v a il £9,

sEiea ralnN—a DESIL—ILEE

SSL A= 5 3.0F/IETLS N—Ta 1.0, 11, 120WTNNTHRS{LENTZ T 7 4 v
7 EOBEERINTEET, 774/ MTIEX, A= VOERRHIZTXTOT 1 hajo/—
VarMRRINET, EEON—T g URBIRIN TV DA, WInhoR—T g b —
BT DAL N T 7 4 v I P — Il —E L L HIESNE T, — R RET DI,
KK 1 o077 a han X—=Va UEERRTLILERS D £,

SSL 3.0 (%, [1E% L7e\ (Do NotDecrypt) ]. [ 727 (Block) 1. 721X [V kY MixT
v 27 (Block with Reset) ] /V—/V7 7 v a o CEATE £,

NR= g VD)L= )LEMETSSL A= 3 20 Z@IRTHZ LT Ta ¥ A, 2T, SSL

N—=22 20 TSN NI 7 40 v 7 OE GBI FR— SR TWRWed Ty, E5T
XWT I arERETIE, N EOA VAR v a i LT, TRGDRNT T 4
EHFAELE Ty TEET, FFICOVWTL, EETERWET 7 4 v 7 DT 7 4L ML
HERTET DML TSN,

722 %1E. T _XTHSSLv3.0, TLSv1.0, TLSvl.l, TLSvI2 hS 74w T av
THITNE. RO HCF S a v BB ELET,

Add Rule @
Name Insert
‘ Block old versions | [ Erabled below rule v ‘ | 3
Action
| @ Block v |
Zones Networks VLAN Tags Users  Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
SSLv3.0
TLS V1.0
TLS V11
TLSV1.2
[] Lsvi3
| revert to Defauits
Cancel m
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wer—nrovay i

EEIL—ILTHOay

ZZTIE, EBNV— L TRIATRER T 7 v a T HOWTHBH L ET,

EEIL—I TE=4—TH 3y

[Monitor] 77 ¥~ a > id, b7 7 4 w7 &l &3 EET D LIRS TnERA, &L
AH. ZOERBE. —BTDHNT 740 v I BEREOICED L D ITE S5 MBIk 7R <
Bin X 7 E2mikT o2 LTI, T T 4 v N [E=F— (Monitor) | /L—/LEMHIZ—E
T 534, ClientHello A v —VIIATEINLERA,

FD%. BIMONL— VRN FET AEAIEFZONL—VIZBL LT NI 7 4 v 7 BRBA S, (E1H
THN, Tav T BETIHIPRREINET, T=F— —NUSNO—ET DRI D
=V, N T 7 4 w7 7u—BLPEBMOA VAR a B2 RELET, IHI—HTD
= WIS VAT AET ANV N T v a v EERLET,

TS = V= VOFEBELZAWNEIR Y NV —7 T T4 v 7 HRBIIT AL THD D, —
NDOOX U TRER, & THERENLFHTEZT 73V DOT 72 a AXhhb b, VAT A
TE=F =R 8T 7 4 v 7 OB T A~ b % BE)IC Secure Firewall Management Center
TN TR L E T,

E5)L—IL[ES LA LY (Do NotDecrypt) 1703 >

[5 L7y (DoNotDecrypt) |77 v aiid, 77EA ar ba—)L R r—DNL—LEB L
U?7ﬁ”%77?aVK%OT%%MF§74Y7%ﬂﬁT5k@%%bi¢o*%@77
TR bR == LOFRETIEE LI TN T 7 4 vy 7 20T 5720, 29
LT b7 7 4 v 72— BT N —NEBDeL 55803 H0 £T, Kb b7 7 4 v 7%t
LT, BART 7 AN A AR v a R EDT A —T A AT a&w{TH T EIET
XEH A,

[ L72\ (Do Not Decrypt) | /b—/v 77 ¥ a3 > O— &2 HIX, LFD LB TY,
*TLS/SSL 7 7 o4 v 7 OEGHERIZ L > THEIESL TN D
AEEHTELLHBLTWDEYA N ThHD,

s NI T4 T EMRDLZ LI Ko THKITE 5% A & (Windows Update 72 &) T 5,

-H&%L74~W&@1%%TT5 I HEA N b LET, @A N2 b
TA4—NVRERRTLHEDICN T 7 4 v 7 2 EFTHLEITHY EHEA, ) FEMIZONT
¥, Cisco Secure Firewall Management Center 7 KX =A hL—3 3> A KD [Requirements
for Populating Connection Event Fields| ZZH L T 7Z &0,

FHEMICOWNWTIE, ERTERWN T 74 v I DF 74V MUEA T 9] #BRLTL
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. w#EL—LDTAvI T Ay

[#§5 L% Ly (Do NotDecrypt) 1/L—/LDAHT ) DHIE

MBS LT, BER)—IChT7 IV 2EDH R TEET, Zhoos7T=2Y ( [URL
TunB YT EBEEILD) 1. CiscoTalos £ T VP2V AT N—TIZ Lo THEFIN
F3, EHEL, Web A RO AAICL > TUIFDRRT 1 2 7% L OBGEIE®R)

5) BAFARERNEICHE > T, HMFE B X OABOSITICESWCfThinEd, H8IE. &
SINSto¥ER, BR, £tV 7o I SV TUThhvEtA, AT, URL
TANE Y T AT Y OGN e BT L GBI D TWETR, BEICRFNR L O TIED
DERFA, —HD Web A NMIFSTIDEHINTELT, —EHD Web 1 MIAREEIZ
HENTHDHAMREMERH D F9,

HEDRNNT T 4y 7 DIEFERT 572012, [E%5 L7222 (Do Not Decrypt) | /L—/L D
TAY ZEEIHER LN TLEEN, 2 2E, [ L3 (Health and Medicine) | 77 =
VIZiE, BEDT T AN —EHINER WebMD O Web ¥ b 3E EN TV ET,

PUTUX, [fdEE & 3K (Healthand Medicine) [ #7 = U O Web A ~ DI Z %[ <—J57 T, WebMD
BIORZEOMT R TCOEESEZHATEZLENTELY U INVESRY —TF, HE/L—LIC
B2 — 72 ERIZOWTIEL, TLS/SSLIESOER EOTA R4 3 —) &R
LTL7Z&EW,

Decrypt | cancer |

Enter Description

Rules Trusted CA Certificates Undecryptable Actions Advanced Settings

 Add Category I Add Rule Q,Search Rules X
Source Source . - o o e Paine ports atagorles .

g Name Sarac Dest Zones et Dest Networks VLAN Tags Users Applications Source Ports Dest Ports Categories ssL Action

Administrator Rules

Standard Rules

1 DR 1 DN selection * Decrypt - ]
Resign

2 DND Health and Medic Do not decrypt # W
— Decrypt - i

3 DR for all other traffic Resign s

Root Rules

Default Action Block

)

GE)  URLZANZ V7TV r—ya URHERFEI LN T ES, 77 7r—va Ui
X, Web A R BDNTy EO—EZGAIRY . ZNAITh 570> (Facebook A v tE—
X° Salesforce 72 &) % X 0 BARRICHIET25 Z LIRGFELE T, sEMicOWW TR, 77U r—
Va VB OREDRA ST T 7T 4 A BB LTIV,

EEIL—ILOTAYITHII a3y
VAT AEBBEIERWE T T 4 v I L TIROE BNV T IV a U RHABEINTWE
‘g‘o

«[71 v 7 (Block) ] Tit. BN TTAD, 25472 F 75 0HICnT—nER
SHET,
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TT— A=, BRI —IZXoTH A MR T ey 7 SN EITRENERA,
R0z, —AREEEAET LT AR NWERINDLGERHY £T, ZORX vtE—
UHBIE, MGEICERA T ey 7 SN EIFHLNTR D A,

[VEy hLT7rv 2 (Block withreset) | Cix, #fi3V &y hxihvdicd, 7747
YN T IR T —REREINET,

ZOZT—TIE, BV ey hSNEZZ 300 T2, Z0EBIZDLMNY 8 A,

Je

EXb Ry TERFA T4y (X7 E—FR) BRETIE, XM AR NT 74 v 7 ZEHEREL
e, [7ue vy 2 (Block) & [VEYy hLTZr Y2 (Blockwithreset) 17 7 v a v &1
ATERNZEICEELTLESY, Ny T Ehil3ArI4y FvTE—R) A 0¥ —
TrxA ARG EX 2V T 4 V= FRMHANT, [PTry 7 (Block) JE7X[VEY hLTT
7 (Block withreset) |77 > a VEMHHALIZV— I EZERKTHE, R —2FT 4 X T

=V ORRIZEL () BRERRSNET,

EEIL—ILDESTIa Y
(125 - B D F— (Decrypt-KnownKey) 1B X U[1E 5 - 554 (Decrypt-Resign) 177 2 =
NE BEE NI T v 7 BRESLET, BESNE N T T o v 2iE, T B RGIEEEH L
THREINET, 772 aryhag—L L—E, HEINERNTF 740y LRI T
WRWRT 7 4 w7 TRICAHEAZ LET, 22 TIETF—ZOMERICINA T, BA, 2ik7 7 4
b, AT T ERMBLNT 0y 7 TEET, VAT AT, FRESNENT T 4 v T 2 EE
AL T B5EEICE L 7,

fEHHCE AFRGER (CA) O OEAEZEZFEH L TR I 740 v 7 2B ETHZ 2B LE
T, ZHUZ LY., Invalid Issuer 23855 A X FIND SSL GEIHE A T — X AFNFKR S8
LkolcLET,

FBETE 247 V=7 MBI 2 HTIEOFHMIIOWTIE, BT ERA 7Y =7 M
ZL TS ZE,

BHEIER : TLS I3 EFORA NT T 7T 1 &
BENEYD
TLS13BORANTFT 7T ¢ A

TLS/SSL/N— k7 7025 L—2a 2 DEZZ—

WD R 7 T, TLS/SSL D AT —H ADE =X —FiEIZOWTHALET,
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If a system under load is working well, you should see large counts for the following counters. Because
there are 2 sides to the tracker process per connection, you can see these counters increase by 2 per
connection. The PRIV_KEY RECV and SECU PARAM RECYV counters are the most important, and
are highlighted. The CONTEXT CREATED and CONTEXT DESTROYED counters relate to the
allocation of cryptographic chip memory.

> show counters

Protocol
SSLENC
SSLENC
TLS_TRK
TLS_TRK
TLS_TRK
TLS_TRK
TLS_TRK
TLS_TRK
TLS_TRK
TLS_TRK
TLS_TRK
TLS_TRK
TLS_TRK
TLS_TRK
TLS_TRK
TLS_TRK
TCP_PRX
TCP_PRX
TCP_PRX
TCP_PRX
TCP_PRX
TCP_PRX
TCP_PRX

VB

Counter
CONTEXT_CREATED
CONTEXT_DESTROYED
OPEN_SERVER_SESSION
OPEN_CLIENT_ SESSION
UPSTREAM CLOSE
DOWNSTREAM CLOSE
FREE_SESSION
CACHE_FREE

PRIV_KEY RECV

NO_KEY ENABLE
SECU_PARAM RECV
DECRYPTED ALERT
DECRYPTED APPLICATION
ALERT_RX CNT

ALERT RX WARNING ALERT
ALERT_RX CLOSE_NOTIFY
OPEN_SESSION
FREE_SESSION

UPSTREAM CLOSE
DOWNSTREAM CLOSE
FREE_CONN
SERVER_CLEAN_UP
CLIENT CLEAN_UP

Value
258225
258225
258225
258225
516450
516450
516450
516450
258225
258225
516446
258222

33568976
258222
258222
258222
516450
516450
516450
516450
258222
258222
258222

Context
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary

We implemented the following counters according to the TLS 1.2 specification. FATAL or BAD alerts
could indicate issues; however, ALERT RX CLOSE NOTIFY is normal.

For details, see RFC 5246 section 7.2.

TLS TRK
TLS TRK
TLS TRK
TLS TRK
TLS TRK
TLS TRK
TLS TRK
TLS TRK
TLS TRK
TLS TRK
TLS TRK

B &sr—

ALERT RX CNT

ALERT TX CNT

ALERT TX IN HANDSHAKE CNT
ALERT RX IN HANDSHAKE CNT
ALERT RX WARNING ALERT
ALERT RX FATAL ALERT
ALERT TX FATAL ALERT
ALERT RX CLOSE NOTIFY
ALERT RX BAD RECORD MAC
ALERT TX BAD RECORD MAC
ALERT RX BAD CERTIFICATE

Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary
Summary


https://tools.ietf.org/html/rfc5246#section-7.2
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These counters indicate system errors. These counts should be low on a healthy system. The BY PASS
counters indicate packets that have been passed directly to or from the inspection engine (Snort) process
(which runs in software) without decryption. The following example lists some of the bad counters.

Counters with a value of 0 are not displayed. To view a complete list of counters, use the command show
countersdescription | include TLS TRK

> show counters

Protocol Counter Value Context
TCP_PRX BYPASS NOT ENOUGH MEM 2134  Summary
TLS_TRK CLOSED WITH INBOUND PACKET 2 Summary
TLS_TRK ENC_FAIL 82  Summary
TLS_TRK DEC_ FAIL 211  Summary
TLS_TRK DEC_CKE FAIL 43194  Summary
TLS_TRK ENC_CB FAIL 4335  Summary
TLS_TRK DEC CB_FAIL 909  Summary
TLS_TRK DEC CKE CB_FAIL 818  Summary
TLS_TRK RECORD PARSE ERR 123  Summary
TLS_TRK IN_ERROR 44948  Summary
TLS TRK ERROR UPSTREAM RECORD 43194 Summary
TLS TRK INVALID CONTENT TYPE 123 Summary
TLS_TRK DOWNSTREAM REC CHK ERROR 123  Summary
TLS TRK DECRYPT FAIL 43194 Summary
TLS_TRK UPSTREAM BY PASS 127  Summary
TLS_TRK DOWNSTREAM BY PASS 127  Summary

BERAIVAE

The fatal counters indicate serious errors. These counters should be at or near 0 on a healthy system. The
following example lists the fatal counters.

> show counters

Protocol Counter Value Context
CRYPTO RING_FULL 1 Summary
CRYPTO ACCELERATOR CORE TIMEOUT 1 Summary
CRYPTO ACCELERATOR RESET 1 Summary
CRYPTO RSA PRIVATE DECRYPT FAILED 1 Summary

The RING_FULL counter is not a fatal counter, but indicates how often the system overloaded the
cryptographic chip. The ACCELERATOR_RESET counter is the number of times the TLS F5 51/t 7 27

& 7 L —3 3 I process failed unexpectedly, which also causes the failure of pending operations, which
are the numbers you see in ACCELERATOR_CORE TIMEOUT and
RSA PRIVATE DECRYPT FAILED.

If you have persistent problems, disable TLS 55/, 7 ~ £ 7 L— 3 3 > (or config hwCrypto disable)
and work with Cisco TAC to resolve the issues.

)

(G¥)  You can do additional troubleshooting using the show snort tls-offload and debug snort tls-offload
commands. Use the clear snort tls-offload command to reset the counters displayed in the show snort
tIs-offload command to zero.

| #er—1L I
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TEOREBRBEEEFFOTNAA~DT v
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Traffic cannot match this rule; none of your selected cipher suites contain a
signature algorithm that the resigning CA's signature algorithm
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openssl x509 -in CertificateName -text -noout
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Certificate:
Data:
Version: 3 (0x2)
Serial Number: 4105 (0x1009)
Signature Algorithm: ecdsa-with-SHA256
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FTD# debug menu ctm 103 crypto eng0 arch 4.bin
[Nitrox V Archive Header v1.0 Info]
ASA Image Version: PIX (9.20) #0: Tue Mar 29 16:20:30 GMT 2022

SE SSL microcode: CNN5x-MC-SE-SSL-0011
AE microcode: CNN5x-MC-AE-MAIN-0002
Crypto Engine 0

Crash type: SE Ring Timeout

Core Soft Resets: 11

Timeout Ring (SE): 12
Timeout Entry: 642

SE TIMEOUT:

Core SE 6 Touts: 2
Core SE 8 Touts: 2
Core SE 12 Touts: 4
Core SE 32 Touts: 2
Core SE 37 Touts: 1
[Timeout Session Info]
Active: TRUE

Sync: FALSE

Callback: TRUE

Saved Callback: FALSE
Commands in progress: 1

Engine : hardware
Device : n5 (Nitrox V)
Session : ssl
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Priority: normal

NP VPN context handle : 0x00000000
Flag : 0

veid @ 0

Block size : 2050

async cb ring index: 0

tls offload rsa: FALSE
Session context:

SSL Version : dtlsl.2

SSL Context Type : handshake
Encryption Mode : gcm

Auth Algorithm : null

Hash Algorithm : none

Key Size : 32

SSL V : dtlsl.2

Source IP : 82.1.2.2

Source Port : 51915

Dest IP : 82.29.155.32

Dest Port : 443
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