BEESIL—ILERY —DH

TDEL, TOHA RTHHAIN TV AESRIZESWTERENTEBY, XA NTT 7T 4 A
BLOHEIREEICHES HEEL—L A L7 SSLARY o —DEEDOHZIRE L 3, Z 0]
ZEBEOWRRICY TIEH., ko =—XI28byTHEL T F a0,

FRITDHE, RODE DI 7,

CEHETED NI 7 4 v 7 (B SNTZ KRB — =Ny 7T v FOiRER ) OGS
I, FRIZ A NVAUEE Vo —F 7o — RE2EH LT, BEEZZE2IIANARALET,

CHEEDIP T RLAIZHEA SN A bR E, RIZFHM CE 52EZL—LE, TEH]) IZ
Bl L E,

« WL ([1E5-5%E4 (Decrypt- Resign) ) ZMEEE T 5 EE5L— & BETIEIRNT
2 hannN—2a VBIOESEAS— Ty 2T 50— % [RE) ICERELET,

cHENL—IRAKNTTIT A (1 =)
cEFRY DT F—T A— (5§ =)

2= > O —_
BEEIL—ILARRX N TSU9F4R
ZOETIE, HEAL—L EZEOSSLRY S —DHERL, YAIDOXRANST T 4 AL HE
TEEFIZOWTHHALEST, 9, SSLARV > —LT7 78R arba—L R —DREIC
SVTHBIL, WIZT N TOA—/b, 38 LOBEDFETL—AZIAFATT 5 2 & 2 et
HEBIZHOWTHBHALET,

IR, ZOFETHAT S SSLARY o —T7,

w#eL—neR)o—on ]
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B .o vseon—Fon—rizssmEDn g2

SSL Policy Example
Enter Description
Rules Trusted CA Certificates Undecryptable Actions Advanced Settings
—
T Add Category T Add Rule Q Search Rules W
Source Dest Source Dest VLAN Source . z
" Name Zonas Zones Ntk Ntk Tags Users Applicati... Ports Dest Ports Categories SSL Action
Administrator Rules
Standard Rules
1 DMND internal source network Intranet Do not decrypt ra i
i + Decrypt - i
2 Decrypt test site ] ) Astrology (Any Resign |
3 Do not decrypt low risk " . Risks: Very Lov Do not decrypt # W
Facebook o
4 Do not decrypt applications Facebook Mes Do not decrypt 4 | ]
Facebook Pho!
5 Decrypt all but trusted categ Any (Except Ui * Dacrpt - s -i
Resign
6 Block bad cert status 1 Cert Status se @ Block U
7 Block SSLv3. TLS 1.0, 1.1 i ! 3 Protocol Versi @ Block k4 i
Root Rules
Default Action Do not decrypt + | B

TL 24N AETO—F 70— FRIZEBABED/INNA IR

TV T 4 NRIET 7B AFEORIID 7 = — T, AT LANLDREWY Y — 2 HE O
EFEITTHRNATONE T, TV 74 Z ) I TAnomiE T, PIcETSnE
To VT4 NBY TR, RESNTANBSy F—ZHEILTNT 7 ¢ v 7 Gl I
HLET, Wi~y X —2HL, LOBERA VAT v a UHREE 2 - %O & =
DFVT 4 NE Y TR L ET,

WOHB T LI 4 NEZ) T RBELET,

e N T = ADRAL A VAR g U EMLELE LRWNT T 0 v 7 ORI, BT
TRV EREYI T, FFEDFA TDT L —r TXA N T 7 A MRELETT Ry Y
L. B7 b s e R a5 2 L e <OMUD T T2~y =2 SN T b
HNVENAANL—LET, BHEO XY v MR ®H 5 ZEDOMOBEHEIZOWVWTH, 77 A K
NART By VT HIENTEET,

cHTENMMEET T 4w 7 ICRDRIET 4 —T A VAT g U OFEE R URE IS E L
RALTH 7otk za th CUBITE D X010, BHEDHATD N RNV EHRSTEE
T TV EBAGINL T VT 4 VEZBIZHRRO~y X —EEHT 5720, BRSIINHT
ER

Firepower 4100/9300 23 A FIRE7ZR 551, KB 7 v —F 7 — REiTE £4, 7r—
A7u—=RiE, FHTED T 74 v 7 ICRER Y VU e NA RASETRT = A %[

B &sL—neRy S—npl



| #EL—LERY S —DBI
[85 L% Ly (Do NotDecrypt) IORRX TS U T4 R .

EEELFETT, XL, T X BT —NR—DNNy I T v S HEEEET HTZOITE
HATxET,
EErEYY

K7 o —nA 70— R

TVIANBEV o TET IR ary ha—)b

Fastpath 7L 7 4 VX VU T DRARNT T 7T 4 A

[1€5 L% Ly (Do NotDecrypt) | DRX F TS50 F 4 R

RS I=E 77

b v 7 Ziek L [ 5 L7evy (Do Not Decrypt) ] /L— b, BBEIGRT /SA A TOHUHE
WZRER DD T2, TERR L7722 EAHER L ET, WTNDhOBEEL—NAZ A TERET D
e, a X T ERANCLT, BT DT T4 v I ERERTEDLLOICLET,
BETELVWERS T4 v IDAAKSA4Y

Web %1 FEIENE S TE 220, F721E Web 1 h TSSL BV BOMNMER SN TWAEE.
BEDNT 7 4 v 7 BB ETERVWEHMCXE£d, SSLEVED T, 77 Ui —MN
TRENDBZ L, EFENTZY A b~D—HF—T7 7B AN REAICHIES N E T,

FEED Y O DOFNICOWTIL, TLS/SSL DE =2 72OV TE B L TL 72 &0,
ZOXEIRHA FDOY A NMIROXLIITEBINTOVET,
« Cisco-Undecryptable-Sites & v 5 44 i DF&5RI144 (DN) 71—
cEVUBOEINEEIBRAEZED T U r— g T 4 VK
o774 BEELTEBY, 2=V —0BEEINYA NIT 7 BALEZEEIZT T UHIC

TT=NERENRNE DT HEAIT. HEL—/L O TFEIC[1E 5 L7y (DoNotDecrypt) ]
N—IVERETDHI L EHLEL 9,

EVBOINFREDCT 7V r—a v 7 4V ZORERZRITI LET,

w#eL—neR)o—on ]


management-center-device-config-74_chapter46.pdf#nameddest=unique_1813
management-center-device-config-74_chapter46.pdf#nameddest=unique_1802
management-center-device-config-74_chapter46.pdf#nameddest=unique_1608
management-center-device-config-74_chapter66.pdf#nameddest=unique_2261

BEL—LERY S—nf |
. [E5-FE4 (Decrypt-Resign) ] & [ES-BEAD X — (Decrypt-KnownKey) IORX FFS5 0 F 4 R

Add Rule ]

Name Insert

DND rule for pinned sites | Enabled into Category . Standard Rules

Action

Do not decrypt

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status. Cipher Suite Version Logging
Application Filters ¢* Clear Al Filters X Available Applications (40) ¢ Selected Applications and Filters (0)

Q pin X | [ c search by name any

v Risks (Any Selected) All apps matching the filter ‘ Add to Rule

» Business Relevance (Any Selected) Adrbnb

« Types (Any Selected) Apple Mail

= Categories (Any Selected) Chase

Tags (1 Selected) Dropbox

v
ﬂ pinned certificate 10 Gmail

Google

Google Accounts Authentication

cance | [IEZH

[1E5-BE% (Decrypt-Resign) 1& [1ES-EXX1DF— (Decrypt-Known
Key) I ODRX TS99 T4 R

ZOME Y7 TlE, [HE5-FHE4 (Decrypt - Resign) ] & [1H5-BEEDF— (Decrypt - Known
Key) | ODXRANTFZ 77 4 ATONWTHHLET, HEL—L

[E5-FE% (Decrypt-Resign) |: SIAZEDEVEDIZKEIRA M TSV T4 R

—EOT TV r—va TR, TV r—va VARG —R—FEHED T 4 =T
v EHEDIAL, B SRR E Y = S LRI S EOMER Sk, TLYSIL %
D=, [EH-FE4 (Decrypt-Resign) |77 v a > THEHEL—ILVERELZHEAZX. 77
U/or—a UINEB ST N ANDLHES SNWIEAEEZZET S5 & REES KR L ., #
Nl EJ,

TLS/SSL D &' EOITH B B E 2T D 72O S D72, BhikE 7z iXEEd 5 HiEIE
HYEFA, WOBRERH Y £7,

XTIV r—a CANT, [1E5-FE4  (Decrypt-Resign) ]/b—/L X0 BT3RO,
[#85 L72\ (Do Not Decrypt) | /b—/LZ&/ER L £9,

cWeb 7T UV EMALCT ) r—a 7 78 AT 5L 2—FITiRLET,
FEBAED B U D OFEMIZ OV TIL, Cisco Secure Firewall Management Center 7 /3 A AR A
A K ISSL pinning] ©7 v a v EBBL T 7ZE0,
[EE-EE5Dx— (Decrypt-KnownKey) 1ORR K TS5 F 4R

[18 5-BEA D% — (Decrypt - Known Key) | /L—/L7 7 2 a 4%, NEHY—A—2f79 k5
T4 IR T T 7 a sl T, v—v ([F> hT—2 (Networks) ]/L—/L5:0F) 12
W5E0ER Yy N =27 BFICBNTAHLENRHY £9, TO/BE, P—_"—0NEEINTND
Xy NIT—=ZIZ T 7 4y PEEREIN, Xy NT—F EONT 7 4 v 7 RS LET,

B &sL—neRy S—npl


http://www.cisco.com/go/firepower-config
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| #EL—LERY S —DBI
guceEysEsL—L |}

=AICEBEET S EFI/IL—IL

N7 NORPIOEFE BT DN — NV ERIICEELET, flE LT, IPT FLAZSRT
H— (R T —2 (Networks) | /V—/V5&F) 80 £,

=RICEET S EFIL—IL

WRDON—NGEHEFFON— IRZICRET DLERDH Y 3, ZOX O RL—ILVDOHRE, &
AT LTET 74 v 7 2 REMBET D2LENDH DT TT,

TV = a v

« BT Y

o FEAA

« #enl4: (DN)

« FEAER T — 2 A

B AA— |

e N=V g

BER)O—DO94A—U R )L—

TDETIH., RANSTIT 4 AERAT AL A EFEHTAEESRY O — A ERT B HEIC
SN, BB ERBHE Yy — 7 2N —Z R LET, EERV S —DF L E 2 —(TFH TR
NS0 5 4 ZAOMEZRL, BBIZRY —D/—WZOWTEHALET,

UIFE, CoOETHMTHEERY —TF,

w#eL—neR)o—on ]
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SSL Policy Example

Enter Description

Rules Trusted CA Certificates Undecryptable Actions Advanced Settings
—_—
+ Add Category + Add Rule | @ search Rules b4
Source Dest Source Dest VLAN Source
" Name Tonse Tonas Natarics Natanis Tags Users Applicati Bosie Dest Ports Categories SSL Action
Administrator Rules
Standard Rules
1 DND internal source network Intranet Do not decrypt rd i
+ Decrypt - =]
2 Decrypt test site y " Astrology (Any Rasign ra | §
3 Do not decrypt low risk v 7 7 Risks: Very Loy & v Do not decrypt su
Facebook g
4 Do not decrypt applications 3 3 Facebook Mes Do notdecrypt # W
Facebook Phot
5 Decrypt all but trusted categ v ¥ Any (Except Ui . I:_'ecwpt N £ i
Resign
6 Block bad cert status y y y 1 Cert Status se @ Block su
7 Block SS5Lv3. TLS 1.0, 1.1 y ¥ v 3 Protocol Versi @ Block Lu
Root Rules
Default Action Do not decrypt * | B

=111

FABIC DV T, ROEEZSRL T 7E30,

BMELEYY

HAIERY o — L L— L DORE (6 2—)

TVIUNETDHNT T 47 (11 3—=)

IO EENL—IV  FEDNT T 4w 7 EBEF LR (11 =)

WD EFZN—IV  FFEDTANNT 7 4 v 7 BB ETH (125—)

T2V D [ 5-HFE4 (Decrypt - Resign) ] /L—/LDOERL (15 ~<—)
RIVRARZOHTIAY, vEaT—vay, FRETFVr—varz2EZ L0 (135—

D)
BHROEEL—L  ZEHEL Yo hari—Ya a7y s R ERT S (16 ~<—
D)

HREAR) O—ELIIL—ILDEE
HREDORY —REITKRD LB Y TH,
EEARY —
s T 7 AN KNT 7 a L[5 L7e\y (Do Not Decrypt) ] T

° 1 '3%\\?/7“%\_"/]) Z\‘P‘jll/@: L/jz—g_o

B &sL—neRy S—npl



| #EL—LERY S —DBI
aexy—ont |

* [SSLv2E v = > (SSLv2Session) | & [JEME S 4172 > a2 > (Compressed Session) |
DM T, [EBFARAIOT 7 a3 (Undecryptable Actions) ] % [7' & » 27 (Block) ]
ICERELET,

ARV —DFEMFRETTLS 13 52 LET,
« 5L —) L[5 L7evy (Do Not Decrypt) [ /V—/A 7 7 ¥ a UIMERH S VA LV— L &R

<, TRTONL—NLOuaX U TEAEMNZLET, (ZIUFMEETYT, EEINTWHARN |
77 4 v 7T HEREETRTDHHEEE. TOL— O I LET, )

T A o ua—L R —

BRI —ET I ER ar ha—LRY —ICEEMTET (BEMNTE LN
L EBRY—E— UTHRE LERHA)

cFTANRDORY T s va vk BAE AT ADERRE R 2 Y T L

#t (Intrusion Prevention: Balanced Security and Connectivity) ] IZ3%E L £ 7,

e X T HEA X —T M LET,

EENEYD
TR — OFRE  (1T—)
HWEL— ORE (24 —)
TrvAR aryhua—L R —0ORE (92—)

BER)— OFRE
"R o— ITHEIR SN DIRDRA NT T 7T 4 AREDBRE N 1k
T 7 AN NT VT aid 5 L72y (Do Not Decrypt) | T,
XL T A X —T I LET,

« [SSLv2t w3 = (SSLv2 Session) | & [[Effs S 417k >~ 2 3 > (Compressed Session) ]
DT, E A DT 7 a3 (Undecryptable Actions) ] % [7 22w 2 (Block) | IZ#%
ELET,

« WY T —DOFEMFRE T TLS 1.3 @52 AN LET,
FIE

AT F1  F72 Secure Firewall Management Center (212 7' > L CWW WAL, v/ A v LET,

ATvF2 [KR— (Policies) |>[7¥ X3~ bO—)L (AccessControl) ]>[fE%5 (Decryption) ] %
7Yy LET,

ATyT3 EHERY L — ORICHD [fRE (Edit) ] (£) 227V v LET,

ATvT4 X=UDTFEICHDH[T 74N DT 7 3 (DefaultAction) 1V A b, [E5 L7V (Do
Not Decrypt) 1427 U v 7 LET,

w#eL—neR)o—on ]



wBEL—ILERY —nf |

B e=xvo—on=

ATvT5
ATvT6
ATv 71
ATv78
ATvT9
ATv710

ATy TN
ATwT12

ROKIH 27~ L TOET,

Default Action | Do not decrypt ~ ‘ B

fTOR%E T, [mX 7 (Logging) 1 () 27 Vw7 L%,

[t D& THFZ e X 745 (LogatEndofConnection) | F = v 7R v 7 A& A4 2 LET,
[OK1 %27 U v 7 LET,

[fR1F (Save) 127 Vw7 LET,

[E5 AR DT 72 > (Undecryptable Actions) | Z# 7 %7 U v 7 LET,

[SSLv2t 2 = > (SSLv2 Session) ] & [JE#EE v+ a > (Compressed Session) | DT 7 2 a >
Z[7 e vyZ (Block) | IZERETHZ LA2HELEL £,

F o hU—27 TSSLv2 ZfF ] LW T IEEW, JEMES A2 TLS/ISSL b T 7 o » 7 13 H K —
FENTWRWEDT a7 T O0ERHY £,

W CTERWRNT 7 4w 7 OFT 740 NUEEA T > 3 @ [Default Handling Options for
Undecryptable Traffic] Ot27 v a2 LTI EEN,

WOKITH %2R L TWET,

SSL Policy Example

Enter Description

Rules Trusted CA Certificates Undeeryptable Actions Advanced Settings
Decryption Errors | Block v |
Handshake Errors | Inherit Default Action v |
Session not cached | Inherit Default Action v |
Unsupported Cipher Suite | Inherit Default Action v |
Unknown Cipher Suite | Inherit Default Action A |

SSLv2 Session | Block v |

Compressed Session l Block v |

| Revert to Defaults |

[EMIE%E (Advanced Settings) | # 7 _X—T% 27 U w7 LET,

[TLS 1.315 5 DA%t (Enable TLS 1.3 Decryption) | F = v 7Ry 7 A4 Al LET, o4
Ta VORI OWTIE, HEARY —OREIA T Y 5 87 29 0 [ Advanced Decryption]
FTvarotwrsvarEBRLUTIIEEN,

. BEIL—ILERY >—nDFI


management-center-device-config-74_chapter65.pdf#nameddest=unique_2216
management-center-device-config-74_chapter65.pdf#nameddest=unique_2210

| #EL—LERY S —DBI
72z avra—L Ky v—osz |

Applies to 7.1.0 and later
(_E Block flows requesting ESNI
(M Disable HTTP/3 advertisement

‘:'_::- Propagate untrusted server certificates to clients

Applies to 7.2.0 and later
@ ) Enable TLS 1.3 Decryption

Applies to 7.3.0 and later
‘ Enable adaptive TLS server identity probe

Advanced options are available only with Snort 3

ATy T =V LEEIcHD [RIE (Save) 1227V v 7 LET,

RDBERY
BEL—L OFRE 24 X—) OFHRAICKEN, BEL—L ZREL, SAL—NLERELE
—é‘o

FHERXarrO—I)LFR)—DETFE
TIRAaryba—L R —ICHRISNDIRORA NS T I T 4 AREDKEFIE

cHERY)—%T 78R ary ha—L R —ZBEMTET (BT E L&
BHERY S — L — THEEELERA) .

T TANNDORY =T 7 a sk RAVHE : T 20BNzt FX 2T 1 & B
(Intrusion Prevention: Balanced Security and Connectivity) ] IZF%E L £

XU T HEA F—T M LET,

FIE

AT w71 F72 Secure Firewall Management Center (212 271 > L TWaWEAIX, vr A4 v LET,
ATw 72 [R)— (Policies) 1> [7 Y Xl (AccessControl) | #7 V v 27 LET,
RAFYT3 7/ A arbu— LK) —O/ICH D [RE (Edit) ] () 2270 v7 LET
ATwTa4 (HER)—REEHREINTORWEAIE, B ORETEET) .

a) ROBNIRT LT, ~—=YD EfIZH D (155 (Decryption) 1V 7 %27V v o7 LET,

w#eL—neR)o—on ]



wEEL—LERY —0f |

B ==r—vnm

' AC policy #

kets - @ Prefilter Rules —» () Decryption -+ @ Security Inteligence -+ & Identity -
-

|i‘ la Decryption Policy @ |
O Name Decryption Policy
[] v Mandatory (1-1) |Nv‘w v
O
~ Default —————
‘C-ea‘.u Mew Decryption Policy
T \l iS5 t S

by VAINL, BT 2EER) —D4RE 7Y v 7 LET
c) [Applyl 27 V7 LET,
d) X=YOLEEICHD [IRTF (Save) 1227 U v 7 LET,

ATYTE RX=TDOTFEIH D [Default Action (T 74/ hT 7 ar) 1V ANT, [RARHE : NF
ADENT=tE X =2 YT ¢ LEEHE (Intrusion Prevention: Balanced Security and Connectivity) ] % 2
Vw27 LET,
ROBIFI 2~ L TWETS,

Defailt Action Intrusion Prevention: Balanced Security and Connectivil v | = B

AFyT6 [BX2 7 (Logging) 1 (B) 2V vr LT,

AT9 T [HEROK THRHCr X7+ % (Logat End of Connection) ] F = v 7Ry 7 A% A4 LT,
[OK] %2 Vv 27 LET,

ATy T8 [{RTFE (Save) 1 &2V v/ LET,

RDEARY
BEAL—LH (10 2—Y) ZZBLTLEEN,

ESIL—IL 5l

DB a TR, BEA—ALOHERL, VAIDONRARNTTIT L ATOWTIHALE

o

FERZOW TR, ROEEZZRL TSV,

BENE YD
TVITANETDHENT T 47 (11 3=)
WD E V=)V FFED T 7 4 v 7 &2EE LR (11 R—2)
RO EFZN—IV  FFEDTANNT 74 v 7 28 FTH (123—2)
BWYVAIZDOHT IV, V2T —vay, RET7 SV r—ra &2 HG L7 (138—
)
BT 3V O [H5-FE%4 (Decrypt - Resign) ] /V—/LOAERL (15 ~<X—2)

ol

. BEIL—ILERY >—nDFI



| #EL—LERY S —DBI
ILIans35r57195 |

EHDOEENL—  FEAEL T ha A R—Vg v E Ty 7 ERFERT S (16 X—
:“)

A

TLIANET BT T4
LT 4NEY L IT 7B RAEEORID 7 =2— T, LYY Y —AEEORKXVEHMEEE
TTDENATOINET, TV T 4B 7%, N~y X —%f Lz, KOBER AR
R g SRR R A TR ORI & i A &L TV oEmE T, M E TSN E
ﬂ—o
FLIZA4NEN U TE, X2 )T 4 D=L N T T 4w 7T a7 7 A NI EDO TR
AEMBENRGHDHT-D, UTEXNERETEIRI =LA AT a DB TA20LERH D £
hd‘o
* Microsoft Outlook 365 72 & DO — k2N T 7 ) r— 3 v~

s P—N— R I T v TR EDT LT 7 b7 v —https://en.wikipedia.org/wiki/Elephant _flow

BEErEYY
TV 4NE) o TET IR 2y hr—)b
Fastpath 7L 7 4 V2 U T DRANT T T T 4 A

RUDESIL—IL - HED LS T4 v I EES LA
IO H 7 /L—/L Tk, NExy U —72 (intranet & LCTER) IZANI T T 4 v 7

TE S SN EF A, 5 L2 (Do Not Decrypt) | /b—/L7 7 = 1%, ClientHello F(Z—
BT 5720, FERFICEFILIRINET,

SSL Policy Example
Enter Description
Rules  Trusted CA Certif Undecryptable Actions  Advanced Setting:
Add Category Add Rs Q, Search Rules X
st
......... twos Users Ports ey
Administrator Rul
Standard Ruls
d 1 onp twork Do notdecrypt 4 W
2 Decrptiest e Astology (any ety ]
Do not decrypt low sk ry Donotdecrypt 4 W
Facebook
4 Donot decrypt applications Facebook Mes Do not decrypt 4 W
Facebook Phol
) Decrypt - ’e
] Decrypt all but trusted categ Any (Except Ui Resign fu
6 Block bad cert status 1 Cert st ©Block S
7 Block SSLv3. TLS 1.0, 1.1 3P | Versi @Block ’su
Root Rules
Default Action Do not decrypt v| @

w#eL—neR)o—on ]


https://en.wikipedia.org/wiki/Elephant_flow
management-center-device-config-74_chapter46.pdf#nameddest=unique_1802
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BEL—LERY S—nf |
B xoasi—1 #5072+ 574902885

\)

GE) PR DNS Y — =723 5N DNS U VLo (Cisco Umbrella fRART 75 A 7 0 A 72 &) IZAID
INT T4 I RBLGEIX. ENOD T T 4 v 71T 5 L7V (DoNotDecrypt) ]/V—
NEBIMTEET, WEHDNS — A —TMEOr VR INDIGE. TLoET LT 1L
ZY TR —IZEMTHZ b TEET,

7eiZL, A H—Fy hb— hH—s3— (72 & 21X, Active Directory [ZFHA%IA & #1172 Microsoft
WESDNS U Y LX) ol A Z—x >y NMZANDDNS F 77 1 » Z7IZiE, [E5 L7 (Do
Not Decrypt) | /V— AT LT 4V BZ D TERMFH LN EAMSHRELET, 2oL o7k
BAEE, NI T4 v P EREIIRET D), Tay T 5 EERMTALENRDHD 9,

‘ Editing Rule - DND internal source network Q ‘

Name Move

DND internal source network Enabled below rule v 1
Action

Do not decrypt -

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
Available Networks > + Source Networks (1) Destination Networks (0}

@, Search by name or value Intranet ¥ any

Networks Geolocation

any
IPv4-Private-All-RFC1918
any-ipvd

any-ipvé

defaultgateway

insidesubnet

Intranet Enter an IP address Enter an IP address

2

IPv4-Benchmark-Tests

RDOEBIL—IL BEDTRAMNTI T4 v O EFESTH
ZOHITIZ, RONL—TIA TS g 0 TT, ZOL—E, BoNTZAATDONT T 4w 7%
BEEBIOEBEHEL LS, 2y NU—7 ECHAT 50T 2855 H LE T,

B &sL—neRy S—npl
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EURIOAFIY, LE2F—Yay, EE7IUsr—vavemelsan ||

SSL Policy Example m

Enter Description

Rules  Trusted CA Certificates  Undecryptable Actions  Advanced Settings

t Add Category  + Add Rule Q Search Rules X
. | ame i Bl e e e e M s applcan. | S DestPorts | Catogores | SSL Action
Administrator Rules
Standard Rules
1 DNDinternal source network Intranet Do notdecrypt # W
» Decrypt - 5
o 0 Decptiestsie Astrloay (Any o /%
3 Do not decrypt low risk Risks: Very Lov Dornotdecrypt # W
Facebook -
4 Donot decrypt applications Facebook Mes Do notdecrypt # W
Facebook Phot
» Decrypt - 5
5 Decryptal butrusted categ Any (Except U D /¥
6 Block bad cert status. 1 Cert Status se @Block i
7 Block SSLv3. TLS 1.0, 1.1 3 Protocol Versi @ Block s
Root Rules
Default Action Do not decrypt «|E
JL— L DFEM
ERutih L
Editing Rule - Decrypt test site Q
| Name
Decrypt test site Enabled Move
Action
| 5 Decrypt - Resign ¥ | with | IntCA vl < Replace Key Only
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
| Categories Selected Categories (1)
Q, Search by name or value Astrology (Any reputation) w

Any (Except Uncategorized)
Uncategorized

Adult

Advertisements

Alcohol

Animals and Pets

Arts

Astrology

| 1< < Viewing 1-100 of 125 > |

BYRYVDATIY., LEaT—Yav, &E7TUr—avEESLAGN

Iy NU—2 EDO NI 74 w7 LT, IRV RO 73, LEaT—vay, £720F
THVr—vaNl—8TDH 87747 2L, 85 L7222 (DoNotDecrypt) 1727 =
VEMEHLT, ENo0A—AEZBINLET, FT7T7 4y 7 ORERIZEY %< ORI D
7o, T O— VIO L BAREZR [5%5 L7evy (Do Not Decrypt) ] /b—/L D& IZFLiE
LET,

RITH 2R L ET,

w#eL—neR)o—on ]
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B zuxoon75y. LEaF—vay, FEE7TUS—va v ERRSLAL

SSL Policy Example

Enter Description

Rules  Trusted CA Certificates  Undecryptable Actions  Advanced Settings

+ Add Category -+ Add Rule 2, Search Rules X|
g Mame S o fritnbc et A LL:SN Users Applicati.. | pouree DestPorts  Gategories | SSL Action
Administrator Rules
This category is empty
Standard Rules
1 DND internal source network Inranet

©Do not decrypt # W

2 Decrypt test site Astrology (Any Pl Y |

o © o0 notdecrpiiow sk . , . Risks: Very Low ¢ ©00 ot decrypt # W

Facebook
4 Do notdecrypt applications Facebook Mes

Facabook M ©Donot decrypt 4 W
acebook Phot

) + Decrypt - S
5 Decrypt all but trusted categ Any (Except Ui Resign fu
6 @ Block bad cert status 1 Cert Status se @ Block I |

7 @ Block SSLV3. TLS 1.0, 1.1 3 Protocol Versi @ Black

Root Rules

This c:

iegory is empty

Default Action Do not decrypt

JL—)VDFER

ng Rule - Do not decrypt low risk [-]
Name
‘ Do not deerypt low risk ‘ Enabled Move
Action
‘ @ Do not decrypt - ‘

Zones Networks VLAN Tags Users Applications Ports. Category Certificate DN Cert Status Cipher Suite Version

Logging
Application Filters ¢ Clear All Filters Available Applications (1483) ¢ Selected Applications and Filters (1)
Q, Search by name | | Q, Search by name Filters
v Risks (Any Selected) 050plus [} Riaka:very Low, Low L
(] Very Low 538 1&1 Internet L)
| Low 454 1-800-Flowers [ ]
[T Medium 282 1000mercis [ ]
[] High 139 12306.cn o
(] Very High 70 123Movies [}
v Business Relevance (Any Selected) 126.com L)
7] Very Low 580 17173.com o

1< < viewing 1-100 of 1483 > >|
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AT3YD[ES-BEESL (Decrypt-Resign) ] /L—ILDIERL .

Add Rule ")

Name Insert

Do not decrypt applications Enabled into Category Standard Rules v

Action

Do not decrypt

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging

Application Filters Clear All Filters X Available Applications (0) Selected Applications and Filters (4)

Q pinn X Q faceb X Filters

All apps matching the filter

L 1]

¥ Risks (Any Selected) Tags:pinned certificate Filter:"faceb

« Business Relevance (Any Selected) Applications

Facebook

L 1]

» Types (Any Selected)

w Categories (Any Selected) Facebook Message ]
v Tags (1 Selected) Facebook Photos ¥
pinned certificate 0
e |

EENEYD
TN r— g VI OBREDRA NT T I T 4 A
T r— g UHIENC RS T D HERE FR IR

AT D[ES-BEES (Decrypt-Resign) 1/L—ILDYERK

ATy T
ATv T2

ATvT3

ATvT4

IOy 7 TR, ROGEOY A FEBRSTRXTOHA M LT, [E5-FE4 (Decrypt -
Resign) |77 ¥ a AL TEELV—IV ZERT 204 R LET, ZDOL—LTIE, [F—
DI FEH (Replace Key Only) 147> a2 LET, [1E5-FHE4 (Decrypt - Res1gn) ]
V= NT 7 a v TIEEIZZOF T a Vv EFEATHZ 2R L ET,

[F—DH % EH (Replace Key Only) 147 v a v 2EHT 5L, HOBAGEHAELFEHTS
YA PR UIEEE, Web 77 UV ICt X2 ) T 4 EERNEREND D, 2—P—
X2 T 4 THREIN T WY A FEBELTWAS Z EIRSMEET,

CON— VR TEICRET 2 Z & T, MAORFEZENTE, L—AE2RY —ORHIC A E

L= knbiﬁkﬂ7ﬁM7/qu%%5K5 L, VI T4 v EEEL, BB
WIS L THRETE 7,
Fig

F 77 Secure Firewall Management Center (272 27 A > L CWeWEAIL, v/ A4 LET,

WHEBFRAER) (CA) % Secure Firewall Management Center ([ 72 x4 k (Objects) 1> [F7>zx
42 &2 (Object Management) ]. KIZ[PKI]>[NEBCA (Internal CAs) ]) 27 v 7 r—FK
LET (FET7vy7a—RLTHRWER)

[/R1) &— (Policies) 1>[7# X3 > O—JL (AccessControl) ]>[#ESE (Decryption) ] %
7V LET,

SSL AR v —filich 2 [#RE (Edit) | () 227V 27 LET,

w#eL—neR)o—on ]
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B scosmsi—n mmEsTorann—TarETdny s SREERT S

ATvTH
ATvT6
ATvT1
ATvT8
ATvT9

ATy 710
ATvIN

ATvT12
ATy 713

RED ESIL—IL

Vv—L®DENM (AddRule) 1Z27 Vv 7 LET,

BEL—LERY S—nf |

[4 07 (Name) ] 7 4 —/V RIC/L— V&8I 24812 A LET,
[77 3 ar (Action) 1V A MD, [EE-E4 (Decrypt-Resign) [#27 V27 LET,

[with] U 2 h226, WNESCA O&4RiTZ 27 U v 7 LET,

[F—D A% EH# (Replace Key Only) | v 7 A& AN LET,

ROKIH 273 L TOET,

Name Insert
DR rule sample Enabled below rule
Action
7% Decrypt - Resign w | with I IntCA v | c

[#7 Y (Category) | X7 X—V %7 U7 LET,

[#77 2V (Categories) 1V A bD EFT, EE CROFEZERL)

27V v 7 LET,

Replace Key Only

(Any (Except Uncategorized)) ]

[LE =7 —3 a3 (Reputations) ] U A NT, [{EE (Any) 27V v 7 LET,

L—/WZiBNN (AddtoRule) 127V > 27 LET,
ROKIB 2R L TWET,

Editing Rule - Decrypt all except trusted cat

Name
Decrypt all except trusted cat Enabled Move
Action
~i Decrypt - Resign w | with | IntCA v | C Replace Key Only

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN

Categories Reputations

Q, Search by name or value Any
EEEET

Uncategorized 4 - Favorable

Adult 3 - Neutral

Advertisements 2 - Questionable

Alcohol 1 - Untrusted

Animals and Pets

Arts

Astrology Apply to unknown reputation

1< ¢ Viewing 1-100 of 125 > 3|

EENEY D
WNERRGE A7 Y =7 b

Cert Status

Cipher Suite Version Logging

Selected Categories (1)

Any (Except Uncategorized) (Reputations 1... @

Cancel | m

SERREL O baN—CarETOY Y FEHIEERT S

BBEOESL—LE, &b B TR b UENLERL— L DT, RIERFFHE L 242 TR
WrZa han =g VEERERIIT ey 7T H5L— T,

B &sL—neRy S—npl
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SSL Policy Example
Enter Description
Rules Trusted CA Certificates Undecryptable Actions Advanced Settings
+ Add Category  + Add Rule ©,Search Rules ><‘
Source Dest Source Dost wan teag | SOWGR . .
y | Name S o Sowes | Usors | Appllcatl.. | SourS DestPorts | Categories | SSL Aetion

Administrator Rules

This ca

ry is empty
Standard Rules

1 DND internal source network Intranet @00 notdecryot # W

2 Decrypttestsie Astralogy (Any Resn

3 @ Do notdecrypt low risk Risks: Very Loy @Donotdecrypt # W

Facebook

Facebook Mes ©Do not decrypt # W
Facebook Phot

4 Donot decrypt applications

5 Decrypt al but trusted categ

s Decrypt -
ny Except s f2Des

e ¢ © biockbd cersaws 1 ert Status sc

7 @ Block SSLv3. TLS 1.0, 1.1

3 Protocol Versi @

Root Rules

This

Default Action

Do not decrypt

JL—)VDOFER

Editing Rule - Block bad cert status

Name

‘ Block bad cert status | Enabled Move

Action

| @Block - |

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version

Revoked: | Self Signed: |
Valid: ‘ Invalid Signature: ‘

Invalid Issuer: | Yes No m Expired: ‘ Yes
\
\

Logging

Revert to Defaults

Not Yet Valid: | Yes m Invalid Certificate: | Yes
Invalid CRL: | Yes m Server Mismatch: | Ves

ganan
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B 5 awExs—sxegmsr-aIny s mEL—L

Editing Rule - Block SSLv3. TLS 1.0 (2]

Name Move

Block SSLv3. TLS 1.0 Enabled into Category v Standard Rules

Action

@ Block v

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging

SSLv3.0
TLS v1.0
TLS w11
TLS v1.2

Revert to Defaults

BErEYY
Bl FEHEAT = AEZERE- T T 0 v 75 BEL— (18 %—Y)
Bl 7a hanr =Yg v EERELE Ty 7T 5 HEL—L (20 =)
F7va rof  GEEOHRIA FERELIIT ey 735 HEL—L (22 —)

Bl EAERT—RREZERELF IOV ITHESIL—IL

BHEOERL—T, b BRI TR OUENLER L — LD, RIERFFAE L LA TR
WZ'a ha =g U EERERII T ey 2350 — 0T, Zo' 7 v a ok, GE
EORT—H AL HS>T NI 74 v 7 #ER]ERITT ey 755K EERLTWET,

)

ATy T
ATy T2

ATvT3
ATvT4
ATvTH

G¥)  [Wf5AA— b (CipherSuite) ] & [/3— 3 > (Version) |D/L—/L&EE, [ 7 v (Block) |

FE[VEy hLTZRr >y (Block withreset) | D/V—/LT 7 L a UIMEH I TV HL—
IWTOMERLET, o0t ELV—LTHhoL—LT 7 gt IR THE,
AT LD ClientHello LELZ T L, TRITERWRT 4 —< U ARE LD AR H Y £,

FIE

% 72 Secure Firewall Management Center |22 27 A > L CWeWHEIX, v/ A LET,

[R1) &— (Policies) |>[7ZRXa > tA—)L (AccessControl) ]>[#ES (Decryption) ] %
707 LET,

SSLARY o —DHiIcH 5 [fRE (Edit) 1 () 22V vr LE,

"EL— ORICH S [fRE (Edi) | (£) 227Uy r7 LET,
[Lv—L®DiENM (AddRule) 127V v LET,

B &sL—neRy S—npl
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ATvT6

ATy T17
ATv78

ATvT9

ATy 710
ATy TN

Bl ERERT—s 2 rERELEI0v o7 a5 —L [l

Vy—L DB (AddRule) | XA 7 a7 Ry 7 AD [4H1 (Name) ] 7 4 —/L RiZ, L—/LD
LHiE AT LET,

[REBAER T —X A2 (CertStatus) | &7 U v 7 LET,
BEFAERAT —F A TR DFT T a v BdH D 7,

NI LFEHERT — X ANFEET D & XITRETAHEEIE. [TV (Yes) 127V v 7
L/ibé‘o

MM TDEEABAT — X ANFAELRNE X ET L2581, Wz (No) 127U v
& Liﬁ—o

VN =T B & XZER M2 AR ST HLEE. EE (Any) 227V v 7 LET,

SFY, EE (Any) | Z2BIRT D &, GEAERAT —X 2OFEIZED ST I— /L id—3
Lij—o

[77 3+ ay (Action) 1V A RT, [ (Monitor) %227V v 7 L TL—UZ—HTDH LT
T4 v OREER LT ZIZREET D0, [T ey 2 (Block) |E-iE[VEy LTI R Y
2 (BlockwithReset) 1227 V> 7 LTI 74 v 7 &7 my 7 L, RBEICSCTHRZ ) £y
FLET,

NN ~DERZRFT DI, R=VDFEICH D [IRFF (Save) 127V v o7 LET,

RY T —=~DELERFET DL, =D EIZH D [IRTF (Save) 127V v 27 LET,

45l
#HA% I Verified Authority & W9 FEFER 2 EHH L TWET, fHA%IEL Spammer Authority &

WORBFERZEHL T EEA, VA7 LEHHEIL, Verified Authority DFEHE IS K
N, Verified Authority D¥E1T L 72 FfH CAGEREA T » 7' v — R L ¥, Verified Authority
DILARTIZFAT LTZREE D 1 D& R ST /od . v AT LR 1T Verified Authority
MBI CRLEZY v R — RLET,

RO, A7t EEY T = v 7 T HEAFERAT —F 2D — VA2 R LT E
T ZAUT LY. Verified Authority 7> HFET 47228 CRL IZITBFR SN THE LT, B
RCHEZDWMOBGE R TRHOHBENICH LN E I DN F ey 7 ENET, ZOFK
ETHE, ZUOOFEHETHSLENTZ N7 74 v 7 ZT7 78R ary hr—/Z kY
BEBIUOBREINEEA,

Revoked: Yes | No QUi Self Signed: Yes | No
Valid: A No | Any Invalid Signature: Yes | No

Invalid Issuer: Yes | No UM Expired: Yes | No
Not Yet Valid: Yes No Any Invalid Certificate: Yes No
Invalid CRL: Yes | No Uil Server Mismatch: Yes | No

BEIL—ILERY —DHI
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B o Jorann—vaseegErginysTaEsL—L

WOKIL, AT —ZANEELRWZ a2 TF = v 7 THHPRBRAT —FZ 2D /L—/L 5%
fER L TWET, ZORETHE, HRUINIZZR > TW e WiEBEZ A L T =1t
ST 7497 EBEL. FORNT T4 v 7 B E=F—LET,

Revoked: | Yes Any Self Signed: ‘ Yes Any
Valid: | Yes Any Invalid Signature: ‘ Yes Any

Invalid lssuer: | Yes Any Expired: | Yes m Any |
Not Yet Valid: | Yes Any Invalid Certificate: ‘ Yes Any
Invalid CRL: | Yes Any Server Mismatch: ‘ Yes Any

WOFITIL, R RITEOIEHE, B B4 Sh-irtlHE, BRI OEAE, B
J O ENERE N T 74 v 7 THASNTWAESEE, b7 74 v 713200 —

VR —E L ET,

Revoked: | Yes Any
Valid: ‘ Yes “ Any | Invalid Signature: ‘
Invalid Issuer: | Expired: |
Not Yot valid: | Yes | No [N invalid Certificate: | Yes | No |||
Invalid CRL: | Server Mismatch: ‘

WORIE, FROSNI Y —_—ZIZ—T 5. FIIXCRLBAR TRWEEIZ—K
THIHERT —F ZADNL—VEME R L TWET,

Revoked: | Self Signed: ‘
Valid: | Invalid Signature: ‘

Invalid Issuer: | Expired: ‘
Not Yet valid: | Yes | No [ invalid Certificate: | Yes | No [
Invalid CRL: | Server Mismatch: |

Bl ForalnN—C a3 rERFEEEI0OVYTEESIL—IL

ZOBITIL, TLS 1.0, TLS 1.1, SSLV3 2 XD F a7 L A Enml ol xy U —7 |
DTLSBLOSSL Y m harr T uy s 35 5EE2RLET, 2oL, 7o hairi—Tg
V= VIR ED X DNTHEEET AT O TS A LESICHB T A2 29I EENnTnET,

HFexaTR70 haIT XTI A7 e A MA[RERTZD, Xy NT—I LA T HME
NHYEIT, ZOFITIEH., kO £9,

¢ SSL b—/L D [/X3—V 3 (Version) | N—Y &AL T, —§orn bharizryoy s
THZLENTEETS,

. BEIL—ILERY >—nDFI
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A\

Bl 7o rans—vaveERErEIny s mEL—L [

s SSLV2 IFEEARA[ & A EZid 72, SSLARY —D[EZARA DT 7 a2 (Undecryptable
Actions) | ZfEA LT vy 7 TEET,

e [FIBEIC. JBEHE TLS/SSLITYR— FENTWARWED, 7Tavy 753 0ERH Y 17,

ATy T
ATvT2

ATvT3
ATvT4
ATV 75
ATvT6

ATy T17

ATvT8
ATvT9

6=

[ 5 A A — b (CipherSuite) ] & [/3— = > (Version) |D/L—/L5:H1E, [7 v 2 (Block) ]
E2E[VEYy RLT7 a2 v (Block withreset) | D/L—/L T 7 L a UIMER TN B /L—
NTORERLET, ZNHORMEEL—ILTHOL—LT 7 ar & e bIERATLE, &
A7 5O ClientHello LFIZFHE L, TRITERWART 4 —~< U ZANAE L HATREMDNH Y £7,

FIE

% 77 Secure Firewall Management Center (22 7' » L TWRWEEIL, B2 A LET,

[R1) &— (Policies) |>[72 X2 > tA—)L (AccessControl) ]1>[#E5S (Decryption) | %
7Yy LET,

SSLRY v —DffICdh 5 MR (Bdit) ] (£) &2V v LET,

B —L ORICH S [#RE (Edit) | () 227V 27 LET,

Lr—®ENN (AddRule) 1 %27V v 7 LET,

[v—/v DB (AddRule) | #A T 7Ry 7 A0 [4AT (Name) ] 7 4 —/V K2, b—/LD
ARiE AT LET,

[77 3 ay (Action) |V A Rpb[7 vy 2 (Block) 1£721L[VEy hLTZr w2 (Block
withreset) | %27 U v 27 LET,

[/N— = > (Version) | " X—T %27 Uv 7 LET,

SSLv3.0, TLS1.0, TLS1174 Y, X a7 ThR o7 n hardF v IRy 7 A%t
VIZLET, BlEmE R aT ERASNTWA T a halDF oy IRy I Ak A7 LE
KR

ROKIH 2R L TOET,

w#eL—neR)o—on ]
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B 77 00 asngonnassmsEziny s 45 m8SL—L

ATy 710
2Ty TN

‘ Editing Rule - Block SSLv3. TLS 1.0 o

Name

| Block SSLv3. TLS 1.0] | Enabled Move

Action

@ Block -

Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging

SSLv3.0
TLS v1.0
TLSv1.1

TLSv1.2

| Revert ta Defautts

VBT U LD — LS5 23RN L9,
[fR1F (Save) 1272 Vw7 LET,

F7oarnbl iIAEDCHNZEERELETOVITHESIL—IL

ATy T
ATv T2

ATvT3
ATvT4
ATy Th

ZON— L, NG EORMNAICESONT N T 7 4 v I BERE I T ey 7355
FEIZOWTOTAT 7 ZEMEL, b O LaFMICHAT 2720IcE ENTWET

A, Ea— R, mds . MRk F K OERRH CRERCC & E9, i IEdbiE4 AT
*%Ekéﬂi?o f:&iﬂi\ https://www.cisco.com@%ﬁ%%@;ﬂéﬁ%&icisco.com(:“g‘o (f:f:
L. ZHUILT LHEMTIEH Y £ A, #34 (DN) O/L—/L5&fF:D [Distinguished Name
Rule Conditions| 7 ¥ a VAZBRL T EEW)

I IAT 2 MEEROURL DARA M IE, —"—4FEE (SNI) T, 7747 M,
TLS N> }‘:/I/ry@SNI?fﬂ%E%fﬁiﬁH LT, %%ﬁ?éﬂ‘x ]*% (7”:&%_6;*\ auth.amp.cisco.com)
ERELET, RIZ, ==, B—DIPT FLATTRTOEHEEFRA N LRNE,
Pefot 2 WENL T DT OB XS T DR — LREFETF = — 2@ IR L £ 77,

FIE

F 72 Secure Firewall Management Center (22 7' & L TWRWGEIL, =27 A LET,

[/R1) &— (Policies) 1>[7# X3 > bO—JL (AccessControl) ]>[#ESE (Decryption) ] %
727Uy LET,

SSL RV > —filch 5 [#R&E (Edit) | (£) 227V v s LET,
HEL—L ORICH S [HRE (Bdit) | (4£) 227V v 27 LET,
L= DENM (AddRule) 1272 Vv 7 LET,

B &sL—neRy S—npl
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ATvT6
ATy T17

ATv78
ATFvT9

ATy 710

ATvIN

ATvT12

ATy 713
ATy 714

ATy 715

FTv a0l EREOBMNEEERELETOv T EEL—L [

L=/ DB (AddRule) 1 ¥4 7 027 Ry 7 20 [487 (Name) | 7 1 —/L FiZ, /—/LD

AHiE AT LET,

[7 7+ ar (Action) 1V A R2 b [7my 7 (Block) 1721 [Uty FLTZm v 7 (Block

withreset) | %27 U 27 LET,

[DN]Z27 U v 7 LET,

[ FIEE72 DN (Available DNs) ] T, 1BI19 2554 2R L £7°,
« ZI TN AT Ve NEERLTY R MIBEMT 2101 (B CRIGBMTE ET) |
[ i FTAEZ2DN (Available DNs) ] U % ko> Elzé 5 Add (1) 22 U v 7 LE,
BTSN AT Y 27 FBL U =T ERERT DI, [EHFTRE/DN  (Available
DNs) | U A MDD EIZH D [£ARiETZITME THEE (Search by name or value) | 7'r 7" &

Vw7 L, A7V NOAREIIIAT V=7 "OEEANTILET, ANT25E.0 D
ARMBEHFSNT BT L5247V FRRRFRINET,

FATVx NEBRT DI, FOAT V20 W eI Y v LET, $RTOFT V22 b
BIRT HICIE, A7 U v 27 LT [TNTEIR (Select All) ] #8IRLET,

[V~ Y =2 MM (Add to Subject) ] E721% [FEFT7EICEN (AddtoIssuer) &2 Y v/ L
£

EYEBBRLIEAT V=V N2 RTy 7 TR ey 74526 TEET,

FETHEET DV 7 7 NVE4 334 036 255813, ThozB8mLEd, [T7 Y=
7 DN (Subject DNs) | &£ 7213 [38177¢ DN (Issuer DNs) ] U A h®D FiZ&H % [DN £721% CN
DAJ) (EnterDNorCN) | 7w 7 a2 Uy 7 L, Hls E72135%ka4 2 A ) LT EEM
(Add) 1227 Vw7 LET,

EHLHDY A MIH CN EIEXDN ZBMTEETHN, [7 =2 DN (Subject DNs) |V
A MZBINT 2 ORI TT,

=V BN S, MRS E R £

KT LD, =~ ~DEFERFEL, X—YOTFIZHD [IR1F (Save) |27 Y v/ LE
—g—O

RY = ~DERZRAET DL, =D EEIZH D [R1F (Save) 1227V v 7 LET,

£l

KDL, goodbakery.example.com (Zxf L THAT S AV72AEEFS X UF goodca.example.com
(2K > THATSNIREHFE LR T 2804V — VR IR L TOET, T bORE
HETHSLENT N T 740 v Z7IFTFF SN, 778X ar be— Ll L0 HlEh
£,

w#eL—neR)o—on ]
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B z=r—ronx

Subject DNs (1) Issuer DNs (1)
GoodBakery ™ CN=goodca.example.com ™
Enter DN or CN \ Add \ Enter DN or CN

== )
EHIL—IL DEXTE

W=V ITHRINDERA NS T 7T 4 AREDOKET L,

N —)v : [fH5 L7222 (Do Not Decrypt) | /b—/T 7 v a UMER SN L— & BR< |

TRTCOL—NDOuFXF L TEFNILET, (ZIUIEETT, BEInT0WinwhI 7 v
JICET A1 RAF TR T AT, FoL—LoaX ZEEHICLET, )

FIE

AT F1 %72 Secure Firewall Management Center {212 7' > L CWARWEAIX, v 74 LET,

RATwF2 [R)I— (Policies) 1>[74Y X3 ~kA—JL (AccessControl) ]>[f85 (Decryption) ] %
7V LET,

ATy T3 SSLARY —ORICH D [fRE (Edit) | (£) 227U v7 LET,

ATvT8 HEL—L ORICH L (R (Edit) | () 227 v 7 LET,

ATY TS X7 (Logging) 1 #7 %7V v7 LET,

RATY 6 [HHOKTRIZE X 795 (Logat End of Connection) %7 U v 27 LET,

ATv T [R1FE (Save) 1227 U w27 LET,

RT9T8 N—Uhg EEIcH D [BR1F (Save) 1 &7V v 7 LET,

B &sL—neRy S—npl



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
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