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DCE/RPC 7'& h 2/LZ LV, BlxDFy hU—2 KA S EOF AR, [A—AKRAX MIEE
SNTVHHELFAKICBETE ET, BF., 20X 57 vk ZM@BFE AR FMET TCP
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Windows <° UNIX/Linux ;R DA XL —TF 4 7 VAT AN SN HIRARE T ot AR
BEEHENAGA—T Y —ADSMBEETT, 7=, *v FV—7 E® Windows IIS Web
P — R—TIFZIUSRPCover HTTP NEH SNDHZ L 23H Y £7, IISRPCover HTTP |Z, 7’1 %
Y TCPIZ R VARESND DCERPC b7 7 4 w71, 77 AT U —/L&N L THHRIE 1
fitL ¥4,

DCE/RPC 7'V 7'mt v¥ A7 3 & ZOEREOFHIIZIX, Microsoft |2 & % DCE/RPC d %
ETHAOMSRPCHAEENDZ LICEELTLIEEV, SMBOA TV g v EHEREIZ DWW T D
BHIX. SMB & Samba O FIZY TIXED £,

1T & A EDDCERPC =7 A7 1A X, DCERPC #—/3— (v hU—7% E® Windows
721 Samba WEEE L T DEE DA A M) x4t L L7 DCERPC 7 7 A 7 MERTHAEL
9, s 270, NI —R—8ETHERETHZENHY £3, DCE/RPC 7'V 7'rm
v, TCP, UDP, BXO'SMB k7 > AR — kTH 7 Ab E7- DCE/RPC ER L%
ZHHELET, Zhi2iE, RPCover HTTP N—V 3 v 1 2 LT TCPIZ L W EEEND
DCE/RPC b &£ Ed, 7V 7t v 9L DCERPC 7 —4% A VU —2Ah%Z%55#H L. DCE/RPC
N7 74y 7B DR REE L FREEN AR L ET, £o, SMBT—4% A MU —A%
ST L., B e SMB BhE & RREER A fR i L E 7,

IPEE(LTY ety I LD IPERELBLEONTCP A N —Aa 7 Fat vy Wi kb TCP
A2 R — AOFHERICI A2 T, DCERPC 7'V Zut vHik, SMB DOt 7 X MU &
DCE/RPC D i . b7V ET,

%12, DCE/RPC Y Fut v Hign—L oo P T TX A L5 ZDCERPC N7 4 v
7 &2 IERIL L ET,

AR IV LABEXUCaRI 3 B DCERPC FS T4V
DCE/RPC % vt —1%, 2 fE¥H D DCE/RPC Protocol Data Unit (PDU) @ 1 -DIZHEHLL £ 9,
ax4 T3 DCE/RPCPDU 7O Fa)L

DCE/RPC 7'V & v #i%, TCP. SMB., LU RPCover HTTP k7 > AR — Tz %
73 a I DCE/RPC Z#fat LEJ,

ax49 3L REDCE/RPCPDU 7B bl

DCE/RPC 7'V 7'm& v ¥i%, UDP h 7 AR — hTa R v a L AM DCERPC %
HLUET,

Z®» 250 DCE/RPCPDU 7' 1 ka2/LiZid, ZNENEHEOR L ET —ZFERH Y £77,
7o& ziE, 237 v a YEIDCERPC D~y X —OE SIX@HIL24 31 TN, ax7 =
¥ L ZBIDCE/RPC D~y X —DR 3118034 b ([HE) TT, £/, 777 A Meaxs
g LABIDCE/RPC D7 T 7 A FOELWIEFIX, a7y a LA KT 2AR— |
TIFLFLTE 202, Vi, %7 2 g L AT DCE/RPC ~ v & —DEIZ X - THERF
THMENRDY £, ZHLEFRBMIC, 217 23 VRIDCERPC DIELWT T 7 A KA
FFIZ 7 AR—hk 7m havic ko THEFFSvES, DCERPC 7'V Fut vk, b
o7 e k) VEROFRHEEFERN LT, MO e haLTRESCE OM OB T =
—L, NI 747 %27 a—FBXOEFLTHLAL—L = P ZELET,
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wOXIL, DCE/RPCT' Y 7ut vV nNEfi b T o AR — MDODCERPC F 77 4 v 7 OLF %
BAtET 2R A v M ERLET,

Connection-oriented DCE/RPC

TCP Port 135

| P lTCF‘ Flonnectiun-orlenled DCE/RPC | ﬂ

SMEB Port 139 or 445

| P |TCP FelBIOSlSMB [Connechon—orienled DCE/RPC [ | | | I

Connectionless DCE/RFC

UbDP Port 135

| P |UDF’ |c:nnnactionlass DCE/RPC [ | |

era ke ci]

= DCE/RPC preprocessor slarls decoding
ZOMORDFITERE LT EI VY,

« V=)L /7 TCP 72X UDP R — b 135(%, TCPFH L TUDP b 7 > AR — kD DCE/RPC
NI T4y BREELET,

e ZDOXITIE RPC over HTTP X E N TV ER A

RPC over HTTP O34, =% 7 2 3 % DCE/RPC 1%, IR L 912, HTTP 24 L7=
VIR E — 7 v A0, TCP BRH CHFELEINET,

*« DCE/RPC 7’V 't v Hi3@i. NetBIOS kv ay b—EZXHD Y =L/ 7 TCP
A— 139 2>, [EREICEES N T =/ /) 7 Windows "— | 445 TSMB F5 7 4 v 7
EZELET,

SMB (2% DCE/RPC 5t DIAMC b 2B OMEEN H 5 7=, 7'V 7 at v HiL SMB k7
74 WDCERPC FF 7 4 v 7 HRELTWANE I NEETHRELET, kLT
W2 WG ETTER 21 U, Bk L TWASAITE 2T L9,

P L VT _XTHODCERPC T v AR— "B HFEMLENET,

«TCPZ., T _XTDHaxr > a B DCERPC #{5ELFET,

«UDP 327 33 > LA DCE/RPC {5t LE T,

DCE/RPC 2 —/7v b "R—X K1) L —

Windows 33 & O Samba @ DCE/RPC D F4EII R & < Be v £4, 72 & 21X, Windows D3 T
D= a F, DCERPC + 7 7 1 v 7 OEBEALRFIZERAND 7 F 7 A D DCERPC = 7
FZ2MID ZMALETHN, Samba DT X TCHONR—=V g F, REDTTTAL FDaryTF
ANIDZFEALET, £/, FREOBEFFONM L 27503 572912, Windows Vista Tl ]
D7 Z T A h®Dopnum (FAEFF) ~vH— 7 40—V REMEH L E 35, Samba & Z Dfthd
FTRTD/NN—T g O Windows TIIIRBED T T 7 A M@ opnum 7 o —/L RZ2EH L £,
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RPC over HTTP +5 > 2 K—+ [

Windows & Samba @ SMB O FEHE 2, KEEWVWAH Y £9, /=& 21X, Windows 14 Hift
X T OENERFIC SMB OPEN 38 L TYREAD =< RZF L 428, Samba iz b=
<V RER#BLERA,
DCERPC 7'V Zut v HEHMITHE, TNV IDH =y bR_R—Z R —RNHEH)
WCEINCAR Y 9, LEWZIE U T, #72 % Windows =2 Samba /X— 2 5 v 2 E4T T A D& 2
FERGE LIy =5y b R=2A R V= ZBNTEET, T 74V F DYy =2
RY =i, BlOX =4 hAR—=ZA R o —IZEGENTWRWERR MZEH I ET,
KL=y hR—=ZADRY > —TIHIRDORENFIRETT,

1 OUED N T AR EEDZL, ENTRIZOWTHHA—- T E2EELET,

s BRI AR — 2B L THRELET,

FRE LT 1 DU EOHA SMB VU Y —A~OEHNREITSINTZHEICZOZ L2 RET 5
oz, Voo ERELET,

*SMB N7 7 4w 7T 7 ANERL, SN 7 7 AV TRESNIE AL MEER
TBIskoic, 7V ey haERELET,

*SMB 7’17 b 2 VDGR B O — IR NEE T REJLIRA T a Vv EBEETCEET,
ZOF T a T, EHEISNE SMBAndX 2V 2 ROBMBIEEINT-RREEEB LT~
BRICEDZ L ERETA 2TV Ty b E2RELET,

DCE/RPC 7'V 7rt v ¥ TSMB K77 4 v 7 77 AW ERIZT HIENIT, A7 =
VTINLEDT 7 ANEFXF YT T LTI Ry I T50, FREFATI v 70O 7=0I1C
Cisco AMP 7 7 7 RIZE[ETH LI, 774NV KR v—2RETEET, TORY v —H
T, [7Z7 a3y (Action) 1 & LT[7 7AW (DetectFiles) | £721X[7 7 ANV T w7
(Block Files) ] #®IR L, [7 7V r— 3> 7 k2L (Application Protocol) ] & L T [{E
& (Any) ] F 7213 [NetBIOS-ssn (SMB)] Z3#IR LT, 77 A /L — IV EZAERT DM ENH F

7o

RPC over HTTP k5 > X 7R— k

Microsoft RPC over HTTP Tit, RDOKIZ/RT L 912, DCERPC FT7 7 4 w7 &% hox )7
LT, 7747 U —/VERBEBEIEDZ LN TEET, DCE/RPC 7'V 7' & & v ¥id Microsoft
RPC over HTTP N— = > 1 L E T,
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Port: 80
Blocked port: 52
B % Port: 583
TCP/IP connection
TCPIIP connection
||
Firewall I
DCERPC|  RPCover HTTP ok RPC DCE/RPC
Client | client connection | Proxy RPC over HTTP Server
Server server connection
R e ——
| < oo c o o B o
DCE/RPC over TCP DCE/RPC over TCP
Managed Managed
Device Device o
3
Examgple 1: RPC over HTTP proxy Example 2: RPC over HTTP server [

Microsoft IIS 7' & %3 H—,3 L DCE/RPC ¥—/NZ, [RIUEAA M EIEBIADHRARA MIA A
F—ATEFET, WTFNOBEETH., RO Taxy £ ar b —_"FFoarnbb
F9, ZOKDORDAICERE LTIV,

« DCE/RPC ¥ — XA — F 593 TDCE/RPCZ AT v b v T T7 4 v 7 H2F=HF LETA,
T AT I+ —VIZDOR—F593 %27 ay s LET,

BWE., T AT A=A TIET I AN N TR—F 5930872y 7 SNET,

« RPCoverHTTP (X, 7 7 A 7 U 4 — /M K-> CHFA SN 5 aTREMEA &Y =L/ 7 HTTP
AR—F 80 ZfEH LT, HTTP #H T DCE/RPC %15k L £7°,

<5l 1 X 512, DCERPC 7 54 7 > k& Microsoft IS RPC 7' 12 ¥+ H— DD k5
T4 vV HBE=ZT DAL, [RPCover HTTP 7’12 % 2 (RPC over HTTP proxy) ] 47
varEBERLET,

« 51 2 D X 912, Microsoft IS RPC 7' 12 % 3 #—,3& DCE/RPC Hr— "3 E7e 5K A~ R
B, THRARAP2OOY— DO NT 7 4 v 7 HET=H L THODHEEIE, [RPCover HTTP
H—,N (RPC over HTTP server) |47 v a 2R L £,

*«RPCover HTTP (2L Y DCERPC 7 A T v h &Y —R—fTHOTaxy vy T v 7N
SET L%, bT 74 v ZIXTCP 2k L% 7 2 g VA DCE/RPC 72\ THERE S v
T,

DCE/RPC /' O—/N)L AT 3>

71 —/N)UDCE/RPC Y Fut v A7 avix, 7 7ty doMiEL2HIEL £, 2
L7 AEYAE (Memory Cap Reached) | B LO[SMB &> v a O HEMRHARY > —
(Auto-Detect Policy on SMB Session) |47 v a Y LUSNDAT v a v EEETLHE, T 5 —~
VAF IR SRR S RIS T RREER H Y £, TV Tk v onT, £47Y
Tut v LA SN TV D DCE/RPC b—/ b & OO EAEFIT OV T3S EE L T
BRWEAIE, ThoDF 7y a v EETRLRNTEEN,
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cerpe yo—sL A 7o 3>

PITFOMBATT) 7at o b— A RNERINNTWRWGAE, 7Y a 37 atk v
JL— )L RNEEA T BTV ER A,

BKI755+*22 kY4 X (Maximum Fragment Size)

Ui koA 20k (Enable Defragmentation) ] 238 &4V TW 5555, DCE/RPC 7 7 27 A2 b
HRRRKEEZRELE T, TNEVLRERTITAL FOSE, 7Y T at v 37
DIZT T T A bO—EEG VT, FEOY A XL Th ok ZiTWET I, EEED R
Ty MIEEENETA, ZZAT7 4=V ROEGE, ZOF T a ATEHIZRY £7,

(K7 T 7 A2k A4 X (Maximum Fragment Size) ] 47> = »id, V— /B33 508
DHLHERS LRI UNZENLU EICLTIZE N,

J)7t>71) LELME (Reassembly Threshold)

[Eift. DAF %Nl (Enable Defragmentation) ] WNEIRINTWAEGE, 0 2B ETH L2047
Ta NS0 £3, HHWIE, 7T T A MEE Lz DCERPC D/ A N, %
W APAIT. FRER SNy FEL— L DR ET ARNICF 2 — I ANDE 7 A
¥ MESMB O3 1 MEEEELE T, RWMEZFRET 5 L. BB oM~ Em< 720 £
TN, N7 =< RACEREE R TAREERSH Y £, 2o+ Ty a 2T 5E
I, N7 =< ADEEET AN LTEBISLERNLY £,

[VT7Er7 U LEVMHE (Reassembly Threshold) 14 7L a3 E, W— BT HLERH 5
R ERUNENL EIZL TSN,

=iE\E DHEZNE (Enable Defragmentation)

77 A MEENT=DCERPC v T 7 4 v 7 @b T ANE I EREELET, BT
L, 7V 7y Pidgl e R EBE L CDCE/RPCT —Z & /L—)L TP U IZEEL
TR, 777 A MEENTZDCERPC T —# TOTZI AT, " REETIVATNDHD
F7,

ZOAT v a U iE, DCERPC R 7 7 4w 7 Zlglb L7pnE WS R H Y £33, 1F
LAEDDCERPC =7 ZA7aA FCTik, 777 A MEZFIHL T A7 a4 hZ&ES0D
THREDTONET, ZOF T v a2 hicdse, ZEAEDOEMOTY A7 a4 bR
NANRA S, BRERAS KEICREELET,

EEL-AE)SE (Memory Cap Reached)

ZY Tty HIZEH Y TONTRRAEYHIRICE L), ERIEZ0RRE2ER L2 &
ZHRHLET, ERATVHIIRICE L2, £RITZ0RBREZBEB L-HE. 7V 7at vy
WA Xy o AR IEFERI LIz y v g VIZEEM T HILTWD TR TORET —
AEMBIL, By a rOFNUBOES ZEHR L £3,

= 133:1 ZHENMNCTDHZENTEET, A XV MEAERL, 4120 T4 VERTEH., 204
TarvOERNTy M Rkay T LET, RANL—IIREORE 22 L T 7ZE0,
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SMBtviarnBEHKRHAR > — (Auto-Detect Policy on SMB Session)

SMB session Setup Andx ZRIS KX OILEITHE 41TV 5 Windows F 721X Samba D /3— 5
VEBRHELET, S AN—=Ta R, [RY v— (Policy) |fXEA T a V TRIEIN
TW5 Windows £721% Samba D/X—2 g U E B AEE. FO®y T a B, BHEEH
TR —=Ta URRENA—Va v EA—R—=F A FLET,

=& z1E, [RY ¥— (Policy) 12 WindowsXP Z %€ L71=5AIC, 7V 7 2t v 575 Windows
Vista # 5L, XUty IFDtEy g Tl Windows Vista R U & — % H L F
T, TOMDOBREIIBIEHETAHZITT,

DCE/RPC k7 > AR — R~ SMB TlE2WGAETE (K7 AR — 3 TCP £ 721X UDP D
) A=V arERETET, R —ZHIICHRTETEEFEA,
IOFTvarEAMNCTDHICE, Fuy XXy JARTROWTUNERIRLET,

N —RITTAT N T T4 I TR — A TERETHITNE, [ 74T b
(Client) ] ZZIRL £,

cITAT U MNYP—=NR T T 4 v I TRY — 2 AT ERET HIZIE, [—Y (Server) ]
IR L E T,

N —=NTTAT NN T T4 I T TAT NI =N T T 4y 7 OWMGTTHRY v—
S AT ERET DI [ (Both) ] 2R L £,

LA S—SMB#&REE—F (Legacy SMB Inspection Mode)

[L AT —SMB#iZEE— K (Legacy SMB Inspection Mode) | A %h72454. A7 A1k SMB
NR=Ta 1 T 74 v 7ICDOHSMBREANL—LEZEAL, b7 AR— k& LTSMB/Y—
Ya 1 ZfH L T DCERPCEANL—/L%ZDCERPC F77 4 v Z7ICHEHALET, 2047
va VNS VAT MESMB A=Y a1 2, BERUO3EHEMLTEF I 7o v 21T
SMBR2 AL—/LZHEHLETHA, SMBRX—U 30 1 DR, T AR—FE LT SMB 2ff
fil L < DCE/RPC 12 AL —/L% DCE/RPC 7 7 ¢4 v 7 \ZHA L £,

BEErEYD
AR a7 8 L protected_content F— 7 — RD 5|44
BEEE : byte_jump 35 £ U byte test F¥— 7 — K

DCE/RPC 2 —4°y hR—R R — AT 3>

£ —4 sy hR_R—Z RY 32—k, TCP. UDP., SMB. B X TURPCover HTTP T v AR —
FD S B1OU EEENCTEET, FIT U RAR— FEEDCTEEESITL. 1oL EofEHR—
r (DCE/RPC b 7 4 v 7V HBET A 0o TWVWAR—N) ZERETALERH Y £
j—o

VAT, FTIZANRNOBRHER—F (T2 ) 7 R— FEREE T2 N3z H
SNTWER—K) ZHEHATAZLE2HIELTWET, BEAR— F2BNT5201%, 74/
FoIAA DR — R TDCERPC T 7 4 v 7 i LI2BA& 71T T,
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DCERPC #—4'w hR—2 KU v—A4Toa> [

Windows DX —47 v h_"—ZA KR o —TiI, Xy hIV—I DT 7 4 o7 l—FTDHLHIT.
12U EDEED N T VAR — bOR— N EEOHMAELETIEETEEY, LML, Samba
DHE—2y h_R—=Z R —TILSMB 7V AR— FDR— F 2T E2FRETE E9,

\}

GE)

L b 1 OD T AR— FRART/2 5> TS DCERPC #—47 v h_"—Z R o —%
BEMULESGAZRE, 7740 OX =7y hR_R—ZA KR > —TiF3h72< &1 120 DCERPC
NI UAR—=NERINZT HHERNHY £7, 72L& 21X, 73TO DCE/RPC & 2% L TH
ANEREL, RAETEDEA MUIT 74V DX =47y bR_R—=ZARY =% R L7-< 220
BENHYET, TOLIRBEEF. T 74NV DX =y PR—AKRY —D b T AR—

ALk i LET,

(£E) HEHER—FZ2ARNCLTIEETEET, 7Y ey P, HEIBHER—FE L
THEEINFER—F2RINIT AR LT, ZOR— N DCERPC N7 4 v 7 HEE LT
HEIMEHABIL, DCERPC hT 7 4 v 7 R L2358l DR A KHIT L £,

HEMHEAR— P2 AT 5581, =7 = A 7V R— MaSEIcHsT5 59, Bk
AR— N3 1024 725 65535 DEIFHIZCERESNTNAD Z L 2R LTS EI,

HEMIE, R T AR— MR — ML o TR SN TR WER— N TOLIET 5 A
HIFEELTLEEN,

[RPC over HTTP 7' 1 &% I H#Ehig 7R — b (RPC over HTTP Proxy Auto-Detect Ports) ] 473 =
»F£ 721X [SMB HEfEH AR — F (SMB Auto-Detect Ports) ] 473 a > CHEWR AR — 2 H%)
WLEDHRELED T EITFEALEDH Y FHA, TN, BESNTHDT 7 4L Ma
A= bERE, EHOOLAL NI T4 v I RRETHI LT LA LR, TORIALHD
RN T,

B =2y FR—ZARY =T, RIRTIFSERFT TV a v 2ETEET, UTOM
BT 7aty Y V—=ARNELENTWHWRWES, 73237 Ve y ¥ r—u
DR T STV ER A,

xy bIJ—5H

DCE/RPC % —7% v h_R—=ZA =R O —%REBHTHEANDIPT KLV R, £z, ¥—F v
A= RY > —ZBMTH551L, [#—7 v bOEM (Add Target) | Ry 7T v 7 074~
R @ [H—s37 KL A (Server Address) | 7 1 —/V RITHEE L 744 Al

HB—@OIPT RLVARAEZEIT LA Ty 7 SH50NEIN6OWTINEITl T2 0~
TRYSTZVARERETEET, 774NV IR —%E0D, A CTHRR255FOT 07 7
ANERETEET,

FI7HV K RY T —O default BRETI., o —4% > hAR_R—=ZX R o —Th =T
RNE=H =GRy NU—7 BT A FOTRTOIP T RUABRREIND Z LICHEREL
TLIEE, LEER-T, 774V RV —DIPT RVAEIICIDRV vy 7/ V7 4w
JARIIBETE T, FLHEETHILELHY FHA, 72, HORY O —TIOREEZEH
IZL72Y, any 2R T7 FLAERFE (0.0.0.000 7213 ::/0) ALV TH5Z Lid T
Ao
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Y o—

T HBIXy NT—7 BT A DX —4 > b AR A MHMERH T 5 Windows % 721% Samba
DCE/RPC D33k

[SMB & v a > OHEMAY — (Auto-Detect Policy on SMB Session) | 77—/ 3L 47
varEAMITHE, SMBRDCERPC F 7V AR— FOREIT, ZOFT v a L OREE
Yy g ZTEICHEBNICA =T A FTEET,

SMB D Exh7%i£#H (SMB Invalid Shares)

BELEIEY Y —2A~0EHENRITEND &, 7V ey YB3+ 5 1 2L LD SMB
ﬁ) V—2&HWILET, BEOEEE I~ TRY > THRETE T, FMLEIST
T, HHEZFHAGCHZEHTEET, U, BEIOY 7 by =T N— 3 U TIEHMAT

L=, BERMNAEATIEILY ¥ A, WRICHZRLET,

"C$", D$, "admin", private

[SMBAR— K (SMBPorts) |BHAMIHESNTWEEE, 7V 7oty iESMB 77 1 v
S A AR LET,

E & A EDYE. Windows IC X W ARINIEE SN FI A 72BN REA L LTHRET DI
. ZORIATIZRARGENMT2MENHHZ LITEE LTSN, HEE BT
A7 CIECS £/21T"C$" L LTHRELET,

SMB DR 72 e Z k4 5 121%. [SMB 78— b (SMB Ports) ] 7>, [SMB H 8 H R — k
(SMB Auto-Detect Ports) | Z AT HLERHDH T LIZHEE LTI E N,

=V 13326 ZANTTHZEMTEET ARV MEARL, AT VEBETIE. 204
T aryDERNN Ty hE Ry LET, RAL—VIREEDORTE 22 LT X0,

SMB 5K AndX ¥ = — > (SMB Maximum AndX Chain)

ik xhz SMBAndX oy ROHFREKRBTT, BE. ZEOERE AndX 2~ > Ri3RE 72
EIEEFR L, X o TEEBERITEZ R L WA AEREME N H Y £, B~ REFAT L
ﬁwFAi1%¢ E L, i~y FOBOMRHZENZT 51210 2B ELET,

TN T at vy HIEMEE o~ RoE sy L, BETASMB U Y etk v L—
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(Policy Information) %7 U v 7 L, [EHEO#ME (Commit Changes) | %27 Y v 27 LET,
EREZMEEETICRY V=2 FOFEIZLIZGEAEIE, MORY O—%ffHET D &, REOME
BIZx vy v o SNEARIIEIRLET,

RDBRY

ARAA R M EAERTBHEAIE. DNS 7Y Pty —/b (GID 131) A0 LE
o FEMIZOWTIE, MRAL—VIREBOKRE] BLQ IDNS 7 Futv¥ A7 g
Y18 —=) | EBRLTLIEEN,

RELE LM L ETRELHFORMEZSZML TIZS W,

EErEYY
BARY o—BLOF Y hT—=I iR =D LAY
A LEE Ry TR = LBARY v—
FTP/Telnet 73 —4#
S

CE)  ZokZvarid, Snort2 7V Frty IS TIEIEDY 3, Snort3 A A7 Z OFEAIC
DUNTIX, https://www.cisco.com/go/snort3-inspectors S L T 72& 0,

FTP/Telnet 7 = —Z X FTP B L W Telnet 7— &% A bV — LA ZHH LT, — Ptk
HAFEOFNZ FTP B L N Telnet =2~ > REZEH(L L E1,

Ja—/N)LFIPE XU Telnet 73 >

FTP/Telnet 7 2 —Z Ny hDAT— IV L VAT g VEIZAT— LA LR
R arBFITTHENE DD, Ta—F0REE{L FTP £7213 Telnet ¥ v ¥ o U /T2

B 775—>avEFuTotuy
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| 77u—vavETFUFntyy
Telnet7 722> [

MEIM, BT a—Z R b7 — % OMHZRICT —% A N — AOREEFATT H0E
AMEBRET AT e — L F g v EBRETXET,

PITFOMBATT) 7t v L— A RERINNTWRWGA, 7Y a 37 ety
= BEEMT SN TWER A,

AT— I A 2VARY S 3 (Stateful Inspection)

BN SN TWBEE, FTP/Telnet 7 2 — X 1HREAZRFL, £y My vararsx
ANERMEL, BRIy v a v ETERELE T, BRI TW2WEE, By s
v aArTRARNRLTEA DRy FESHTLET,

FTP & — X5k A MAET AT, 2047 a v ABIRTALERH Y 4,

ES1E b3 T4 v D& (Detect Encrypted Traffic)

Bl Tenet B L OVFTP £ v v 3 VAR L £,

= 1257 E 1262 ANCTH Z LR TEET, 4ﬁu/k%ﬁﬁib A T4 VBT
ZOF T arOERNTy M Ry 7 LET, BRALV—VREORE 2ZRLTIES
AN

ESILT—2 DEEZHT (Continue to Inspect Encrypted Data)

TV Fat izt L, T—% AN —LADOEELBR LT —% A N — ADOWKRE % 5T
BAEHNZAFI CE AT a— RENET =X 2B TH L O IR LET,

Telnet A7 3>

FTP/Telnet 7 21— ZZ X 5 Telnet =~ > RO ESLEFHNE 21T L, FFEDBE 7r—A
PAENEITERC L, A BEZ AreYouThere (AYT) IO L EVWMEEZHRETX E1,

PLFOFMBATT ) 7ty b L—ARER SN TWRWESE, A7 v a7y ek ot
=V BBEEA T STV ER A,

R—

Telnet N T 7 4 v 7 ZIEHRILTHHR— bERLET, B, Telnet X TCP A" — bk 23 (285t L
FT, AV H—T 2 AT, BEOR— 2 h o ~TRY->TRELET,

A

FE WS T 7 4 w27 (SSL) X7 a— RT&XRVWOT, R— K22 (SSH) ZBEMT5H L., T4
SROFERINAE U D ATREMERN H W F37,

IF3R1E (Normalize)
EEDKR— h~D Telnet 87 7 4 v 7 & EHLL T,

77—y avEIuTFontyy ]
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FIUr—vavEIyTateyy |
By~ romprivay

EERRE (Detect Anomalies)

St A SE (7 xadvxo—2 9 8&T) 2370 Telnet SB (7 x> m— g VAR O
B EAHHZLET,

Telnet XY AR— F T 57T m— 3 04%, SB (M7 T — = Uflsh) TBAGL,
SE (V7 xadvx— g &T) TRTLTWARITNIERY E8A, LxL, —E80D Telnet
T NFHECIE, XIS T D SE D7 SB A S ET, vk, FEEREGIC RN BT
No &38R REETY, FTP X2y b — L85 C Telnet 7’12 b 2 /L &2 FEH 9 572, FTP
b ZOEEOREELZITET,

=V 1263 B FIINZTHZETA RN MEAERTE, A T4 VEBHRTIE. ZORE ) Telnet
N7 7 497 THRHEINDGEIOER Ny b2 Ry T&xET, FTIPa2~v2 RF ¥ XL T
BRESNAEEIINLV—IV 1259 ZFNCTEET, BRANL—VIREOERTEEZZR L T EX
/AN

Are You There IE D L =L ME (Are You There Attack Threshold Number)

BT 5 AYT a2~ ROBEBEED LEVMEEZBXZHAICEFOZ L2 L E3, Cisco
L. AYT LEVMEE LTT 740 MELL TOMEAERET H 2 &2 HERLET,

V=V 12601 ZHNCTHZENTEET, AU FEERL, A T4 VRETIE. 204
TvarDERSNT Y e Fry T LET, RAV—VIREBORE 22 L TIZS0,

H—/IN\—LARILOFTPA T3y

BEDFTP $—N"—TTFa— R A7 a VERETETET, (BT HE&— " Tr7r 0L
Wi, b9 7400522 T 25— NOP—NNIPT RLRAER—FRNEENET, BiET
HFTPa~y RE, BEDOY —_RTEETILFIPa~ 2 REHREL, a2 RORER/NT A —
AERBRETEXET, /2. Ta—FNEEOa~ Ly RTHRIFT A EED 3~ METEHRE
L, REBRRKa~v R ARATRA—FREERETHIELTEET,

PUIFOMHATT ) Pty P b—ARNELINTWRWEA, 7Y a iiix7) ety
JL— VB EA T BTV ER A,

xy bI—4
FTP ¥ — =D 1 DU EDIP T RV AZFEETHIZIE, o4 varz2EHLET,

1ODIP T RVAERET RLA T av 7 2BET 0, Z0OWNTINEIZIEENLRD
B TRY STV A NERECTEET, HETE HRRALTEIL 1024 XFTT, T 74V
M Ta 77 ANEEGEORRK2S5EOT a7 7 A NVERETEET,

T4 E WY =D default RETIL, BIDOH =4 hR—Z KR o —ThH =T
BRWE=H =Ry NT—7 BT AL FOTRTCOIPT RUANEESND Z LICEEL
TLEE, LEBRST, T74NV RV —DIPT RLALZET RLA 7 ay 7 13 H65E
TEP, FBEETHLELDHY A, T, BIORY U—TCTIOREEFZEHICLIZY ., any
HERTT RLUAER (0.0.0.00 £7213:/0) ALV T2 EFTEERA,

B 775—>avEFuTotuy


management-center-device-config-74_chapter56.pdf#nameddest=unique_1945
management-center-device-config-74_chapter56.pdf#nameddest=unique_1945

| 77v5—vav@ru7

=R
g—ri—Lanorrirva ||

R— bk

BHSHBRTNAANINT T 4 v I HFT= AT HFTP Y —AOR— M ETDHIE. 2047
varEFEHALET, A X =T AT, BEOKR— 2w TRU>THELET,
A—=FK2LIXFTP b7 74 v 7 HOU =V /) U AR— T,

File Get 27 > F (File Get Commands)
P NINE T FTAT LV M7 7 ANERET HOIMEHTHFTP 2~ REERT HITIL,

ZOFTvarEHERALET, YR—FOOERNRVIRY, ZRODEEEF LW TL
fiél/\o

A\

bz

B Y E— S ORNR2NBRY | [File Get 2~ K (File Get Commands) ] 7 4 —/V K& & H

L7anTL7ZE0,

File Put 23 < > F (File Put Commands)
TITAT VIS — NI T 7 A NNEHRET DO AT HFTP a2~ REEFRT HITIT,

TOFTFarEERLET, YR—FNADLOERBRWVEEY IO DOEAELEFE LARNWTL
7230,

A

bz

cl

RNTL RSN,

E YRS 0ERZNRWIEY | [FilePut =<2’ (FilePutCommands) ] 7 4 —/V R&ZZEF L

ES0FTP o< > K (Additional FTP Commands)

TFTa—gRBtT o a vy FRBIMTHRET 21F, ZofTaEALES, #Hoa~v s Ma
BT 2581, a2 FEAR—ZA TR > T ZE0,

BIT& A a< 2 FIZiL, xpwd, XCWD, XCUP, XMKD, XRMDZ23H VW £9, TN bD o< ROEE
FIZ DUV TIX, RFC775 (Network Working Group {2 X 57 4 L7 RV IZES FTPa~<w > KO
fHER) &ML T 7Z 30,

T 74 FERK/NS A —% K (Default Max Parameter Length)

R ANTGA—FZERREINL TN a2y RORRAATA—FEXRETHIC2E, 20
FFarEERLET, BRI A—ZRiL, VERKRZITBNTE £,

N—V 1253 ZHNCT D ENTEET AN FEERL, A T4 VEBATIE, 207
VarDERANT Yy e Rury P LET, RALV—IREORE 2R LTIV,
REERK/NS A—4 K (Alternate Max Parameter Length)

BIRDIRNTA—HFEERETDa~ L REHREL, TNbDa~xy RORRAATA—4F
FRETHITNE, 24T ar2EHLET, BN (Add) 1227V v 27 LTiT&EBML,
BrEDa~y RCTHET 2RI TA—ZEZRELET,

77—y avEIuTFontyy ]
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FIUr—vavEIyTateyy |

By~ romprivay

T+#—3 v FXFIREDHEEIT 2 K (Check Commands for String Format Attacks)

BESNca~vwy TV 44—~y NUFHREEZRETHIZIE, CoF7Fvar2EHLE
bé‘o

=V 1255 AT HZENTEET, ANV FMEAERKL, AT VBT, 204
TarOERNTy M Fey 7 LET, RAL—/WREORTE 2R L T 7EE0,
a7 FDOZ A (Command Validity)

FrEDa~r RORRRERNEATHI21E, ZoFT a2 LET, DB (Add) ]
7 Vw7 LT, avy RREHMTEZEML £,

=V 1252 L 1254 5 /BINCTHZENTEET, A XU MEAERKRL, 41714 BT,
ZOF T arOENR Ay e Ry LET, BAL—/VIREORE 22 L TLEE
AN

FTP g5k % #&1% (Ignore FTP Transfers)

T HERET ¥ RV TIRIEA U ART g VPN DT RTOA VAT g BB LT
FTP 7 — X MRk DT 4 —< V AEWET HITIE, 204 T varaFEHLET,

)

GE)

F— AR RE T AT, 0 — L FTP/Telnet 4 7L a » [AT— K7L A VAT g

> (Stateful Inspection) ] ZiRINTHME N H Y £,

FTPa< > FTOD Telnet TR —7 a0— FD#&HE (Detect Telnet Escape Codes within FTP
Commands)

FTP 2~ K % /LT Telnet 2~ FIMEH SN HEICEDOZ L2 BHT DX, 20
FFvarEERLET,

= 1251 ZHITDZENTEET AR MNEERL, A T4 VBT, 2047
varOERNNTy e Rry T LET, BRAL—IREORTE 25 LT a0,

EREBIZEEO <Y KE %2 (Ignore Erase Commands during Normalization)

[FTP =2~ > RCOD Telnet = A —=7 22— RO (Detect Telnet Escape Codes within FTP
Commands) |75ERENTWBEAIC, FTP N7 7 1 v 7 OIEBEIFIC Telnet DL 74 L O T
DFEa~y REBET 512, 2ot 7 varaALET, ZOREE. FIPY—NICX
% Telnet {HE T~ FOMBEGIEL =BT 2M0ERH Y £, —KIZ. LW FTP Hh—/3—
L Telnet {HEa~ 2 REEELETN, FEAEDOH WY — —(J Telnet {HE 2~ > R Z LB
THRICEELTIZIN,

B 775—>avEFuTotuy
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| 77u—vavETFUFntyy
Fpavy kogiEr7— Aok

FSITNSa—FTaoF9 4T3y  FIPaT Y FOBKRIEREDO Y %50k (Troubleshooting
Options : Log FTP Command Validation Configuration)

NI TN a—T 4 T ONTHR— M WA DEZBEIZ, — I A PSR Tn 5
FTP 2~ RZLICREFHRE AT DL OIC, VAT LERET LI LE2ERSNIGEN
HYET,

A

FE P R— IO OIETRNRVEDY [FTP 2~ > ROMIERED 7 7 2 iték (Log FTP Command
Validation Configuration) | Z AN L7V T 7230,

FIP OV FOREERT— A2 b

FTP 22~ RIZKTAMIEAT — h AV FERET D L X12iF, HERORBRTA—F %2R
R=ZATRYI> THETEET, 22087 A—FWZ/3AF U OR BRZERT HIIE, B
FEAT— KA R TZD2ODINT A= a1 TLF (1) TRY>THRELE T, XT A—
BhERDya (11) THirE, INHEDONRNTA—ENET TS a L THLHIEERLET, /T
A—=ZEfHya () THxE, THHEDORTA—EINNETHDLHZLERLET,

FTP 50— 2 LCRIE LT85 A— 4 OWCERIET 5 FTP 3~ > K /55 A — ¥ BRFEA
F— b AV PEMERTEET,

FTP 2~ R /NT A—=HRRGEAT — b AL M TE 537 A—=F ZROFITRLET,

KEFTIPOI 2 KNS A—4

FERT AHN\TA— | EITESNH&EEE

3

int IRSNDNTA—=E PRI THLMENH Y £7,

number IRSND/NT A—=FP 1~ 255 OFIPFANOEE THLMLENH Y 77,

char _chars IRSNDNRT A= PH—ICFTHY . 73D chars 5IEUTHEE L= 305D
1 O ThLIULENRHY £,
7o & ZIE, MEESIHK char SBC 2 L Cmooe D a3~ > RIRGELZ EFKT D
&L vobE AV Y RONRT A—HR3 F s (Stream E— RZ7RT) | LF e

(Block E— R%&/R9) | F721E3LF ¢ (Compressed E— KZE/RT) &8 A

TWDEMNE I MPBBFES N E T,

date _datefmt _datefmt [T 4 DEENTWVWDEE, RINDH/NT A —F TEIETH D BN
bV ET,
_datefmt I c B FENTVDHA, RINDH/NT A =X [TLFTH D UEN
b ET,
_datefmt |2 U 7 FAVSLFHNINEENTNWDEE, RENDH/NNT A—ZILU T
FTNNLFINE—H L THDRMERNH Y 7,

77—y avEIuTFontyy ]



FIUr—vavEIyTateyy |

B /57 rirnomrrivay

FERTAHN\TA— | EITSNHEEE

3

string IRENDNTA—=ENLFINTHLLERH Y £7,

host_port IRENDHNT A—Z1E, RFC959 (Network Working Group {Z & % File Transfer

Protocol f{1#f) TERINTWIHENRABEA RN R —MNMEEFTHLILEND
D ij‘o

FEROROHELEVEIIGE U THAEDEAZLIZLEY., N7 4 v 7 2R TALENRDL S
ZFTP 2~ REELLBIET BRI A—FRFEAT— b AV FEERTE £,

N\

(GE)  TYPE 2~ FIZEARZED AL, XEAX—ATHATIZEN, £, XANOKA
RG U REAR=ZATHATLIEE N, =& 20E, char a1B TlE7Ze< char a | B EATILE
‘3‘0
BEErEYY

P R—L~YULD FTP A7 g v (22 2—3)
FTP a2~ ROKGFEAT— A b (25 =)

DS5A4AT 2 RURILDOFTPA TS a3y

HARNLFTP Y AT N 7077 A NVERETDHITIE, oA T ar2FEHLET,
F L a R Fuat v L—ANESENL WS, FOL S a iz ) etk v
=BT N EF A,

xy kI—5
FIP 7 AT FD 1 DL EDIP T RLAZIEET DL, 2oL 7 a2 LET,

1ODIP T RVAEREFET RLA 7avy 7 2BET 50, TOWNTANEITIEENLKD
BTV A NERRETEET, IBETE RN TEIL 1024 LFTY, T 741
N a7 AN EEGORRS5EOTa T 7 AV ERETEET,

7}77]‘/1/ b 7\1‘:” v — @ default %&Hﬂiﬂ"(ki\ }%IJ@&HO‘/ F_—= HL\"U T‘/*"’C‘\jj/{‘—‘éﬂfb‘
RNWE=H =GRy NU—7 BT A FOTRTOIPT RUABEEIND Z LICHERL
TLEEW, LMo T, T4 R —DIPT RVRAEEIET LR 7oy Z13EE
TET, FEBEETAHLELDHY A, £, BIORY U—TIOREEZEHICLIZY ., any
FRTT FLUAER (0.0.0.0/0 F721F::/0) ZHEHLZVTHZ LI TEERA,

AIEZER (Max Response Length)

COF T arEHERLT, 794 T FRZIFTANDBFIP a~y RIZHEA SN HRRGER
FPIRELET, 2L, BRMRANy 77 A—R—Tn—2BHT&EET,

B 775—>avEFuTotuy



| 77u—vavETFUFntyy

FTP/Telnet 72— 4 DEEE .

=V 125:6 BT DB LENTEET AU MEERL, A0 T4 VBT, 2047
varyOERNNTy e ey LET, BALV—IREEORTE 22 LT EE0,

FTP /N7 U X5 fTD#H (Detect FTP Bounce Attempts)
FTP N\ v AW B 2T 2100, 2o 7T varw#ERALET,

=V 1258 HITHIENTEET AU MEERL, A0 T4 VBT, 2047
varOERNTy e Ray 7 LET, BALV—IVIREEORTE 22 LT EE0,

FTP /372 > A MEFR] (Allow FTP Bounce to)

FTPPORT =~ > F% FIP N U AL L L THRDRVEINDOARA ML ZNHDRA b ko
R— kDU 2 NERETHITE, ZOF T ar2EALET,

FIPO< > FTOD Telnet TR —7 a— FD#HE (Detect Telnet Escape Codes within FTP
Commands)

FTP 2~ K F % /LT Telnet 2~ ROMERH I NZHEICEOZ L2 BRHT DT, 20
FTarEEHLET,

V= 1251 BN T A ENTEET AU EARL, AT VERTIER., 2047
varvOERNRTy M Rry 7 LET, BAL—IVIREORTE 22 L T 7EE0,

EHRERFIZEEO Y Y REESR (Ignore Erase Commands during Normalization)

[FTP =~ RCD Telnet =A%~ —7 22— RO (Detect Telnet Escape Codes within FTP
Commands) | NERINTWDIGEIT, FTP b7 7 ¢ v 7 O EHULKEIZ Telnet D 3536 L UT
DHfEa~y REEETHIE, Zo4r7varvaHLEd, ZOREIX FTIPZ 747
MZ XD Telnet HE a2~ RORBFEIZ B L T DIMLERSY 3, —MRIZ, HTLWFTP
74T MITelnetiHE A~y REBGELLET 2, 1ZLEAEDOHNT T A7 2 M Telnet 1H
Fa~y FEOHT L RICERLTIEIN,

FTP/Telnet T — 5 DR E

\}

GE)

IOk v aid, Snort2 Y Fut vy Y TIEY £, Snort3 A 2 AR X OFFEHIC
DUNTIX, https://www.cisco.com/go/snort3-inspectors S L T 72& 0y,

TIAT L NIPEDFITP NI 7 4 v VBT —TFTH LI, FTIPZV AT DT T4 T
N Ta77ANVERETEET,

1R BRI

e WAL LB =y hR—=RARY =TT D%y bT—7 08, #Hxy NT—7 50K
Vo —lZho T IND Ry NU—7, V—r BXORVLAN DY 7ty k&—FKT

77—y avEIuTFontyy ]
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B rerenet 750

ATy T

ATy T2
ATvT3

ATvT4
2ATFv S5
ATy T6
ATy T17
ATvT8

ATvT9

FIUr—vavEIyTateyy |

B

X JE

B, Y72y b THDAZ EEMRLET, iFMICOWVWTIE, Xy NU—I T T 7
ANVDOFEMEREE B L T E &,

FIE

[R1) >— (Policies) 1> [7 Y A #lf# (AccessControl) 1. &KIZ [F > MU= AR > —
(Network Analysis Policy) 1% 7 U v 7 L%9, F7zi[Policies] >[AccessControl] >[Intrusion].
XIZ [Network Analysis Policies) &R L & 7,

GE) IAX Aa—HFo—lZ, T2V A RINTWDERIID/INASDT 7% AHIRBH 5
AT 2BHORREFEHAL TR =7 7B A LET,

TET HRY U —DRIZH 5 [Snort 23— = > (Snort 2 Version) |27 Vv 7 LET,
WETHR) V—ORICH D [RE (Edit) ] (£) 227Uy LET,

ROV [FER View) | (@) BERINDIGAE, HEILLEHERAS TR LTEY, &E
EEETHHERPH Y EH A,

FTES =23y RRVT[RE (Settings) [ #7 Vv 7 LET,

[TV r—var@Er) 7 et v (Application Layer Preprocessors) ] D T @ [FTP & Telnet

OHERL (FTP and Telnet Configuration) | 23MEZHIZ 72> TV D855 1%, (A2 (Enabled) | % 7
Vw27 LET,

[FTP & Telnet® % (FTP and Telnet Configuration) | DREIZH A [#mE (Edit) | () 227U v

7 LET,

Ja—/ L FTP B LW Telnet 72 2 > (20 X—) OFAICHES T, [Fa—LETE
(Global Settings) 17 v av D47 a 2R ELET,

Telnet 47" 3 > (21 ~X—2) OFAIZHE - T, [Telnet DFEE (Telnet Settings) (&7 a >

DAT > arEFEELET,

FTP % —_— 77 7 A Va2 EHRLET,

« P N—F T 7 A LDIEN : [FTPH—,S— (FTPServer) ] DREICH HAdd ()% 2 U v
JLET, 7I9AT D1 DOUEDIP T KLU A% [Hh—/3 T KL A (Server Address) ]
T4V RIZHEEL, [OK]ZZ7 Vv 7 LET, H—DIP T RLAEIET LA Ty
7. BHOENNEINSOWNTNOEIEH S E 2y~ TRY -7 Y A MERETEET, {5
TECTED|ALFHIT 1024 LFTT, T 74NN R) o—2E0HRK255BORY v—
ERETEET,

=T a7y A NVOMRE  [FTP Y —/3 (FTP Server) | D FZHDLH AL L T a7 7 A
IWORREFHT RV AZE IV v 7350, [T 74/ (default) 1227V v 7 LET, [%
i (Configuration) | &7 2 a VORELLELTEET, b— =L ~LDFTP 47 5
vo(22—=Y) ZZRLTIIEIN,

e N—T T 7 A LOBIR T T 7 A VORI H[EIR (Delete) ] (W) 22U v
7 LET,

ATFYTI0 FIPZIAT v h a7y A VEERLET,

B 775—>avEFuTotuy
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| 77u—vavETFUFntyy
HTTP Inspect ') 7O+ v+ .

c IV TAT Y N TR T 7 A LOEMN : [FTPY T4 7> b (FTPClient) ]OHIC & %Add ()
I Vw7 LET, 2IAT L D1IOUEDIPT RLAZ [ TA4T T KA
(Client Address) ] 7 4 —/V RIZHREL., [OK] 227 Vv 7 LET, H—DIPT RLAZE
7T RLA7uy sz, 50T nsondirEzidmiisar~ TR -7 A b
FIRECTEET, HETE ARKRLTHIT 1024 XFTY, T 7408 R —%2E bk
K255 DR o —%2FETEET,

I TAT U N T Ty ANOMEE  [FTP 2 7 A4 7 b (FTPClient) |O FiZHdH 7 a7 7
ANDEEFHT RV A&7 )y 7320, [T 7405 (default) 1227V w27 LET,
[%7E (Configuration) | X—Y = U7 OREEZELTEZES, 7747 F LD FTP
FTvar 268—) EERLTIEZN,

c JTAT TR T ANDHIER : B AZ LT a7 7 A VORIZH D[HIE (Delete) ]

(W) 227V vs LET,
ATYIN FRIIR)V—%2FEEL TNLIDORY —CMA AR 2 RET DI, [RY —IEH
(Policy Information) %7 U v 7 L, [EHOME (Commit Changes) %227V v 7 LET,

ERZMEEETICRY =2 2D ERICLIEAIE, BORY —2imEd o & mEOHEE
BICH Y v Va2 SNEERIIHFESNET,

RDBERY

RAANRY M EARTAESIE. FTP B L Otelnet 7V 7k v ¥ 1— (GID 125 B &
W126) Z2EMMCLET, FFEMRICOVTIE, BAL—VRIEEOEREEZ SR L T E IV,

RELEZRALETRELFEOREMESZMLTIZE N,

BErEY Y
LA ¥ g
WO EER Xy FT—=7GRY —LRARY ¥ —
O O
HTTP Inspect ') J At v+
A\

CE)  ZokZyarid, Snort2 7V Futy FITHTIIEDY 3, Snort3 A AT F OFEANNC
DUNTIL, https:/www.cisco.com/go/snort3-inspectors 2 L T < 72X\,

HTTP Inspect 7'V 7' u -t v Hik, IROLBEEITVET,

Xy NI —7 D Web —/3—{TiF(E S5 HTTP ZR & Web —_—nbB%2(59 %
HTTP &4 %7 =2 — RB X OUEHET 5,

77—y avEIuTFontyy ]
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FIur—vavEIyToevy |
B /o—uwmpEgErTL e

« HTTP BIE DR AL — /L DN T r—< 2 A LD T-DIT, Web h— 3—ZE[F ST A v
‘EF—V%URI FE cookie ~ X —, cookie~v H—, AV v R AvE—VRIXOKa
A= MToT 5,

« HTTP Bh#EDIZ AL —IL DR T g —~< LV A[H DT, Web br— "= EZ{F L7 A v
‘{ZF—V%Z? HAa— R, AT7T—HARXvE— Fset-cookie ~ ¥ —. cookie
L ISERIT O a R =R MTT D,

« URI = a— RO A M ZBRIHT 5,
s FAALT — & 2B — VI T& 5 L H 12T 5D,
« JavaScript 2 EOFEDHDH AV V7 M LD ELZ KM L THiET 5,

HTTP 7 7 4 v 713 & F 8ERER T a— RFENTWAAREMERH D, D2 &M, L—
JWZ X B0 e A o FE i & R EEC LTk, HTTPInspect (X I4FEfHO = a2 — K& 5 a—
KL, HTTP NS 7 4 v I BRBRDOA VAR g o522 T 5N5 L 912 LET,

HWMmmawﬁfyaym T a—VUZERET D00, 1 DO — A —THET L0, £/
FY— "= VR MIXLCHRET DI ENTEET,

TV Tuaty Y =V UFHTTP OEHILE AT — F L RAICETTAHAZ L ICHERLTLEE
VW DEY ., Ay NEALTHTTP XFHZTFEHE L, TCP A MU —2A FY Pk vPic k
D FAER S 72 HTTP XA O A E R TE £97,

fast_blocking

Snort /X—37 5 2 2.9.16.0 LAKE, HTTPInspect 7'V 7 ut v h D7/ a— AR ELT L a »TH
% fast blocking 47> a VRN EASNE L, ZOFTvarEERATLE, T—2NI VT
SNDHENZHTTP 7 —# A CEET, ZiUTk v, BRI IPS b — 27T 5 2 L8 T
X, Ty I A—ABEHAINET, T—FDO7 ) TRICERN TRy 7 SNHDTIERL,
ARERIRY B 7wy 7 SNET, TORET. A T4 VIEBUERAEDT /2> T L HEIC
DHAH T,

fast_blocking 47> 2 U Z AT HI1F, BEARY o—& LT A (Maximum
Detection) | Z#f5E L7 xy NU—7 5RO —Z2EHT20ERH Y £7,

2 0—/N)LHTTP EEFR{EA T3 >

HTTP Inspect 7'V 7t v+ D7/ a— LHTTP A7 a3 i, 7V 7 ut v OHE % il
LET, Web — R R—FE LTHESNTWARWR—KINHTTP T 7 4 v 7 2% ET5H
Yv @ HTTP EERUL A AR EIITENIC T HITE, ZoF T v a vy a2HLET,

WO RITEE LTS,

o [MEHIBE O JEAFEMERR  (Unlimited Decompression) | Z AT 25 L&, AEO 2 I v M [T
KT — % OEKES  (Maximum Compressed Data Depth) ] 38 & OY [JEMEARERT — % DK
& (Maximum Decompressed Data Depth) 473 a > 25 HEIFIIZ 65535 IZFXE SIVE T,

B 775—>avEFuTotuy



| 77u—vavETFUFntyy
so—nuHP Efitr T a>

o KRB, [EMET — % O KIE S (Maximum Compressed Data Depth) | & 7213 [JEAEfERR
T — X D KIEE  (Maximum Decompressed Data Depth) | D23 72 25512 H S E

ﬁqo
e TFITHIN ROy KT =TSR Y > —

cRMULT727ERAarbr—V R =Dy MU —7 GHi—/Ul Ko TR S
L DD AR K Fy NI — TSR L—

PIFOMHATT ) Pty L—ARNELINTWRWEA, 7 a izl 7ak vt
JL— VRN EM T BN TWER A,

EELZHTTP Y —/\D#&H (Detect Anomalous HTTP Servers)

Web #— 38— R— h & LTHRESNNTWRWAR— MIEEESNZHTTP N7 7 4 v 7 21X
ZOR—=FCTZELLZHTTP b7 7 4 v 7 BB LET,

\}

() ZoFTvariEt it 285480, [HTTP &€ (HTTP Configuration) ]~3—3C, HTTP k
G747 EBZETHTRTOR— IR —R"T a7 7 A Y A RINTWD I EE2MERL
TS, ERETICZOA T a EBET L) ey L— L ERHHNZTH L&,
P—=R—=L DEDBHED N T 7 4 v 7IZE>TANY PRERENET, T 74/ FDOY—
N—=T B 77 AMZE, HTTP 7 7 4 v 71— RITEH SN T X TOR— FREFERL T
FTN, 20T T A NVEERLIEGAIEL. A X2 MOERETZOIZRO T a 7 7 A v
WIZFENOLDR— MZBINTHIVNERDH Y 7,

A= 120:1 ZANZT D EMTEET, A XU MEAERL, A0 T4 VEBETIE, 204
TarvOERNNTy N Ray T LET, BALV—IREORE 22K LTI EE0,

HTTP 70 % H—/\—D#H (Detect HTTP Proxy Servers)
[HTTP 7' v % > OfiH%ZFF 7] (Allow HTTP Proxy Use) |4 7Y a v CERIN TRV 1
X P —NR—Z T SHHITP b7 7 4 v 7 ZHHELET,
= N9NT AT HZEMTEET, ANV MEERL, AT/ VREATIR, 20
FFarOERNT Y e Rey P LET, RAL—/REORE 2SR L T 7EI0,

EHET—F2 DHEXZES (Maximum Compressed Data Depth)

UEAET — % Off#r (Inspect Compressed Data) | (3 X UOMEE T, [SWF 7 7 A /L DJEAGERER
(LZMA) (Decompress SWF File (LZMA) ) ]. [SWF 7 7 A /L DJEHMEfEER (Deflate)
(Decompress SWF File (Deflate) ) ]. F72IX[PDF 7 7 A /L DJEAEMEER (Deflate)  (Decompress
PDF File (Deflate) ) 1) DA HEIC, EMEMERT DM T — % ORI A A E2FHELE
D
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EMEMERT—2 DR KES (Maximum Decompressed Data Depth)

[JEAET — & O (Inspect Compressed Data) | (3 X OMEE T, [SWF 7 7 A /LD JEAFARERR
(LZMA)  (Decompress SWF File (LZMA) ) ]. [SWF 7 7 A /L DJEAEfRER (Deflate)
(Decompress SWF File (Deflate) ) ], 721X [PDF 7 7 A L DJEAEf#EER (Deflate)  (Decompress
PDF File (Deflate) ) ]) B AZRGEIC, EBULENTERET —F ORRA X2 ELE
7

H—/N\—LAR)LOHTTP EfRitA T3>

PRV ULDF T Vg iF, TE=FHRY—R_RTLIZRET DM, TXTOF—Ix LT
Ta— NVIZERET D0, FE— NV A MR L TRETDHIENTEET, £70. FHil
EFROV—N_"—=T a7 7 A NVEHEHLTCINLDOLFT Y a VERET D0, ETRIXTHEHOR
BO=—XIZ50ETHEINCEET DI LB TEET, IhooF7Fvary, FRiFinso
F T a v ERETATFTIAN N TR T ANDIOEFEHLT, VT 7 4 v 7 R EHRIETS
HTTP #—/ S AK— k| EBUET 29— NEESAf vn—Fo&E, BIOWERLTs = a—Fo
AT HfRELET,

UTFOHBHTT ) 7aty P L—ANERENTWRWES, 7Y a7 et v
JL— LS BB T H IV TWER A,

xy kIJ—5

1 DU EOY—=R—=DIP T RLAZFRETHIZE, ZOFATvarz2EHLET, 1 ODIP

T RUVAFERET RLAT ey 7 #2BET L0, TOWTIEZIXmEN 6D I v~ TR
oV A MEfRETEET,

TNV T T A NGO TT T 7 A VDEFHIIEREK 255 TTA, 5T, HTTP

P R— U 2 MIEHREKA96 LF (F26m FY) ZEHDHIENTE, T TOY—N"—F
077 ANV LTEE 256 D7 L2 = N 2EETEET,

777]‘/1/}‘ —\]_) v—D default ET j: /DJIJ@& /7‘/ }‘/\’“7\ j—) /%Tﬁ/\%éﬂ“(b\
RWE=H =Ry NT—7 BT AL FOTRXTOIPT FLARRESINDZ LICHEEL

TLIEEY, LB >T, T7H#NV R —DIPT RLAE/IZCIDR7 ay 7/ V7 4
JARIIRETET., EHEETALELD Y EHA, /-, HORY > —CZORTEELEH
L7720, any Z8TT7 FLAERE (00000 £/21%::/0) Z2FEHALZVTH5Z LT T
/L/o

HR—

TV Faty = PVUNHTTIP b7 7 4 v 7 ZEHET A2R—F, N— FEEDNEED 5
Hlix. L~ TRYIY £,

YA XBBDT 4 LY +1)K (Oversize Dir Length)
RESNZELY HLEWURLT 4 L7 MY ZRHLET,
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| 77u5—vavEIFuTntyy
H—R—LALOHTTPEREA To a2y ||

BEINTE-ESIVLEVWURL OERA 7ot v bR RHE LB AIcA Xy REER L, A
VIA VBT, By FE Fey P LET, 7B, = 11915 AT LE
j—o

22472k 78—0FSE (Client Flow Depth)

[R—F (Ports) ] CEZHESNTNDZ TA4 7 MUHTTP bF 7 4 v ZIZOWT, Jb—/L Tk
HIND raw HTTP X7 v hONAA M (N —b XA m— R TF—=2%51) ZHELE
T, L—/LINDO HTTP 2T 2 Jb—)L A7 a Nl L > THERA v B— DRFEDERS )
MESNDEEE. [ 747 F 70 —0ESE (Client Flow Depth) ] iF#EH I EH A,

RONWTIINEHRE L LT,

c EDEICE > T, ®HIDONT v FTHRED A, MR ESNLET, &ADO Ty FOA
A MEBFEEDAA ML D 0GEIE, ATy MeEEPIRAESET, fBEShk
X, BZ7 A Meshie Ty b ERER SN Ay FOWGIZEA SN D Z LIZiE
BLTLEEN,

F-. HI00EFBETHE, BEIE. 2L DI FTAT Y FNERAY X —DKDVIZHHK
& 72 HTTP Cookie DA AR ¥ a UBHEBREN D Z LICHEBE L T EE 0,

C0EFETTDHE, TRXTCOIIAT U MIN I 74 v 7B EINET, ZHZiEEYy v
VINOBEE Dy SR EEIL, BERGAIIEAN, PO EREBZAZEEH D T,
ZOOEIFNNT == AT BAREENDH A T EIZHERE LTI,

-l BFRTETHE, 7I7AT L MIOTRTO NI 7 4 v 7 DERINET,

Y—/\—TJ0—0FEE (Server Flow Depth)

[Ports] THEE SN2 —/3—MIHTTP F 7 7 4 v 7 T, L—/LIT XV &S5 raw HTTP /X
7 FONRA NEERE L E T, [HTTP IGEOMA (Inspect HTTP Responses) | N R TH 5
Yialdraw ~y X —bL A m— ROVAE I, [HTTP B DA (Inspect HTTP Response) ]
WEDTHLHEE, aw ISERT 4 DHRPRESNET,

Server Flow Depth (%, [Ports] TEFE I AN TWDHH—S—f{IHTTP F 7 7 4 v 7 T, /L—/LIT L
DREINDEYy v a v NOraw P —N—8E T — X O A MIERRELET, 20473
VEMERALTC, HTTP ¥ — =GB T — X DA VAT 2 a v DL ~YL R T g —< U ADN
SURBRTETCXET, L—ANOHTTP 2L T Y 73 a L > TERA vE— Dk
TEDERY DVRAL S D %A 1%, Server Flow Depth (336 H S v EH A,

7747k 7a—0E (Client Flow Depth) & (35720, ¥— " 70— X (Server
Flow Depth) Tl&, /L— VB BET 534 bMEZ, HTTPESR N7 » F 2L Tlid/e <. HTTPJ&
BZLONA M LTHRELET,

KONTNIPOEEZIEETEET,
o« IEODfHE :

[HTTP A Ok (Inspect HTTP Responses) |23 B TH D554, raw HITPILERT 4 D
HDPRAE S, raw HTTP ~v X —[IpE S Et A, £z, [JEMET —% ORA (Inspect
Compressed Data) | NEZITh DI5E1L. JEMMERT — 2 bREINET,

77—y avEIuTFontyy ]
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[HTTP )& DOF# (Inspect HTTP Responses) | NEMTH HGE. raw /X7 v b~y X —
XA ue— PR EINET,

Yoy a VDIRENA NEBREOE LY LR WEAIL, 0y a T, L—iZ
£V WEITSECTEE AT v MZblzo ) TRTOINE T v EBRERITHA SIVE
T, By a VDIREANAL MEBTREDHELY b2 WIEE, Oty a T, L—LIZ
X0 (MBS U TEEUN T v MZbiz-> ) #8EDARAL MR T RBESHET,

7 —0OE (FlowDepth) OfEN/NEWWE | [FA— b (Ports) | TEFRINTNDH I —r3—
MRZ 74y 75255 5L—L T, RTINS BET LR HY T, ZNbD
= DIEE NV EIZHTTP ~y ¥ —F ka7 oy (@, A~y ¥ —F—F DFEED
100 34 FEAN) ZxfGd LET, @ A LOR S13300 231 MR T 25, AH L
A RFRIRDZENHY £,

BEINMEIT, B A Meaniz 7y b EFER SN2 v hORIFICEHE S
HTEICHERE LTI,

0&%fETHE, [R—F (Port) | CEESNTWVWDTXTOHTTP Y —R—HI FT7 7 1 v
I TRy MEEPIBEINET, 2Ty g TDE553584 R LD bRk
BT —2bEENET,

ZOEIINT k=~ AT ET HAREEN H D Z L ITEE LT &N,
.-1

[Inspect HTTP Responses] 23 B #72354 . raw HTTP FLHH L7210 23 A S 41, raw HTTP JS2&
AT A IIRESNERE A,

[HTTP J5& DA (Inspect HTTP Responses) | XEMTH H5E. [F— bk (Ports) | TE
HINTNWDLTRTOY ="~ FT 7 4 v 7 IFWEINET,

Maximum Header Length

[HTTP & D fR 4L (Inspect HTTP Responses) | HZ CTh D854 1%, HTTP ER, B L OVHTTP
JEET, HESNTWDRRAS MLV bR~y F—T 4 — L R LET, 1044
ETDE, ZOFT T a NENCRYES, ZNEANTHOEOEERELET,

=V 1919 ZENCTHZENTEET, AU MEAERL, AT VERTIZ. 20
I a VDERNTy M Rey 7 LET, BALV—/IRIEEOKE 22 L T 7E I,
BAAN YA —% (Maximum Number of Headers)

HTTP ER T X —HNZORELZBZ TWABSICFOZ 2B LET, 0 2EET
HE. ZOFTa NI ET, TNEAMNITAHIEOEOEEEELET,

A= 11920 ZHNCTHZENTEET, ANV IEAKL, A TA VBTIZ, 20
FTarDENNN Ty M Ray T LET, BAL—IVIREEORTE 22 LTI,
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RARAR—X# (Maximum Number of Spaces)

W0 7= TOARAR—ZAOEMPHTTPER O Z OB/ ELZE LD, BLTWAEAICFOZ L
PR LET, [0 ETHE, ZOF T a rNENCARVET. ZNEAENNCTHTD
EDEEEELET,

= 11926 EBENCTHZENTEET, AU MEAERL, A1 TA4 VRERETIE, 20
AT a v OERS Ty e RFey 7 LET, BALV—VIRIEEORE 22 L T E 30,

[

HTTP 2 54 7 2 b RT 4 DMHEDIFEE (HTTP Client Body Extraction Depth)

HTTP 27 AT » FERD A v =V BT 4 BT 254 MIEREE LS. RAV—/V
%1%)5‘51 L/VCEFEEHZ&?‘_‘& %’f*ﬁﬁﬁ_é 121X, content EJ/ LB protected_content F—U— % [HTTP
7747 v kAT 4 (HTTP Client Body) |47+ a3 v & HITHINL 9,

IIAT v N ART 4 W DHIE, -1 EBELET, 7947 N AT 4 2R
W&, 0ZFRELE T, IR ONAS MREFRRET D&, VAT A NRT =< U AWM T
LIENHLRICERLTIEEN, £/2, BANL—/AVTHTITP Y 747 s A7 4 (HTTP
ClientBody) 14 7' a UDMERET H7-0DITIE, 0000 XV REVEEZFEET 2L E R HDH Z &
WCHEE LT ES,

INEWF ¥ Y Y4 X (Small Chunk Size)

F X I DINSNWEBIRINDYTA ADFKRAA MIERELET, EOELFHRELET, E
0ZFEET DL, BER/NZRET AL FOBEGEORHNENIZ/20 £, GOV T,
[HEfE T 5/NEWF ¥ > 7 (Consecutive Small Chunks) ] 47> g VAZBL T 72 &0,

Emd H/INELVF >4 (Consecutive Small Chunks)

Fx I RET L a— REERATEZ7 74T VT 74 7 EEY =R T T 4T
HRIIRETHD EHRIND, BT H/NERT ¥ o 7 OBERELET, /hEWTF v
27 %A X (Small Chunk Size) | 47> a3 L, /NS RTF ¥ 7 DI KIA XZBELET,

Tl 21X, 1031 FEATOF ¥ 7RSOl L CnD 2 EEMBmMT 212iE, PhEanTF v v
27 %A X (Small Chunk Size) 112 10 Z5%E L, [EfeT H/hEWF ¥ 7 (Consecutive Small
Chunks) ]IZ5 #&%TELET,

KREOD/NSITF v 7 DR ESNDHAIT ARV FEERL, 474 VRERBTIE, EXS
oy heRaey 7 LET, 7223, 779478 I 7 40 v 7 OERIZTY ek vt —
927 AN L, =N T 7 4 v 7 OHEEIEFAL— V12072 HNCLET, haWnWTF v
> 7 %A X (Small Chunk Size) |3ANTHY, ZOF 7 a B0 EITTICHREINL TN
DGR DL—VEANTHE, FHESNTYA XL TFOTXTOF v 7 TA XY
FA R A= L THERASRET,

HTTP * /< & (HTTP Methods)

VAT ANNT T 4w 7 THRHET S ETFHEND, GET B L OPOST LIS HTTP Bk £ YV
RERELET, BEOMIIY >~ TR 7,
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BANL—/LTIE, HTTP AV v RO T Y B BRT D702, content 7203

protected content % — U — R23¥HTTP Method 514t & I &4 E 3, GET. POST, B L
VCZOF T2 a V TRESNTNDAY v RUANDRA Y v RIScT 7 4w 7 THRIBSNDHGE
AR NEAERL, A T4 VBT, BNy ME ey LET, 512, —
L1931 ZANCLET, BAL—AVREORTEEZZR LTI,

75— k7L (NoAlerts)
B3 70 7at v d L— L BNERTHILIERIC, BAAL RV R &SI L £,

\}

GE) ZOF S a i, HTTPOEHRETF XA M NL— L e HEGTAF T =7 L — 5B LE
A,

HTTP ~ v A —®MIE3R1t (Normalize HTTP Headers)

[HTTP J&& D4 (Inspect HTTP Responses) | AN e aiE, Bk~ y X — L IRE~ v ¥ —
DIE cookie T — X D IEHAL N H 720 £3°, [Inspect HTTP Responses] 238 2N TIXAE WLVGH
d, BERAH U IS R LT cookie & & e HTTP A L 2RO EREAHN /20 £5,

HTTP Cookie M#%Z& (Inspect HTTP Cookies)

HTTP %R 7L H LS D cookie D AN LE 4, F7-. [HTTPILE DA (Inspect HTTP
Responses) | ARG AT, IEE~ v X —72 5 D set-cookie 7 — # O AN/ 0 £,
cookie DN ARERLEAIT, ZOF T v a v 28T i L7 3y —~ o ANMELET,

Cookie: 1;5 J: U\ Set-Cookie: D~ 5‘—% NI &_??@%EE@X“\O‘—X N ﬁ J: U\/\ b4 &‘—ﬁi
DEED crur I, cookie D—HTIX R~y X —D—HE L THREINET,

HTTP ~ v & —® Cookie MIEH1t (Normalize Cookies in HTTP headers)

HTTP ZR FLH L D cookie D IEB LA BN LE T, [HTTP JEE DA (Inspect HTTP
Responses) | WAL E L., IEE~ Y X —O set-cookie 7 — ¥ DIEFULEFANLET, =
DA a »r&FRT BT, [Inspect HTTP Cookies] Z &N T A LN H Y £,

HTTP 0% OERAZEFA (Allow HTTP Proxy Use)

Fo AR BWeb Y — _REHTTP Va3 E L THEATES2 XS LET, 247 v a i,
HTTP EsRDA v 27 a5 o TORMEAEINET,

URI D#D1EZE (Inspect URI Only)
IERUE ST HTTP ZsRX Ty D URL Sy DBz i L Ed,

HTTP [EZ& D #ZE (Inspect HTTP Responses)

HTTP JEEDPLIRA AT a UINENZRD ., 77V Pt vk, HTITP ER A v &—
OF a— R EEHIEOMIZ, V- NI LBA P ANRT g DD EET — L R
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M LET, ZoOF T ar AT s E, IWESy X — KT 4, AT —H A a— K
ENVAT ALV & E 3, F£72 [HTTP Cookie DA (Inspect HTTP Cookies) ]34 %N
2B 1L, set-cookie T —# Ll SV E T,

AR REBABRL, A T4 VBT, BNy e Ry LET, 7512, —
120:2 £ 1203 RO L HICE LN LE T,

RE:HTTPIEEIL—ILDA VARG 3y

JL—JL LTDEBFIZR) H—F 3
120:2 72 HITP B D AT — X A a— KA LE1,
120:3 HITPILEIZIZ a2y T Y R ETy a—TFT o V7 I3EEN T A,

UTF T > 3— F® UTF-8 ~MD1E#R{t (Normalize UTF Encodings to UTF-8)

[HTTP J&& Df5dr (Inspect HTTP Responses) | 23 % Td 5354 HTTP I C UTF-16LE,
UTF-16BE. UTF-32LE. 3 X ONUTF32-BE = =— R &4, UTF-8 ICIEH L S E 1,

UTFIEEREL N R L 2B B AR b AR L, A v T4 VEBBRTIE, Ny bE Ry
FLET, T A—102:4 AT LET,

EfET—42 O®RE (Inspect Compressed Data)

[HTTP J&Z Dffdr (Inspect HTTP Responses) | AA #7256 1L, HTTP ISERT 4 WD gzip 35
F W deflate EHLERMET — & OIEMEMEER & . EBUL SN EMEMRT — 2 DA AT v g Vn
BNV EF, VAT AIE Fr oV HITPIRET — % LT v > 7 HTTPIGET — ¥ %1%
HELET, VAT AIE, RBIS U TEEO N v MO EMERERT — % 237 v NHAL
TRELET, DED. VAT LABRRDLNT y NOEMMRRT — 2 2 A v AR 2 a » Dl
DI ST E1TH Y FHA, BT —% O KES  (Maximum Compressed Data Depth) 1.
[JEAEfEERT — % O RKE S (Maximum Decompressed Data Depth) |, F 721X EHET — % D&
DICHEET D & EMRRAHE T LET, EHIROEMEMER (Unlimited Decompression) ] %
B L TR WEEAEIE, [—— 7a—0D{EX (Server Flow Depth) [ IZEIZET 5 &, [EHEE
BrT —2 DA AT v a URKT LET, EMRERT — 2 ZMRET 5121, file data b—
v F—U— REfTE £,

AR IEAR L, A T4 VBT, By e Rey X LET, 7512, —
120:6 £ 12024 2RO L5 ITHEDC L FT,

R7:EBENTZ HTTPIEEIL—ILDA VAR L a Yy

JL—IL UTDEEIZr)A—F5
120:6 JEfE S 72 HTTP IS DO EME N LI L E L,
120:24 JEHE S A7z HTTP IS OE B2 EREN R L & L=,
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EFIFRDOEMEREFR (Unlimited Decompression)

[JEAET — & O (Inspect Compressed Data) | (3 X OMEE T, [SWF 7 7 A /LD JEAFARERR

(LZMA)  (Decompress SWF File (LZMA) ) ]. [SWF 7 7 A /L DJEAEfRER (Deflate)

(Decompress SWF File (Deflate) ) ], 721X [PDF 7 7 A L DJEAEf#EER (Deflate)  (Decompress
PDF File (Deflate) ) 1) WNAENRGE. HED /v bz o T [[EMERERT — % O KiIE
& (Maximum Decompressed Data Depth) | 34—/ X—F A RILEd, DFV, ZOF 7=
NCEY | BEO ATy M1 5 HERIRO EMERERA AN £T, ZoF T a iR
L ThH, B— Ty NNTO [JEMET — % O RKIES  (Maximum Compressed Data Depth) |
F X JEMERRT — # O RKIES  (Maximum Decompressed Data Depth) ] 1212 L 7en 2
CICEBLTLEE Y, T, ZoFFvaraHhcds e, ZFEDOa v MEIC, [JEME
T —H O KIES  (Maximum Compressed Data Depth) ] & [[EMEfERRT — % O KIS (Maximum
Decompressed Data Depth) ] 23 65535 IR E I ND Z LITHIERE LT Z &N,

Javascript @ IE#R1t (Normalize Javascript)

[HTTP )5 DA (Inspect HTTP Responses) | 3 2072556, HTTP ISR T 4 N TO Javascript
OfH EIEB EEAENC L E T, 7Y 7 rt v Y id unescape %S> decodeURI B%X,
String.fromCharCode * /v K7z & O #Fi{k Javascript 7 — X # EF b LES, 7V 7rnky¥
I%. unescape., decodeURI, F L (FdecodeURIComponent BIEANDR D= 22— R&ZIEH{LL F
D

¢ %XX

« %uXXXX

.« 0xXX

o \xXX

< \uXXXX
7Y Faty T H A=A L, | DOAX—RZEHLEST, 204 T =
YINERITH DA, BRIET 4 —/V RTIL, #5Mk Javascript 7 — # TIFA T 2 A X— A
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(Enabled) 127 Vw7 LET,

ATvT6 [GTP2~ > FF ¥ 1/ (GTP Command Channel Configuration) | DAIZH % [#wE (Edit) ]

(£ %2V vr LET,

ATY T R—MEEZATLET,

BHOR— P 2iRET L5, B~ TRYY £,

ATYT8 RZEIIKR) V—ZHELTHDZOR Y —TMATEBERAFET H10E, [RY o —IFHR

(Policy Information) | %7 U v 7 L, [EEOHME (CommitChanges) (%27 U v 7 LET,

KRHREMEEETICRY =2 XD E LIS LIZHEEIE, HORY —2HET D L REOHE
BICFy vy Va2 SNEEFIBREINET,

RDBERY

ARAA XN N EENCTSEAIE. GTP 7Y PYutk v¥ —/b (GID 143) ZFAC LE
T FEMICOWTIE, BAL—IVIREEOBRTEEZZRR LTI X,

REAEZ R L ETRELEDRMAEZSRL TIZI,

IMAP J'') O+t vH

\}

GE) DB a X, Snort2 U Fat oY TIEEY £97, Snort3 A AR X DRI

DUNTIX, https://www.cisco.com/go/snort3-inspectors S L T 72& 0,

Internet Message Application Protocol (IMAP) (X, VU <E— K IMAP — "\ B8 A — /L& B
THEEENSNE T, IMAP 7Y ety FEIHh— "=/ T4 T N IMAP4A N T T 1
JEREL, BET5 7Y Taw v b LA RNERGEAIE, BRER NI T v I BBDHEA
N bEERLES, T Tty iR 7747 MY —/NIMAPA N T T 4 v 7 DFE
AN T 7 ANV BB LT a— L, B 7 7 ANV T =2 & — = D ATEET
HTEHLTEET, W77 A0 T—H i LadIicid, BRAL—LT file data F—U—F
EREHLET,

B 775—>avEFuTotuy
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| 77u—vavETFUFntyy
map 7y Fatwvs 47y [

i &7 a— RTiE, BEROBRMN 7 7 A v (FIETH5E) 00 BHXr y MCERERHRE
R 7 7 AN E LB S E T,

IMAP 7)) JatyH FT a3y

MIME &1 A — VI 7 7 A VDT a— RPRERGEOT a— REZIFHE T, ok
(77 A0 (FETDHHE) BXOBEE Ny MCELENRDRE RN T7 7 A VLB SRS
CEITHEELTLEE N,

[Base64 7 2 —F 4 > 7 DIEE (Base64 Decoding Depth) ]. [7 B> b8 E v h/XAF U DF
a—F ¢ 7 DOEE (7-Bit/8-Bit/Binary Decoding Depth) ]. [Quoted-Printable (QP) DF =1—
T 4 > 7 DS (Quoted-Printable Decoding Depth) ], % 721 [Unix-to-Unix (UU) OF 22— «
> 7 OBS (Unix-to-Unix Decoding Depth) | 47> a U OMENRLL TFORY > — TR 555
I, b REWERER S ET,

cTITAN DRy FT =T HHARY —

BT VA ua—/)LRY f/*‘@?\y KO — 27 B — N LS THERNE XA,
MDD AR L Fy NI — T SR v—

PIFOMBATT ) 7at v L— A RERINTWRWGEA, 7Y a 37 Fat v
= U EHEAH T STV ERA,

Ak

IMAP "o 7 4 v 7 BT HR—FE2FEELET, 0~ 65535 DEHAIREETEET, N—
FEENEEH H5HE1E,. H~ TR £,

Base64d 7 1—T 1 U MRS (Base64 Decoding Depth)

% Base64 =2 2 — K MIME &1 A — VI 7 7 A B L TTF 2 — R TE 5K RA b
BAafELET, EOHMERET D)., 720397 X3TD Base6d T— X &5 2— T 55/1T
0 ZF8E€ LET, Baseod 7 — ¥ 2RI 5120, -1 2HELET,

4 TEID U WIEOfEIX, WRIZKE W4 OFEIZEIY EFons Z EICEELTIEEN,
7277 L 65533, 65534, B LR 655351% 65532 12800 FiFenEd,

TOF T arBENTHLIES, V=V 4LATEENCT B L, T a— RORKEFC A
FEARL, A T4 VBT, By b2 Rey X LET, §H5Z2208TEET (=
va— RRES TWVAEERT — 2R L TWAEAR ST a— FRRRT 5208350
7).

TEY FBEY MNAF)DTA—T 14 27 DFES (1-Bit/8-Bit/Binary Decoding Depth)

Ta— REQLEL LEWEMIMEE T A — VI 7 7 A AT 27 — % O KA1 Mk
ERELET, INOLORMN 774NV 24 7120E, TEY b, 8E Y b, XA F U, BIOE
FIERVNNTR—F ar TV AT (FL—2TF A, jpeg £ A—, mp3 77 AL
E) BV ET, FEELIIATy NNOTRTOTF =2 2T 512130 2 ETE £
T, FTa—FTF—F2EETDIE, -1 ZHELET,

77—y avEIuTFontyy ]



FIUr—vavEIyTateyy |
B v sy soevvoms

CDOFTa v BNENTH LSS, V=V 1416 ZHENZT B &L ORI 4 X N &
ER L, AV T74 VBT, Moy e Ry LET, 755208 TEET (&
127 — 2 OFHE O 7= DITHE RN RIT D2 ERHY £5) .

Quoted-Printable (QP) O T3 —T 4 > Y DFEE (Quoted-Printable Decoding Depth)

4% quoted-printable (QP) =  =— K MIME &1 A — VIR 7 7 A A BIRH L CTF 22— KT
EDORAANA MIETRRELET, EOREEET 20, £330y hOTRXTDO QP =
a— RERT —H 2@ T 55T 0E2EELET, QP a— R F—X 2T 5120%,
1 EZEELET,
COFTarNENTHDHGE, V=V 1415 /T D E. T 3— ROKKFRZ A <
N L, A T4 VBT, EXNVry N Rry Y LET, 52608 TEET (=
A= KRS TV DHAERT — PR L CTW AR EICT a— FRRRT 222 RH Y
7).

Unix-to-Unix (UU) OTI2—TF 4 > J DES (Unix-to-Unix Decoding Depth)
% Unix-to-Unix =2 2— K (UU > a—FR) EFA—APF7 7 A Vbl LT a— R
TEXDHIRARAA MEAEFRELET, Xy hOTXRTOUURYya—RTF—F %7 a— K15
Wi, EEEREET L, 02EETEET, UUxra— R TF—Xxz8HT5121%, -1 215
ELET,
COF T a rBNEYHTHLEE. LIV 14T EENC LT, T a— ROKRIFIZ A< b
AL, A7 VBRTIE, XNy e Rey 7 LET, $52&0MTEET, 7
a— RiE, = a— RPBo TWDAEHERT —Z B L TW 5546 7 SRS % rrRetEn
b ET,
MENEY Y

file data ¥—7U— K

IMAP 7)) 70t vHDETE
Y

GE)  ZovZia i, Snort2 7V Futy Y TIED 9, Snort3 A > AR Z DFEAHIC
DUNTIE, https://www.cisco.com/go/snort3-inspectors 2 L T 72 S0,

FIE

RTwF1 [RY— (Policies) |>[7 2 £RHf (AccessControl) 1, RIZ[Fy NT—27 MR Y v —
(Network Analysis Policy) %2 U > 7 LE¥, E7ziX[Policies] >[AccessControl] >[Intrusion].
IZ [Network Analysis Policies] 23R L £ 97,

GE) HAZLa—Fo—, ZZICV A FENTWDRPIDO/RA~NDT 7 & AFHIRNH 5
AT 2BBOARZEZFEHL TR —Ic7 7 A LET,

B 775—>avEFuTotuy
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| 77u—vavETFUFntyy
zotomar 7y 7a+w v L—u [

AT T2 HETHRY —DRIZH S [Snort 23— 3 > (Snort 2 Version) 1227V v 7 LET,
ATy T3 METHRY —OBICH S MR (Bdi) | (£) 27V v LET,
ROVICT[ETR (View) ] (@) BNRREINDLHGE, REFHMHRAL JTBELTEY . RE
EERTHHERBH D XA,
AT T8 FEF =23 RFT[RE (Settings) 1227V v27 LET,
AT TS [TV r—var@r ) 7ut vy (Application Layer Preprocessors) | @ F @ [IMAP DAk
(IMAP Configuration) | 3IEZNIZ72 > TWAHEEIL, A2k (Enabled) 1227 VU v 27 LET,

AT v 76 [IMAPDOHER (IMAP Configuration) ] DRSICH A [#RE (Edit) | (#) 227V v 7 LET,

ATy TT IMAP 7 7Vt oyt A7 gy (59 3—Y) THHENTWIHRELZEFE LET,

ATYT8 KBIIKR) V—2HELTNLIDORY —TMATERBEREET DI, [RY —IEH
(Policy Information) %7 U v 7 L, [EHEO#ME (Commit Changes) | %27 Y v 27 LET,

ERZHEETICRY =22 O EFICLEAIE, MORY —2iEd o & REOHE
BICFy vy v SNEEFIREINET,

RDBRY

cBAAL R NEENCT DAL, IMAP U et W L—)L (GID 141) 2B L
F9, BAL—IREOREEZSBLTIIEZIN,

RELE LR L ETRELHFORMESZML TIES W,

EENEY D
BARY O —BLOXy NU—I5HR) —D LA F
BALEE Xy NI = R v LRARY v

ZFO/OIMAP 7)) oty JL—)L

WDOFRIRTIMAP ') ot v v—E, FFEOREAS 7Y a VICBEM T LTV ER
Ao MBOIMAP 7Y 7t v H L— L OEAE LRI, ZNHEDL—LTA Xy NEAR L.
A T4 VRETIZ, BNy FE Ry P LET, 75120, —L B G50NTT 5 0NER
HET,

R U FDMO IMAP 7)) 7Ot yH JL—IL

J)Jotvyy |

JL—JL GID:SID

141:1 7V 7aty PN RFC3501 ICEESINTWRWI T4 T b a<wy Rak
HE 5L, AV FRERESNET,

141:2 7Y 7t v RFC 3501 ICERIILTW W —NEE 2T 5 L.
AR MR ERENET,

77—y avEIuTFontyy ]
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FIUr—vavEIyTateyy |
B rorsusoeuy

JuJetvy |G
JL—JL GID:SID

141:3 FVFat v RNMERALTHWARATYOER, VAT ACORKTREICE
LTWAEARIZ, ANV IRERESNET, ZORET, 7V 7 ety
AEYPMERAAREICAR D ETT a— F&EIELET,

POP 7Y JAtvH
Y

CE)  ZokZvarid, Snort2 7V Frty FITHTIIED 3, Snort3 A AT F OFEAIC
DUNTIX, https://www.cisco.com/go/snort3-inspectors & S L T 72& 0y,

Post Office Protocol (POP) X, VE— kK POP A —/L b — ML EF A —LEZBETH & XI1C
fEHENET, POP U Tt yhid, h—""—=057F7A4T 2 h~DPOP3 NT7 7 4 v/ %
B L, BTN TWAE T Y Fat v b— A nNGoh e, BERNTFT 74 v 7125
WTDOAXRY AR LET, PV Tutyhid, 727470 b bH—/3—~DPOP3 7
T4 INOELA—NVDRNS 7 7 AV EMH L CES (Fa—K) L, k77407 —%
ENL— VTV ANGEETHIE L TEET, IMI 7y ANV T —F EELRTICE, BAL—
JLTC file data ﬂ?“*yb* F%{fﬁﬁ [/35—’9%0

P & 72— FTiE, HEORMN 7 740v (FETLD5G) 0 B8y MCERBLRE
R 7 7 A NI E BRI NE T,

POP ) JAtyHY AT 3>

MIME & 7 A — WA 7 7 A VO T a— RISARERGEOT 2 — RE i Tix, #H0d
7740 (FFETDIEE) BIOHEE Ry MCEERDIRERBMN 7 7 A AP EIND
ZEITHEELTLLEE N,

[Base64 7 2 —F 4 > 7 DIEE (Base64 Decoding Depth) ]. [7 B> b8 E v hXAF U DF
a—F ¢ 7 DX (7-Bit/8-Bit/Binary Decoding Depth) ]. [Quoted-Printable (QP) DF =1—
T 4 > 7 DS (Quoted-Printable Decoding Depth) ], & 721 [Unix-to-Unix (UU) OF 23— ¢
> 7 OB S (Unix-to-Unix Decoding Depth) | 47> a U OENLL T ORY o —TCTHR D55
I RO REVEXMERSNET,

CFTANRDF Y hT = HHARY S
CFLT 7 A ay ha—A KU o—D%ky hT—I HHA— M k> TR SRS,
DAL L Fy T =7 5B Y o

DTFOHATTY 7ut vy P L—ARNERENTHRWES, A7V aicild7 ) Fatyd
=V BB BTV ER A,

B 775—>avEFuTotuy
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| 77u—vavETFUFntyy
pop Ty TotvyrTva ||

R— bk

POP 77 4 v 7 T HIR— 2 ELET, 0~ 65535 DB AIEETEET, R—F
BENEEDDHGAIT, W~ TREY £,

Base64 7 1—T 1 T MRS (Base64 Decoding Depth)

% Base64 =2 a2 — K MIME B+ A — VI 7 7 A A BHIH L TTF a— R T& 5K KRS b
MAERELET, EOHMEZRET DI, 00137 XTO Base6d T — 4 275 a— T 5581%
0 #EE LEJ, Base6d T — X ZMHTHI121%, -1 2FELET,

4 THEID N WIEDOEIX, WIZKEW 4 OFEEICOIY EF oD Z EICEELTIEEN,
7272 L 65533, 65534, BT 655351% 65532 120 FiFshnEd,

DX T arPNENTHDHEGE, V=V 1424 EHNC LT, T a— RORBEFHZ A< b
BERL, A VT4 VEBBETIE, BNy b e Ruey 7 LET, TH52ENTEES, 7
a— Kif, T a— KRB TWAEEERT — X BHHE L TV A I5E 7 SIC RIS 5 rlaerEn
HYFET,

TEY FBEY MNAF)DTA—T 14 27 DFES (1-Bit/8-Bit/Binary Decoding Depth)

T a— RELEL LZ2WEMIMEE A — VIRt 7 7 A A BT 27— % Ok A ML
EHRELET, INHOHMT77A NV ZA 7T, TEY b, 8B Y b, XA T U BILUOE
FI8ERVAF N ar TV HAT (=T A b, jpeg A A—, mp3 7 7 A /L
L) BBV ET, EEELIIATry NNOTRTOT—X 2T 512130 2fFETE
T, FETa—F T —HE2EET DL, -1 2HEELET,

COFTarPNETHE. EAK LI XL — V1426 AL TARS b
ERL, A T4 VEBBTIX, BNy b2 Fay X LET, TxXFET, MHIZ, =& %
X, T—HXOMHBRIZE VKRBT A EnHY £,

Quoted-Printable (QP) M T3 —T 4 > MFEE (Quoted-Printable Decoding Depth)

4% quoted-printable (QP) =  =— K MIME & A —/VIR(T 7 7 A A BIIH L CTF 22— R T
EDORANA MIAERRELET, EOREEET 20, £72137 Y hOTXTDO QP =
a— REAT—ZEESTIHHATL0EZHBELET, QP = a— K F—¥ 244 5120,
1 EZfELET,

ZOF T a v NENTHLEA. V1425 FHENIZ LT, T a— RORRIFZ A < b
BERL, A T4 VRBETIE, BTy M ey LET, T722ENRTEET, 7
a— RiE, =y a— PR TV DAHEET —Z BMHE L TV 555678 SIZRET 5 rTREMED
HYET,

Unix-to-Unix (UU) OF7T3—T 1 > DFES (Unix-to-Unix Decoding Depth)

% Unix-to-Unix => a2 — K (UU x> a—FR) EFA—NWVIRNT77AA06HMEBLTTa— K
TEDLRRAA, MEERELET, Xy hOoFT_XTOUURYya— KT —F %7 a— K75
Wi, EEZEET 20, 0 2EETEEd, UU o a— R F—2 2 EHET 21205, -1 245
ELET,

77—y avEIuTFontyy ]



FIUr—vavEIyTateyy |
B rorousntvvomE

ZOF T a DA THLEE., V=V 1427 HENI LT, Fa— ROFRKIFIZ A~ b
BERL, A T4 VEBRTIE, BNy be Ruey 7 LET, TH5Z2ENTEES, 7
a— RiE, =2 a— RPRoO TV BEHEERT — X M L TV 28557 SIRT 2 ArEetEDs
HFET,
BEErEYY

LAY OB

A EEE Ry NT—I AR Y —ERARY >—

file data ¥ —7U— K

POP 7Y 7ot v HDETE
A

GE)  ZokvZvarid, Snort2 7 Fut vy HITYTIED 9, Snort3 A AR X OFEHIC
DUNTIX, https://www.cisco.com/go/snort3-inspectors S L T 72& 0,

FIE

ATy 1 [R)I— (Policies) 1>[7 %9 Xl (AccessControl) 1. WIZ [y RU—Z53HAR Y > —
(Network Analysis Policy) 1% 7 U v 7 L9, F7ziX[Policies] >[AccessControl] >[Intrusion].
XIZ [Network Analysis Policies| &R L & 7,

GE) WAZ bz—Fo—, ZZICV A RSN TWBEHID/RA~NDT 71 AFHIR1H 5
AT 2BHORREFEHAL TR =27 7B A LET,

ATy T2 HETDHHRI > —DRIZH S [Snort 23— 3 > (Snort 2 Version) 1227 Y v 7 LET,
ATYT3 WETLRY —ORICH D [fRE (Edi) | (£) 2270 vr LET,
RDOVIT[FETR (View) | (@) BERENDIGE, REFTMU AL ATBLTEBY . RE
HERTDHHERPD Y THA,
ATy T4 FEF—2 g NPT REE (Settings) 1227 U v 7 LET,

ATy TS [TV r—var@> ) 7ut v (Application Layer Preprocessors) | @ F @ [POP D&%
(POP Configuration) ] 2MEZNZ72 > TWBEAEIL, [E2ML (Enabled) 127 Vv 7 LET,

AT 76 [POPOFE (POP Configuration) | DR&ICH H[#RE (Edit) 1 (£) 22U v 27 LET,

ATy 71T POPT Y 7ukoy¥h 47var (625—Y) THHINTWIREEZERLET,

ATV T8 HZIZHR) U —FEELTHLZORY —TMATEREERFT HI120F, [FU > —1EH
(Policy Information) |1 %7 U > 7 L, [E®EOffEE (Commit Changes) | %7V v 27 LET,
EEEMEEETICRY =2 ZDOEFIZLESGEIE. MNORY o—ZRET D &, HEOWE
BRICx Yy v yaSNEERIIWEINET,

B 775—>avEFuTotuy
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| 77u—vavETFUFntyy
zottoror 7y Totyy —u

RDBERY

ARAANRY N EAITTBEEIL. POP Y Tutk v L—L (GID142) /NI LE
T B OWTIE, BAL— LREEOREEZ SR LTI,

RELE LM L ETRELHFORMEZSZML TIZS W,

EELEY D
LAY OEHE
BMAELEW Ry NT—T AR =L RARY —

ZOH/OPOP 7)) JOtEvH JL—JL

WDOFIRT POP 7' 7ot v¥ —Ld, BEOREAT v a VBT TR
Ao ZOMD POP 7Y kv L—)L L [EEEIC \_h%@w—w LoTARY MEAK
L. AU 74 VBT, BNy e Rey 7 LET, T561E. ZnH0L—1LEH
INZT HMERH Y T,

R15:FDMO POPT) TOEvH JL—IL

J)Jovyy |

JL—JL GID:SID

142:1 7V 7ty PN RFCI9BIICERZINTWWARNWI T4 T b a<wr Rak
HE 5l AV FRERENET,

142:2 7Y 7t v RFC 1939 (IZEZX I LTV W —NEE 2T 5 L.
AR MR ERENET,

142:3 Pty RMEHLTHNE AT DOEDR, VAT ATORRKEREIZE
L TWAEHAIZ /(/\/M AR ENET, ZOBEST, 7Y Tay iR
%:EU#ﬁﬁHT Wb ETCTa— RFaEIELET,

SMTP 7'!) JotwvH
\Y

GE) Tk va X, Snort2 U Tty Y TITE Y £9, Snort3 A AT X DOFEMIC
DUNTIE, https://www.cisco.com/go/snort3-inspectors S L T 7230,

SMTP 7' J 7t v Hhid/—/L =Pkt L, SMTP 2~ REEHIET 5 L5 IR L%
T, 20XV TatyE, 74T IO —NR—~D T T 4 v ITHNDOET A LD
77 ANVEMBLTES (Fa—R) 7528 TEFET, Y7 V=T ONRN—Ta
WZEo>TIE, SMIP F 77 4 v 71280 MU T—ENTBAAL XY NOFRRRFIZa T H A
BT D720, BFA—NDT 7 ANG, T RVA, BEO~Ny X —F =2 LM LE
7

77—y avEIuTFontyy ]
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FIUr—vavEIyTateyy |
B svroyiotwvsorivay

SMIP 7 Aty HYOA 73>
EHLZBENEZIFENCL, SMIPTF a—FBZ BT 28 ST 7 0 v 7 DX A TP EFIE
DA S arrBRETEET,

MIME & 7- A — WA 7 7 A VO T a— RISARERGEOT 2 — RE i3 i, #H0T
7740 (FFETDIEE) BLIOHEE Ny MCEERDIRERBMN 7 7 ANADBNEEINS
ZEITHEELTLEE N,

[Base64 7 21— 4 v 7 DIES (Base64 Decoding Depth) 1. [7 B M8 B b XA F U DT
a—7 4 7 OBS (7-Bit/8-Bit/Binary Decoding Depth) ], [Quoted-Printable (QP) D7 = —
T 4 ¥ 7 DOHEE (Quoted-Printable Decoding Depth) ], % 721 [Unix-to-Unix (UU) OF a—7 «
> 7 DFES  (Unix-to-Unix Decoding Depth) | 47> a Y OEBLLFORY > — TR D54
L R REVERMERSNET,

RULT 7R aryhra— L R —DFy NT—Z 55— L > TR ENRS,
MDA AF L Foy k=2 A 2

UTFOHBETTY 7oty L—ARNERENTOWRWES, A7 a 37 FTakvd
L= BEAHT BTV ERA,
R—+

SMTP F 77 4 v 7 BT 2R — FE4EE LT, OUEDOEEZfRETEEd, HHOR—
FEFRET DHEE, Vv TREID £,

AT—krII A 2ARY S 3 (Stateful Inspection)

BRI TWDEEA, SMTPT 2 — X IREARGF L, &7y hoky v aryrary7FA b
PRML, RSNty Y a T EBRALET, BIRENATWARWES, By ar o
VFXARNRLUCELE DOy NESTLET,

F#R1t (Normalize)

[T_T (AlD) JIZRET DL, T_XTOa~vy RRERbENET, a2~ FOBKITEED A
NR=RALFRDDENE D NEER LET,

[72L (None) JITRET DL, a~vr FIERILShEEA,

[Cmds] IZERET D &, [H AKX L a<>2 K (Custom Commands) JIZU A hEILCWBa<wy
RO ERIE S ET,

HAAZ L A< F (Custom Commands)

[IE#{E (Normalize) ] 7% [Cmds] IZF%E SN TWAHEAIC, VA SR TS a~y ROIEM
£,

ERUET DV ER S LA~ FETHA N Ry 7 ZHEELET, a2~ FORITEBD A
NR=RALFRHLNE D INEfR LET,

B 775—>avEFuTotuy



| 77u—vavETFUFntyy
smrp 7y Fnwvgorivas ||

A~R— 235 (ASCIL 0x20) & #7305 (ASCI 0x09) 1E. [EHULDT=HIZ AR— 254 L
ThHU L hENRET,

T—#3 %R (Ignore Data)
A—)L F—H B HBEF . MIME A —/L ~y X — F—Z T2 L FE T,

TLS 7—74 % #&%8 (Ignore TLS Data)
Transport Layer Security 7’2 h 2 /L CHEBAL INT-2T — X ZAHE L FH A,

72— k7L (No Alerts)
#3527 kv L—ANERTHIHEIZ. BAAL XY MEEHGIZLET,

AL a< > FOB®E (Detect Unknown Commands)

SMTP F 77 ¢ v 27 CAWRa~y et LET,

IOF T a BT E AR REAR L, A T4 VIEBBRTIE, BNy bR Rry L
FI, EITHITIE, V= 1245 EEMITEET,

avy RS54 0OKKAE (Max Command Line Len)

SMTP 2~ RIA VN ZOELIVEWVWGAICZEOZLEZHRELET, a<v 2RIV DES
EREHL2WEGEEIE, o 2FELE T,

RFC 2821 (Network Working Group (Z & % Simple Mail Transfer Protocol {£4£) Tix, =~ K7
A VDORRELLTSRBAHREINLTWET,

IOFTaNBElTHARY MEAKL, AT A VERTE, BNy FE Ry L
F9, EITHITE. — 1241 DT ET,
Ay A —ITOEHEKE (Max Header Line Len)

SMTP 55— & ~o X — (TN ZOEL D EWVWESICFOZ LM LET, T—F ~v & —1T
DEIZHRELAAWVWESIT, o 25T Li*ﬂ

ZOF T a AL TARY MEARL, A T4 VBT, BNy hERr YT L
F9, EITHOITIE. =L 1242 BION 1247 #HIC L ET,
[E&fTDEAEK (Max Response Line Len)

SMTPISEATIN ZDE L D EWERICFOZ L2 LET, IWEIfTOR S 2B LARWES
X, o BfELET,

RFC 2821 TlL, IBITOHRKEE L TSR BN HERINATHET,

=V 1243 AT H L, 20X T a LT, BIOREDa~ FI 4 00k
KE (AltMax Command Line Len) | 47T 3> (Bl TWDHEE) LT A2k
AL, 474 VBT, Ty e Rey 7 LET, 2752 ENTEET,

77—y avEIuTFontyy ]
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REDaO<T Y RS54 oOmARE (Alt Max Command Line Len)

BEDa~ L FOSMTP a2~ RIA VN ZDEID REWEAIZEOZ L 2R LET, f5E
Lica~vy ROavy RIA VEEBRBELZVEGAIE, o #fRELET, 20~ Ricxt
LT, SEIERTI7ANVDEN TAVERKESNLTNET,

ZOREIX, BESN-a~vr RO [a~vr RT7 A Ok kE (Max Command Line Len) ] @
REEA—NR—F 4 FLET,

=243 HNNZTHE, ZOF TV a AL T, BIOUSEITORKE (MaxResponse
LineLen) | A7 v a v (Ao TWH5E) WAL TAXRY FEAERL, AT A V8
BACIE, E Ny M Ruey X LET, 2752 EMTEET,

7 a~< > F (Invalid Commands)

INLDaA~ RIn7 747 MUINORESNSGAICEDZ L2 LE T,

=L 124:6 ZHNCTHE, ZOF T a AL T, BXO[EHR <2 F (Invalid
Commands) JICBILT AN hEAERL, £ T4 VBT, By b2 RFay 7L
F9, EiTHOZENTEET,

E#h#ia~< > K (Valid Commands)
IOV ANDavy REZFATLET,

ZOURARMRZEDEETH, T TukyIc kBRSNS A%~ FiZ, ATRNAUTH
BDAT DATA DEBUG EHLO EMAL ESAM ESND ESOM ETRN EVFY EXPN HELO HELP IDENT
MAIL NOOP ONEX QUEU QUIT RCPT RSET SAML SEND SIZE SOML STARTTLS TICK TIME
TURN TURNME VERB VRFY XADR XAUTH XCIR XEXCH50 X-EXPS XGEN XLICENSE

X-LINK2STATE XQUE XSTA XTRN XUSR T,

A\

6=

RCPT TO £ L O*MAIL FROM /X SMTP =i~ R T4, U 7ty ETIE, a~v N4
RCPT & MAIL X ENFERA ESNEY, 7V 7ot v PiEa— KN TRCPT BXUMAIL %
ElWwavry R4~y 7 LET,

=L 1244 ZHCTHE, ZOF T a AL T, BXO[EHR <2 K (Invalid
Commands) |47 a v FEEFHAOHE) AL TAXY MEAERL, A T4 VERT

(=N

BTy e Fry 7 LES, 2{7) 2ENTEET,

F—4 3<% > K (Data Commands)

RFC 5321 {2335 < SMTP DATA =2~ NIZ kBT —X DE(E LR U HETT — X EE 2B
THavy RERELET, BHOa~ Ly RIZAR—ATRY Y £,

N F1) T—4 a< > K (Binary Data Commands)

RFC 3030 (2355 < BDAT 2= RIZ L DT — X ORE L EHUDOFIETT — X EEE2bET 5
g~y RERELET, B~y RIZAS—2TREY 7,

B 775—>avEFuTotuy
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$A5Fa~< > K (Authentication Commands)

TIAT v NBEIOY— M CRGER BT 2 a~ > FEEELET, o=~y Nix
ANR—ZATCRY]Y F9,

Detect xlink2state

X-Link2State Microsoft Exchange /X 7 7 7 —# A —N"—7 a0 —WBEDO—{THDLH 7y N
BMIBLET, A T4 VBT, VAT 60ry M Rry 752 LT
ﬁ—o

IDF T a Nl THEA R "EARL, AT VBT, EXNF Yy R Rry L
F4., BITHITIT. A— 1248 ZHENCTEE T,

Base64 71— T 1 U MRS (Base64 Decoding Depth)

[7— % Z A (Ignore Data) | W& Th 5855, 45 Base64 = 21— R MIME &1 A — /LIS
77 ANDOHMELTT a— T2 MEEBRELEY, EOEILIRET2010%
FREL T, §XCD Base6d 7 — X %7 2— N LET, Base6d 7 — ¥ ZMHT 511X, -1 255
ELET, [IgnoreData] DR SN TWDHELA, 7V ety iy —4%27a— RLERA,

4 THIY GIRWVIEOMEIE, RICKE W 4 OFHICHIY EF 6N s 2 LITHEREL TIZE W,
72721 65533, 65534, $5 L TUN65535 1465532 W1V FiF bivET,

TOF T a rBNENTHLEES, L—L 12410 ZENCT S L. T a— RO A~
VREARL, AT VREBRTIE, BNy bE Rey T LET, THZLERTEET
(mra— RFRE S TWVBGAERT — PR L T A GEE R ST a— RRRIT 5 2 L2
HHET) ,

IOF TV a ik, BIEEREAT Y 2 v [MIME T a—F 1 > 7 O3t (Enable MIME
Decoding) ] B LN [MIME 7 2 —F « > 7 O KOEE  (Maximum MIME Decoding Depth) ]
ORbVIHERESNET, BlEENInboA 7Y a 103, BEORARY —Cldk i A
PHEZHERFT 2 AR TEIE & AR — F SN THET,

TEY FBEY MNAF)DTaA—T 14 27 DFES (1-Bit/8-Bit/Binary Decoding Depth)

[Ignore Data] NS TH 556, 72— RELEL LeWE MIME &1 A — VIR 7 7 A v )»
SHIHT 2R ARNA MEEIRELE T, ZRODIRM 77 ANV 24 720F, TEY b, 8E Y
M NAFTY BRXOSEISERVALTN—h a7y X7 (FL—2TF AR, jpeg

AA=Y, mp3 7 7 ANRE) ROV ET, EEEITINT Yy NNOTXTOTF—Z 287
HITIX0ZEETEET, T a— R T —XEEBATHICE, -1 ERELET, [T—¥ 2
i (Ignore Data) | BEHR SN CWAHE, 7Y Ity Hidr—2 2 LEREA,

Quoted-Printable (QP) M T3 —T 4 > Y DIEE (Quoted-Printable Decoding Depth)

[7—# Z AL (Ignore Data) | 235072354, 45 quoted-printable (QP) = =— K MIME &
A= N7 7 AN L TT 2 — R 5K, MEEEELET,

1 ~ 65535 31 NERET D0, £2E, 7y hOTRTOQPra— K F—F &7 a—
RT258130%BELET, QP a— KT —X 2T 251201, -12HBELET, [T—

77—y avEIuTFontyy ]
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2 %ML (Ignore Data) | MR INTWDGHE, 7Y ety iy —44%47a—NLEY
/Uo

IDOF T a v BNENTHLEE, L—N 124:11 ZEMCTHE . Fa— FORMEET A
VREERL, AT VBT, BNy e Rey X LET, TAHAIENRTEET
(Z a— FRESTVEEACT — A BHHE L CWAHAREICT a— RRERT 5 Z &0
HVET) .

Unix-to-Unix (UU) OT2—TF 1 T DEZ (Unix-to-Unix Decoding Depth)

[7— % %4 (Ignore Data) | MEM 22854, 4 UNIX iy 22— R (UU=>=—FK) &1
A= N7 7 AN L TT 2 — R 5K, MMEEEELET, 1 ~65535/314 h
ERET L0, £, X7y bOITRCOUUTya— KT —Z &7 a— KT 5858130%
BELEY, UUxzra— RTF—¥ 2T 512F, -12BELET, [T —F 2 (Ignore
Data) ] 2NEREINTWAHE, 7V TetkwyHEis—42427a—RKLEHA,

DX T arPNENTHDHEGE, L=V 12413 AT DH L. T a— ROKEFIC A~
YREERL, A UTAVERTIE, BNy bE Ry LET, TAHZENTEET
(2 a—=RBEES TV HAERT =P L TWDEA R EIT a— FRRIT 5 Z &
HoET) .

MIME &5t 27 74 )L&2®DO% (Log MIME Attachment Names)

MIME Content-Disposition ™~ » 2 —72>5 O MIME IRkff 7 7 4 VA O ZH LT, By v =
VTHERENDTRTORAL R MZZ DT 7 A V4 EBEAT £, BT 7 A4 V40839
A—hSNTWET,

ZOF T a WA THLIGE. RAAX NOT—T )V Ea—0D [E A —/VIT (Email
Attachment) 5T, A X2 MIBHETIT O TND 7 7 A VADRERRSINET,

ZEHET7 FLAMAOY (Log To Addresses)

SMTPRCPTTO =2~ L DZFEEDE A —/ T FLAOHHERHIZL, By a v
TERINDTRTORAAL XY MTZOZEET R ACBEEMT £, BROZEERY
A—hSET,

DX T arPENTHLIGE, BAAXR NOT—T NV Ea—0D[E A —/1V%[{E4 (Email
Recipient) |2, A X2 MIBHETIT G TWDEZEENERINET,

EEFE7 FLADAOY (Log From Addresses)

SMTP MAIL FROM <> RN DOEFEDE A —/L T FLAOHMEZARHIZL, By =
VTERENDTRTORAA R MZZOKREHET R AZEEMTET, HHOEREET
RL AR R—hENET,
IDOFTLarPENTHLIEE. BAARY FDOT—T IV Ea—D[EFA—/VikEH (Email
Sender) 142, A XY MIEHET T SN TV D EEENRERINET,

B 775—>avEFuTotuy
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swrp 7a—roizE

Ay A —@0O7%5 (Log Headers)
B A=~y A= EZANILES, SN ML, [~y & —Dr T DS
(Header Log Depth) JIZFRE SNV TWAEIZ K > TR ED 7,

F—U — R content F£ 721 protected content EHEALT, BT A~y H— T —H &N
2= UTHERT2RANV=VEZERLTEET, BAAMXCE ATy b Ea—i2, S
NIZETF A=~y X —=PNFoRSNET,

AYZ—DOTDFES (Header Log Depth)

[~y & —nuZ (LogHeaders) |NHAZNTHDLHE., HHTDHE T A —IL~y X —D/A Mk
AIELET, 0~20480 1 FEFEETEET, HOEZFHET DL, [~y ¥ —DrZ (Log
Headers) | BHENIC72 D 97,
BMELEYY

AR a7 3 LU protected_content ¥ — U — RO 5[5k

SMTP 71— FDEE
Y

6=

ATy T

ATy T2
ATvT3

ATvT4
ATy TH

ATvT6
ATy 717

DUNTIL, https://www.cisco.com/go/snort3-inspectors & Z M L T 72 &0,

Zov I aviE, Snort2 U Fut v IS THEEY £, Snort3 A AT H DM

FIE

[R1) &— (Policies) 1>[7 ¥ Al (AccessControl) ], KIZ [y hT—2 AR Y > —
(Network Analysis Policy) 1% 7 U v 7 L¥7, E7zI%[Policies] >[AccessControl] >[Intrusion],
iz [Network Analysis Policies] z 3% L £,

GE) HAX Aza—HFo— L, T2V A NI TWDEERIID/IRASNDT 7% ZHIBRH 5
BAT. 2BBAORZEFHL TR V=27 7 A LET,

WETDHRY > —0EITH D [Snort 23— 2 > (Snort 2 Version) %227 U v 7 LET,

WETHRY »—OICh S (MR (Edit) | (£) 227V v7 LET,

ROVIT[FER (View) | (@) BERENDIGE, REFHHA R AL ATBLTEBY . RE

EERTHHERPD Y FHEA,

FTES—var v RUT[ERE (Settings) 127 Uy 7 LET,

[TV —arvEry rat v (Application Layer Preprocessors) ] @ @ [SMTP D% E
(SMTP Configuration) 23N> T2 5EIE, [N (Enabled) 122V v 7 LET,

[SMTPOE (SMTP Configuration) | DREICH H[#RE (Edit) | (£) 227V v 27 LET,
SMTP 7'V 7t v¥DF7var (66 —) THHEINTWAA T Va2 ERLE
j—o

77—y avEIuTFontyy ]
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RATYT8 HZRICAR) V=2 ELTHDLZORY —TIMX BB ERFTHIIE, [RY —1FH
(Policy Information) ] %7 U v 7 L., [EHOME (Commit Changes) %27V v 7 LET,

EREBEETICRY) V=220 FFICLTEGAIE. HORY —%HET D L. REOEE
BlICx v v SNEEEREIIRESNET,

RDBRY

AR PEER L, A TA VBT, BTy FERFry 7 LES, 217912
%HPfU7nty%nww/mmlm)%ﬁ%mbifoﬁﬂ_owfi\&ﬂw~w
REOFREEZZM L T EE,

RELE LML ETRELHFORMEZZML TIES W,

BEErEYY
LAY DOEH
ﬂﬁim&ﬁrﬁ Z‘/}‘U V) *ﬁ'f)/**(k{x)\j—)/**

SSH 7y Aoty
\§

GE)  ZokZiad, Snort2 7V Futy Y TEED £9, Snort3 1 A7 Z DOFEARIC
DUNTIE, https://www.cisco.com/go/snort3-inspectors 2 L T 72 &0y,

SSH 7Y Zutvy¥ Tk, KOKBEEZKRELET,

e F Y LUV VARNV ANy T 7 F—R_—Ta—x 7 ZA7FaA b

sCRC-32=7 27 uaA k

*SecureCRTSSH 7 9 A4 7 b Ny 77 F—NR_X—Tna—x /7 A7aA b

e 1 h I LR —E

* RIE72 SSH A v E—T D )W)

e NR—=V a1 T 20D TRTONR—T 5 o UFF|
FX LUV VAR A Ny Ty F—_—T7a—E¥ L CRC--32 WEIZTWT I F—HD%
WCRETLHOT, BEElbEnTnEd, WIhOKETYH, 20KkBEZ B2 @L0 b RE 2
AN a— R TF v Lo PHEHBICY — NIEEENE T, CRC--32KBOXR LR DLDIT
SSHN—V a1 DRATHY, FTY VLUV VARV A Ny Ty F—N"—Tn— 27 XA7aAf

FORRERDDIETSSH AN~ a0 2 DRATT, N—T g U UFHNE, 'y v g o OBMAERE
AR LNET, N—Va U XFINOENERE, O ORBIZFEFICEDbET,

B 775—>avEFuTotuy |
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SecureCRTSSH =7 A 7' m A k& 7'm b a/ VR —HIWEIL, RBATNCEEZEX2) 7 4 C
L L9 LT LXITRELET, SecureCRT =7 A7 A K TliL, EFICENT 2 =
ID SLFHIN T FA4T 2 MCEGFESH, ZhPBFRRE TNy 77 A—_"—T7a—R35AE L ET,

u bharftc—#lx, ESSHZ FA T b T TV r—arRNtdaT SSH — T L
KO ELESAE, FHREFY— NI TA T ONR—=Ta VFEER B LWEEICELE
7

SSHZ'U 7 ut v g, HEEDKR—FELFR— POV A NTITI 74 v 7 2RET 50, &
70XSSH N7 7 4 v 7 ZAEMICHRHT 2 X ) ICRETEET, FBENA MUZETHET
R ER OB 56 3 RRNESNToh, FBET > MRICET 5 £ TIINA MR EERK
NA MNEEBZHET, SSHNF 7 4 v 7 OBENFATSNE T, KRS MIEBAI25E
X, CRC--32 (SSHNN—Va 1) WEBFELZEFTF Y LUV LARIANRNY 77 F—"—T 11—
(SSHRN—V a2 2) WEPBELTLEARINET, 7V vy, &FEL TN
BTHLNR=Ta 1 FE2 NN —=2 3 U TFINERET D 2 EICERE LT &N,

SSHZ'Y 7oty ¥ Tid, 77— 73— AKBEPLHE SN2 SICHIERELTIZ SN,

SSHO oty nA7ay
WDONTNDLRFEETLHE, P oy idtyi a7 4 v 7 OBMELEILLE
7,
« ZODIEFAL R T, = RE T T4 T NETHERIR MM TN E . ik
IS T L £,

s AR OB 5L/ v FOBITET DR, [ — A= IS8BE N RN E FRE S oA

4% (Number of Bytes Sent Without Server Response) ] (23 L7256, Z D&, BEHN
bolebDLEINET,

[T 2851k 37~ b D% (Number of Encrypted Packets to Inspect) (27T 2 £ TOH LN/
B — =G LY | [P 0B W FE FEE Z o3 1 bEE (Number of Bytes Sent
Without Server Response) |23V &> hZdL, "y N Iy FBITLET,

WIZRT SSH D7 U F ot v O EF THBI L E7,
o [—s3— A — bk (Server Ports) ] : 22
s [HEEHA— F (Autodetect Ports) ] : off

[Furbhar A=Y a X M) T DORKE (Maximum Length of Protocol Version String) ] :
80

s [RET DR >~ b @%% (Number of Encrypted Packets to Inspect) ] : 25

o [P _X— BN W E FEE S 7231 ML (Number of Bytes Sent Without Server
Response) ] : 19,600

AT g TTRTHER T,

ZoFITIEH, TV Taty IR —F 20 T 7R ERELET, o0, BEH
HNESTH D720, HESNTZR— N TORBELZ LET,

77—y avEIuTFontyy ]
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T, WOWTRPRRETLE, Zoflo7) Taty I T 74 v 7 OREEELELE
TO
« 7 TAT Y RS EDKEEAL Ny FERE LI, TRTOAT Y bOF— 2 EHFR
19,600 314 LA N Tholz, WEIT o7 L BESNET,

« VT AT VRN, 25 EMDIEEAL N T 19,600 N1 FEMWZ AT —ZEEELE,
DOBA. ZOFDOE Y a I SSH A=Y a0 28y arThald, U Fatky
L OBERTF XY L VLV AR ANy T 7 = R_—=T -, THDL AR LET,

ZoFOT) Tat it FT T 4 v 7 OBEHILLFOREAEEL THENE IR
HLET,

$80 XA FEVRWAR—=T g o FHNZLY NI - LTHERAENS I —N F——7
m— (Z#E SecureCRT =7 A7’ A bERLET)

e 7u I )LDOA—E
o HEICHEN S N v b
mRIC, 7Y TutyHiE, A=V a U RS OTRTON=Y g VT E BB
CHELE,
DITFOBMBATT ) 7t o = ANEREINTWRWES, 7Y a7 ) 7akw vt
=V REHEA T STV ER A,
H—s/\— 7R— k (Server Ports)
SSHZ U 7aty YN b7 74y 7 aBETLULENRDLFR— FERELET,
1 OOFR—br, FREFEHEHOFR—1 2D~ TR A MNERTETEET,

BEjfaH/R— + (Autodetect Ports)
SSH 77 4 v 7 2B T A2 L2127 7Tty 2R ELET,

ZOF T a v PRRSNTWDAGE, 7Y ety HET_XTDO N7 7 4 7 TSSH A—
ValrFERERELET, 774 T M ATy MTb YA Ry M NN—T g VESN
BERLTWRWEEIE, LEMELELES, B Tho5A. 7 ety Hid [Hh——
AR— 1k (ServerPorts) | A7 > a V THEINTWDL N T 7 4 v 72T EBELET,

BRETHESIE/ Ny FDO®RKXE (Number of Encrypted Packets to Inspect)
Ty varHiZY DALY — AR S NIZREN RO 57 v hOBERE L7,
OFTvarEErilRETLE, TARTORNT T 4 v 7 OEEPTFAISET,

RAERM GO ST v FOBEROT &, —HOKENRE SN 2D ERHY £,
BRASH R OB 5L/ T v FOBEHEST L N7 4+ —~ U ATEREE RTTAREER H Y £
R

B 775—>avEFuTotuy
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Y—N—IGEN G NFEFEEINI=/N1 2 (Number of Bytes Sent Without Server Response)

SSHZ AT v "D, IGERLTH—RIZEETEDIRRNAS MEEEELET, DR
A M EEBZAE, FX LoV LARSA Ny Ty F—_"—T7 o —I8F 7~ |3 CRC-32 K&
PIHEEINET,

TV 7ty NFY LUV VAR A Ny Ty F—_"—Ta—F LT CRC32 =7 A7
A4 MBI 255813, 2047 a Y OEEESL TSN,

JOorkalnN—C3ar R+ UG DRKRE (Maximum Length of Protocol Version String)

P N—=D/N— a3 VTFINORRFFENA NIERELET, ZOHEEZEZ5 L. SecureCRT
T ATaA FERRENET,

FY LY LRRIRANYT7 A—N"—270—KEDHEE (Detect Challenge-Response Buffer
Overflow Attack)

FY VIV VRARCA Ny T 7 F—=N"—=Tn— 27 27 uA FOBHEZANEITERICL
P

SOAT Y a BT B ARy MEER L, A VT4 VBT, By bE RR YT L
F9, T, =L 1281 ZAICTEET, SFTP vy g id—/ 1281 % R Y
H— ﬁ‘é%/\#%é ZEICHEELTLEE N,

SSH1 CRC-32 IRE M (Detect SSH1 CRC-32 Attack)

CRC-32 =7 A7 uA NOBHERNETITEDIZLET,
*@ﬁfyay’%¢é4xy&%$&b\4y94y%%f@\@ﬁﬂﬁyr%mefb
F3. BITHICIE. —L 1282 AN TEET,

HY—N—F—/\—T7a0—nNKH (Detect Server Overflow)

SecureCRTSSH 7 9 A 7 b Ry T 7 F—n_—Tn—x 7 2704 sOBH &2 HRhE 721348
L £,

SOAT YIRS MRERL, A2 T4 VEBTE, S b Rry T LET,
T 5120, — 1283 EEGNIC L ET,

0 FaILF—BDIEE (Detect Protocol Mismatch)

A= = Nk DY - fa n R SR I e e ) | N = S

COF T a AT AEANR MEAK L, AT A VBT, By PR Rey L
F9. AITOIE. —IL 1284 AN TE ET,

ELLGEWWA YyE—DARODES (Detect Bad Message Direction)

o274y 707a0—FRRELLRWESE (DF0, HEESNDIY—N"—BTFA4T 2k
FIA4w T ERER LD, 7734 T MR —NR—= T T 40w BERLZD LTZBEER) OB
HEENE-ITEHICLET,

| 77—y avEIuTFontyy ]
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TOF T a T AEANRCNEAR L, A T4 VBT, By b E Rr YL
F3. AITHI2IE. —L 1285 AT ET,

BEDRAO—FIZELLBEWLRSAO—F Y4 XD&H (Detect Payload Size Incorrect for the
Given Payload)

SSH N7 MIFRESNTERSVIP SNy X —IHBESN TV O EFHE ETFETLIHE. Ay
T—UNUIDEBETOENDGA. DEVRERMR SSH Ny ¥ —%2 R TE b+ T — X 3780
%6@5®\MOLA4H~b%41®A7/%@&ﬁ%ﬁ%itiﬁm LET,

ZOF T a BT AR MEERL, AT A VBT, BNy MERry 7L
F9. EITOIE, L— 128:6 EHNCTE ET,

ELLBLWN—=23 Y R YUY DL (Detect Bad Version String)
HhThrie, 7V ety did, FELTOWARWEAETHEAN—Va 0 1 720132 DSt
W=D g3 VIFHNERNT D2 EICERELTIEEND,
:@ﬁfyay’%¢64Nyk%$ﬁb\4V§4V@%?u\@ﬁﬂ&yF%Pmny
9, EITOIIE. —IL 1287 AT TEE T,

SSH 7Y o+ vyHNDEE
A

GE) ZovZyaiid, Snort2 7V 7ty HIcYTEEY £9, Snort3 o 2 AT X DFEANIC

ATy T

ATy T2
ATvT3

ATy T4
ATy TH

DUNTIX, https://www.cisco.com/go/snort3-inspectors S L T 72 &0,

FIE

[R1) >— (Policies) 1> [7 ¥ X #lfE (AccessControl) ], (X NU—Z5HR Y o—
(Network Analysis Policy) 1% 7 U v 7 LE9, 7| i[PoI|C|es] >[Acc&sControI]>[Intrusion]\
W IZ [Network Analysis Policies] & 3R L £ 97,

GE) HAX Aa—HFo— L, T2V A NI TWDERIID/INASDT 7% ZAHIBRH 5
BlE. 2BHONRRAEFEH L CRY =77 A LET,

MRETZRY > —DREIZH 5 [Snort 23— 5 > (Snort 2 Version) 1 %27 U v 7 LET,
WET 2R —ORICh 2 [#R&E (Edit) ] (£) 227V vr LET,

ROV [FR (View) ]| (@) BERRENDLIHE. REITHH N AL VB LTEY . RE
EEETHHERDH Y E£H A,

FEHF =3 RRVT[RE (Settings) |27V v o LET,

[77V/r—a @7V 7rtv¥ (Application Layer Preprocessors) ] @ T @ [SSH DAk
(SSH Configuration) ] 2MELNIZ 72 > TV 5455 51E, [A2ME (Enabled) 1227V v 27 LET,

B 775—>avEFuTotuy


https://www.cisco.com/go/snort3-inspectors

| 77u—vavETFUFntyy
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AT 76 [SSHOHERL (SSH Configuration) ] DF{ICH 5 [#RE (Edit) | () 227Uy 7 LET,

ATFwF1 SSH7) Fukoy ot Far (7133—=Y) TSR TWEA T a v 2EBLET,

ATV T8 HZICR) —ZEELTHEZORY —TIMATEREZRFT DT, [RY > —IFH
(Policy Information) %727 U v 7 L, [EHOME (Commit Changes) %227V v 7 LET,
EREZHEETTICRY O—%2ZDOFEFIZLTGEE, BORY O—%2RET L L. REOMHE
BIZF vy v SNEEFIIRESNLET,

RDBERY

RAANRY NEAICTBEAIE. SSHYY utk v —L (GID128) AN LE
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