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[A72xY b (Objects) |>[A#TP x4 FEE (Object Management) | ZIR L 7,
[FlexConfig] > [T¥A M AT x4 b (Text Object) | ZiEIR L 7,

VAT NEFA TV =7 | threat_defense_statistics D [#REE (Edit) | (#) 227U v L
£7,
EIXESEEECEETN, [F— =T 4 F (Override) J'E7 > a v aM&, B (Add) ]
IV LT, TRAAL—=N—=F 4 REERTDHZ EE2HRELET,

(T77®A aryra— LR —DFEDYTEHLT) P—ERARY —%%E YT
DT NA RAERINL, BEM (Add) 1227V v 27 LT, BIRERD A NMIT A A%
5LET,

[A—/3—=F 4 K (Override) |27V v7 LET,
FT V= NMZIE3 o0y MY BRSBTS, 3IRAETHREIISC T[TV b

(Count) 1227 Vw27 LET,

U— MEBR, N—=Z K~ L—F, BEOFEHL—FE LT ~3DNEF TREREEZ AT
LET, A7V FO#HAEZZBRL, ELWEFTEAZANLTWAZ L 2R LT
<TEEW,

[T V=7 bDOA—s3—=F A K (ObjectOverride) XA 7 v 7Ry 7 ATLHEM (Add) ]

Vw7 LET,

[T AN AT V=7 FOfmEE (EditTextObject) XA 7 12 7R v 7 A THRTE (Save) ]

Uy LET,

AT v T4 TCP RATZAE OMEHER A BN LE T,
TCP fATZAE DR FHIE R Z AN 5121E FlexConfig RNV 3 — %2R ETHSLENH Y £,

a)

[T/84 R (Devices) ]> [FlexConfig] 4R L £,

b) RYT—ZFTTIZT A RCHVYTTWLEEIE, TORY U—%fwmELET, FIDY

TTWARWESIE, FTLWRY —%ER LT, BEEZITHT A AZEID Y TES,

B v-—cxKRys—



| #—ExKyL—
SYN 75 K DoS Bsehh 5 D —i— g (Tep k72 |

¢) [FJH ATAE7: FlexConfig (Available FlexConfig) ] Y A b C [Threat Detection Configure] % i
WLTP>1227 Yy r7 LET, A7V MR AEN FlexConfig (Selected Append
FlexConfigs) ] U A MZBIEHET,

d) [frfF (Save) 1227 U v 27 LET,

e) (A7Fvay) [FLEa—fE (PreviewConfig) | 7 U w27 L, WTNHLDT /A A

BBIRT 52T, RENELWT EaMERTE £,
WROBEFARFIZT ASA ACEZIAEND CLI A~y FRERINET, ThbDa~wy R
I, P—ERX R —BLOEBRHOFGHERICKE R a~vy RREERLET, 7L
Ea—@DOTFIZAZa—/L LT, BMENZCLI 2R LET, 774/ MEZHEH L TW
LA, TCPRATZEDOFFHERO 2~ Fid, WO X HIZ20 FT (o375
ZDICBATENTVET) o

###Flex-config Appended CLI ###

threat-detection statistics tcp-intercept rate-interval 30
burst-rate 400 average-rate 200

ATV TS IIT, BEEZTLHT A AERZREFATEET,
ATV T6 kOa~vr FEHHALT, T3 A0 CLI 5 TCP RATZEORFEHREZE=4— L £,
« show threat-detection statisticstop tcp-intercept [all | detail] : W8 % 5% 1F CTl# Sz BAL
10 DY —_"—Z2FKRLET, al F—U—FE, FL—AZNTVLTXTOF— =D
BT — % 2F R LET, detall ¥—7— Nix, BES TV 7 F—2EFRRLET,
VAT AT V— MNHROMICHEOKZ 307 Y 7T 5, T 74 D305
MDA, 60 1 Z L ITHFHERSNE I E T,

GE) shuna~> REEAL T, RAMPT RLA~NDEKEEZ T 0y /7 TEET, Ty
7 ZHIRT HI121%, noshun 2~ > R&EEH L ET,

« clear threat-detection statistics tcp-intercept TCP fXAT5218 OFEFHE MR A2 HIFR L £,

&1

hostname (config) # show threat-detection statistics top tcp-intercept
Top 10 protected servers under attack (sorted by average rate)

Monitoring window size: 30 mins Sampling interval: 30 secs

<Rank> <Server IP:Port> <Interface> <Ave Rate> <Cur Rate> <Total> <Source IP (Last Attack
Time) >

1 10.1.1.5:80 inside 1249 9503 2249245 <various> Last: 10.0.0.3 (0 secs ago)

2 10.1.1.6:80 inside 10 10 6080 10.0.0.200 (0 secs ago)

P—ERRYS—
I



H—EZKY o— |

. Threat Defense 7/31 X% k L—RJ)L— MZRTT S

—

Threat Defense 7/Af X & FL—XJIL— FIZRTT S

7 7 4V KT, ThreatDefense 7 /31 AL, L —RAL— MIKy 7 E L TERINERA,
FREIND LT DT, TAA AEWEET D37 v N OFi Al EREE 2385 L, ICMP 2|
EAREA v =D L — MRZHESCTHERDH Y £9, ZNEITHIITE, P—ERARY —
N—NVaRZEL, ICMP 77 v 87 4 —ARER ) —Z i T 208 R N H O £7,

)

GE)

FIE

Ny Mgl (TTL) 2727 U A b3 &8, TTLBA 1 Oy M ke y FEhET
D, HERICTIL D KREWSRT y 20 EESND Yy v a U Tid, s LE
9, OSPF hello /X7 v h g ED—ED /7 MITTL=1 TEHEIND =D, 237 v Mkl
il (TTL) #7727 VAV FT5 L, PHMILARWERSBETHAEERHVET, T 7 4>
7 U7 ARERTHEICIE., ZNOHOBEHREIHEELTIEIN,

AT w1 Traceroute L IR— NEBINZTHNT T 4 v 7 7T RAEERT L0 ACL #1/FE L £,
72 Z21E, OSPF 77 4 v 7 %R, TRXRTDT RVAD NI T4 vV 7T A%ERT DHIT

=S

a)
b)
¢)
d)
e)
f)

2)

h)

)

k)

ROFINAZFATLET,

[Py b (Objects) |>[# TPy FEE (Object Management) ] #ER L £ 7,
Hk»H [FPZEAX YR~ (AccessList) | > [#:3E (Extended) ] Z7®4R L 7,

(LT 78 AU A %8B (Add Extended Access List) |27 U v 27 LET,

AT N[44 (Name) ] (traceroute-enabled 72 &) # A1 L E 7,

B (Add) 1%7 Y w27 LT, OSPF Zp49 B/ — L EBIML £,

T varviE[ZTayZ (Blok) JWCEEL, [A—bF (Port) 227V 7 LET, [
7"—k (Destination Ports) ] U A h® F T k=)L & LT [OSPFIGP (89)] Z &R L,
GBI (Add) 127V w27 LT, 7o haLzEREARY A MIBMLET,

[HEET 72 A UA K = VU (Extended Access List Entry) 1 %A 7 2 7R v 7 AT [1E
m (Add) 1%#27 U2 LT, OSPF/L—/L'% ACLIZIBML 7,

GEM (Add) 1227V v 27 LT, ZOMTXTOEGLEZOLL—LE2BMLET,
77 v a L FFA (Allow) 1O EFIZL T, [EFEIE (Source) | & [585C (Destination) |
UZFOWG 222l LET,

[JEsET 7 A U A~ =2 bV (Extended Access List Entry) | %A 7 1 2R v 7 AT [iB
m (Add) 1%7 V27 LT, L—/L%& ACLIZEML £,

OSPF 4575 /L— L3 [T _CEFFA] (Allow Any) [/V—L D FIZHDHZ L 2R LET, &
FIZGL T, =B RTIT T RRey L TBHLET,

WERT 7 2A UA RN A7 =2 b (Extended Access List Object) ] %A 7 1 7R 7 A
T[fF (Save) 1227 Y v 27 LT, ACLAT7 V=7 Fafpff LET,

ATV T2 HEWRERHIOE AT 7 VA T D —ERA R = — L ERELET,

B r—cxRy— I



| #—ExKyL—

s—ezxys—neE=2u>5 [

7ol 21, el ReRei a2 7 — s T 7 ) A M5, ROFIEEZFEITLET,

a)

b)

<)
d)
e)

2)
h)

i)

[[R1) &— (Policies) ] >[7 2 £ R #lfEHl (AccessControl) | #EIRL T, ZDOHh—E 2%
WL T HTNRA RZEHDETHENTHDEIRY —ZfmELET,
Ny N7 a—ITORKBICEH D FE (More) | Ku v 77X 0 U RENND [FEHIEEE
(Advanced Settings) ] %2 U > 2 L. [Threat Defense— & A7 U *— (Threat Defense
Service Policy) 1@ [#R& (Edit) | (#) Z27VUv27 LEd, |
[L—DEM (AddRule) 127V v 7 LET,
[ va— VUi (Apply Globally) ] #83R LT, [k~ (Next) 1 %7 U > 7 LET,
ZON— UCHERR LIZHEIR ACL A7 Y =7 & RIRL T, [k~ (Next) 1 %7
Uy Z LET,
[727 U A2 N TTL ®A%ht (Enable Decrement TTL) | Z3{R L £,
(AT av) ZOMOEHEA TV a v &2 LB U CRETL £,
4T (Finish) 1272V v 27 LTA—AZEMLET, BDECHUT, —AdP—E %
RNY T —NOERNEIZRNT v 7T R ey 7 LET,
[OK] %27 Vw27 LT, Y= AR =M T=EFEZRFELET,
[EM (Advanced) | CT[fRfF (Save) 1227 Uy 7 LT, 7Z7&Aarvtr— KR —
WCINZ e ER 2R L ET,

INT, WEBEZT LT A ACEELZRBATE LT,

ATv T3 ICMP RERGEA v =YD L — MR ZHEC L £ T,

a)
b)

d)

e)

[T/314 X (Devices) |>[F Ty b T7+—LEEE (Platform Settings) ] Z 3R L £97,
RV =T TIZT A RZEH DY TTWEEAIX, TORY U —%wRELET, DY
TTWARWEEIEL, # LV Threat Defense 77 > F 7 4+ — AR ERY —%1ER LT, ¥
BEZT DT NA AZED Y TET,

H k5 [ICMP] 238 L £,

[L— RHIBR (Rate Limit) ] % (50 72 &12) #9° L %9, L— FHIBAN THA R BORE
DERREND K92, [/X—=A YA X (BurstSize) 1% 1072 S22 b Tc& £,
ICMP/L—/L T =T WE, ZOXAZIZIIWERR DT, ZOERIZTHZ LN TEET,

[fR7F (Save) |27 U w7 LET,

ATV T8 ZNT, BEEZT LT A AERE LR TE ET,

H—EXR)O—DE=ZR)YH

TNRAADOCLIZHHLTCYH—E AR —EOERE2E=F—TCTXFT, KT, FHflR=
<2 REWL DR LET,

« show conn [detail]

B A Forn L4, PEMESRIT. 77 72 H L TR ORI A R L E T,
LziE. o) 75701, TCPAT— h XA NRADHEBTHDL N T T4 v 7 R LET,

y—exRy L — i



H—E2RY o— |
. Threat Defense — E XK1 L —DBERE

detail %+ —U— F2flifl9 5 &, 7 v FEkit (DCD) 7' —7 OEWNF RS ET,
ZOEHRIT. BERNESEMTERS T e — T ShEBHEZ R LET, 72L& 21 DCD
NS DB EMITIRD X D172 £,

TCP dmz: 10.5.4.11/5555 inside: 10.5.4.10/40299,
flags UO , idle 1s, uptime 32ml0s, timeout 1mOs, bytes 11828,
cluster sent/rcvd bytes 0/0, owners (0,255)
Traffic received at interface dmz
Locally received: 0 (0 byte/s)
Traffic received at interface inside
Locally received: 11828 (6 byte/s)
Initiator: 10.5.4.10, Responder: 10.5.4.11
DCD probes sent: Initiator 5, Responder 5

show service-policy

Dead Connection Detection (DCD; 7 v REEfifa) OfEHE#REZZH—EXA R o—D
aHE i E £R LET,

show threat-detection statisticstop tcp-intercept [all | detail]

BBEEZZ T REINTZ L 10— =2 KR LET, al ¥—U— R, Fr—RAZh
TWDTARTOY—R—DRHETFT =2 2R R LET, detail ¥—U— Ni&, BEY 7Y
VI T=RERRLET, VAT AL — MAROMICKBEDOR A 30 BT Y
L7, 7740 FD 30 HEOSE. 607 I LICHEHMERNSINE SN E T,

Threat Defense H—E X 7R O —DEFE

=/

Management | £%/ Threat
HeBE Center Defense | B4
Threat Defense $-— &4 | 6.3 E=Y Threat Defense ' —E ARV v —%27 7t A 2 ba—L R —0D
RY v— (Any) |BERATvaro—ie LCRETES LI/ £ L7z, Threat

Defense ' —E ARV > —ZHL T, ED T T4 v 7 7 T AT

P—eREHEHATEET, PR —FINTODHHEREIZIX, TCPAT —
K XA XA TCP Y —H V AHE DT A MM, 2y N TOERR

RERFME (TTL) OEDRSy. 7 v REfimM, N o770 vr 7722
LB F47 0 8T & O X OWIEIE O KD HIR D%
. I, N—T 7 e — X, BEOT A RO X A LT
7 NRERH ET,

B [RY) — (Policies) |>[7 Y Xl (AccessControl) 1>
[7 2t X%l (AccessControl) ]. [Ff#ll (Advanced) ] # 7. [Threat
Defensem— B A 7R U 3 — (Threat Defense Service Policy) 1.

PR—FINTWBT T M7 —.5I : Secure Firewall Threat Defense

B r—cxRy—



| #—ExKyL—

Threat Defense —E XK 1) O —DERE .

=/
Management | £%/|> Threat
HEEE Center Defense | E%BA
7 v N 6.5 =¥ F v Rk (DCD) A% L7244 1%, show conn detail =<
(DCD) DFEMIE X (Any) VREMERALTREMEISBMICET A EREREGETEET, T F
WISE R OER, B& Wi R T2 &, T 7T 4 T e R & 9, show
W7 F 2 X NO DCD conn DL, =2 RRA v IR T —T7 SNEHENTRESNET,
DY R—F, I, DCD N TAX THR—FEND L IR F LT,
FHLVWEER I N/-a~ 2 K showconn (HITDH)
YR—=FINTWBT T~ M7 4 —2I : Secure Firewall Threat Defense
IO IRE 7 A |71 & = AR —Z%E LT, P RICE L7z & STy
v h A X (MSS) & (Any) @ SYN cookie Z4kT D72 DV— =D K7 A A R
HRELET, (MSS) ZRETEET, Tk, HRVHERELRET S —E

ARY U —DGHICERIH Y F7,

BN E 72I3A T S A [Add/Edit Service Policy] 7 « ' — KD
[Connection Settings]

y—exRy L — i
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



