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c) [fRfF (Save) 1Z27 U >y 7 LET,
d) [#v kT7—2DEM (AddNetwork) >[4 T4 DB (Add Object) (DIAIZER
L/i‘é—c

« [47 (Name) ]: Z OB TiX, Warehouse-Gateway T,
e[y FU—7 (Network) ]:[HA b (Host) 122V >»Z7 LT [1040.02) £ AJjL
i‘g—o

e) [tR1F (Save) 127 VU v/ LET,

B rEL—%
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FEL—4 E2n LCERY—NI—T 1255 55%

AT w76 VR-Warchouse f v X —7 = A A%RA > T4, IKEEHMATOL— N —7 Z2EZHZHLET,

a) [T/3 R (Devices) | > [T/ 4 REHE (DeviceManagement) ] Z### L, Firewall Threat
Defense 7 /3 A A ZifftE L E 7,
b) [/V—7 1> 7 (Routing) | #=IRL ET,
) RFuav 7 X o nbRGEEMAOENL—F Z8IRL T, [A¥ T 1 v 7 /L— b (StaticRoute) ]
Vv LET,
d) [v— bF%iBM (AddRoute) |27 Vv 7 LET, [A¥T 4 v 7 /b— FREDENM (Add
Static Route Configuration) ] C., RDOIEHE Z{HE L £7,
o[ v Z—7 A A (Interface) ] : [VR-Warehouse] % &R L £,
[ hU—7 (Network) ]: Warehouse-Server 27 2 =7 M &ZER L F 7,
[ —hFUxA (Gateway) |: ZADOEFIZLET, BIOFIEL—FIZV— &2 —7
TOHHGEIE, F—rU A 2R EHE A,
Add Static Route Configuration [ -]
Type: @ IPv4 PVE
Interface*
| VR-Warehouse v
Available Network C Selected Network
Q, Search ..'u".-'arehouse—Ser-.rer u
.an','—:pvzt
| IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8
IPv4-Private-172.16.0.0-12 -
Gateway™
Metric:
| 1
Tunneled: [ (Used en v for default Route
Route Tracking:
Cancel | m
e) [OK]Z27VUvZ LT,
f) [fR1F (Save) 127 Vv 7 LET,
AT 1 RERFELHIONAEL— X T, Warehouse Router 2 7 — h 7 = A 2R A > b+ 50— & ERE
]\/i‘g‘o
a) Nry 7 X0 inbRERBEHMOBREL—Z 2N T, [RFT 4 v 7 /b— |k (Static

Route) 1227V w27 LET,

wEL—% I}
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b) [b— k&I (AddRoute) 157 U v/ LET, [RETF 4 v 7 /b— MEEEDBH (Add
Static Route Configuration) ] C. RDOIHEHE ZHE L £7,

o[f v Z—7 A A (Interface) ] : [VR-Warehouse] % &R L £,

s [*v FU—2 (Network) ]: Warehouse-Server 47~ = 7 k&R L 7,

« [ — D xA (Gateway) ]: Warehouse-Gateway 4 7' = 7 h&HER L 7,

Add Static Route Configuration

o
Type: ®) IPv4 PVE
Interface®
VR-Warehouse A
Available Network C Selected Network
Q, Search | Add | |warehouse-Server S
any-ipvd

IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12

-

Ensure that egress virtualrouter has route to that destination
Gateway

Warehouse-Gataway v
Metric:

Tunneled:

Route Tracking:

) [OK]%27VUvyZ7 LET,
d) [fRfF (Save) 1227V v 7 LET,

ATY T8 REREBMOY—N"~DOT 7B RAEFHFAT L7 78Ry ba— A — L ERELET, 7
s Aay ba— =V EBERT HIE, X2 T 4 = B ER T ASLENH Y FT,
[A72x9 bk (Object) |>[# TPz FEE (Object Management) | >[4 Y2 —T A R
(Interface) 12 A L %9, 1B (Add) ]>[EF 2 F 4 Y—> (Security Zone) % iR
L T. VR-Sales 3 X T8 VR-Warehouse D ¥ = U 5 ¢ V' — o Z1ERL L £9, Warehouse-Server
DFxy NT—r7 F 7 =7 FAIZ, Warehouse-Server f > X —7 = A AT N—T%EER L ET
(&M (Add) |>[M4 2 —T A4 RTI)IL—7T (Interface Group) ]%i&ER) .

RATv 79 [R)I— (Policies) 1>[7 9 £A#lf#l (AccessControl) [Z&RLCT7 7 EAar hr—/L
N— Vi E L, RGBS OAENL— % DIRETCA  F—T = A A)>5 %5E Warehouse-Server

B rEL—%
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BHETS7 FLAEMERALTS v a—%y b7 25T o555 ]

Xy NI—=IF TV = FORERBHMIEAA L —ZICEENDREA v F—T = AD
F7T7 4y 7 EFFRLET,

7-& 21X, Sales DA o Z—7 = A AN Sales-Zone ¥ = U7 ¢/ —ZH Y . Warehouse DA
VB —T7 = A AN Warehouse-Zone X = U 7 4 V=N HDHGE. T 7 & AHIENL— VTR
DL T ET,

SalesWarehouse Analyze Hit Counts

Enter Description

Inheritance Settings

Rules Security Intelligence HTTP Responses Logging Advanced Settings Prefilter Policy: Default Prefilter Policy SSL Policy: None

Filter by Device ¥ Search Rules X Show Rule Conflicts @ =+ Adc

Sourc

Source est e =
Name Foiie et URLs SGT Dest SGT Action @ [

¥ Mandatory - SalesWarehouse (1-1)

1 ‘Warehouse-Rule Sales-Zone  Warehouse-Zone Any 10.50.0.5 Any Any Any Any Any Any Any Any © Allow &

EEI A7 FLAZERZHERALTA 23—y b7V R ZIRIHT S

73k

AN — 2 2 EHT 256, IO —ZIFIETHA X —T oA A LTHRLER Yy hU—
JT7 RUVAZRETEET, 72720, HOEBELV—ZTL—T 4 T ENDHIPT RLAIX
FILTHDT=D., @D NAT/PAT 7 — V& FFO% A X — 7 = A AT NAT/PAT /v— /L % 3
HALT, VEF—U T 74w 7 BELWVSRICEEIND LI LET, ZofITix, KIE
Jb—H & NAT/PAT V— )V &% E L C, BT 57 NURAEMEEET HFIREZRLET,

7= & z1¥. Firewall Threat Defense DA > #— 7 = A A vrl-inside 3 & O vr2-inside %, IP 7 KL
A 192.168.1.1/24 35 X 9 I12EF LT, 192.168.1.024 % v NI —I NOKE T A+ |k
DTy RRA v heEETEET, 2, RAUT FLRZEMEFEHAT 32 >0O6ELV— 4
75%0)4 VE—Xy NT 7R R EFAT HIZIE. NATL— L2 BARAEL—FZNDA 7 —T =
WARBNCE 203238 ) £, B NAT %7213 PAT 7 — L & A4# 4 5 O3 BRARRY
Tﬁ“ PAT ZfEH LC, VR1 ®%[ET7E7 KL A% 10.100.10.1 [ZZEH# L, VR2 DEETLT K 1/
A% 10.100.102 IZEHTE ET, RO, A F—xy MUDOHTHA 2 —T = A ZANT
0 —/NL)—F D—ETH HGE DR E%TL’CV‘&?‘ HEETLA o HZ—T = A A (vrl-inside
B IO vr2-inside) & HRAGIZEIN LT NAT/PAT L — /L &2 EHET HLERH Y £9°, BMETA
=T x2A AL LT lany] ZEMT 5L, FCIPT RLVRR2ODRRDHA L FZ—T = A
ZNAFAET D AREMEIN S D 72D, AT ANIE LW E T A T < 20 97,

- Patw000101 A

e '1?21510#24_

192.168.1.0/24
192.168.1.0/24

A — "PAT 10 10.100.102 4

g ' FTD
Inside Networks E IPv4 Public
S Internet

wEL—% I}
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\)

6=

FIE

HETDHT FLAERZHER LARWAEL—Z NI DA v Z—T =2 ADRHHHEETH.
FEETA VA —T oA ABEE L TCNAT L= LB EHRTAILE TR T TN a—F 4 V7N
BRI A X —Fy NMIAAL V RENTARBNL—ZINED ST 7 4 v 7 REEICHEET
%i‘é‘(}

ATYT1 VRI DTN ZAONEA VX —T = A AEBRELET,

a)
b)

¢)
d)

[Devices] > [Device M anagement] > [Interfaces] DJIEIZZER L £,
VRIICEID Y TEHA v F—T = AERMELET,

* [4A1 (Name) ]: ZOfFITIL, vrl-inside,
«[6%) (Enabled) | F=v 7Ry 7 A%A T LET,

* [IPv4] T, [IP¥ A7 (IP Type) ] & LT [HHIIPAZfEM T % (Use Static IP) ] 2R L
jzj*o

«[IP7 KL A (IP Address) ]: 192.168.1.1/24 Z A1 L £ 7,

[OK] %27 U v 7 LET,
[fRTF (Save) |27 U w7 LET,

ATYT2 VR2ZDOTNAZAONEA v F—T =2 A AZHTELET,

a)
b)

<)
d)

[Devices] > [Device Management] > [Interfaces] DJIEIZEIR L £,
VR2IZEIV Y THA v H—T = A AEfmELET,

« [470 (Name) ]: Z O T, vr2-inside,
«[A%) (Enabled) | F =y 7Ry 7 A4 I LET,

* [IPv4] T, [IP¥ A7 (IP Type) ] & LT [EIIPZfEMH T % (Use Static IP) ] Z IR L
9,

«[I[P7 KL A (IP Address) |: ZHDEFICLET, 2—V—EZDOIIENL—F &2 £77
TERR L T, 22— — IR CIPT FLAZMERH L TA v X —T = A AZRE
T&EHA,

[OK] %727 Vw27 LET,
[#1F (Save) 1&7 VU v LET,

ATY T3 VRIBIOHGA v X —T = ADENT 74V L — ) =7 2RELE T,

a)

B rEL—%

[T/314 X (Devices) |>[T/\f A& (Device Management) | Zi®&R L, Firewall Threat
Defense 7 /31 Az LE 7,



| wEL—%

BHTHT FLAEMARALTA v a—%y r7o w2k d55% [

[IL—F 4 >4 (Routing) 1> [{R#EIL—2 DEE (Manage Virtual Routers) ] OJIEIZER
LE9, [AEL—% DEM (Add Virtual Router) 1227 U v 27 LT, VRI Z{Ek L £,
VR1 A, REE/V—F D7 ms35 ¢ (Virtual Router Properties) ] C. vrl-inside Z %Y 4
TTRIFLET,

[Static Route] #7 U » 7 L £,

[L— R %800 (AddRoute) 127V v 7 LEF, [RETF 4 v 7 — FREOEM (Add
Static Route Configuration) ] T, IRDOIHH Z5E L L7,

o [f X —T A A (Interface) |: 70— L)b—Z DINERA L H—T = A A%TEIRL
EJ RN

«[*r> hU—72 (Network) |:any-ipvd 7 =7 MEEIRLET, ZOFRy NU—7
. VRINTA—7 4 T TERVWTRTDO NI T 4 v 7 DT 740 bb— T Y
ESC AN

s [Gateway] : ZEHDOEFIZLET, BIOREN—ZITV— &2 U —27 T 555121,
TF—hrUxAERELEEA,

wEL—% I}
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f)
2

Add Static Route Configuration (7]
Type: @ IPvd () IPvB

Interface*

| outside v |

(Interface starting with this icon [%gsignifies it is available for route leak)

Available Netwark C + Selected Network

| Q_ Search | any-ipvd

m

IPv4-Benchmark-Tests

L[]

IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12

-

Ensure that egress virtualrouter has route to that destination

Gateway
| w %
Metric:
B |
Tunneled: [] (Used only for default Route)
Route Tracking:

v |+

[OK] &7 U w7 LET,
[fR1F (Save) 127 Vw7 LET,

ATYT4 VRREBIWMEA v Z—T oA A~OFHNT 740 h— ) —7 2 ELET,

a)

b)

©)

d)
e)

[F7/31 X (Devices) |1 > [T /31 REH (Device Management) | Z &4 L, Firewall Threat
Defense 7 /N1 Az LE 7,

[JL—T 4 >% (Routing) ]>[{RIE/IL—2 DEE (ManageVirtual Routers) ] DJIEIZER
LEd, [ —Z DBl (Add Virtual Router) 1% 2V v 27 LT, VR2 ZER L £,
VR2 O (AL —F D7 v 35 ¢ (Virtual Router Properties) ] C. vr2-inside %] 0 24
TTRIFLET,

[Static Route] 7 U » 7 LET,

[V— R ZEM (AddRoute) 1227 Vw7 LET, [RAH¥T 4 v 7 /b— FREDBEM (Add
Static Route Configuration) ] C, WDHEB ZHELET,

. REIL—4
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ATv 75

f)

BHETS7 FLAEMERALTS v a—%y b7 25T o555 ]

i—a—o

o [A X —T7xA A (Interface) |: 70— L)b—F DHNEA LV H—T = A ZEFRIRL

s[> FU—7Z (Network) ]:any-ipvd A7V =7 FE@RIRLET, ZOFXy hT—7

X, VR2RINTTIL—TFT 4 VT TERWTRTD T T 4w DT 7 )b h)b— R0

i—a_o

FY A ZERLEEA,

* [Gateway] : ZZADE EIZLE T, MOEBLV—ZI— 2 =23 55813, 7—

Add Static Route Configuration (7]
Type: @® IPvd () IPv6 :
Interface*

| outside v |

(Interface starting with this icon [#signifies it is available for route leak)

Awvailable Network C + Selected Network

| Q_ Search | any-ipv4 ]

IPv4-Benchmark-Tests
IPv4-Link-Local

IPv4-Multicast
IPv4-Private-10.0.0.0-8
IPv4-Private-172.16.0.0-12 -

Ensure that egress virtualrouter has route to that destination

Gateway
| v |+
Metric:
L |
Tunneled: [ (Used only for default Route)
Route Tracking:

v |+

Cancel | m

[OK]Z27 U > 7 LET,

g) [fRfF (Save) 1227V v LET,

Ta—r\ W —HDINHA L H—T 2 A ATIPVA AXT 47 T 74/ hb—hk, OFD
172.16.12 5% E L £ 7,

KEIL—% .
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a) [T/\M4 R (Devices) | >[T/31 REHE (DeviceManagement) ] Z#3#4R L . Firewall Threat
Defense 7 /31 A&t LE 7,

b) [Jb—F 4 >4 (Routing) |ZFIRL, ZFa— UL —Z DT T 4 ZMELET,

c) [StaticRoute] %7 Vv 7 LET,

d) [v—bh%&iE (AddRoute) 1227V >y 27 LET, [RA¥T 4 v 7 /b— FXKEDBEI (Add
Static Route Configuration) ] T, IRDOIHH Z5E L 7,

o [f X —T A A (Interface) |: 7/ 02— L)b—Z DINERA L H—T = A A%BTEIRL
EJ RN

e[y FU—7 (Network) ]:any-ipv4d 47 V=7 MERINLET, iUk, [EED
IPvd NT7 7 47 DT 7 30 "b— NI £9,

[F— T x=A (Gateway) |: TEESNTWEHAIZ, Runy 7Aoo nbARA N %
BIRLET, 77727 PREEEREINTORWEEE, BN (Add) 1227 U v
JLTC, AMBA v H—T A A (ZOFITIE172.16.12) OF v NT—7 VT DK
SN HDTF— T2 ADIPT RLAIZK LTHRANE T V27 FEERLET, 4
TV NEER LD, [ — b x=A (Gateway) | 7 4 —/LV RTER L E T,




ATvT6

ATy T17

BHETS7 FLAEMERALTS v a—%y b7 25T o555 ]

Add Static Route Configuration 9
Type: e IPvd IPvG
Interface*

outside v |

(Interface starting with this icon [#signifies it is available for route leak)

Available Network C + Selected Network

| o Search _ |W| '

| any-ipva :
IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast
IPv4-Private-10.0.0.0-8

| 1Pvd-Private-172.16.0.0-12 =

Gateway*
| outside-gateway v | +
Metric:

1

Tunneled: | {Used only for default Route)

Route Tracking:
v | +

P—
\-..Lil-\.ue. | m

e) [OK]Z27 V27 LET,

f) [f*fF (Save) 127 U >y 7 LET,

vr2-inside f > Z—7 = A4 ADRELFMERLE T,

a) [Devices] > [Device Management] > [Interfaces] DJIFIZEIRN L £ 5,

b) vr2-inside f > #—7 = A AX LT [tk (Edit) 227V v 27 LET, IPT FL 2%
192.168.1.124 L LTHRELE T, A v X —T = A AR 2ODH2 DAL — Z @RI E
DY TOHNZZD, vi2-inside IZRICIP 7 RLAZRETE D910 E L,

) [OK]%27VYvyZ7 LET,

d) [fRfF (Save) 1227V v 7 LET,

VR1 OWNENSHEE~D R 7 7 ¢~ 7 0 10.100.10.1 ~0 PAT % FE{T3 25 NAT /L— L & VERL
LET,

a) [T/31 R (Devices) |>[NAT] DIEIZER L £,

b) [ETLULVRY &— (New Policy) ]>[Threat DefenseNAT] %27 U v 7 L %7,

wEL—% I}
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¢) NAT RY T —4 & LT InsideOutsideNATRule % A 7] L. Firewall Threat Defense 7 /31 A %
BEIRLE 4, [R1F (Save) 1227V v 7 LET,

d) [InsideOutsideNATRule] ~2—C, [/L—/LDiBEM (AddRule) 1227 VU v 27 LT, U F&E
FLET,

« [NAT/L—/L (NAT Rule) ]: [FEINAT/L—/L (Manual NAT Rule) ] Zi&R L £ 7,
«[Z#A 7 (Type) 1:[# A4+ >v2 (Dynamic) | Zi&R L E£7°,

s[#fiA (Insert) ]: ZA 7 I v 7 NAT L— /A RFEAET DAL [ (Above) ] A 13E#R
LET,

* [Enabled] & 2 V v 7 LET,

s [A v H—Tx2AAFT V=2 ; (Interface Objects) | T, vrl-interface &7 V=7 %
R L, [V —RIZEM (AddtoSource) [ #7 Vw7 LET (A7 V=7 MR
Alx, [P z5 b (Object) 1>[#T x5 FEHE (Object Management) >[4 >
A—T7 x4 R (Interface) | TAHZ7 V=7 FEERLET) . KIT, [FECI12EM (Add
to Destination) ] C [#M# (Outside) | Z &R L F 7,

o [£#: (Translation) ] @ [Jt?DiX{E7C (Original Source) ] C. [any-ipv4] Z &R L F 7,
[ #7515 0 (Translated Source) ] T, [BAN (Add) 1%27 U v 2 L. 10.100.10.1
ZIRELTHA AT Y =27 K VRI-PAT-Pool #E#FK L £7, ORI TND
£ 912, VRI-PAT-Pool Z IR L F 77,

NAT Rule:
Insert
In Category v NAT Rules Before
Type:
Static v
Enable
Description:

Interface Objects  Translation ~ PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* Translated Source:
any-ipvd v Address v
Original Destination: VR1-PAT-Pool v
Address v

Translated Destination:
Original Source Port: Translated Source Port:

Original Destination Port Translated Destination Port

wanee ‘ ﬂ

o) [OK]Z2 U v LET,
f) [fR1F (Save) 127 Vv 7 LET,

B rEL—%
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ATvT8

BHETS7 FLAEMERALTS v a—%y b7 25T o555 ]

VR2 ODNERMNHANEE~D N F 7 ¢~ 7 3 10.100.10.2 ~D PAT % 479 2% NAT /L— L% B0
LET,

a) [T/3M4 X (Devices) ]>[NAT] DJAEIZER L £7,

b) InsideOutsideNATRule Z#H4E L T, VRZNAT L—/L 52 EFZLE T,

« [NAT/L—/L (NAT Rule) ] : [FEINAT/L—/L (Manual NAT Rule) ] Z3##R L £,
s [#A 7 (Type) ]1:[#AF v (Dynamic) | BN L F 7,

«[#EA (nsert) ]: ¥ A F I v 7 NAT L— A NIEET 2 BE 13 (AR (Above) | % 5&4R
]\/iﬁ—o

* [Enabled] #2 V » 7 L¥7,

s [A v H—T A AFT V=7 b+ (Interface Objects) ] T. vr2-interface 77 V=7 h &
B L, [V —AIZEM (AddtoSource) 15227 Vv 7 LET (A7 T2 RN
HBiE. 72V kb (Object) 1>[A#T> v FEE (Object Management) >[4 >
A—T7 x4 R (Interface) | CAH7 V=7 hEAEKRLET) . &I, [FEEITEN (Add
to Destination) ] C [#M# (Outside) ] Z &I L F 9,

o [Z£#2 (Translation) ] [Jt?i%{E7C (Original Source) ]C. [any-ipv4] Z IR L F 7,
(£ a5 75150 (Translated Source) | C, [EN (Add) 1% 727 U > 27 L, 10.100.10.2
ZHRELTCHEA AT Y227 k VR2-PAT-Pool Z & L £9, ROKIIRENTND
X 912, VR2-PAT-Pool Zi#R L £,

NAT Rule:
Insert
In Category «| | NAT Rules Before
Type
Static g
Enable
Description:

Interface Objects  Translation ~ PAT Pool  Advanced
—

Original Packet Translated Packet
QOriginal Source:* Translated Source:
any-ipvd v Address v
QOriginal Destination: VR2-PAT-Pool v
Address v

Translated Destination:

QOriginal Source Port Translated Source Port:

QOriginal Destination Port: Translated Destination Port:

¢) [OK]Z#7 Vv LET,
d) [fRTF (Save) 127 VU v/ LET,

wEL—% I}
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ATvT9

ATy 710

vrl-inside 33 L W vi2-inside 1/ > % — 7 = A AMBHE A X —T = Af A~D T T 4 v T %7
FWTALT 78R arbhr— b R —EHETHITIEL, BX 2 VT 40— B ERT D
2 £, [Object] >[Object Management] > [Interface] ZfiH L £4, [:B1 (Add) ]>[t
Fal)T4Y—> (SecurityZone) |% IR L, vrl-inside, vr2-inside, 3L OGMNHA ¥ —7 =
AADEF2 YT 4=V HERLET,

[R1) — (Policies) 1>[7 % A%l (AccessControl) ] Z## L. vrl-inside-zone 33 L O}
vr2- inside-zone 7> & outside_zone ~D ~ T 7 4 v 7 ZFFRT 5T 7 & AfHL— VAR E L E
R

A B =T A ADLHIPMFT NI = BE LT DL, TXTDRNT T 4 v 703 A
VA =Xy NMIHEND Z L EFAT A EARL—VT, ROL DRV ET, ZOT IRy
fa—L R =TT A —2 ZlATEET,

Add Rule
Name nsert

AllowinternetTraffic Enabled into Mandatory L
Action Time Range

S Allow » i

Zones MNetworks VLAN Tags M Users Applications Ports URLs SGTNSE Attributes
Available Zones C Source Zones (2)

Q. Search by name vrl -inside-zone

Add to Sourcs vr2-inside-zone

vr1-inside-zone

vr2-inside -zone




| wmEL—%

REL—T 4 VT TREBFY R T—I ~DORAVPN 7 5 £ 2 25aT 5%

REIL—T 1 U TAREBRY FT—U~DRAVPN 7V 2R ZEFA] T

BDHE

FIE

ATy T

RABN—F 4 v TR T 34 ATiE, RAVPNIZ, Zu— UL —& f v X —T = A AT
DHYR—FENET, ZOFITIE, EX2T7 277472 b a—F—RNa—F—EFHZOMEE
N—B Xy N =7 B TE D LT DFIEEZTRLET,

WOEITiZ, RAVPN (8% o727 747 k) o2—F—23, 172.16.3.1 O Firewall Threat Defense
DA B —T = A AHEFLET, ZO2—HF—(213192.168.80.024 D F— VTG EN 5
IP7 RLARED B TCHNET, 22—V, o= EEAL—ZDHONIR Y T —7
W77 BATEET, 22— —ERORIEL—F VRIOFR Yy hT—7 (-DF V| 192.168.1.024)

ENLIENT 74 vy 7a—%FFR[THI21L, Fa— bk VRI TAYT 4 v 7 V— Mk
ELTA—bsEU—7 LET,

inside ,~——— 172.16.3.1
- outside

Inside Network

VPN POOL |
192.168.80.0/24

/ ',

Secure

192.168.1.1 ;

VFi-nside  Threat Client
Defense

192.168.80.0/24

48 HREIIC

ZOFITIX, TTICRAVPNAZREL., (RELV—FE2ERL, AV —T oA A ERELTHE
EI7p AL — 2 1B YT TWA D EERHREE LTWVET,

70— AL —Z B =P —EFED VRI ~D/— h ) — 7 R ELET,

a) [T/\4 R (Devices) | >[T/31 REHE (DeviceManagement) ] Z 3R L. Firewall Threat
Defense 7 /N1 A &t LE T,

b) =747 (Routing) 1227 Vw7 LET, 774NV FTIE, 70—V —TF 17
TaRT f DR—=TUNFRENET,

c) [StaticRoute] %7 Vv 7 LET,

d) [v—br%iBM (AddRoute) 1227 Vw7 LET, [AXT 4 v 7 /b— FREDBEM (Add
Static Route Configuration) ] T, {IROEH ZfE L £,

o[ H—T7xAA (Interface) ]: VRI NI A > X —7 = A A% L £9°,

[y hT—2 (Network) ]: VRIKAENL—F X NU—27 FT7 V=7 FNEBIRLE
o [A7 ¥ =7 FDiBN (Add Object) | A7 v a v a AL TAT V=7 FEERK
T%iﬁ‘o

wEL—% I}



B rer—F o oTcmiiry FI—I~DRAVPN 72 £ R EHTT HH%

wEL—% |

s [Gateway] : ZHDOEFIZLET, MOREL—ZIZV— a2 ) —7 T H5HEIC

TF—brv=AZBRLEEA,

Add Static Route Configuration

Type: ® IPva () IPv6
Interface*

[ vri-inside =il
Available Network C

Q_ Search nw-192.168.1.0
IPvA-Private-T0.0.0.0-8 N

Selected Network

IPv4-Private-172.16.0.0-12
IPv4-Private-192.168.0.0-16
IPv4-Private-All-RFC1918
|PvB-to-IPv4-Relay-Anycast

nw-192.168.1.0

- |

Gateway*

Metric:
|1

Tunneled: [_] (Used only for default Route)

Route Tracking:

o

L 1]

]

J—F =212k, VPN 77— /LHNDOIPT RLARE DY ToENT X2 T 7 74T
M, VRI{RAEL—# D 192.168.1.024 % NI —JIZT 7B ATEBH X220 F7,

e) [OK]%ZYUvr LET,

ATY T2 VRIS T a— UL —2 ~D)— ) — 7 2% E L ET,

a) [T/3M4 R (Devices) | >[T/\1 REHE (Device Management) | #i# L. Firewall Threat

Defense 7 /31 A &R L E T,

b) V=717 (Routing) 1227 Vw7 L, KRy 7 X7 inG [VRI] Z#84RLET,

c) [StaticRoute] %7 U v 27 LET,

d) [v—bFZiBM (AddRoute) 1227 V7 LET, [AXT 4 v 7 /b— FREDBEM (Add

Static Route Configuration) ] T, ROIER ZfE L £7,

o[f X —T7 A A (Interface) |: 72— 3L)b—HDNE A X2 —T = A4 A%ERL

£

o[y hU—2 (Network) 1: 7 u— VBNV —% Ry NU—0 TV =7 M ek

RLES,

* [Gateway] : ZZHDEFICLET, MOV —ZIZv— b2 =7 T 255812

TF—hU A 2RI A,




| wmEL—%
H4 FRIVPN 51 2EMDREL— 2 DRy kT—ohbD 571 v eRET 5% [

Add Static Route Configuration (-]
Type e IPu4 IPv6
Interface*
outside v
Available Network C' Selected Network
Q Search vpn-pool ]

-

outside-gateway
| vr1-inside
VR1-PAT-Pool
vr2-inside

VR2-PAT-Pool

Gateway*

Metric:
1

Tunneled: (Used only for default Route)
Route Tracking:

L 4

K=zl o

RESNIEZAZT 47— RZXV, 192.168.1.024 %~ hU—27 (VR1) Lo KR
A2 ME, VPN 77— /LHDOIP 7 RUANRE Y Y ToHNT BXaT 7 74T v b~D#HRE
R CTE F9,

e) [OK]%27 YU v2r LET,

RDEZRY

RAVPNT RL AT — L b a—HF—EZDRIENL—XDIPT KL ANEBE L TWBIEHEEITIL.
IP7 RLRIZK L TAXT 4 v NAT V— L5 ER L, @l —F 4 > 75 G 540
ERHVET, F0F, BELARWVWEIICRAVPN Y RLA S — LA BETAZ L TEXFE
To

Y4 FEVPNICEFLBHDOREL-FDLRY FT—O DD S
7497 ERETDAE

RN —T 4 T T 3 AT, %A ME VPN I o0 — SR —H f v X —T = A
ATOHRYR—FEINFET, 2= —EFZOEENV—XIIETEA L F—T =4 ATIIHEET
EFEHA, ZOFITIEZ, VA4 FE VPN ZA LT, 22—V —EHBOREL—FNTHRRA MEN

KEIL—%
I



wEL—% |

B 5 rrveN cB s EMOREL— 2 DRy FT—2DBD RS T 1 vl ERET BHE

FIE

&

TWH Ry N —2 OO ZR#ET L2 FIHRE R L ET, o, 22—V —EROREL—
TAVTERy PU—INEEND LT, VA MHE VPN 2 B 2 468 b H 0 7,

TIFFT 4 ARy NT—T ERMEFR Y FT =2 ORIZY A FE VPN B3GR E SN TN D v
FVFEEZTCHELELE D, 7T F 47 4 AD Firewall Threat Defense |ZARAE/L— X 23 0 F
T, ZOFITIE, A FEVPNIX172.163.1 D7 5 v FF 7 4 ZADHNERA v F—T = A A TIE
EEINET, ZTOVPNIZIZ, WA v Z—T 2 A ANT a0 —RBEL—ZD—ETHH D
72, BIMORER L THNER Yy b U —727192.1682.024 3 &N E 9, 7-72L. VRIAEL—
2 D—ERTH 5 192.168.1.024 % v 8T — 7 2% A FE VPNV —E A&7 51213, 7/ rn—
NIUVBIORVRI TAXT 4 v 7 —F & ELT, VRl xy hU—7 &5 A ME] VPNHEIZ
BMLT, b2V —2FTHXERHD ET,

e 172.16.3.1 S
outside -
1921682024 — @8 —— - — ﬂ - 172.16.20.0/24
192.168.1.0/24 VPN E

19216811
vri-inside FTD

1R BHEIIZ

ZOBITIH, T7TI2192.168.2.024 0 —H )Xy FT—7 L 1721620024 A RT—2 D
BICH A FEI VPN 2R E L, (AN —X & TFFR L, A X —T7 oA A&ETE L TR R
J—ZIZE) BT TWDZEZRREE L TWET,

70— AL —Z 93— —EFKD VRI ~DL— I — 7 ZFHELET,

a) [T/NM4 R (Devices) |>[T/ 1 REHE (DeviceManagement) ] Z 4R L. Firewall Threat
Defense 7 /3 A A ZfftE L E 7,

b) V=747 (Routing) (%27 Vw27 LET, 774NV ETIEH, Za— NV b—T 47
TaRT f DR—=TUNFRENET,

c) [StaticRoute] #7 VU v 7 L&,

d) [v—h%EN (AddRoute) 1% 7 Vw7 LET, [AXT 4 v 7 /b— FREDEM (Add
Static Route Configuration) ] C, RDIEH ZHE L E7,

s[> —7 x4 A (Interface) ]: VRI NI A > ¥ —7 = A ZAZRINL E7,

e[y FU—7 (Network) ]: VRI{IEL—% X NU—2 A7V =7 ME@RIRLE
T, [A7 ¥ =7 FOEM (AddObject) | A 7> avaHLTAHT V=7 FEEK
TEET,

[ —bFUxA (Gateway) |: ZZEHDOEFICLET, BIOKENL—FIZL—F 2T —7
THEEINE. F— b oA ZBRLETA,




| wmEL—%

ATy T2

e)

H4 FRIVPN 51 2EMDREL— 2 DRy kT—ohbD 571 v eRET 5% [

Add Static Route Configuration [ 2]
Type: o IPv4 IPv6

Interface*

| vri-inside ¥ |

Available Network C Selected Network

Q Search nw-192.168.1.0 ]
IPvAd-Private-T0.0.0.0-8 |

IPv4-Private-172.16.0.0-12
IPv4-Private-192.168.0.0-16
IPv4-Private-All-RFC1918
|PvG-to-IPv4-Relay-Anycast

nw-192.168.1.0

- |

Gateway*

Metric:

Tunneled: || {Used only for default Route)

Route Tracking:

o I

N— b Y=L, YA FE VPNOANET (VE—F) = Nk THR#EI Nz
RARA > ML, VRIURIEL—Z D 192.168.1.024 %> NI —7\ZT7 7B ATEET,

[OK] %7 U w7 LET,

VRI B 7 — AL — S ~D)— ) — 7 R T LET,

a)

b)

©)
d)

[T/314 X (Devices) |>[T/3f A EHE (Device Management) | Zi®&f L, Firewall Threat
Defense 7 /N1 Az fE L E 7,

[v—7+1>7 (Routing) 1227 Vw27 L, Fry 7 XUk [VRI] ZiER L E T,
[Static Route] #7 U v 7 L ¥ 7,

[L— k%380 (AddRoute) 1% 2V w2 LET, [RET 4 v 7 b— hREDEM (Add
Static Route Configuration) ] C. RDOIEE ZHE L £7,

o[AH—T A A (Interface) |: 72— NWb—F DINGRA o H—T = A ZA%RINL
i‘é—‘c

‘[Ry FT—2 (Network) ]: ZH— AL —% Ry NU—J #70 = | %k
RUET,

[F—FTxA (Gateway) ]: ZZHOEEICLET, BIORBAL—FITA— k&Y —2
TEHAICIE, b= A ZERLEEA,

wEL—% I}



wEL—% |

B 5 rrveN cB s EMOREL— 2 DRy FT—2DBD RS T 1 vl ERET BHE

ATvT3

Add Static Route Configuration (2]

Type e IPud () IPv6
Interface*

| outside v

Available Network C' Selected Network

o

| @, Search external-vpn-nw
any-ipvé4
default-ipv4

inside
IPv4-Benchmark-Tests

IPv4-Link-Local L

Gateway*

Metric:
1

Tunneled: | | (Used only for default Route)

Route Tracking:

o | I

TDAZT 4 I A—RMILED ., 192.168.1.024 %> hU—2 (VR1) FEO= REA Lk
L. %A N VPN b zidild o8k e thcEx £, ZofiTik, VE—hxz>
RARA > F3172.16.20.0/24 2 U — 27 ZR#E L TWOET,

e) [OK]%2 YU v2r LET,

192.168.1.0/24 x> b U —2 ZH A M VPN 5t 7' 0 7 7 A VBN L £,

a) [T/3\1 R (Devices) ] >[VPN]>[#4 kil (SiteToSite) ]%®ER L. VPN kAR %
H£LET,

b) [T¥ RARA > b (Endpoints) ] T, /—RAZV KRSV hafRELET,

¢) [T¥ RARA v hOff%k (EditEndpoint) ] [{RFE&EZ4172xr >~ U —2 (Protected Networks) ]
T4 =V RT, LRy b= AT V=7 FDBEM (AddNew Network Object) 1% 7
Vw7 LET,

d) 192.168.1.0 x> hT—Z TVRI X NU—7 A7 V=7 FEBIMLET,




| wmEL—%

REL—T 4 2 TIZBVT2O0ERT 1Y FT—IRX AT IS 70 v I EL—T1 VT4 BHE .

Network Objects []

Available Networks C'
| @ Search Selected Networks

* nw-192.168.1.0
IPvE-Private-Unigue-Local...

-192.168.2.0

nw-192 168 2.0

LI} =)

outside

oo | I

e) [OK] &7V w7 LTREEREFELET,

REIL—T 4 2TI2EWT2DO0EET SRy FI)—ORAMETH
ST49DEIN—T 4T TBhHE

FICRYy NU—27 T RLAZESFEBEL—F FICHRX 2R TEET, AR NOBmEICIT.
TwiceNAT X ETE £, ZOHITIE, EET IRy NU—F KA MEEHET 57200 NAT
N—IVOFREFNEEZ R LET,

WOFITIE, 2ODFAR (FAMAEKRARNB) BNERDLEIEL—% (VRG (S 4 —T =
A A vrg-inside) . VRB (A ' H#—7 = A A vib-inside) ) IZZTNLTNELTEBY, 7 Fv b
(10.1.1.0/24) IZFACTY, WGFDOFA NBEFET H72DIZ, VRG-Host £ ' F—7 = A A A
T2l MR~y T ENTZNAT 7 R A (20.1.1.1) ZfH L., VRB-Host f > % —7 = A A
FT 2l "R~y TENTNAT 7 KL A (30.1.1.1) ZHAT25 NAT R —Z21ER L%
T, MERELT, AAMAE30LL1 ZFEHALTHANB E@EEFELET, A FBIX20.1.1.1
EHEAHLTERANAIZBEELET,

wEL—% I}



wEL—% |
. REL—T A 2 TIZBVT2O0ERT 1Y FT—IRXMAT IS 70 v I EL—T1 VT BH%

Outside i: Itarmnes

172.16.3.1 "\ J

1R BHIIZ
ZOBITIEH, TTCICUTORENEBIN TSI EZHREE LTWET,

* vrg-inside 35 &2 N vrb-inside f > % —7 = A A, KL —4 (VRG B LN VRB) (2%
ZNEEMTENTEBY, EH6060A 2 F =724 ZABRLCY Ty b7 FL2 (10.1.1.024
2E) AEALTRESNATWVET,

sV H—T A AV —2 VRG-Inf, VRB-Inf %, ZiLE 4 vrg-inside 35 £ T vrb-inside £ >
H—T A ZA%&EELTERESNTWET,

* T 74NV IT =T =A & LT vrg-inside #1195 VRGOKA MA, 774 /L k57— b
7 x4 & LT vrb-inside ZfEH 35 VRB D A ~ B,

FIE

RATYT1 RAMANPBRARNBAD NT 7 4y 7 BT 5 NAT b— L EZAER L ET, [T/AMR
(Devices) 1> [NAT]Z&EIR L £,

ATy T2 [HLLWKRYS— (NewPolicy) ] >[Threat DefenseNAT] %27 U v 7 L %7,

ATv T3 NATRYU > —4 % AJJ L. Firewall Threat Defense 7 /XA A &R L £, [{#1F (Save) 1% 7
UwZ LET,

AT v T4 [NAT] =TT, b=/ DB (AddRule) 1227V v 7 LT, UTFOHEA2EHELET,
« [NAT/L—/L (NAT Rule) ] : [FFEINAT/L—/L (Manual NAT Rule) | #&R L £7,
o [# A7 (Type) ]: [K#FY (Static) ] ZEIRL £,
s [FA (Insert) ]: NAT L—ADBIFIET D561 [AIR (Above) | ZBR L £ 7,
e [Enabled] 7 U v 7 LE7,

B rEL—%



REL—4
FEL—F 1 L TICBVT2OOEET BAY bT—4HR MAT RS 71 v EL—F 1253 5%5% ||

[ H—T A A AT =7 b (Interface Objects) ] T. VRB-Inf 477 ¥ =7 k&N
L. [V —AIZiEI (AddtoSource) 1227 Vw27 LET (A7 V=7 RBRWEAEIE, [
J2xs b+ (Object) 1>[AT Py HEE (Object Management) [>[4 Y2 —T (4 R
(Interface) | A7 Y =2 FEAERLLET) . KIZ, VRB-Inf A7 ¥ =7 F&ERL T
[3E5E1ZIBMN (Add to Destination) 1227 V v 7 LFET,

o [£#: (Translation) ] T, A FZIERLE T,
» [7TtDi%{E7C (Original Source) ] C vrg-inside %I L F£ 5,

 [JED%E5E (Original Destination) ] € [EJN (Add) 1%72 U > 2 L, 30.1.1.1 ZEEL
TAZ7 ¥ =2 b VRB-Mapped-Host Z E# L £7, VRB-Mapped-Host Z &R L £ 7,

o [EHriE A %150 (Translated Source) ] TLEM (Add) 1%227 VU > 27 L, 20.1.1.1 245
ELTAT7 Y =2 b VRG-Mapped-Host % i£3% L £9°, VRG-Mapped-Host % 341 L &
R

o [E¥iEH D% (Translated Destination) ] C. IRDKIZR AU TW D K 9 1T vrb-inside
IR L F7,

Add NAT Rule (-]

NAT Rule:

Manual NAT Rule v
Insert:

In Category v NAT Rules Before -
Type:

Static v

Enable
Description:

Interface Objects Translation BAT Pool Advanced

—
Original Packet Translated Packet
Original Source:* Translated Source
vrg-inside v Address v
Original Destination: VRG-Mapped-Host v
Address v
Translated Destination
WRB-Mapped-Host v vrb-inside v
Original Source Port: Translated Scurce Port:
v v
Original Destination Port: Translated Destination Port:
v ¥

Firewall Threat Defense 7 /XA A T show nat detail =~ > R&FE74 5L, kDO LD R ANE
RENFET,

firepower (config-service-object-group)# show nat detail

Manual NAT Policies (Section 1)

1 (2001) to (3001) source static vrg-inside VRG-MAPPED-HOST destination static
VRB-MAPPED-HOST vrb-inside

translate hits = 0, untranslate hits = 0

wEL—% I}



wEL—% |
B oev s 2EERALEL—FYR I7 47 94— L E— FTOEREY A ¥ FOEESZ

Source - Origin: 10.1.1.1/24, Translated: 20.1.1.1/24
Destination - Origin: 30.1.1.1/24, Translated: 10.1.1.1/24

ATw s [OK] &2V v7 LET,
ATvT6 [1F (Save) 1227V w7 LET,
NAT /L—/UIRD X 51220 £,

Host2Host

Show Wamings
Enter Description
Poli
Rules
—_—
Filter by Device
Original Packet Translated Packet
" Source Destination Original Original Origin Translated Translated Translated
8 Direchian, Type Interface Objects Interface Objects | Sources Destinations Servic Sources Destinat Servi Opti
NAT Rules Before
i & Static VRG-Inf VRB-Inf By vrg-inside By VRB-Mapped-Host B VRG-Mapped-Host By vib-inside Dns
Auto NAT Rules
NAT Rules After
v [ a S — % - @—
MRz BT L, BhEA v —VRERINET,
Validation Messages: X
=3 1 warning
ManualNat64Rule: Host2Host
w | Warning: [ManualNatRule 1] The NAT rule has source and destination interfaces belonging to different Virtual Routers, the traffic will be able to leak

between Virtual Routers without explicit route leak configuration whenever destination translation happens. If you intent to apply this NAT rule
even when destination translation is not happening, create a static route leak explicitly. The rule involves interfaces from [VRG] to [VRB]

BVI/f 3 — Dz A REFEALEIL—FTFYRKRI7A4AT794—ILE—FK
THNEELET A FOBEEAE

EEOBEHE R v bV — 7 BIZH — O Firewall Threat Defense Z B 1mAICEBELZV ., RUxy kb
U= ORANN T 7 AT U+ —NVZRATLZENTEET, ZORRAEZEIRTHITIX
RN —Z ZLICBVI AR ELET, 22Tl (RE/L—% TBVI &% E#éim_owf
AL £,

BVIIL, lHDON—T > KA U H—T =2 AD XS IZEMET D, V—FNOEMEA ¥ —7 =
AATT, ZHITV v T uEYR—FLEEAN, V—FZHNDOL—T v KA H—T A
ANHET BTV VI N—T5RKLEST, TNHDT IV v R, 2 —T o2 ATEEET
ERETHTRTONNT Y ME, BVIA v Z—T = A Z%&/7NZAZAL—LET, BVIDOA & —
Tz A AFFE, RWBEA L E—T 2 A APREKTHT Y vV TN—TDEFEFTT,

WOFITIX, BVI-G 2% VRG TEE S 4L TH Y | Bridge Group 1 734 ¥ —7 = A A GO/l B &
OGO2DN—T v FA Z—T =A ZTT, [FAERIZ, BVI-BAVRB TRRIE S 41T Y, Bridge
Group2 WA VX —7 =4 AGOBBILNGO4DNV—TFT v FA U F—T = A ATT, ﬁﬁ@mn
NEICIPY 73y b7 RLA (10.10.10.524) ZFf->TW\HEZEZ T I, REL—X
X0, Xy bU—=23HAFY V=X ETHBESILET,

B rEL—% |



| wEL—%

BVIA Y A—J 1A REMALEL—TY K 774794 —L E— RToBEET > rogEsE [

Cf—:ernet B

B

172.16.1.0/24

- ——==———ll].]_ﬂ 10. :h"lﬂf

-—-———_...

E——

!dnma
s3plig

GO/1 G0O/2
]2 ‘ 2

G0/3 GO/4

Z dnougy
28pug

FIE

ATYT1 [T/NA4 R (Devices) 1> [T/31 AEE (Device Management) | DJEIZEIR L 5, MFieT
NA 2 ELET,

ATy T2 [A v —7xAA (Interfaces) | T, [41 Y2 —T =4 ADEM (Add Interfaces) 1>[T v
CHN—T A48 —T AR (BridgeGroup Interface) | &R L £,

a) BVI-G ODIROFEMIEHRE AT LET,
s [471 (Name) ]: ZOHITlE, [BVI-GJ .
o [7V v/ /L—7ID (Bridge GroupID) ]: Z DT, 1] .

o [FIF FIBEZR A > % —7 =4 A (Available Interface) |: A > ¥ —7 = A A% iR L F
R

« [IPv4] C, [IP Type] & L C [Use Static IP] Z 38R L 9,
«[IP7 KL A (IP Address) ]: [10.10.10.5/24) & AL ET,

KEIL—% .



wEL—% |
B oev s 2EERALEL—FYR I7 47 94— L E— FTOEREY A ¥ FOEESZ

Add Bridge Group Interface [+]
Interfaces IPv4 IPvG

MName:
BVI-G

Description:

Bridge Group ID *:
7

Available Interfaces C* Selected Interfaces
Q, Search GigabitEthernetd/1 M
GigabitEthernet0/0 : Add GigabitEthernetd/2 u

GigabitEthernet0/2

GigabitEthernetd/3
GigabitEthernet0 /4

GigabitEthernetd/5 S

b) [OK]%2 VU7 LET,
c) [RTF (Save) 1227 U7 LET,
a) BVI-B OROFEMIE#REZ AT LET,
« [£4B7 (Name) ]: Z0#ITi%, [BVI-B]J ,
[7U Y7 N—7ID (Bridge GroupID) ]: ZDOfITIiE, 2],

o [FIFHATREZ2 A > % —7 = A A (AvailableInterface) |: V7 A V¥ —7 =4 AZ®EIN L
i‘é—‘c

* [IPv4] T, [IP Type] & L C [Use Static IP] Z IR L 7,

«[IP7 RL A (IPAddress) 1:220DA v H—T A APNEETHIPT FLAEZFEHSZ
EHBVATANHR LW, ZO7 4 — /)L NIFZEOFFICLET, HKEL—FT
IP7 RLVAZFHELI-KIZ, 7V v VI N—TICHET7®AL, RALIPT RLA
ERETDHENTEET,




| wmEL—%

ATvT3

b)
<)

{1

a)
b)

©)

d)

e)

BVIA Y A—J 1A REMALEL—TY K 774794 —L E— RToBEET > rogEsE [

Add Bridge Group Interface [+ ]
Interfaces IPvd IPvé

Name:

| BVI-B i

Description:

Bridge Group ID *:
E \

Available Interfaces Selected Interfaces

i Q, Search ‘ GigabitEthernst0/3

o =

GigabitEthernet0/0

GigabitEthernet0/4

GigabitEthernetQ/5

GigabitEthernst0/4

GigabitEthernet0/6

GigabitEthernet0/7 2

Cance! m

[OK] %7 Vw7 LET,
[fR7E (Save) 127V v 7 LET,

fr—4% (VRG) ZERL., ZOxy hU—27 L LTBVI-G #ER LT,

[T/34 R (Devices) 1> [T/3\1 A& (Device Management) | DJIEIZEIR L E 5,
FNRA A EEL, I—T 14 >4 (Routing) 1> [{REIL—2 DEE (Manage Virtual
Routers) | Z#8&R L £7,

[RAEL— & DB/ (Add VirtualRouter) 1427 U » 7 LEd, IEBL—X D4R TZ AT L,
[OK] %7 U w7 LET,

AR V—T ¢ > 7' D7 v /35 ¢ (Virtual Routing Properties) ] T, [BVI-G] Zi#{R L., [iB
m (Add) 1227V v27 LET,

Device Routing Interfaces Inline Sets DHCP

Virtual Router Properties

These are the basic details of this virtual router.

Manage Virtual Routers

VRG x WVRF Name:

Virtual Router Properties

OSPF Description:

oo | |

IPvd
o Select Interface:
Static Route

! Q, Search |

General Settings

Selected Interfaces

[®evi-c

Available Interfaceg

BGP

[PRAF (Save) 1227 VU v 7 LET,

KEIL—% .



wEL—% |

B zsv2x0 ro—vemERLEI—v—REORESS

ATv T4 [FEL—% (VRB) Z#{Ek L. £OFy hU—27 & LTBVI-B #®EIRL 7,

ATy TH

BET LY

a) [T/ 1R (Devices) |1 >[T/\1 REH (Device Management) | DIEIZEIR L £,

b) FTAA REREL, JL—T 4 >4 (Routing) ]>[{REIL—F DEHE (Manage Virtual
Routers) | #®IRL £,

c) [EAEN—%Z DB (Add VirtualRouter) 1% 7V v 7 LET, RKEL—FDARTZ AT L,

[OK] %7 Vv 7 LET,

AR N—TF > 7 D7 v s3F ¢ (Virtual Routing Properties) ] C. [BVI-B] Z##=R L. [1B

m(Add) 1227V v LET,

Device

d)

Routing Interfaces Inline Sets DHCP

Virtual Router Properties

These are the basic details of this virtual router.

Manage Virtual Routers

VRB M VRF Name:

Virtual Router Properties

OSPE Description:

v BGP

IPvd
Select Interface

Q, Search
Available Interfaceg

General Settings
BGP

e) [fRfr (Save) 127V v/ LET,

BVI-B O EICHET 7 A LET,

a) [Devices] > [Device Management] > [Interfaces] DJIEIZEIR L 97,

b) BVIBA X —T7xARTKLT[fmkE (Bdit) 1227V vy 27 LEd, PT FL A%
[10.10.10.5/24) L¥EEL LT, A v F—7 = A A2 DDR B — Z [ ZfERNE
DB THNZTZD, BVIGIZFRIUIP 7 RLAZRETEH L O L,

) [OK]%#7Vvr7 LET,

d) [fRfF (Save) 127 U >y LET,

BVIEEZANNT 25681, AMIN—F 2T 74V NP — b LTHERHLET, =
DOFEID X H 72 EE BVI DY) U A TlE, Twice NATHEILV—Z &7 — b oA & LTHEHAL
T.BVII NI 74 v 7 &ML LET, TV Y TNA—T DAL N—DNAT iR ET D & X
X, A=A X —T 2 A RAER/ELET, 7V IN—T A ¥ —TxA A (BVI)
HIRIZNAT ZXETHZ LIXTEERA, TV vV ITN—T A R—DA L F—T = A A
TNAT #3775 L ZI2lE, FEOBLOY vy B 7 ENT RUVAEZEET HILERH D
T4, AV F—T2A AL LT EE] 2EETLZ LI TaEdA,

Static Route

Selected Interfaces

(@ BVI-B

al

FO—V FFERALEA—Y—FADEEAE

R —T 4 7 TliE, IPREFL, 22—V —RNEHETHIEHOAEL— 2 R T&E £,
ZOFITIX, VRG & VRB I, IP (192.168.1.124) DNEHE L TWAIRBEL—F TT, 2 >DH
RAHRAAL v Oa—W—i%, BEETLHEY T —27 1P (192.168.1.20) IZHF/ELET, VRG

B rEL—%



| wEL—%

FIE

ATy T

BHT 5%y FI—y EALE1—v—REoREsE |

BLOVRB = —H =49 ——172.16.10.X (2T 7 B AT BG4, — MIZr—rULK
B—2ic)—7 EnEd, FMETNAT 2 LT, HEET S IP 2P L 3., VRG B &
WVRB =% =507 7 & A% Hl#3 5121%, Firewall Management Center C— " —3%;

ERET DB B Y £7, Firewall Management Center Ci, L /LA Active Directory, 7 A
TUTAT AR, 747/7474»~»&TJ/~%@%LT 1—%—m#m£é
AUE T, Firewall Threat Defense (Z X — —OFRFEIC BT 2 B 2 ZEIN T2, 22—
P 7&?XM77ﬁx:y%u~wTJ/—%@Lf®ﬁ£ﬁéﬂi¢ HETLH2—HF—
MED ST T 4y 7 ZHET 212X, IDARY =& — A E2EHLTT 78X 2 br—
RN —%F L £,

FMC

172.16.32.X

172.16.10.X

VRG-MAT 10.1.1.

E 192.168.1.x
20

20
Domain/User:
xyz.comfuserl

Outside >

i

Domain/User: R

abc.comfuserl

VRB-NAT 20.1.1.1

15 H B HIIC

ZOFITIE, ROZ EEFIFEE LTHET,
* VRG BELOVRB 2—H—FD 2 2D AD h—1—1H 5,
«ISEIZ2 DD AD — "= BIMEN T 5D,

VRG DT A ZADNEA v H—T 2 A AR ELET,
a) [Devices] > [Device Management] > [Interfaces] DJIEIZE IR L F 9,
b) VRGIZHEIV Y THA v H—T oA AEmELET,

o[£ (Name) ]: ZOHITiX, VRG-inside,
«[A%) (Enabled) | F=v /Ry 7 2A%A A LET,

KEIL—% .




wEL—% |

B zsv2x0 ro—vemERLEI—v—REORESS

ATy T2

ATvT3

« [IPv4] T, [IPZ A 7 (IP Type) ] & L C [FRIIPZfEH T2 (Use Static IP) ] Z iR L
£7,

«[IP7 KL A (IP Address) ]:192.168.1.1/24 Z A I L %7,

¢c) [OK]ZZ7 VU7 LET,
d) [f&fF (Save) 127 U7 LET,
VRB OFNSA ZADNEA v B —T = AR ELET,

a) [Devices] > [Device Management] > [Interfaces] DJIEIZEIR L £ 9,
b) VRBIZHEIV Y THA X —T oA A%fmELET,

« [4 87 (Name) ]: Z O] Ti%. VRB-inside,
«[F%h (Enabled) | F =y 7Ry 7 A%A Il LET,

* [IPv4] T, [IPZ A7 (IPType) ] & LT [(FIIPZAEN T2 (Use Static IP) ] Z 1R L
i‘a_o

«[IP7 LA (IP Address) |: ZZHOFFICLET, 2=V —TEROMENL—X & FT2
B LT, 22— — IR CIPT RLAZFEHLTA v F—T = A AEHE
TEXEHA,

¢) [OK]%#7 YV v27 LET,
d) [fRTF (Save) 127 VU v LET,

VRG —H — 50— — 172.16.10.1 1T 7 B AT D100 7 02— b— K OPNERA +

2 —T7 2 A AT 5H VRG BLOEHHT 74V M — N —27 2R ELET,

a) [T/NM4 R (Devices) |>[T/ 1 REHE (DeviceManagement) ] Z 3R L. Firewall Threat
Defense 7 /31 A &R LE T,

b) [IL—T« >4 (Routing) |>[{RE/IL—%2 DEE (Manage Virtual Routers) | DJIAIZER
LEd, MRAEL—XOEM (Add Virtual Router) ] %2 U v 27 LT, VRG 21k L £7,

c) VRGDOEA, [HAE/V—% D7 m /37 ¢ (Virtual Router Properties) ] . VRG-inside %%V
BTTRIFLET,




| wmEL—%

BET o4y kT—v EEALE1—v—RiEoRESE |

Device Routing Interfaces Inline Sets DHCP

Virtual Router Properties

These are the basic details of this virtual router.

Manage Virtual Routers

VRG M VRF Name:

Virtual Router Properties
OSPF Description

v BGP ‘

IPv4
Select Interface

Static Route
‘ Q_ Search

General Settings Available Interfaces C' Selected Interfaces

-

[@VRB-inside
@inside

[@outside

d) [StaticRoute] #27 U v 27 LET,
©) [L— &M (AddRoute) 147 U v/ LETF, [REF 1 v/ — FREDEM (Add
Static Route Configuration) ] T, IRDOIHH ZH5E L £ 7,

o[ H—T7xAA (Interface) |: 70— L)L —HDONERA X —T = A AZERNL
EJ a8

o [Fv hU—7Z (Network) ]:any-ipv4d 47T =7 haERLET,

¢ [Gateway] : ZZEHOFEFICLE T, BIOEELV—FIIV— 2 ) =7 T 55803 7—
P A 2R L EH A,

f) [OK]Z27 VU7 LET,
g) [fRTF (Save) 127V v LET,

ATV T4 VRBZ—H—EHEY—— 1721610 [T 7 EATH-DD T 1 —r L )b—2 ONEA v

S =Tz A AT D VRB B LT 74V bb— ) =27 2R ELET,

a) [T/3M R (Devices) | >[T/\1 REHE (Device Management) | #i# L. Firewall Threat
Defense 7 /3 A A &Rt L E 7,

b) [Jb—TFT« >4 (Routing) |>[{RE/IL—2 DEE (Manage Virtual Routers) | DJIAIZEER
LET, [BAEL—XDEM (Add Virtual Router) 1% 27 U v 27 LT, VRB Z1Ek L £,

¢) VRBOHAE, [(RfBL—F% D7 a7 ¢ (Virtual Router Properties) ] ¢, VRB-inside % %Y
HBTTRELET

wEL—% I}



wEL—% |

B zsv2x0 ro—vemERLEI—v—REORESS

ATvTh

ATvT6

ATy T17
ATvT8

ATvT9

Device Routing Interfaces Inline Sets DHCP
—

Manage Virtual Routers Virtual Router Properties

These are the basic details of this virtual router.

VRE M VRF Name:

Virtual Router Properties

OSPE Description:

v BGP ‘ ‘

1Pv4
Select Interface

Static Route
‘ Q_ Search ‘

BGP
Available Interfaces C' Selected Interfaces

o)

(@) VRB-inside

d) [StaticRoute] #7 VU v 7 L&,
e) [PV— h&EEM (AddRoute) 127 Vw7 LET, [A¥T 4 v 7 /b— MEEDEM (Add
Static Route Configuration) ] T, IROEHE ZfEE L £,
o[ Z—T7 A A (Interface) |: 70— N L—FDNEA L F—T = A ZAZTFRL
ESr RN

s [*v hU—2 (Network) ]:any-ipvd &7 V=7 FEBR L E7,

s [Gateway] : ZZHDOEFICLET, MOFEEL—ZIZV— &2 =27 T 5561 7F—
MY oA R L ERTA,

) [OK]%Z2 VU >y7 LET,

g) [PRfF (Save) 1%7 U v 7 LET,

VRB-inside f & ¥ —7 = ADEREL FHER L FE T,

a) [Devices] > [Device Management] > [Interfaces] DJIRIZEIR L £ 7,

b) VRB-inside £ % —7 = A A L C [fifk (Bdit) 1227 Vv 7 LET, IPT FL A%
192.168.1.124 L LTHRELE T, A v X —T = A AR 2ODH2 DAL — Z @RI E
DUTHNZ72, VR-inside IZ[AICIP 7 RLAZRETE L LI ELE,

o) [OK]%#=7 Vv LET,

d) [fR1F (Save) 1%27 VU > 7 LET,

V—AA TV =7 F VRGEB LU VRB O NAT Lb—/LZBIL£3, [T/84 X (Devices) |>

INAT]Z 2 U v 27 LET,

[# LUK &— (New Policy) ] >[Threat DefenseNAT] 227 U v 7 L %9,

NAT R U 3 —4 % AJJ L. Firewall Threat Defense 7 /34 A Z 3R L £ 3, [{f~1E (Save) 1% 7

Vo LET,

[NAT] _X— T, b—/L DB (AddRule) 1% 2 U v 27 L, VRG DIRDE[EIC NAT % iEF%

LET,

+ [NAT/L—/L (NAT Rule) ]: [FEINAT/L—/L (Manual NAT Rule) ] 23R L 9,

B rEL—%



| wmEL—%

BET o4y kT—v EEALE1—v—RiEoRESE |

s [Z A7 (Type) ]: [Hf) (Static) | ZEINL £,
s [FEA (Insert) ]: NAT L— A FTET D55 1X [AIE (Above) | 2N L £,
¢ [Enabled] 7 V v 7 LET,

(A F—TxAAF T/~ (Interface Objects) ] T, VRG-Inside 7 ¥ = 7 k% %R
L. [Y—RIZEM (AddtoSource) 1227V v/ LET (A7 V=2 EBRRWGEIT, [#
T2z b (Object) |>[A#T> ¥ FEE (Object Management) >[4 2 —TJ A4 R
(Interface) | CAZ V=2 FEAEK L ET) . KRIT. Global-Inside 47 ¥ =7 F&EIRL
T [565E12iB 0 (Add to Destination) ] %27 U v 27 L,

o [£#: (Translation) ] T, LA FZIEIRL E7,
 [JED%{FC (Original Source) ] T VRG-Users Z &R L £,

o [EHys #5150 (Translated Source) ] C, [EAN (Add) 1Z227 Vw2 L, 10.1.1.1 %
FHELTAZ7 V=2 F VRGNAT ZEHFR L E T, WOKIIRINTWD LT,
VRG-NAT %33R L F9,

Add NAT Rule (-]

NAT Rule:
Manual NAT Rule

Insert:

In Category v | | NAT Rules Before v
Type:

Static v
Enable
Description:

Interface Objects ~ Translation ~ PAT Pool ~ Advanced

Original Packet Translated Packet
Original Source:* Translated Source:
VRG-Users v Address v
Original Destination: VRG-NAT v
Address v
d Translated Destination:
o 4 | v
J
Original Source Port: Translated Source Port:

Cancel m

ATy 7T [0K] %227V w7 LET,

ATY 1M [NAT] =TT, b—LDiBM (AddRule) 1% 27 U v 7 L, VRB DIRDEIETC NAT % 5%
L/\i‘a—o

« [NAT/L—/L (NAT Rule) ] : [FFE/NAT/L—/L (Manual NAT Rule) ] #&R L £7,
« [# A7 (Type) ]: [##HY (Static) | ZEIRL £7°,

« [#fA (Insert) ]: NAT L—AR3MFIET D56 1% [ATE (Above) ] ZBIR L £,
* [Enabled] #27 U » 7 L £,

wEL—% I}



wEL—% |
EBTHrY NIV EFERLEA—Y—RIADKRERE

[ HF—T A AFT V=~ (Interface Objects) ] T, VRB-Inside 7~ =7 b &R
L. [Y—AIZiEM (AddtoSource) %27 Vw27 LET (A7 V=7 EBRWEEIE, [4
J2xs b+ (Object) 1>[AT Py HEE (Object Management) [>[4 Y2 —T A R
(Interface) | CAZ =2 F&AERR L ET) . KIZ, Global-Inside 77 ¥ =7 M & &R L
T [5E4EiZBAN (Add to Destination) | &2 U w7 LE T,

* [Z#4 (Translation) ] T, DA FZEIRNL £,
« [JEDEIEIC (Original Source) ] C VRG-Users Z 341 L 97,

o [E#as 51570 (Translated Source) ] C. [iBN (Add) 1% 27 U > 7 L, 20.1.1.1 &
FBELTA 7Y =27 F VRB-NAT ZEE L E T, ROKIIRINTWD K DI,
VRB-NAT % #4R L £ 77,

Add NAT Rule (]

NAT Rule:
Manual NAT Rule v

Insert:

In Category v NAT Rules Before v

Type:
Static v

Enable
Description:

Interface Objects  Translation PAT Pool Advanced

—
Original Packet Translated Packet
Original Source:* Translated Source:
VRB-Users v Address v i
Original Destination: VRB=NAT v ‘
Address v
Translated Destination:
v v ‘
Original Source Port: Translated Source Port:

v

E==m]

ATy 7T12 [RE (Save) 27U v 7 LET,
NAT /L—/UIRD X 91220 £,

Rules
—

Filter by Device

Original Packet Translated Packet
# Direction Type Source stinatiol Original Original Original T lated Translated Translated
Ly Interf. Interfa Sources Destinat Services Sources Destinatio Services
NAT Rules Before
1 & St... any any Fg VRG-Users By VRG-NAT
2 & St.. any any Fg VRB-Users By VRB-NAT

Auto NAT Rules

AT 713  Firewall Management Center (Z 2 DD —E D AD #—/3— (VRGEB LV VRB =—H—TL (2 1
D) ZBEMLET ([PARATL (System) 1> [#& (Integration) 1>[LJLL (Realms) | %%
WLET) o

B rEL—% |



| wEL—%

ATV 714

ATvT15

ATv 716
ATy T

ATv 718

BGP AL TlREL—4 2HEEGT 5% [

FrLvi s (NewRealm) 1227 U 27 LT, 74— RIZASHLET, &7 14—/ KOGt
AZOWTIE, VLA 70— L REZIRL T IZEW,

VRG 5LV VRB 2—H—nH07 7 2% 5 121%, 2 20 Active Directory % iE# L £
7, [V T 4 L2 b U (Realm Directory) |35 X OV[[AI# (Synchronize) ] 7 4 —/V K& SR
LDAP L /b A % 721 Active Directory LV AR I NV AT 4 L7 U OEREZSIRL T2 E
AR

Firewall Management Center [ ISE 2B L £3 ([ X T L (System) |>[#& (Integration) ]>
(74T T 4T4Y—AR (ldentity Sources) | #E4R) ,

[Identity Services Engine] %27 V v 27 LT, 74—/ RICANLE T, &7 4 —/L ROFEMICD
W, LAV LB L 7c o—F—HiIfH 1] ISE/ISE-PIC DX E HEEZZR L T IEE W,
IDARY —E—LEERL, VRGEBEIURVRBMOLOEBET 52— —0D7 7 & X% Hl#
HDT /A arybo—L R —RERHLET,

BGP ZEFA L TIRBEIL—2 ZHEERKT 5HE

TNA ATBGPEEEMKR L T, HfL—% (Fo—r Bl —P—EROMEL—H)
MoL— 12—/ T&EH LIV E L, EHELEELV—FDNV— & —5 > NI BGP
T—TWZEmT AR — NS, RIZFBLAEDRBENLN—FIZA VR — b EnET, v —Fh~wv 7
X, Za— VUL — bR — VP —EROREL—F L EFT 70T L, £
DL A[ETT, BGPT — T A ~D— DA VR — FELITTZ I AR — MIT T, Fun—
NIURENL— a2 BT, 22— —ERORMENL—F THEIND Z LITERL T EIN,
THDT 7 AT T =T A ANROEIEN—H L A H—T = f ATHERIN TS E L
£,

o Vo — UL — Z (T Inside (10.10.1.4/24) 3 XM Outside (10.10.0.5/24) THEK &N F
@—0

¢ VR-S (B2) {RAE/L—Z % Insidel (10.10.10.7/24) 3 X O® Outsidel (10.10.11.7/24) THE
EENET,

« VR-W (BJE) (K48 —& % Inside2 (10.10.12.7/24) 3 L8 Outside2 (10.10.13.7/24) THE
RENET,

BlE (VR-W) O/L— a2 #E¥E (VR-S) L7 a— L& fHLTY—2 L., VR-S DAERA
B —Tx2 A AN—F &2 VR-WIZU—2F 5L LET, FEEC, Z7a— VUL —XDHNHRA
B —T A A)N—hEEE (VRS) IZV—27T20ERHY T, ZOHITIE, L—FDH
H ¥ & FEHT 57200 BGP R FIEA R L TV ET,

wEL—% I}
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wEL—% |
B sor zmmLcREL— s EHERGT 2 H%

2:B6P E=FERA L =B/ — 2 DIEE LR

7 T ies 1
: Insidel 10.10.10.7/24 | | Inside? 10.10.12.7/24 |
Outside1 10.10.11.7/24 | : Outside? 10.10.13.7/24 I

Export Inside? and Outside2

m ’g Export Dutsidel

- ;R Export Inside? and Outside?

ob

. 1
| nside10.10.1.4/28 |
| Outside 10.10.0.5/28 |
1

1R BHHEIIZ
o AL —Z DERE « VR-S 1 L O VR-W,
*BGP AT L, SR — X THge S L= /b— N OFFEAR FIZ BGP 24 L £97,

FIE

ATYT1 V= ¥ =7y NTHE TSI — b & VRSIZE 7 AR — b5 X 912 VR-W ZH# 5k L

F9,

a) [T/3 R (Devices) |>[T/34 REHE (Device Management) |ZiEIR L. T34 R &
FLLTV—7T 47 (Routing) | ¥7 %27 Vv LET,

by EBEL—FD RKay X ohb, VR-W ZBIRLET,

¢) [BGP]>[IPv4]>[)L— kDA »iR— LY XKR— bk (Routelmport/Export) 1% 27 U > 7
LET,

d) VR-W/L— k% VR-SIZV—27F2521F, V—NMNI— b F—F v bOX T, ET,
ZHUZEKY, VRWIL— NI, v—F—F v he~w—27 &N BGP T —T Ml T A
R—bhEnxd, =¥ —4% v D7 XK — b (Route Targets Export) ] 7 4 —/L K
12, 200:200 72 EDfEEZ AT LET, [EM (Add) 1227V v 7 LET,

Enable Pvd
Manage Virtual Routers
AS Mumber 100
General Meighbor Add Aggregate Address Filtering Metwaorks Redistribution Routs b
Virual Router Properties
L Route Targets Import: Route Targets Export:
BELF | AShznn (or) ASN:n ASNan ASN: | e I:nn ASK:nn ASN: | A2
~ BGP 200200 w

IPvd
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| wmEL—%

ATy T2

BGP AL TlREL—4 2HEEGT 5% [

e) RN —ZDKKay X Unb, VRS Zi&R L ET,

f) [BGP]>[IPv4] >[JL— kDA >iR— r T4 X7R—k (Route Import/Export) 127 U v 7
LET,

g) VRWMNhH U —7 Sl — s a2 FWA5I12E, v— b2 =%y hDOA ilR— b &R L
T, (7 F2EEEMAINT) BGP 7T —7 b, — 2 —Fy he~w—7 Shiz
VR-W/L— & A VR—MLET, Pb— =5 bDA AR —F (Route Targets Import) ]
74—V RIZ, VRWIZERE LD LR C— F&—4% v ME (200:2000 Z# AHLET,
[Add] %7 VU v 7 LET,

. atie v
Manage Virtual Routers
AS Number 100
VR-5
General Meighbor Add Aggregate Address Filtering Metwarks Redistribution Route
Virtual Router Properties
Cl
L Route Targets Import: Route Targets Export:
e N - P o . A arel
0OsPF ASM:nn (or) ASM:nn ASM:nn, ASNy | Add ASN:nn {or) ASM:nn ASN:nn ASH: | Aed

~ BGP
P

GE)

VRWnH U =7 SNHN— bR EI2T 25803 v— b~y 7 A7 V=7 b T8k
rfEE L, [—— B —% D=z s AR — kb— k<7 (User Virtual Router Export Route
Map) | TENAEBRINTEET, FEEIZ, BGP 7 —7 /Wb VRS IZA AR — b 50— &
ST 225G 1F. [2—F— (B —% DA AR — FL— k< w7 (User Virtual Router
Import Route Map) ] ZFEHTEXET, ZOFRIZHOWTIX, A7y 73 THIALET,

N— &7 e — UL — ) AR— b5 K5I VR-W 2Rk L £,

a) VRWIL— h& 70—\ —F 4 VP F—T NI AR— P TEB LT 51— b
<~y T EERTHMLERH Y T, [£TPxH b (Objects) [>[#TP ¥y FEE (Object
Management) ] >[JL— k< v 7 (RouteMap) |Z#IRL £,

b) [b—h~ > 7 DB (Add Route Map) ] %727 U v 7 L, Export-to-Global 7 & D44 Hii & f+f
T, B (Add) 1&227 Y v LET,

c) [¥—7r > AEE (Sequence Number) | (172&) ZIEE L. [FEA (Redistribution) ] F
ny7ZT ARG [FFA (Allow) ] ZIRL £,

wEL—% I}
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B sor zmmLcREL— s EHERGT 2 H%

New Route Map Object

MName

| Export-to-Global

» Entries (1]

Seguence Noa

Allow Cverrides

Ll

Redistribution

& Allow P

d) [R1F (Save) 1227 U7 LET,

ZOBITIE, TRTHOVR-WIL— "N a—V )b—F 4 7 T—T WU —7 EnE
T, Lo T, — b=y AT —HHENBREINFEA,

e) TNAAD[V—T 17 (Routing) | ¥ 7IZBEIL, VR-W Z®IR L £, [BGP]>[IPv4]>
[JL—bDA vR— K ITH R7R— b+ (Routelmport/Export) 1227V v 7 LET,

f) [Za—r R —% Dx s AR — hL— k<~ 7 (Global Virtual Router Export Route
Map) | K v 7% 7 U A b, [Export-to-Global] Z B4R L £ 77,

Enable Pvd:

AS Number 100

Genaral Meighbaor

Route Targets Import:

ASM:nn (or) ASM:nn ASM:nn ASKa | A

Usar wirtsal Router

mport Route Map:

| --select-- |~

Glabad Virtuad Rowter

rmport Fouts kap:

| --select-- -

Add Aggregate Address

Filtering Metwaorks Redistribution Rout
Route Targets Export:
ASN:nn {or) ASN:nnASNn ASN: | A8

200:200 w

4 3
User Virtual Router

Export Route Map:

| --select-- |V

‘Glotal Virtual Router
Exgort Route Map:

| Export-to-Global [~

XF w73 VR-S ® Outsidel /b'— kD F%E VR-WIZ Y —27 32520
a) REAL—FDOFRryFET0b VRS ZBIRLET,

. REIL—4



| wEL—%

b)

2

h)
)

B
k)

)

BGP AL TlREL—4 2HEEGT 5% [

[BGP] > [IPv4] > [JL— b DA »iR— F T4 XR— b+ (Route Import/Export) 1227 U v
7 LET,

VR-S/b— h & VR-WIZ U —27$5I21%, b— MMI— R E—F v "X T &M ET,
XKV, VRSA— NI, = F =Sy hev—7 SN BGP T — 7 M= T R
R—r&nEd, Pb— 2 =4y hOx 7 ZR—k (Route Targets Export) ] 7 4 —/L K
1. 100:100 2 X OfEE AF LET, [Add] &2 U v 27 LET,

BN —2 D Ra v 727 G [VR-W] 2R L, [BGP]>[IPv4]>[JL— kDA Vik—
F T4 RAKR—k (Routelmport/Export) 1% 3R L %9,

VR-S/MH U —7 Siz/v— FEZITIRDHIZIE, v— =57y bDOA UR— Mk L
T, (7 £ SNZ) BGPT—7Linh, — N —4Fy he~—r SNz
VRS /V—h&A AR —FLET, b— ¥ —F v bDxT 7 AR —F (Route Targets
Export) 17 4 —/L FiZ, VR-SO/L— s &Z—75» FOfE (100:100) # A LE7, [Add]
Uy 7 LET,

Z 2T, VR-S ® Outsidel /L— F DHM VR-W (Z U —27 SN D Z & & 50T DB
b ET, [TV b (Objects) 1>[AT x4y FEE (Object Management) |>
[FLT4 v RYR R (PrefixList) [>[IPVATL T4 92 XY Xk (IPv4PrefixList) |
IR L F7,

(IPv47' V7 ¢ v 7 AU A NDiEM (Add IPv4 Prefix List) | %27 U > 2 L,
VRS-Outsidel-Only 72 & D4 Rz <, 1B (Add) 1227V >»27 LET,

[—74 A% (Sequence Number) | (172L) ZFEE L., [l (Redistribution) ] K
ay FE ) A RPD [FFA (Allow) ] @R L £,

VR-SOutsidel f v X —T7 =2 A ZADIPT KL A (EHIDO2 A 7T v ) ZASLET,
[f~1F (Save) 1227 U v 7 LET,

FVT7 4y 7 AV A MG mach WAL TL— b~y 7Z2ERLET, b—h
~v 7 (RouteMap) 1227V >Z7 LET, Jb— b~ 7DiBEN (AddRoute Map) | % 7
U2 L, Import-fromVRS 72 E DA R ZAHT T, EM (Add) 1227V v 27 LET,
[>—7% v A%+ (Sequence Number) | (172&) ZIEE L., [FEA (Redistribution) ] F
0y FE ) ARG [FFA (Allow) ] Z2@R L £,

[match 7] (Match Clause) | % 7 C[IPv4] %227 U v 7 LET, [7 KL A (Address) | %7
T, [PV 747 AR (PrefixList) |27 Vv LET,

[FIHTTRE/RIPVA S L 7 ¢ w27 AU Z b (Available IPv4 Prefix List) ] T.
[VRS-Outside1-Only] Z#R L, B (Add) 1227V v Z7 LET,

[fRTF (Save) 1227 Vw7 LET,

TINAAD [JV—T 47 (Routing) 1 ¥ 7IZBEIL, VR-W 2R L EJ, [BGP] >
[Pv4]>[IL— kDA viR— kI RAFR— b (Routelmport/Export) 1227V v 7 LET,
[7 v — BV — S DA v R— hJb— k<~ 7 (Global Virtual Router Import Route
Map) ] RKe v 7 & v U & ~ve, [Import-from-VRS] %38 L £7,

wEL—% I}



wEL—% |
B sor zmmLcREL— s EHERGT 2 H%

. Enable Pvd
Manage Virtual Routers
AS Number 100
General Meighbar Add Aggregate Address Filtering Metwaorks Redistribution Routs
Virtual Router Properties
C
B Route Targets Import: Route Targets Export:
. a5 z i S ==
OSPF {or) ASM:nn ASM:nn ASNz | Aad ASN:nn {or) ASN:nn ASN:nn ASN: | 420
-~ BGP M 200:Z00 .
IPud
IPvb
Static Routs
General Settings
BGP
2 3
User virtsal Router User Virtual Router
mipart Rowts Map: Export Roube Map:
Import-from-VAS |~ | --select-- -
-t -l b
Expart-to-Global FY Siobal Wirtual Router
Impant-from-Global Export Route Map:
Import-from-VRS hd | Expart-to-Globa |~

AT T4 ra— N UEIEL—Z @ Outside V— F & A >R — T 5 X 512 VR-S 2R LE T,

GE)
Ja— AR —Z L OB TA— 2 U — 279 5120%, F#ETEIEsEL0 22— —EFERN
HL—H TN EERTAMNERHY £, Lo T, ZOFTIE, VR-SIX, 7/mn—n
AR —% D Outside f > F—7 = A A A— M A v BR— NT AL —F L7209,

a) [ATPxH b+ (Objects) |>[# TPz FEE (Object Management) 1>[FL T 1y
AR+ (Prefix List) 1>[IPv4TL 74 v X)X b (IPv4Prefix List) ] Zi8R L
E RN

by [IPvd7'L7 427 AU A NOEM (AddIPv4 Prefix List) 1227 U v 27 L,
Global-Outside-Only 72 & D4 Rl &1 T, B (Add) 1227V v7 LET,

c) [>—7r» AF5 (SequenceNumber) | (172 &) Z#5E L. [FFEAT (Redistribution) ] F
0y FE ) ARG [FFA (Allow) ] Z2@RL £,

d Zwr— UlOuside f > X —T=AADIPT RLA (RAIO2A 7T v ) ZANLE
R




| wEL—%

BGP AL TlREL—4 2HEEGT 5% [

Add Prefix List Entry ]

Action:

| & Allow - |

Saquence Mo:

Range: 1-4234340723%

IP Addresses: {Limit 250) Address:
[ 10.10.0.0/24 |

Fonmar: ipaadry i=n (ien<z32)

Min Prefix Length:

mange : 1 - 22

Max Prefix Length:

Range : 1 - 22

Tl

e) [PRfF (Save) 1227V v LET,

f) [V —h<v7 (RouteMap) %7 U7 LET, b— b~y 7DiENM (AddRouteMap) |
Z27 V> 27 L, Import-fromGlobal 72 E D4 RTZ T T, B (Add) 1227V v 7 LE
R

g) [¥— 7 AFES (SequenceNumber) | (172&) A& L. [FHhiAi (Redistribution) ] N
0y FEY YA RDD [FFA (Allow) ] ZEIRL £7,

h)  [match /] (MatchClause) 1% 7 C[IPv4]| %27 Vv 7 LET, [7 KL A (Address) | %7
T, [V 7427 AU AL (PrefixList) |27V w27 LET,

i)  [FUAAHREZRIPVAT L7 ¢ » 7 AU Ak (Available IPv4 Prefix List) ] T,
[Global-Outside-Only] Z 3R L, [[EM (Add) 1227V 27 LET,

Add Route Map Entry

Sequence Moo
[ |

Redistribution:

| & Allow - |
Match Clauzes Set Clauzes
Security Zones Address (2) Mext Hop (0] Route Source {0)
_ Select addresses to match as access fist or prefix list addreszes of route
Py =
et () Access List
BEP

(%) Prefix List

(thers

-
Available IPvd Prefix List [ Selected IPvd Prefix List

! &, Search | Global-Cutside-Cinby

Global-Outside-Only

j) [PrfE (Save) 1 &7 U v 7 LET,
k) TAALAD =T 47 (Routing) | ¥ 7ITHH L, VR-S ZBER L £ 5, [BGP] >
[IPv4]>[JL— kDA »R— F/ T4 XHR—k (Routelmport/Export) 122 U v 7 L%,

ol

KEIL—% .



B ze—s0BE

wEL—% |

1) [7 87— )UREEL—H DA R — hb— k<7 (Global Virtual Router Import Route
Map) | K v 7 Z 7 U R k)vi, [Import-from-Global] % #4R L £ 97,

Manage Virtual Routers
VR-§
Virtual Roater Properties
ECMP
OSPF
~ BGP
Pl
PG

Static Route

General Settings

BGP

ATw 75 [fR1F (Save) 1. [EEBH

RIEI)IL—2 DEFE

-

(Deploy) 1DIEIZZ Vv 7 LET,

Enable Pyd

AS Number 100

General MNeighbor

Route Targets Import:

ASNnn (or) ASN-nn, ASM:nn, ASN | Add

User Virual Router

rmpart Route Map:

| =--select-- -
Global Virtual Router

mgart Roube Map:

[ Impart-fram-Global IE

Export-to-Global

Add Aggregate Address Netwiorks

Route Targets Export:

Us=er Virtual Router
Expiort Route Map:

| --select—-
Gsobal Virtual Rouwter
Export Foute Map:

--salect--

Redistribution Houte b

ASN:nn {or) ASM:nn ASN:nn ASN: | A8

HERE =/ =/ =3
Firewall Firewall
Management | Threat
Center Defense
ISA 3000 DA N—# | 7.0 7.0 ISA 3000 IZIEHR R 10 DIRFENL—F 2R ETE E7,
Pk
Z—P—EEORAE  |7.0 7.0 A=Y —ERDOREL—Z TSNMPZHETE L L IR ELT,
JL— & TP SNMP
A= h
AL —H DO—FEH] 6.7 6.6 — BB DB — # & Threat Defense 2> HHIRCTE £9°,
b FR/AET Szl : [T/ R (Devices) |>[T/3f1 AEHE (Device
Management) ]1>[JL—T « >4 (Routing) ] >[{REIL—F2 DERE
(Manage Virtual Routers) ]




| wEL—%

rEL—s0BE |

Hae =/ =/ =3
Firewall Firewall
Management | Threat
Center Defense
Threat Defense D4R | 6.6 6.6 BEOEENL—Z ZER LT, A ¥ —T A AT N—TOfER D

Jb—# & VRF-Lite,

N—TFT 4 T =T NeEHTELL9IC20 L, FfL—5
WITMB DN —T 4 T T—=TNRHDT20, T35 A&Wihbd b7
747 WIS BECE £, RAEL— X, Virtual Routing and
Forwarding ® [f{&| N— 3 . Th 5 VRF-Lite & FEEL 373, 2
@ VREF-Lite |% Multiprotocol Extensions for BGP (MBGP) % 7"— K L
TWEH A, ERTE 28— 2 ORREIT 5 ~ 100 OFEPE T, 7
NRAZADET N L » TR F97,

BOR/AE Sl [T/84 R (Devices) |>[T/31 RAEIE (Device
Management) [D7 /31 ZADHEED [JL—T 1« >4 (Routing) | ¥ 7
/ARSI CLLa~> R,

» show vrf

o [vrf name | all] ¥—Y— K& > h% CLI 2~ K clear ospf.
clear route, ping. show asp tablerouting, show bgp. show ipv6
route, show ospf, show route, show snort counters(ZiENI L, &%
G U TRV — 2GR E R R T D RO ICEHE

7'Z v b7 4 —LOH|R : Firepower 1010 35 X OVISA 3000 TiLH AR —
FENTWERA,

wEL—% I}
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



