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INRTHEAET, 72720, EXa2 VT 4R —THHINTWDA o Z— 7:L/(XZ%¢J'J
brd-p L, REICEEBELLHZET, A X —T A AL, 77 EAL—/L NAT, SSL,
TAT T 4T 4/—/, VPN, DHCP #—/372 & Firewall Threat Defense D% E (Z331F
%%< OD%F)T“C*TE%?EHEéth\éEIﬁE@?ﬁ&) DET, A F—TxA AZHIKBTDH L.
FDA L E—T 2 A AEHEMTONTWARENT XTHIFRESNET, EX =2V T o
) — /%ﬂﬁﬁéT)/~i%@%§Hiﬁhoit\m@7A4Z:%@%ﬁz¢\#
> Firewall Management Center CD Rl 2 M E L9712, H| Y X4 T 5417 EtherChannel ™ A
VN T ERETEET,

Firewall Management Center 2328 A4 M35 & [A ¥ —7 = A A (Interface) ] X—
DFEA LV HE—T 2 A ADENZAT —Z A ([HIBRHE A (removed) |, [ZHH
(changed) ]. F721E [BMNEH (added) ) BERSNET,

» Firewall Management Center 7 7 £ A A > ¥ —7 = A ADZH : configure network
management-data-interface =~ > K% f# ffl L C Management Center % E 23 572D 7T —
BA B —T A A%FET HYE X, Management Center T— 9 X EL %4 F#C
TT/)T75 ODEBEZMRTHOLERDHVET, INHDA v F—T A AOEE % HE)TIT

ZElETEEREA,

ZOFNETIE, REIUSGLTA v F—T =2 AOEE #FHCTRIMT I HFiELRHEIN-E®
EHERT B HIEIZOWTHHALET, 71 AOEER N2 LD TH 551X, TOEHE
% Firewall Management Center | 2R 773 5 LB TH Y £ A, TNA ANLETHE THEL T
MO EE L £,
1a s BRI
o —FOEKE

« EEH

o T Uk A

Xy MU EEE

A3 —T 1 —RADBPE
I
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. Firewall Management Center DA V2 —7J =4 ANDEFEDEH]

FIE

AT T [T/NA4 R (Devices) |>[T/31(4 RAEIE (DeviceManagement) ] #3R L. Firewall Threat Defense
TS A (Bdit) 1 (£) 227 Vv 2 LET, [ ¥ —7=A A (Interfaces) ] ¥ 7 BT

ATy T2

ATvT3

74V N TR SN ET,
MEZE U T, [ 23— 4 R (Interfaces) | D EIZH D [T/34 RDORE (SyncDevice) |
7V vy LET,

EEMNBRH IS, WOFIEEZZRL T 7ZE0,
MIBA VA —T x4 ADEMET=(LEIER

a)

b)

AVHE—T oA ARENEREINTZZ LR THREADNF—=R [ F—T A A
(Interfaces) JIZFRTSINET, [Z7 Vv 7 LTiEMAEFE R (Clicktoknowmore) |V > 7 %
IV I LA E—T oA ADERNRER R LET,

[BEDOKFEZ 7 Y v 7 LT, NI —NA U H—T =2 AOEHERNETH| Xt X Hne
LI LR LET,

TI=PRELEGAIE, R V—2EE L CTHRGEEZ HIATTO20ER’H Y £7,

[Save RTF) 1227 U2 LET,

Zh T, [ER (Deploy) ]>[EBE (Deployment) | %27 U v 7 L, &Y THT /A R
R v—#RBETELLIICRDELL,

FMC7Y9E®RAA 2V E3—DJ A ADER

a)

b)

Firewall Management Center O 7 7 £ AGKENL T SN2 2 & ERTHAD /NN —2N [T
A A (Device) | ~—YOf RICERINET, FEMlAERR (View details) 1V 27 &7
Uo7 LTA v H—T 2 ADEFNRERRLET,

Q Deploy Go + @ adminv

| FMC Access configuration change is detected. View details... |

[FMC7T 7 & A-3%ED#M (FMC Access - Configuration Details) 1 %24 7 & 77K v 7 A 3B
TET,

FHZE RSN TWVDTRTORE, FHIE Y7 THAB RSN TVWOIREICER LT
S\, Firewall Management Center Cfi % F#) Ca%iE L. Firewall Threat Defense Cfi % —%
SHLMENRDHY 7,

& 21X, L Fov 7 d/nA 7 A M, Firewall Threat Defense (Z/F/ET 2 H DD
Firewall Management Center |Z {3 F 72/7(E L7eWEREZ /R L TWET,

B T —R0oBE



I A UB—T T —ADBE

Firewall Management Center £ D1 V2 —7J =4 ANDZEEDEH] .

FMC Access - Configuration Details 7%

FMC Access configuration on device have been updated outside of FMC. Review the differences and update FMC values accordingly.

CLIOutput ~ Connection Status
Last updated: 2020-06-23 at 23:36:16 UTC [ Refresh |

Method Name
DDNS - Update Methods

Method Type

Web URL

Web Update Type
w 4. GigabitEthernet1/1

Interface Configuration

FMC Access Enabled Disabled Enabled

FMC Access - Allowed Networks any

Interface Name outside

IPv4/IPv6 Address 10.89.5.29 255.255.255.192
Static Route Configuration

IPv4 Gateway 10.89.5.1

IPv6 Gateway

| Legend: Above configurations will be  added,  modified or  disassociated from FMC Access interface on next deploy to FTD. |

| Acknowledge H Close |

Firewall Management Center CA > % —7 = A A ZRE LIZHBD Z O_X—T D% LLFIZR
LET, A F =T ARED—BL, 7D, TA FPNHEZLTWET,

FMC Access - Configuration Details 7 %

FMC Access configuration on device have been updated outside of FMC. Review the differences and update FMC values accordingly.

(LTTETTECET CLI Output — Cennection Status
Last updated: 2020-06-23 at 23:36:16 UTC [ Refresh |

Method Name
DDNS - Update Methods

Method Type

Web URL

Web Update Type
w 4. GigabitEthernet1/1

Interface Configuration

FMC Access Enabled Enabled Enabled

FMC Access - Allowed Networks any any

Interface Name outside outside

IPv4/IPv6 Address 10.89.5.29 255.255.255.192 10.89.5.29 255.255.255.192
Static Route Configuration

IPv4 Gateway 10.89.5.1

IPv6 Gateway

| Legend: Above configurations will be = added,  modified or  disassociated from FMC Access interface on next deploy to FTD. |

Acknowledge H Close |

(3% (Acknowledge) 1 %7 U v 7 LET,

Firewall Management Center DX ENTE T L CREMOMEHN TE 5 £ T, (MR
(Acknowledge) 1% 7V v 7 L72WZ L 2 BEIO LET, [MEi2 (Acknowledge) 127V v
735 &, BERFCT 7y 7 BHIFREIVE T, Firewall Management Center 5% & 1%, k[0] i

1v58—2z—20%Z |}
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. Cisco Secure Firewall 3100 D~y F 7 —Y ED 21— )ILDOEE

BAMFIZ Firewall Threat Defense D% W OB T X ELX EEX LE7, HEBDHEIIZ Firewall
Management Center DX &4 FE TEIET 2 MERH Y 7,

d) Zin T, [EBEF (Deploy) 1>[EE (Deployment) 1 %27V 2 L, BN Y TT /N1 R
RY—%2REATELLIICRVEL,

Cisco Secure Firewall3100 D~y FJ—O E a2 —I)LDE

5

WINZT A ADERE A AT DENCF Yy NI =T FV a— VA VA M=)V LTGA, T
I a NIRETT, Ry NT—FED a2 — LAY, AT AWREIC>TNE
'§_‘O

TNAADOYPRA L Z—T oA ADFEMERRL TRy NI =27 EV 2 — L EZEHRT HITIL,
[Z ¥ —DO#EAE (Chassis Operations) | X—T %&£, [T/3514 &2 (Devices) 1 D [T /34
A& (Device Management) ] T, [ —3 (Chassis) 15D [#&E (Manage) (%7 Vw27 L
£, > A2V 7 FEREEAMEDSEE. ZoF T a 3l — T 7T 4T
=y FCORMEATEET, 74 2D [V v — T O#EAE (Chassis Operatio) [X— UM E F
R

B T —R0oBE



I AR —T 1 —RADBPE

TJL—07F

IL—s79rt—roxz [

6: v —L Mgk

172.16.0.51 (Chassis Operations)

Network module and interface breakout details for device.

Interfaces

| Refresh || Sync Modules |

Network Module 2 @ )
25 27

n 2{3

Network Module 1
1" w2 owr o s e 47 s

W) (] == (ol e il il
CONSOLE MGMT  USB
LI JL JC JC JC JC JL ]

19 110 1 112 1113 114 115 116 2/2 2/4 2/6 2/8
Physical Interfaces
This view Wly the physical interfaces to perform chassis related advanced operations. To view complete list of physical and logical
jate to Interface page in device details

Interface Name Duplex Auto Negotiation Admin FEC Admin Speed Media Type

Ethernet1/1 FULL No AUTO 1gbps rj45s

Ethernet1/2 FULL No AUTO 1gbps ri45

Ethernet1/3 FULL No AUTO 1gbps rj45

Ethernet1/4 FULL No AUTO 1gbps rj45

[# 8 (Refresh) 1227 Vv 7 LT, A Z—T 2 ADAT—X A% HH L £, T4
ENH LT NAATHN— Ry =27 OEREITo15E1E, [TV 2 — /L% [FH (SyncModules) ]
7V v LET,

WEl 7 — R 7 v FHRICE Y N =T FV 2 —LDA A M=)V EEETHLEND H5A1E.
ROFNEZSHL TSV,

M AR— b DERTE

AWGBLLLEDA L H—T 2 A AT LIZI0GB DT L—27 T 7 hAR— FNERETXET, ZOF
JECIE., R— FOBEEESMOFECOWTHHLET, TL—27 7% hF— M.
EtherChannel ~D BN ZE®H, OWEHA —V 1y hAR—bFLEREUCLOIFEHTEET,

BHEITT I I, T AZERETA MLEEIH Y E¥A, FEEIZESM L%,
PRI A v H—T = A ARBEIZ e — Ly 7 TEERA,
1R BHEIIZ

cHR—PEINTWDLT =0T U Nr—TNEAT20ERNHY 7,
. N—F U= 7RETA F2ZRLTIZEN,

FEAZ DWW T

1v58—2z—20%Z |}
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B oo—o7ork—ronz

FIE

&

ATy T2

« P EZIIHBMT DRI, A F—T =24 AZROBMTHERT L Z LIXTEER A,
e Jx— v == 7
7T ALY o
HTA =T A AERET D
* EtherChannel A >/3—
* BVI A /83—
R —TU N T I RBAA L E—T A A

ctX 2 VTR - TEEEM SN TND A V=T = AOPWTEITHSINE, %
U 52 DRMR S ET08, T7varidyvny s EhEti,

[7 734 A (Devices) | D [7 /314 A& (Device Management) ] C, [~ % —3 (Chassis) ] %
O [EH (Manage) |27 Vv 7 LET, >7F7RAF Vo FERIIENAEDOLEE. 2047
a3 — N7 T4 7 amy PTORMEMTEET, Xy V=2 FEV2— LD
X3 _To/ — MR ashET,

7: v —LDER
Name Model Version Chassis
+ Ungrouped (2)

172.16.0.51 Snort 3
172.16.0.51

Firewall 3120 Threat Defense 7.1.0

TRA AD [V ¥ — T DOEAE (Chassis Operations) | X— UM E T, ZOX—=TiE, 7/
A ADYHA LV H—T = A ADFEMNERENE T,

40GB LA EDA % —T = A AD35 10GB BR— b &45E L £,

a) A B —TxAADFAD [T L A2 (Break) ] (%) %27 Vv LET,

BEATO TRy 7 AT[Yes]| 227 Vw7 LET, £ F—7 =A ZANMERAPTOEEIE.
TT—RAye—URERINET, HEEHRITTLA0C, 2— AT —RAEffRT HUE
N ET,

7= & 2%, Ethernet2/1 40GB A v % — 7 = A A ZNEITAHEE . DEHBOF A —T =
A AlX., Ethernet2/1/1, Ethernet2/1/2. Ethernet2/1/3. 5 & (NEthernet2/1/4 & LU Cikhll SV FE
j‘o

AVB=T2AADT T T 4 v 7 TE, ZEISHIZHR— FOFRRITRO L S22 £7,

B T —R0oBE
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JL—s79tt—trozE |

B8:TL—97kKR—+t

Network Module 1 Network Module 2 @[

0 el )

R L L L LI L L)

111 Mz 1z 14

b) W EHOA Yy E—VRADY %27 ) v 7 LT[ Z—7 =4 X (Interfaces) | ~—
CBBL, A7 —T o ADEEERIFELET,

X 9:[41 >R —T 4R (Interface) ] R—~DiEE)

A\ This device has configuration changes that were performed directly on the device. Visit Interface page in device details

¢) [M v ¥ —7=ARA (Interfaces) |"— D LHT, [Z7 Vv 7 L TiEfZ R (Clicktoknow
more) |7 U w7 LET, [ F—T7 A ADKEWH (Interface Changes) | XA 7 27 R >
7 ADE ET,

10: 48— 4 ADEBDRT
Interface configuration has changed on device. Click to know more.
MN:AVE—J A ADER

Interface Changes °

The following interface changes hawve been detected. Click "Validate Changes® to know if there is any impact on current configuration.

Interface Type Change Description

i) Etherma2/2 Physical Interface s disassociated
i Ethernet2/2/1 Physica Interface is associated

o Ethernen2/2f2 Physica Interface is associated

&) Frivrnae 20303 [T Irbartara o asearisbad

d) [EEOHGEZZ U v 7 LT, WY =N, F =T = ADEERNE Tyl e S HET
é k%ﬁﬁmubi—a—o

TT=RAELESEIE, R =2 L H L TRFEZFEITTOLENH Y £,

X2V T4 RV —THEHEINTWEBA X —T oA A EXWZ D L, REICEE
EH2ABEENHVET, A F—T A AL, T EAL—)L NAT, SSL, 714 F
T 4T 4 /L—/L, VPN, DHCP #— "—72 & BEICK T DHEZL O CEHESHINT
wéﬂ%ﬁﬁ%@i# AVE—T oA AEHIRT D E, TDOA U H—T7 = A AZBHELS
FOENTVWERENTRTHIBRENET, X2V T4 V=0 2BRT5R) — 385
%%Hiﬁwo

AUB—T 1 —ADHE
|
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B oo—o7ork—ronz

e) [FALSD (Close) 1227V v 27 LTC[A ¥ —7=AA (Interfaces) | —IIZKRY £7°,

f) [1F (Save) 1227 U v LAV H—T 2 ADEFRE T 7 AT U+ —MAREIELET,

g) WK EZERTHLERD-T2HE1E. [EBR (Deploy) | >[ER (Deployment) 1 I1Z&&E) L
TRV >—%EBELET,

TVL—=0T U MR FOERERAFT DD ETICRRT 2 0ETH ) A,

ATYT3 JL—UT7 U MR- EHEHEELET,
A H =T 2 A ADTXTOFHR— bEFEETLILELRHY £9,
a) AV H—T A ADOLEMO[BM Join) ] O*) 227U vr LET,

WRBAA T TRy 7 AT[Yes] #27 Vv 7 LET, +FR— MRMERAFOHEAT, =F—
Avb—UNRERINET, BBRMEFRITT I, 2— AT —AZMRTHLERD
D i‘g—o

b) EEEHORA =AY &2 Y w7 LTC[A ¥ —7 x4 A (Interfaces) | X—3
WCBEIL, A F—T A ADEFEZRFELET,
12:[4 32— 4 X (Interface) ] R—~DE

A This device has configuration changes that were performed directly on the device. Visit Interface page in device details

c) [Mv#—7=AA (Interfaces) |"—T D LT, [Z7 Vv 7 LTtz R (Clicktoknow
more) |27 Vw7 LET, [f ¥ —7 A ADZEH (Interface Changes) | %A 7 12 77K v
7 ANBE ET,

13:4208—T 24 ADEEDKTK
Interface configuration has changed on device. Click to know more.
14:428—Jx4 RADEE

Interface Changes ®

The following interface changes have been detected. Click "Validate Changes™ to know if there is any impact on current configuration

Interface Type Change Description

o Ethernet2/ 2 Py e Intedface s dsassociated
i Ethermset2/ 21 Physica Interface s assoclated
i Ethernet2/ 2 Physica interface s associatod

& Frivaonat 21303 [T Imbarbaes i seearishond

Validate Changes

d) [BEFOKFFZZ Vv 7 LT, RUT—NA X —T oA ADEFNETH X i X HERE
HIEHEMERLET,

B (57— ROEE
I



| 1v5—7z1—z208=E

zyrr—sES2—nonen [

TT—=DRELTGEIR. R —2F8 L THiEE HETTO2LERH Y £7,
X2V T 4RI —THASN TS FA VI —T = A ALEEWMZ D & RIS
EHZDAREMENRH D T, A U F—T A AL, T/ EANL—)L NAT, SSL, 71T
YT 4T 44—/, VPN, DHCP #—_—7p L WREICBIT 5L O CEESRIN
TWAHREMERHV ET, A X —T oA Z&HIBRTDHE, FDOA L F—T7 = A A ZHHE
MIFOENTVERENTXTHIBRENET, X2V T4 V=0 E2BRTHRY) —3%
BEZITEREA,

e) [FAUD (Close) 127 Vw7 LT[A ¥ —7=AA (Interfaces) | X—VIIEY ¥,

f) [R1F (Save) 1227 Vw7 LTA v Z—T =2 ADEFET 7 AT 74+ —MARFEL T,

g) MEEETLIMEND 72551, [BR (Deploy) ] >[EE (Deployment) ] IZFE) L
THRYV > —%EALET,

TL—=0 7Y MR FOEREZRAFT DT ICRRT 2 0EIEIH D A,

2y RI—OFDa—)LDIEM

FIE

ATy T

ATy T2

ATvT3

HEIEENEZIC T 7 A4 T U4 — MRy NI =TV 2=V ZBINT5I100E, ROFIEEZFLTL
FT. ILVWEY 22— Lz BINT 2123, BE#ALETT,

N R =2 THRETA RIS TRy NIT—TEVa— L&A A =L LET,

JTAZY T ERIEFTAEOESE. T3TCO /) —RIRxy hV—JFVa— L&A R
= LET,

Tr7AT VA= NVEREBLET, 7310 A0 v v MU CERITHEHZSRLTLES
AN

77 AZ Y T ERTEAAEOEEE. BONCT —% ) — N AZ A a=y &)
L. ZNOoRNEIRT20%/bET, 0%, Hll —F il — FOLEEZZMR) £721X
777 47 2=y bk (Firewall Threat Defense ~A 7 XA VT 4 XTIZBT BT I/ T 47 ¥
TOUVREZEBR) AL L, LEIO§IE, — RERIET 774 72=y N FlEE T F
7T

[7 /734 A (Devices) | D [7 /31 A& EE (Device Management) ] C, [~ % —3 (Chassis) ]%
O & (Manage) |27 Vw27 LET, >27 7AX ) U 7ERFEAAMEOYAE. 2047
va I — N7 0 T4 T 2=y FCOMEATEET, Xy NV—27EFV 2 —LDOXE
HET_RTo/ — RICERINET,

A3 —T 1 —RADBPE .
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128—71—20BE |

B < r7—vEvi—noem

15: v —DEE

O Name Model Version Chassis

O ~ Ungrouped (2)

— 172.16.0.51 Snort 3
O ol Firewall 3120 Threat Defense 7.1.0
172.16.0.51 - Transparent

TRA AD [V % — > DO#EAE (Chassis Operatio) | —VMHE ET, ZOX—=VIZlE, 731
ZDYHA B —T = A ADFEMMPFRENET,

ATV T8 [FY2—/LO[RH (SyncModules) 1% 7V v 27 LT, X hT—7FV a2 —/LOF LFERM
BMT— 2 HHLET,

RFYTE A2 H—T A 2DITT 4T 2545 (I 2r9 0 LTk bu—sE
Va—VEAMMILET,
16: 79 FT—9FES 21— ILOEFEE

Network Module 1 Network Module 2 @
- m 112 113 1/4 1/5 116 117 1/8 21 2/3 25
W () == (o | il
CONSOLE MGMT USB
L JC JC JC JC JC JC JL ]

1/9 110 1Mm 112 113 114 1115 116 242 2/4 36 28

AT9T6 Xy hI—IEFVa—VOAMLEHRT 7 n T I RERSNET, [Yes] 227 Vw7 L
E
B 17: AL OREER

Confirm Switching Network Module On X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn on the network module?

Turning the module on will add the associated interfaces to device.

ATy 1 HEHO LA v e—UREREINET, Vo7&V I LTC[A v F—T xR
(Interfaces) | X—VICBEIL, A v F—T = ADEBEHEFELET,

B 57— R0EE
I



| 1v8—7z—z208B=
2y r—sEsa—roxasz ]

18:[1 >3 —7 x4 R (Interface) ] R—~DIEE)

A This device has configuration changes that were performed directly on the device. Visit Interface page in device details

ATy T8 (EE) [ ¥ —7xA A (Interfaces) |"—TD EERIZ, A vV FZ—T =2 A ADBRENLETE X
Nzl barTAyvE—URFRaNES, [7V v 27 LTEMAER (Click to know more) |
IV TBHE [ ¥ —T A ADKEHE (Interface Changes) | XA 7 v 7R v 7 AN
X, BERERRINET,

19: 43— 4 ADEBDKRTR
Interface configuration has changed on device. Click to know more.
2:4V3—T A RADER

Interface Changes (7]

The following interface changes have been detected. Click "Validate Changes" to know if there is any impact on current configuration.

Interface Type Change Description
Ethernet2/1 Physical Interface is associated
Ethernet2/2 Physical Interface is associated
Ethernet2/5 Physical Interface is associated
Ethernet2/6 Physical Interface is associated
Ethernet2/7 Physical Interface is associated
Ethernet2/8 Physical Interface is associated

‘ Close ‘ Validate Changes

[BAC S (Close) ]2 Vw7 LTC[A ¥ —7xA A (Interfaces) | <—VIZREY £3 (HFL
WEY a—/LEBMLTNHDT, BRESOFZETRWD, [EEORGE (Validate Changes) ]
7V T H0EETHY EEA)

ATYT9 [R1F Save) 127 Vw7 LA E—T o2 A ADERE T 7 AT 75— VIEFLET,

XY RIT—OFDa—ILOXEBAE

HEETLZERL, AUEZATOHELWEY 2a—LDRy NU—FVEVa—)LEKRy b A
Uy TEET, 2L, BEOEY 2 — L ELERCROATIE, vy N U T HME
N ET, ’®$@Ti TWEYV 2=V E Yy y M TUL, HILWEY 2 — L EA A
=L L THINZT D2 HEIZOWTHBLET,

I IAZY 7 ERTEARAEOEAE. H#H ) — T T 4T 2=y RTORY ¥ — 2 DO
VERFEITTEET, ZVIAXZEEY) v /72— NG —— VI NET 2—L FIZH DS
. Ry hT—7 D a— LB Tx £ A,

A3 —T 1 —RADBPE .
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B <ro—vEvi—noxmes

FIE

&

ATy T2

ATvT3

1R BHHEIIZ

77 AZ Y T EITE AT AEOSGE IR, ROFIEEZETLET,

cHSRBYDY Ry FRAU T EETT D=y MINT—H ) —RTHDHZ L MR L
4 (i — FOZLEEZBR) . RIZ, TDO /) —FRE5LT, 727 AZ Y Thbit
LET, /—ROBRAESIRLTIIEIN,

Ry NAU T HETHR, /—R&27 A BMLELET, F20X, filifl ) — FTF

RCOBEREITTEXET, Ry NIV EFVa2a—LOEFITTRTOT—X ) — RIZFH

WanEkd, 2L, Ay PRIy THIE, XTO/)—RTA U FZ—T A ANFEHT

xR0 ET,

cER AN XYy NIV 2V EEHITDH L X T oA — R —F AT DI

X, ROFNEEFITLET,
« T LF—NR—U LI RFy NT—7FT 2— )L FICHAHEAIE. &M E 5k
THMLENHY T, @AHEST ORESRLTSTEEN, 7774777 = —
W —=NR=D I NHDEHy NT—TEa—VEEGLTAHZ LIETEEEA,
XY NI =TV a— VDA B —T 2 ADA L E—T 2 AE=K Y T 5
WLET, ZAZUNSALIPT RLAEA L E—T 2 A AF=F )V TOREEZSRL
TLIEENY,

[7 /734 A (Devices) | D [7 /31 A& (Device Management) ] C, [~ % —3 (Chassis) ]%
O [EE (Manage) |27 Vv 7 LET, >7 7AX ) ITERIIEAAEOSE, 2o+
va I ) — N7 T4 T2y hTORMERATEET, Xy hUV—JET 22— LD
HiIT_To/ — RicEREnET,

21: % —DER
Name Model Version Chassis
+ Ungrouped (2)

172.16.0.51 Snort 3
172.16.0.51

Firewall 3120 Threat Defense 7.1.0

TN AD [V v — OEAE (Chassis Operatio) |S— Y NE £4, ZO_X—=II2i%, T34
ADYERA B —T 2 A4 ADFMNERSINET,

AVH—T 2 AADT T T 47T, A7A4% W) 77 L TRy NT—FTFT 2—
VBRI L ET,

B T —R0oBE
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I A UB—T T —ADBE

2y r—sEsa—roxasz ]

2: %y FI—UFD 1 —IILOESIE

Network Module 1 Network Module 2
m 12 13 174 1/5 1/6 W7 1/8 21 2/3 2/5

(W) () = ) ol
CONSOLE MGMT USB
TR EE WEew

19 110 1 112 113 114 115 116 212 2/4 216 2/8

[f % —7xA A (Interfaces) | X—V TIFEHEZRFLRNTLIEIN, Xy NT—7F
Va—NVEZERT L0, BEFOES A PR 2 LEITH D A,

ATV T4 Xy bPT—TEV 2= VOENMEEMRT 270 7 MRFRINET, [Yes] &7 U v L

i ﬁ‘o
23: EHILORER

Confirm Switching Network Module Off X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn off the network module?

Turning the module off will remove the associated interfaces from device.

ATYTE N—RU=THETA RIE-T, T ADE Ry NT—7FV2a—LERVIL, HL
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Network Module 1 Network Module 2 @
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Confirm Switching Network Module On X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn on the network module?

Turning the module on will add the associated interfaces to device.
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SRRV Xy NI BV a— VEZHI L TCWDHR], XU H A L EkEd 5Tz
OIZ, &%/ —F2—FlZ1 2T o5 L., 7 I7RAINLERTrZEnTcEES, /—K
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ATFw T2  [FT/31 A (Devices) ] D [T /3A AEH (Device Management) ] C, [+ —3 (Chassis) ]
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HIZT_RTo/ — NERINET,

E26:v—LDER

:i Name Model Version Chassis

O ~ Ungrouped (2)

O 17216.0.51 B Firewall 3120 Threat Defense 7.1.0
172.16.0.51 - Transparen

TINA AD [V — DEAE (Chassis Operatio) | —VRHE ET, ZOX—=IZiF, T34
ADOYERA B —T = A ADFEMNFERINET,
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Confirm Switching Network Module Off X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn off the network module?

Turning the module off will remove the associated interfaces from device.

| No Yes
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Tr7AT U+ —NEHEEBILET, T4 2D vy NE T U EIIHEEZSR L TLFE
/AN

7 Z ALY T EILE A OGS, BRYNCT —F ) — RIAZ 3 2=y N &S
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Confirm Switching Network Module On

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn on the network module?

Turning the module on will add the associated interfaces to device.

ATV 710 HiEETFOA Yy E—YNOV 7 %27 ) v LT[A ¥ —7 x4 A (Interfaces) |X— VI

L, /1T oA ADELERFLET,
R 31:[4 >3 —7 4R (Interface) ] R—T~DFEE

A\ This device has configuration changes that were performed directly on the device. Visit Interface page in device details

ATFYTN Xy hI—TFVa— VDA L H—T = A ZENED LIZEBE
a) [ —7x=AA (Interfaces) | X— D EET, [V v 7 LTEEMEER (Click to know
more) |7 U7 LET, [f ¥ —T7 A ADERE (Interface Changes) | %A 7 1 77K >

7 ANAE £,
R:AVEB—TIARADEEDRT

Interface configuration has changed on device. Click to know more.

K33:AVA—T A ADERE

Interface Changes

The following interface changes have been detected. Click "Validate Changes" to know if there is any impact on current configuration.

Interface Type Change Description
Ethernet2/1 Physical Interface is associated
Ethernet2/2 Physical Interface is associated
Ethernet2/5 Physical Interface is associated
Ethernet2/6 Physical Interface is associated
Ethernet2/7 Physical Interface is associated
Ethernet2/8 Physical Interface is associated

‘ Close ‘ Validate Changes

1v58—2z—20%Z |}
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NTODERENTXTHIBRESNET, EX=2VT 4 V2220 IT 5K V— 138
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Vo—%EMLET,

Ry b= FTV 2= VOERERIFT DD RTICTRRT2LEITH D A,
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2y rr—s 2va—nomysL ]

FIE

ATY T [T/34 A (Devices) | D [T /31 ZAEHL (Device Management) ] T, [+ —3 (Chassis) ] %1
O [EE Manage) |27 Vv 7 LET, > 7AX ) IERIIEAMAEOSE, Zo47
a i) —RIT T4 7 2=y FTOMENTE XY, Xy NUV—2FVa2a— VD%
B3 _To/ — FcERSET,

H:ov—SDER
] Name Model Version Chassis

[} ~ Ungrouped (2)

M 172.16.0.51 Snort 3

Firewall 3120 Threat Defense 7.1.0
172.16.0.51 - Transparent

T A AD [V % — > D#EAE (Chassis Operatio) | —VMHE £, ZOX—=VIZiE, T34
ZDOWERA  F—T 2 A4 ADTEMPF R INET,

RAFYT2 AL H—T A ADITFT 49T, ATGAK (W) 27V LTHy hNT—FFET2—
JLE S U E T,
R3B:ry hT—HES1—)LOENIE

Network Module 1 Network Module 2
i 12 13 174 1/5 1/6 W7 1/8 211 23 2/5

consote vet = ] g W (R
212 214 216 2/8

1/9 1Mo M2 113 114 15 116

ATYT3 Ry MU= EVa— VOB RT 57 0 7 EPRFRENET, [Yes] 227 Vv 7 L
ES
B 36 : AL DREER

Confirm Switching Network Module Off X

A Network module operation is immediate operation and it will be
executed immediately on device without needing deployment

Are you sure you want to turn off the network module?

Turning the module off will remove the associated interfaces from device.

| No Yes

AUB—T 1 —ADHE
|
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ATv T84 HED EHIZA Yy E—UBRERRINET, V2527 Vv LT[AVH—T AR
(Interfaces) | X—VICBEIL, A v X —T =2 A ADEFEZRFLE£T,
X 37:[1 32— 4R (Interface) ] X—~DIBE)

A This device has configuration changes that were performed directly on the device. Visit Interface page in device details

ATV TS [ X —TxAA (Interfaces) | X—T D EERIZ, AV H—T 2 A ADFJRENET SN2 &
ERTAvE—URFRREINET,
K38: 43 —T A ADEBDRTE

Interface configuration has changed on device. Click to know more.

a) [Z7V v 7 LTC#EMAZ#ETR (Clicktoknowmore) 1227 U v 27 LEd, [ Z—T A AD
2% (Interface Changes) | A 7 R 7R v 7 ANPE, BENREXRINET,

K39: A3 —T A RDER

Interface Changes @

The following interface changes have been detected. Click "Validate Changes" to know if there is any impact on current configuration.

Interface Type Change Description
Ethernet2/1 Physical Interface is
Ethernet2/2 Physical Interface is

Ethernet2/3 Physical Interface is

Ethernet2/4 Physical Interface is disassociate:

[ cose | R

b) [EEORGEEZ 27 Y v 7 LT, R T—0A 0 F—T7 =2 ADEERNETH| it = HhE
HT EEERLET,
TT—DNRELELGEE. RV —%2LHW L CHREEZBETTA20ENRH Y £77,
X2 VT 4R —THEHINTWAAS X —T oA ZAEHIRTH L, BEICHELE.
ZOHBENHYET, A X —T A RT, T EBA/L—/L NAT. SSL. 74 F T 4
7 4 b=/, VPN, DHCP #—_—7p L' WEICBIT 5% OYFICEHEZRBI N TS
AREMENHV ET, 1 F—T =2 AFHIRT DL, TOA ¥ —T7 oA ZAZEEMT S
NTWERENTRCHIBRESNET, EX2V T4 V=0 2BBT R — 38 Er%
TEE A

c) [FALD (Close) 127 U w27 LTC[A ¥ —7 =4 A (Interfaces) | X—TIZRYD £7°,

ATYT6 [R1E (Save) 1227 Vw7 LTA LV HE—T 2 A ADEEE T 7 AT 74— VIR FELET,

AT T WBREEETHIVLERD 255X, [BR (Deploy) 1 >[EE (Deployment) 1IZE) L TR
Vo—%EMLET,
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ATVT8 T AT UA—NEREBLET, 734 ADT ¥ v MU UELIIHESESZRLTIES

Wy,

I AEY T EFEARAEOS S, RIINZT —% ) — R/IRAZ 3L 2=y M & HFLH)

L. ZNOREIRT202/HHE T, 20%, Hlil/ — 8 @I — FOLEEZZR) £720%
7277 47 =2=v bk (Firewall Threat Defense /~\A 7 XA TV T 4 XTIZBTF AT I/ T 47F
TOUINEZ S ZEE L, LRTOGI#E ) — REIIT 77 47 2=y N FEET& F
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A 23— x4 ANDEFE

HaE

&=/ &=/
Firewall Firewall

Management | Threat

B3

Cisco Secure Firewall
3100 EEHR— hDOT
7 F Vv NORIHREY T
1IE (FEC) 23, 25GB+
SR, CSR, BXLU'LR
KTy RO T4
% FC-FEC 7575 108
4 RS-FEC ICZEHE S h
F L7

Cisco Secure Firewall 3100 O [EEAR— k TFEC % Auto [ZFRET D &
25GBLLEMD SR, CSR, BLOLR FF > —R_DF 74V NEZ AT
D3EE 74 25 FC-FEC Tl372 < 5 108 52 RS-FEC ITREIND L H1T7D
F L7,

Firepower 2100, Cisco
Secure Firewall 3100 T
LLDP % ¥R — bk,

Center Defense
7.2.4 7.2.4
7.2.0 7.2.0

Firepower 2100 33 J UF Cisco Secure Firewall 3100 DA > # —7 = A AT
Link Layer Discovery Protocol (LLDP) ZH#hZ§ 252 &N TEET,
B LVVAER S AU HEE

[7/31 X (Devices) ] >[T/3\1 REHE (Device Management) | >[4
VA —T7 x4 R (Interfaces) 1> [/\— K = 7# (Hardware
Configuration) ]>[# v T —2##t (Network Connectivity) ]

P/EF S NT=a~ > K : showlldp status, show Ildp neighbors, show
IIdp statistics
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Firewall Firewall
Management | Threat
Center Defense
Cisco Secure Firewall |7.2.0 7.2.0 NS 7 47 R—Z FNRFAELTHAES. X—Z 23 NIC @ FIFO
3100 7 12—l ENL X Ry Z77ERFZEV T RNy T7rONy 77 )V IRERRZ D
ST oD L—LA LTy MR Ry T ENAAREERSHY 3, T e —iHIEHO
D —RFfEE Ik R=ZX T V=LA 32— NITHE, ZDK D RRIEDFREA Z4mH
TEFET,
BB S - : [T/34 R (Devices) |>[T/31 REHE (Device
Management) |>[4 2 —7 x4 X (Interfaces) |>[/N\— K = 74
X (Hardware Configuration) 1> [ k7 —% &% (Network
Connectivity) ]
Cisco Secure Firewall |7.1.0 7.1.0 Cisco Secure Firewall 3100 TlX, 7 7 A 7 U + —/L OB A DK EE
3100 (2B 5%~ b THy NI —V Y a— N EBMERITHIRTCEET, TVa—%E
VI EY 2D [FIC 5 A T ORDE Y 2 — WS D56, FEBIILESHY 4
Ry FAT T O o BAIDRENOZIZEY 22—V EBINT D, TY 2a—/LEELIT
A—h BT 275, BV 2a— A aBH LI A TOEY 2— IR T 256
1T, HEESHSLETT,
BFrLVWAEE S
[7 731 A (Devices) 1>[7 /31 AEH (Device Management) ]>[/ ¥ —
 D#EE (Chassis Operations) ]
Cisco Secure Firewall  |7.1.0 7.1.0 Cisco Secure Firewall 3100 25 Gbps A > % — 7 = A A%, #iFi& 05T IE
3100 (281 HRIFTRAY (FEC) %R —hrLE7, FECIIT 74/ b THIZR->TEY,
ATIEDY AR — b [H8) (Auto) JIZEESNTOVET,
/AR Il : [T/34 R (Devices) |>[T/31 REHE (Device
Management) |>[4 2 —7 x4 X (Interfaces) |>[41 32 —T A
ADHRE (Edit Interface) ]>[/\— Fro = 7#HK (Hardware
Configuration) ][#RE (Speed) ]
Cisco Secure Firewall |7.1.0 7.1.0 Cisco Secure Firewall 3100 i%, -/ > A b—/L X3 TW5 SFP (255 <

3100 (3315 % SFP |2
HAEEREDY
Zl

A B —T = A ADFERMEYFE— N LET, SFP ORIET 7 +
VR THDCR>TWET, o4 7T vavid, #Try hU—7s%
Ca— LEROTTICER L, HESBENICEET A EAICERH
<7,

BB STl - [T/34 R (Devices) |>[T/31 XREHE (Device
Management) >[4 % —J x4 X (Interfaces) |>[4 2 —T A
ADHwRE (Edit Interface) ]>[/\— Fo = 7K (Hardware
Configuration) ] [ZRE (Speed) ]
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HERE =/ &=/ EE2 0
Firewall Firewall
Management | Threat
Center Defense
Firepower 1100 ® LLDP | 7.1.0 7.1.0 Firepower 1100 - % — 7 = A A"C Link Layer Discovery Protocol
PR—h, (LLDP) ZHZNZTHZ LN TEET,
VAT Sl : [T/34 R (Devices) |>[T/31 REE (Device
Management) >[4 2 —27 4 X (Interfaces) |>[/\— KO = 74§
FX (Hardware Configuration) ]>[LLDP]
P/EF S N7=a~> 8 : showlldp status, show lldp neighbors, show
IIdp statistics
A B =T A ADH|71.0 7.1.0 AV B =T 2 A ADHBR I —va VPRHE LT 27 Ly 7 A
BRI m— g N ML THREINDS LI £ Lz, F7, Firewall Management
HWEET 2Ty I R Center TA v #—T7 A A&FMTHE, "—RU =T DEENLY
DBINT U CRRE S 4 IRBNTHRIH S NET,
SEOERY, A2 SEEUAST SIS  [7/54 R (Devices) |>[ 7731 REE (Device
&%7I47\®H’%ﬁ75) Management) 1>[4 > #—7 x4 X (Interfaces) |>[/\—FD 7
g E LT Bk (Hardware Configuration) ]>[#E (Speed) ]
PR—bSNDFT >~ N7 4 —2A : Firepower 1000, 2100, Cisco Secure
Firewall 3100
6.7.0 6.7.0 To—#lfle Y s ATF—2 2 xIv e —3 g VEBYLT S XD

Firepower 1100/2100 >/
V=X T 7 AN A
H—T A AT, HE)
FAvT—v g O
ML AR — h &ivd
XoiZy £,

(Z Firepower 1100/2100 ¥ U — X 77 A N A L H —T 2 A&FRET
EHEIITRYE L,

PHNE, TNHDTNRAATT 7 AN, U H—T = A AHE (1000 F
721 10000 Mbps) Z#fZETHE, Zu—flgL ) s A7 —% 2 3
Iy E—a URHBIICAENICRY BT TEERATL,
[BE)R T =—3 =3 (Auto-negotiation) | DTN & fRER L, W%
1000 ICFXELTC7r—flilé Vo7 AT —H A RxIvz—Ta vk
ML TE D XD/ 0 £ Lz, 10000Mbps TR IV T—3 3 2 &M
e+ dZ LT TEERA,

BB STl : [T 31 A (Devices) >[7 /3 AEEE (Device

Management) ]>[A % —7 = A A (Interfaces) |> [/ — KU = 71
ji% (Hardware Configuration) ]> [ (Speed) ]
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