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TL7ZE,

HR—FEINTWVWEIY—N—FTO I N ISR EEKSR

Secure Firewall Management Center 23—/ 3/ 22— A 257 — X2 Z UG TEX 5 L 212751

I, LIV ARNOT— 03 RORICHEHE SN T D BEHEAEZHEHT20ERH Y £3, —N

EoEMANIE L < 72254, Secure Firewall Management Center |4% O B IEDF# % - T
— I N—=RZANTE LT £

. [Realms]


https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/cc756101(v=ws.10)

| [Realms]
Kerberos 2iEaTiEsl |

% 1: Secure Firewall Management Center 7 4 —)L KADEHEZD< v 7

AET—4A Firewall WDAPA TPz b H SR Active Directory B | OpenLDAP Ef%
(Metadata) Management
Center Bt

LDAP ——+#— | Username e user samaccountname cn

4 + inetOrgPerson uid

A First Name givenname givenname

It Last Name sn sn

EF A—/L 7 |Email mail mail

Rl userprincipalname (mail
(AEABE Sh T
WEE)

department B4, e ou
distinguishedname

(department (ZAE 235%

EENTOVARVES)

telephone Phone telephonenumber telephonenumber

number

)

GE) JNV—7DOLDAP A7 =7 k 77 AX, group., groupOfNames (Active Directory DA
i< group-of-names) . F 7L groupOfUniqueNames T,

FTV 2l b 7 TREBEOFMIONTE, KOV 77 LU AEZRLTIEZIW,
* Microsoft Active Directory :
A7V =2 b 77 A : MSDN @ T[All Classes]

« B : MSDN @ [All Attributes |

* OpenLDAP : RFC 4512

Kerberos Z2EEDAIIREH

¥ 7T 4T R—2 ) 22— —DOFFEEIT Kerberos ZfHH L TWAEAIL, ROEICEEZELT
<TEEV,

[Realms]
I .-_


https://msdn.microsoft.com/en-us/library/ms680938(v=vs.85).aspx
https://msdn.microsoft.com/en-us/library/ms675090(v=vs.85).aspx
http://www.rfc-editor.org/rfc/rfc4512.txt

B orooi—nr

[Realms] |

TR b RDXFOHIR

Kerberos i8flE 2 L TV A GE ., FEXIRT A ADR A M4 15 CFRIEICT D4R
HV 7 (Windows TREE S AL TVVD NetBIOS DOfill[fR) , DX HlcLiane, v 77 o
7T HOVIBREIN R L £9, FHEXRT SA ADKRA NIT, T34 A0® Yy b7 v 7 RRC
BELET, FEMIZ OV TIE, Microsoft O~ == 7 /L% A bk [Naming conventions in Active
Directory for computers, domains, sites, and OUs| T, IRD L 2 25t FHE2 SR L TS Z S0,

DNS J&& D X F D iR

DNS 137 A FAIZ% LT 64KB LA T DINE 2K THVERH D £3, ZUANDEE. AD £
TAMIEKLET, ZOHIRIZE S EICHEHE S, RFC6891 7 2 a2 625 Tt ST
Wk,

LILL T4—IL K

RDT 4= REFERLT, LALAEZRELET,

LILL®DEETE (Realm Configuration) 77 4 —JL K

INHDEEE, LIV LANDOTRTO Active Directory b — NFE 72T R A A > a2 br—F (3
4T 4 L7 M) A ENET,

Name

Bl

L L L D—E DA H,

TATUT AT ARY I VIV A BT 558, PR SCFHTIG LT
i@qo

*RAVPN BRETLALAEFEHATIEAIL, 5T, N7 () . T Q) . 77
A () WZHS L TWET,

(A7 ay) LILLAOBBEAEATLET,

847

LIV IADH A 7T, Microsoft Active Directory 1D [AD], ZDOH KR — F I T3
LDWJ%VB)%@&DW]it [Local] T¥, HA—FI TS LDAP UARY K
UO—BIZONTIE, LALARYR— IR TWDLH—n"— (11 X—=2) BB LTL
7ZEW, LDAP VARV MU EFEHAL TR Y 7T 47 A—F )L 2—HF—5FETEET,
1% 9= "T Active Directory 23 LB T,

GE)

. [Realms]

¥¥ 7T 47 R—=F LD, LDAP LIV L&V HR—FLET,

LIV AH A7 LOCAL VL, v—Hh/la—WF—REDOREIMHEHA S ET, LOCAL L /LA
61\ ) £ — FT?“‘ZXJ_‘H_ @mquVC'fﬁﬁﬁ éﬂiﬁ—


https://docs.microsoft.com/en-us/troubleshoot/windows-server/identity/naming-conventions-for-computer-domain-site-ou
https://docs.microsoft.com/en-us/troubleshoot/windows-server/identity/naming-conventions-for-computer-domain-site-ou
https://datatracker.ietf.org/doc/html/rfc6891#section-6.2.5

| [Realms]

)

s ze—nk |

LOCAL LV ADKRD a— )b a—F—I1ERA BN L T,
« [Username] : 17— 4 /b —H — D4 R,
s [Password] : B — /L —F—D/RAT — K,

* [Confirm Password] : @ — /L 2—HF—D/NAT — REfER L ET,

GE)

LOCAL LV Az —H—%8019 5121%. [Add another local user] #7 U v 7 L &7,

LIV ADIER I 2—F—%& B, a—hla—HP—pD 2T — REFEHTXFET, &
D LOCAL LIV ABIERRN CE FT 0N, BHICTHZ LiETEEHA,

AD 754 <) KAA > (AD Primary Domain)

)

Microsoft Active Directory L' /L ABH T, = — W —GRGENME & 72 5 Active Directory —
N=D RAA T,

GE)

9T D Microsoft Active Directory (AD) L /L AIZEABD [ADF' T4~V KA A2 (AD
Primary Domain) | Zf8E T 2 MENH Y £, 722D Microsoft AD L /L AZ[A U [ADY
74~ YU RAA > (ADPrimary Domain) | Zf8ET 2 Z LIXTE ETA, AT AEY)
ICHERE L 722K 20 3, Zhid, Y AT ALKV ZE LIV LD TRTO—F—L& JL—
1 HODEA D BREY B THRDTDTYT, 20D, VAT MIFFEDL—F ET-
X7 N—T AT D 2 ENTEERA, 22— — L T —T RN S
Wiz, [WU[ADZ' 7 A4~ U KA A (AD Primary Domain) | ZfiH L THEEDO LV L%
BETHZEIETEETA, ZHIE, VAT AR -EDOIDEKE LIV ADOTRTOL—H—
EIN—=TIZEND B THEDICRAELET, TOD, VAT AIFFEDL—HF—F 72
TN—T % RGBT & £ 5 A,

AD ZiNa1—4—% (AD Join Username) . AD Z/XX 77— K (AD Join Password)

(L)L A OFRERFIZ [Realm Configuration] % 7 _X— U T TE£9) |

Kerberos ¥ v 77 4 7 AR—H )V T 7T 4 7 #dE% HEY & L7z Microsoft Active Directory L
JV T, Active Directory RAA U CRAAL L A Ba—F T NEAERT 5720
DY) 72 HEFR % £F Active Directory = —H —OFRBIH O 2 —H —4 L X2 T — K,

ROREBRELTITZIVN,

* DNS (X, KA A 4% Active Directory KA A > 2> ha—FOIP 7 KL A ZHERT
XOMERDHY T,

cFRET D —WIE, a2 B2 —HF % ActiveDirectory KA A NIBMEFDHZ LN TX
DEEND D EF,

c =YK TEREML THHLERDH Y £ (7L 21E, administrator TlE72
< administrator@mydomain.com ZfFH L £7) |

[Realms] .



B orooi—nr

[Realms] |

Kerberos (F7-iXKerberos# 47> a v &3 5AICHTTP 2V I—) %2, 74T
VT AT 4D [FFEEZ 2 k2 (Authentication Protocol) ] & L CiEIRI 254, &
I 5[Lr L (Realm) ]1E, Kerberos ¥ 77 4 7 R—H /N T 7T 4 7Gx FATT %
X 91z, [ADBI=—H —4 (AD Join Username) ] & [ADZII/XA U — K (AD Join
Password) | ZffiH L TRRET HHENH D £,

GE)

SHA-1 /N ¥ 2 7L 2 R ATl Active Directory —/3—|{Z/8 AT — RMEFEE N TE
ATIEZRWZO, A LRWNW TS 7ZE W, FEMIIZ- DV TIX, Open Web Application Security
Project ® Web 1 hiZ& 5 [Migrating your Certification Authority Hashing Algorithm from
SHA1 to SHA2 on Microsoft TechNet] <> [Password Storage Cheat Sheet] 72 & DE&E &k %
ZRLTLIIEEN,

Active Directory & OB{E121% SHA-256 # {525 2 L &fHEE L £9,

[T« Ly k) 2—H—% (Directory Username) 1 & [T« L& b1 /SR — K (Directory
Password) ]

Y

P54 22 —VPIFRICEE R T 7 B AL FF> T2 2 —F OB O 2 —F 4 &2
7— R,
RO FITHER LTS EEW,

* Microsoft Active Directory D—¥ D /N — 5 U TlE, 22— =& 7N —T % HHLD -

DITHFE DWERPMLERIGEDNH Y £3, FHMIC- OV TIEL, Microsoft Active Directory
WKABL TS ~=a2 T a2 L TSN,

*« OpenLDAP T, ==—H%—D7 7 & ZHERIL, OpenLDAP OftEEDE 7 58T
MBI TS <level>XT A =X ZLOREINET, 2—HF—D<level>F,
auth L RIZT2MERH Y 77,

o —PHITEREMS THLIMENH Y £3 (72L& 21X, administrator Tid7e<
administrator@mydomain.com i/ L £7) .

GE)

SHA-1 /N ¥ =27 /b3 U X L TlE Active Directory h—/3N—|Z/X AT — RPRIF SN TE
BTERWZD, EHLARNTIZE W, FEMIZ- OV TiX, Open Web Application Security
Project @ Web 1 hZ& % [Migrating your Certification Authority Hashing Algorithm from
SHA1 to SHA2 on Microsoft TechNet] <> [Password Storage Cheat Sheet] 72 & DEEE k4
ZRLTSIES N,

Active Directory & DIE{E21% SHA-256 #3252 L #HELE L £,

~RX—X DN (Base DN)

. [Realms]

(4 7+ a ) Secure Firewall Management Center/)3 = —H— 57— X O 3E & Bt 5 —
N=DT 4 L7 M)V —, XR=ZADNZIELRWGE, V="l TS 558,
AT Add B DN 2B L E T,


https://techcommunity.microsoft.com/t5/ask-the-directory-services-team/migrating-your-certification-authority-hashing-algorithm-from/ba-p/400300
https://techcommunity.microsoft.com/t5/ask-the-directory-services-team/migrating-your-certification-authority-hashing-algorithm-from/ba-p/400300
https://cheatsheetseries.owasp.org/cheatsheets/Password_Storage_Cheat_Sheet.html
https://www.openldap.org/doc/admin24/access-control.html
https://techcommunity.microsoft.com/t5/ask-the-directory-services-team/migrating-your-certification-authority-hashing-algorithm-from/ba-p/400300
https://techcommunity.microsoft.com/t5/ask-the-directory-services-team/migrating-your-certification-authority-hashing-algorithm-from/ba-p/400300
https://cheatsheetseries.owasp.org/cheatsheets/Password_Storage_Cheat_Sheet.html

| [Realms]

vnszs—nt |

WE L, N A4 (DN) ITIEBE R AL 4B L O &2 R T RAEEN H D £,
7= & 23X, Example OB X = U 7 ¢ #F9D~<—Z DN |Z,
ou=security,dc=example,dc=com & 72V 7,

Group DN

(A7 a ) Secure Firewall Management Center/’ 7 /L — 7 J@M: & Fpo 2 — W — 2 KT
L2 —=R_—=DFT 4 L7 NV —, FHR—=FZINTNDL T N—TEEO—EIZ OV T,
PR—=FEINTWEY—NR—=FT V7 N7 TREBEES (125—) 2L TLE
SV, =7 DN ZHRE LRWGE, =l TE 558, VAT ATk AL
DN ZHuifs L £,

G¥)

W2, T4 L7 )Y —R—pa—H—_ J)L—7 DN TYVATLNYR— T5F
DY ANERLET, RIORTXFLUNEFEHTLE, VAT LR 2=V —L T —T %
Zyra— RTEXRL RN 77,

IVFA4T« HR— b TWEXFE

e azZAZ09!#$% " N&()_-{}".~
7“/1/,_7°ZI a-ZA-ZO-9!#$%’\&()_-{}'.~\
~—ZDN &7 /L—7 DN azZAZ09!1@$%N&*()_-.~"

a—HF—4 Tk, EOHFHTTL RREED) AR—RFHFE— FIhThERA,

BAFDO LV L ERET D58, RO7 4= P TE £,
[1—H—+tvPar B4 LTk (User Session Timeout) ]

(L IV A ORI [Realm Configuration] # 7 X— Y Tl CT& £9) ,

A=ty g VNI LTI NTHETONEEANLET, F 74 M, 22—
DB T A2 AR MG 144057 Q4FFH]) % TT, ZOXA LT U RNEBEDL L, 22—
P—Dry a3 TLET, 2=V —2FEa /A T xy hT—2Z 2T 7 &R
LielF TV D84, = — 3 —I% Secure Firewall Management Center (2 J Y AR & L Cilak
NnNET (KL% r 7T 0 7 R—%/L2—H— (Failed Captive Portal Users) ] %= [x<) ,

S 5T, VAR LUTISEASE-PIC ZRE L. #A L7 U MEBIXTGAIL, [RIRER DM

BT, FEMIC OV TIL, Cisco TAC IZBRIWA bR E &0,

WDEA LT T MEZFKETEET,
o [—H—x—T = M L ISE/ASE-PIC=—#— (User Agent and ISE/ISE-PIC
Users) |: Ny U7 EBiEZ A S ChHa—W—x2—T = N ETIXISEASE-PICIZ X -
ThI X T END2—P—DXA LT T I,
BELEZA LT U MEZ, pxGridSXPE v ay "y 7 BT A7 VT ar (8
HESGT= v B 7hy) ITEHENETA, ROVIT, ISENLDOBED~ vV
TOHIBRETZITEHFA =T R2WRY, By ary Ny 7 v B FIIREF
ENnET,

[Realms] .


https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

[Realms] |

. [LIWLT 4 L% k) (Realm Directory) ] & U [EI#] (Synchronize) ] 7 4 —JL K

[LIWLT 4 L
J4—IL K

ISE/ISE-PIC D FEMIC DWW TIE, ISEASE-PICT AT T 4T 4 V—AEHBMRLTLZ
éb\o

[ —IF NP —EARAT—T =z b —H%— (Tterminal Services Agent Users) ]: /S
VIRGEA A T THDH TS ==V =2 MIE-o TR T vF o randa——nx A
AT T R, FEHIZONWTIE, #—IF AP —ER (TS) =— V= NOTAT T 4
Tq4 VAL TIEIN,

s [F¥ 7T 4 T HR—H )2 —H (CaptivePortal Users) |: 77 7 4 7Bk # A 7 Toh D
¥y ST 4T R—ENEHEALTCEFICR A L= DL A LT 0 b, FHIC
ONWTUE, F¥ T T AT R=ENDTAT T 4T 4 V—AEBZRLTIEINY,

s[RI LT=F Y 7T 4 7 AR—%/L=2—H (Failed Captive Portal Users) |: ¥¥ 77 4 7
R—=FNVEFEH L TERFIZr A LTWeWnWa—HFDH A 57 7 b, SecureFirewall
Management Center |2 & > T —¥FNRFERR—F L L TRESNDETD, KK
77 A TR (Maximum login attempts) | #5XETE £, 778X a2 hr—
NRY =2 LT, BRERRKA =Ry N =7 ~DT 7 ¥ A 5T 5 2
EHTEET, ZOBEEIE. 20— ZOXA LT U MEXEH ZNET,

K LIex v 7T 47 R—=2 NV a7 A OFFMICHONTIE, F¥ 77T 47 K=
T4V REZRLTIESIN,

[FARMFYTT 4 TR—Fba—H (Guest Captive Portal Users) ] : ¥ 77 1 7 AR —
AVNZHF AN a—HF L LTr sl A LTWEAa—FDZ A LT 7 b, FEMIZHONT
. XY T T4 T R=BFNDTAT T 4T 4 V=R ZBRLTIIEZIN,

2 k1) (RealmDirectory) 15 & U [RIHA (Synchronize) ]

LILLDT 4 LY k1) 74—J)L K (Realm Directory Fields)
INHOREX, LIV LANOE %2 DO —s3— (ActiveDirectory RAA > 2 fa—Z772 L) (|

HWHISNET,

. [Realms]

RRX L4&/NP 7 KL X (Hostname/IP Address)
ActiveDirectory K A A > b —F <3 U OEEEMiR A N, EREML EHERT D
\ZI%. Active Directory % —/S—DAFTOME (22 X—) 2L TIZINY,

X 7T 4 T IR—H)VOFFEIZ Kerberos Z i L CWAEAIE., RO Z EHBEfEL T2
él/\O

Kerberos #alE 2 L TV A 5E, EEXIRT A ADKRA MK 15 CEREICT D4
HEWHRH Y FF (Windows THRE STV D NetBIOS Dffl[R) . ZDLHIZLiene, Fx
TT 4 TR FNVGRIEN KL E T, FENRET AN ZADFRR ML, 731 ADE v b
7y TRHIERE LET, FERIZ OV TIE, Microsoft O~ == 7 /L%  [Naming conventions
in Active Directory for computers, domains, sites, and OUs| T, KD L 5 RiFEE2 BB L TL
ZEN,


management-center-device-config-73_chapter66.pdf#nameddest=unique_2135
management-center-device-config-73_chapter69.pdf#nameddest=unique_2133
management-center-device-config-73_chapter69.pdf#nameddest=unique_2133
management-center-device-config-73_chapter67.pdf#nameddest=unique_2132
management-center-device-config-73_chapter67.pdf#nameddest=unique_2167
management-center-device-config-73_chapter67.pdf#nameddest=unique_2167
management-center-device-config-73_chapter67.pdf#nameddest=unique_2132
https://docs.microsoft.com/en-us/troubleshoot/windows-server/identity/naming-conventions-for-computer-domain-site-ou
https://docs.microsoft.com/en-us/troubleshoot/windows-server/identity/naming-conventions-for-computer-domain-site-ou

| [Realms]

[LILLT 4 L% k1 (Realm Directory) ] & U [EI#] (Synchronize) ] 7 4 —JL F .

DNS (I A Mk LT 64KB LA FDISEZIRTHENH Y £9, TLIOEAE. AD
i A MIRIRLET, ZOIRIEm FAZ#E A <4, RFC6891 7 > a 625 Cilk
HEhTnE1,

R— bk
P R—D R — b,
%51t (Encryption)
(3 < HELZE) fEH9 2 W5 BE =
* STARTTLS : fiif 55t LDAP #¢
* LDAPS : if 5t LDAP #ifi
< 73 L : JERE 5L LDAP #5568 (fRESNTWARWET 7 4 v 7)

Active Directory t—/3— & LR TIE(E T HI2IE. Active Directory & 72 1% LDAP |22 2245
s (21 "—) 2ZRLTIEIN,

CA Certificate

PN —~OFEFEICAE AT % TLS/SSL 7iEAAE, TLS/SSL iEAEZ T 5729
STARTTLS ¥ 7-(% LDAPS % [l 51t (Encryption) ] # A 7'& L CRETE i?‘

FRREICRERAEZ T 2546, FEHEDO Y — N—4 1L, ¥ —/3—0 [Hostname/IP Address]
BT AMENHY I, e xE IPT FL AL LT10.10.10250 2 H L TWH D
2, FEFIE T computerl.example.com Z i L TWALAIL, AR L £7,

TALY P —NR—~DERIZERSNESA V8 —T (R
Secure Flrewall Threat Defense 7% Active Directory H—/N—|ZZRIZHEH TE H L 912, RA
VPNFBRECDAHMIETT, 7212, ZOA v F—T oA XL, 22— —BLOIL—TD
Fora— RIS EEA,

N—T >y RAUE—T oA R T)N—TTEFERBIRTEET, FFHlICOVTEL, A ¥ —
7 = A A (Interface) #ZM L T 72XV,

wmonwTnnae s ) v 7 LET,

c— NV I T AN KB v—T ¢ 7 % L T Active Directory %—/3—{Z
e LE 9,

o[ H—T7 A ADEIR (Choose an interface) ] : Active Directory ¥ —/N—|ZHzki 7
DEFEDERBT NAA AL H—T 2 A A TN—TEHERLET,

aA—H—0 [RE (Synchronize) 17 4 —JL K
AD 75431 KAA > (AD Primary Domain)

Microsoft Active Directory L' /L AR T, 22— —3BFENHLEE & 72 5 Active Directory H—
W=D AL TH,

[Realms] .


https://datatracker.ietf.org/doc/html/rfc6891#section-6.2.5
management-center-device-config-73_chapter31.pdf#nameddest=unique_728
management-center-device-config-73_chapter31.pdf#nameddest=unique_728

[Realms] |

. [LIWLT 4 L% k) (Realm Directory) ] & U [EI#] (Synchronize) ] 7 4 —JL K

\)

6=

9T D Microsoft Active Directory (AD) L /L AIIZEA D [ADT 7 A~V KA A > (AD
Primary Domain) ] #$5E T 5 XLENH Y £3, #7225 Microsoft AD L /L AZ[H U [ADY
74 ~Y RAA > (ADPrimary Domain) | Z$EET 2 Z LIXTEETN, AT AN
ICHERE L 722< 20 3, Zhid, VAT ALV FELALRNDOTRTO—H =L F)L—
I OOEA D RNED LB THENDLTEDTT, TOD, VAT MIFFEDL—Y E T2
X7 N—T M T D ENTEERA, 22— =L T —T RN S
Wiz, WU[ADZ' 7 A4~ U RAA 2 (ADPrimary Domain) | Z#H L CTEHKO L L L%
RETDHZLIITEERA, ZHIE, VAT AR —EDOIDEELLLADTRTOL—H—
ETN—=TZENY Y THEDIHELET, TOD, VAT LMIFEDOL—F—F 21X
T N—T WIS T E EH A,

A—HY—ETL—TZBRRTHITVEAALTLEZEN

)

[Base DN] :
(47> 3 ) FirewallManagement Center 73— — 57— ¥ O BZE# LGS 5 —/—D
TALZ MY U —,

HE ., N—ZFHR4 (DN) ITI3EE R AL A B IO Z R T EAERNH Y £7°,
7= & 23X, Example OB X = U7 ¢ #HFHD<—Z DN |Z,
ou=security,dc=example,dc=com & 72V £7,

[Group DN] :

(472 = ) Firewall Management Center/s 7 /L — 7 @Mt & Ff o —HF — 2B 5V —
N=DT 4 L7 FY VY —, PR—PSNTWLIN—TREO—-TIZHONTIE, FR—
FENTWL—=NR—=FT7 V=7 F 7T 2LRHES (12°—2) ZBRLTIZIN,

GE)

TN —THET TN L IIL, TAZV T () fa3— (=) . X"y T ATy
va () REORBRXFIIMEATEEYA, HALEEE, TNOLOINV—TDa—H—
A —REnT, IDARY —THEATE R0V TY,

[Load Groups]

a—P—FHAR L2 —V—HlEHIc 22— =L TN —T 2 X u— RT3 LT
B0 FET,

[ERATEE%E ¥ )L— T (Available Groups) 1. [&2(2:80F % (Addto Include) 1. [BR4V 3 5
20T 5 (Add to Exclude) ]

. [Realms]

R —THERTEL 7NV —T7 %2R L ET,

s [BEFAIREZR 71— (Available Groups) |7 o« —/L RICER RSN TN D 7 V—T 13,
TN—T% [ 5 T N—TF L a—%F— (Included Groups and Users) | F721% [FRHM3
57 N—>7" & a—H%— (Excluded Groups and Users) ] 7 ¢ —/L RIZBEI L7Z2WRY |
NY—THHTE £,



| [Realms]
Active Directory 3 /=& LDAP IR £ (Z##i 9 % .

s IN—T % G DV N—TF L 2—H%— (Included Groups and Users) | 7 1 —/L KiZE
G EIE. ENODOIN—TLEZNLD T N—FITEEND 2 —F =TT R F
vrae—R3f, 2—H—F—=FFa—P—F@Ho—F—HEcFHTE £,

o« IN—"T% BRI B I —TF L 22— — (Excluded Groups and Users) | 7 « —/L K
BB S HAIE, TSSO TRTOIV—T L ZNEDO T V—TICEEND
a—HF—=nFvra— 3, 2—F =@k —F—HflEcFIHTE E T,

cEENBNITN—T D=V —%EFD LI, [2—P—DEE (User Inclusion) ] D
TO7 44— RiZZEOa2—F—Z% AL, B (Add) 127V v7 LET,

s BRAL SNV =T D — P —E AT DL, [— DRI (UserExclusion) ]
DFDT 4 —)V FIZEDO2—F—LE AL, BN (Add) 1227V vr7 LET,

A

(GE)  Firewall Management Center |24 7 > 10— RIjL 52— —%,
AXR=I-(E+e)+i ZfEH L THEINET,

sRIFFVa— R NLIE2—F—DU X T,

JEEENTHE I L—FTT,
cE RS S TS 7 L—T7TF,
ce IS STV D 2 — =TT,
ilFEEN VWS = —TF,

[Synchronize Now]
7V vy 7 LT, IN—Tla—H—%AD LRI LET,
B B[R 4 O Bt B ]
AD o a—W =L TN —T% Xy n— N3 5 & R Z AT L £,

Active Directory & 1= |& LDAP IR 2R T 5

Active Directory ¥ 72 1% LDAP #—/3—135 X U Secure Firewall Management Center (78 < #£4%) [
TEF a7 REREMELT DT ROTXTOX AT ZFRITTDHLENDHY £7,

s D= FEREE T AR R LET

e b— FREFHEZ(EHH T 5 CAREHE ([Objects] > [Object Management] > [PKI]> [Trusted
CAs]) & L T Secure Firewall Management Center (21 > 7"— h L £ 97,

o P NR—DEREMH ERBLET,
s LI AT 4L MU EERRLET,

ZEHICOWTIR, ROWTNIDZ 27 BB LT EE N,

[Realms]
I .“



[Realms] |
. Active Directory H—/A\—DZHINIRFE

BErEY Y
Active Directory —/S—@D /L — FEAEFEO T 7 AR — K (22 X—)
Active Directory % —/X— DA FTOMR (22 ~—)
LDAP L /LA %721 Active Directory LV AB LNV VAT 4 L7 b U OFERE (2 ~—
V)

Active Directory —/A\—DZHT D&

Firewall Management Center CTL/V AT 4 L7 N U ZRET HITIX, RO FIATHIATS LD
2, B — "=zt L T LERDH D 7,

ZNBDH AT X, Microsoft Active Directory (Z DAt & E 3, LDAP I 2 5461%
FIRIZOWTEY 2B EGR 22 L TS0,

48O HREIIC

AL a— X DAFTERRTE DHERAEZFFO—H— & LT Active Directory Hr—/3N—|Z 1 7' A
YT HMERDY ET,

FIE

AT w71 Active Directory —/N—|2na 7' A > LE7,

RATvF2 [BAts (Start) 122V v 7 LET,

ATFw 73 [ZOPC (ThisPC) [2#H7 VU v 7 LET,

ATy T4 [7FuaXF ¢ (Properties) | &7 Vv LET,

AT 75 [Advanced System Settings] 27 U v 7 L %9,

ATYT6 [ Ea—4%% (ComputerName) ] ¥ 7 %7V v 7 LET,

ATy F1 [7rara—44%4 (Full computer name) | DEE A€ L ET,
Firewall Management Center T L /L A7 ¢ L7 N U T HBE. 2 OIEMRARTZ AT 5
WERH Y ET,

RDBERY

LDAP L /LA E 721 Active Directory LV AB XLV AT 4 L7 MU OERR 2 X—) |
BErEY Y
Active Directory h—/3N—@D/L— REEOZ 7 AR — K (22 X—)

Active Directory —/\—®D)L— FEEBAZED T Y X R—

IRDH AT TIX, ActiveDirectory t—/N—D /L — KiEHEE = 7 X‘lﬁ_ ~ 5 FIEIZ DOV TERL
ALET, Zaud, 3*‘5‘ TAT T 4T 1 AT % 72 91T Firewall Management Center
LRI B D BRI W70 £,

. [Realms]



| [Realms]

FIE

ATy T

Active Directory Y —/\—®DJ)L— FEBAED T H RR— k .

ZHHMH A 7L, Microsoft Active Directory |2 D Z il SHUE ", LDAP 24 585411,
FHEIZOWTHEYI R ZEZE B 2SR LTI E S,

1a s BRI

Active Directory % —/3— 0D /L — FEEBAEDLBIN 01> TWALERH Y £9°, /L— MERAE
DAHRIN RAA L ERILTHLIELAE L RS> TWALEALHY £5, WROTFIAIX, AAi%E iR
TH—ODHEEZRLTVWET, 2L, oFELZEXLNET,

LUFIE. Active Directory $—/3— D /L— FEHFEO A Hi 2 ST 5 — 2D FETT, FHMICD
UWTIE, Microsoft #:D R¥ =2 A N 2RI L TS Z &0,

a)

b)
c)

d)

2

h)

Microsoft B BE = o V) — /L % FEAT T L HEBR & K-> —# — & L T Active Directory #—/3—I|Z

nrsA4rLET,

[BA#E (Start) 1227 V> 27 LT, mmcz ASILET,

[Z7A4L (File) 1>[RF v T4 oDEMEHIER (Add/RemoveSnap-in) 147 U v 7 L%

7

AN D ARA 2B B [EHFRE/R AT > 74 > (Available Snap-ins) ] U A F 5, [REAE
(m—A1v)  (Certificates (local)) 1&7 U w27 LET,

GEM (Add) 1227V v 27 LET,

[REBAFEA T > 7' A (Certificates snap-in) | ¥ A T HI Ry 7 AT, [ALEa2—FT Y

> b (Computer Account) | %27 U2 L, [k~ (Next) %7 U v LET,

[ B a—%DEFR (Select Computer) | XA T HTRYy 7 AT[R—H)LA L Ea—H
(Local Computer) ] %7 U > 27 L, [#& 7T (Finish) 1%27 U > 27 L7,

Windows Server 2012 D%, FiDO FIAZER VIR LT, AHERF Y 71 o 28Mm L3,

[2>Y—JLIL— b (Console Root) ]>[{ERE &L 7-REBAMEES (Trusted Certification

Authorities) ]>[FEBAZE (Certificates) 1 %27 V v 7 L £,

P R—DEFHTE DEHEN LA ORA ZFRINE T, ROKIE Windows Server

202 DBITHY | BRELZ L > TIERR > TV D AREMED H Y £7,

[Realms] .



[Realms] |

. Active Directory H—/3\—®D)L— FEBAZED T Y XA 7R— b+

ATFw T2 certutil =~ REFEHALT
Z i,

E File Action View Favorites Window Help - |5 %
e 2@ 4B XD H
| Console Root Issued To & Issued By || Actions
4 Ifﬁ‘ Certificates (Local Computer) Sl AAA Certificate Services AAA Certificate Services E I-E — I
4[] Personal [ AddTrust External CA Root AddTrust External CA Root = .
. [T Certificates [ Baltimore CyberTrust Root Baltimore CyberTrust Root i
<O T{usled_Root Certification Authorities (53] Class 3 Public Primary Certificat... Class 3 Public Primary Certificatio.. m
[ Certificates [5:/COMODO RSA Certification Au... COMODO RSA Certification Auth... s B

b | Enterprise Trust

p [ Intermediate Certification Authorities
b || Trusted Publishers

b ] Untrusted Certificates

» R Third-Party Root Certification Authorities

p ] Trusted People
b ] Client Authentication |ssuers
b 1 Remote Desktop
b [ Certificate Enrollment Requests
b 1 Smart Card Trusted Roots
7 Trusted Devices
b 5] Web Hosting
rl ﬁ Certification Authority (Local)
4 é domain-DC-CA
7] Revoked Certificates
1 Issued Certificates
| Pending Requests
] Failed Requests
] Certificate Templates

5l Copyright () 1997 Microsoft C...
[ DigiCert Assured ID Root CA

5/ DigiCert Global Root CA

5| DigiCert Global Root G2 DigiCert Global Root G2

5| DigiCert High Assurance EV Ro... DigiCert High Assurance EV Root ..

=4 domain.example.com Sample Documentation Authority

Copyright (c) 1997 Microsoft Corp.
DigiCert Assured ID Root CA
DigiCert Global Root CA

Sl domain-DC-CA domain-DC-CA

5/ domain-DC-CA domain-DC-CA

5l domain-DC-CA domain-DC-CA ||
S/ domain-DC-CA domain-DC-CA

[5ldomain-DC-CA domain-DC-CA

[5ldomain-DC-CA domain-DC-CA

[5IDST Root CA X3 DST Root CA X3

(S5l Entrust Root Certification Auth... Entrust Root Certification Authority
5l GlobalSign GlobalSign

5l GlobalSign GlobalSign

5] GlobalSign Root CA GlobalSign Root CA

5] Go Daddy Class 2 Certification ... Go Daddy Class 2 Certification Au.., v
.(Tl. o = | R

Trusted Root Certification Authorities store contains 39 certificates.

SFAEA 7 AR — M LET,
S ES T AR— F T A5 —oDFIEICBTET A, Tt

AEAEAZ T 7 AR — b

T DRI HETT, RIS, Web 77 U & %17 L T Active Directory $—/3—7/5 Firewall
Management Center (ZH2#5¢ T & 2 556 (] T,
[BH4G (Start) 1227 V27 LT, emd Z AN LET,

certutil -ca.cert certificate-name =~ > R&Z A1 L £,
P N—OFEAENEEICERINE T,

a)
b)

c) - BEGIN CERTIFICATE----- THAE Y ----- END CERTIFICATE----- THKbD (Zhbo
XA EET) EEREE ) v TR —Ricar—LET,

RDERY

BEHTELCAAT V=7 FOEM OFIZHES T, Active Directory Yr—/3— D FEE 2 [F 1

TZ % CAGEHE & LT Firewall Management Center (24 >R — h LE T,
BENEY Y
Active Directory $—/S— DA FIOMRE (22 X—)

. [Realms]
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| [Realms]

a—y—eon—7or% |

A—H—¢L5IL—T0REE

FIE

ATy
ATvT2

ATvT3
ATvT4

==L T N—T DR LT, TN—T L T N—T AN —F T L TRIE LI LA E
7 4 L2 R UIZXF LT, Firewall Management Center 237 = VU #5479 5 Z L 2B L 7,
Firewall Management Center 23 L7299 X CHO2—H—% ID KV v —TEHTE L7,

RIREDS oMo 72354 1%, Firewall Management Center 73 2 — R CX 72\ 2 — W — L& )L —T7 %
BV LAEBINT HMHERHY £T, FFMIE. LILABIWMEHTED RAASL L (83—
V) 2ZRLTIEEN,

1R BHHIIZ

£ Active Directory K A A @ Secure Firewall Management Center L'/L A & &7 4 LA D
Active Director K A A > 21> h B—3 Z & O Firewall Management Center 7 4 L7 ~ U Z{Epk L
9, LDAP L /LA E721T Active Directory LV AB LNV VAT 4 L7 b U OEKR (2 ~2—
V) EZRLTIEEN,

2—F—HIHTHEAT 22— —2EL R AL A L TOR LIV AEERT 2HERH Y £
j—o

RED FA R T&FET, Secure Firewall Management Center | X450 7 —7 L 7 —7F|C
GENDa—Y—%Fyru— RKLET, LDAP L /LA FE 21T Active Directory L'V AB L OV
NET 4 L7 BUDIERR 2_—) OFBBIZEN, HEISLT, Furr—RT571—
Tla—PF—ZHIRTEET,

RAL DR =Y =TV g (UPN) 7 4 v 7 ZATERLS, RAL DD R A
A B EMER LTV LEERT DMERHY £T, €9 LARWGE, 2—F—L 7L —7%
Fyra—RIKRIL, 7470747 4R —TEHSNETA, & ZIE, LD RAA
:/ZJ§ domain.example.com VC‘\ 'TJCE%@ UPN % 753‘ domain2.mydomain.com @%/Eﬂi‘
domain.example.com EHEHATALIICLVILLERETANEND Y £3, REOUPNY 7 ¢ v
I ADREDZEAIZ- DUV T, learn.microsoft.com @ [Configuring Alternate LoginID] 7¢ & U
V=2 BRLTIIESN,

Secure Firewall Management Center (212 7 A > L CWRWERITr 7 A4 LET,

[#£4& (Integration) ]>[ZDMD#HA (Other Integrations) 1>[LJLL (Realms) ] %7 VU v
7 LET,

BV AORZH S [T —F (download) ] (X£) %#27 VU w27 LET,

FERAFORT DI, [SyncResults] # 7 &7 U v 7 LET,
[Realms] #11Z. Active Directory 7 # L A kP ND 2 —H— L 7)L— 7 O HiI12 B4 5 i E oo A 4
DRENET, FLILVLDRIZHDLROA T —F R LET,

[Realms] .
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. LVIVLY—ir D ZA DR

[Realms] |

[Realms] BID A > 45— |EBk

3

(72 L) =L FAMENZTRTO2—HF =L I N—TF, MR ET
‘a_‘o

s2a0N=FR () A=Y= TN =T ORI RMENFEAE L E L, 4 Active

Directory K A A > @D L)L &4 Active Directory KA A >y hr—
TOTFT4 V7 M) ZBMLIEZ AR LET,

PR OWTIE, JRARAL UMEEDO N T Ty a— ] (42
=) ZZRLTIESN,

LILLS— O XDIER

FIE

ATy T
ATvT2

ATv73
ATvT4
ATy 75
ATvT6
ATvI1
ATvT8

. [Realms]

WOFINAT, VLWL =TV AEERTEET, LILVAY—FT UV RX, VAT LABTAT
FUAT AR —F AT AL XTRETHLALLDIEF XY XA N TF, LA AZBEINTS
GELFESTKRAUFET, 7TAT 0T 4T AN— MLV LAY —7 A %BMLUET, E
F. VAT LABRTAT T AT 4R U—%2HT 2L, LV AY—F U ATRESNE
EFF CTT_RTOULILLAPBRREIND Z L TT,

1R BRI

Active Directory t—/N— & ORI ENENIET D, DR EH 20D LIV LAEER L TH
T ALENRH Y ET, LDAP LILAD LAY —4 v RAIERTX EH A,

LDAP L /L A F 7213 Active Directory LV AR XLV AT 0 L7 RUDIER 23—) ©
e > T, LIV A EERRLE7,

Secure Firewall Management Center (Z 2 274 & L CWRWSEEITr 7 A o LET,

[#& (Integration) 1> [Z DD #E (Other Integrations) 1>[LJLL (Realms) ]1>[LJL.L
—#4 R (Realm Sequences) |27 U v 7 LET,

[Lv Ay —7%r A (Realm Sequences) | ¥ 7 %7 U w7 LET,

[v—%4 > A%BN (Add Sequence) | %7 U v/ LET,

[Name] 7 4 —/L RiZ, VAL —F U AE#BIT 570041 AT LET,
(A7 a ) [Description] 7 4 —/V KiZ, VIV AT —  ZAOMBEANLET,

[Realms] T, [1BA0 (Add) ](+) 7 Vv LET,

=l A BINT AK LV ADLART R ) v LET,



| [Realms]

2AFvT9
ATy 710

ATvINn

2 AR KAA {EHED =8I Firewall Management Center #5X €35 : £y b7 v .

MR &ALV IATITIE, [Filter] 7 4 —/V RIC LA AL DT X TEIFT—HE AL LET,

[OK1 %27 U v 7 LET,

[Add Realm Sequence] XA 7 R VR v 7 AT, VAT APKRET HIAFTCLILVLE KT v T T
YRFRey7LET,

WOBIZ, 2D LIV ATHEREIND LIV AT —7  ZADFIE R LET,
domain-europe.example.com L/ A%, domain.example.com L /L ADHNZ L — % —(Zxf L TH
KENET,

Add Realm Sequence @ X

Name*

Americas and Europe

Description

Realms
+

Drag and drop to order your realms

domain-europe.example.com (AD)

domain.example.com (AD)

[Save] 7 U v 7 LET,

RDEZARY
(TATT 4T 4 R =D 2ZBLTIIEEN,

HBR K AAIEEED =612 Firewall Management Center
AERTEITD YTy S

ZITHE, WSHOPD My 7 2@ LT, 7R RAL MEHEFRFO2 OO LV AEEH LT
Firewall Management Center O 3% & 715 & fiftin L £ 97,

Z OB TIEOFNZIX, 2 2D 7 + LA | : forest.example.com & eastforest.example.com
WEENET, 74V AMI &7 4 VA MOKED2—F—B LRI V—T o7 + L
Z MO Microsoft AD IZ L > TRERES 11D K D ICRESNE T,
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[Realms] |
. HOR KAA S50 =82 Secure Firewall Management Center 2% E 3 %5, ATY F1: LILLETA LY FDERTE

w2, ZOFITHERT 2REF 2R LET,

forest.example.com eastforest.example.com

Two-way transitive forest trust

Active Directory server Active Directory server

AR OB 24 LT, Firewall Management Center 2 KD X 9 ([ZERE L 7,

s TRy bur—LARY —THilfI7 52— —%E T forest.example.com N O E D
RAL DLV EET L7 R

e TR ay hu— R —THIET D2 —Y—% & T eastforest.example.com P DA
BORAALLDULALLET 4L MY

ZOFIOH LV AZIE, Firewall Management Center T7 4 L2 b U & L TREREINLTND 1D
DRAfarbu—=23H0FT, ZOFOT L7 FUIE ROXIICHESNTNE
T

« forest.example.com
o 2—H—D_— A4 (DN) : ou=UsersWest,dc=forest,dc=example,dc=com
o 7 V—7M<X—X DN : ou=EngineringWest,dc=forest,dc=example,dc=com
« eastforest.example.com
o 21— —DX— 2 DN : ou=EastUsers,dc=eastforest,dc=example,dc=com
o 7 V—7MX— X DN : ou=EastEngineering,dc=eastforest,dc=example,dc=com
BErEYY

7 a AR A A AGFED T2 DIT Secure Firewall Management Center % i Ed 5, AT v 7 1 :
VIVAET 4L N ORE (28 3—)

H AR KAALEEDT-HIZ Secure Firewall Management Center % 5%
Ed D ATV T1: LILLETA LY M) DERTE

ZHUE, 7 a R R AL U OEFEBIR TRRE S 472 Active Directory H— S— %835 £ 51
Firewall Management Center Z g% &9 2 HIEZHHT 5, B2 FIROHEY DL X7 TF, =
DFRET. EFEME TRV 2B ¥, ZOREFHOMEIZO>NTIT, 7 m A FA
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2 AR K AL UIEFED =8I Secure Firewall Management Center #5XE3 %, ATV F1: LILLET ALY FYDERE .

FIE

ATy T
ATy T2

ATv73
ATv74

A MFFED 7= |2 Firewall Management Center X E7T 5 : By b7 v 7 27 °—) &R
LTL7IEE,

RAAL L TELIZ1IODLILLE RALyay a—F7LI21o0F 427 NY 2L C#
ELIZ Y AT AT, &K 100,000 DANEHEX 2V 7 4 7V oL (==& 7 —T)
ARHTEET, INODBEXF 2V T4 7Y I ARBID LIV LATH Y n— FET
a—H—L—FTH2ESE. 77X a2y re— L R —CFHTE 9,

1R BRI
Microsoft Active Directory %h—/3— (X, 7 B A R A A VOEFHBER TRET HLENH Y £7,
FEIZOWTIE, LV ABEIMEHTED ALY B—Y) 2ZBLTIEIN,

LDAP Ca—H—%3GET 254, ZOFIEIIMEH T EHA,

Secure Firewall Management Center (212 74 > L CWRWERITR 7 A o LET,

[#%4 (Integration) ]>[ZDHD#HE (Other Integrations) 1>[LJLL (Realms) 1 %7 VU v
7 szjﬂo

[LILLZ%EBND (Add Realm) ]> [Active Directory/LDAP] %2 U v 7 L&,
forest.example.com Z 5 &3 572912, ROEFEHRE AT L E T,
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[Realms] |

. HOR KAA SO =8I Secure Firewall Management Center 2% E 3 %, ATY F1: LILLETA LY F)DE

5

GE)

Add New Realm @ X
MName* Description
|eastfcrest.example_com | | |
Type AD Primary Domain
| AD | | eastforest.example.com |
Directory Username* Directory Password*
| limited.eastuser@eastforest.example.com | | ------- |
Base DN Group DN
|ou:Eng'lneer‘lngUsers.dc:eaerarest.dc:ex | |ou:EastEngineering,dc:eaﬁtfcrest,dc:exa |
Directory Server Configuration

»~ eastforest.example.com:389

Hostname/IP Address* Port*

| eastforest.example.com | | 389

Encryption CA Certificate

| Mone | Select certificate “

(@) Resolve via route lookup

(0) Choose an interface

Interface used to connect to Directory server )

Default: Management/Diagnostic Interface

@ Test connection succeeded

Add another directory

Configure Groups and Users e

[Directory Username] (21, Active Directory K A A VINOEE O —HPF—ZfEETE ET, Fihl
IRHERRIILELH D 5 A,

T A LI )Y =N ORI SN DA ¥ —7 = A A, Active Directory #—/3—|Z

B Tx 51T

ATy Th
ATvT6

BEDOA L H—T A ATT,

[Test] 27 U7 L, TAMPEETHZ L 2MER L THrLRHATLES,
[Configure Groups and Users] 27 U v 7 L£79,

. [Realms]



| [Realms]
2 AR K AL UIEFED =8I Secure Firewall Management Center #5XE3 %, ATV F1: LILLET ALY FYDERE .

AT9TT  REVEITLHE, ORI _X—VRERENET,
forest.example.com

Group and User Sync Directory Realm Configuration

AD Primary Domain

forest.example.com

Enter query to look for users and groups

Enter the directory tree on the server where the Firepower Management Center should begin searching for user and group data.

Base DN Group DN
ou=UsersiWest,de=forest dc=exa ou=EngineeringWest de=forest,d
Load Groups

Available Groups
Limit the groups to use in policy by meving them to either the Included Groups or Excluded Groups list. Moving one group to the Included Groups list, for example, allows
that group only to be used in policy. Learn more [

Available Groups (All groups are included by default) Included Groups and Users Excluded Groups and Users
All except excluded None
CrossForestTest

AnotherCrosForestTest
Groups;and users
are,downloaded =

RegularGroup

CrossForestGroup

(G¥)

IN—Tla—WF—NEy o a— RS TWReWAEIEL, [Base DN] 7 4 —/L K & [Groups DN]
74—V RO E#HER L, [Load Groups] &7 VU v 7 L9,

ZOR=VTIE, ZOMOA T a VREEAENTEET, FHEMICOVTIE, LA T 4 —b
K (14—2) BXO[LVLT 4 L2 YU (Realm Directory) ]38 X OV[[A#] (Synchronize) ]
74— F (18 x—=V) ML TIIZEN,

ATYT8 ZON—TVELFH TN TERETHTGEIL, [Save]l 227V v 7 LET,

ATv79  [#E (Integration) ]>[ZDHD#E (Other Integrations) 1>[LJLL (Realms) 1% 7 U »
7 LET,

ATV T [LLAEIEM (AddRealm) 1227V v 7 LET,

ZATv 71 eastforest.example.com Z X ET 5720, ROFEHRE AN LET,

[Realms]
I .“
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. AR KAA EBED =812 Secure Firewall Management Center % F 9 %5, ATV F1: LILLETA LY MDD

Add New Realm @ X

MName* Description

| eastforest.example.com | | |

Type AD Primary Domain

| AD | | eastforest.example.com |
E.g. domain

Directory Username™ Directory Password®

|I'|mited.eastuser@eastforest.example.com | | ------- |

E.g. user@domain.com

Base DN Group DN

|;Users.dc=eastf0rest,dc=example.dc=ccm | |eerl’ng__dczeasllcrest,dczexample__dczcom |

E. 0. ou=group, de=clsco, doe=com E.g. ou=group,dc=cisco,dc=com

Directory Server Configuration

~ eastforest.example.com:636

Hostname/IP Address* Port*

| eastforest.example.com | | 636 |
Encryption CA Certificate*

| LDAPS | EastForest |+

Interface used to connect to Directory server
(@ Resolve via route lookup

(0} Choose an interface

Default: Management/Diagnostic Interface w

5 Test @ Test connection succeeded

Add another directory

Configure Groups and Users

ATYT12 [Test) 227 Vw7 L, TAMPENT DI LEHRLTOOHAITLET,
AT 713 [Configure Groups and Users] %7 U v 7 L £,
ATy T REBPERNTDE ROE S Ie_X—URRRENET,

[Realms]
[ 2| I



| [Realms]
AR K AL AEFED =8 Secure Firewall Management Center D{E, X Tv F2: A—H— L5 IL—TDEHA .

eastforest.example.com Cancel

Enter description

Group and User Sync Directory Realm Configuration

AD Primary Domain

eastforest. example.com

Enter query to look for users and groups

Enter the directory tree on the server where the Firewall Management Center should begin searching for user and group data

Base DN Group DN
ou=EastUsers,dc=eastforest,dc= ou=EastEngineering,du=eastfore
Load Groups

Available Groups

Limit the groups to use in policy by moving them to either the Included Groups or Excluded Groups list. Moving one group to
the Included Groups list, for example, allows that group only to be used in policy. Learn more [4

Available Groups (All groups are included by default) Included Groups and Users Excluded Groups and Users

Search All except excluded None

No groups were found

BErEY Y
7 AR AL FHEDT= 8 D Secure Firewall Management Center D% E, A7 v 7 2 : L—
Y=L TN —TORH (33 =)

HJORKAAL ASED =85 ® Secure Firewall Management Center M 5%
Fo ATVT2: A—HY—LJIL—T DR

7 A RAAL L OEHEBRZ RS2 DLl EO Active Directory r—/"—Z R E LI H, 22— —
EIN—T X ru— RTHMNENHY 9, 2O 7 B AT, ActiveDirectory D% E T
RIENRAET D AREMENH D £9 (—J7D Active Directory N A A NZIFX 7/ NV—T7 /132 —
P=RF T n—RFSRTHWT, ) —HZFFvrun— RS THWRWEERLY) |

B8O DRI

7 AR AA EHED =8| Secure Firewall Management Center 5% €3 5, A7 v/ 1: LJb
LT L7 N ORE 28 X—) TSN TWAIE(ELZIAT LI Z L 2R LET,

FIRr

AT w71 Secure Firewall Management Center (212 7' > L CWWaWEAITe 71 v LET,

AT 72 [#4E& (Integration) ]>[ZDHD#E (Other Integrations) ]>[LJLL (Realms) 1 %7 VU v
7 LET,

[Realms]
I .“



[Realms] |
. I AR K AL EBED 1= D Secure Firewall Management Center DEXFE, X TV 73 : BIEDRER

ATYT3 /7aARAL UEBEOEEDOVLVLADITORRBT, [4F<H U m—FR (Download Now) ]

v
(=) 27 VUo7 L, [IZ\V (Yes) |7 U w7 LET,

ATy 74 Fzyo<w—%- () ([Notifications]) >[Tasks] =2 U 27 LE7T,
IN—Tba—F—DFyrn— KRR LESGET, BRITL TSN, #BHORITHRE
MLEEGEIE, LVA 7 40— K (14%—2) BXO[L/LVAT 427 b U (RealmDirectory) ]
BELO[RH (Synchronize) 1 7 4 —/L F (18 X—¥) OMBIZHEV, LA LET L7 R
DBRE & MR L ET

RATv 75 [#A (Integration) 1> [ZDiD#EE (Other Integrations) ]>[LJLL (Realms) ]> [#ER %
BEA (SyncResults) 1 %7 VU v 7 LET,

EErEYY
71 AR A A AGFED =¥ D Secure Firewall Management Center DX E, A7 v 7 3 : [Hi#
DFH (34 ~—2)

HORKAAL MEED =6 D Secure Firewall Management Center %

= = y . B N

o ATV T3: [EIREDHRR
Firewall Management Center TZ7 2 A R A A VEHARET D REOFIHIL, 2—¥F—& 71—
TNTT =R LTE Yy rr—=RENL LTI LT, 2= =L =7 REINF Y
rua— RENeW—fH7eBHIX, 22— —& 7 —7»NET 5 L /L LM Firewall Management
Center [ZX 7 m— R TWRWZ & T,

IOMEY I TiEH, FAS v ary va—IBETIN—TE2RBTHEIICVLLARHRESN
TWARNWED, 1O0 7+ LA R TEREINTWAE I IL—TF% X7 oa— RTExRWZ L52
Wrd 2 FHEICHOWTHA LET,

4r & HHEIIC
FIR

AT w71 Secure Firewall Management Center (212 74 > L CWRWERIZe 7 A4 LET,

RATv T2 [#AE (Integration) ]>[ZDHDHKE (Other Integrations) 1>[LJLL (Realms) 1 %7 VU v
7 LET,

[Realms] 5T, LV ADLRIOMIC EBWZAR () BERSATOBEE, T 5%
EROLMER DY £7, BRINTOHRWGAE, ELKEESINTWADZD, KT TEE
D

ATy 73 MEEZERTIVLANL—Y—L I N—T2HEX T a— RRLET,
a) [Realms] ¥ 7% 7 U v/ LET,
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I AR K AL EBED =86 D Secure Firewall Management Center DERFE, X T 73 : RIREDRER .

b) - [(Download Now)] %2 U » 7 L. [Yes] &2 U v 7 LET,

AT T4 [SyncResults] ¥ 7 X—T% 27V v LET,
[Realms] 77 7 - BBV AR () PNERSATOLHAE. MEOH 5 LLLOKICH
»EBVEAK () 2200 LET,

AT w5 HDF|T, [Groups] £7/-1% [Users] 7 U v 7 L CREMIEMRAMRTE L £7,

AT v F6 [Groups] £721% [Users] # 7 _X—T T, HBL=AK M) 22V o LTHMEREFTL
£

FROFNIE, FEOFRKZ R ETE 5 0 ERAFrShET,

Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem
Realms Realm Sequences Sync Results
Realms C' Groups Users Users contained in the selected group

A forest.example.com A, CrossForestinvalidGroup A EastForest.example.com\Eastl A forest.example.com

3 E.g., Error message: this realm contains references to user or groups in another
eastforest.example.com CrossForestValidGroup domain that have not been synchronized {downloaded with the system.)
i Learn more [
EngineersWest o
A CrossForestinvalidGroup
E.g., Error message: this group contains references to user or groups in
another domain that have not been synchronized (downloaded with the
system.)Learn more [4

A EastF example.com|Easth ingUsers

Check config for Realm and ensure you can sync user or group
'EastForest.example.com\EastMarketingUsers® from that Realm.

Viewing 1-2 of 2 Viewing 1-3 of 3 Viewing 1-1 of 1

AR OB T, forest.example.com (2%, Firewall Management Center [Z L > CTH 72— K&
Tl 7 v—7 EastMarketingUsers & & i/ 0 A KA A T —7
CrossForestinvalidGroup 723 & LTV £ 97, eastforest.example.com L /L A% FREE[RIE L 7= 1%,
T T — MR L7220 IGATE. Active Directory N A A > 2 kv —7|Z EastMarketingUsers 73
BERTWRWAREMERH D 5,

Z OMEERIT HITIE, REFEITLET,

« CrossForestInvalidGroup 7> % EastMarketingUsers Z Hilfx L, forest.example.com L /L A%
BERHL T, FHEALET,

» eastforest.example.com L /L' A ® [Group DN] 7> 5 ou=EastEngineering fEZ IR L £9, =
AT £ Y | Firewall Management Center | Active Directory Ff& O BN L~ L6 J—7°
ZHf5 L, eastforest.example.com % [ L CHMER L £9°,
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ATv78

ZOIETIE, [LvA (Realms) |"N—YEDar ho— &AL T, LAALICHETSESES
ERATFT AR R BFATT D FEICHOWTHHLET,

I bR APREFRENTVDEGE, REFLEHRAAS B LTEY, REEZELFTET D
MRS DH D E . o RDVIZ[FEAR (View) | () RRINLDGE, REITLEHA FA A
WWRLTRY, REXEET ORI A,

Secure Firewall Management Center (212 7 A > L CWRWEEITr 714 U LET,

[#£4& (Integration) ]>[Z DD #HE (Other Integrations) 1>[LJLL (Realms) 1 %2 V v
7 LET,

LB EBIRT B2, [ (Delete) 1 (W) &2 Y s LET,

VIV A ERET DIIE, LV LADOREICH D MRt (Bdit) |1 (4£) 22U v 2 L, LDAP L /LA
F 7213 Active Directory LV AB IV AT 4 L7 MU DOERR 2 X—) OFBICHES T
EHEEITNET,

LIV A EANCT DI, [REE (State) 12 4HICATA FLET, VL AZEICT HITIE,
FEANWZATA RLET,

a—P—BrRa—P =N —T%F 7 n—FT5121F, [F70—F (download) ] (%)
Vv LET,

VNA%ZH—ﬁémm\FWF-@ww]GE)%7Uyﬁbi¢o

LV AE G 2 FEICOWTIE, LA ADE 36 2—) 2L T,

L)L LD EEES

FIE

ATy T
ATy T2

ATvT3

. [Realms]

IDXAT Z2FATTHIIE, BHE, 77 e 2EHE, *y N2 FHE, Fidtxa)
TAKBETHLRENRDH Y T3,

Secure Firewall Management Center (22 271 > L CWRWEEIFr 74 v LET,

[#£4& (Integration) ]>[ZDMD#HE (Other Integrations) 1>[LJLL (Realms) ] %2 V v
7 LET,

[LV ADLE#EE (Compare Realms) %7 U v 7 LET,
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ATvT4
ATy TH

ATvT6
ATy 17

ATvT8

ATvT9

Livsea—4—nsxyoa—For53Insa—+ ]

[tbfgxtg: (Compare Against) ] U A b6 [L/L AD K (Compare Realm) ] 3% L £,

[LV2A A (RealmA) | BEU[L/LAB (RealmB) 1V A B HERTH LIV AZEIRL F
7

[OK] %2 U v

fi#l %= DZET 258G 5121E. Z A b "= LD [Bi~ (Previous) ] £721F [k~ (Next) |%
7V w7 LET,

(A7 ay) [l LA — (ComparisonReport) ] %7 U w7 LT, LILVAKKLER— &
ERLET,

(A7 a ) Lk (NewComparison) (%227 U v 27 LT, HLWLILAKIKRE 2 —%
ARk LET,

LILLEA—F—DAHYoA—FD ST a—Fk

THIL oW — N OEEICK N2 B, LIVARRIE, 735 ARE, £700Eh— " —5
EDFHEEZBF L T 7ZE& W, BBEOMD T Ty a—TF 4 72O TE, RESHB LT
<TEEY,

« ISE/ISE-PIC % 721% Cisco TrustSec DFIED v T TNy o—T 4 7
TST=—V =2 N TATUTAT 4 V—AD KNI TN 2a—T 4T
XN T T AT R—=BNDTAT T AT A V—AD T TN a—T 47
VE—FTIRAVPNTAT T 4T 4 V=AD T TN 2—T 47

o —HP—HlIfHDONT TN a—T 4T

R LILLETL—TRLR—FENFETH, FU00—-FEShFEA

Secure Firewall Management Center D ~/L AE =X —|%, —HP—F7= XLV LADOR—EKEEHH
LET, ZOBIFROEIIZERSNTVET,

e 2 —HPF—DR—F . 2 —HF— L, ¥y r— NS5 Z L7 < Secure Firewall Management
Center |2 SNVE T,

22— —DOR—HDO— R B X, = —% —7 Secure Firewall Management Center <~ 4
Jru— LA SINTZ I N—TIZE L TWAD Z & TF, Review the information discussed
in Cisco Secure Firewall Management Center 7 /A AL A K.

o LILADAR—E . =—%—73 Firewall Management Center (Z58i% S 410 TV LL ATk}
JET B RAS e A v LG AR =Bk & £,

72 & 21X, Firewall Management Center C domain.example.com &9 R A A ke 3 25 Lb
LEEFHZELTOTYH, another-domain.example.com & W9 KA A b 7 A VR LAR— k&
NH%E. XLV LADOR LR £3, 2D RKAA NO2—H —|XFirewall Management
Center |2 & > T [/RBH (Unknown) | &bl E T,
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BHNNAEEN N T—and e, R—t T —VOR—EO L EVMEEZRELE T, KIC
Bz R L ET,

*50% DT 7 F NV FDOR—HEDOLEWMEEFEHTLE, 2200 I ATy T LILASODERE
tvig T, A—BEISIE. 25% EEHRII N T—ENnE A,

0 30% DAR—ED LI VMEERRETAL. 3500 IAT T LILASODEREEYI 3T
T, R—EEE1T. 60% BLOEEN M) H—ENnET,

RPR 2= =T AT T 4T 4 =W LW, R —IZ@lA S TWhEREA,
(FRH2—Y =2 L CT ATy T AT A NNy NT v T AL TExETNn, o—
P—L LIV AZ EREIZERRT A Z Lic ko TL— O a2 R/ RICESZ 2B LET, )

FEHZOWTIE, b AERFE——OR =Ko 41 =) ZZRRL TN,

ER  A—ARE o rao—RKahnigl
EZONHFERIIKRDERBY T,

s LIVAD[Z AT (Type) |NELSREINTORWGEEIL, YATAICEIOMEE I
LBRMEEVRY RVICE VRSN EER—H LW, 22— =L N—TE Xy
va— RT&EEHA, =& 21X, Microsoft Active Directory L' /L AD [Z A 7 (Type) ] %
[LDAP] & LTRET D &, VAT ATIHuid BENSKEIZRY . Z DOJEMIT Active Directory
TlX none ICRESINTWET,  (Active Directory Y 7R b U TlE, =—H%ID(Z
sAMAccountName ﬁ’{iﬁﬁ éﬂiﬁﬂo )

Vi)a—23a2: LVLAD[ZAT (Type) 17 4 —/v RZE@UNIERE LE T, Microsoft
Active Directory DG AL [AD] IZRE L, A — I TW5H5]D LDAP U ARY U 0L
A1 [LDAP] IZR%E L ET,

7 N—T % F T VR B4 (SRR SO M F & 41TV D Active Directory 27 /L— 7 D 1 —
P—X, TATT 4T 4 RV = A— L THATERWAREERSH Y £5, 72 & 23,
TN—T R ETNTMRERALBIZT AZ VAT (5) [ Aa— (=) | Ny T AT ya

() R EDOEHELFRZENTVDIHE, LD V=T NOa—Y =34y n—
RENT, TAT T 474 R —THEATEEEA,

FRIRE © 7V — T TR AL A 2 DR RSO 2 HIBR L £,

EE  Secure Firewall Management Center & Active Directory K A A > =12 b 1 — 7 W OIRIE % HI T 5
(21X, HiEERIZ Secure Firewall Management Center |2 CX 57217 iE VWL VAT 4 L7 R (DF
D, RASfvarybe—7) 2T 52 Lam<BEDLET,

7o & 1L, Secure Firewall Management Center 23 4t2KIC & 25513, FERIZALKICH D L L A
T4V P EMRLET, ZOXIITHRLRANE 2=V —TDF Y m— R
AA LT YN D EORENRREET HATREMER H VY £77,
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B LILARDO—EBO1I—F—AF Yo 0— Kahin
BEZONDIRRITKRD LY TT,

I ODODVNVATRREEBAD - —2F v rn—RLLETDH L, BR2—F—K
THUra— RRMEIEL, IEFET 7 — PRERRINET, 2—F—F U n— ROfR
I%. Secure Firewall Management Center £ /L Z & ICRRE STV ET, FEMIIC OV TIE,
Microsoft Active Directory D — —#l|[RZ S L T 7230,

T RTOD—W =L, FN—TDAN=THLLERHY ET, JNV—T DAL IIN—T
o —HP—iIF o — REhEHA,

JEIR 7R a2 rO—ILRY—BITIL—TDAN—y TE—F LA

Z OERRIT. D AD KA A L DIEFEREMRICH D AD RAAL ZEAESNET, LLTFOF
BT, AR ALY AL UL, 2= =D AL FTBRALUND RAL B LE
ﬁ—o

=P =NEHESNTODIMB R AL TERSNIZI N —TITE/ L T D55, SecureFirewall
Management Center [FFMH KA A > DA X —2 o T HBI L ERHA, T2E 21X ROVTY
FaBEZTLIEEN,

s RAfv avrhr—7 1 L 2FHAEIEHLTND
c IN—T AFIRAAS v a2 br—F 2 CELINTND
ey hu—7 1 ODax—W —mparvinder [FZNV—TADALN—ThH5D
22— —mparvinder [ IV —7AZRBLTNDHDD, A=y T I N—TF AZHE

9% Secure Firewall Management Center D7 7t A 22> hu—/L AR T — L— LR —FH L EH
A/o

BBRE: INV—TAIETE. TXTORAL L NIDT IV begGle KA a2 ba—
FUZEEDO T N—TZAER LET, JNA—T A EEIEITN—TBDOTXTDORA L N—|T—
HTAHEHC. Tr/EA ary ra— R o— — LA EELET,

EWR 70X a2 A= LRYS—BFRAL DDA N—2y TE—F LA

=P —=DHRNAAL DT THD RAAL IR L TWDEE . Firepower (3 KA A V[H OB/
Bz B L A, 2L X, ROTVT IV A EZEZTIEEN,

* FAA Y child.parent.com X FAA ¥ parent.com DT TH 5
o 22— —mparvinder I child.parent.com TEHZEIN T3
2 —H%— mparvinder BT KAA NIBEBLTCWDHD, parent.com & —EH9 3 Firepower

T7EBAar bu—/LRY —2child.parent.com K AA @ mparvinder & —EL
FHA,

fi#IRK : parent.com F721% child.parent.com DWTILND A L N— v FIZ—FT
HEoITrsEA I hrr— L RY— L— L EEELET,

[Realms]
I .“


management-center-device-config-73_chapter64.pdf#nameddest=unique_2140

[Realms] |

B .o riea—v—osyon—rorsinea—r

. [Realms]

JEWR : LILAFERIZULILALATA4LY FUDTR MHRKET S

FUL I R R=VD [T AL (Test) | RZ T, ANLTEHRA MERIZIP T FLAIC
LDAP 7 =V #X([F LET, K LZGAIR, REMBELTIEE,

« Ay LTz [AR A 44 (Hostname) |73, LDAP ¥—/NF 721% Active Directory KA A > =22/
FR—=ZDIP T R AR I N D,

« AJJL7= [IPT7 RL-A (IP Address) | MBI TH 5,

VIVARRTEN—T O [ADSIOT X b (Test AD Join) ] AR ¥ E, IROZ L 2R LET,

*DNS 23, [ADZ'J A4~ 1Y RKAA > (AD Primary Domain) ] % LDAP —/N—%F 72| Active
Directory RAA > a2 hr—FDIP T FL AR IND,

« [ADZl—¥4 (AD Join Username) ] & [ADZIN AU — K (AD Join Password) ] 231E
A

[ADZ = —H4 (ADJoinUsername) | IX5EREMAL THLULERH Y £ (72& 21E,
administrator Ti372< administrator@mydomain.com #fEf L E7) ,

s AL VI Ea—Z E/ER L., R AA /1T Secure Firewall Management Center % R A
Arara—#L LTEMIELTDD+3RHERN 22—V —I1Ch 5.

R - PRILABVERICI—HY— 24 LTI bARET D

THLRWHRT2—Y =2 A L7 U FRETSN TN D Z LKW Z 6| ISEASE-PIC ¥ —
/N— DM Secure Firewall Management Center DFFE] & RIS TWD Z 2R LET, 7
TIAT AR SN TWRnE | PREAORB T —DX A L7 T ERETSNDH]
RMERH Y 7,

THLRWHERETL—YF =24 L7 T FBRFETSNTND Z LIZKMW b, ISEISE-PIC, %
721X TS =— Y = > b — "— DI} 53 Secure Firewall Management Center D IRFfE & [FH#H S 41T
WHZEEMBLET, T IA T AR ST ARVWE, FEADRKRTL—Y—D X
ALT Y MRFATIND AR H Y 7,

FEIK © RED ISEASE-PIC L —HF—D1—HF—T—2H Web f 3 —T 24 ATRERSNAL

VAT MEIT BN EET —H R—= AW ISEASE-PIC £721E TS =— Y = > h 22— —D
TIT4ET 4 &2RHTHE, == ZNOICEATHEREFESE LET, KL T
X, > AT A Microsoft Windows — 3= 5 Z DOFFH 2 IEFICEUE T 572012 & & [T
WHRHZ bV ET, T —XBENKNT 5 E T, ISEASE-PIC F721X TS =—¥ = K
2= —IERZXDBT VT A ET 41T Web A X —T7 2 A AZERINEE A,

XY, TrRARary ==L EEoTm =Y — T T 0 v 7 OB LT B D
ZERHDHRITERLTIEE,
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ER ARV bDA—Y T—ANBEENDOABIZES
PR —T I T AT 4 AN MIEENDIP T FLAREGENDIHAITL, LV

LEMERLET, HEOLVVAIZFE—D [AD 77 A4~ RAA > (AD Primary Domain) ] ™
EERETHEITTEERA,

JER : A—SFILH—n\Dho05A4 0 L=a—HD, DRATALIZE>T—EIZHEIN S AL
BAINTOWDOERIZZ —I T —"—=RNEFEN, ZNERINTWD 1 DEITERD
P R—Z LV APRHEES N TV AEEIT, ¥—I A= N"—RETOa—Y—u (%
EREIZHRE 3 5 72 8 Cisco Terminal Services (TS) =— =2 FERETHALENDH Y 97,
TS=—Y = haA VA= L, RETHE, 20—z MIFKF—F—IZHIEDO R —
FEEID YT, VAT AFINLDOZ—Y—% Web f > H—T7 = A4 AT—RIZHHITZ D X
IR E9,

TS =— = > b OFFEMIZ W T,  [Cisco Terminal Services (TS) Agent Guide] =& L C<
7ZEW,

LILLFERIEA—F—DF—HBOEH

FIE

ATy T

ZOHETIE, LALERFA—F—OR—HEERHT L HECHOWTRALET, Zabidk
DEIITERSNTVET,

e =P —DAR—F : a—P—(I, ¥y r—RFZN5DI &7< Secure Firewall Management
Center |ZHE S ET,

2 —F—DR—EO— AR BLHIX, = — 3 —7 Secure Firewall Management Center -~ 4

Tra— KL SN — 7B LT D Z LT3, Review the information discussed
in Cisco Secure Firewall Management Center 7 /XA AR A K.

s LILADAR—F : 2—H =73, FirewallManagementCenter WZERER S LTV 720 L L AT
5T D KA AZm T A v LSRR B EE £,

FEANZOWTIE, VAt a—Y—DF - KON a—k (37—) HH
LTL7Z&E,

AR —H— 747/7474w—w W= LW, R —IZ@A STV EREA,
(FKHA2—HF =1zt L CTAT T AT A N—NEty N T v T A LT TXETRN, =2—
P LV LB TEREICET 2 2 LI Lo TL— O e/ N NBICESZ L2 BEID LET, )

LIV A FETZa— =D R —HOBHE B LET,

a) Management Center (22 74 > L CWRWEAIZR 7 A LET,

b) [System] > [Health] > [Policy] 27 V v 7 L %7,

¢) HMLWLANLARY =BT 50, FEBEFORY —2fmELET,
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d) [RVU—ofsE (EditingPolicy) [X— T, [KU T —DT7 %A LDOMME (Policy Runtime
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) KOEHREANLET,
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h) Cisco Secure Firewall Management Center 7 KX = A h L—3 2 7 J7 4 KD [Applying Health
Policies] TRiBI L7z & 91T, BHXRT AA ATIEFHERY —2@H L E7,

KDOFEONTFNHTCa—F—L UL ADR—HEFRLET,

o B L X UVMEZ B L7285 1%, Firewall Management Center O _F¥io v /57— 3 T
[#45 (Warning) ]> [/\/I/X (Health) (DIEIZZ V7 LET, ZHIZED, ~L R E=
=B E £

« [ RT L (System) ]>[~NJLR (Health) 1>[E=4% (Monitor) 147V v 7 L%,
[~/VA =4 — (Health Monitor) |~<—® [#/~ (Display) %I T, [L/VA: RAAL YV

(Realm: Domain) ] E72iX[L /LA 0 2 —H%— (Realm: User) ] ZEB L, R—EUZBI3 235/
ERRILET,

JAXRAAMVEED RS TILYa—+
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7 1A RAA GHD Management Center gx ED b7 7/ 2—F 4 > BT 5 — ka0 72
IR D & B0 TT,

HHFE TN =T HFEFOT R TCOTF VA MIVALEZET 4 L7 MU EBIMLTWHARN,
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BEND LTV LV AERELET,

o RFIE D —RFHY 72 R,

HExEET

Management Center 32— — & 7 )L—"7"% Active Directory 7 #+ L A k & [ CT& 5 [HENTF
T 2%6 . IRO X 5 72 [Sync Results ([AIHIFER) | ¥ 7 _X—IURERRSNET,
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Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem
Realms Realm Sequences Sync Results
Realms C' Groups Users Users contained in the selected group
—
Search Search Search

CrossForestGroup EASTFORESTO\EastMarketing A forest.example.com

E.g.. Error message: this realm contains references to user or groups in another
domain that have not been synchronized (downloaded with the system.)
Learn more [§

EngineersWest

A CrossForestGroup
E.g., Error message: this group contains references to user or groups in
another domain that have not been synchronized (downloaded with the
system.)Learn more [

A EASTFORESTO\EastMarketing

Check config for Realm and ensure you can sync user or group
'EASTFORESTO\EastMarketing' from that Realm.
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#EN=AK D) L AOREEL R EDICERSET,

FTARTO2—F =L TNV —TPEFICRB SIS E, VL LORIC
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forest.example.com eastforest.example.com

Two-way transitive forest trust

= =

Active Directory server Active Directory server

AMERICAS EUROPE

El domain El domain

Active Directory

Active Directory
domain controller

domain controller

ASIA
domain

o}

Active Directory
domain controller

FMC configuration

Realm: forest.example.com
Directory: AMERICAS.forest.example.com
Directory: ASIA.forest.example.com

Realm: eastforest.example.com
Directory: EUROPE.eastforest.example.com
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