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Rules Active Authentication Identity Source
Server Certificate * CaptivePortalCert v +
Redirect to Host Name @ CaptivePortalNetwork v _I_ A Supported only in Snort 3.0 and above
Port * 885 (885 or 1025 - 65535)
Maximurm login * 3 (0 or greater. Use 0 to indicate unlimited login attempts)
attempts

Active Authentication Response Page
This page will be displayed if a user triggers an identity rule with HTTP Response Page as the Authentication Type.

System-provided v o

* Required when using Active Authentication
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‘ Add Rule (]
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Allow v = None v+
Zones Networks VLAN Tags Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
—
| Awailable Ports ¢ + Selected Source Ports (0) Selected Destination Ports (0)
Q, Search by name or value any any
AOL
Bittorrent
DNS_over_TCP
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FTP
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| Cancel | m
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% 72 Firewall Management Center (272 74 > L CWRWEAIL, oA LET,

[/R1) >— (Policies) ]>[7 4 & A%l (AccessControl) ] RHE L >[5 (Decryption) |1 %~
Vw7 LET,

[H LW YU — (NewPolicy) 1227V w27 LT,
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[7D h3 > R$EkE (Outbound Connections) | ¥ 7 %27 U v 7 LET,

FrIF4 ITR—aLIz&Ba1—4—0fH [



FxTF4 TR—BNIZEB1—F—0#lE |

B o7 984008 7Y R KL—LEERLEESKY S—0HkH

ATvT6

ATy T1

ATvT8
ATvT79
ATv 710
ATvIN

Create Decryption Policy o X

@) A decryption policy is not required to only perform application or URL
discovery; instead, you can use TLS 1.3 Server Identity Discovery on the
access control policy.

Narme*

| Captive Portal decrypt |

Description

Outbound Connections

Inbound Connections

How Outbound Protection Works
Outbound protection matches traffic based on the referenced internal CA certificate’s signature
algorithm type, In addition to any configured rule conditions.

("

DECRYPTION EXCLUSIONS [

L |
e:ﬁjo :ﬁ:é

SOURCE DECRYPT RE-SIGN DESTINATION

Internal CA Download

A rule will be auto-created for the selected certificate authority.

CaptivePortalCA # Associated: 2 Networks, 1 Port

Cancel Save

N— NV OFEAEE T v 7 a— REITERLET,
CA &%y hU—2/FR— hOEFMAB DK LT 1 DO — LB ER S IVET,
(FB) Xy hU—7 L R—FE@RLET,
FEHIZOW TR, REZRLTIZS0,

< Ei5L— ZfF

« Fv MU= — V5 A:

o R— L— LD EAE

[R1F (Save) 1Z227 U v LET,

ERR L= B R Y v —DfIch 5 [fE (Edi) 1 () 22U v 7 LET,

XN TT 4T R—INOEZLV—LORICH D [ EdiY) | (£) 227V 027 LET,
[—H— (Users) 1227 U7 LET,

. FoTF 4 TR—BINIZEZ1—F—DHIE
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Editing Rule - CaptivePortalCArule 2]
Name Move
I CaptivePortalRlile | Enabled into Category - Standard Rules -
Action
4 Decrypt - Resign v |with | CaptivePortalCA v| C Replace Key Only
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
—
Available Realms Available Users Selected Users (1)
Q, Search by name or value Q, Search by name or value Special Identities/Unknown i

Special ldentities Failed Authentication

Guest

No Authentication Required

[over | NN
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RDEZRY
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T
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—ENS, FEHTLITAT T 4T 4 R U—DARIEFIRL, X—Y EHICH 5 [R1F
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RELEEDOREOFBIIE T, EHATHETAT T 4T 4 R —ET kA 2 b
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« [Cisco Secure Firewall Management Center 7 KX =& hL— 3 > A R] @ [Using
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WDT7 44— REFEHLT, 7477 47 474K U 2 —0 [Active Authentication] % 7 ~<X— T
XY ST AT R=BNEBRELET, [ TATFT AT 4 = 74— ] BLO IFx
TT 4T R=ENANLEOT TV r—a rOpst (195—) | bBRLTLIIEE N,
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